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Abstract

Currently, high-fidelity text-to-image models are devel-
oped in an accelerating pace. Among them, Diffusion Mod-
els have led to a remarkable improvement in the quality
of image generation, making it vary challenging to dis-
tinguish between real and synthesized images. It simul-
taneously raises serious concerns regarding privacy and
security. Some methods are proposed to distinguish the
diffusion model generated images through reconstructing.
However, the inversion and denoising processes are time-
consuming and heavily reliant on the pre-trained gener-
ative model. Consequently, if the pre-trained generative
model meet the problem of out-of-domain, the detection per-
formance declines. To address this issue, we propose a
universal synthetic image detector Time Step Generating
(TSG), which does not rely on pre-trained models’ recon-
structing ability, specific datasets, or sampling algorithms.
Our method utilizes a pre-trained diffusion model’s net-
work as a feature extractor to capture fine-grained details,
focusing on the subtle differences between real and syn-
thetic images. By controlling the time step t of the net-
work input, we can effectively extract these distinguish-
ing detail features. Then, those features can be passed
through a classifier (i.e. Resnet), which efficiently detects
whether an image is synthetic or real. We test the pro-
posed TSG on the large-scale GenImage benchmark and
it achieves significant improvements in both accuracy and
generalizability. The code and dataset are available at:
https://github.com/NuayHL/TimeStepGenerating

1. Introduction

Recently, diffusion models have achieved state-of-the-art
performance in the field of image generation. The Denois-
ing Diffusion Probabilistic Models (DDPMs) [1] have intro-
duced a new method for high-quality image generation and
have been widely researched. Improvements to diffusion

1∗Ziyue Zeng is the first and corresponding author.

Figure 1. Overview of the reconstructing based method and our
method. In the reconstructing method, X0 is the original picture
and we add noise to the original image through one or several in-
verse processes to get Xt. X ′

t is the image obtained after denoising
Xt. In the proposed method TSG, we first fix the timestep t and
extract features using a pretrained U-Net neural network from a
diffusion model. Then, these features are fed into a classification
network for prediction.

models have focused on multiple aspects, such as acceler-
ating sampling [2–4], innovate the backbone network [5,6],
improved model framework [7–9] and optimizing training
strategies [10, 11]. Diffusion models have also been inves-
tigated for various downstream tasks, including video gen-
eration [12], controllable image synthesis [13, 14], and im-
age editing [15, 16]. The proliferation of diffusion model-
based technologies in everyday life has raised significant
concerns [17] regarding privacy, the dissemination of mis-
leading information, and copyright infringement. There-
fore, it is imperative to develop a method to detecting gen-
erated images to ensure the integrity of a trustworthy social
environment.
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The diffusion model differs substantially from previous
methods in image generation, and existing research tech-
niques struggle to accurately identify images produced by
diffusion models. To develop a universal detector for im-
ages generated by diffusion models, experts have achieved
promising results by investigating the principles underlying
diffusion models. To address these issues, Diffusion Re-
construction Error (DIRE) [18] was proposed, based on the
hypothesis that authentic images present greater challenges
for diffusion models to reconstruct accurately. Therefore,
the reconstruction error between the generated image and
the original image can serve as an effective classification
feature. To enhance the generation speed of DIRE, LaRE2

[19] was introduced, leveraging one-step reconstruction er-
ror within the latent space as a central approach. However,
DIRE has two main shortcomings: its time-consuming re-
construction process and its reliance on the performance of
the reconstruction model, both of which have yet to be fully
addressed.

In response to these concerns, we propose Time Step
Generating (TSG). Compared to the reconstruction pro-
cesses of single-step inversion and denoising, TGS simpli-
fies the approach further. In the process of TSG, we con-
sider the following points: Firstly, based on the premise
that real images are more challenging to reconstruct than
generated images, we focus on the most crucial step in the
reconstruction process: the estimation of the noise ϵ. Tak-
ing DDPM as an example, considering the time step t and
varying details contained in the input image, the U-Net es-
timates the noise presented in the image at that specific mo-
ment. Likewise, the pre-trained U-Net’s ability to estimate
noise also differs between real images and generated im-
ages. Secondly, from the perspective of Score-Based Dif-
fusion model, the denoising process is regarded as moving
toward directions of higher probability density in the sam-
ple space. Consequently, for real images, which are already
situated at the highest probability density point, the gradi-
ent at this point differs from the estimated gradient of the
generated images. Based on the above two inferences, a
pre-trained U-Net is employed to directly extract features
from the images to be classified. The schematic diagram of
TSG is shown in Figure 1.

Generally, in TSG, we first use a neural network to ex-
tract features from the images, and then feed these features
into a classification network for identification. However,
unlike previous work, the feature extraction network we use
comes from a pre-trained unconditional diffusion model.
Theoretically, any pre-trained diffusion model can serve as
the feature extractor for TSG, as long as it has sufficient ca-
pability for generating detailed features. Thus, our method
can handle datasets with arbitrary content and various gen-
erators, significantly enhancing versatility and model appli-
cation speed.

To evaluate our method, we use the GenImage bench-
mark [20]. It consists of 8 subsets generated by different
kinds of generators, each containing about 300,000 image
samples. Compared to DIRE, our method is 10 times faster
and compared to LaRE2 we achieves substantial improve-
ment in accuracy. The contributions of our work are as fol-
low:

1. New feature extraction paradigm: Unlike recon-
struction based feature extractors, our method fur-
ther decomposes the single-step reconstruction process
based on the principles of diffusion models, focusing
on the step that best distinguishes real images from
generated ones: noise prediction.

2. Greater generalizability: Our method requires no ad-
ditional training beyond the classifier. The generaliz-
ability of the TSG is greatly enhanced compared to re-
construction models, as it does not require considera-
tion of whether it can reconstruct for specific datasets
or types of objects.

3. Better performance: We conducted extensive exper-
iments that demonstrate a significant improvement in
the accuracy of our method compared to previous base-
line.

2. Related Works
2.1. Image Generation

Generative Adversarial Networks [21] (GANs) and Vari-
ational Autoencoders [22] (VAEs) have been pioneers in the
field of image generation. However, they are limited by
the quality of generated images and the stability of train-
ing. Diffusion models represent a newer approach to image
generation, particularly notable for their stable training and
quality in creating detailed and diverse images. These mod-
els work by defining a reverse process that progressively
refines images from pure noise to detailed data, guided
by probabilistic modeling. This approach captures com-
plex data distributions and avoids some common challenges
seen in GANs, like mode collapse. Denoising Diffusion
Probabilistic Models [1] (DDPM) are based on a Markov
chain of steps that iteratively add noise to data and then
learn to reverse this noise. The forward process involves
gradually corrupting the data with Gaussian noise until it
becomes unrecognizable. In contrast, the reverse process
learns to reconstruct the image from noise, resulting in high-
quality generation. This method is particularly effective for
generating diverse and high-resolution images by modeling
the gradual improvement of details over a series of steps.
Moreover, recent work such as Stable Diffusion [9], PixArt-
α [23] have reached state-of-the-art status in text-to-image
generation.
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2.2. Generated Image Detection

In the past few years, research on detecting generated im-
ages has primarily centered on images produced by GAN-
based generation methods [24, 25]. Detection approaches
for GAN-generated images have largely relied on feature
detection, which attempt to identify subtle artifacts and
inconsistencies specific to GANs. These methods lever-
age Convolutional Neural Networks (CNNs) to analyze and
classify visual features, enabling the identification of syn-
thetic images by learning unique patterns that distinguish
GAN-generated content from real images. Some works fo-
cus on detecting fake faces [26–28], while others focus on
general models [29, 30]. However, with the rise of newer
models like diffusion-based image generation,these CNN-
based feature detection methods have shown limitations. To
address these challenges, recent research has explored in-
novative detection approaches tailored to the unique char-
acteristics of diffusion models. Wu et al. [31] introduced
a method that leverages a CLIP-based model for detection
[32], utilizing the feature representations of CLIP to better
distinguish between real and diffusion-generated images.
Wang et al. [18] proposed the Diffusion Reconstruction Er-
ror (DIRE) method which exploits the error in real image
reconstruction for image detection. Cazenavette et al. [33]
further develop synthetic image detection by utilizing in-
version feature maps for classification. Luo et al. [19] per-
form an effective detection method compared to the DIRE
method, while Tan et al. [34] propose a gradient-based de-
tection approach. Inspired by this previous work, we pro-
pose the Time Step Generating (TSG), which improves both
accuracy and speed.

3. Methods
We first provide background information on Score-

Based Diffusion Model and DDPM in Section 3.1. Then,
we introduce our proposed TSG feature extraction method
in Section 3.2.

3.1. Preliminaries

Score-Based Diffusion Model constructs a diffusion
process {xt}Tt=0 indexed by a continuous time horizon
[0, T ], which gradually transform a data distribution q0(x0)
into a noise distribution qT (xT ) using a stochastic differen-
tial equation (SDE). The forward process can be formulated
as:

dx = f t(x)dt+ g(t)dw, (1)

where w is standard Wiener process. f t(·) and g(t) de-
note the drift coefficient and diffusion coefficient, respec-
tively. The reverse process relies exclusively on the time-
dependent gradient field (or score) of the perturbed data dis-
tribution as:

dx =
[
f t(x)− g(t)2∇x log qt(x)

]
dt+ g(t)w̄, (2)

where w̄ and dt denote the standard Wiener process in
the reverse-time direction and an infinitesimal negative
time step, respectively. Score-based models estimate this
gradient field ∇xt

log qt(xt) by training a neural network
sθ(xt, t), with score matching losses as the objective:

JDSM(θ) :=

Eq0(x0)qt(xt|x0)

[
||∇xt

log qt(xt|x0)− sθ(xt, t)||22
]
.

(3)

The score-based model sθ(xt, t) can be incorporated into
(2) once the it has finished training. Subsequently, samples
are generated by numerically solving this reverse process
SDE, which retraces the forward diffusion in (1) in reverse
time, ultimately producing an approximate data sample.

Denoising Diffusion Probabilistic Model is intuitively
composed of a forward process and a reverse process. In the
diffusion forward process, let x0 be the original image se-
lected from the dataset, random Gaussian noise is sampled
and gradually add to x0, denoted as:

q(xt|xt−1) = N (xt;

√
αt

αt−1
xt−1, (1−

αt

αt−1
I)), (4)

where xt denotes the images in the process of adding noise,
t and αt are two pre-defined sequence of hyperparameters.
An important corollary is that we can directly add noise in
a single step to obtain a noisy image at any given time step:

q(x− t|x0) = N (xt;
√
αtx0, (1− αt)I). (5)

The reverse process is also defined as a series of Markov
processes following normal distribution:

pθ(xt−1|xt) = N (xt−1;µθ(xt, t),Σθ(xt, t)), (6)

where pθ can be indirectly predicted by a neural network ϵθ.
In the training process, ϵθ take xt and time step t as input to
predict the added noise ϵ, which is defined as:

Lθ(x0, t) = ||ϵ− ϵθ(
√
ᾱtx0 +

√
1− ᾱtϵ, t)||22. (7)

3.2. Time Step Generating

We first assume a reverse denoising process of a DDPM,
the xt near the completion of the reverse process already
contains numerous details and is close to samples of images
generated by the generative model. TSG feeds the origi-
nal images, along with a timestamp close to the end of the
generation process, into the U-Net within a pre-trained dif-
fusion model. From the DDPM perspective, setting t close
to 0 in the reverse process refines details for the given im-
age. Therefore, the noise predicted by the neural network
will naturally contain the detailed information of the input
image. On the other hand, Figure 2 illustrates our TSG from
the perspective of Score-Based Diffusion Model, where the
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Figure 2. Explain the differences between real and generated sam-
ples from the perspective of scores. xr is the real image’s distri-
bution and xg represents the distribution of generated images. We
take the center point of the distribution as an example, the arrow at
the center of the distribution represents the estimated score at this
point.

two circles represent the distributions of real and generated
images, respectively. Real images’ distribution xr is orig-
inally located in areas of high probability density, so the
predicted score at this point leads to significant differences
from that of the generated image, providing distinct detailed
features that can be detected by ResNet-50 [35]. If noise is
added to the real images in the same way as in previous
work. the distribution of real images will be significantly
affected, and the original real-detail features are also dis-
rupted. This may help explain why, in later experiments,
reconstruction methods perform worse than TSG’s one-step
feature extraction.

The definition of TSG is as follow:

F = ϵθ(I, t), (8)

where I = xr or xg , and F is the feature extracted by the
U-Net. Then, we feed F into the ResNet-50 for binary clas-
sification.

Figure 3 shows some examples of the TSG images. We
can see that as t increases, the main object’s outline in
the feature map generated by TSG becomes progressively
clearer, highlighting high-frequency information. Compar-
ing the feature maps at t = 0 and t = 50, we can ob-
serve that at t = 0, the main part of the image shows more
detailed noise. As t increases, the noise in both the main
part and the background gradually decreases. Next, we will
conduct experiments to perform a more detailed analysis of
TSG.

Figure 3. The feature images output by TSG under different con-
ditions of t.

4. Experiments
4.1. Datasets and Pretrained Models

We use the GenImage [20] dataset to test the detec-
tion accuracy of our proposed method and analyze changes
brought by different time step t. In the GenImage dataset,
we select the images from 5 different generative models:
BigGAN [36], VQDM [37], SD V1.5 [9], ADM [7] and
Wukong [38], where the last four datasets are generated by
diffusion models. Each subset of generated models con-
tains approximately 330k images in total, and divided into
training and validation sets. To facilitate comparison with
previous work, we follow the dataset’s original settings to
divide the training and validation sets.

In all experiments, we adopt the class-unconditional Im-
ageNet diffusion model at resolution 256 × 256 which re-
leased with the paper [7].

4.2. Implementation Details

Our code is basically modified based on DIRE. Dur-
ing the feature extraction process, images are resized to
256×256 and input to the U-Net. Then, during the classifier
training phase, we crop the images with a size of 224× 224
and use ResNet-50 [35] as the base network. To study the
generalization of our method, we selected images generated
by five different generation methods as subsets and trained
a classifier on each subset for subsequent classification ex-
periments. The results and other experiments are presented
below.

4.3. Generalization on Generative Methods

To evaluate the generalization performance of our model,
we select the LaRE2 model trained on the same datasets and
consider it as the baseline method. Specifically, we train a
classifier on each of the five selected subsets and then use
each classifier to detect the other four different subsets. We
conduct experiments using the validation set as the test set
while keeping the dataset unchanged. We selected the time
step t = 0 and t = 50, as they are relatively close to the end
of the reverse process. The accuracies of different methods
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Figure 4. Cross validation results on various training and testing subsets of Genimage. For each generator, a model is trained and tested
across all 5 generators. The matrix plot presents the accuracy of LaRE2 and TSG, with TSG evaluated under two parameter settings: t = 0,
t = 50.

and detectors are shown in Figure 4 .
From the characteristics of the accuracy distribution, all

approaches’ accuracies along the diagonal are all close to
100%, indicating that when the generator is the same, the
features learned by the classifier work well. However,
when the classifier is applied to the images generated by
other generators, the baseline performance showed signifi-
cant variations. The classifier trained on diffusion model-
based generated image subsets using TSG (t = 0) shows
great improvement in accuracy when tested on ADM. This
indicates that the features extracted using TSG demonstrate
good generalization on diffusion model generated images.
Besides, the model trained on SD V1.5, and VQDM can
also work well on Biggan subset. It shows that the classifier
trained using our feature extraction method is not only ef-
fective for images generated by diffusion model-based gen-
erators but can also generalize to the Biggan.

Since our method and baseline are designed based on the
principles of diffusion models, the performance of the clas-
sifier impacts when trained on images generated by Big-
GAN. We will later explore ways to address this issue.

4.4. Influence of Time Step t

In TSG generation, we can control the time step t input
to the neural network. This subsection discusses the impact
of different time steps on feature extraction.

From Figure 4, we can compare the impact of different
time steps t on detection performance. Compared to t = 0,
as t increases, the amount of detailed information in the fea-
ture maps decreases. This results in the information content
in the TSG images being insufficient, leading to poorer clas-
sification performance in distinguishing between real and
fake images. Thus, the detection accuracy at t = 50 slightly

declines but remains, on average, higher than that of LaRE2.

4.5. Performance Comparison with State of the Art

Table 1 shows the accuracy comparisons on the selected
dataset. From this, we can observe that our method signifi-
cantly outperforms in accuracy, whether tested on diffusion
model-based datasets or on BigGAN generated dataset. The
average accuracy shows an improvement of nearly 20 per-
centage compared to baseline LaRE2.

Method Testing Subset Avg
ACC.(%)Diff.-based BigGAN

GramNet [39] 65.0 62.4 63.7
DIRE [18] 67.9 55.6 61.8
LaRE2 [19] 78.8 72.4 75.6

TSG (t = 50) 87.5 90.8 89.2
TSG (t = 0) 94.1 95.6 94.9

Table 1. Accuracy comparisons on selected dataset. The best and
second best results are hightled in red and blue. Diffusion based
models include SD V1.5, ADM, VQDM, and Wukong. The accu-
racy of each subset is calculated using classifiers trained on five
different selected subsets.

Subsequently, we demonstrate the speed advantages of
our method through experiments. We conducted compara-
tive tests to measure the time required by DIRE and TSG to
generate 100 feature images in practical scenarios. The ex-
periment was conducted on a single RTX A6000 GPU, and
U-Net used in DIRE’s reconstruction process is the same as
the one used in TSG. The experimental parameters are con-
figured to maximize memory utilization, shown in Table 2.
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Figure 5. Using Grad-CAM heatmaps to demonstrate the part classifier relies for classification.

Method Parameter Time (s)
Batch Size Sampling Num

DIRE 50 “ddim20” 100 277.1
TSG 5 - - 100 26.3

Table 2. Parameters and time required for DIRE and TSG.

As shown in the Table 2, our method is nearly 10 times
faster than DIRE. Since DIRE requires each image to go
through 20 DDIM inversion steps and 20 denoising recon-
struction steps, our method only needs to pass the image
through the U-Net neural network once.

4.6. Robustness Against Compression

In studies focused on datasets for fake detection, there
has been specific analysis [40] of how image size and qual-
ity impact classification results. We are particularly inter-
ested in whether the new features introduced by JPEG’s
lossy compression lead the classifier to learn some unin-
tended features. Therefore, based on the quality of JPEG
images, we selected images with a compression rate greater
than 96 from the GenImage’s subsets Glide [41], SD V1.4,
and Midjourney to create three new unbiased datasets. The
specific composition of the dataset can be seen in Table 3.

Subset Train Testing
Ai Nature Ai Nature

Glide 113,085 113,085 5000 5000
SD V1.4 112,695 112,695 5000 5000
Midjourney 113,002 113,002 5000 5000

Table 3. The number of images in each of the three constructed
Unbiased datasets.

Figure 6. Cross-validation on an unbiased datasets.

Next, we perform cross-validation using these three un-
biased datasets. The experiment result is shown in the Fig-
ure 6. From it, we observe that classifiers trained on the
three datasets each demonstrate high accuracy during cross-
validation. This suggests that our TSG model is not affected
by noise introduced by JPEG image compression.

4.7. Grad-CAM Visualizations

To further analyze how the classifier determines whether
an image is generated based on features extracted by TSG,
we use the Grad-CAM [42] to visualize the ResNet-50 pre-
diction process through heatmaps.

The highlights in the heatmap represent contributions to
the classification result. Figure 5 give the examples. From
the whole-image perspective, the highlighted areas are ex-
tensive, indicating that the classifier does not make judg-
ments based on just one or a few details. By comparing
the heatmap distributions of the same image at t = 0 and
t = 50, we can see that the areas contributing the most to
the classification results are different. Moreover, at t = 50,
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the classifier’s attention is focused on the high-frequency
details of the main object in the image, while at t = 0, the
heatmap shows a larger area of focus, which may due to
the presence of more detailed features in the overall feature
map at that time. This can also explains why TSG performs
better in terms of accuracy at t = 0 compared to t = 50.

4.8. Training on the Mixed dataset

Our goal in the field of fake detection is to develop a
fully generalizable detector that can accurately handle im-
ages generated by any type of generator. However, from
Section 4.3, We observe a decrease in cross-validation ac-
curacy for the BigGAN and diffusion series models. There-
fore, we aim to enable the classifier to correctly classify im-
ages generated by two different types of generative models
through TSG, while still using ResNet-50. We combined
the training sets of the ADM, SD V1.5, and BigGAN subsets
and trained a classifier using TSG(t=0). The great perfor-
mance of this new classifier is shown in Table 4. In which,
Diff.-based is the average accuracy mentioned in Section
4.5 and the Un-bias is the average accuracy of three Un-
bias subsets Glide, SD V1.4, and Midjourney.

Testing set Diff.-based BigGAN Un-bias

Accuracy(%) 100.0 100.0 100.0

Table 4. The performance of the classifier trained on the mixed
dataset.

For further analysis, we use Grad-CAM to visualize ex-
amples of misclassified images from the Wukong and ADM
test sets by the classifier trained only on BigGAN, and com-
pared them with Grad-CAM visualizations of the same im-
ages identified by the classifier trained on the mixed dataset.
Figure 7 shows various classification’s Grad-CAM exam-
ples, illustrating that the classifier trained on the mixed
dataset tends to extract details from the entire image, en-
abling more accurate predictions.

5. Conclusion
In this work, we innovatively addressed the problem of

generated image detection by using the U-Net neural net-
work from the pretrained diffusion model as a feature ex-
tractor. This approach significantly improved detection ac-
curacy while also accelerating the detection process. This
method is more accurate than previous reconstruction-based
detection models. In our experiments, we performed cross-
validation, robustness testing, and heatmap analysis, all of
which demonstrated the effectiveness and efficiency of our
method. The proposed TSG is 19% better than the previous
method LaRE2 and the time required was only one-tenth of
that for DIRE.

Figure 7. Grad-CAM visualizations for the same image at t = 0:
the misclassification by the classifier trained on BigGAN, and the
correct classification by the classifier trained on the mixed dataset.
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