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Abstract

Sparse Principal Component Analysis (sparse PCA) is a fundamental dimension-reduction
tool that enhances interpretability in various high-dimensional settings. An important variant
of sparse PCA studies the scenario when samples are adversarially perturbed. Notably, most
existing statistical studies on this variant focus on recovering the ground truth and verifying
the robustness of classical algorithms when the given samples are corrupted under oblivious
adversarial perturbations. In contrast, this paper aims to find a robust sparse principal compo-
nent that maximizes the variance of the given samples corrupted by non-oblivious adversarial
perturbations, say sparse PCA with Non-Oblivious Adversarial Perturbations (sparse PCA-
NOAP). Specifically, we introduce a general formulation for the proposed sparse PCA-NOAP.
We then derive Mixed-Integer Programming (MIP) reformulations to upper bound it with prov-
able worst-case guarantees when adversarial perturbations are controlled by two typical norms,
i.e., ℓ2→∞-norm (sample-wise ℓ2-norm perturbation) and ℓ1→2-norm (feature-wise ℓ2-norm per-
turbation). Moreover, when samples are drawn from the spiked Wishart model, we show that
the proposed MIP reformulations ensure vector recovery properties under a more general param-
eter region compared with existing results. Numerical simulations are also provided to validate
the theoretical findings and demonstrate the accuracy of the proposed formulations.

1 Introduction

This paper studies a robust generalization of vanilla sparse Principal Component Analysis (PCA)
by incorporating additional non-oblivious adversarial perturbations into a given sample set. Such
a problem has been widely studied in many fields, including robust training processes with ad-
versarial perturbations (Bai et al., 2021), machine learning security (Diakonikolas et al., 2019),
exploratory analysis of corrupted data (Diakonikolas et al., 2017), and minimax game theoretic
strategy (Zhou et al., 2019), to name but a few. In particular, the proposed sparse PCA with
Non-Oblivious Adversarial Perturbations (sparse PCA-NOAP) is defined as follows: Given a set of
(unpolluted/unperturbed) samples x1, . . . ,xn, for a pre-determined matrix norm ‖ · ‖ that spec-
ifies the type/metric of adversarial perturbations, and a positive parameter ρ > 0 that controls
the maximum magnitude of perturbations, the sparse PCA-NOAP aims to find a robust & sparse
principal component vRS that maximizes the variance under additional non-oblivious adversarial
perturbations by solving the following max-min problem:

vRS := argmax
v∈Vk

min
Σ̃∈U‖·‖(ρ)

v⊤Σ̃v , (1)

where we use Vk := {v | ‖v‖2 = 1, ‖v‖0 ≤ k} with a ℓ0-norm sparsity constraint for the num-
ber of non-zero components of v to denote the set of k-sparse unit vector, Σ̃ to denote an ad-
versarially perturbed (corrupted) covariance matrix choosing from the following uncertainty set
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U‖·‖(ρ) := {Σ̃ = 1
nX̃

⊤X̃ | X̃ = X + E, ‖E‖ ≤ ρ} with the (uncorrupted) sample matrix

X := (x1 | · · · | xn)
⊤ ∈ R

n×d, and perturbation matrix E ∈ R
n×d controlled by the aforemen-

tioned matrix norm ‖ · ‖ and parameter ρ > 0.

Before presenting the main contributions, we first highlight the differences between the proposed
sparse PCA-NOAP and relevant problems arising from data analytics and statistics. First, unlike
classical sparse PCA, the proposed sparse PCA-NOAP aims to find a principal component vRS that
maximizes the variance under adversarial perturbations as presented in Formulation (1). Second,
compared with the sparse PCA under oblivious outliers arising from statistics, instead of recovering
the ground truth or verifying the level of robustness for classical sparse PCA algorithms, sparse
PCA-NOAP aims to answer the following two high-level questions: (Q1) Computationally, does
there exist a tractable mixed-integer programming (MIP) formulation that enables computing, ap-
proximating, and verifying vRS on some typical types of non-oblivious adversarial perturbations with
provable guarantees? (Q2) Statistically, under different (typical) types of non-oblivious adversarial
perturbations, how vRS changes with respect to the increasing intensity of adversarial perturbations?
The answer to question (Q2) further sheds light on questions: Which support is more “significant”
than others? How can we approach sparse PCA with unknown sparsity level k?

Contributions and paper organization: In general, our main contributions provide an ini-
tial affirmative answer to the above two high-level questions, which include the following three
parts: 1. Section 2 proposes computationally tractable MIPs for two typical sparse PCA-NOAP,
i.e., sample-wise/feature-wise adversarially perturbed sparse PCA, combined with provable addi-
tive/affine approximation (upper) bounds. For people with independent interests, techniques used
in establishing MIP formulations can be generalized to formulate other sparse generalized eigenvalue
problems or mixed-integer quadratic programs. 2. When samples are i.i.d. generated from some
underlying spiked Wishart model, Section 3 then provides statistical properties for the aforemen-
tioned two typical sparse PCA-NOAP, i.e., sample-wise and feature-wise adversarially perturbed
sparse PCAs. Additionally, we characterize the behavior of robust & sparse principal components
as parameter ρ increases. 3. Numerical simulations are also reported in Section 3.3 to validate
the theoretical findings and demonstrate the relative accuracy of our proposed MIP formulations.
Finally, concluding remarks and future directions are included in Section 4.

Notation: We use lowercase letters, e.g., a, for scalars and bold lowercase letters, e.g., a,
as vectors, where ai is its i-th component with i ∈ [d], and bold upper case letters, e.g., A,
as matrices. Without specific description, for a m-by-n matrix A, we denote Ai,j as its (i, j)-th
component, A⊤

i,: as its i-th row, A:,j as its j-th column. For a symmetric square matrixA, we denote
λmax(A), λmin(A) and λi(A) as its maximum, minimum, and i-th largest eigenvalue, respectively.
Given index set I, we use [a]I or aI to denote a vector with same values as a in I and rest be
zero; AI,I to denote the submatrix of A indexed by I. We denote ‖a‖1, ‖a‖2, ‖a‖∞, ‖A‖F , ‖A‖op
as the ℓ1, ℓ2, ℓ∞-norm of a vector a, the Frobenius norm and the operator norm of a matrix A,
respectively. We denote I(·) as the indicator function, ‖a‖0 :=

∑d
i=1 I(ai 6= 0) as the ℓ0-norm (i.e.,

the total number of nonzero components), supp(a) := {i ∈ [d] | ai 6= 0} as the support set. We
denote Vk := {y ∈ R

d | ‖y‖2 = 1, ‖y‖0 ≤ k} as a set of k-sparse unit vectors of d-dimension,
N (µ, σ2) as a Gaussian distribution with mean µ and covariance σ2. For two sequences of non-
negative reals {fn}n≥1 and {gn}n≥1, we use fn . gn to indicate that there is a universal constant
C > 0 such that fn ≤ Cgn for all n ≥ 1. We further use standard order notation fn = O(gn) to
represent that fn . gn.
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1.1 Literature Review

Sparse PCA and its adversarial perturbation have been studied extensively over the past decades.
This subsection provides a brief literature review of papers that are most relevant to our contribu-
tions concerning MIPs and statistics.

MIPs for sparse PCA. Briefly speaking, given an arbitrary centered sample matrix X ∈
R
n×d, sparsity level parameter k ≤ d, and using Σ̂ := 1

nX
⊤X to denote uncorrupted sam-

ple covariance matrix, the vanilla sparse PCA problem maxv∈Vk
v⊤Σ̂v can be formulated into

a mixed-integer quadratic program by introducing a set of binary variables {zi}di=1 such that
Vk = Projv{(v,z) ∈ R

d × {0, 1}d | ‖v‖2 = 1, ‖z‖1 ≤ k,vi ∈ [−zi,zi] ∀ i ∈ [d]}. Unlike traditional
PCA, it is well known that the above maximization problem for sparse PCA is NP-hard and inap-
proximable (Magdon-Ismail, 2017). As a result, a series of existing works focus on improving the
computational efficiency of this MIP. For example, Berk and Bertsimas (2019) proposes a tailored
branch-and-bound algorithm for the vanilla sparse PCA. Gally and Pfetsch (2016); Bertsimas et al.
(2022); Li and Xie (2024) propose equivalent mixed-integer semi-definite programs (MISDPs) with
distinct valid inequalities. In addition to finding exact solutions, researchers have actively inves-
tigated tractable convex relaxations. A common approach studies the semi-definite programming
(SDP) relaxations for vanilla sparse PCA with provable bounds (e.g., d’Aspremont et al. (2004);
Amini and Wainwright (2008); d’Aspremont et al. (2008); Zhang et al. (2012); d’Aspremont et al.
(2014); Kim et al. (2022)). More recently, Chan et al. (2016); Dey et al. (2022, 2023); Li and Xie
(2024) develop mixed-integer convex programs to approximate the vanilla sparse PCA and provided
theoretical worst-case approximation guarantees. In contrast, this paper explores the properties of
robust principal components with non-oblivious adversarial perturbations, where, to the best of our
knowledge, existing MISDP relaxation cannot be directly applied.

Statistical results for sparse PCA. The second category studies the sparse PCA in a purely
statistical manner, i.e., without computational considerations. For instance, typical existing statis-
tical results (Amini and Wainwright, 2008; Birnbaum et al., 2013; CAI et al., 2013; VU and LEI,
2013) aim to find an estimator v̂ with unit ℓ2-norm that recovers the ground truth under different
metrics (e.g., vector recovery, support recovery, subspace recovery) with high probability. Beyond
the vanilla sparse PCA, several results for sparse PCA with outliers or oblivious adversarial per-
turbations have been developed. For instance, Awasthi et al. (2020) proposes a computationally
efficient algorithm that recovers the ground truth with theoretical guarantees under given corrupted
samples. More recently, d’Orsi et al. (2020, 2021); Novikov (2023) propose efficient algorithms for
solving Sparse PCA to achieve optimal vector recovery while being resilient against additive obliv-
ious adversarial perturbations or under corrupted samples, and further designs new analysis tech-
niques beyond covariance thresholding for sparse PCA with oblivious adversarial perturbations.
As a comparison, this paper investigates theoretical performance guarantees of the robust principal
component as non-oblivious adversarial perturbation increases.

2 Mixed-Integer Convex Programs

Given an adversarial uncertainty set U‖·‖(ρ), the sparse PCA-NOAP (1) can be written as the

following max-min two-stage optimization problem, maxv∈Vk
min‖E‖≤ρ

1
n‖Xv+Ev‖22. Considering

its inner minimization problem, for any v ∈ Vk, we claim the following proposition holds.

Proposition 1 For any v ∈ Vk, the inner minimization problem min‖E‖≤ρ
1
n‖Xv + Ev‖22 can

be written as 1
n‖Xv − ProjF(v;‖·‖,ρ)(Xv)‖22, where set F(v; ‖ · ‖, ρ) := {Ev ∈ R

n | ‖E‖ ≤ ρ} and

ProjF (x) := argminu∈F ‖x− u‖22 projects a point x onto a given set F .
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The proof of Proposition 1 is straightforward and presented in Appendix A.1. Using Proposition 1,
the two-stage sparse PCA-NOAP (1) can reduced to a one-stage maximization problem,

opt(‖ · ‖, ρ) := max
v∈Vk

1

n
‖Xv − ProjF(v;‖·‖,ρ)(Xv)‖22 . (2)

Geometrically, Formulation (2) aims to find a vRS that maximizes the ℓ2-distance between Xv and
corresponding projected point onto the uncertainty set F(v; ‖ · ‖, ρ), where its optimal value is
a function dependent on the uncertainty type measured by the norm ‖ · ‖ and uncertainty level
ρ ≥ 0. Notably, once the sample matrix satisfies that ‖X‖ ≤ ρ, the above projection outputs
ProjF(v;‖·‖,ρ)(Xv) = Xv, which leads to the trivial case with opt(‖ · ‖, ρ) = 0. Therefore, in this
paper, ρ < ‖X‖ is assumed to avoid this uninteresting case. In summary, Formulation (2) gives a
general/abstract one-stage reformulation of sparse PCA-NOAP (1). Whether the above Formula-
tion (2) has a closed-form formulation only depends on whether the projection ProjF(v;‖·‖,ρ)(Xv)
has a closed-form solution. This paper focuses on two typical types of adversarial perturbations,
e.g., sample-wise adversarial perturbation and feature-wise adversarial perturbation, to be detailed
in Sections 2.1 and 2.2.

2.1 Uncertainty set U‖·‖2→∞(ρ) for sample-wise perturbation

With uncertainty set U‖·‖2→∞(ρ), the sample-wise adversarial perturbations are controlled by ℓ2→∞-
norm (‖E‖2→∞ := maxni=1 ‖Ei,:‖2 ≤ ρ), where the largest ℓ2-norm of all row vectors is upper
bounded by ρ. In other words, a perturbation is placed on every sample xi by adding an adversarial
vector with ℓ2-norm at most ρ. The following Proposition 2 gives a reformulation for such sample-
wise perturbation.

Proposition 2 For any v ∈ Vk, the resulting feasible set for adversarial perturbations F(v; ‖ ·
‖2→∞, ρ) satisfies F(v; ‖ · ‖2→∞, ρ) = {u ∈ R

n | ‖u‖∞ ≤ ρ‖v‖2}.

Thus, projecting Xv onto F(v; ‖ · ‖2→∞, ρ) results in ProjF(v;‖·‖2→∞,ρ)(Xv) = u ∈ R
n with a

closed-form ui =





〈xi,v〉 if |〈xi,v〉| ≤ ρ‖v‖2
ρ‖v‖2 if 〈xi,v〉 > ρ‖v‖2
−ρ‖v‖2 if 〈xi,v〉 < −ρ‖v‖2

for all i ∈ [n]. Plugging the above result into

the sparse PCA-NOAP formulation (2) gives

max
v∈Vk

1

n

n∑

i=1

ℓρ(〈xi,v〉) with ℓρ(〈x,v〉) :=





0 if |〈x,v〉| ≤ ρ‖v‖2
(〈x,v〉 − ρ‖v‖2)2 if 〈x,v〉 > ρ‖v‖2
(〈x,v〉+ ρ‖v‖2)2 if 〈x,v〉 < −ρ‖v‖2

Note that any v ∈ Vk satisfies ‖v‖2 = 1, thus the above optimization can be written as maximizing
a convex function

max
v∈Vk

1

n

n∑

i=1

ℓ=ρ (〈xi,v〉) with ℓ=ρ (〈x,v〉) :=





0 if |〈x,v〉| ≤ ρ
(〈x,v〉 − ρ)2 if 〈x,v〉 > ρ
(〈x,v〉+ ρ)2 if 〈x,v〉 < −ρ

(3)

For convenience, in the rest of this paper, we use opt2→∞
k to denote the optimal value of Formula-

tion (3). Next, we propose a computationally tractable MIP reformulation for (3). Its main idea
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is to separate the objective function ℓ=ρ as a sum of a convex quadratic term and a concave term
denoted by φρ.

ℓ=ρ (〈xi,v〉) = 〈xi,v〉2 + φρ(〈xi,v〉) with φρ(t) =





−t2 if |t| ≤ ρ
−2ρt+ ρ2 if t > ρ
2ρt+ ρ2 if t < −ρ

.

Formulation (3) can be represented as maxv∈Vk

1
n

∑n
i=1

[
〈xi,v〉2 + φρ(〈xi,v〉)

]
. Since the optimality

of (3) is always achieved with ‖v‖2 = 1, the non-convex feasible set v ∈ Vk can be relaxed to
v ∈ Vk := {v | ‖v‖2 ≤ 1, ‖v‖0 ≤ k}. Let Σ̂ := 1

nX
⊤X = 1

n

∑n
i=1 x

i(xi)⊤ be the uncorrputed
empirical covariance matrix. By introducing a new set of variables φ := {φi}ni=1 as lower bounds
for φρ(〈xi,v〉), Formulation (3) becomes

max
v,φ

v⊤Σ̂v + 1
n

∑n
i=1 φ

i

s.t. v ∈ Vk

φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

⇐⇒
max
v,φ

obj+ 1
n

∑n
i=1 φ

i

s.t. v ∈ Vk, obj = v⊤Σ̂v

φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

.

It remains to handle the non-convex constraint obj = v⊤Σ̂v. Let Σ̂ :=
∑d

i=1 λjvjv
⊤
j be sin-

gular value decomposition of Σ̂ with λ1 ≥ · · · ≥ λd. Using special-ordered set type-II (SOS-II)
(Wolsey and Nemhauser, 2014), for any subset J ⊆ [d], let the set for Piecewise Linear Upper
Approximation (PLU) be

PLU(J ) :=




(gj, ξj , ηj)j∈J

∣∣∣∣∣∣∣∣∣

gj = 〈vj,v〉 =
∑N

ℓ=−N θℓj · ηℓj ∀ j ∈ J
ξj =

∑N
ℓ=−N (θℓj)

2 · ηℓj ∀ j ∈ J∑N
ℓ=−N ηℓj = 1 ∀ j ∈ J

{ηℓj}Nℓ=−N ∈ SOS-II ∩ R
2N+1
+ ∀ j ∈ J





, (4)

where {θℓj}Nℓ=−N denotes a sequence of splitting points that evenly separate the interval [−1, 1] into

2N equal parts, i.e., θℓj = ℓ
N for ℓ = −N, . . . ,N . Based on the above definition, the following

theorem introduces a computationally tractable MIP for (3) with a provable upper bound.

Theorem 1 Formulation (3) can be approximated by the following MIP.

ub2→∞
k := max

v,φ,g,ξ,η

∑d
j=1 λjξj +

1
n

∑n
i=1 φ

i

s.t. v ∈ Vk, (g, ξ, η) ∈ PLU([d])
φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

, (5)

where its optimal value ub2→∞
k satisfies opt2→∞

k ≤ ub2→∞
k ≤ opt2→∞

k + 1
4N2

∑d
j=1 λj.

The proof of Theorem 1 is presented in Appendix A.3. One can improve the computational efficiency
of the above formulation by reducing the number of SOS-II variables with an additional additive
gap, as stated in Proposition 3.

Proposition 3 Given a pre-determined integer r ≤ d, one can further approximate the Formula-
tion (3) by the following mixed integer convex program.

ub2→∞
k (r) := max

v,φ,g,ξ,η,γ

∑r
j=1 λjξj + λr+1γ + 1

n

∑n
i=1 φ

i

s.t. v ∈ Vk, (gj , ξj , ηj)j∈[r] ∈ PLU([r])∑r
j=1 g

2
j ≤ 1− γ, γ ≥ 0

φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

. (6)
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The optimal value ub2→∞(r) satisfies opt2→∞ ≤ ub2→∞(r) ≤ opt2→∞+ 1
4N2

∑r
j=1 λj+γ̂(λr+1−λd)

with γ̂ being the value of γ in an optimal solution of the above mixed integer convex program.

The proof of Proposition 3 is given in Appendix A.4.

2.2 Uncertainty set U‖·‖1→2
(ρ) for feature-wise perturbation

With uncertainty set U‖·‖1→2
(ρ), the adversarial perturbations are controlled by ℓ1→2-norm (‖E‖1→2 :=

maxdj=1 ‖E:,j‖2 ≤ ρ), where the largest ℓ2-norm among all columns is upper bounded by ρ. In this
case, the perturbation is placed on every feature/factor by adding an adversarial vector with ℓ2-
norm at most ρ. Similarly, we can derive the following proposition.

Proposition 4 For any v ∈ Vk, the feasible set for adversarial perturbations F(v; ‖ · ‖1→2, ρ)
satisfies F(v; ‖ · ‖1→2, ρ) = {u ∈ R

n | ‖u‖2 ≤ ρ‖v‖1}.

Therefore, projecting Xv onto F(v; ‖ · ‖1→2, ρ) gives ProjF(v;‖·‖1→2,ρ)
(Xv) = u with

u =

{
Xv if ‖Xv‖2 ≤ ρ‖v‖1
ρ‖v‖1Xv/‖Xv‖2 if ‖Xv‖2 > ρ‖v‖1 .

Plugging the above projection into the feature-wise perturbed sparse PCA-NOAP Formulation (2)
implies

opt1→2
k

(i)
:= max

v∈Vk

1

n
(‖Xv‖2 − ρ‖v‖1)2 s.t. ‖Xv‖2 − ρ‖v‖1 ≥ 0, (7)

where the equality (i) holds if and only if the feasible set is non-empty, i.e., {v | ‖Xv‖2−ρ‖v‖1 ≥
0} ∩ Vk 6= ∅; otherwise, the adversarial perturbation is too large to capture any information from
the sample covariance. Optimizing the feature-wise perturbed sparse PCA-NOAP (7), in this case,
is not meaningful. Note that we can relax the constraint v ∈ Vk to v ∈ Vk in Formulation (7) by
rescaling and still maintain the same optimal solution. Using SOS-II constraints, we can derive a
computationally tractable MIP to approximate the feature-wise perturbed sparse PCA-NOAP (7)
with a provable guarantee.

Theorem 2 Formulation (7) can be approximated by the following MIP.

√
ub1→2

k := max
v,t,y,g,ξ,η

1√
n
t

s.t. v ∈ Vk, (g, ξ, η) ∈ PLU([d])

n
∑d

j=1 λjξj ≥ (t+ ρy)2

t ≥ 0, y ≥ ‖v‖1

. (8)

Moreover, opt1→2
k ≤ ub1→2

k ≤ opt1→2
k + 1

4N2

∑d
j=1 λj.

The proof of Theorem 2 can be found in Appendix A.6. Based on the techniques used in Propo-
sition 3, one can improve computational efficiency by reducing the number of SOS-II variables, as
detailed by Proposition 6 in Appendix A.7.
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3 Statistical Results

This section presents the theoretical properties of optimal solutions from the proposed mixed-integer
convex programs under the statistical sample-generating model in Assumption 1.

Assumption 1 Every sample xi is i.i.d. generated from an underlying Gaussian distribution
N (0,Σ). Here, the covariance matrix Σ is positive definite with eigengap λ := λk

1 − λk
2 > 0, where

λk
1 , λ

k
2 are the first and second largest k-sparse eigenvalue of Σ, respectively.

3.1 Statistical results for sample-wise perturbation

Based on Assumption 1, the population version of Formulation (3) becomes

max
v∈Vk

Ex∼N (0,Σ)[ℓρ(v
⊤x)] , (9)

whose optimal solution is characterized by the following theorem.

Theorem 3 Under Assumption 1, Formulation (9) and the population version of sparse PCA have
the same set of optimal solutions i.e.,

argmax
v∈Vk

Ex∼N (0,Σ)[ℓρ(v
⊤x)] = argmax

v∈Vk

v⊤Σv.

The proof of Theorem 3 is presented in Appendix B.1. Theorem 3 implies that when samples are
i.i.d. generated from Gaussian distributions, as the number of samples increases to infinity, the
sample-wise perturbed sparse PCA reduces to the vanilla sparse PCA. In other words, sample-
wise adversarial perturbation does not influence the sparse principal component in the population
version. On the other hand, for the empirical version (3), as the adversarial perturbation parameter
ρ increases, the number of terms ℓ=ρ (〈xi,v〉) with non-zero value reduces exponentially with respect
to ρ, implying a higher sample complexity to ensure vector recovery than that for vanilla sparse
PCA.

Remark 1 Theorem 3 can be generalized in the following way. Suppose all samples x1, . . . ,xn

are i.i.d. drawn from some distribution D with the properties: (i) D has a mean of 0d and co-
variance of Σ � 0d×d; (ii) given a unit vector v, the density function fD of random variable
xv := v⊤xi is a univariate function that only depends on its standard derivation σv :=

√
v⊤Σv,

that is to say, its density function can be written as fD(·;σv); and (iii) the truncated variance func-
tion hρ(σv) :=

∫
xv≥ρ(x

2
v − ρ)2fD(xv;σv)dxv is monotonically non-decreasing, i.e., hρ(σ

′
v) ≥ hρ(σv)

if σ′
v ≥ σv, then optimizing the population version of robust sparse PCA is equivalent to optimiz-

ing the classical sparse PCA problem for any fixed positive ρ, i.e., argmaxv∈Vk
hρ(

√
v⊤Σv) =

argmaxv∈Vk

√
v⊤Σv = argmaxv∈Vk

v⊤Σv.

Remark 2 We would like to point out that such an equivalent condition does not hold when
the sample set is arbitrarily generated. For example, given samples x1 = (1 | 0)⊤ and x2 =
(1/2 |

√
3/2)⊤, the corresponding empirical covariance matrix is

Σ :=

(
5/8

√
3/8√

3/8 3/8

)
=

1

2

[(
1
0

)(
1 0

)
+

(
1/2√
3/2

)(
1/2

√
3/2

)]
.

Suppose d = k = 2 and ρ =
√
3
2 + ǫ for a small ǫ > 0, we have argmaxv∈Vk

v⊤Σv = (
√
3/2, 1/2)⊤

while argmaxv∈Vk
(3) = {(1, 0)⊤, (1/2,

√
3/2)⊤}. They have distinct optimal solutions and optimal

values.
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As a direct corollary from Theorem 3, finding the optimal solution of Formulation (9) can be reduced
to solving the vanilla sparse PCA problem maxv∈Vk

v⊤Σv. Therefore, any algorithms for the
vanilla sparse PCA (i.e., truncated power method (Yuan and Zhang, 2013), diagonal thresholding
method (Amini and Wainwright, 2008), covariance thresholding method (Deshp et al., 2016), SDP-
based methods (Amini and Wainwright, 2008)) could be used for solving Formulation (9).

3.2 Statistical results for feature-wise perturbation

When the perturbation is feature-wise, under Assumption 1, we show that the population version
of Formulation (7) satisfies the following property.

Proposition 5 Under Assumption 1, given any ρ > 0, the population version of Formulation (7)
is maxv∈F(ρ/

√
n) (

√
v⊤Σv − ρ√

n
‖v‖1)2 − 2 ρ√

n
‖v‖1

√
v⊤Σv · O(1/n) with feasible set F(ρ/

√
n) :=

{v ∈ Vd
s

∣∣∣
√
v⊤Σv ·

(
1 +O

(
1
n

))
≥ ρ√

n
‖v‖1 }.

The proof of Proposition 5 is given in Appendix B.2. As hinted from existing statistical results
(Novikov, 2023), setting ρ = O(

√
n/k) leads to, on average, an almost constant upper bound on the

adversarial perturbation for every component of each sample. Under such a setting, the last term
2 ρ√

n
‖v‖1

√
v⊤Σv · O (1/n) ≈ O(1/n) in objective is significantly smaller than the first quadratic

term, as the number of samples n increases. By ignoring the last term, we consider the following
problem (10) as a tight upper approximation for the original population version of Formulation (7),

v̂ := argmax
v∈Vk

(
√
v⊤Σv − ρ√

n
‖v‖1)2 s.t.

√
v⊤Σv ≥ ρ√

n
‖v‖1, (10)

which is further equivalent to argmaxv∈Vk

√
v⊤Σv− ρ√

n
‖v‖1, where such a equivalence holds when{

v ∈ Vk |
√
v⊤Σv ≥ ρ√

n
‖v‖1

}
6= ∅.

Comparison with existing statistical results. We begin with an additional assumption
needed to establish further statistical results.

Assumption 2 Suppose Assumption 1 holds, and its covariance matrix Σ is of the following spiked
format, i.e., Σ = λv∗v⊤

∗ + Id, where the eigengap λ > 0 and ground truth v∗ is a unit ℓ2-norm
vector with support set S of size k.

Based on Assumption 2, an existing result (Theorem 4.1 in Novikov (2023), see Appendix B.3 for
a formal statement) ensures that: there exist algorithms with output a unit vector v̂ that recovers
the ground truth v∗, i.e., |〈v̂,v∗〉| ≥ 1− δ, with high probability, while samples are corrupted under
relatively small (“oblivious”) adversarial perturbations ρ ≤ O(δ6) · min{

√
λ, λ}

√
n/k and some

specific parameter regime.

Theorem 4 Suppose Assumption 2 holds, for any ρ ≤ c·δλ
√

n
k with c being a positive constant, the

optimal solution v̂ := argmaxv∈Vk

√
v⊤Σv− ρ√

n
‖v‖1 to Formulation (10) ensures |〈v̂,v∗〉| ≥ 1−δ,

where v∗ denotes the optimal solution of the sparse PCA problem, i.e., v∗ := argmaxv∈Vk
v⊤Σv.

The proof of Theorem 4 is presented in Appendix B.3. Based on a weaker condition than the existing
result (Theorem 4.1 in Novikov (2023)), Theorem 4 shows that the optimal solution obtained from
Formulation (10) recovers the ground truth under a larger upper bound of adversarial perturbation
parameter.
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Strong and weak signal under non-oblivious perturbation. This part studies the proper-
ties of the robust sparse principal component under feature-wise adversarial perturbation as the
parameter ρ increases.

Assumption 3 Based on Assumption 2, suppose the support set S∗ for ground truth v∗ can be
partitioned into two non-overlap parts: a relatively strong signal part S1 of size k1 and a relatively
weak signal part S2 of size k2 such that [v∗]i =

√
c/k1 for i ∈ S1 and [v∗]i =

√
(1− v)/(k − k1) for

i ∈ S2 with k1 ≪ k − k1 ≤ k and c is some pre-determined constant in (1/2, 1).

For a given ρ, recall v̂ the optimal solution of Formulation (10). We are poised to propose the main
theorem of this part.

Theorem 5 Under Assumption 3, the behavior of v̂ satisfies the following:
1. Recovery stage. When ρ ∈ [0, O(min{

√
λ, λ}

√
n/k2)], v̂ recovers the ground truth v∗ defined

in Theorem 4.
2. Robust stage. When ρ ∈ (O(min{

√
λ, λ}

√
n/k2), O(min{

√
λ, λ}

√
n/k1)], v̂ recovers the

strong signal part in v∗ while eliminating the weak signal.
3. Overly perturbed stage. When ρ ∈ (O(min{

√
λ, λ}

√
n/k1), +∞), adversarial perturbation

is too large to recover enough information of the ground truth.

Theorem 5 provides a quantitative description on how optimal solution v̂ would change as the
adversarial perturbation parameter increases. For people of independent interest, the proof of
Theorem 5, provided in Appendix B.4, can generally be divided into the following three main
steps. Step-1 provides a simplified reformulation of the objective function for Formulation (10)
under Assumption 3. Step-2 then demonstrates that such optimality of this formulation can be
achieved at only four distinct points. Consequently, determining optimality reduces to comparing
objective values among these four points. Based on this comparison, we derive conditions (lower and
upper bounds) for ρ, ensuring that one of these points is guaranteed to be optimal. Finally, building
upon Step-2, Step-3 establishes the connections between adversarial perturbation parameter ρ and
the behavior of v̂ as presented in Theorem 5.

3.3 Numerical simulations

In this section, we conduct numerical simulations on synthetic samples (generated from spiked
Wishart model) to validate the theoretical findings presented in Section 3.2 and demonstrate the
tightness of proposed mixed-integer program formulations compared with dual baselines. Due to
the space limit, we put the detailed descriptions of the implemented MIP-based approaches (i.e.,
MIP and MIP-r) and baselines (i.e., spca as dual baseline, PPM as primal heuristic baseline), and
information of hardware and software in the Appendix C.1, and additional numerical results in
Appendix C.2.

Sample matrix: The synthetic samples are generated as follows. Every d-dimensional sample
xi for i ∈ [n] is i.i.d. drawn from the spiked Wishart model with general k-sparse ground truth
vks∗ or k-sparse ground truth with strong and weak signal vsw∗ as presented in Assumptions 2 and
3, respectively. We use X = (x1 | · · · | xn)⊤ ∈ R

n×d to denote the uncorrupted sample matrix.
Performance measures: We measure numerical performance by the following three metrics.

1. Primal-dual gap, defined as gap := (ub − lb)/lb, is used to measure the relative tightness
of upper (dual) bounds for any given methods. In our numerical simulations, the upper bound is
achieved from three upper (dual) bound methods, i.e., {ubMIP, ubMIP−r, ubspca}, and the lower bound
lb denotes the best primal (lower) bound from the primal heuristics and feasible MIP solutions. 2.
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Angle (cosine value) between true and computed solution, defined as ang := |〈v̂,v∗〉|/(‖v̂‖2‖v∗‖2),
is used to measure the similarity (in direction) between the given vector v̂ and the ground truth,
where v̂ ∈ {vMIP/MIP−r,vspca,vPPM} is a solution obtained from corresponding methods. Moreover,
in strong and weak signal part, we use angs := |〈[v̂]S1

, [v∗]S1
〉|/(‖[v̂]S1

‖2‖[v∗]S1
‖2) and angw :=

|〈[v̂]S2
, [v∗]S2

〉|/(‖[v̂]S2
‖2‖[v∗]S2

‖2) to denote the cosine values for the strong and weak signal part
between the ground truth and computed solutions, respectively. 3. Support recovery rate, defined
as ratesupp := |Ŝ ∩S∗|/k, is used to measure the support recovery rate, where we use Ŝ := supp(v̂)
to denote the support of any given vector v̂ and S∗ to denote the true support. Again, for the
strong and weak signal parts, we use rates := |Ŝ1 ∩ S1|/k1 and ratew := |Ŝ2 ∩ S2|/k2 to denote
the relative support recovery rate to the strong and weak signal parts of the truth support set,
respectively.

Parameter setting: In the simulation, we set sample dimension d = 100, sparsity level k = 5,
eigenvalue gap λ = 3. We generate n ∈ {100, 500} i.i.d. samples from spiked Wishart model as
described in Assumption 2 or Assumption 3. To cancel the influences from the number of samples n
and sparsity level k, the rescaled/normalized parameter ρ̄ := ρ

√
k/n for adversarial perturbation is

set to be ρ̄ ∈ {0, 0.5, . . . , 4.5}. For the implemented MIP method, we reduce the dimensionality of
the original covariance matrix from d to d̄ ∈ {15}. We set the number of splitting points N ∈ {3},
and the Gurobi time-limit equals to 1800sec. Please refer to Appendix C.1 for more parameter
settings and implementation details of baselines.

Figure 1. Numerical results to validate Theorem 5. We plot the cosine values of angles
between true and computed solution for strong and weak signal part v.s. the normalized perturbation
parameter ρ̄ under a particular parameter setting (d̄, k, n, λ,N, r). The first and second row reports
the numerical results with n = 100 and n = 500, respectively. For a specific normalized perturbation
parameter ρ̄, we generate 10 independent sample matrices based on the above parameter setting. Over
these 10 independent trials, the solid curve in each panel corresponds to the averaged cosine values
of the strong signal part; similarly, the dashed curve denotes the averaged cosine values of the weak
signal part; the shaded parts represent the empirical standard deviations. The second/third/fourth
column denotes the cosine values with respect to corresponding methods. The first column, denoted
by “best”, represents the cosine values for the solutions with the best objective value of (10) among
all three methods. We can observe that: when ρ̄ is relatively small, both strong and weak parts can
be recovered with large cosine values, which follows the recovery stage described in Theorem 5; while
ρ̄ increases, the weak signal part dramatically drops to zero and the strong signal part stays relatively
higher cosine value as described in the robust stage in Theorem 5; finally, if ρ̄ grows beyond some
threshold, adversarial perturbation are too large to capture any information of the ground truth.

Numerical results: We compare the results under these three metrics under the following two
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parameter settings, i.e., (d̄, k, n, λ,N, r) = (15, 5, 500, 3, 3, 3) and (d̄, k, n, λ,N, r) = (15, 5, 100, 3, 3, 3).
In general, Figure 1 validates the theoretical findings presented in Theorem 5. Due to the space
limit, we move Figure 2 to Appendix C.2, which demonstrates the relative accuracy of computing
tight upper bounds via our proposed MIP methods, MIP and MIP-r. The code and data will be
made publicly available on GitHub later.

4 Summary and Future Directions

This paper investigates the problem of sparse PCA-NOAP and proposes computationally efficient
MIP approximations with theoretical worst-case guarantees for two critical variants of sparse PCA-
NOAP. We then establish theoretical properties of the optimal solutions under non-oblivious ad-
versarial perturbations when the samples are i.i.d. generated from a spiked Wishart model. Fur-
thermore, numerical simulations are provided to validate our theoretical results and demonstrate
the advantages of the proposed reformulations.

To conclude, we highlight several promising directions for future research. First, developing and
analyzing polynomial-time algorithms for computing feasible solutions to sparse PCA-NOAP with
guarantees is an essential next step. Second, exploring continuous convex relaxations for sparse
PCA-NOAP with provable approximation ratios presents another promising avenue. Third, extend-
ing our results to generalized eigenvalue problems with adversarial perturbations would broaden
the applicability of our approach. We anticipate that our work on sparse PCA-NOAP will inspire
further advancements in PCA-related research, with practical and theoretical benefits for the field.
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A Proofs in Section 2

A.1 Proof of Proposition 1

Recall the Proposition 1: For a fixed & feasible v ∈ Vk, the inner minimization problem satisfies

min
‖E‖≤ρ

1

n
‖Xv +Ev‖22 =

1

n
‖Xv − ProjF(v;‖·‖,ρ)(Xv)‖22 ,

where set F(v; ‖ · ‖, ρ) := {Ev ∈ R
n | ‖E‖ ≤ ρ} and ProjF (x) := argminu∈F ‖x − u‖22 projects

any point x onto a given set F .

Proof Geometrically, this inner minimization problem is equivalent to projecting the fixed vector
Xv onto the inner feasible set generated by the adversarial perturbations, i.e., F(v; ‖ · ‖, ρ) :=
{Ev ∈ R

n | ‖E‖ ≤ ρ}. Thus, the inner minimization problem can be written as

min
‖E‖≤ρ

1

n
‖Xv +Ev‖22 =

1

n
‖Xv − ProjF(v;‖·‖,ρ)(Xv)‖22

with ProjF(v;‖·‖,ρ)(Xv) := argminu∈F(v;‖·‖,ρ) ‖Xv − u‖22 a projection operator. Moreover, since
the given matrix norm ‖ · ‖ is absolutely homogeneous and sub-additive, we can further ensure that
the resulting feasible set for adversarial perturbations F(v; ‖ · ‖, ρ) is convex and compact.

A.2 Proof of Proposition 2

Recall the Proposition 2: For any v ∈ Vk, the resulting feasible set for adversarial perturbations
F(v; ‖ · ‖2→∞, ρ) satisfies

F(v; ‖ · ‖2→∞, ρ) = {Ev ∈ R
n | ‖Ei,:‖2 ≤ ρ ∀ i ∈ [n]}

= {u ∈ R
n | ‖u‖∞ ≤ ρ‖v‖2} .

Proof In one direction, given v ∈ Vk, consider any point

Ev ∈ {Ev ∈ R
n | ‖Ei,:‖2 ≤ ρ ∀ i ∈ [n]} ,

we have |[Ev]i| = |Ei,:v| ≤ ‖Ei,:‖2‖v‖2 ≤ ρ‖v‖2. Therefore, we have

{Ev ∈ R
n | ‖Ei,:‖2 ≤ ρ ∀ i ∈ [n]} ⊆ {u ∈ R

n | ‖u‖∞ ≤ ρ‖v‖2} .

On the other direction, consider any u ∈ {u ∈ R
n | ‖u‖∞ ≤ ρ‖v‖2}, i.e., |ui| ≤ ρ‖v‖2, we can

always pick Ei,: = uiv/‖v‖22 with ‖Ei,:‖2 ≤ ρ such that 〈Ei,:,v〉 = ui for all i ∈ [n]. Thus,

{Ev ∈ R
n | ‖Ei,:‖2 ≤ ρ ∀ i ∈ [n]} ⊇ {u ∈ R

n | ‖u‖∞ ≤ ρ‖v‖2} .

Combining two directions together completes the proof.
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A.3 Proof of Theorem 1

Recall the Theorem 1: Formulation (3) can be approximated by the following MIP.

ub2→∞
k := max

v,φ,g,ξ,η

∑d
j=1 λjξj +

1
n

∑n
i=1 φ

i

s.t. v ∈ Vk, (g, ξ, η) ∈ PLU([d])
φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

,

where its optimal value ub2→∞
k satisfies opt2→∞

k ≤ ub2→∞
k ≤ opt2→∞

k + 1
4N2

∑d
j=1 λj.

Proof Do singular value decomposition on Σ̂ such that Σ̂ =
∑d

j=1 λjvjv
⊤
j with λ1 ≥ · · · ≥ λd

and define gj := 〈vj,v〉 for all j ∈ [d], then the non-convex constraint can be represented as

obj = v⊤Σ̂v =
∑d

j=1 λjg
2
j . Using special-ordered set type-II (SOS-II) constraint, we can upper

approximate the square term g2
j based on the following procedures:

1. For each j ∈ [d], let {θℓj := ℓ
N }Nℓ=−N be a sequence of splitting points that evenly splits

the interval [−1, 1], and let {ηℓj}Nℓ=−N a sequence of Special Ordered Set – Type II (SOS-II)

variables with respect to every aforementioned splitting point and also ensures
∑N

ℓ=−N ηℓj =

1, ηℓj ≥ 0 for all ℓ.

2. Based on the above splitting points and SOS-II variables, the decision variable gj and its
square g2

j can be approximated by

gj :=

N∑

ℓ=−N

θℓj · ηℓj ξj :=

N∑

ℓ=−N

(θℓj)
2 · ηℓj ∈

[
g2
j , g2

j +
1

4N2

]
.

Refer to PLU (4) for details.

3. Then, the non-convex constraint obj = v⊤Σ̂v =
∑d

j=1 λjg
2
j can be approximated by a piece-

wise linear function using SOS-II variables

d∑

j=1

λjξj ∈




d∑

j=1

λjg
2
j ,

d∑

j=1

λjg
2
j +

1

4N2

d∑

j=1

λj


 =


obj, obj+

1

4N2

d∑

j=1

λj


 .

Therefore, the above maximization problem can be further approximated by a computationally
tractable convex integer programming as follows:

ub2→∞
k := max

v,φ,g,ξ,η

∑d
j=1 λjξj +

1
n

∑n
i=1 φ

i

s.t. v ∈ Vk, (g, ξ, η) ∈ PLU([d])
φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

,

Based on the above procedure, the piece-wise linear approximation from SOS-II ensures that

opt2→∞
k +

1

4N2

d∑

j=1

λj ≥ ub2→∞
k ≥ opt2→∞

k .
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A.4 Proof of Proposition 3

Recall the Proposition 3: Given a pre-determined integer r ≤ d, one can further approximate
the Formulation (3) by the following mixed integer convex program.

ub2→∞
k (r) := max

v,φ,g,ξ,η,γ

∑r
j=1 λjξj + λr+1γ + 1

n

∑n
i=1 φ

i

s.t. v ∈ Vk, (gj , ξj , ηj)j∈[r] ∈ PLU([r])∑r
j=1 g

2
j ≤ 1− γ, γ ≥ 0

φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

.

The optimal value ub2→∞(r) satisfies opt2→∞ ≤ ub2→∞(r) ≤ opt2→∞+ 1
4N2

∑r
j=1 λj+γ̂(λr+1−λd)

with γ̂ being the optimal solution of the above convex integer programming.
Proof Suppose v∗ is the optimal solution for (3). Let R := span(v1, . . . ,vr) for some r ≤ d.
Orthogonal decompose v∗ such that v∗ = αvR + βv⊥ with vR ∈ R, v⊥ ⊥ R, ‖vR‖2 = ‖v⊥‖2 = 1,
and α2 + β2 = 1. Then, we have

v⊤
∗ Σ̂v∗ =

r∑

j=1

λjg
2
j +

∑

j>r

λjg
2
j with

r∑

j=1

g2
j = α2,

∑

j>r

g2
j = β2,

and thus

v⊤
∗ Σ̂v∗ =

r∑

j=1

λjg
2
j +

∑

j>r

λjg
2
j ≤

r∑

j=1

λjg
2
j + β2λr+1 ≤

r∑

j=1

λjξj + β2λr+1,

where the final inequality requests r× (2N +1) SOS-II variables. Since β2 is unknown, in our new
formulation, we can introduce a new variable γ ∈ [0, 1] to denote β2. Therefore, for a pre-determined
parameter r ≤ d, the maximization problem can be further written as

ub2→∞
k (r) := max

v,φ,g,ξ,η,γ

∑r
j=1 λjξj + λr+1γ + 1

n

∑n
i=1 φ

i

s.t. v ∈ Vk, (gj , ξj , ηj)j∈[r] ∈ PLU([r])∑r
j=1 g

2
j ≤ 1− γ, γ ≥ 0

φi ≤ φρ(〈xi,v〉) ∀ i ∈ [n]

.

Similarly, the piece-wise linear approximation from SOS-II ensures that

opt2→∞ +
1

4N2

r∑

j=1

λj + γ̂(λr+1 − λd) ≥ ub2→∞(r) ≥ opt2→∞

with γ̂ the optimal solution of the above convex integer programming.

A.5 Proof of Proposition 4

Recall the Proposition 4: For any v ∈ Vk, the feasible set for adversarial perturbations F(v; ‖ ·
‖1→2, ρ) is

F(v; ‖ · ‖1→2, ρ) := {Ev ∈ R
n | ‖E:,j‖2 ≤ ρ ∀ j ∈ [d]}

= {u ∈ R
n | ‖u‖2 ≤ ρ‖v‖1}
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Proof Similar to the proof of Proposition 4, it is easy to verify that

{Ev ∈ R
n | ‖E:,j‖2 ≤ ρ ∀ j ∈ [d]} ⊆ {u ∈ R

n | ‖u‖2 ≤ ρ‖v‖1} .

On the other direction, consider any u ∈ {u ∈ R
n | ‖u‖2 ≤ ρ‖v‖1}, by setting

E:,j =
u

‖v‖1
· sgn (vj) ∀ j ∈ [d]

with ‖E:,j‖2 ≤ ρ, we have Ev = u. Thus,

{Ev ∈ R
n | ‖E:,j‖2 ≤ ρ ∀ j ∈ [d]} ⊇ {u ∈ R

n | ‖u‖2 ≤ ρ‖v‖1} .

Combining two directions together completes the proof.

A.6 Proof of Theorem 2

Recall the Theorem 2: Formulation (7) can be approximated by the following MIP.

√
ub1→2

k := max
v,t,y,g,ξ,η

1√
n
t

s.t. v ∈ Vk, (g, ξ, η) ∈ PLU([d])

n
∑d

j=1 λjξj ≥ (t+ ρy)2

t ≥ 0, y ≥ ‖v‖1

.

Moreover, opt1→2
k ≤ ub1→2

k ≤ opt1→2
k + 1

4N2

∑d
j=1 λj.

Proof
By introducing a new non-negative variable t to denote the term ‖Xv‖2−ρ‖v‖1, the problem (7)

becomes

max
v,t

1

n
t2 s.t. ‖Xv‖2 − ρ‖v‖1 ≥ t ≥ 0, v ∈ Vk,

⇔ max
v,t,y

1

n
t2 s.t. ‖Xv‖2 − ρy ≥ t ≥ 0, y ≥ ‖v‖1, v ∈ Vk,

⇔ max
v,t,y

1

n
t2 s.t. nv⊤Σv ≥ (t+ ρy)2, t ≥ 0, y ≥ ‖v‖1, v ∈ Vk,

where the first if and only if holds since y = ‖v‖1 in optimality condition, the second if and only
if holds since both v⊤Σv and t+ ρy are non-negative. Recall Σ = 1

nX
⊤X = 1

n

∑n
i=1 x

i(xi)⊤ and

do singular value decomposition on Σ such that Σ =
∑d

j=1 λjvjv
⊤
j . The quadratic term v⊤Σv

becomes v⊤Σv =
∑d

j=1 λj〈vj,v〉2 =
∑d

j=1 λjg
2
j with gj = 〈vj,v〉 for all j ∈ [d]. Still using SOS-

II constraint, one can upper approximate the quadratic term g2
j via piecewise linear function as

follows: for each j ∈ [d], let {θℓj := ℓ
N }Nℓ=−N be a sequence splitting points that evenly splits the

interval [−1, 1], and let {ηℓj}Nℓ=−N a sequence of Special Ordered Set – Type II (SOS-II) variables

with respect to every aforementioned splitting point. Then for every j ∈ [d], we have gj and g2
j

can be approximated by

gj :=

N∑

ℓ=−N

θℓj · ηℓj ξj :=

N∑

ℓ=−N

(θℓj)
2 · ηℓj ∈

[
g2
j , g2

j +
1

4N2

]
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and therefore the quadratic term nv⊤Σv can be approximated using piece-wise linear function,

n

d∑

j=1

λjξj −
n

4N2

d∑

j=1

λj ≤ nv⊤Σv ≤ n

d∑

j=1

λjξj .

To obtain an upper approximation for (7), the original non-convex constraint can be therefore
replaced by the convex constraint n

∑d
j=1 λjξj ≥ (t + ρy)2. Thus Formulation (7) can be written

as
√
ub1→2

k := max
v,t,y,g,ξ,η

1√
n
t

s.t. v ∈ Vk, (g, ξ, η) ∈ PLU([d])

n
∑d

j=1 λjξj ≥ (t+ ρy)2

t ≥ 0, y ≥ ‖v‖1

,

which ensures opt1→2
k + 1

4N2

∑d
j=1 λj ≥ ub1→2

k ≥ opt1→2
k .

A.7 Proof of Proposition 6

Proposition 6 For a pre-determined integer r ≤ d, Formulation (7) can be further approximated
by the following MIP.

√
ub

1→2
k (r) := max

v,t,y,g,ξ,η,γ

1√
n
t

s.t. v ∈ Vk∑r
j=1 g

2
j ≤ 1− γ, γ ≥ 0

(gj , ξj , ηj)j∈[r] ∈ PLU([r])

n
∑r

j=1 λjξj + nλr+1γ ≥ (t+ ρy)2

t ≥ 0, y ≥ ‖v‖1

, (11)

which ensures ub1→2
k (r) ≤ ub

1→2
k (r) ≤ ub1→2

k (r)+ t
2

4N
2 ≤ opt1→2

k + 1
4N2

∑r
j=1 λj+γ̂(λr+1−λd)+

t
2

4N
2 .

Proof For a fixed r ≤ d, the quadratic term can be represented by

v⊤Σv =
r∑

j=1

λjg
2
j +

∑

j>r

λjg
2
j ≤

r∑

j=1

λjg
2
j + β2λr+1 ≤

r∑

j=1

λjξj + β2λr+1 ,

where β = 〈v, span(v1, . . . ,vr)〉 with r × (2N + 1) SOS-II variables. Then the above problem can
be further written as

√
ub

1→2
k (r) := max

v,t,y,g,ξ,η,γ

1√
n
t

s.t. v ∈ Vk∑r
j=1 g

2
j ≤ 1− γ, γ ≥ 0

(gj , ξj , ηj)j∈[r] ∈ PLU([r])

n
∑r

j=1 λjξj + nλr+1γ ≥ (t+ ρy)2

t ≥ 0, y ≥ ‖v‖1

,
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which ensures

opt1→2
k +

1

4N2

r∑

j=1

λj + γ̂(λr+1 − λd) +
t
2

4N
2 ≥ ub1→2

k (r) +
t
2

4N
2 ≥ ub

1→2
k (r)

≥ ub1→2
k (r) ≥ opt1→2

k .

B Proofs in Section 3

B.1 Proof of Theorem 3

Recall the Theorem 3: The optimal solution for the population version of sparse PCA-NOAP (9)
equals the optimal solution for the population version of sparse PCA, i.e.,

argmax
‖v‖2=1,‖v‖0≤k

Ex∼N (0,Σ)[ℓρ(v
⊤x)] = argmax

‖v‖2=1,‖v‖0≤k
v⊤Σv.

Proof Let us first define the following events:

E(S0) := {v⊤x ∈ [−ρ, ρ]}, E(S−) := {v⊤x < −ρ}, E(S+) := {v⊤x > ρ}.

Then we can represent the expected objective of (9) as a summation of three parts

Ex∼N (0,Σ)[ℓρ(v
⊤x)] = Ex[0|E(S0)] · P(E(S0))

+ Ex[(v
⊤x− ρ)2|E(S+)] · P(E(S+))

+ Ex[(v
⊤x+ ρ)2|E(S−)] · P(E(S−)) .

Based on the symmetric property of Gaussian distribution N (0,Σ), we have Ex[(v
⊤x−ρ)2|E(S+)] ·

P(E(S+)) = Ex[(v
⊤x+ ρ)2|E(S−)] · P(E(S−)). Given a fixed v, let v⊤xi =: xvi ∼ N (0, σ2

v) an i.i.d.
random variable with σ2

v = v⊤Σv, then set

hρ(σv) = Ex[(v
⊤x− ρ)2|E(S+)] · P(E(S+))

=

∫

xv≥ρ
(xv − ρ)2fE(S+)(x

v)dxv · P(E(S+))

=

∫

xv≥ρ
(xv − ρ)2

1

σv
√
2π

exp

(
−(xv)2

2σ2
v

)
dxv.

Taking gradient on hρ(σv) with respect to σv implies

∂hρ
∂σv

=
1√
2π

[
− 1

σ2
v

∫

xv≥ρ
(xv − ρ)2 exp

(
−(xv)2

2σ2
v

)
dxv

+
1

σ4
v

∫

xv≥ρ
(xv)2(xv − ρ)2 exp

(
−(xv)2

2σ2
v

)
dxv

]
.
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Since

∫

xv≥ρ
(xv − ρ)2 exp

(
−(xv)2

2σ2
v

)
dxv

=

√
π

2
σv(ρ

2 + σ2
v) · erfc

(
ρ√
2σv

)
− ρσ2

v exp

(
− ρ2

2σ2
v

)

∫

xv≥ρ
(xv)2(xv − ρ)2 exp

(
−(xv)2

2σ2
v

)
dxv

=

√
π

2
σ3
v(ρ

2 + 3σ2
v) · erfc

(
ρ√
2σv

)
− ρσ4

v exp

(
− ρ2

2σ2
v

)

with erfc (z) := 2√
π

∫∞
z exp(−t2)dt > 0, we have

∫

xv≥ρ
(xv)2(xv − ρ)2 exp

(
−(xv)2

2σ2
v

)
dxv > σ2

v

∫

xv≥ρ
(xv − ρ)2 exp

(
−(xv)2

2σ2
v

)
dxv,

and thus
∂hρ

∂σv
> 0 for all σv > 0. Therefore, optimizing the population version of robust sparse

PCA is equivalent to optimizing the classical sparse PCA problem for any fixed positive ρ, i.e.,

argmax
‖v‖2=1,‖v‖0≤k

hρ(v
⊤Σv) = argmax

‖v‖2=1,‖v‖0≤k
v⊤Σv.

B.2 Proof of Proposition 5

Recall the Proposition 5: Given a ρ > 0, the population version of Formulation 7 is

max
v∈F

(
ρ√
n

)

(√
v⊤Σv − ρ√

n
‖v‖1

)2

− 2
ρ√
n
‖v‖1

√
v⊤Σv ·O

(
1

n

)

with feasible set

F
(

ρ√
n

)
:=

{
v ∈ Vd

s

∣∣∣∣
√
v⊤Σv ·

(
1 +O

(
1

n

))
≥ ρ√

n
‖v‖1

}
.

Proof

For a given ρ > 0, consider the population version of the feasible set of (7),

F
(

ρ√
n

)
:=

{
v ∈ Vd

s

∣∣∣∣ EX

[
1√
n
‖Xv‖2

]
≥ ρ√

n
‖v‖1

}
.

Let wi := x⊤
i v ∼ N (0, σ2

v) with σ2
v = v⊤Σv = λ〈v∗,v〉2 + 1 for all i ∈ [n], then

EX

[
1√
n
‖Xv‖2

]
= EX

[
1√
n
‖w‖2

]
= σv

√
2√
n

Γ(n+1
2 )

Γ(n2 )
= σv ·

(
1 +O

(
1

n

))
,
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where Γ(z) =
∫∞
0 tz−1 exp(−t)dt denotes the Gamma function for any z > 0. We claim that: the

set F
(

ρ√
n

)
is non-empty if

ρ ≤ (λ+ 1) ·
(
1 +O

(
1

n

)) √
n√
k

.

Moreover, for a given ‖v‖2 = 1, if

ρ ≤ (λ〈v∗,v〉2 + 1) ·
(
1 +O

(
1

n

)) √
n√
k

,

then v ∈ F
(

ρ√
n

)
. Now consider the population version of the objective function of (7), and

suppose that ρ is appropriately chosen such that F
(

ρ√
n

)
6= ∅,

max
v∈F

(
ρ√
n

) EX

[
1

n
(‖Xv‖2 − ρ‖v‖1)2

]

= max
v∈F

(
ρ√
n

) v⊤Σv − 2
ρ√
n
‖v‖1 ·

√
v⊤Σv

(
1 +O

(
1

n

))
+

ρ2

n
‖v‖21

= max
v∈F

(
ρ√
n

)

(√
v⊤Σv − ρ√

n
‖v‖1

)2

− 2
ρ√
n
‖v‖1

√
v⊤Σv ·O

(
1

n

)
.

B.3 Proof of Theorem 4

We begin by introducing an existing statistical result (Theorem 4.1, (Novikov, 2023)) on ground
truth recovery under oblivious adversarial perturbation, see Proposition 7.

Proposition 7 Restatement of existing result . Let n, d, k, t ∈ N, λ > 0, δ ∈ (0, 0.1). Let

sample set X̃ =
√
λuv⊤

∗ + W + E, where u ∼ N (0, 1)n, v∗ ∈ R
d a k-sparse unit vector, W ∼

N (0, 1)n×d independent of u and E is the adversary matrix such that

‖E‖1→2 = ρ ≤ ǫmin{
√
λ, λ}

√
n

k
and ǫ

√
ln(1/ǫ) ≤ δ6 min

{
1,min{

√
λ, λ}

√
n

k

}
.

Suppose the following additional parameter regime conditions are satisfied

n & k +
t ln2 d

δ4
, k &

t ln d

δ2
, λ &

k

δ6
√
tn

√
ln

(
2 +

td

k2

(
1 +

d

n

))
.

Then there exists an algorithm that, given X, k, t in time n · dO(t) outputs a unit vector v̂ such that
with probability at least 1− o(1) as d → ∞, |〈v̂,v∗〉| ≥ 1− δ.

Next, we will present our main theoretical results on ground truth recovery under adversarial
perturbations and compare our main results to the existing result (Proposition 7) aforementioned.
Before proving our main result (Theorem 4), let us first show the following Lemma holds.

21



Lemma 1 The support of optimal solution supp(v̂) is contained within S∗.

Proof We prove this by contradiction. Recall v̂ := argmaxv∈Vk

√
v⊤Σv− ρ√

n
‖v‖1 be the optimal

solution of Formulation (10). Suppose v̂ has non-zero indexes outside S. WLOG, we have 〈v̂,v∗〉 ≥
0, otherwise, −v̂ is also an optimal solution and we take this solution instead. Suppose index i /∈ S
and v̂i 6= 0. Since |supp(v̂)| ≤ k, |supp(v̂)∩S| ≤ k− 1. Therefore, there exists an index j ∈ S such
that v̂j = 0. Define v̂′ where





v̂′
l = v̂l, for l 6= i, j

v̂′
i = 0

v̂′
j = |v̂i| × sgn (v∗j)

,

We have ‖v̂′‖2 = ‖v̂‖2, ‖v̂′‖1 = ‖v̂‖1 and |supp(v̂′)| = |supp(v̂)| ≤ k, so v̂′ is feasible.

〈v̂′,v∗〉 =
∑

l∈S,l 6=j

v̂′
lv∗l + v̂′

jv∗j

>
∑

l∈S,l 6=j

v̂′
lv∗l =

∑

l∈S,l 6=j

v̂lv∗l + v̂jv∗j = 〈v̂,v∗〉 ≥ 0

Inserting the above inequality to the objective function implies
√
v̂′⊤Σv̂′ − ρ√

n
‖v̂′‖1 =

√
1 + λ〈v̂′,v∗〉2 −

ρ√
n
‖v̂′‖1

>
√

1 + λ〈v̂,v∗〉2 −
ρ√
n
‖v̂‖1 =

√
v̂⊤Σv̂ − ρ√

n
‖v̂‖1

which contradict with the optimality of v̂.

Based on Lemma 1, we are poised to present the proof of Theorem 7.

Recall the Theorem 4: Assume samples X are i.i.d. generated based on Assumption 1 and
parameter ρ satisfies

ρ ≤ c · δλ
√

n

k
.

Then the optimal solution

v̂ := argmax
v∈Vk

√
v⊤Σv − ρ√

n
‖v‖1

ensures |〈v̂,v∗〉| ≥ 1 − δ, where v∗ denotes the optimal solution of the sparse PCA problem, i.e.,
v∗ := argmaxv∈Vk

v⊤Σv.
Proof Using the result of Lemma 1, it is sufficient to restrict the constraint from v ∈ Vk to
‖v‖2 = 1, supp(v) = S∗. Here, we compute the upper bound of ρ under which the optimal solution
of

v̂ := argmax
v∈Vd

s

√
v⊤Σv − ρ√

n
‖v‖1

ensures |〈v̂,v∗〉| ≥ 1− δ. Show by contradiction, suppose |〈v̂,v∗〉| ≤ 1− δ holds, the optimality of
v̂ implies

√
1 + λ(1− δ)2 − ρ√

n
‖v̂‖1 ≥

√
v̂⊤Σv̂ − ρ√

n
‖v̂‖1 ≥

√
1 + λ− ρ√

n
‖v∗‖1
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which implies

ρ ≥ λ(2δ − δ2)√
1 + λ+

√
1 + λ(1− δ)2

·
√
n

‖v∗‖1 − ‖v̂‖1
.

Let ê := v∗ − v̂ with number of nonzero components at most k by Lemma 1, then

‖v∗‖1 − ‖v̂‖1 ≤ ‖ê‖1 ≤
√

‖ê‖0‖ê‖2 ≤
√
k‖ê‖2 ≤

√
k
√

2− 2〈v̂,v∗〉 .

Thus, we have

ρ ≥ λ(2δ − δ2)√
1 + λ+

√
1 + λ(1− δ)2

·
√
n

‖v∗‖1 − ‖v̂‖1

≥ λ(2δ − δ2)√
1 + λ+

√
1 + λ(1− δ)2

·
√
n√

k ·max{1,
√
2
√

1− 〈v̂,v∗〉}

=
2δ − δ2√

6 ·max{1,
√
2
√

1− 〈v̂,v∗〉}︸ ︷︷ ︸
=:ǫ′

·λ ·
√
n√
k
=: ρ∗ .

That is to say, if ρ < ρ∗, |〈v̂,v∗〉| ≥ 1 − δ holds. Compared with the existing statistical result, we
have

O(δ) = ǫ′ ≥ ǫ = O(δ6) and λ ≥ min{
√
λ, λ} ,

therefore, the proposed MIP reformulation is more robust since it ensures a greater upper bound
on ‖E‖1→2.

B.4 Proof of Theorem 5

Recall the Theorem 5: Under Assumption 3, the behavior of v̂ satisfies the following:
1. Recovery stage. When ρ ∈ [0, O(min{

√
λ, λ}

√
n/k2)], v̂ recovers the ground truth v∗ defined

in Theorem 4.
2. Robust stage. When ρ ∈ (O(min{

√
λ, λ}

√
n/k2), O(min{

√
λ, λ}

√
n/k1)], v̂ recovers the

strong signal part in v∗ while eliminating the weak signal.
3. Overly perturbed stage. When ρ ∈ (O(min{

√
λ, λ}

√
n/k1), +∞), adversarial perturbation

is too large to recover enough information of the ground truth.
Proof Our analysis focuses on the perturbation parameter of the robust stage. The proof sketch
mainly contains three steps. Step-1 provides a simplified reformulation of the objective function
for Formulation (10) under Assumption 3. Step-2 then demonstrates that such optimality of this
reformulation can be achieved at only four distinct points. Consequently, determining optimality
reduces to comparing objective values among these four points. Based on this comparison, we de-
rive conditions (lower and upper bounds) for ρ, ensuring that one of these points is guaranteed to
be optimal. Finally, building upon Step-2, Step-3 establishes the connections between adversarial
perturbation parameter ρ and the behavior of v̂ as presented in Theorem 5.

Step 1 Based on the above Lemma 1, define the optimal solution v̂ = (v̂S1
, v̂S2

,0[d]\S) with
{

‖v̂S1
‖2 = cos θ, ‖v̂S2

‖2 = sin θ for θ ∈ [0, π/2]
〈v̂S1

,v∗〉 =
√
c cos θ cos θ1, 〈v̂S2

,v∗〉 =
√
1− c sin θ cos θ2

,

23



where θ1, θ2 ∈ [0, π/2] denote the angles between vectors v̂S1
,v∗ and vectors v̂S2

,v∗, respectively.
Note that the components of v̂ are all non-negative, otherwise, we can flip the sign of these com-
ponents and we will obtain greater inner product of v̂ and v∗. Since the value of v∗ on S1 (or S2)
are all the same, we can directly derive the ℓ1-norm of v̂S1

(or v̂S1
) from the corresponding inner

product. Therefore, the ℓ1-norm of v̂ can be explicitly computed as follows.

‖v̂‖1 = ‖v̂S1
‖1 + ‖v̂S2

‖1 =
〈v̂S1

,v∗〉√
c
k1

+
〈v̂S2

,v∗〉√
1−c
k2

=
√

k1 cos θ cos θ1 +
√
k2 sin θ cos θ2 .

Based the setting of covariance matrix Σ in Assumption 3, plugging the above expression into the
objective function gives

√
v̂⊤Σv̂ − ρ√

n
‖v̂‖1 =

√
v̂⊤(Id + λv⊤

∗ v∗)v̂ − ρ√
n
‖v̂‖1

=
√

1 + λ〈v̂,v∗〉2 −
ρ√
n
‖v̂‖1

=

√
1 + λ (〈v̂S1

,v∗〉+ λ〈v̂S2
,v∗〉)2 −

ρ√
n
‖v̂‖1

=

√
1 + λ

(√
c cos θ cos θ1 +

√
1− c sin θ cos θ2

)2

− ρ√
n

(√
k1 cos θ cos θ1 +

√
k2 sin θ cos θ2

)
.

To be concise, define x1 := cos θ1 ∈ [0, 1], x2 := cos θ2 ∈ [0, 1], we can further translate the objective
function into a triple-variable function f(θ, x1, x2) defined as follows

f (θ, x1, x2) :=

√
1 + λ

(√
c cos θx1 +

√
1− c sin θx2

)2

− ρ√
n

(√
k1 cos θx1 +

√
k2 sin θx2

)
.

Step 2.1 For a fixed θ, we then search for the maximum of f(θ, x1, x2) over x1 and x2. Taking
partial derivative over x1, we have

∂f

∂x1
(θ, x1, x2) =

λ
(√

c cos θx1 +
√
1− c sin θ cos θ2

)
(
√
c cos θ)√

1 + λ
(√

c cos θx+
√
1− c sin θ cos θ2

)2 − ρ√
n

√
k1 cos θ

=
λ
√
c cos θ√
1

(
√
c cos θx1+

√
1−c sin θ cos θ2)

2 + λ
− ρ√

n

√
k1 cos θ

This derivative increases monotonically with respect to x1, meaning that the objective function
is convex with regard to x1, so the optimal value is attained at the boundary (extreme points),
i.e. x1 = 0 or x1 = 1. Similarly, by taking partial derivative over x2, it is easy to conclude
that the optimal value is attained when x2 = 0 or x2 = 1. Thus, determining optimality of
function f(θ, x1, x2), given θ, reduces to comparing objective values among four points (x1, x2) =
(0, 0) , (1, 0) , (0, 1) , (1, 1), which gives the following four objective function values:

1. f (θ, 0, 0) = 1;

2. f (θ, 1, 0) =
√
1 + λc cos2 θ − ρ√

n

√
k1 cos θ;
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3. f (θ, 0, 1) =
√
1 + λ (1− c) sin2 θ − ρ√

n

√
k2 sin θ;

4. f (θ, 1, 1) =

√
1 + λ

(√
c cos θ +

√
1− c sin θ

)2 − ρ√
n

(√
k1 cos θ +

√
k2 sin θ

)

and the original objective can be represented as

max
θ∈[0,π/2]

{f (θ, 0, 0) , f (θ, 1, 0) , f (θ, 0, 1) , f (θ, 1, 1)}

=max

{
max

θ∈[0,π/2]
f (θ, 0, 0) , max

θ∈[0,π/2]
f (θ, 1, 0) , max

θ∈[0,π/2]
f (θ, 0, 1) , max

θ∈[0,π/2]
f (θ, 1, 1)

}
.

It remains to compare these four maximum values and pick out the largest one. Since our goal is to
find the perturbation range of the robust stage, we would like to figure out under which condition
(parameter regime) f (0, 1, 0) takes the maximum. This is because when x1 = 1, x2 = 0, we have
〈v̂S1

,v∗〉 =
√
c, 〈v̂S2

,v∗〉 = 0, which represents the stage that the strong signal is preserved and the
weak signal is eliminated.

Since it is hard to find a closed-form representation of θ under which f (θ, 1, 1) achieves its max-
imum, so we first compare f (θ, 1, 0) and f (θ, 1, 1) for every θ to show that under some condition,
maxθ∈[0,π/2] f (θ, 1, 1) cannot be the largest. For any θ ∈ [0, π/2], we have

f (θ, 1, 0) ≥ f (θ, 1, 1)

⇔ ρ ≥

√
1 + λ(

√
c cos θ +

√
1− c sin θ)2 −

√
1 + λc cos2 θ

sin θ

√
n√
k2

.

Note that the above right-hand-side term can be upper-bounded by

√
1 + λ

(√
c cos θ +

√
1− c sin θ

)2 −
√
1 + λc cos2 θ

sin θ

√
n√
k2

=
λ
(
2
√

c (1− c) sin θ cos θ + (1− c) sin2 θ
)

sin θ

(√
1 + λ(

√
c cos θ +

√
1− c sin θ)2 +

√
1 + λc cos2 θ

)
√
n√
k2

=
λ
(
2
√

c (1− c) cos θ + (1− c) sin θ
)

√
1 + λ

(√
c cos θ +

√
1− c sin θ

)2
+

√
1 + λc cos2 θ

√
n√
k2

≤
√
−3c2 + 2c+ 1√
1 + λ (1− c) + 1

λ
√
n√
k2

= O

(
λ
√
n√
k2

)
.

Note that the last inequality holds independently on the choice of θ, thus, we get a lower bound of

order O
(
λ
√
n√

k2

)
for ρ that guarantees f (θ, 1, 0) ≥ f (θ, 1, 1) regardless of θ. In this case, the original

objective is reduced to

max

{
max

θ∈[0,π/2]
f (θ, 0, 0) , max

θ∈[0,π/2]
f (θ, 1, 0) , max

θ∈[0,π/2]
f (θ, 0, 1)

}
.

Step 2.2 We then compute the maximum of the above three functions, respectively. The trivial
case is maxθ∈[0,π/2] f (θ, 0, 0) = 1.
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For maxθ∈[0,π/2] f (θ, 1, 0), our goal is to find out the range of ρ such that f(0, 1, 0) is optimal.
By taking the partial derivative,

∂f

∂θ
(θ, 1, 0) = − λc cos θ sin θ√

1 + λc cos2 θ
+

ρ
√
k1√
n

sin θ

= sin θ

(
ρ
√
k1√
n

− λc cos θ√
1 + λc cos2 θ

)

= sin θ


ρ

√
k1√
n

− λc√
1

cos2 θ
+ λc




When ρ > λc√
1+λc

√
n√
k1
, the partial derivative is always non-negative, indicating that f(π2 , 1, 0) = 1

is optimal, which is not the case we are interested in. When ρ ≤ λc√
1+λc

√
n√
k1
, the partial derivative

is first negative then positive, meaning that the optimal point can only be achieved at θ = 0 or

θ = π
2 . If θ = 0, f(0, 1, 0) =

√
1 + λc− ρ

√
k1√
n
. If θ = π

2 , f(
π
2 , 1, 0) = 1 holds trivially. Thus,

f(0, 1, 0) ≥ f(
π

2
, 1, 0) = 1 ⇔ ρ ≤ λc

1 +
√
1 + λc

√
n√
k1

This inequality also directly imply that f(0, 1, 0) ≥ maxθ∈[0,π
2
] f(θ, 0, 0). Putting the above two

upper bounds together gives the parameter regime of ρ as ρ ≤ λc
1+

√
1+λc

√
n√
k1
.

We then discuss maxθ∈[0,π/2] f (θ, 0, 1) under this parameter regime. By taking the partial deriva-
tive,

∂f

∂θ
(θ, 0, 1) =

λ(1− c) cos θ sin θ√
1 + λ(1− c) sin2 θ

− ρ
√
k2√
n

cos θ

= cos θ


 λ(1− c)√

1
sin2 θ

+ λ(1− c)
− ρ

√
k2√
n




When ρ > λ(1−c)√
1+λ(1−c)

√
n√
k2
, the partial derivative is always non-positive, indicating that f(0, 0, 1) = 1

is optimal. When ρ ≤ λ(1−c)√
1+λ(1−c)

√
n√
k2
, the derivative is first negative then positive, meaning that

its optimal attains at the boundary, i.e. θ = 0 or θ = π
2 . If θ = 0, we get a trivial result for

f(0, 0, 1) = 1. If θ = π
2 , we have f(π2 , 0, 1) =

√
1 + λ(1− c) − ρ√

n

√
k2. Until now, we have shown

that maxθ∈[0,π
2
] f(θ, 0, 1) = max

(
1,
√

1 + λ(1− c)− ρ√
n

√
k2

)
. Next, we need to compare f(0, 1, 0)

with 1 and
√

1 + λ(1− c)− ρ√
n

√
k2 respectively. We already have ρ ≤ λc

1+
√
1+λc

√
n√
k1
, which directly

imply that f(0, 1, 0) ≥ 1. Moreover, since the conditions presented in Theorem 5 ensure c > 1
2 and

k1 < k2, thus

f(0, 1, 0) =
√
1 + λc− ρ√

n

√
k1 >

√
1 + λ(1− c)− ρ√

n

√
k2 = f(

π

2
, 0, 1).

Therefore, maxθ∈[0,π
2
] f(θ, 1, 0) ≥ maxθ∈[0,π

2
] f(θ, 0, 1)

Step 3 Combine the above results together, we conclude that
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1. Recovery stage. When ρ ∈ [0, O(min{
√
λ, λ}

√
n/k2)], the problem reduces to the scenario

of Theorem 4 with f(θ, 1, 1) takes the optimality. Thus, v̂ recovers the ground truth v∗ as
described in Theorem 4.

2. Robust stage. When ρ ∈ (O(min{
√
λ, λ}

√
n/k2), O(min{

√
λ, λ}

√
n/k1)], f(θ, 1, 0) takes

the optimality, and v̂ recovers the strong signal part in v∗ while eliminating the weak signal.

3. Overly perturbed stage. When ρ ∈ (O(min{
√
λ, λ}

√
n/k1), +∞), adversarial perturba-

tion is too large to recover enough information of the ground truth.

C Numerical simulations in Section 3

C.1 Baselines, hardware & software information

C.1.1 Implemented MIP methods for upper (dual) bound.

Our implemented MIP method operates in two stages to improve computational efficiency. In the
first stage, given an uncorrupted sample matrix X ∈ R

n×d, we reduce the original dimension d of
the covariance matrix Σ̂ to a smaller dimension d̄(≥ k). This reduction is achieved by selecting a
principal submatrix indexed by a support set S̄ of size d̄ such that S̄ includes the true support S∗
with high probability (via projected power method). For further details, see Algorithm 1 for the
first stage in Appendix C.1).

Algorithm 1 Submatrix Initialization (first stage)

Input: Sample Covariance Matrix Σ̂, initial k-sparse vector v(0), effective dimension d̄, total
iteration time T

1: Set v = vtarget = v(0)

2: Compute sparse PCA objective value obj = v⊤Σ̂v

3: for t = 1, · · · , T do
4: Update v = Σ̂v/‖Σ̂v‖2
5: Pick index set I ⊆ [d] wrt top k largest absolute components in v

6: Compute λmax(Σ̂I,I) and corresponding eigenvector vI
7: Update v by setting vi = [vI ]i for i ∈ I, and zero otherwise
8: if λmax(Σ̂I,I) > obj then

9: Update obj = λmax(Σ̂I,I) and vtarget = v

10: end if
11: end for
12: Set the support of vtarget as Starget

13: Add another d̄ − k indices with the largest diagonal elements to the current support Starget

and obtain the effective support S̄
14: Obtain submatrix Σ̂sub = Σ̂S̄,S̄

Output: Σ̂sub.

In particular, given an initial point v0, Algorithm 1 first selects a support set Starget of size
k by computing the sparse principal component of Σ̂ via the projected power method. Under the
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Assumption 1, such support set Starget coincide with the true support set S∗ with high probability.
The rest d̄− k indices are chosen by picking the largest d̄− k diagonal elements’ indices within the
rest index set, i.e., [d]\Starget, which shares the similar insights as diagonal thresholding method
for sparse PCA problem. Then, merging these d̄ − k indices into the first selected support set S
results in our effective support set S̄ of size d̄.

Based on the first stage, the second stage of our proposed MIP implements proposed MIP
formulation (i.e., (8) and (11)) on restricted covariance matrix Σ̂sub, i.e., the submatrix of Σ̂
obtained by picking rows and columns indexed by S̄.

To be clear, we use vMIP/MIP−r, optMIP/MIP−r, ubMIP/MIP−r to denote the optimal solution (or cur-
rent best feasible solution), optimal value (or current best objective value), and corresponding
upper (dual) bound obtained from solving Fomulation (8) or Fomulation (11), respectively.

C.1.2 Dual Baseline: Sparse PCA.

Easy to observe that the vanilla sparse PCA problem

max
v∈Vk

v⊤Σ̂v

could always be an upper bound for the optimal value of featurewise adversarial perturbed sparse
PCA. We use vspca, optspca, ubspca to denote its corresponding optimal solution (or current best
feasible solution), optimal value, and upper (dual) bound.

C.1.3 Primal Baseline: Projected Power Method.

We take the vanilla projected power method (PPM) as our primal baseline, as presented in Algo-
rithm 2. Additionally, in order to accelerate computation, we check the difference of vectors from

Algorithm 2 PPM

Input: Initial point v(1), iteration bound T , objective function F of Formulation (7)

1: for t = 1, . . . , T and early stop criteria does not meet do
2: Compute ∇vF(v(t))
3: Project to feasible set v(t+1) = ProjVk

(∇vF(v(t)))
4: end for

Output: v(T ).

consecutive iterations during each iteration. If their ℓ2 norm is smaller than the pre-determined
threshold ǫ = 10−6, we early stop the iteration. Still, we use vPPM ∈ Vk, obj

PPM to denote the primal
feasible solution, the objective value obtained by PPM.

C.1.4 Hardware & Software.

All experiments are conducted in MacBook Air with an Apple M2 Silicon (3.49 GHz, 2.42 GHz)
and 16GB Memory (128-bit LPDDR5 3200 MHz). The proposed method and other methods are
solved using Gurobi 11.0.0 in Python 3.11.5.

C.2 Additional numerical simulations

This subsection reports additional numerical simulation results (see Figure 2 below) as mentioned
in Section 3.3.
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Figure 2. Numerical simulations on strong and weak signals. This figure compares the
gap ratio, objective function value, and support recovery rate v.s. the normalized perturbation
parameter ρ̄ of PPM and two proposed MIP formulations under two different parameter settings as
mentioned in Section 3.3. The first and second rows consist of panels for n = 100 and n = 500,
respectively.

In the first column, we plot the gap ratio (gap) v.s. the normalized perturbation parameter
ρ̄. The three solid curves in each panel correspond to the averaged values over 10 independent
trials of corresponding methods; the shaded parts represent the empirical standard deviations over
10 independent trials. Smaller gap means that the upper bound is tighter. It is easy to observe
that the proposed MIP method outperforms the other two methods, which validates our theoretical
analysis. The gap of the proposed MIP method is close to 0, indicating that the MIP formulation is
a very tight upper bound for the problem.

The second column plots the objective function values (obj) of (7) v.s. the normalized per-
turbation parameter ρ̄. Similarly, the four solid curves in each panel correspond to the averaged
values over 10 independent trials of corresponding methods; and their shaded parts represent the
empirical standard deviations over 10 independent trials. As we can observe, the proposed MIP
method performs best when the perturbation is large, indicating that it is a more resilient method
for finding the optimal solution.

The third column plots the support recovery rate v.s. the normalized perturbation parame-
ter ρ̄. In each panel, the three solid curves represent the averaged strong signal recovery rate over 10
independent trials for each method, while the three dashed curves depict the averaged weak signal
recovery rate over 10 independent trials for each method. The shaded areas indicate empirical
standard deviations across these trials. Our findings show that both the strong and weak signal
recovery rates of PPM consistently outperform the two proposed methods, suggesting that PPM could
be an effective approach for recovering the ground truth in this problem setting. A likely explanation
for PPM’s strong performance lies in its strategy of retaining the k largest indices of the gradient at

each iteration. Given that the gradient of (7) is 2 (‖Xv‖2 − ρ‖v‖1)
(

X
⊤
Xv

‖Xv‖2

− ρsgn (v)
)
, the term

ρsgn (v) becomes dominant when ρ is large. Consequently, the support at each iteration tends to
align with that of the previous iteration, often leading to a final computed support equal to the initial
support, i.e., the support of vspca, which corresponds to the true support with high probability. This
observation explains why PPM can retain the true support even under high perturbations.
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