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Abstract—In this paper, we present an unconditionally secure
N-party comparison scheme based on Shamir secret sharing,
utilizing the binary representation of private inputs to determine
the max without disclosing any private inputs or intermediate
results. Specifically, each party holds a private number and aims
to ascertain the greatest number among the N available private
numbers without revealing its input, assuming that there are at

most ' < % honest-but-curious parties. The proposed scheme

demonstrates a lower computational complexity compared to ex-
isting schemes that can only compare two secret numbers at a time.
To the best of our knowledge, our scheme is the only information-
theoretically secure method for comparing N private numbers
without revealing either the private inputs or any intermediate
results. We demonstrate that by modifying the proposed scheme,
we can compute other well-known non-polynomial functions of the
inputs, including the minimum, median, and rank. Additionally,
in the proposed scheme, before the final reveal phase, each party
possesses a share of the result, enabling the nodes to compute
any polynomial function of the comparison result. We also explore
various applications of the proposed comparison scheme, including
federated learning.

I. INTRODUCTION

Given the substantial surge in data generated by diverse sen-
sors and devices, processing and analyzing such vast amounts
of data on a single machine has become unfeasible. To ad-
dress this challenge, distributed computing techniques have
been devised, involving the partitioning of computation tasks
into smaller sub-tasks that are then outsourced to distributed
processing nodes [1]. However, when computation tasks are
delegated to distributed nodes, ensuring the privacy of data
becomes a critical concern. Secure multi-party computation
(MPC) techniques have been employed to execute computa-
tions across multiple distributed workers while safeguarding
data privacy [2]. MPC enables a set of nodes to compute a
joint function of their local data without compromising the
confidentiality of their private inputs. Since its inception by
Yao in [3l], MPC has found applications in various domains
such as secret sharing [4], secret multiplication [5]], large-scale
matrix multiplication [6], [7], voting [8]], and more.

A pivotal component in MPC is secure comparison, often
referred to as the millionaires’ problem. The objective is to
compare two secret numbers without disclosing any information
about them except for the ultimate result. Secure comparison
finds applications in diverse problem domains, including secure
online auctions [9], machine learning and data mining [10],
and secure sorting algorithms [[11f]. For instance, consider the
following scenarios:

1) Assume that N parties participate in an auction and the
auctioneer wants to sell the item to the highest bidder,
however, due to the privacy constraints, the parties are
not willing to announce their bids except the winning
one.

2) Assume that a federal agency wants to sort the total
wealth of different companies to publish it for the in-
vestors. However, these companies do not want to reveal
the exact wealth to one another.

3) In a federated learning system, different data owners
(clients) compute their local gradients, and the central
server wants to compute the coordinate-wise median,
known for its robustness against malicious data owners,
without revealing the actual gradients or model updates
from individual clients.

These scenarios are few from a lot of examples where
comparison, sorting, max and median computations are needed.
In fact, the basis of all these is the multi-party comparison. To
this end, in this work, we study how to compare two or more
unknown inputs in an information-theoretically secure manner.

Most of the schemes in the literature are computationally
secure, i.e., if we have an adversary with high computation
power or storage capacity (which may be possible in the near
future with the developments in quantum computers), it can
violate privacy. There are few unconditionally secure compar-
ison protocols. In [12]], an unconditionally secure comparison
protocol was proposed. This protocol employs a commodity-
based model, with the requirement that a trusted initializer
distributes correlated randomness (commodities) to the parties
before the start of the protocol execution. In [[13]], the first
bit-decomposition based unconditionally secure comparison is
proposed, albeit with significant computational complexity. The
approach presented in [14] introduces some unconditionally se-
cure operations, such as less than, bit decomposition, and equal-
ity test, with lower complexity compared to the method in [[13].
Another recently proposed unconditionally secure comparison,
called Rabbit [15], exhibits lower complexity compared to the
algorithms presented in [[13], [14]. All of these schemes [13]—
[LS] (utilized as benchmarks) can be applied for the comparison
of just two secrets shared among N parties. Specifically, when
comparing more than two numbers, one must iteratively apply
these schemes for pairwise comparisons, potentially leading to
information leakage about the private inputs. Moreover, these
schemes demand significant computational power and com-
munication capacity. Additionally, they cannot be employed
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for further computations on the final result without risking
information leakage.

A. Our Contributions

Motivated by these, in this work, we propose an
unconditionally-secure multi-party comparison and non-
polynomial function evaluation scheme. In this paper, we
introduce partition and 0-coded vector of the private inputs,
which enable the other parties to compare the secret inputs with
lower complexity compared to the conventional scheme and
in a straightforward way, while satisfying strong information-
theoretic privacy guarantee. We also propose a new method
for equality test and combine these schemes to be able to
compute the max of more than two secrets and other non-linear
functions. To illustrate our algorithm concisely, each party
first computes its binary representation of its private number,
then constitutes vectors of this binary representation called a
partition vector and a O-vector. Using a theorem that we will
prove, comparing two numbers is equivalent to the existence of
only one zero in the difference of the partition representation of
one number and the 0-vector representation of another number.
We then use Shamir’s secret sharing to distribute partition and
0-vector representations among N parties in a way that nobody
can gain any information about the private numbers. Our main
contributions are listed as follows. Our main contributions are
listed below.

1) Security: The proposed scheme is unconditionally secure
against any subset of T < N/2 colluding nodes even
if these nodes have unbounded computation power and
storage.

2) Novelty in coding the inputs: In this paper, given a
number s in the finite field F,;, we begin by constructing
its binary representation. Subsequently, based on this
binary representation, we introduce 0-coded and partition
vector representations. These representations facilitate the
introduction of a novel coding method, enabling nodes
to perform comparisons and compute non-polynomial
functions, such as max and median, with low complexity
while maintaining privacy.

3) Simplicity and Efficiency: Our scheme can be im-
plemented in a straightforward way. In addition, the
complexity of the proposed scheme is much lower than
the existing unconditionally secure comparison methods.

4) Computing other useful functions: In this paper, we
study how to compare two or more numbers in an un-
conditionally secure manner. In addition to comparison,
we show how to privately compute max function of more
than two secrets, median of the secret inputs, equality
test, min function, etc.

5) Computing non-linear functions: The proposed scheme
is based on Shamir secret sharing [4]. Thus, we can use
the proposed algorithm to compute non-polynomial func-
tions of the secret inputs. For example, It is shown that
median of gradient vectors is a good approximation of
correct direction in federated learning. Also, gradient vec-
tors which are far from the median can be detected as out-
liers. So, it is important to compute the distance of each

gradient vectors from median (|g; — median({gy }o_,)|?,
Vi € [N]) and remove some of them as outliers, where
{gr}_, are gradient vectors received from the all of the
nodes. One can see that we cannot compute these kind of
functions with the conventional multi-party computation
protocols. To the best of our knowledge, this scheme is
the only information-theoretic secure solution that can
compute non-polynomial functions of the private inputs.

B. Related Works

The secure comparison problem was first studied by Yao in
[3] by using cryptographic tools. Yao’s solution is exponential
in time and requires large memory which makes it impractical.
After Yao’s initial attempt to solve the secure comparison
problem, various protocols have been proposed to reduce the
computation cost, required memory, and communication load
[O, [12]-[38]. These protocols employ various approaches
to address the secure comparison problem, which we briefly
summarize in the following.

1) Garbled Circuit: Garbled circuit is a cryptographic tool
that enables two parties to compute a function of their private
inputs in collaboration with each other without utilizing any
trusted third parties and revealing their private data [39], [40].
Particularly, garbled circuits enable secure comparison when
the desired function can be described as a Boolean circuit, e.g.,
comparison, summation. Many works utilize garbled circuits in
performing secure comparison [33], [41]-[43].

2) Quantum-Based Comparison: The first quantum private
comparison (QPC) protocol was proposed in [24]]. Many works
including [25]-[27] utilize QPC protocols. One can see that
these quantum-based protocols require all nodes to have full
quantum capability and a trusted third party. Reference [28]
proposed a semi-quantum private comparison protocol based
on Bell states and a trusted semi-honest quantum third party.
In this setting, authors in [28]] assume that the third party has
quantum capability and not collude with other participants.

3) Homomorphic Encryption: Many works have imple-
mented secure comparison using homomorphic encryption [9],
[20]-122]), [31]-[33], [35]. The proposed schemes in [20],
[21] are single-round solutions that use Paillier homomorphic
encryption and zero-knowledge proof to preserve the privacy.
Recently, another protocol based on Paillier encryption was
proposed in [22]], which uses vectorization of the private input.
[34] introduced a new secure comparison protocol that uses
homomorphic encryption. This protocol is lightweight, and
needs lower computation power compared to [9], [31]-[33].
The advantage of the scheme in [34] is that it does not need
intermediate decryption, which is computationally expensive.

4) Arithmetic Black-Box: Another set of comparison
schemes are built on top of arithmetic black-box (ABB) [44].
The arithmetic black-box enables some parties to securely store
and reveal secrets, and perform arithmetic operations on these
secrets. From a functionality point of view, ABB can be thought
of as a trusted third party, which stores elements of the field
as well as performs arithmetic computations on them. ABB
can be implemented by using varying tools such as oblivious
transfer [45] or homomorphic encryption [46]. There are many



protocols in this category including [36]—[38] and they vary
greatly in structure.

5) Bit-Wise Operations: Another line of secure comparison
protocols are based on bit-wise operations and bit decomposi-
tion [13]-[15], [19], [29]. A two-round protocol that uses com-
plex bit-wise operations was proposed in [19]. The proposed
scheme in [19] is polynomial in time and communication. The
schemes in [13], [14]], [29] are based on bit decomposition
of the secret and apply some Boolean operations. Computing
bit decomposition of a secret is computationally expensive.
Recently, a new method called Rabbit is proposed [15]. The
Rabbit scheme is based on bit-wise operation without com-
puting bit decomposition of the secret, which makes it faster
than conventional schemes. However, this scheme also uses a
third party as an ABB for two secrets multiplication. We note
that all of these proposed protocols in [13]—[15], [19], [29]
are for two-secret comparison and they cannot be extended to
the computation of max function of more than two secrets or
computing a non-polynomial function of the secrets, such as
median, unlike our proposed secure comparison technique.

It is worth noting that this paper aligns with category 5
of secure comparison algorithms. Within this category, we
compared our algorithm with those introduced in [L3]-[15] in
terms of complexity.

The rest of the paper is organized as follows: In Section [}
we introduce the problem setting and describe some technical
preliminaries that we use. Section [II presents the proposed
secure comparison scheme along with its application to max
computation. In Section [V] we discuss further applications of
the proposed secure comparison scheme. Finally, Section
concludes the paper.

Notation. In this work, we represent vectors with lowercase
bold letters. The element-wise multiplication of two vectors a
and b is denoted by a ® b. We use [N] to represent the set
{1,2,...,N}. The transpose of a vector v is represented by
vT. Sets are shown using calligraphic font.

II. SYSTEM MODEL AND PRELIMINARIES

We consider a decentralized secure comparison system with
N nodes. Each node is connected to every other other node by a
point-to-point private link. Each party has a private number s(%),
i € [N], from a field F,, where ¢ is a prime number. Each node
in the system wants to find the greatest number among these
N private numbers without revealing its private input. That is,
our goal is to compute the maximum among these N numbers
that are distributively held by N nodes without leaking any
information beyond the final result. In our model, up to 7" of
the nodes are semi-honest, where 1" < % Semi-honest nodes
follow the protocol but may collude with each other to gain
some information about the private inputs of the others.

To securely compute the maximum number, in the proposed
scheme, each node ¢ sends a function of its private number,
shown by Fj(z) (s(i)), to each other node j, where FJ@
F, — F,. Then, nodes perform certain computation tasks in
collaboration with each other. Finally, each node sends a share
of the final result to all of the other nodes to allow them to

compute the final result of the comparison. Before we present

the proposed scheme, we give an overview certain preliminaries
that we utilize in our algorithm.

A. Shamir Secret Sharing

Assume that a node, called dealer, wants to share a secret
among some nodes such that any subset of at least 7" nodes can
recover the actual secret s, while any subset of fewer than T'
nodes cannot gain any information about the secret. The first
secret sharing scheme was proposed in 1979 by Shamir [4] and
Blakley [47] independently. Key safeguarding was the initial
motivation of secret sharing, but now it is a basic cryptographic
tool that is used in many application such as e-voting, crypto-
currencies, etc.

In Shamir secret sharing (SSS), the dealer constructs a
polynomial p(z) = s+rix+re2?+---+rp_127 1 of degree
T — 1, where the constant term is the secret s, and the other
coefficients are chosen uniformly and independently at random
from the field F,,. Then, the dealer sends a distinct point p(z) to
each of the nodes. By using Lagrange interpolation, any subset
of T nodes can recover the polynomial, but any subset of less
than 7" nodes cannot understand anything about the secret s.
In some cases, the dealer may be malicious and send some
random number instead of sending the points that are located on
the constructed polynomial. In 1985, Chor et al. [48] extended
SSS to verifiable secret sharing, which enables the nodes to
verify whether their shares are consistent. In other words, in
verifiable SSS, the nodes verify that their shares are indeed on
polynomial of degree T' — 1.

B. Random Secret Generation

In many applications, nodes in the system need to agree
on a random and unknown secret s [49]. In random secret
generation, first, distinct and non-zero o, o, . .., an are cho-
sen uniformly and independently at random from field F,
which are known by all of the nodes and «; is assigned
to node i, Vi € [N]. Then, each node ¢ generates a ran-
dom secret s; and constructs a random polynomial p;(z) =
si+ P2+ 22 4.4 227 and sends pi(a;) to each
node j, Vi,j € [N]. Let us define p(z) = Z;V:lpj(x).
Each node ¢ has p1(«;), p2(a;),...,pn(a;), and it computes
pla;) = Z;V:lpj(ai). Thus, each node has a share of p(0)
which is equal to Zjvzl s;. That is, at the end of random
secret generation, each node has a share of the overall secret but
none of the nodes actually knows the secret value s. Random
secret generation is private and the its complexity can be upper
bounded by 1 multiplication invocation [13].

C. PFartition and 0-Coded Vectors

Let s be a number in the field I, and 5152 ... 57, be its binary
representation of length L. We define partition vector vy of s
as follows

ER
5152

ey

Vg =

$182...8L.



Next, we define v? as the 0-coded vector of s which is equal
to

21
22 $18 si—11  ifs; =0
152 ... 8i—1
vl=| |, where z; = ¢ @
: T otherwise,
ZL

such that r; is a random binary number of length unequal to i,
Vi € [L]. Here, our definition of a O-coded vector is a vectorized
version of the 0-encoding set introduced in [21], where the 0-
encoding and 1l-encoding sets of a string s = $1S2...51 €
{0,1}% are defined as follows:

80 ={s152...5i11]s; = 0,1 <i < L} &)
Sl ={s180...8]si=1,1<i <L} @

In [21], it is demonstrated that a > b if and only if S} and S}
have a common element.

Theorem 1. Assume that a and b are two numbers with
length-L binary representations of at1as ...ar, and bibs...br,
respectively. We have a > b if and only if vector v, — Vi has
exactly one O entity.

Proof. Let us assume that a is greater than b. Thus, there exists
a position ¢ € [L], where a; = 1 and b; = 0, with a; = b; for
all 7 < 7. The ith element of the partition vector of a is equal to
the ¢th element of 0-coded vector of b, which is aias...a;—11.
Thus, the ith entity of v, — v is equal to 0.

On the other hand, let us assume that the ith entity of v, —vg
is equal to 0. In this case, one can see that b; = 0, otherwise, it
would not possible from that the ith element of v} is equal
to v,. Hence, ajas...a; = b1bs...b;_11. Thus, a > b, while
a; =1 and b; = 0, and a; = b; for all j <. O

Example 1. For ease of understanding, in this part we illustrate
Theorem [I] with an example. Assume that ¢ = 10 and b = 9.
Binary representation of a and b are 1010 and 1001. One can
see that v, = [1,10,101,1010]7 and v = [11,11, 101, 100]7.
Hence, v, — v) = [1110,1111,0,10] and the third entity is
equal to 0, so we can conclude that a is greater than b. %

III. PROPOSED UNCONDITIONALLY SECURE COMPARISON
SCHEME

In this section, we describe the proposed scheme for dis-
tributed N-party secure maximum computation. The proposed
scheme does not sacrifice the privacy of the private inputs
(secrets) and does not reveal any intermediate values to the
participating parties but the final result. To this end, we first pro-
pose a secure comparison scheme, where all N nodes collabo-
ratively compare two secret numbers. This secure comparison
scheme is a building block in our N-number max computation
system. Next, by modifying the proposed secure two-number
comparison system, we present a secure comparison indicator
(SCI) that outputs 0 if the first number is greater than the second
one, and outputs 1 otherwise. Another building block of our
N-number comparison system is the Secure Comparison Gate
(SCGQG) that receives the partition and 0-coded vectors of secret

numbers ¢ and b as inputs, and outputs the partition and 0-coded
vector of the max(a,b). SCG is critical because it allows us
to carry on next comparison without revealing the intermediate
maximums. Finally, we design a circuit based on SCGs to find
the maximum of N secrets in a distributed manner.

As noted earlier, in our N-party comparison system, we
assume that at most 7' of the nodes are semi-honest and may
collude with each other to obtain some information about the
private inputs of the other nodes.

Remark 1: One of the main blocks in our scheme is secure
two-secret multiplication, which requires N > 27" [3]]. Thus, in
the proposed algorithm, we assume that V is greater than 27

Remark 2: Since the invocation of multiplication of two
secrets is the dominant complexity of our proposed secure
comparison technique, similar to [13]], [14]], we define the com-
plexity of a comparison scheme as the number of invocations
of secrets multiplication protocol.

Remark 3: In our scheme, we assume that distinct and non-
Zero o, qa,...,an are chosen uniformly and independently
at random from field FF; in advance, which are known by all
the nodes and «; is assigned to node j, Vj € [V].

A. Secure Comparison

In this section, we describe how to compare two secrets in an
information-theoretically secure manner. This is a fundamental
algorithm in max computing of /N secret numbers.

We have N nodes and two of them, denoted by A; and
Aa, have secrets s; and sg, respectively. All of the nodes are

interested in computing the maximum of s; = sgl)sél) oo S(Ll)

and sy = 552),9&2) e S(L2). The proposed algorithm is as follows.

Sharing Phase. In the sharing phase, A; and As compute
vs, and v22, respectively, and share them by using Shamir
secret sharing [4]. More precisely, A; constructs a polynomial
pi(x) = ve, +rMz + Va2 + 4 eVaT, where iV are
chosen uniformly and independently at random from the field
FZ, and sends p1(c;) to each node 7, Vj € [N]. Similarly, Az
constructs a polynomial pz(z) = v%, + Pz +rPa? 4+
rg,? )xT, where r§2) are chosen uniformly and independently at
random from the field FX, and sends po (cj) to each node j,
Vj € [N].

Random Secret Generation Phase. In this phase, all of the
nodes execute random secret generation in collaboration with
each other as described in Subsection [[I-Bl over the field F,,.
At the end of this phase, each node ¢ obtains the value of a
degree-T' polynomial p(z) at x = «;, where p(0) is the secret
value generated by the nodes in collaboration. We emphasize
that none of the nodes actually knows this secret number.

Vector Computation Phase. In this phase, first, each node ¢
computes p1 (a;)—pz2(a;). Let us define q(z) £ py(x)—pa().
One can see that q(0) is equal to p;(0) — p2(0) = vy, — V2,
and each node 7 has q(«;). Hence, each node 7 has a share of
secret s = v, —v22. From Theorem [T} if there exists a O entity
in vector s = [s), sh,...,s7]T, then we can conclude that s;
is greater than so.

At this stage, each node ¢ could reveal q(«;) (sends gq(«;) to
all other nodes), and then each of the nodes would be able to



compute (), and accordingly derive s. With this, each of the
nodes would be able to verify whether there is a O entity in the
vector s. However, this approach leaks additional information
about the secrets s; and s beyond the final comparison result.
In order to avoid such leakage and preserve the privacy of
the secret numbers before revealing the final result, the nodes
perform the next phase.

Entity Computation Phase. Remember that each node 14
has q(z) = [qi(2),q2(),...,q(2)]" at * = «; from the
previous phase along with p(a;) that was derived in the
random secret generation phase. We note that q(0) is equal
to s € FL, while p(0) is a random secret in F,. One can
observe that Hle g;(0) is equal to O if and only if there
is a 0 entry in the vector s = [s},s,...,s'L]T, indicating
that s; > so. If [[4 = 1%¢;(0) is not equal to 0 and the
nodes obtain its exact value, it may disclose information about
q1(0),g2(0), ..., qr(0). For instance, consider L = 3, and if the
nodes comprehend that the product of ¢; (0), ¢2(0), ¢3(0) equals
2, they will deduce that the vector [g1(0), g2(0), g3(0)] cannot
be equal to [1, 1, 3]. To safeguard privacy, instead of computing
Hle ¢;(0) at the nodes, they calculate p(0) (Hle 4 (O))
using secure MPC [3]], [S0]. Consequently, each node 7 obtains
p(x) Hle qj(x)). By masking the
exact value of Hle ¢;(0) with an unknown random number
p(0), the privacy of each element in [g1(0), g2(0),. .., qr(0)]
is preserved.

s(a;), where s(z) =

Reconstruction Phase. Each node i gains s(«;) from the
previous phase. In this phase, each node 7 broadcasts s(«;)
to other nodes, and therefore, by using Lagrange interpolation
each of the nodes can compute s(x) and derive s(0) which is

equal to p(0) (Hle q; (O)) We note that if s has a zero entity

(meaning if secret s; is greater than ss), we have s(0) = 0,
otherwise we have s(0) # 0 with high probability (since the
randomly generated secret p(0) is not equal to 0 with high
probability, see Remark [3 for further discussion). Thus, at the
end of the reconstruction phase, each of the nodes deduces the
maximum among the secret numbers s; and sy without gaining
any information about the other number.

As for the privacy, we note that all sub-protocols including
secure multiplications and the random generation are uncon-
ditionally private. The only phase that some information can
be leaked is the reconstruction phase, where the nodes reveal
s(x) to derive s(0) which is equal to p(0) (Hle qj(O)). One

can see that Hle ¢;(0) is masked with an unknown random
number p(0). Thus, the nodes cannot understand additional
information beyond the comparison result.

Complexity: As mentioned in Remark [2] the computational
complexity of the algorithm is determined based on the number
of multiplication invocations. In this algorithm, the complexity
of random secret generation can be upper-bounded by just
one multiplication invocation, as discussed in Subsection [I=Bl
Additionally, the computation of p(0) (Hle q; (O)) requires L
multiplication invocations. Moreover, the rest of the algorithm
has a computational complexity of less than one multiplication
invocation. Thus, the computation complexity of the proposed

secure comparison algorithm is L + 2, while the complexity of
the comparison algorithm of Rabbit [15]] is approximately equal
to 53 L. Further, the complexity of the comparison schemes in
[13] and [[14] are 188L log L+205L and 279L+5, respectively.
The complexity of the secure comparison protocols is compared
in Table [l From Table [ we see that our secure comparison
algorithm has more than 50x lower complexity compared to
the existing algorithms in the literature.

|| Protocol Complexity ||
113] 188L log L + 205L
[114] 279L 4+ 5
115] ~ 53L
Proposed L+2

TABLE I: Comparing the complexity of secure two-number
comparison algorithms among N parties, based on the number
of multiplication invocations in each algorithm.

Remark 4: All references [13]-[15] typically compare
s1 and sy by sharing their exact values among the nodes.
However, this paper introduces a new method where sources
distribute encoded versions of the secrets, rather than their
exact values, to reduce the computational burden on the nodes.
This approach also enhances our ability to perform additional
non-linear operations, such as calculating medians, sorting, and
more.

Remark 5: In the reconstruction phase, if p(0) = 0 the term
p(0) (Hle qj(O)) becomes 0, even if the term Hle ¢;(0) is
not equal to 0, in which case the nodes may decide on an
incorrect result. However, this is a highly unlikely scenario
since the probability of p(0) = 0 is %, where ¢ is size of
the field. So, by selecting a large enough field, the probability
of this event can be made almost zero.

Further, upon agreeing on a randomly generated secret
in the random secret generation phase, before computing
p(0) Hle q; (O)) , the nodes can verify that p(0) is not equal
to 0 by using the scheme in [IEBl In the highly unlikely
scenario that p(0) is equal to 0, the nodes execute the random
secret generation algorithm again to create a new polynomial
p(z) such that p(0) # 0. Upon verifying that p(0) # 0, they
compute s(0) = p(0) (Hle qj(O)). With this, we are sure that
the comparison result 1s correct with probability 1.

B. Equality Test and Zero Indicator

As mentioned in Subsection [II-A]l the output of secure
comparison algorithm is 0 if s; > s9, and the output is a
random number in field F,; in other cases. In order to use
the secure comparison algorithm in a circuit for comparing
more than two numbers, we need to show the output of the
comparison with a bit. To this end, in this subsection, we
implement a Zero function that gets a number a € [, as an
input, and outputs a bit where,

Zero(a)_{o ifa=0

1 ifa#0’ )



In other words, suppose a secret a is shared among the
nodes using a polynomial r(z), where 7(0) = a. All nodes
collaborate privately to determine Zero(a). Once implemented,
this function can be added to the end of the secure comparison
algorithm to show the output with a bit, where the output is 0
if s1 > so, and it is 1 in other cases.

Before we describe how to implement this Zero function, we
would like to note that the Zero function can also be utilized
to infer whether two secret numbers are equal. That is, assume
that two unknown and private numbers a and b from the field
[, are shared among the parties and they want to compute the
shares of Equal(a, b), where

0 ifa=0b
1 otherwise |

Equal(a, b) = { (6)

In this case, one can see that Equal(a, b) = Equal(a—b,0) =
Zero(a — b). Thus, the Zero function can be also used for
equality test in a standalone manner.

In the zero indicator algorithm, it is assumed that the shares
of a is distributed among the nodes and the nodes want to
obtain shares of 0 if ¢« = 0, and shares of 1 otherwise. For
this, we utilize Fermat’s little theorem, which is presented for
completeness in Theorem

Theorem 2. Assume that q is a prime number and a is a non-
zero number, where q t a. Then,

™t £ 1. (7

By using Fermat’s little theorem, one can see that a9~ is
equal to O if and only if @ = 0, and it is equal to 1 in all the
other cases.

In a standalone implementation of the zero indicator, there is
an unknown number a, which is already secret shared among
the nodes. That is, there exists a polynomial r(x) with constant
term that equals to a, where r(c;) is sent to node i, Vi € [N].
By using secure multiplication [5], the nodes can compute the
shares of a?~!. In other words, they can construct a polynomial
g(x) privately in collaboration with each other, such that g(0) is
equal to a?~ . Note that at first, each node i has 7(«;), so they
can continue the computation in a secure way until each node
i obtains g(«;). Finally, if the computation is completed (the
node do not need to do any other computation on top of this
operation), the nodes reveal their corresponding points on g(z)
and thus, each of them can compute g(x) and verify whether
g(0) is equal to O or 1, else, they use g(z) to continue the
computation without revealing anything.

As for the privacy, we note that the only sub-protocol
used here is secure multiplication, which is an unconditionally
private protocol as shown in [S]. In [S1], it is shown that
BGW multiplication scheme is unconditionally secure and
broadcasting the result does not reveal anything about the
private inputs beyond the output.

Remark 6: Assume that [log,(¢)] = L, and the binary
representation of (¢ — 1)2is qiqa...qr € 0,1%. Let us define
a® = a. To compute a?~*, all nodes initially collaborate to
compute o) = a2, followed by a(® = a*, and so on, up to

ar=D = ¢2"" in L — 1 rounds. Subsequently, a?~! can be

expressed as H.f:L 4, #0 a'F=9) Therefore, the computation of
a1 requires at most 2L — 2 multiplication invocations.

Complexity: As it mentioned in Remark[6] to compute a1,
the nodes perform secure multiplication for less than 2L =
2[log, (q)] times. Since the length of binary representation of
elements in Fy, denoted by L, is [log(g)], the complexity of
the proposed equality scheme is upper bounded by 2L whereas
the complexity of the equality test proposed in [14]] is almost
81 L. We present a comparison of these complexities in Table [T,
from which we see that the proposed equality test algorithm has
more than 40 x lower computation complexity than the existing
approaches.

|| Protocol Complexity ||
[13] 94Llog L + 92
[14] 81L
Proposed 2L

TABLE II: Complexity comparison of the equality test algo-
rithms.

C. Secure Comparison Indicator

In this subsection, we combine the proposed secure compar-
ison scheme and the equality test, i.e., zero indicator, to design
a component named secure comparison indicator (SCI), that
compares two numbers from the field I, and outputs O if the
first one is greater than the second one, and outputs 1 in the
other cases. SCI is a non-linear gate with two input vectors each
of length L and a single output which can be 0 or 1 based on
the inputs. Precisely,

0, ifa>5b

1 ®)

otherwise

)

SCI (a,b) = {

We note that, in in Section [II-A]l we propose an algorithm
to compare two secret numbers such that if a > b, the output
is 0, and when b > a, the output is a random number. Further,
in Section =Bl we present the implementation of a zero
indicator. One can see that we have

SCI (a, b) = Zero (Comparison(a, b)) . )

That is, the SCI gate can be implemented using the secure
comparison and zero indicator algorithms as shown in Fig. [l
We detail the implementation as follows:

1) Because each node has a share of v, and v}, by running
the comparison algorithm described in Subsection
each nodes ¢ can derive u(«;) in a private manner, where
u(0) = Hle g;(0) and the degree of u(z) is equal to T'.
It must be mentioned that in Subsection [II=A] each node
i has access to s(a;), where s(0) = p(O)(HJL:1 q;(0)).
But, in this part, because we will use zero indicator before
revealing the final result, we do not need to multiply
Hle ¢;(0) with a random secret p(0). We note that u(x)
is constructed by using secure multi-party computation
as detailed in [5] and none of the nodes knows anything
about the secret u(0). As mentioned in Subsection [TI=A]
if a > b, u(0) is equal to 0, else, u(0) is a non-zero
random number in .



2) As shown in Subsection the nodes then construct a
polynomial g(z), such that g(0) is equal to u(0)7~1. We
note that each node 4 has u(a;), so they can continue the
computation in a secure way until each node i obtains
g(«;). Finally, using the Fermat’s little theorem, the
nodes can represent the result with a bit.

SCI Module

Va Secure Zero 0/1
V0 Comparison Indicator

Fig. 1: The SCI Module is a combination of secure comparison
and zero indicators. It takes the partition vector of a and the
0-coded vector of b, and outputs 0 if @ > b or 1 in other cases.

As for the privacy, SCI is a combination of two uncondi-
tionally secure protocols. Thus, the proposed SCI protocol is
unconditionally secure.

Complexity: One can see that the complexity of the SCI com-
ponent is equal to the complexity of Zero plus the complexity
of secure comparison which is equal to 3L + 2.

D. Secure Comparison Gate

So far, we have discussed how to compare two secrets using
N parties and show the result with a bit. To extend our method
for N-number secure max computation, in this subsection, we
propose an algorithm, called Secure Comparison Gate (SCG),
which outputs the shares of the partition and 0-coded vector
of the maximum privately instead of sharing just the indicator
as in Section This allows us to combine the secure
comparison gates when comparing more than two numbers
without revealing anything about the intermediate maximums.

The SCG component compares two secret numbers denoted
by a,b € F,. As shown in Fig. 2l SCG is a non-linear
component with four input vectors and two output vectors of
length L. SCG receives partition and 0-coded vectors of both
of a and b, and outputs partition vector and 0-coded vector
of max(a,b) (each node has a share of these). For ease of
representation, let us have two sources A and B such that the
former has a secret number a, and the latter has b as the secret.
The goal is to construct the partition vector and 0-coded vector
of max(a,b) in the output privately. The proposed algorithm is
as follows.

Vg ——
0

M SCG

v, 0
b Vmax(a,b)

Vmax(a,b)

v

Fig. 2: SCG is a component that takes partition vectors and 0-
coded vectors of the inputs a and b, and produces the partition
vector and 0-coded vector of max(a, b).

Sharing Phase. In this phase, A computes v, and vg, and
shares them by using Shamir secret sharing. More precisely, A
constructs two polynomials ag(z) = v0 + rg 0y 4+ r(1 g2 4

-+ r(l 92T and aj(z) = v, + rgl’l)x + rél 1)x2 + o+

r(T1 Dy , where r( ) are chosen uniformly and independently

at random from the field Y, and sends ag(cy;) and a; (ay) to
each node j, Vj € [N]. Similarly, B constructs two polynomials
bo(z) and by(z) to be able to share v, and v} and sends
bo(a;) and by (e ) to each node j, Vj € [N].

Comparison Indicator. As mentioned in the previous phase,
each node i has a; (a;) and bg(«;). Hence, each of the nodes
can execute SCI algorithm, as explained in Section to
construct g(x) in collaboration with each other. When the
execution is completed, each node ¢ has g(«;), where g(0)
is 0 if @ > b, and ¢(0) is 1 in other cases.

Output Construction. This is the critical step of the SCG
algorithm. In this phase, the goal is to distribute the shares
of Viax(a,p) and vmax(a_’b) among the nodes. To do that, the
nodes compute g(0)vy,+(1—g(0))v, and g(0)v)+(1—g(0))v2
together. One can see that if @ > b, then g(0)v, —|— (1-9g(0))v,
and g(0)v)+(1—g(0))vY are equal to v, and v , respectively,
and in other cases they are equal to v, and v, respectively.
To be able to compute g(0)vy, + (1 — g(0))v, and g(0)v}) +
(1 — g(0))v?, nodes can use MPC as explained in [5]], [50].
Finally, each node 4 has o1(e;) and op(«;), where 0o(0) =
g(0)VY + (1= g(0))v? and 01(0) = g(0)vy + (1 — g(0))Va.

After these three phases, the nodes have access to the
partition vector and 0-coded vector of the max(a,b) while the
privacy is preserved. We note that the nodes cannot understand
anything about the private inputs and outputs. That is, even
though the each node has a share of the partition and 0-coded
vectors of the maximum, they do not know the maximum num-
ber. With this, essentially, they continue to compare max(a, b)
with another secret number ¢, which constitutes the basis of
our N-number secure max computation scheme.

As for the privacy, the nodes first run the secure com-
parison indicator (SCI) without revealing anything, which is
unconditionally secure as discussed earlier. Further, in the
output reconstruction phase, the nodes just do some secure
multiplication without revealing any further information. Thus,
the overall SCG component does not have any information
leakage and it is information-theoretically secure.

Complexity: The complexity of the SCG scheme is equal
to the summation of complexity of comparison indicator and
output construction which is equal to 3L+2+ L+ L = 5L+2.

E. N-party Secure max Computation

In this subsection, we propose a scheme to perform the
secure max computation in a system with N nodes. Each node
i has a private input s(Y). Nodes are interested in computing
max(s(), s, ... sV)) without sacrificing the privacy of
their secret inputs. For this, first, we partition the nodes into
[£7] groups of size two, denoted by Gi,Go, ... O 9 . Then,
the nodes apply the SCG algorithm to find the partmon vector
and 0-coded vector of the maximum of each group. Then, they
can re-partition the outputs and do it iteratively, until obtaining
the partition and 0-coded vectors of the final result as shown
in Fig [3l We note that the last entity of partition vector vyax
is equal to max from (I).

As for the privacy, it is shown that each SCG is uncondi-
tionally secure. Thus, designing a circuit based on SCGs does
not leak any information and is unconditionally secure.



Fig. 3: Using SCG, nodes can iteratively compare secrets and
ultimately collaboratively obtain the partition vector and ’0’-
coded vector of max (s, s, ... s(M).

Complexity: The proposed algorithm is for finding the max-
imum of N secret numbers without any information leakage.
In the max function algorithm, the complexity is N — 1
times of complexity of SCG. Thus, the total complexity is
(N —1)(5L+2).

Remark 7: Proposed schemes in [13[]-[15] are only for the
comparison of two secret numbers that are shared among N
parties. To be able to apply the schemes in [13]-[15] to the
comparison of more than two secret numbers, one needs to
do iterative pairwise comparison which leaks the intermediate
maximums. Further, all of these schemes in [13]-[15] require
higher computation complexity than our scheme, as shown in
Tables [ and [

Remark 8: It is straightforward to modify the proposed
method to compute minimum of N secret numbers. To compute
the minimum privately, first the nodes multiply all shares by
—1 and then apply secure max function on the secrets, and
finally change the sign of the result.

IV. APPLICATIONS

In this section, we discuss some applications of the proposed
secure comparison algorithm in Section [[IIl

A. Secure Auction

One of the main uses of N-party comparison is computing
the maximum of N secret numbers, which is widely used in
auctions [52], [S3]. In [54], a solution for auction is proposed
by using an approximate greedy algorithm. The downside of
this scheme is that the bids are not private. A secure solution
for auction was proposed in [S5] that uses multiple servers as
trusted third parties and the bid topology is revealed to these
trusted third parties. Micali and Rabin proposed a method in
[56] that preserves the privacy of the bid by using Pedersen
commitment. At the end of the bidding phase, this protocol
reveals the bid information to the auctioneers. Another practical
and multi-party auction protocol was presented in [57] which
is computationally secure.

By using the proposed algorithm in Section one
can find the maximum price in an auction in a completely
information-theoretically private manner without revealing any
of the bids. In addition, if the nodes aim to deduce the index
of the maximum price to determine the node which offers the
maximum price without even revealing any information about
the maximum bid, one can extend SCG such that it outputs the
index of the maximum, i.e., the node which makes the greatest
bid, similar to the process of outputting the partition and 0-
coded vectors of the maximum. For clarification, we detail the
extended version of SCG in the following.

1) Extended SCG: In Section [II-D} we show how to design
the SCG component for comparing two secret inputs a and
b such that it outputs the secret share of the partition and 0-
coded vectors of max(a, b), while the privacy is preserved and
the nodes do not know anything about the inputs and outputs
beyond their shares. Here, we aim to modify the SCG design
and propose Extended SCG (ESCG). As shown in Fig. [l ESCG
receives the partition and 0-coded vectors of the secret numbers
a and b just like the original SCG along with indices of a and b.
ESCG outputs the partition and 0-coded vectors of max(a, b) as
well as the index of the max(a, b). By using ESCG instead of
SCG in Section [II=E] the nodes also can compute the index of
the maximum, which is useful in secure auction in determining
the winner of the auction, without revealing the individual bids.

Vo ——>
0
vO —
@ Vmax(a,b)
1 ——>
0
v ESCG Vmax(a,b)
b ——> .
ol tmax(a,b)
Vi

iy ——>

Fig. 4: ESCG receives the partition vector, 0-coded vector, and
index of each of a and b, and outputs the partition vector, O-
coded vector, and index of max(a, b).

For ease of presentation, we assume that the partition vector,
0-coded vector and index of two secret numbers a and b are
shared among N nodes. The goal is to construct the partition
vector, 0-coded vector and index of max(a,b) in the output
privately. The proposed algorithm largely follows from that
of Section MI=D] except that in the output construction the
goal is to distribute the shares of Viax(a,b), Vronax(a,b) and
Imax(a,p) @mong the nodes. Obtaining the shares of Viyax(a,b)
and vglax(a,b) is the same as Section [II-D] To gain the shares
of immax(a,b), the nodes compute g(0)i, + (1 — g(0))i, together.
One can see that if a > b, then g(0)i, + (1 — ¢(0))i, is equal
to 74, and in other cases it is equal to %p.

Thus, in the end, the nodes have access to the partition vector,
0-coded vector and index of max(a,b) while the privacy is
preserved. We note that the nodes cannot understand anything
about the private inputs and outputs as each of them only has
access to a secret share.

B. Secure Median Computation

Median is one of the main operations in distributed al-
gorithms. It is shown that median-based distributed gradient
descent algorithm is robust against outliers and certain attacks,



especially untargeted poisoning [58]]. Further, median-based

distributed gradient descent can be combined with different

methods to increase the convergence rate in learning. In this
part, the setting is the same as Section [ except that the
nodes are interested in finding the median of their secret inputs

81,82, ...,5N as opposed to computing the max among them.

1) To compute the median, first, all of the nodes compare
each pair of sj,s2,...,sny by using SCI as described
in Section In other words, for each s;, the nodes
run secure comparison indicator algorithm and compare
it with each of the other inputs s1, S2,...,SN.

2) Up to now, each node j has gi(«;), g2(c;), ..., gn(a;),
where g (0) is equal to O, if s; is greater than s, and
it is equal to 1 in other cases, Yk € [N]. Let us define
g(x) = Zivzl gr(z). Hence, each node j can compute
g(ay) = Zivzl gr(c;), where g(0) is equal to &, if and
only if s; is the median.

3) To verify that g(0) is equal to &, the nodes can use
equality test as mentioned in Section If g(0) # &,
the nodes do the same with another secret s;.

Remark 9: One can see that we can extend this algorithm to
find the secret with special rank among all of the other secrets,
which is shown by Rank,. This function returns the secret with
statistical rank of ¢. To be able to compute Rank;, we can do
the same as median, except that in the end we verify whether
g(0) — ¢ is equal to 0 or not. By doing so, we essentially order
the secrets without knowing their individual values.

C. Computing Non-Polynomial Functions of the Inputs

We note that in our proposed comparison scheme in Sec-
tion [l and its applications discussed in this section, each of
the nodes has a share of the result before the final revealing
phase. This allows the nodes to compute many non-polynomial
functions of the inputs including max, min, median, Ranky,
etc as discussed earlier. In addition, having shares of the result
in the final revealing phase also enables nodes to continue
the computations to compute other functions based on the
comparison result. For example, in Section [I[-E, each node
derives a share of the partition vector and 0-coded vector of
the maximum. The last entity of partition vector vy,,x is equal
to max. So each node has a share of the maximum, and by
using that, the nodes can compute any polynomial function of
the maximum. Here, we present some such scenarios.

1) Outlier detection: One of the main challenges in many
applications such as federated learning (FL) or model combina-
tion is to remove the outlier models. In an FL system, some data
owners train a local model and send the local parameters to a
central server which is interested in updating a global model by
using these local models. Usually in FL systems, there are some
data owners whose models are not good enough potentially due
to low computation power or low quality of private data. In [59],
it is shown that only one outlier model can influence the final
result and prevent convergence in FL systems.

As shown in [59], using the average of the local models as
an aggregation function at the central server is not an outlier-
resistance solution, as it can be influenced by the outliers. On
the other hand, in [58], [60], it is shown that median of the

local models is robust against a certain number of outliers.
Thus, one of the straightforward and effective algorithms to
combat outliers is to remove the data which has large distance
from the median [61].

Assume that there are K clients numbered 1,2, ..., K, such
that each clients 4 has access to a private value z; € Fy, Vi €
[K]. These private values can be gradient vectors in federated
learning or private models in a model combination algorithm.
When the central server is interested in detecting the outlier
values to remove them in the aggregation phase through the
median approach, it needs to compute the distances d; = |z; —
median({z;}/*,)|?, Vi € [K], without revealing anything to
the clients. To do that, the clients compute the shared values of
median({2;}1,) in collaboration with each other as explained
in Section It is shown that the last entity of partition
vector of the median is the exact value of median. So, each node
1 has a share of the median in the form of Shamir secret sharing,
and by using BGW scheme, they can derive the shares (z; —
median({z;}/,))(z; —median({x;}/_,)). Finally, the clients
reveal the shares of di,ds,...,dx just to the central server,
so that the central server can compute the exact values of the
distances d1, ds, ..., dx. With that, the central server can remove
the outliers during the aggregation phase, without seeing the
individual models of the clients.

2) Minimax & MaximinM Functions: Another useful func-
tion that we can privately evaluate using the proposed algorithm
is the minimax function, which has applications in decision
theory, learning, and statistics. Let us assume that we have a
total of K user groups, each with Ny, users, k € [K]. User j of
group k holds a secret value s; 5, j € [Ng]. Users want to find
out in which group the minimum secret input is the largest.
That is, the goal is to compute the following function in a
completely private manner without revealing any information
about the secrets.

(10)

max min s;yx
ke[K] j€[Nk]

To reach the goal, in the first phase, by using Shamir secret
sharing the users share their secret inputs. Then, all of the users
run the secure min computation, based on Remark [8] over the
inputs of the users from the same group. After this phase,
each user has a share of partition vector and 0-coded vector
of the minimum of each group. Thus, they can run secure max
computation to find the maximum of the results as well as the
group index of the maximum as explained in Section
Hence, the users can compute (IQ) without any information
leakage about their secret inputs. We note that the proposed
secure comparison technique can be utilized to compute other
such functions including minimax or max of median.

V. CONCLUSION

In this paper, we initially introduced a novel coding method
known as the 0O-coding vector, enabling nodes to perform
comparisons with low complexity. Subsequently, we proposed
a method for equality testing. By combining these techniques,
we developed an algorithm capable of computing the maximum
of multiple numbers. We then explore the integration of these
schemes for applications in secure electronic auctions or the



computation of non-linear functions, such as median, min/max
functions, rank, etc.
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