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Abstract. In recent years, the study of adversarial robustness in ob-
ject detection systems, particularly those based on deep neural networks
(DNNs), has become a pivotal area of research. Traditional physical at-
tacks targeting object detectors, such as adversarial patches and tex-
ture manipulations, directly manipulate the surface of the object. While
these methods are effective, their overt manipulation of objects may
draw attention in real-world applications. To address this, this paper
introduces a more subtle approach: an inconspicuous adversarial trigger
that operates outside the bounding boxes, rendering the object unde-
tectable to the model. We further enhance this approach by proposing
the Feature Guidance (FG) technique and the Universal Auto-
PGD (UAPGD) optimization strategy for crafting high-quality trig-
gers. The effectiveness of our method is validated through extensive
empirical testing, demonstrating its high performance in both digital
and physical environments. The code and video will be available at:
https://github.com/linToTao/0Out-of-bbox-attack.

Keywords: Universal physical adversarial attack - Out-of-bounding-
box trigger- Object detection

1 Introduction

Object detection aims to identify instances of semantic objects typically within
images or video clips. It finds widespread applications across a range of domains,
including face recognition [10,11,23,47,56], object tracking [33, 34, 58], and
autonomous driving [6,18,66]. Especially in autonomous driving systems, object
detectors play a crucial role in tasks such as recognizing traffic signs, pedestrians,
vehicles, and traffic lights. Nonetheless, in recent years, security concerns have
emerged regarding object detectors, primarily due to the susceptibility of deep
neural networks (DNNs) to adversarial examples (AEs). AEs are intentionally
crafted inputs designed to deceive DNNs into making incorrect predictions.
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Fig. 1: An illustration of vanilla object attack methods and our novel approach. Typ-
ically, vanilla attack methods target the most informative regions of an object, such
as the central, highly visible areas of the target object, e.g., the stop sign in (a) [16],
(b) [67], (c) [15], and the car in (d) [19], (e) [57], () [22]. In contrast, our method adopts
a more covert strategy, focusing on attacking the peripheral edge areas surrounding the
stop sign.

Early research mainly focused on studying AEs like adversarial patch [16,
20, 32,39, 71], optical [42,68] and texture [15,21], which are targeted at the
objects. These AEs involve the computation of perturbations applied directly to
the objects to mislead a DNN-based detector. However, a direct attack on the
object as shown in Figure 1 , along with its subsequent attempt to deceive the
detector, is overly conspicuous and cannot be deployed without raising suspicion
in real-world practical scenarios.

In this work, we provide an alternative perspective: is it possible to introduce
an adversarial trigger in an inconspicuous area outside the object while still
successfully deceiving the detector?

Actually, crafting an adversarial trigger within the areas beyond the object
boundaries is even more demanding. On one hand, for dense prediction networks
like object detectors, the output results are more reliant on the red regions of
the heatmap in Figure 1. This implies that tailoring the adversarial trigger by
utilizing irrelevant information, like the blue regions of the heatmap, is sharply
challenging. More difficultly, our trigger is designed to conform to practical size
and shape constraints. Nevertheless, for exactly the same reasons, our attack
method gets more delusive and harder to defense.

This paper is focused on the development of robust and inconspicuous triggers
to attack typical object detectors deployed in practical scenarios. To tackle the
challenge mentioned above, we present a novel technique called Feature Guidance
(FG). In this approach, we guide the feature layers with an adversarial trigger to
resemble those with the object hidden. And we propose a optimization strategy,
called Universal Auto-PGD (UAPGD), applicable to universal attacks. This op-
timization strategy allows for the selection of an appropriate timing to halve the
step size, based on the oscillation of the loss function.



Out-of-Bounding-Box Triggers 3

To assess the effectiveness of our approach in both digital and physical do-
mains, we trained the adversarial trigger and evaluated the corresponding met-
rics on COCO [38] dataset and Carla [14], respectively. We also evaluated the
robustness of the trigger by recording videos using an onboard camera in the
real world.

Overall, this paper makes the following contributions:

— This work studies the realm of adversarial robustness in object detection,
providing a novel perspective by exploring the concept of an adversarial
trigger applied outside an object.

— We propose a novel attack method designed to generate triggers that achieve
excellent continuous attack effects and demonstrate high robustness in real
world. The key enabler of our method is the utilization of similarity between
feature layers and adaptive step size decay to endow the trigger with the
ability to mislead the detector.

— An extensive set of empirical results are provided to demonstrate that our at-
tack exhibits strong performance and robustness in both the COCO dataset
and Carla simulator, as well as in real-world scenarios.

2 Related work

Adversarial examples (AEs), first discovered by Szegedy et al. [51], involve care-
fully crafted inputs inducing model misclassifications. Transferability [26, 59,62,
64] of AEs, allows them to deceive networks with different hyperparameters or
architectures.

Digital adversarial examples are generated by directly manipulating any
pixels in digital images prior to feeding them into the model. Adversarial attacks
can be classified into black-box attacks and white-box attacks based on whether
the internal structure and parameters of the target model are known. White-
box attacks [5,12,17,27,28, 30,43, 45] primarily rely on the computation of
model gradients. Black-box methods, on the other hand, depend on querying the
unknown model by observing the prediction [12,13,37,46,60-62,69] or leveraging
an agent model to imitate the threaten model [3,7,8,24,29,65]. Recently, Croce et
al. [9] proposed AutoAttack, a parameter-free method that combines novel white-
box and black-box attack strategies. The works of applying digital adversarial
examples to object detectors have been explored in [25] and [48] that introduce
perturbations to input images to mislead detectors. [50] generate more subtle
perturbations via reinforcement learning, successfully attacking the detector.

Physical adversarial examples are crafted to be printed out and captured
by sensory equipment like camera [30,35] and LiDAR. [4,40,53]. These examples
pose a real-world threat due to their ability to adapt to camera and scenario
variations. Early studies focused on attacking recognition models [16,49]. Recent
research has explored physical attacks in the more challenging context of object
detection. Perturbations in this domain include adversarial patches [1,20,52,63,
67], adversarial camouflage textures [21,22,54,57], and optical attacks [36,42,55,
70]. To improve robustness against various transformations in physical settings,
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Athalye et al. [2] introduced Expectation Over Transformation (EOT), widely
used in physical attacks, to enhance the effectiveness of adversarial attacks.

Prior physical attack methods need to be applied directly to the objects so
that these methods are expected to yield favorable results but they are prone
to raising suspicion in practical scenarios. Unlike these works, our method con-
structs a universal attack trigger that can deceive the detector disregarding the
specific object without altering the appearance of itself, and can be discreetly
deployed in the real world.

The works that exhibit the closest alignment with our motivation are Dpatch
[41] and [31] (after this referred to as Dpatch2). However, we must emphasize
that our work is independent of them, highlighting the difference between our
work and theirs in Appendix F. Furthermore, in the experiments section, we
compare the attack effectiveness of our method with Dpatch2 [31] on the COCO
dataset.

3 Methodology

In this work, we aim to generate physical adversarial triggers that can be nat-
urally deployed in an inconsequential position. These adversarial triggers are
designed not to destroy the object information but still deceive the model effec-
tively. In this section, we commence by presenting the problem formulation in
Section 3.1. Subsequently, Fig. 2a provides a comprehensive illustration of our
framework. Our primary focus is on the white-box attack paradigm, which ne-
cessitates an intricate optimization process. Given an object detection model, we
design a loss function to determine the gradient direction for adversarial attacks
in Section 3.2. This loss function is then utilized iteratively to update the adver-
sarial trigger. In the pursuit of strengthening attack performance and enhancing
the continuity of attacks in video-based scenarios, we introduce a novel method
named “Feature Guidance" (FG) and an additional loss term Lpg in Section
3.2. To bolster the overall robustness and deployability of our approach, we also
employ two indispensable techniques, EOT and total variation loss in Section
3.2. Furthermore, our methodology draws inspiration from the work of [9] in
their Auto PGD framework during the training process, we thus modify the
conditions of step size decay based on the universal training mode (Section 3.3).

3.1 Problem Formulation

Adversarial attacks on object detection can have diverse objectives, encompass-
ing but not limited to inducing misalignment in bounding boxes, reducing classi-
fication confidence, or provoking misclassification. Our goal is to generate adver-
sarial examples for a specific class, with the aim of causing the object detection
algorithm to fail in identifying objects belonging to that class.

Given an input image z € R? with the ground truth y = {(y{°°", y$*) }iepn) C

Ri X Z4, n is the number of objects in the image, y§°°* contains top-left and
¢Is is the class of

A
i

bottom-right coordinates of the bounding box in the image, and y
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Fig. 2: (a) shows the overview of our adversarial trigger generation framework. We
deploy the adversarial trigger onto each image in the dataset with robustness transfor-
mation. With a fixed detector, our method optimizes the adversarial trigger through
the obtained adversarial gradient. (b) illustrates the motivation and calculation method
of Feature Guidance. Taking a stop sign as an example, for a given image x, minimizing
| f-(T(x, Ar)) — f+(x")||2 can mislead a detector to classify the stop sign image T'(x, A:)
as none stop.

object. Then, the DNN-based object detector can be represented as the following
form:
£ R? s 2Rix2+x[o,1]2

For a given image z, the output of f can be represented as § = {(§5°°F, §'*, gsont)

}ien) C R x Zy x [0,1]? , where g¢onf denotes the confidence associated with
the predicted box coordinates §5°°* and the predicted class g5’ for i-th object.
We aim to generate a universal adversarial trigger A; € [0,1]>*Y*V where
U,V € Z4 are the given dimensions, for the given specific class ¢, such that
these adversarial triggers can cause f to fail in recognizing objects of class t.
Then, the problem can be formulated as an optimization task, represented as
follows:

argmin 4, Expl f(T(z, Ar)) N (RE x {t} x [0, 1])]] (1)

where |A| denotes the cardinality of the set A, D represents the input distribu-
tion, and T (which will be elaborated in the following) is a transform operation
to incorporate the adversarial trigger into the original image. In contrast to
prior studies based on adversarial patches, our approach avoids placing the ad-
versarial trigger on the informative surface, e.g., traffic signs, thereby preventing
any unnecessary attention. We would like to point out that this kind of attack
method is challenging because the adversarial trigger can only be stuck on the
unimportant places of the image.

Transform operation. We utilize a differentiable operation 7" to render the
adversarial trigger A; onto an image x. Let the object with class ¢ be located
in the box B of the image, we use the following two-step to add the adversarial
trigger to the image:

(1) We can select an appropriate area C'(B) in the image where C is a given
function, such position does not overlap with the surface of the object;
(2) We cover the box C'(B) part of the image x with adversarial trigger A, but
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considering that the adversarial trigger and the box are not the same size, we
need to apply the following affine matrix to A;:

Shcosa —Sy sina Ty,
0= | S,sinae S,cosax T, (2)
0 0 1

Sy, and S, denotes the scaling factors utilized to resize the adversarial trigger, o
represents the angle of rotation, T), and T, are the distance adversarial trigger
need to shift. These parameters are all computed by C(B). The more specific
remark regarding C'(B) will be detailed in Appendix B.

Note that our attack method has two characteristics: Our attack is out of
the object; our attack area changes depending on the position of the object. We
were the first to attack target detection with such a method.

3.2 Adversarial gradient with Feature Guidance

In this paper, we focus on utilizing white-box attack methods to search for ad-
versarial gradients and optimize the adversarial trigger. Additionally, we provide
black-box empirical results in Appendix D that the trigger is generated by a sur-
rogate model. As illustrated above, we render the adversarial trigger onto images
and feed them to the detectors, take the derivative of the loss function, and use
it to update the adversarial trigger. The loss function consists of the following
parts:

Adversarial loss of detector output. As mentioned above, the detector
outputs the predicted class and bounding boxes and their confidence. Consider-
ing most of the detectors will not output the predicted class and boxes with a
confidence lower than a threshold, we want images with the adversarial trigger
to make the confidence as low as possible.

Let feonf (z) and feoM(x) is the confidence of the i-th object on image z,

3,coorT i,cls
we can define the first part of our loss function as follows:

Lact(At) = Exp| max 2200 (T(w, Ar)) fE204 (T, Ar))] (3)

i:gf“: i,coor

Feature guidance. The biggest difficulty with an attack outside the object
is that the features of the original object on the image will not be destroyed, so
the network will still notice the presence of the object.

We gain the following insights from the network structure to address this
issue. A DNN-based detector is usually designed with three modules: Backbone,
Neck, and Head. The Backbone module extracts global features from an input
image. These features are then fused through the Neck module to produce mul-
tiple feature maps with varying receptive fields. The Head module subsequently
makes predictions based on the feature maps. This modular structure imitates
how people often perceive a comprehensive horizon (like the Backbone module)
and focus on varying attractive areas (like the Neck module). Subsequently, the
attractive areas will contribute to making perceptions (like the Head module).
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Hence, in order to provoke model errors, it is imperative to deliberately induce
information misleading prior to inputting the head module.

To achieve that, we use the following method, called Feature guidance,
as shown in Fig. 2b. For a given image = with a target object ¢, we can get
the image 2/, which differs from z only with the object ¢ missing. Then, if we
can elaborate our adversarial trigger A; to guide the feature map f.(T(z,.4;))
as close to f,(z') generated by the Neck module of the detector, it will have a
desirable impact on the Head module such that the stop sign cannot be detected.

As illustrated in Figure 2a, for the sake of convenience, we derive x4, that
exhibits an analogous effect to x’ simply by covering the bounding box position
in the ground truth of x with a gray rectangle.

In order to achieve Feature guidance, we need to make A; to minimum such
loss function:

Lrc(Ai) = Eonpll|f2(T(2,At)) = f2(Zmask) ||2]

Other skills To enhance the robustness of our adversarial trigger A;, we
incorporate diverse variations, including random noise, contrast, brightness, and
rotation, into the generated trigger prior to its application on images, thus sim-
ulating real-world conditions. To address printing challenges, we employ TV
loss [44] on the adversarial trigger to promote smoothness. TV loss is defined as

Loo(A) = 37 (AT — A2 4 (A — A2 (4)
0,J

where the subindices ¢ and j represent the pixel coordinate of the trigger A;
Overall, we will get the adversarial trigger A; by optimizing following prob-
lem:
min Laet (At) + AraLra(At) + AtwLiw (Ay) (5)

Ate[0,1]3><U><V

where Apg and Ay, are hyperparameter.

3.3 Universal Auto-PGD

Let Loy = Lget + A\rcLrg + Ao Lty, we will use gradient descent to find the
adversarial trigger via minimizing the loss function L.

Considering the instability that appeared in the experiment when optimiz-
ing multiple terms of L,; with conventional methods, we propose the following
optimization strategy called Universal Auto-PGD (UAPGD):

At the beginning of optimizing, we fix the following values: comparison length
lc, observation length [,, the slack variable €1, ez, let the initial step size be 7,
and we record the following values:

(1): After epoch j, record the value of the loss function, name it Lj;;
(2): After epoch i [, where i € Z, record:

Lnin,i =minj‘e[(iq)*zoﬂ,i*zo]{Lj}
Vi = Variance[{L; }je[(i—1)slo+1,ixl,]]
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Algorithm 1: UAPGD
Input : Threaten network f, initial step size 7, the number of epoch Nepocn,
dataset D = Ule D; which was divided into k batches, the
hyperparameter in UAPGD I, l,, initial adversarial trigger A?.
Output: Adversarial trigger Apest

1 Se 4 ¢, So &, Lvest 4 00, Apest + A7
2 for i € [Nepocn] do
3 Li+0
a4 | A AT
5 for j € [k] do
6 Get Lou(AY ™", D;) via f
7 Li « Li+ Lau(Ay" 7, Dj) [k
8 AbT o ABITE sign(—VL“'lé(j;";:ll’Dj))
9 L« Clamp(A¥7,0,1)
10 | A AF

11 if L; < Lypest thel’l

12 L Abest <~ A; and Lbcst — Lz
13 So =S, U L;

14 if |So| = I, then

15 Liin < minges, {So}
16 V ¢+ Varres,{So}

17 Se = Se U (Lmin, V)
18 So+— @

19 if |Sc| = . then
// Condition 1 and Condition 2 are introduced in section 3.3

20 if Condition 1(S.) and Condition 2(S.) then
21 L 1< n/2 and A} < Apest
22 | Sc+ ¢

23 Return: Apes:.

In order to prevent violent oscillations around the local optimum during the
optimization process, we will halve the step size when the following conditions
are met:

(Con 1): Lyin,j > Limin,g — €1 for all (j — 1) < ¢ < j;

(Con2):V; >V, —eyforall j — 1. <qg<j.

Due to the stochasticity from the robustness transformation mentioned in Other
skills, the value of the loss function may fluctuate so that we incorporate the
slack variable €1, €5 into numerical comparison.

Intuitively, these two conditions respectively describe the exploration and
exploitation aspects in the optimization process. Con 1 means that the value of
the loss function has not decreased much, indicating the necessity of a transition
from exploring the entire feasible space to focusing on local optimization. Con
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2 characterizes the oscillation of the loss function, of which the amplitude per
l. steps has not decreased much. This implies the imminent conclusion of the
algorithm’s exploitation in a local space. The simultaneous occurrence of ¢l and
c2 means that the adversarial trigger jumps near one of the optimal points, but
the step size is too large to fall steadily near the best advantages. Therefore, at
this point, we will halve the step size.

Our approach is somewhat similar to AutoAttack [9], but there are several
differences: (1): Our method is for universal attack, AutoAttack is for attacking
a single image; (2): We consider the amplitude of the oscillation during the
optimization process and use this as an indicator of decline; (3): We include the
slack variables in order to mitigate potential misleading phenomena caused by
experimental randomness. For example, the oscillation of the loss function often
easily cause L; to shows a downward trend.

The overall process of our algorithm is shown in algorithm 1. And we use
Lo (A¢, Dj) to represent calculating Ly on an input batch D;.

4 Experiment

In this section, we choose the stop sign as the target object to evaluate the ef-
fectiveness of our adversarial attack method. The stop sign is a commonly used
object in the evaluation of physical adversarial attacks, as it is critical to traffic
safety. We begin by detailing the implementation settings of our evaluation. This
is followed by an extensive set of experiments, utilizing the proposed adversarial
trigger in the digital space, specifically on the COCO dataset [38]. Furthermore,
we extend the application of our method to real-world scenarios, i.e., we record
videos to demonstrate that our method can attack the object detector in both
simulators and real-world scenes. Meanwhile, we evaluate our attack method
across varying distances and angles. See Appendix A and B for the basic experi-
mental setting, the results of additional attacks on other objects, and the detail
of selecting C(B) to place the trigger on the stop sign.

4.1 Digital experiment

In this subsection, our experiments are carried out using the COCO dataset [38].
From this dataset, we extract a total of 1100 images featuring stop signs. Of
these, 600 images constitute the training set, which is utilized to generate the
adversarial trigger. The remaining 500 images are designated as the test set,
serving to evaluate the effectiveness of the generated adversarial trigger.

To demonstrate the superiority of our algorithm, we adopt the following
methods to generate adversarial triggers: optimizing the adversarial trigger us-
ing PGD [43] or UAPGD with a minimization of the loss function Lge; +
AtvLiy O Lgy. This included comparisons between our method and the nor-
mal PGD under the condition of placing the perturbation outside the object,
as well as ablation experiments with varying hyperparameters. Specifically, for
the YOLOv3(YOLOvV5) model, we choose Apg values of 0.1, 0.5, and 1.0(0.05,
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0.1, and 0.2). The optimization process utilized the initial step size of 8/255 and
16/255. We calculate the number of undetected images among all the images as
a metric called attack success rate(ASR).

Threaten Model YOLOv3 YOLOVS
Dataset Train(%) Test(%) Train(%) Test(%)
Dpatch2 26.67 24.00 7.17 6.67

Dpatch2 (Lget) 3553 35.80 32.83 32.00

Adam (16/255) 65.16 62.20 43.83 40.40

Adam (8/255) 64.33 60.80 52.16 50.80
PGD(16/255) 56.67 54.00 43.65 44.60
PGD(8/255) 65.17 62.20 53.83 51.00
UAPGD(16/255) 66.00 63.00 57.83 52.60
UAPGD(8/255) 67.83 64.80 54.17 50.40
FG(Af;, 16/255) 57.67 55.40 51.83 48.20
FG(\%,;. 16/255) 56.00 54.60 47.83 44.60
FG(\b. 16/255) 54.00 51.00 43.83 40.00

FG(AL. 8/255) 60.00 55.20 59.17 55.60

FG(\%.;. 8/255) 64.83 62.60 5217 50.60

FG(X\}. 8/255) 61.67 59.80 56.67 56.40

Ensemble(Ak;, 16/255) 67.83 66.20 58.33 56.40
Ensemble(\%,;, 16/255) 67.83 64.80 60.17 57.60
Ensemble(\};, 16/255) 64.83 61.60 58.00 56.60
Ensemble(A b, 8/255) 68.33 65.00 62.67 58.60
Ensemble(\%.;. 8/255) 69.33 66.60 56.67 53.20
Ensemble(\};, 8/255) 66.16 62.20 60.17 57.80

Ensemble

Fig. 3: The table on the left displays the ASR values of triggers, which are generated
by various settings, on the training and testing sets of the COCO dataset. The val-
ues in parentheses represent the attack step size, and we employ different Aig values
for YOLOv3 and YOLOv5. For YOLOvV3, we set Ahg = 0.1,0%5 = 0.5, )3, = 1.0;
for YOLOVS, we set Abg = 0.05, %5 = 0.1, A% = 0.2. Ensemble denotes the com-
bined usage of FG and UAPGD. Dpatch2 is the original approach from [31] and
Dpatch2(Lget) denotes the original approach adopts the l4e; as the optimization objec-
tive. The bolded values indicate the optimal results for each respective column in the
table. There are some results of triggers on the right generated under different settings.

As shown in Figure 3, We compare our method with the more reasonable and
advanced Dpatch2 [31]. Considering the divergent optimization objectives, we
substitute the maximization of the model loss function mentioned in [31] with
the minimization of the proposed Lg.; referred to as Dpatch2(Lge:). Undoubt-
edly, our method achieves the highest ASR in different experimental settings.

A comparative analysis of the effectiveness between PGD and UAPGD re-
veals notable differences. Specifically, we observe that UAPGD, when employed
with an identical attack step size as PGD, frequently results in a higher ASR.
Moreover, it can be observed that UAPGD yields better performance compared
to adaptive step size optimizers like Adam.

Figure 4a and Figure 4b present a detailed depiction of the variations in the
detection loss Lge; throughout the training process when generating adversarial
triggers using both PGD and UAPGD techniques, specifically over YOLOv3
and YOLOv5 models. Notably, when operating under an equivalent number
of epochs, UAPGD demonstrates a more pronounced capability to reduce Lge;
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Fig.4: (a) and (b) illustrate the variations of Lgct, during the training process of
generating adversarial triggers using PGD and UAPGD for attacking the YOLOv3
and YOLOvV5 models. (c) and (d) present the confidence of some samples from the
COCO dataset, outputted by the detector, during the training process of individual
attacks. The blue, green, and red curved lines represent the utilization of Lrqg, Ldet,
and both as the loss function respectively. For individual attacks, the optimization
process is relatively easier so that step size decay is unnecessary.

compared to PGD. The effectiveness of the loss monitoring in UAPGD will be
analyzed in detail in Appendix E.

Furthermore, as shown in Figure 3, UAPGD exhibits a superior capability in
generating smoother adversarial triggers. This increased smoothness can be at-
tributed to the implementation of step size decay, which allows for a more refined
optimization process in the generation of triggers. Consequently, adversarial trig-
gers crafted via UAPGD display enhanced suitability for practical applications,
such as printing and deployment in the physical world.

Based on results in Figure 3 , we can observe that integrating L g with suit-
able step size and weight into the loss function, coupled with using either PGD
or UAPGD, can enhance the ASR. This improvement is particularly noticeable
when applied to the YOLOv5 model. This observation highlights that employing
appropriate feature guidance can improve the performance of universal attacks.
However, incorporating FG did not always achieve satisfactory results under cer-
tain weights and step sizes. This phenomenon is because in universal attacks, the
inclusion of L g introduces additional complexities to the optimization process.
It requires appropriate adjustment of hyperparameters to fully leverage its effec-
tiveness. Hence, the optimal outcome can be achieved by ensemble UAPGD with
it, which allows for finer control over the step size to facilitate the optimization
process. The empirical results indicate that the combination of UAPGD and FG
in generating triggers yields the most effective attack performance.

To further investigate the potential role of Feature Guidance, we conducted
individual adversarial attacks on each image with an adversarial trigger (fixed
step size of 8/255, 500iteration) in the training dataset. We identified two pri-
mary roles of FG: 1, as shown in Figure 4c, our observations reveal that FG can
significantly influence the optimization direction during the training phase. This
influence is evidenced by the expedited convergence in adversarial trigger train-
ing, indicating the advantageous role of FG in enhancing training efficiency. 2,
As shown in Figure 4d, when some images are challenging to attack with out-of-
box adversarial triggers, introducing FG would enhance the attack effectiveness
at this time.
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4.2 Experiment in simulator

In this section, we demonstrate the effects of
our attack in autonomous driving scenarios,
we use the Carla(0.9.14) simulator [14] to
simulate the real driving process. In the sim-
ulator, we utilize the YOLOv3 model as the
detection network.

Due to the significant differences between
images from the COCO dataset and those gen-
erated by the Carla simulator, the adversarial
trigger developed in Section 4.1 is not directly
applicable to Carla. To tailor an adversarial
trigger specifically for the Carla simulator, we
compile a training dataset comprising 242 im-
ages featuring stop signs from the simulator.
The process of attacking the Carla simulator

attack method Proportion

No attack 0%
PGD 36.67%
UAPGD 45.56%
PGD,FG  46.67%
UAPGD,FG 58.89%

Table 1: The proportion of time
in the video duration during which
the detector failed to recognize the
stop sign.

is conducted in four distinct manners: employing either PGD or UAPGD, com-
bined with a loss function of either Lge; + Apy Ly Or Ly, where Apg = 0.1 and

the initial step size is 16/255.

To evaluate the effectiveness of the attack,
we implement a procedure where the adversar-
ial trigger is placed under the stop sign in the
simulator. Subsequently, a vehicle is navigated
towards this stop sign, and a 9-second video
is recorded using an onboard camera. The key
metric is the percentage of time during which
the detection system fails to recognize the stop
sign.

As shown in Table 1, without any adver-
sarial trigger, the car consistently recognizes
the stop sign. When the attack is initiated us-
ing the PGD method alone, the attack dura-
tion is approximately 3 to 4 seconds. However,
the integration of either UAPGD or FG meth-
ods into the attack strategy results in a slight
increase in the attack duration by roughly an
additional second. Notably, the implementa-
tion of an ensemble approach, which combines

Fig.5: We uniformly extracted
approximately 90 frames from the
9s video, which is recorded by the
simulated vehicle’s onboard cam-
era, to showcase the confidence
variations of the detector’s predic-
tions

these methods, further enhances the attack performance, prolonging the dura-

tion to over 5 seconds.

Moreover, to provide a more direct illustration of the attack impact, we have
plotted the trend of the stop sign detection confidence as the car approaches it,

shown as in Figure 5.

The empirical results reveal that the efficacy of our attack method consis-
tently surpasses that of the vanilla PGD approach. Particularly in the final 5
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conf = 0.82 conf < 0.5 conf < 0.5 conf < 0.5 conf < 0.5 conf < 0.5

Fig. 6: Six frames are extracted uniformly from the video. Row 1 represents a clean
stop sign with the detector’s output. In Row 2 and Row 3, we deploy the trigger
generated by the PGD and ensemble method respectively.

seconds of the video, during which the adversarial trigger persistently causes the
detection system to lose sight of the stop sign. This effect illustrates the potential
of our method to compromise the functionality of autonomous driving systems.

As shown in the Figure 6, we extract six frames uniformly from the video as
examples to demonstrate the effects of this attack in driving scenarios.

The observations imply that normally the car will always recognize the stop
sign (Row 1 of Figure 6, each stop is marked by a red box). However, after the
adversarial trigger created by our attack method (Row 3) is added to the stop
sign, the car fails to recognize the stop sign(no red box). Compared with the
attack effect of the adversarial trigger generated by PGD (Row 2), it can be
seen that our method is clearly superior to the PGD. It is worth mentioning
that the perturbation generated by Dpatch2 is suboptimal in the simulator, as
demonstrated in Appendix F.

4.3 Robustness of our attack in real world

To observe the attack effectiveness and robustness of the universal adversarial
trigger obtained through algorithm 1 in the real world, we print out the adver-
sarial trigger and post it under a stop sign. Moreover, in the case where clean
images serve as a reference, we compare our method with the normal PGD.
We examined the variation trends in the confidence of the detector’s output
for recognizing the stop sign using an onboard camera under different conditions:
as the distance between the onboard camera and the stop sign decreased from far
to near, and as the onboard camera’s perspective towards the stop sign shifted
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confidence

0
- distance angle of rotation

(2) (b)

Fig. 7: We print and deploy the adversarial trigger in the physical world. (a) illustrates
the confidence variation of the stop sign as the distance increases. (b) depicts the
confidence variation of the stop sign when facing different angles changing.

from -70-degree side view to a 70-degree side view. The real-world experiment
results are shown in Figure 7.

According to Figure 7a, due to the relatively long distance between the ve-
hicle and the stop position in the first half of the curve, the trigger occupies a
small proportion of the field of view, which diminishes the stability of successful
attacks. In the second half of the curve, where the distance between the stop
and the vehicle is closer, the attacks become more stable. Our method consis-
tently maintains a higher success rate in this scenario. Examining Figure 7b, it
can be observed that when facing the stop sign directly, our method misleads
the detector to output a remarkably low confidence. As the angle approaches
approximately £50 degrees, our method becomes ineffective. In contrast, the
triggers generated by PGD are not smooth, which prevents them from effec-
tively imprinting adversarial features into the real world.

Overall, in the real world, our attack consistently exhibits robust and ef-
fective performance when the onboard camera is approaching a stop sign. This
means that our attack can successfully mislead an autonomous driving system
to disregard the stop sign unconsciously.

5 Conclusion

In this work, we present a novel adversarial attack methodology that extends
beyond the bounding boxes of objects. This method poses greater challenges
compared to previous studies due to its tendency to focus on less informative
areas. Thus, we propose the FG techniques and UAPGD optimization strategy,
specifically designed to augment the efficacy of this attack in both digital and
physical realms. Furthermore, we validate the effectiveness of our attack method
through its application in autonomous driving scenarios and real-world condi-
tions. Discussion of limitations and potential negative impact of our works will
be placed in Appendix G and immediately following that we also briefly address
future work.
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