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Abstract

In the current era of big data and machine learning, it’s essential to
find ways to shrink the size of training dataset while preserving the train-
ing performance to improve efficiency. However, the challenge behind it
includes providing practical ways to find points that can be deleted with-
out significantly harming the training result and suffering from problems
like underfitting. We therefore present the perfect deleted point problem
for 1-step noisy SGD in the classical linear regression task, which aims to
find the perfect deleted point in the training dataset such that the model
resulted from the deleted dataset will be identical to the one trained with-
out deleting it. We apply the so-called signal-to-noise ratio and suggest
that its value is closely related to the selection of the perfect deleted point.
We also implement an algorithm based on this and empirically show the
effectiveness of it in a synthetic dataset. Finally we analyze the conse-
quences of the perfect deleted point, specifically how it affects the training
performance and privacy budget, therefore highlighting its potential. This
research underscores the importance of data deletion and calls for urgent
need for more studies in this field.

1 INTRODUCTION

Machine learning (ML) is a field of study in artificial intelligence concerned
with the development of statistical algorithms that can learn from given data
and generalize to unseen data, thus performing future tasks without explicit
instructions. It has been playing an essential role in our everyday life, and has
become one of the most rapidly growing research fields nowadays.
reviewed the core methods and recent progress in this field and
suggested that despite its remarkable success recently, it still emerges numerous
research opportunities for many unsolved problems.

Data deletion (Garg et al. 2020} |Ginart et al.| 2019} |Oesterling et al., 2024))
is one of the most intriguing areas among all those research questions. It’s
widely known that more training data tends to improve the training performance
dramatically (Ramezan et all 2021; Foody et al. 2006). However, training
with more data also has serious drawbacks. For instance, Budach et al| (2022)
empirically showed that data quality in training dataset can seriously affect the




training performance of many widely used ML algorithms including regression,
classification and clustering, therefore more training data has a higher risk of
containing poisoning data points. [Narciso and Martins| (2020) suggested that the
massive amount of data used by the industry can cause serious energy efficiency
related problems, thus increasing time and space complexity during training
and boosting energy consumption. [Hawkins| (2004) pointed out that too much
training data can make the ML model learn noise and unimportant patterns
from given data, thus generalize poorly to unseen testing data, which is also
referred to as overfitting.

Additionally, many regulations have been established on behalf of the ”Right
to be Forgotten” in many countries and states, including |Council of the Eu-
ropean Union| (2016)), and the recent California Consumer Privacy Act Right
(CCPA) (State of California Department of Justicel [2018) allows users to re-
quire companies like Google, Facebook, Twitter, etc to forget and delete these
personal data to protect their privacy. They can also ask these platforms to
erase outdated information or limit the retention of personal details, such as
photos and emails, to a specific time period. However, since personal data is
often collected incrementally, the process of deleting it in chronological order
poses significant challenges for machine learning models. This issue highlights
the need for the development and analysis of deletion-aware online machine
learning methods capable of handling such requests efficiently.

Therefore, since more training data doesn’t necessarily lead to better result
and may be prohibited in some cases, it’s natural to ask the following question:

Can we use a smaller training dataset without sacrificing training accuracy?

Data deletion, or machine unlearning (Cao and Yang} 2015; Bourtoule et al.,
2021)), addresses this problem by selecting certain training samples to be deleted
which doesn’t harm the training performance and results in identical final mod-
els. Further work proposed many solutions to this question in certain scenarios
(Baumhauer et all |2022; |Golatkar et al.| [2020; |Graves et al.,|[2021)) and we refer
the readers to Section 2 for more details.

This paper proposes an innovative idea to the question of data deletion in one
step of noisy stochastic gradient descent (SGD) for linear regression task. Sec-
tion 2 and 3 presents related works and the basic problem formulation. Section
4 introduces our statistical method for solving data deletion problem and shows
our algorithm correspondingly. Section 5 highlights the major consequences of
our method, specifically how it affects empirical risk and model privacy. Sec-
tion 6 empirically shows the use of perfect deleted point in the synthetic dataset.
Section 7 summarizes the paper and suggests some possible future work.

Our Contributions:

1. Propose a hypothesis testing method to solve the data deletion problem
in linear regression using noisy SGD.

2. Show that the deletion of our perfect deleted point affects the training
performance the least compared with other points potentially.



3. Show the deletion of our perfect deleted point possibly posts the minimum
privacy issue compared with other points.

4. Empirically demonstrate the effectiveness and potential of perfect deleted
point in the synthetic dataset.

2 RELATED LITERATURE

Noisy gradient descent. Our research contributes to the study of machine
learning security, particularly focusing on noisy gradient descent (Noisy GD)
(Avella-Medina et al., 2023; Das et al., |2023; [Wu et al |2020al). Noisy GD is
best exemplified by DP-SGD, which is proposed by |Abadi et al| (2016). The
basic idea of it is to introduce noise into the gradient descent process to provide
privacy guarantees during training. In the DP-SGD framework, each update is
equipped with a privacy burden, which quantifies the privacy leakage in each
step. There are many causes for the privacy leakage, and our research shows
how the deletion of one data point in the training dataset can affect the privacy
budget in Section 5.2. We conclude that there exists certain data point, which
we call the perfect deleted point, that will cause least privacy budget than other
points, and highlights potential future work on how the behaviour of training
data can affect machine learning security.

Data deletion. The key of our research is to understand data deletion in
a certain framework and provide a reliable approach to solve this problem.
Despite the boosting progress in this field, we have found that most researches
use singular metric, like accuracy, as the dominating factor to help them find
points to be deleted (Wu et al., [2020b; |Guo et al.| |2019; |Garg et al., |2020; [Neel
et al., |2021; |Gupta et al., |2021)). Obviously this is ad hoc, leading to unreliable
and inconsistent results. Our research address this issue by applying various
metrics, namely the distribution of model weights, training loss and privacy
budget, to verify that our perfect deleted point is indeed the ”perfect” one to
be deleted among all data points in the training dataset, thus enhancing the
reliability of our method and providing a new standard for future researchers
working in this domain. We believe our contribution will significantly improve
the use of theoretical tools available for data deletion, fostering greater trust
and robustness in this area.

Membership inference attack. Our research approach is inspired by the
current progress in the area of membership inference attack (MI attack). In
such an attack, the malicious group wants to predict whether a certain data
point belongs to the training dataset or the whole data distribution, given either
final model output (black-box attack) or information about model structure in
the whole training process (white-box attack) (Shokri et al., [2017). While our
initial goal is to find the perfect deleted point, equivalently we want to find a
data point from the training dataset such that the adversary is most likely to fail



to perform a MI attack for that point, i.e., the data point is somehow redundant
and makes limited contribution to the training of the model. Many researchers
have contributed to this problem from different perspectives, and we are inspired
by [Leemann et al| (2023) and Yeom et al|(2018a)’s works specifically. |Yeom
et al| (2018a)) analyzes MI attack using the concept of membership advantage,
and inspired by this, we apply the adjusted concept of absolute membership
advantage to find the perfect deleted point. [Leemann et al.| (2023)) analyzes MI
attack from a hypothesis testing perspective, and similarly, we find the perfect
deleted point with the smallest absolute membership advantage using likelihood
ratio test. We believe the concept of membership advantage and the approach of
hypothesis testing may yield more future work in the problem of data deletion.

Here we also recite two concepts from [Yeom et al| (2018b) to prepare the
readers for our future discussion. The first one is about membership advantage.

Definition 1. (Membership experiment ExpM (A, D) (Yeom et al.,|2018Y)): Let
A be an adversary, S be the training dataset and D be a probability distribution
over data points (x,y). The experiment proceeds as follows:

1. Sample S ~ D™.
Draw b € {0,1} uniformly at random.
Draw z ~ S ifb=0, or z~ D if b= 1.

e

A tries to predict value of b and outputs either 0 or 1. If it makes the right
prediction, i.e., its output is equal to b, then ExpM (A, D) = 1. Otherwise,
ExpM(A,D) = 0.

In other words, the adversary A tries to predict whether data point z is drawn
from the training dataset or from the whole data distribution in this experiment.
If it predicts correctly, then the experiment is successful and outputs 1; otherwise
it fails and outputs 0. Based on the experiment, we further define membership
advantage as follows:

Definition 2. (Membership advantage (Yeom et all 2018b)): The membership
advantage of point v is defined as

Adv(v) = Pr[A=0[b =0] — Pr[A =0[]b=1].

Equivalently, the membership advantage can be understood as the difference
between true negative rate (TNR), i.e., Pr[A = 0]|b = 0], and false negative rate
(FNR), i.e., Pr[A = 0|b = 1], of the membership experiment Exp™ (A, D).
Intuitively, if TNR is close to FNR, then it would be hard to tell whether z
is drawn from S or D, which means the null and alternative hypothesis give
similar probability distributions. We later leverage this idea to find the perfect
deleted point.

Another important concept we need from Yeom et al.| (2018b) is e-differential
privacy, where € is called privacy budget and large ¢ means serious concerns
about training data confidentiality.



Definition 3. (Differential privacy (Yeom et all |2018Y)): An algorithm A :
X™ — Y satisfies e-differential privacy if for all S,S" € X™ that differ in a
single value, the following holds:

PrlA(S) € Y] < ePr[A(S') € Y] (1)

The following Lemma characterizes the connection between membership ad-
vantage and privacy budget, which will be used in Section 5.2.

Lemma 1. (Upper bound of membership advantage for e-differentially private
algorithm (Yeom et all, |20180])) Let A be an e-differentially private algorithm,
then we have

Adv(A) <ef—1. (2)

3 PROBLEM SETUP

3.1 Perfect deleted point problem

Assume we are working on two different datasets: Dy, referred to as the original
dataset, and D;, known as the deleted dataset. Our goal is to find a point
v* € Dy, which is called the perfect deleted point, such that the deletion of it
will cause the minimum change on the final model, i.e., the distribution of model
weights resulted from deleting v* is identical to the one when not deleting it,
compared with all the other points.

However, it can be difficult and inefficient to directly find the perfect deleted
point. Intuitively, for each data point v; € Dy, we need to delete it from the
original dataset Dy and use the deleted dataset Dy \ v; to train a new ML
model. Among all the n models we get from deleting each v;, we want to find
the data point v* € Dy such that using the deleted dataset Dy = Dy \ v*,
we will obtain the most similar model, i.e., model weights, to the one trained
with the original dataset Dy, compared with deleting all the other n — 1 data
points. We would need to repeat the same deleting-and-training process for n
times if we want to directly find the perfect deleted point, which is unnecessary
as we propose an alternative approach in this paper that doesn’t require any
additional deleting-and-training at all. We will discuss it in Section 4.2 in detail.

We are motivated to find the perfect deleted point because previous studies
have shown that despite improvement of training performance using a larger
training dataset (Ramezan et all 2021; Foody et al., [2006), too much train-
ing data can cause overfitting if the model becomes too complex and learns
noise or irrelevant patterns rather than generalizing well (Ying, 2019 Hawkins|
2004). Also, it will be more computationally-friendly and data-efficient if using
a smaller training dataset (Acun et all 2021; |Zhu et al., |2016]).

3.2 Assumptions

In this paper, we propose a novel method for finding the perfect deleted point
with the following assumptions:



1. The original dataset Dy contains finitely many data points, i.e., n is a
positive integer that is not infinity.

2. We are considering the classical linear regression task, i.e., point v; =
(zi,y;) € Do where x; is the feature vector and y; is the label of corre-
sponding ;. Thus, the loss function of point v; for a ML model with
model weights w is

l(wvvi) = (yz - <w7xi>)2' (3)

The empirical risk given model weight being w and dataset D = {(z;,v:)},

is defined as .

L(wi D) = = S 1w (wi,), 8

which evaluates the discrepancy between predicted outcomes and true

outcomes of the whole dataset. The mean is taken over all individual

losses here because it’s a common approach to use mean gradient in noisy
SGD defined below.

3. The ML model uses noisy gradient descent to minimize the empirical risk
defined in equation (4) and update its weights in each step, i.e.,

wy = wo — y(VL(w; D) +n) (5)

where n = N(0,02I) is the Gaussian noise and wg, w; are model weights
before and after noisy gradient descent respectively. Note we only consider
one step of noisy gradient descent in this paper.

4 KEY THEORETICAL RESULTS

In Section 4, we present our theoretical approach on how to find the perfect
deleted point v* from a hypothesis testing perspective and design a concrete
algorithm to realize this idea.

4.1 Notations

With the linear regression setting in Section 3.2, we first formally define how
we can obtain the deleted dataset from the original dataset.

Definition 4. (Original dataset and deleted dataset): Denote Do = {(zi,y:)} 71
as the original training dataset and

Dl = DO \ {’U}
as the deleted training dataset with the deleted point v = (x4, yy) € Dp.

Given Definition 4 and equation (4), we next define the empirical risk and
gradient for original and deleted dataset respectively.



Definition 5. (Original empirical risk and its gradient): Given an original
dataset Dqy defined in Definition 4. For a model weight being w, denote the
individual loss of w on training sample (x;,y;) as l(w; (x;,y;)). Then the original
empirical risk L(w; Do) is defined as

L(w; Do) = = 370 Ww; (i, 4:)).

In addition, V., L(w; Do) is called the original gradient of model weight w on
dataset Dy.

Definition 6. (Deleted empirical risk and its gradient): Given a deleted dataset
D, defined in Definition 4. For a model weight being w, denote the individual
loss of w on training sample (x;,y;) as l(w; (x;,y;)). Then the deleted empirical
risk L(w; D1) is defined as

L(w; Dy) = 25300 Hws (26, 1:)) — Lw; (@, y0)]-

In addition, V., L(w; Dy) is called the deleted gradient of model weight w on
dataset D1 with deleted point being v.

Lemma 2 describes a basic relationship of original gradient and deleted gra-
dient.

Lemma 2. (Identity between original and deleted gradient):

n

VwL(U},Dl) = n—1

1
VwL(w; Dg) — mvwl(w; v). (6)
Proof. This identity is a direct consequence of Definition 5 and 6. O

4.2 Strategy to find the perfect deleted point

Since we only consider one step of noisy gradient update here and the initial
weight wp doesn’t change whether or not we delete v, from equation (5) we
know that in order to get similar model weights w, for original dataset Dy and
deleted dataset D, we need Aw = w; — wg to be similar, i.e., have identical
probability distributions. Equivalently, it means TNR and FNR considering
the distributions of Dy and D; should be close to each other, i.e., membership
advantage of our perfect deleted point v* should be close to 0.

Lemma 3. (Absolute membership advantage of v):
|[Adv(v)] = [2(@71 (1 - a) — dy) — (7)

where p(D) = —yV,L(w; D), 0y = vo, d, = —ll“(Dl);“(DO)H2 is the signal-to
ad
noise ratio for point v and « is the Type I error.

Proof. See Appendix A.1. O



From Lemma 3, we notice that the absolute membership advantage depends
on Type I error a and signal-to-noise ratio d,, and Type I error «, which by
definition is the false positive rate (FPR), i.e., the probability of rejecting null
hypothesis when it’s actually true, is therefore equivalent to our manually-picked
significance level. So next we try to give an explicit formula for how to calculate
signal-to-noise ratio d, by applying Lemma 2 to help us find the perfect deleted
point.

Lemma 4. (Signal-to-noise ratio d,, for v = (x4,yy) € Do):

_ [|Yvxy — Syz + Szzw — zorlw||s

/v(n;l)a

_ 1 n oy S T
where Sye = =30 YiTi, See = 7 D g Tik;

Proof. See Appendix A.2. O

dy

From Lemma 3 and 4, we know we need to find data point v such that d,
calculated from it using equation (8) will minimize the absolute membership
advantage |Adv(v)|. By simple calculation, we know d, should be close to
(1 —a)—d!(a) = 2071(1 — a) so that |Adv(v)| will be minimized, i.e.,
close to 0. Therefore, the perfect deleted point problem can be reformulated as:
we want to find point v* € Dy such that

v* = argmin|d, — 207 1(1 — a)|
vEDy

Next we formally propose Algorithm 1 to find the perfect deleted point in
the original dataset Dgy. To find the perfect deleted point, we need to first
obtain signal-to-noise ratio d, for each data point v € Dy by applying Lemma
4. Then by Lemma 3, we choose a significance level and use it as the Type
I error . Finally for each data point v, we compare the distance between
d, and 2@71(1 — a), and the one with the smallest distance gives the perfect
deleted point v*. Note we introduce a hyper-parameter ¢ here to quantify the
tolerance we can have for the largest acceptable distance, i.e., if the smallest
distance |d, —2®~1(1 — a)] for all v € Dy is bigger than §, then we say there’s
no perfect deleted point in the dataset. So now instead of directly training n
models separately using deleted datasets and comparing their model weights
to the original model weights for each data point, our approach only needs to
compute signal-to-noise ratio d, and compares its value to 2@~1(1 — «) for all
data points in one training step, which only takes O(n) time and O(n) space
for one step of noisy SGD training, where n is the size of the original dataset.
Thus our approach for finding the perfect deleted point is more time and space
efficient than the direct approach.

5 MAIN INSIGHTS

In Section 5, we further discuss how the perfect deleted point will affect the
training performance (Section 5.1) and how it will cause privacy concern in the



Algorithm 1 Find Perfect Deleted Point
1: Input: Dy = {v;}, 7, 02, initial weight w, tolerance d, significance level
C‘{/
Output: v*
Syacy Sapa »TIL Z?:] Yils, % Z?:l zzsz
d+ ¢
o+ o
v* < None
for each v = (x,,yy) € Do do

[|yvzo—Sya+Seew—zoxl wl|z

dy

y(n=1)
2
9 dy « |dy — 20711 - )|
10: if d; <=d then

11: d < dy
12: v¥ v
13: end if

14: end for

15: return v*

training process (Section 5.2). It provides insightful analysis on why the perfect
deleted point should be of interest.

5.1 Analysis of training loss for perfect deleted point

In order to understand how perfect deleted point will affect the training per-
formance, we first propose the following concept of absolute membership error
that quantifies how different a point v is from being the perfect deleted point.

Definition 7. (Absolute membership error): For point v € Dy with correspond-
ing signal-to-noise ratio d,, we define its absolute membership error as

€o = dy — 20711 — a). (9)

Based on this definition, absolute membership error of the perfect deleted
point €, should be close to 0 by analysis in Section 4.2. From now on, we
denote €, by €* for brevity. We propose the following Lemma to bound the
change of training loss for deleting point v.

Lemma 5. (Bounds for change of empirical risk for deleting point v): Assume
change of empirical risk, i.e., L(w; D) — L(w; Dy), is non-negative.

1. Given point v = (xy,y,) and its absolute membership error €,, change of
empirical risk after deleting v is lower bounded by

1
n—1

_ [1Sye = Szawll2

L(w; Do) = ley +2073(1 — )]0 — “0F 3y

(10)



and upper bounded by
1

n—1

— a /_
where C = m m

2. Suppose features of the training data {(z;,y:)}7—1 has the following prop-
erty: ||z;|l2 > B, Vi € [1,n] where B is a positive number. Then the lower
bound can be generalized to

[1Sye = Seztwl]]2
(n = Dl[zo|2

L(w; Do) + ey + 207 (1 — a)]C — (11)

[1Sye = Seawll2

L(w; Dg) = [€y + 20711 — )| D — 12
L Do)~ [ +2071 (1 - )0 - RS (1)
and the upper bound can be generalized to
_ Syz — Szaw]|2
L(w; D v +207(1—a)]D - [Sys = Seavolls 1
s D)+ e+ 207 (1 - @)D - PRI EE (13)
where D = & ﬁ

Note both bounds in the first and second part of this Lemma are non-negative
because deletion of samples always increases training risk.

Proof. See Appendix B.1. O

The novel part of Lemma 5 is that given several candidates for the perfect
deleted point, i.e., they all give very similar d,, the one with the smallest I,
feature norm, i.e., ||z,||2, is always better because the lower bound of change
of training loss is decreased if we decrease ||z,||2. The upper bound is also
decreased if we decrease ||z,||2 because individual loss I(w;v) is non-negative,
meaning the part after ﬁL(w; Dy), which is —ﬁl(w; v), is therefore negative.
So decreasing the denominator ||z, ||2 will decrease the upper bound as well. In
other words, deleting the one with the smallest s feature norm will improve
training performance the most potentially because it has smaller both lower
and upper bound for increment of empirical risk.

Also, given the same training dataset, i.e., same B, the perfect deleted point
gives the tightest bound for change of loss after deletion compared with other
points because €* < ¢,. In other words, we can have an accurate estimate of
how the perfect deleted point will affect training performance by setting ¢ = 0
before even finding the exact perfect deleted point.

5.2 Relation of privacy budget ¢ for perfect deleted point

In this section, we try to understand how the perfect deleted point will bring
about privacy issues in the training process.
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Lemma 6. (Lower bound for privacy budget for deleting point v): Privacy
budget € after deleting point v with absolute membership error €, is at least
max{in[®(®1(a) —€,) +1—a],0}.

Proof. See Appendix B.2. O

From Lemma 6, we observe that assume privacy budget must be non-negative,
then as long as the absolute membership error €, is non-negative, it can achieve
the smallest lower bound 0 for privacy budget. In other words, if we have several
candidates for the perfect deleted point, i.e., they all give very similar d,, then
the one with positive absolute membership error will be considered as the best
option for the perfect deleted point because it may potentially distort privacy
guarantees to the minimum degree compared with deleting other points. Note
we don’t know exactly whether it’ll cause the smallest privacy budget because
we only know it can achieve the smallest lower bound for privacy budget, so
only theoretically can it lead to a smaller privacy budget.

6 EXPERIMENT

Section 6 exemplifies the effectiveness our approach by conducting an empirical
experiment to find the perfect deleted point in a synthetic dataset. By compar-
ing the model weights in different scenarios, we show that our perfect deleted
point can indeed change the distribution of model weights to the minimal extent.

6.1 Experiment setup

To better visualize how the perfect deleted point will affect the model weights,
we generate a 2D synthetic dataset with 200 samples in this case as the original
dataset Dy, where the x coordinate of all these points is randomly picked within
the range [0, 10] with seed 40. To get the y coordinate, we assume the true model
behind our generated dataset is y = 3.1415926535x since we are dealing with
classic linear regression here. Then we use Gaussian noise with mean 0 and
standard deviation 2, amplifies its magnitude by 10, and add it to the true
y coordinate to generate the synthetic y coordinate. The scatterplot of our
generated dataset looks like Figure 1. Although this is a simple dataset that
may not mimic the real world dataset, it suffices to analyze the perfect deleted
point problem on it in this paper as it satisfies all the assumptions in the given
linear regression scenario.

The hyperparameters we used in this experiment are listed here: initial
weight wy = 0, learning rate v = 0.01, Gaussian noise n = N(0,4), Type I error
a = 0.01, and tolerance 6 = 100. Since this is a stochastic algorithm and we
want to get the distribution of weights, we run the 1-step noisy SGD for 100
iterations to understand the overall behaviour of it.

11



Generation of Synthetic Data Points

80
= True Model e
le]
60 - ° ® @
e o o o*
Q o
40 o ° o 00f ’. odo
ey 3.3.1415926535)(
E 20 4
1]
s
0_
_20 -
_40 L T T T T T T
0 2 4 [} 8 10
X-axis

Figure 1: Synthetic Dataset

6.2 Result analysis

To understand the effect of perfect deleted point, we first focus on the distri-
bution of model weights after deleting it and compare it with the distribution
of model weights when we don’t delete any point. We use the distribution of
model weights when we randomly delete a data point as a benchmark to better
demonstrate the potential of perfect deleted point compared with all the other
points. Secondly, we repeat the same finding-and-deleting process for multiple
steps of noisy SGD to augment the effect of the perfect deleted point as deletion
of one data point may not affect much compared with no deletion and random
deletion because of the size of original dataset Dy mitigates the impact.
Figure 2 and Table 1 demonstrate the distribution of model weights in differ-
ent cases both visually and statistically. From the first row Figure 2, we see in
one step of noisy SGD, all three cases demonstrate a similar normal distribution,
which is proved by the mean and variance of the first three lines in Table 1. It
is because the deletion of a single data point in Dy which contains 200 samples
only posts a trivial effect on the distribution of model weights. From the next
two rows of Figure 2, we see that as the number of noisy SGD steps increases,
the weight distribution of perfect deleted point resembles much more closely to
no deleted point compared with random deleted point. This means that our
perfect deleted point is indeed “perfect” in the sense of preserving model weight
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Figure 2: Distribution of model weights after 1, 10, 50 steps of noisy SGD
using perfect deleted point, randomly deleted point and no deleted point in 100
iterations. The histogram plots the occurrence of model weights in each bin,
and the shaded area is the kernel density estimate (KDE) of the distribution.

after deletion compared with other points. When we look at the highlighted
numbers in the third column of Table 1, we can see that as number of noisy
SGD steps increases, the variance of distribution of model weights using random
deleted point grows larger, which means the normal distribution becomes ”flat-
ter” and we are more likely to get random weights after more random deletion.
But by the convergence of noisy SGD, we know this is not acceptable, which
again shows the advantage of perfect deleted point.

However, if we look at the highlighted number in the second column of Table
1, we see that despite having small variance, the mean of distribution of model
weights after 50 steps using perfect deleted point shifts tremendously compared
with both no and random deleted point, which gives a slightly different model
weight distribution compared with no deleted point. To address this problem, we
increase the Type I error « to 0.05, and Figure 3 plots the corresponding result.
As we can see, the mean becomes much smaller and the whole distribution is
therefore much similar to the one with no deleted point. An intuitive explanation
behind it may be that as we increase Type I error «, we increase significance
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Table 1: Statistics for Distributions of Model Weight

MODEL MEAN VARIANCE

1-step; perfect deleted point 1.77693  0.00051
1-step; random deleted point 1.78043  0.00061
1-step; no deleted point 1.77718  0.00046
10-step; perfect deleted point  3.31226  0.00079
10-step; random deleted point  3.31290  0.00265
10-step; no deleted point 3.30248  0.00066
50-step; perfect deleted point  3.41079  0.00063
50-step; random deleted point  3.35108  0.01560
50-step; no deleted point 3.36008  0.00051

level as well, which allows us more room to make mistakes using perfect deleted
point in many steps of noisy SGD, i.e., deleting more points, thus improving
statistical power of our perfect deleted point. This trade-off between « and
mean may lead to potential future work and needs more rigorous investigation.

7 CONCLUSION

In conclusion, our research proposes the perfect deleted point problem in one
step of noisy SGD for classical linear regression. We present a hypothesis test-
ing approach to solve this problem using signal-to-noise ratio and construct an
algorithm based on it. Moreover, we analyze how the perfect deleted point is
related to training performance and differential privacy, thus showing the con-
sequence of the perfect deleted point and further demonstrating the importance
of this problem. Finally, we create a synthetic dataset and implement our algo-
rithm on it and show the minimum impact perfect deleted point will have on the
distribution of model weights. The implications of our work demonstrate the
urgent necessity for strategies of data deletion in different scenarios to improve
model training efficiency. Moving forward, our research sets a new standard for
understanding and analyzing such problems, ensuring the efficiency and security
for training of ML models. Some potential future work includes analyzing data
deletion for the whole SGD training process and for the general regression task.
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A Proof sketch for section 4

A.1 Proof of Lemma 3

Proof of Lemma 3 follows the same logic as Section 4.4 of |Scharf and Demeure
(1991). It is also adopted from Section A.2 Proof of Lemma 4 in |Wang and
Cheng (2024). However, here we calculate the absolute membership advantage
instead of the trade-off function as in [Wang and Cheng| (2024). We reinstate
the proof here for readers’ reference and change the final step according to our
need.

We use binary hypothesis testing considering distributions of Aw = w; —wy
of Dg and Dy, denoted as Aw(Dy) and Aw(D;), as defined in Section 3.2 to
calculate FNR and TNR, therefore calculating membership advantage of v.

Ho : Aw(Dg) ~ N(u(Do),021), Hy : Aw(Dy) ~ N(u(D1),031)  (14)
Define W = (021)~ ! (u(D1) — p1(Dy)), then log likelihood ratio has the form
L(Aw) =WTAw (15)

by equation (4.29) in |Scharf and Demeure (1991). Equivalently, the binary
hypothesis testing of (14) can be changed into

d? d?
Hy : L(Aw) ~ N(—?“,df}),Hl : L(Aw) ~ N(?“,df}) (16)

where
4 = W (02D)W = (u(D1) — p(Do))" (o21)~* (1(D1) — (Do) (17)

is called the signal-to-noise ratio.
At significance level «, which is also the Type I error, we know (16) has
Type II error
B=1-0(@ (1 —-a)—d,). (18)

Since T'N R is probability of failing to reject null hypothesis given null hypothesis
is true, which is equal to 1 — «, then
|Adv(v)| = [TNR - FNR|=1—a—8|=[®(® '(1-a)—d,) —a| (19)

as desired.

A.2 Proof of Lemma 4

Proof of Lemma 4 follows similar logic as Section B.6 Proof of Lemma 10 in
Wang and Cheng| (2024). However, here the gradient of loss for the deleted
dataset D changes, so we need to be careful when we do the computation. We
want to calculate
_ (D) — (Do)l
Oy
IV L(w; D1) — Vi L(w; Do) |2
T

dy

(20)
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Apply Lemma 2, we get
[|VwL(w; Do) — Vol (w; v)||2
v(n—1)o

Given l(w, (z,y)) = (y — (w,))?, the gradient is V,l(w,(z,y)) = —2(y —
(w, z))x, then

dy =

Vo L(w'DO) — Vyl(w;v)

=V Z 2 V(g — (w,m,))?
= vw[ﬁ Z yz‘z - wT(ﬁ Z yzxv) + wT(% Z x7:z:1T)w] —Vuw [yg - QWT%% + wavaTw}
Zyz _y'u _QV Zyzxz yvx’u +V’ww le — TpTy, U}
yvxv_fzyzxz +2 sz — Ty yw

= Q(yvxv - Sym) + Z[Sww - xvxf]w
(22)
where Sy, = %E?:l YiTi, Spp = + ) D 2T, Then (21) can be written as

[12(ypxy — Syx) + 2[Ses — xvxf]w||2

dy =

- Do
_ ||(yoz0 — Sya) + [See — zoT }w||2
y(n=1) (23)

2
= Yoo = Syz + Seaw — zpay w2

'y(n2—1)0

B Proof sketch for section 5

B.1 Proof of Lemma 5

Since L(w;Dy) = "5 L(w;Dy) — —5l(w;v), so we only need to focus on
L(w; D1) = L(w; Do) = 15 L(w; Do) — 5l(wsv) = 5 L(w; Do) — [y —

(zy, w)] = 15 L(w; Do) — =25 [y — 27 w], which is clearly non-negative because
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L(w; Dy) > I(w;v). Based on equation (23), we know

)2

- Syx + Sa:ww — vaJJZUJHQ

/7(73—1)0

(dv)2 _ (Hyvxv

2 T 2 24
> oty ew = worlwlly = 1Sy — Seaula] (24
2 T 2
= sargrmpyllleell - llyo = 2wl ~ 1180 — Suwwll]”.

The inequality is obtained from Triangle Inequality for [ norm. From Definition
7, we also know

dy =€, + 20711 — a) (25)
So we have

leo +2071 (1 - a)f2 > ol - Ww,v) = [[Sye — Serw]l)?

2
o73(n—1)

0’2 n—
ey + 2071 (1 — )2 Z2E > [z || - U(w, v) — ||Sye — Seaw]]2]?

— o n— Syz—Szzw
e + 2071 (1 — o)) 2 /L 4 L Seenlle < ;) <

-1(1 — g y(n—1) [1Sye—Szowl||2
[e, +2071(1 a)]||m,,||2\/T+ Toulls

Multiplying by n_—_ll and adding ﬁL(w; Dy) on both sides of the inequality,
we get the first part of Lemma 5.
For part 2 of Lemma 5, we further write equation (24) as

2

(@02 2l o = aTwll — 1Sy = sl
9 . , (26)
Z m[B Nyo — 2y wll2 = [[Syz — Szaw||2]

since ||z,||2 > B by assumption. Then following the same logic of the first part
will we get the result as shown in part 2.

B.2 Proof of Lemma 6

Apply Lemma 1 and 7, we get
PP '1—a)—d) —a<e —1

So

e>n[@@ (1 -a)—d) +1—aq] (27)
For point v, we know d, = €, + 2®71(1 — a). So the lower bound for privacy
budget € after deleting perfect deleted point is
@@ '1-a)—d) +1—a]=n[®d (1 -a)—e —20" (1 -a))+1—q]

=n[®(@ a)—€)+1-a].
(28)

Since we assume the privacy budget to be non-negative, we take the max of
equation (28) and 0 to obtain the desired result.
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