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Abstract—Integrated sensing and communication (ISAC) sys-
tems have the issue of secrecy leakage when using the ISAC
waveforms for sensing, thus posing a potential risk for eavesdrop-
ping. To address this problem, we propose to employ movable
antennas (MAs) and reconfigurable intelligent surface (RIS) to
enhance the physical layer security (PLS) performance of ISAC
systems, where an eavesdropping target potentially wiretaps the
signals transmitted by the base station (BS). To evaluate the
synergistic performance gain provided by MAs and RIS, we
formulate an optimization problem for maximizing the sum-
rate of the users by jointly optimizing the transmit/receive
beamformers of the BS, the reflection coefficients of the RIS,
and the positions of MAs at communication users, subject to
a minimum communication rate requirement for each user, a
minimum radar sensing requirement, and a maximum secrecy
leakage to the eavesdropping target. To solve this non-convex
problem with highly coupled variables, a two-layer penalty-based
algorithm is developed by updating the penalty parameter in
the outer-layer iterations to achieve a trade-off between the
optimality and feasibility of the solution. In the inner-layer
iterations, the auxiliary variables are first obtained with semi-
closed-form solutions using Lagrange duality. Then, the receive
beamformer filter at the BS is optimized by solving a Rayleigh-
quotient subproblem. Subsequently, the transmit beamformer
matrix is obtained by solving a convex subproblem. Finally,
the majorization-minimization (MM) algorithm is employed to
optimize the RIS reflection coefficients and the positions of MAs.
Extensive simulation results validate the considerable benefits of
the proposed MAs-aided RIS-ISAC systems in enhancing security
performance compared to traditional fixed position antenna
(FPA)-based systems.

Index Terms—Integrated sensing and communication (ISAC),
movable antenna (MA), reconfigurable intelligent surface (RIS),
physical-layer security (PLS).

I. INTRODUCTION

BOTH high-quality communications and high-accuracy

sensing capabilities are essential in the six-generation

(6G) wireless networks to facilitate auto-driving, extended

reality, and other emerging applications [1]. Therefore, an

important paradigm shift is needed from communication-

oriented systems to the networks with integrated sensing

and communication (ISAC) [2], [3]. By enabling spectrum
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resource sharing and employing a unified platform for dual-

functional waveform transmission to simultaneously perform

sensing and communication, ISAC aims at greatly enhanc-

ing the spectral and energy efficiency as well as reducing

hardware costs and signaling overhead. Nevertheless, several

critical challenges still need to be addressed. For example,

due to the complicated radio propagation environments, the

practical ISAC performance may degrade seriously when the

communication/sensing links are blocked by obstacles such as

vehicles and buildings [4].

Recently, reconfigurable intelligent surface (RIS), also

known as intelligent reflecting surface (IRS), has been recog-

nized as a promising technology for 6G [5], which can not only

reconfigure the wireless channels but also provide the line-of-

sight (LoS) links for both communication and sensing. Thus,

it introduces additional degrees of freedom (DoFs) to design

future ISAC systems, which has been widely investigated to

improve the system capacity [6], mitigate echo interference

[7], and enhance channel estimation performance [8]. Besides,

RIS has been employed to detect non-LoS (NLoS) multiple

targets and extend the coverage of communication devices in

ISAC [9]. Moreover, the authors in [10], [11] jointly optimized

RIS coefficients and transmit/receive beamformers for maxi-

mizing the sensing performance, subject to the communication

requirements of the users. Similarly, the authors in [12]

maximized the sum-rate of users while satisfying a minimum

radar signal-to-noise ratio (SNR) constraint. Nevertheless, the

above studies [5]–[12] considered that the targets would not

wiretap the transmitted information. In practice, there exists

a potential security issue for ISAC, where transmitted signals

may expose private information to untrusted detection targets

(e.g., unauthorized unmanned aerial vehicles (UAVs)) [13].

Thus, the trade-off between maintaining the ISAC performance

and reducing the risk of secrecy leakage to the eavesdropping

targets should be carefully balanced.

To guarantee the security, many existing works have studied

the physical-layer security (PLS) in ISAC systems. Assuming

the target was an eavesdropper, the authors in [14] em-

ployed the interference to confuse the eavesdropper, thereby

improving security performance of ISAC. In [15], the au-

thors investigated both the sum-rate and jamming power

maximization problems. Subsequently, the imperfect channel

state information (CSI) [16] and possible estimation errors

[17] were further considered in the transmit beamforming

design to guarantee transmission secrecy. In addition, a few

recent studies [18]–[21] have focused on secure transmission

designs for RIS-ISAC systems. Specifically, the authors in [18]
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developed the Lagrange duality and majorization-minimization

(MM) algorithms to maximize the sensing beampattern gain

while guaranteeing communication and PLS requirements. In

[19], the authors considered security issues for a RIS-ISAC

system when being eavesdropped by a malicious UAV, and the

achievable secrecy rate was maximized by jointly optimizing

the radar receiving beamformer, active RIS reflection coeffi-

cients, and transmit beamformer. In [20], the authors jointly

optimized the jamming, active transmit precoding, and passive

phase reflecting coefficients for maximizing the sum secrecy

rate. The authors in [21] proposed an alternating optimization

(AO) algorithm for securing transmission against a potential

eavesdropper. However, the above downlink RIS-ISAC studies

mainly focused on the transceiver/reflection design at the

BS/RIS by employing fixed-position antennas (FPAs), while

the channel spatial variation was not exploited therein, leading

to performance limitations.

To overcome the performance limitations of conventional

FPAs, the concept of the movable antenna (MA) has been

introduced to wireless systems [22], allowing the positions of

antenna elements at the transceiver to be flexibly adjusted to

enhance communication performance [23], [24]. Specifically,

flexible cables can connect MAs to the radio frequency (RF)

chains [25], enabling the reconstruction of wireless channels

by leveraging new DoFs in the spatial domain. The field-

response-based channel model for MAs-assisted wireless com-

munication systems was developed in [23], and the authors

in [24] studied the capacity maximization problem for MAs-

enabled multiple-input multiple-output (MIMO) systems. Both

works have demonstrated the significant performance gain

provided by antenna movement in terms of spatial diversity

and multiplexing. Based on this channel model, many existing

works have highlighted the benefits of MAs-aided systems

compared to FPA systems in improving signal-to-interference-

plus-noise ratio (SINR) of received signals [26]–[29], miti-

gating interference [30], reducing transmit powers [25], [31],

and enhancing wireless sensing performance [32]. In addition,

several recent works have integrated MAs into ISAC systems

to enhance the beampattern gain [33] or the communication

rate under the constraint of sensing requirements [34], [35],

while security performance was not considered therein. In

terms of PLS, the authors in [36], [37] jointly optimized the

transmit beamformer and the positions of MAs to maximize

the system secrecy rate in the presence of an eavesdropper.

Besides, considering multiple single-antenna eavesdroppers,

the authors in [38], [39] proposed the alternating projected

gradient ascent algorithm to jointly optimize the positions of

MAs and the transmit beamformer for enhancing system PLS.

Although works [36]–[39] investigated secure transmission

designs for various communication systems, the role of MAs in

securing transmission for RIS-ISAC systems was not unveiled,

and the transceiver design in the literature on MA/RIS-aided

communication systems cannot be directly applied.

Motivated by the above discussions, to fully exploit the

DoFs in channel reconfiguration provided by the MAs and

RIS, this paper investigates MAs-assisted secure transmission

for RIS-ISAC systems, where the base station (BS) transmits

private information to multiple single MA-enabled users under

the threat of an eavesdropping target. The main contributions

of this paper are summarized as follows:

• We consider an MAs-aided RIS-ISAC system in the

presence of an eavesdropping target, aiming at enhancing

the PLS. Then, we formulate an optimization problem to

maximize the sum-rate of all users by jointly optimizing

the transmit/receive beamformers, the RIS phase shifts,

and the positions of MAs at communication users, while

ensuring the minimum communication rate requirements

of users, the minimum sensing SNR constraint of the

target, and the maximum secrecy leakage constraint.

• A two-layer iterative algorithm based on the penalty

method is proposed to tackle the formulated non-convex

optimization problem. In the inner-layer iterations, for

a given penalty factor, we optimize the variables within

different blocks in an alternating manner. Specifically,

by using Lagrange duality, we first obtain the auxiliary

variables with a semi-closed-form solution. Then, the

receive beamformer filter at the BS is optimally obtained

in a closed form by solving a Rayleigh quotient sub-

problem. Subsequently, the transmit beamformer matrix

is obtained by solving a convex subproblem. Finally, the

RIS reflection coefficients and the positions of MAs are

obtained by utilizing the MM algorithm. In the outer-layer

iterations, the penalty parameter is updated for achieving

a trade-off between the optimality and feasibility of the

solution.

• Extensive simulation results are shown to validate the

considerable benefits of the MAs-assisted schemes in

terms of achieving higher sum-rates compared to other

conventional FPA systems. This also indicates that the

MA-aided schemes can achieve enhanced security per-

formance under a given secrecy constraint.

The rest of the paper is organized as follows. In Section II,

the system model and problem formulation are presented. In

Section III, we propose the two-layer penalty-based solution.

The simulations are presented in Section VI to demonstrate

the performance of the proposed solution and the conclusions

are shown in Section VII.

Notation: The bold-face lower-case and upper-case letters

denote the vectors and matrices, respectively. |a| denotes the

magnitude of scalar a. The norm of vector a is defined by ‖a‖.

‖A‖F denotes the Frobenius norm of matrix A. (·)T, (·)∗,

and (·)H represent the transpose, conjugate operations, and

Hermitian transpose, respectively. IN indicates the N -order

identity matrix. In addition, we denote a complex circularly-

symmetric Gaussian distribution with mean zero and covari-

ance b as CN (0, b). diag {a} represents a diagonal matrix with

the elements of vector a on the main diagonal. ⊗ denotes the

Kronecker product operator. The gradient vector of function

f with respect to (w.r.t.) vector x is denoted by ∇xf(x), and

∇2
x
f(x) denotes the Hessian matrix of function f w.r.t. vector

x. The real and imaginary components of a complex number

are represented by ℜ{·} and ℑ{·}, respectively. The phase

of complex number a is denoted by ∠a. The symbol E{·}
represents the statistical expectation.
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Fig. 1. Illustration of the RIS-ISAC system with K single-MA users.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this paper, we consider a RIS-ISAC system as illustrated

in Fig. 1, where a dual-function BS transmits information to

K single-MA users, while an eavesdropping target is hovering

nearby to intercept their data1. Specifically, the uniform planar

array (UPA) BS is equipped with Mt transmit FPAs and

Mr receive FPAs, where we assume Mt = Mr = M
for simplicity. It is assumed that the direct links from the

BS to the users/target are not available due to blockages,

thus the RIS is responsible for creating strong virtual LoS

links to ensure communication and sensing performance. The

RIS is formed by stacking N = N1 × N2 (N1 horizontal

elements and N2 vertical elements) passive reflecting ele-

ments. To improve the channel conditions for user k, the

MA can be moved within a local rectangular area, denoted

as Ck = [xmin
k , ymin

k ]× [xmax
k , ymax

k ]. Moreover, for each user

k, a local coordinate system, i.e., uk = [xk, yk]
T ∈ Ck with

1 ≤ k ≤ K , is established to specify the MA position. It is

noted that the local coordinate systems for various users are

independently defined, with the origin of the k-th user being

Ok. Additionally, the position of the FPA at the eavesdropper is

represented by u0 = [x0, y0]
T, the local coordinate of the m-th

FPA at the ISAC BS is represented by vm = [Xm, Ym]T, 1 ≤
m ≤ M , and the position of the n-th RIS reflection element

is represented by tn = [X̃n, Ỹn]
T, 1 ≤ n ≤ N .

A. Transmit Signal Model

In the considered systems, both communication and radar

signals are assumed to be transmitted simultaneously at the

BS. As such, the transmit signal vector is given by

x = Wcsc +Wrsr = Ws, (1)

where sc = [sc,1, · · · , sc,K ]
T

represents the communi-

cation symbols intended for the K users, and sr =
[sr,1, · · · , sr,M ]

T
denotes M individual radar waveforms.

Wc = [wc,1, · · · ,wc,k, · · · ,wc,K ] ∈ C
M×K and Wr =

[wr,1, · · · ,wr,m, · · · ,wr,M ] ∈ CM×M represent the transmit

beamformers for communication and sensing, respectively.

Besides, the combined beamforming matrix and signals are de-

1Although we consider a single eavesdropping target in this paper, both
the problem formulation and proposed algorithm can be readily extended to
multiple eavesdropping targets with slight modifications.

fined as s , [sTc , s
T
r ]

T ∈ C(K+M)×1 and W , [Wc,Wr] ∈
C
M×(K+M).

B. Channel Model

Since the signal propagation distance is much larger than

the size of the transmit/receive region, the far-field condition

is satisfied [23]. Thus, the angle-of-arrival (AoA), angle-of-

departure (AoD), and amplitude of the complex coefficient for

each channel path received by users remain unchanged despite

the movement of the MAs, which means that only the phases

of multiple channel paths vary within the receive region [25].

According to the field-response channel model [23], [24],

we construct all the channels involved in Fig. 1. First, we

describe the channel vector between the RIS and eavesdropper,

denoted by h0, and the channel vector between the RIS and

k-th user, denoted by hk, k ∈ {1, 2, · · · ,K}. Denote the

number of transmit and receive paths between the RIS and

node κ as Ltκ and Lrκ, κ ∈ {0, 1, 2, · · · ,K}, respectively.

Note that κ = 0 represents the eavesdropper, and κ = k for

k ∈ {1, 2, · · · ,K} represents user k. Denote ϑrκ,i and ϕrκ,i
as the elevation and azimuth AoAs of the i-th receive path

between the RIS and node κ, respectively. Subsequently, for

node κ, the signal propagation difference ρrκ,i(uκ) of the i-
th receive path between the position of the FPA/MA uκ and

reference point Oκ = [0, 0]T can be represented as ρrκ,i(uκ) =
xκ sinϑ

r
κ,i cosϕ

r
κ,i + yκ cosϑ

r
κ,i with 1 ≤ i ≤ Lrκ, and the

corresponding phase difference is given by 2π
λ
ρrκ,i(uκ), where

λ is the wavelength. Considering these phase differences

across all Lrκ receive paths, the channel receive field-response

vector (FRV) between the RIS and node κ is represented as

fκ(uκ)=[ej
2π
λ

ρrκ,1(uκ)
,· · ·, ej

2π
λ

ρr
κ,Lr

κ
(uκ)

]T, κ ∈ {0, 1,· · ·,K}.
(2)

Similarly, considering the phase differences across all Ltκ
transmit paths between the n-th RIS reflection element and

node κ, the transmit FRV, denoted by gκ(tn), is expressed as

gκ(tn)=[ej
2π
λ

ρtκ,1(tn)
, · · · ,ej

2π
λ

ρt
κ,Lt

κ
(tn)

]T, κ ∈ {0, 1, · · · ,K},
(3)

where ρtκ,j(tn) = X̃n sinϑ
t
κ,j cosϕ

t
κ,j + Ỹn cosϑ

t
κ,j , 1 ≤ j ≤

Ltκ, denotes the difference in signal propagation distance of

the j-th transmit channel path between tn and the origin of

the local coordinate system at the RIS. Therein, ϑtκ,j and ϕtκ,j
are the elevation and azimuth AoDs for the j-th transmit path

between the RIS and node κ, respectively.

Furthermore, path-response matrix (PRM), denoted by

Σκ ∈ C
Lr

κ×L
t
κ , is defined to account for the responses between

all channel paths from RIS reference point t0 = [0, 0]T and

the node κ reference point Oκ. Therefore, the channel vector

from the RIS to node κ is obtained as

hκ(uκ) = (fκ(uκ)
H
ΣκGκ)

T
, κ ∈ {0, 1, · · · ,K}, (4)

where Gκ = [gκ(t1),gκ(t2), · · · ,gκ(tN )] is the field-

response matrix (FRM) at the RIS. Since the RIS and eaves-

dropper are equipped with FPAs, Σκ, Gκ, and f0(u0) for

κ ∈ {0, 1, · · · ,K} are all constant, while fk(uk) is a function

changing with uk, k ∈ {1, · · · ,K}.
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Finally, we describe the channel matrix between the BS and

RIS, denoted by H. Similar to (4), H can be expressed as

H = F
H
s ΣbsGb, (5)

where Fs = [fs(t1), · · · , fs(tN )] denotes the receive FRM

at the RIS, and fs(tn) = [ej
2π
λ
ρrs,1(tn), · · · , e

j 2π
λ
ρrs,Lr

bs
(tn)

]T

with 1 ≤ n ≤ N , is the receive FRV associated with the n-

th element at the RIS. Besides, Gb = [gb(v1), · · · ,gb(vM )]
denotes the transmit FRM at the BS, where gb(vm) =

[ej
2π
λ
ρts,1(vm), · · · , e

j 2π
λ
ρt
s,Lt

bs

(vm)
]T, 1 ≤ m ≤M , is the trans-

mit FRV of the m-th element at the BS. Therein, denote Ltbs
and Lrbs as the number of transmit and receive paths from the

BS to RIS, respectively. In addition, ϑts,j and ϕts,j as well as

ϑrs,i and ϕrs,i represent the elevation and azimuth AoDs for j-th
transmit path as well as the elevation and azimuth AoAs for i-
th receive path between the BS and RIS, respectively. As such,

we have ρts,j(vm) = Xm sinϑts,j cosϕ
t
s,j + Ym cosϑts,j , 1 ≤

j ≤ Ltbs, and ρrs,i(tn) = X̃n sinϑ
r
s,i cosϕ

r
s,i+ Ỹn cosϑ

r
s,i, 1 ≤

i ≤ Lrbs, respectively. Furthermore, Σbs ∈ CL
r
bs×L

t
bs repre-

sents the PRM between all transmit and receive paths.

C. Communication, Radar Sensing and Security Model

Based on the above signal and channel models, the received

signal at user k can be obtained as

yk = gH
k (Φ,uk)x + nk, (6)

where gH
k (Φ,uk) = hH

k (uk)ΦH ∈ C1×M denotes the

cascaded channel from the BS to user k via the RIS,

k ∈ {1, 2, · · · ,K}, and Φ = diag {φ} ∈ C
N×N de-

notes the reflection-coefficient matrix of the RIS, with φ ,

[φ1, · · · , φN ], where φn denotes the reflection coefficient of

the n-th element satisfying |φn| = 1, 1 ≤ n ≤ N . Besides,

nk ∼ CN (0, σ2
k) represents the additive white Gaussian noise

(AWGN) at user k. It is assumed that the CSI of all relevant

channels, i.e., H and hH
k (uk), is known at the BS through the

two-timescale channel estimation approach [18]. As a result,

the received SINR for user k is expressed as

γk =

∣

∣gH
k (Φ,uk)wk

∣

∣

2

K+M
∑

j=1,j 6=k

∣

∣gH
k (Φ,uk)wj

∣

∣

2
+ σ2

k

, (7)

where wj denotes the j-th column in W. Thus, W can be

represented as W = [w1, · · · ,wj , · · · ,wK+M ].
In addition to transmitting communication signals from

the BS to user, x is also employed to detect the potential

eavesdropping target. To establish an effective BS-RIS-target

link for sensing, the RIS is utilized to generate a virtual LoS

link, thereby it is assumed that the BS has precise estimates

of the eavesdropper’s channel [10]. The echo signal that

experiences the BS-RIS-target-RIS-BS link and is collected

at the BS for target detection can be represented by

yr = αtH
HΦHAREΦHx+ nr, (8)

where αt represents the radar cross section (RCS) follow-

ing αt ∼ CN (0, σ2
t ). Besides, ARE = hH

0 h0 and nr ∼
CN (0, σ2

rIM ) denote the target response matrix at the RIS

and the noise received at the BS, respectively. Since radar

sensing involves the analysis of received echo signals across

L samples, these samples are combined in a matrix form as

Yr = αtHt(Φ)WS+Nr, (9)

with Ht(Φ) , HHΦHAREΦH, where S ,

[s(1), s(2), · · · , s(L)] and Nr , [nr(1),nr(2), · · · ,nr(L)]
are defined as the symbol and noise matrices, respectively.

In order to improve the target detection performance, the

received echo signals are processed by a matched filter, which

is expressed as

Ỹr = αtHt(Φ)WSSH +NrS
H. (10)

Then, by defining ỹr , vec(Ỹr) ∈ CM(K+M)×1, w̃ ,

vec(W) ∈ CM(K+M)×1, and ñr , vec(NrS
H) ∈

CM(K+M)×1, Ỹr is vectorized as

ỹr = αt
(

SSH ⊗Ht(Φ)
)

w̃+ ñr, (11)

which is processed by the receive beamformers, denoted by

rB ∈ CM(K+M)×1, yielding

rHBỹr = αtr
H
B

(

SSH ⊗Ht(Φ)
)

w̃ + rHBñr. (12)

As such, the radar output SNR is given by [10]

Sr =
σ2
tES

{

∣

∣rHB
(

SSH ⊗Ht(Φ)
)

w̃
∣

∣

2
}

Lσ2
rr

H
BrB

. (13)

According to [10], Sr is closely related to several radar perfor-

mance metrics, including parameter estimation accuracy and

detection probability, thereby it serves as a crucial performance

indicator for target sensing.

As the target acts as a potential eavesdropper, it attempts

to intercept signals of legitimate links. As such, the received

signals at the target can be expressed as

ye = gH
0 (Φ)x+ ne, (14)

where gH
0 (Φ) = hH

0 ΦH ∈ C1×M denotes the cascaded

channel between the BS and the target, and ne ∼ CN (0, σ2
e)

represents the AWGN at the receiver. Thus, the eavesdropping

SINR for the target to intercept the information intended for

user k can be obtained as

γe,k =
|gH

0 (Φ)wk|2

K+M
∑

j=1,j 6=k

|gH
0 (Φ)wj |2 + σ2

e

. (15)

D. Problem Formulation

In the considered MAs-aided RIS-ISAC system, each user

may have heterogeneous secrecy requirements. Thus, consid-

ering secrecy leakage SINR constraints leads to a more flexible

resource allocation (e.g. transmit power and beamformer) com-

pared to imposing constraints on the secrecy rate or directly

optimizing it. In this paper, to maximize the sum-rate for

users, we jointly optimize the transmit beamformer W, RIS

reflection coefficient matrix Φ, receive filter rB , and positions

of MAs {uk}Kk=1, while satisfying the minimum radar output

SNR, the minimum required communication SINR, and the

maximum allowable secrecy leakage. The secure transmission
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optimization problem for RIS-ISAC systems is thus formulated

as

max
W,Φ,rB ,{uk}

K
∑

k=1

log2(1 + γk) (16a)

s.t. Sr ≥ Γr, (16b)

γk ≥ Γk, 1 ≤ k ≤ K, (16c)

γe,k ≤ Γe,k, 1 ≤ k ≤ K, (16d)

‖W‖F ≤ PB, (16e)

|φn| = 1, 1 ≤ n ≤ N, (16f)

uk ∈ Ck, 1 ≤ k ≤ K, (16g)

where the radar SNR requirement is specified in constraint

(16b), with Γr representing the minimum SNR required for

the echo signal at the BS; constraint (16c) ensures that the

SINR at user k is no less than the predefined threshold Γk;

constraint (16d) limits the maximum secrecy leakage for k-

th user at the eavesdropping target to below Γe,k; PB in

constraint (16e) denotes the transmit power budget at the BS;

constraint (16f) imposes a unit-modulus constraint on the RIS

elements reflection coefficients; and constraint (16g) indicates

that each MA can only move within the given receive region,

i.e., Ck. It is noted that with constraints (16c) and (16d), the

level of PLS for the considered system can be guaranteed.

Specifically, the secrecy rate for user k, denoted by Rk, is

lower-bounded by

Rk ≥ max{log2(1 + Γk)− log2(1 + Γe,k), 0}. (17)

Due to the complicated objective (16a) in fractional form,

problem (16) is highly non-convex. Besides, the coupling

between W,Φ, rB , and {uk} in both the objective function

and constraints makes (16) more intractable.

III. PROPOSED SOLUTION

In this section, we first transform (16a) into a tractable

expression by implementing the fractional programming (FP)

technique. Then, a two-layer penalty-based algorithm is pro-

posed to decouple optimization variables.

A. Problem Transformation

By exploiting the FP technique, (16a) can be transformed

into a polynomial expression via introducing auxiliary vari-

ables λ = [λ1, · · · , λK ], and the Lagrangian dual expression

of (16a) can be obtained as

K
∑

k=1

log2(1+λk)−
K
∑

k=1

λk+
K
∑

k=1

(1 + λk)
∣

∣gH
k (Φ,uk)wk

∣

∣

2

K+M
∑

j=1,j 6=k

|gH
k (Φ,uk)wj |2+σ2

k

, (18)

where W, Φ, and {uk} are extracted from the log(·) function,

yet they remain coupled in the third term. Since the third term

is still in a fractional form, we introduce auxiliary variables

ι = [ι1, · · · , ιK ] and re-invoke FP to further transform (18)

into a polynomial expression, which yields

f(W,Φ, {uk},λ, ι) ,
K
∑

k=1

log2(1 + λk)−
K
∑

k=1

λk −
K
∑

k=1

|ιk|2σ2
k

−
K
∑

k=1

|ιk|2
K+M
∑

j=1,j 6=k

∣

∣

∣g
H
k (Φ,uk)wj

∣

∣

∣

2

+2

K
∑

k=1

√

1 + λkℜ{ι∗kgH
k (Φ,uk)wk}.

(19)

Subsequently, to separate the optimization variables

into distinct blocks, a penalty-based algorithm is

developed. Specifically, we introduce several auxiliary

variables {xj , zk,j , 1 ≤ k ≤ K, 1 ≤ j ≤ K +M}. Then, let

gH
0 (Φ)wj = xj and gH

k (Φ,uk)wj = zk,j , respectively. Thus,

problem (16) can be equivalently transformed into

max
W,Φ,rB ,{uk},Ω

K
∑

k=1

log2(1 + λk)−
K
∑

k=1

λk −
K
∑

k=1

|ιk|2σ2
k

−
K
∑

k=1

|ιk|2
K+M
∑

j=1,j 6=k

|zk,j |2 + 2
K
∑

k=1

√

1 + λkℜ{ι∗kzk,k} (20a)

s.t. Sr ≥ Γr, (20b)

|zk,k|2
K+M
∑

j=1,j 6=k

|zk,j |2 + σ2
k

≥ Γk, 1 ≤ k ≤ K, (20c)

|xk|2
K+M
∑

j=1,j 6=k

|xj |2 + σ2
e

≤ Γe,k, 1 ≤ k ≤ K, (20d)

g
H
0 (Φ)wj = xj ,g

H
k (Φ,uk)wj = zk,j ,

1 ≤ k ≤ K, 1 ≤ j ≤ K +M (20e)

(16e), (16f), (16g),

with Ω , {λ, ι, xj , zk,j , 1 ≤ k ≤ K, 1 ≤ j ≤ K +M}. Next,

we add (20e) to (20a) as penalty terms and reformulate the

optimization problem as

max
W,Φ,rB ,{uk},Ω

K
∑

k=1

log2(1 + λk)−
K
∑

k=1

λk −
K
∑

k=1

|ιk|2σ2
k

−
K
∑

k=1

|ιk|2
K+M
∑

j=1,j 6=k

|zk,j |2 + 2
K
∑

k=1

√

1 + λkℜ{ι∗kzk,k}−
1

2ρ
×

(

K+M
∑

j=1

∣

∣

∣
g
H
0 (Φ)wj−xj

∣

∣

∣

2

+
K
∑

k=1

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj−zk,j

∣

∣

∣

2)

(21a)

s.t. (16e), (16f), (16g), (20b), (20c), (20d),

where ρ > 0 denotes the penalty factor applied to penalize

deviations from the equality constraints in (20e). To solve

problem (21), we introduce a two-layer iterative algorithm,

where the penalty parameter is gradually updated in the outer

layer. In the inner layer, we alternatively optimize the variables

given any fixed penalty factor.

B. Inner Layer Optimization

We partition all the variables in (21) into five distinct blocks

in the inner-layer iterations, including the auxiliary variable set

Ω, receive filter rB , transmit beamformer W, RIS coefficient

matrix Φ, and positions of MA {uk}Kk=1. Then, we alternately

optimize each of them with all the other variables being fixed.
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1) Optimization of Ω with given rB , W, Φ, and {uk}Kk=1:

The auxiliary variable optimization subproblem can be ex-

pressed as

max
Ω

K
∑

k=1

log2(1 + λk)−
K
∑

k=1

λk −
K
∑

k=1

|ιk|2σ2
k

−
K
∑

k=1

|ιk|2
K+M
∑

j=1,j 6=k

|zk,j |2 + 2
K
∑

k=1

√

1 + λkℜ{ι∗kzk,k}−
1

2ρ
×

(

K+M
∑

j=1

∣

∣

∣
g
H
0 (Φ)wj−xj

∣

∣

∣

2

+
K
∑

k=1

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj−zk,j

∣

∣

∣

2)

(22a)

s.t. (20c), (20d).

For given the other variables, optimizing λ transforms into

an unconstrained convex problem. As such, we can obtain its

optimal solution by taking the gradient of (22a) w.r.t. λ and

equating it to zero, resulting in

λ
opt
k =

∣

∣gH
k (Φ,uk)wk

∣

∣

2

∑K+M

j=1,j 6=k
|gH

k (Φ,uk)wj |2 + σ2
k

, 1 ≤ k ≤ K. (23)

Similarly, the optimal ιoptk is given by

ι
opt
k =

√
1 + λkg

H
k (Φ,uk)wk

∑K+M

j=1,j 6=k |gH
k (Φ,uk)wj |2 + σ2

k

, 1 ≤ k ≤ K. (24)

Then, it is noted that optimization variables corresponding

to different blocks, i.e., {zk,j , ∀j} for 1 ≤ k ≤ K and

{xj , ∀j}, are independent in (22a), (20c), and (20d). As such,

problem (22) can be further decomposed into K +1 subprob-

lems, which can be addressed in parallel. On the one hand,

the subproblem associated with the k-th block {zk,j, ∀j} by

ignoring irrelevant constants w.r.t. {zj,k} in (22) is expressed

as

min
{zk,j}

|ιk|2
K+M
∑

j=1,j 6=k

|zk,j |2 − 2
√

1 + λkℜ{ι∗kzk,k}

+
1

2ρ

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj − zk,j

∣

∣

∣

2

(25a)

s.t. (20c).

It is observed that (25a) is convex since we have |ιk|2+
1
2ρ > 0,

despite the non-convex constraint. As demonstrated in [40],

strong duality is applicable to any optimization problem with a

quadratic objective and a single quadratic inequality constraint,

provided Slater’s condition is met. Hence, problem (25) can

be addressed via addressing its dual problem. Specifically,

by introducing a dual variable µ1,k ≥ 0 corresponding to

constraint (20c), the Lagrangian function for problem (25) is

expressed as

L1(zk,j , µ1) = |ιk|2
K+M
∑

j=1,j 6=k

|zk,j |2 − 2
√

1 + λkℜ{ι∗kzk,k}

+
1

2ρ

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj − zk,j

∣

∣

∣

2

+ µ1,k ×
(

Γk

(

K+M
∑

j=1,j 6=k

|zk,j |2 + σ
2
k

)

− |zk,k|2
)

.

(26)

Consequently, the associated dual function is represented by

min{zk,j} L1(zk,j , µ1,k). To ensure that the dual function

remains bounded, it can be readily verified that 0 ≤ µ1,k < 1.

Then, by differentiating L1(zk,j , µ1,k) w.r.t. zk,j and equating

the derivative to zero, we obtain the optimal solution as

z
opt
k,j (µ1,k)=







gH

k (Φ,uk)wj

4ιkρ+1+2µ1,kΓkρ
, 1 ≤ j ≤ K +M, j 6= k,

gH

k (Φ,uk)wk+2ρ
√

1+λk

1−2µ1,kρ
, j = k.

(27)

Recall that for the optimal solution zoptk,j (µ1,k) and µopt
1,k ,

the complementary slackness condition must be satisfied as

follows [41]

µ
opt
1,k

(

Γk

(

K+M
∑

j=1,j 6=k

∣

∣z
opt
k,j (µ1,k)

∣

∣

2
+σ2

k

)

−
∣

∣z
opt
k,k (µ1,k)

∣

∣

2
)

= 0. (28)

Next, we verify whether µopt
1,k = 0 is indeed the optimal

solution. If constraint (20c) is not satisfied with equality at the

optimal solution, i.e., µopt
1,k = 0, then the optimal solution to

problem (25) is obtained as zoptk,j (0). Otherwise, the optimal

µopt
1,k will be a positive value (0 < µopt

1,k < 1) that satisfies

(20c), i.e.,

Γk

(

K+M
∑

j=1,j 6=k

∣

∣z
opt
k,j (µ1,k)

∣

∣

2
+ σ

2
k

)

−
∣

∣z
opt
k,k (µ1,k)

∣

∣

2
= 0. (29)

In addition, it can be checked that |zoptk,j (µ1,k)| for j 6= k

decreases monotonically with µ1,k, whereas |zoptk,k (µ1,k)| in-

creases monotonically with µ1,k for 0 < µ1,k < 1. Con-

sequently, µopt
1,k can be determined using a simple bisection

search method within the interval [0, 1].

On the other hand, the subproblem w.r.t. block {xj , ∀j} can

be expressed as

min
{xj}

K+M
∑

j=1

|gH
0 (Φ)wj − xj |2 (30a)

s.t. (20d),

which is a quadratically constrained quadratic program prob-

lem. Following [40], strong duality applies to problem (30).

Therefore, problem (30) can be solved similarly to (25).

Specifically, by introducing dual variable µ2 (µ2 ≥ 0) corre-

sponding to constraint (20d), the Lagrangian function of (30)

is obtained as

L2(xj , µ2) =

K+M
∑

j=1

|gH
0 (Φ)wj − xj |2

+ µ2

(

|xk|2 − Γe,k

(

K+M
∑

j=1,j 6=k

|xj |2 + σ
2
e

)

)

.

(31)

Thus, min{xj} L2(xj , µ2) is the dual function for problem

(30). Note that we must have 1 ≤ µ2 < 1 to guarantee the

dual function is bounded. Then, by applying the first-order

optimality conditions, the optimal solution of the dual function

is given by

x
opt
j (µ2) =







gH

0
(Φ)wj

1−µ2Γe,k
, 1 ≤ j ≤ K +M, j 6= k,

gH

0
(Φ)wk

1+µ2
, j = k.

(32)

Similar to (28), the complementary slackness condition for the
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optimal dual variable µopt
2 is given by

µ
opt
2

(

|xopt
k (µopt

2 )|2 − Γe,k

(

K+M
∑

j=1,j 6=k

|xopt
j (µopt

2 )|2 + σ
2
e

)

)

= 0.

(33)

If constraint (20d) is not satisfied with equality at the optimal

solution, i.e., µopt
2 = 0, the optimal solution for problem (30)

is given by xoptj (0). Otherwise, similar to (29), µopt
2 is positive

(i.e., 0 < µopt
2 < 1) that satisfies

|xopt
k (µopt

2 )|2 − Γe,k

( K+M
∑

j=1,j 6=k

|xopt
j (µopt

2 )|2 + σ
2
e

)

= 0, (34)

and µopt
2 can be determined using a simple bisection search

method within the interval [0, 1].
2) Optimization of rB with given Ω, W, Φ, and {uk}Kk=1:

In this subproblem, we first approximate the received echo sig-

nal SNR in (13) by applying Jensen’s inequality E {f(x)} ≥
f (E{x}), which is given by

Sr ≥
Lσ2

t

∣

∣rHB (IK+M ⊗Ht(Φ)) w̃
∣

∣

2

σ2
rr

H
BrB

, (35)

with E
{

SSH
}

= LIK+M , Thus, the subproblem for optimiz-

ing rB is given by

max
rB

Lσ2
t

∣

∣rHB (IK+M ⊗Ht(Φ)) w̃
∣

∣

2

σ2
rr

H
BrB

. (36)

Problem (36) is a Rayleigh quotient, and we can determine its

optimal solution as

r
opt
B =

(IK+M ⊗Ht(Φ)) w̃

w̃HIK+M ⊗HH
t (Φ)Ht(Φ)w̃

. (37)

In addition, it is noted that r
opt
B ejθ also serves as an optimal

solution to (36) for any given phase θ, as the phase of rHBỹr
will not affect the result in (12). As such, after obtaining

the optimal receive beamformers, rHB (IK+M ⊗Ht(Φ)) w̃ in

(20b) is restricted to non-negative real values, and thus (20b)

can be transformed into

ℜ{rHB (IK+M ⊗Ht(Φ)) w̃} ≥
√

Γkσ2
rr

H
BrB

Lσ2
t

. (38)

3) Optimization of W with given Ω, rB , Φ, and {uk}Kk=1:

The subproblem of optimizing transmit beamforming W at

the BS can be represented by

min
W

K+M
∑

j=1

∣

∣

∣
g
H
0 (Φ)wj−xj

∣

∣

∣

2

+

K
∑

k=1

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj−zk,j

∣

∣

∣

2

(39a)

s.t. (38), (16e),

which is convex and can be efficiently addressed using various

well-developed toolboxes, such as CVX [41].

4) Optimization of Φ with given Ω, rB , W, and {uk}
K
k=1:

The subproblem for optimizing Φ can be expressed as

min
Φ

K+M
∑

j=1

∣

∣

∣
g
H
0 (Φ)wj−xj

∣

∣

∣

2

+

K
∑

k=1

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj−zk,j

∣

∣

∣

2

(40a)

s.t. (38), (16f).

Because of the implicit function w.r.t Φ in both (40a) and

(38), along with the non-convex unit-modulus constraint as

in (16f), problem (40) cannot be directly addressed. To tackle

these issues, we first propose to handle (40a) by constructing a

convex surrogate function via the MM technique [42]. Specif-

ically, for quadratic function φHAφ, its surrogate function at

any given point φ(t) = [φ
(t)
1 , · · · , φ

(t)
N ], denoted by f(φ|φ(t)),

can be given by

f(φ|φ(t)) =λmaxφ
H
φ− 2ℜ{φH(λmaxIN −A)φ(t)}

+ (φ(t))H(λmaxIN −A)φ(t)
,

(41)

where A ∈ CN×N is positive semi-definite and λmax repre-

sents its largest eigenvalue. As such, we expand the quadratic

terms of the objective function in (40) and recall that we have

hH
κΦ = φTdiag{hH

κ } for ∀κ ∈ {0, 1, · · · ,K} since Φ is

diagonal. Furthermore, based on the fact of φHφ = N and by

neglecting the constant terms w.r.t. {φn}Nn=1, we can turn to

solve the approximate optimization problem as follows

max
φ

ℜ{φH
q
(t)}, (42a)

s.t. (38), (16f),

where q(t) is computed as

q
(t) =

K+M
∑

j=1

(

(λmax,1,jIN −Υ0,j)φ
(t) + x

H
j F0wj

)

+

K
∑

k=1

K+M
∑

j=1

(

(λmax,2,k,jIN −Υk,j)φ
(t) +Fkwjzk,j

)

,

(43)

with Fk=diag{hH
k }H, F0=diag{hH

0 }H, Υk,j=Fkwjw
H
j F

H
k ,

Υ0,j=F0wjw
H
j F

H
0 , λmax,1,j and λmax,2,k,j are the maximum

eigenvalues of Υ0,j and Υk,j , respectively.

Second, to tackle (38), it is necessary to isolate the opti-

mization variable Φ from the Kronecker product expression

embedded in Ht(Φ). According to the definition of Ht(Φ)
and utilizing the property of the Kronecker product, i.e.,

vec{ABC} = (CT ⊗A)vec{B}, we can have

(IK+M ⊗Ht(Φ)) w̃ =
(

IK+M ⊗ (FH
0 φφ

T
F0)

)

w̃

=vec
{

F
H
0 φφ

T
F0WIK+M

}

=
(

(F0W)T ⊗F
H
0

)

vec{φφT}.
(44)

Substituting (44) into (38), we have

ℜ{φT
C̃0φ} ≥

√

Γkσ2
rr

H
BrB

Lσ2
t

, (45)

where C̃0 ∈ CN×N represents a reshaped matrix from

cT0 , ((F0W)
T ⊗ FH

0 )
Tr∗B such that cT0 = vec{C̃0}.

However, (45) remains non-convex because the left-hand side

of (45) is a non-concave function. To tackle this issue, we

transform the complex-valued function ℜ{φTC̃0φ} into the

real-valued term φ
T
C0φ, which is achieved by defining φ ,

[ℜ{φT} ℑ{φT}]T and C0 ,

[

ℜ{C̃0} −ℑ{C̃0}
−ℑ{C̃0} −ℜ{C̃0}

]

.

Then, we apply the MM algorithm [42] to derive a series of

tractable surrogate functions for φ
T
C0φ. Specifically, given

solution φ(t) in t-th iteration, an approximate lower bound is
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established using the first-order Taylor expansion as follows

φ
T
C0φ ≥ (φ

(t)
)TC0φ

(t)
+ (φ

(t)
)T(C0 +C

T
0 )(φ− φ

(t)
)

= −(φ(t)
)TC0φ

(t)
+ ℜ{(φ(t)

)T(C0 +C
T
0 )Πφ}

= −ε(t)2 +ℜ{Π̃(t)
φ},

(46)

with Π = [IN jIN ]T, ε
(t)
2 = (φ

(t)
)TC0φ

(t)
, and Π̃(t) =

(φ
(t)
)T(C0 + C

T

0 )Π. As such, in each iteration, the radar

SNR constraint can be rewritten by substituting (46) into (45)

as
ℜ{dφ} ≥ ε3, (47)

with d= Π̃(t) and ε3 =
√

Γkσ2
rr

H

B
rB

Lσ2
t

+ ε
(t)
2 . Thus, (47) now

becomes convex.

Finally, problem (40) only involves the non-convex unit-

modulus constraint as in (16f). In order to tackle this issue,

we relax constraint (16f) as [43]

|φn| ≤ 1, 1 ≤ n ≤ N. (48)

Based on the previous analysis, problem (40) can be rewritten

by dropping the constant terms as

max
φ

ℜ{φH
q
(t)} (49a)

s.t. (47), (48),

which is convex and can be efficiently addressed using var-

ious well-developed algorithms or toolboxes [41]. Note that

according to [44], the optimal solution for problem (49) always

satisfies the unit-modulus constraint (16f).

5) Optimization of {uk}Kk=1 with given Ω, rB , W, and Φ:

The subproblem for optimizing the positions of MAs {uk}Kk=1

for K users is given by

min
{uk}

K
∑

k=1

K+M
∑

j=1

∣

∣

∣
g
H
k (Φ,uk)wj − zk,j

∣

∣

∣

2

(50a)

s.t. (16g).

The main difficulties for tackling problem (50) lie in the

intractability of the objective function and the tight coupling

of {uk}
K
k=1. Thus, we propose to divide {uk}

K
k=1 into K

blocks and optimize the position of MA at k-th user, uk,

while keeping all other variables fixed, i.e., {uk′ , k′ 6= k}Kk′=1.

Moreover, since the variation of uk only affects the receive

FRM fk(uk) shown in (4), we expand (50a) as follows

Ξ(uk) = f
H
k (uk)Qkfk(uk) + 2ℜ

{

f
H
k (uk)pk

}

+ ε4, (51)

with Qk , ΣkGkΦHWHHΦHGH
kΣ

H
k , pk ,

−z∗k,jΣkGkΦHw, W ,
∑K+M

j=1,j 6=k wjw
H
j ,

w ,
∑K+M
j=1,j 6=k wj , and ε4 = |zk,j |2 is constant w.r.t.

uk. Then, by neglecting the constant terms from Ξ(uk), the

subproblem of optimizing MA position for user k can be

expressed as

min
uk

f
H
k (uk)Qkfk(uk) + 2ℜ

{

f
H
k (uk)pk

}

(52a)

s.t. uk ∈ Ck, (52b)

which is non-convex due to (52a). Next, we tackle this issue by

employing the MM algorithm [42]. To construct the surrogate

function for (52a), we introduce the lemma as follows.

Lemma 1. For given u
(t)
k in the t-th iteration, we have

f
H
k (uk)Qkfk(uk) ≤ f

H
k (uk)Λkfk(uk)

− 2ℜ{fHk (uk)(Λk −Qk)fk(u
(t)
k )}

+ f
H
k (u

(t)
k )(Λk −Qk)fk(u

(t)
k ) , ωk(uk|u(t)

k ),

(53)

where Λk , λmax,3,kILr
k
, and λmax,3,k denotes the maximum

eigenvalue of Qk.

Proof. Refer to Appendix A.

In light of Lemma 1, the surrogate function for (52a) can

be readily constructed as

ψk(uk|u(t)
k ) = ωk(uk|u(t)

k ) + 2ℜ
{

f
H
k (uk)pk

}

. (54)

In addition, according to fHk (uk)fk(uk) = Lkr , we have

fHk (uk)Λkfk(uk) = λmax,3,kL
k
r , which is a constant. Then,

ψk(uk|u
(t)
k ) can be recast as

ψk(uk|u(t)
k ) = 2ℜ

{

f
H
k (uk)ς

(t)
k

}

+ ε5, (55)

where ς
(t)
k = pk − (Λk − Qk)fk(u

(t)
k ), and ε5 = Lrk +

fHk (u
(t)
k )(Λk − Qk)fk(u

(t)
k ) is constant w.r.t. uk. However,

ψk(uk|u
(t)
k ) is still non-concave w.r.t. uk.

Next, the second-order Taylor expansion of ψk(uk|u
(t)
k ) ,

ψ̂k(uk) is employed to construct the surrogate function.

Specifically, we introduce δk > 0 satisfying δkI2 � ∇2ψ̂k(uk)
[45], and thus we obtain

ψ̂k(uk) ≤ ψ̂k(u
(t)
k ) +∇ψ̂k(u

(t)
k )T(uk − u

(t)
k )

+
δk

2
(uk − u

(t)
k )T(uk − u

(t)
k )

=
δk

2
u
T
k uk + (∇ψ̂k(u

(t)
k )− δku(t)

k )Tuk

+ ψ̂k(u
(t)
k ) +

δk

2
(u

(t)
k )Tu

(t)
k −∇ψ̂k(u

(t)
k )Tu

(t)
k ,

(56)

where ∇ψ̂k(uk) and ∇2ψ̂k(uk) are provided in Appendix B,

and Appendix C provides the selection method of δk.

Finally, by utilizing the surrogate function as defined in (56)

and dropping the constant terms w.r.t. uk, we can transformed

problem (52) into

min
uk

δk

2
u
T
kuk + (∇ψ̂k(u

(t)
k )− δku(t)

k )Tuk (57a)

s.t. (52b).

Since (57a) is a quadratic convex function w.r.t. uk and

the antenna moving region Ck is linear, (57) is a quadratic

programming problem. This indicates that we can obtain a

local optimal solution using various well-developed algorithms

or toolboxes [41]. Based on the above discussions, the detailed

steps for solving (52) are summarized in Algorithm 1.

C. Outer Layer Optimization

When the inner-layer optimization converges, the penalty

factor in the T -th iteration of the outer-layer can be updated

as
ρ
T = ηρ

T−1
, 0 < η < 1, (58)
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Algorithm 1 MM Algorithm for Solving (52)

1: Initialize convergence threshold ǫ1 and iteration index t = 1.
2: repeat
3: Calculate Λk according to Lemma 1.

4: Calculate ς
(t)
k .

5: Calculate ∇ψ̂k(u
(t)
k ), ∇2ψ̂k(u

(t)
k ), and δk via (63), (64), and

(67), respectively.

6: Obtain u
(t+1)
k by solving problem (57).

7: Set t ← t+ 1.
8: until Increase of the value in (52a) is below ǫ1.
9: return uk .

where η is a constant. Besides, it is noted that increasing η
can improve performance, but it requires a greater number of

iterations.

D. Overall Solution

We summarize the detailed procedures of the proposed

overall solution in Algorithm 2. Specifically, in steps 4-

8, we first optimize the auxiliary variable set Ω with other

variables fixed. Then, in step 9, we obtain the receive filter

rB in closed form. The transmit beamformers W are then

determined by addressing the convex problem (39) in step

10. Next, we optimize the RIS coefficient matrix sequentially

by solving problem (49) based on the MM algorithm in step

11. In steps 12-14, the positions of MAs for K users are

optimized by successively solving the problem (57). The inner-

layer iterations alternately address the aforementioned five

subproblems until the objective value in (21) increases by less

than ǫin or the number of inner-layer iterations exceeds Tmax
1 .

Meanwhile, the outer-layer iterations adjust the penalty factor

and will terminate if the iteration count exceeds Tmax
2 or the

following condition is satisfied

max
∀i,k

{

∣

∣

∣
g
H
0 (Φ)wj − xj

∣

∣

∣

2

,
∣

∣

∣
g
H
k (Φ,uk)wj − zk,j

∣

∣

∣

2
}

≤ ǫout, (59)

indicating that (20e) is met with equality for a given accuracy.

1) Convergence Analysis: In Algorithm 2, each subprob-

lem in the inner layer is solved locally and/or optimally,

ensuring (21a) is non-decreasing over iterations. Moreover,

since (21a) is upper-bounded by the finite transmit power

budget, following [18], the solution derived by Algorithm 2

is ensured to converge.

2) Computational Complexity: Note that the interior point

method is employed to address the subproblems in (39), (49),

and (57). Then, we analyze the complexity of Algorithm 2 as

follows. Specifically, in steps 6 and 8, bisection methods are

employed, whose computation complexities are obtained as

O
(

K log2(
1
ǫ
)M3

)

and O
(

log2(
1
ǫ
)M3

)

, respectively, where ǫ
represents the iteration accuracy. In step 10, the complexity

for obtaining W is O
(

M3.5(M +K)3.5
)

. In step 11, the

complexity of optimizing Φ is O
(

N3.5
)

. In step 13, the com-

plexity for obtaining the maximum eigenvalues of Qk is given

by O
(

(Lrk)
3
)

. The complexities for calculating ∇ψ̂k(uk),

∇2ψ̂k(uk), and δk are given by O (Lrk), O (Lrk), and O(1),

respectively. Besides, updating u
(t+1)
k via solving problem

(57), incurs a complexity of O
(

K(23.5)
)

, where 2 represents

the number of variables. As such, the total complexity for

Algorithm 2 Penalty-Based Algorithm for Solving (16)

1: Initialize λ(T1), ι(T1), ρ(T2), {z(T1)
k,j , x

(T1)
j }, r

(T1)
B , W(T1),

Φ(T1), {u(T1)
k }Kk=1, ǫin, ǫout, inner-layer iteration index T1 = 0,

outer-layer iteration index T2 = 0, Tmax
1 , and Tmax

2 .
2: repeat
3: repeat
4: Update λ(T1+1) and ι(T1+1) via (23) and (24).
5: for k = 1 to K do
6: Update {z(T1+1)

k,j ,∀j} by solving problem (25).
7: end for
8: Update {x(T1+1)

j ,∀j} by solving problem (30).

9: Update receive filter r
(T1+1)
B via (37).

10: Update W(T1+1) by addressing problem (39).
11: Update Φ(T1+1) by addressing problem (49).
12: for k = 1 to K do
13: Update u

(T1+1)
k via Algorithm 1.

14: end for
15: Set T1 ← T1 + 1.
16: until the fractional increase of the objective value in (21) is

below the threshold ǫin or T1 > Tmax
1 .

17: Update penalty factor ρ(T2+1) according to (58).
18: Set T2 ← T2 + 1 and T1 ← 0.
19: until the condition in (59) is satisfied or T2 > Tmax

2 .

obtaining {uk}Kk=1 is given by O
(

(Lrk)
3 + ImaxK(23.5)

)

,

where Imax denotes the maximum iterations to solve problem

(57). Hence, we can readily obtain the total complexity for

Algorithm 2, denoted as O
(

Tmax
1 (Tmax

2 (K log2(
1
ǫ
)M3 +

log2(
1
ǫ
)M3+M3.5(M+K)3.5+N3.5+(Lrk)

3+ImaxK23.5))
)

.

In practice, since we always have N ≫ max{M,K}, the

complexity of the overall algorithm can be well-approximated

by O(Tmax
1 Tmax

2 N3.5).

IV. SIMULATION RESULTS

This section presents simulation results that validate the

performance of securing transmission for MAs-aided RIS-

ISAC systems. The eavesdropping target has a single FPA-

based UPA, and the ISAC BS and RIS are equipped with

M = 6 and N = 64 FPA-based UPAs, respectively. The

locations of the RIS and ISAC BS are set to (0, 20, 3) meters

(m) and (0, 0, 3) m, respectively. The users are distributed

randomly and uniformly around a circle with a radius of 4
m, centered at coordinates (5, 20, 0) m. The elevation and

azimuth AoAs (AoDs) for users/target (RIS) are considered to

be independent identically distributed (i.i.d.) random variables

that follow a uniform distribution, i.e., ϑrκ,i, ϕ
r
κ,i, ϑ

t
κ,j , ϕ

t
κ,j

∼ U [0, π], 1 ≤ i ≤ Lrκ, 1 ≤ j ≤ Ltκ. Similarly, we

assume ϑrs,i, ϕ
r
s,i, ϑ

t
s,j , ϕ

t
s,j ∼ U [0, π], 1 ≤ i ≤ Lrbs,

1 ≤ j ≤ Ltbs. Moreover, all the channels are described

by the geometric channel model [23], assuming an equal

number of transmit and receive paths, i.e., Lr0 = Lt0 = 1
and Lrk = Ltk = Lrbs = Ltbs = Lp, where Lp = 6. As such,

the PRM Σκ ∈ CL
r
κ×L

t
κ and Σbs ∈ CL

r
bs×L

t
bs are denoted

as diagonal matrices with each element σll ∼ CN (0, g0d
−α

Lp
),

1 ≤ l ≤ Lp, where g0 = −40 dB and α = 2.8, respectively.

For simplicity, equal noise variances are assumed across all

communication and radar equipment, i.e., σ2
k = σ2

r = σ2
e =

σ2, 1 ≤ k ≤ K . The receive region for the MA is modeled
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Fig. 2. The convergence behavior of outer and inner layer in Algorithm 2.

as a 2D square, i.e., Ck = C = [−A
2 ,

A
2 ] × [−A

2 ,
A
2 ] for ∀k,

where A = 4λ and λ = 0.01 m denotes the wavelength. For

all the users, the maximum tolerable secrecy leakage SINR

and the minimum communication SINR are considered to be

identical, i.e., Γe,k = Γe = 0 dB, and Γk = Γ = 10 dB,

1 ≤ k ≤ K . Unless otherwise stated, the following simulation

parameters are adopted. Specifically, K = 3, PB = 32 dBm,

Γr = 0 dB, σ = −90 dBm, σt = 1, L = 1024, ρ = 0.1,

η = 0.85, ǫ1 = ǫin = 10−7, ǫout = 10−5, Tmax
1 = 400,

and Tmax
2 = 120. We provide simulation results obtained by

averaging over 500 independent user distributions and channel

realizations.

A. Convergence Performance

In Fig. 2, we illustrate the convergence performance of

the outer layer and inner layer in Algorithm 2. It is evident

that, regardless of the size of the receive region at users or

the number of reflection elements at the RIS, the sum-rate

consistently increases and stabilizes after approximately 120

iterations. Specifically, with N = 128 and A = 4λ, the sum-

rate improves from 5.44 bps/Hz to 21.83 bps/Hz, highlighting

the proposed solution’s effectiveness in enhancing the PLS of

the MAs-aided system under consideration. Additionally, the

objective function values for (21) converge after 240 iterations,

aligning with earlier discussions.

B. Benchmark Schemes and Performance Comparison

To comprehensively verify the superiority of the proposed

scheme (denoted as “Proposed”), we compared it against

several baseline schemes as outlined below.

• FPA: Each user’s antenna is positioned at the origin

within their respective local coordinate systems.

• Random position antenna (RPA): The antenna of each

user is randomly distributed in its receive region Ck, ∀k.

• Separate: The receive filter rB , communication beam-

former Wc, radar beamformer Wr, reflection coeffi-

cient matrix Φ, and MA positions of users {uk}Kk=1

are separately optimized. Specifically, Wc is optimized

by maximizing the sum-rate within a power budget

constraint, Wr is optimized by minimizing the power

while ensuring a predefined radar SNR threshold is met,

and the optimization of Φ involves tackling the sum

channel gain maximization problem. Then, {uk}Kk=1 is

optimized by maximizing channel power [25], where each

user’s MA is positioned to maximize its channel, i.e.,

u∗
k = argmaxuk∈Ck

‖hk(uk)‖22, 1 ≤ k ≤ K . Finally, rB
is obtained by (37).

• Communication signal only (Comm only): The pro-

posed algorithm optimizes multi-user communication by

neglecting radar sensing constraints, thereby providing an

upper bound on the sum-rate performance for communi-

cation users.

• Random phase: The RIS phase shifts are generated

randomly, following a uniform distribution within the

range [0, 2π).

Fig. 3 compares the sum-rate of the baseline schemes versus

radar sensing requirements. It is depicted that the sum-rate for

all approaches decreases monotonically with the increase in

Γr, except for the “Comm only” approach. This is due to the

fact that a more stringent target detection constraint necessi-

tates greater power for sensing beamformers, thereby reducing

the available power to optimize Wc for maximizing the sum-

rate. Moreover, it is illustrated that the proposed approach

surpasses the “Separate” approach, implying the sum-rate

gain can be achieved through joint optimization approaches.

Besides, the “Random phase” scheme experiences significant

performance deterioration, indicating the performance gain

provided by the RIS through channel reconstruction. Finally,

the proposed MA scheme outperforms both the “RPA” and

“FPA” schemes, highlighting the benefits of optimizing MA

positions. Consequently, in the considered RIS-ISAC system,

implementing MA proves to be highly advantageous for en-

hancing PLS.

Figs. 4-5 show the sum-rate of various schemes versus

Γ and Γe, respectively. The results reveal that the proposed

scheme consistently surpasses all baseline approaches in sum-

rate across different Γ and Γe. This indicates that the proposed

scheme can achieve a higher secrecy rate lower bound for fixed

Γ and/or Γe, thereby significantly boosting system security. In

addition, we plot the analytical lower bound of the secrecy

rate as defined in (17), from which the sum-rate and the lower

bound on the secrecy rate under specific secrecy requirements

for all users can be obtained. For example, with Γ = 10 dB

and Γe = 0 dB, the proposed scheme achieves a sum-rate of

16.25 bps/Hz, while the system lower bound for the secrecy

rate for all users is 7.38 bps/Hz. Moreover, in Fig. 4, it can be

observed that a more stringent communication SINR require-

ment leads to a higher achievable sum-rate. As Γ increases, the

performance gap between the “Comm only” baseline and the

proposed approach narrows, as nearly all the transmit power is

utilized to meet the SINR requirements. In Fig. 5, it is evident

that a less stringent requirement on secrecy leakage to the

target (i.e., Γe increases), the achievable sum-rate increases

initially and then remains relatively unchanged. This is due

to the fact that more power can be allocated to information

signals with a relaxed secrecy requirement. However, with a

limited transmit power budget and radar SNR constraints, the
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transmit power allocated to the communication information is

bounded. In addition, the performance improvement from the

“Random phase” approach shows only a slight increase with

higher Γ or Γe, which is attributed to the limited DoFs.

Fig. 6 compares the achievable sum-rate for various baseline

approaches versus PB . The results show that the sum-rate for

all schemes increases monotonically with PB . Furthermore,

the performance gap between the proposed approach and

“Comm only” method narrows as PB increases, since a greater

portion of the transmit power is dedicated to improving the

performance for communication users while still meeting a

fixed radar SNR requirement. Moreover, the sum-rate achieved

by the “Random phase” approach increases only marginally

with increasing PB , since the signals reflected by the RIS

propagate in random directions, resulting in low received

power levels. In addition, the proposed scheme achieves sub-

stantial sum-rate gains compared to the “Separate”, “RPA”,

“FPA”, and “Random phase” approaches, illustrating the ad-

vantages of jointly designing the transmit/receive beamform-

ers, RIS phase shifts, and positions of MAs. This results in

a higher lower bound on the secrecy rate, thereby enhancing

the security performance of the considered system.

Fig. 7 illustrates the sum-rate comparison for various ap-

proaches against the number of RIS reflecting elements N .

As can be observed, the achievable sum-rate for all baseline

schemes increases as N becomes larger due to the increased

DoFs available to manipulate the propagation environment.
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Fig. 7. Sum-rate versus number of RIS elements N .

Moreover, the proposed MA-assisted scheme always outper-

forms the benchmark schemes within the considered range

of reflecting elements. For example, when N equals 200,

the maximum sum-rate achieved by the “FPA” scheme is

24.26 bps/Hz, while that achieved by the proposed scheme

is approximately 30.04 bps/Hz, representing an improvement

of about 23.8%.

Fig. 8 depicts the sum-rate for different schemes against

the normalized size of the receive region A/λ. The sum-rate

increases for the “Proposed”, “Comm only”, and “Separate”

schemes as A/λ increases. This is because a larger receive

region offers more DoFs for position optimization of the

MAs, allowing them to move to locations with improved

channel conditions. Nevertheless, it should be noted that the

performance enhancement due to the expanded receive region

is constrained, and the sum-rate of the MA scheme remains

relatively constant as A/λ exceeds 3.5. The results also

shows a significant sum-rate improvement for the proposed

MAs-aided scheme over other baseline schemes, indicating its

ability to achieve a higher secrecy rate lower bound for fixed

Γ and/or Γe, thus enhancing the security.

In Fig. 9, we compare the achievable sum-rate for the MA

system with different number of paths, i.e., Lp. The results

show that the sum-rate increases for all schemes as the number

of paths increases. This is because stronger small-scale fading,

which occurs with more paths, provides more pronounced

channel spatial variation and thus enhances the sum-rate.

Furthermore, the proposed MAs-aided approach consistently
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outperforms all baseline schemes, with the performance gaps

widening as Lp increases. Specifically, when Lp = 5, the

performance gaps for the MA-aided approach with a 4λ
receive region over the RPA and FPA schemes are 17%
and 29.95%, respectively; these gaps expand to 37.85% and

31.69% when Lp = 15.

V. CONCLUSION

In this paper, an MAs-assisted secure transmission scheme

for RIS-ISAC systems was investigated, where an eavesdrop-

ping target attempts to intercept secrecy data. We formulated

an optimization problem aimed at maximizing the sum-rate

of all users by jointly optimizing the transmit beamformer,

RIS reflection coefficients, receive filter, and MA positions.

To tackle the highly non-convex problem, a two-layer penalty-

based algorithm was proposed. Specifically, the inner layer

alternately solved the penalized optimization problem, while

the outer layer updated the penalty factor over iterations.

Simulation results confirmed the effectiveness of the proposed

MAs-assisted approach in enhancing security performance.

Moreover, it was shown that enlarging the size of the receive

region, increasing the number of paths, and adding more RIS

elements demonstrate a further boost to the sum-rate of MAs-

aided systems, thereby enhancing secrecy performance under

given secrecy constraints.

APPENDIX A

PROOF OF LEMMA 1

Let us consider the inequality as follows
∥

∥

∥(Λk −Qk)
1

2 fk(uk)− (Λk −Qk)
1

2 fk(u
(t)
k )

∥

∥

∥

2

≥ 0, (60)

where Λk , λmax,3,kILr
k

with λmax,3,k being the maximum

eigenvalue of Qk. Since the matrix Λk − Qk is positive

semidefinite by construction, we expand (60) as

f
H
k (uk)(Λk −Qk)fk(uk) + f

H
k (u

(t)
k )(Λk −Qk)fk(u

(t)
k )

− 2ℜ{fHk (uk)(Λk −Qk)fk(u
(t)
k )} ≥ 0.

(61)

By isolating the term fHk (uk)Qkfk(uk), we obtain the bound

in (53), this completes the proof.

APPENDIX B

DERIVATION OF ∇ψ̂k(uk) AND ∇2ψ̂k(uk)

Let ς
(t)
k,i denotes the i-th element of ς

(t)
k , we have

ψ̂k(uk) = 2

Lr
k

∑

i=1

∣

∣

∣ς
(t)
k,i

∣

∣

∣ cos
(

ν
(t)
k,i(uk)

)

+ ε5, (62)

with ν
(t)
k,i(uk) , − 2π

λ
ρrk,i(uk) + ∠ς

(t)
k,i and ρrk,i(uk)

is given by (2). The gradient vector ∇ψ̂k(uk) and

Hessian matrix ∇2ψ̂k(uk) can be represented as

∇ψ̂k(uk) = [∂ψ̂k(uk)
∂xk

∂ψ̂k(uk)
∂yk

]T and ∇2ψ̂k(uk) =
[ ∂2ψ̂k(uk)

∂xk∂xk

∂2ψ̂k(uk)
∂xk∂yk

∂2ψ̂k(uk)
∂yk∂xk

∂2ψ̂k(uk)
∂yk∂yk

]

. Thus, we have

∂ψ̂k(uk)

∂xk

=
4π

λ

Lr
k

∑

i=1

∣

∣

∣
ς
(t)
k,i

∣

∣

∣
sin

(

ν
(t)
k,i(uk)

)

sin θrk,i cos φ
r
k,i, (63a)

∂ψ̂k(uk)

∂yk
=

4π

λ

Lr
k

∑

i=1

∣

∣

∣
ς
(t)
k,i

∣

∣

∣
sin

(

ν
(t)
k,i(uk)

)

cos θrk,i, (63b)

∂2ψ̂k(uk)

∂xk∂xk

=−8π2

λ2

Lr
k

∑

i=1

∣

∣

∣
ς
(t)
k,i

∣

∣

∣
cos

(

ν
(t)
k,i(uk)

)

sin2
θ
r
k,i cos

2
φ
r
k,i, (64a)

∂2ψ̂k(uk)

∂xk∂yk
=
∂2ψ̂k(uk)

∂yk∂xk

=

− 8π2

λ2

Lr
k

∑

i=1

∣

∣

∣
ς
(t)
k,i

∣

∣

∣
cos

(

ν
(t)
k,i(uk)

)

sin θrk,icosφ
r
k,icos θ

r
k,i, (64b)

∂2ψ̂k(uk)

∂yk∂yk
=−8π2

λ2

Lr
k

∑

i=1

∣

∣

∣ς
(t)
k,i

∣

∣

∣ cos
(

ν
(t)
k,i(uk)

)

cos2 θrk,i. (64c)

APPENDIX C

CONSTRUCTION OF δk

Since we have

∥

∥

∥
∇2
ψ̂k(uk)

∥

∥

∥

2

2
≤
∥

∥

∥
∇2
ψ̂k(uk)

∥

∥

∥

2

F
≤4

(8π2

λ2

Lr
k

∑

i=1

∣

∣

∣
ς
(t)
k,i

∣

∣

∣

)2

, (65)

and ∥

∥

∥
∇2
ψ̂k(uk)

∥

∥

∥

2
I2 � ∇2

ψ̂k(uk), (66)

thus we can select δk as

δk =
16π2

λ2

Lr
k

∑

i=1

∣

∣

∣ς
(t)
k,i

∣

∣

∣ , (67)
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which is satisfied the following condition

δkI2 �
∥

∥

∥
∇2
ψ̂k(uk)

∥

∥

∥

2
I2 � ∇2

ψ̂k(uk). (68)
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