
ar
X

iv
:2

41
0.

03
41

3v
1 

 [
qu

an
t-

ph
] 

 4
 O

ct
 2

02
4

A Simple Framework for Secure Key Leasing

Fuyuki Kitagawa1,2, Tomoyuki Morimae3, Takashi Yamakawa1,2,3

1
NTT Social Informatics Laboratories, Tokyo, Japan

{fuyuki.kitagawa,takashi.yamakawa}@ntt.com
2

NTT Research Center for Theoretical Quantum Information, Atsugi, Japan
3

Yukawa Institute for Theoretical Physics, Kyoto University, Kyoto, Japan

tomoyuki.morimae@yukawa.kyoto-u.ac.jp

October 7, 2024

Abstract

Secure key leasing (a.k.a. key-revocable cryptography) enables us to lease a cryptographic key as a quantum state

in such a way that the key can be later revoked in a verifiable manner. We propose a simple framework for constructing

cryptographic primitives with secure key leasing via the certified deletion property of BB84 states. Based on our

framework, we obtain the following schemes.

• A public key encryption scheme with secure key leasing that has classical revocation based on any IND-CPA

secure public key encryption scheme. Prior works rely on either quantum revocation or stronger assumptions

such as the quantum hardness of the learning with errors (LWE) problem.

• A pseudorandom function with secure key leasing that has classical revocation based on one-way functions.

Prior works rely on stronger assumptions such as the quantum hardness of the LWE problem.

• A digital signature scheme with secure key leasing that has classical revocation based on the quantum hardness

of the short integer solution (SIS) problem. Our construction has static signing keys, i.e., the state of a signing

key almost does not change before and after signing. Prior constructions either rely on non-static signing keys

or indistinguishability obfuscation to achieve a stronger goal of copy-protection.

In addition, all of our schemes remain secure even if a verification key for revocation is leaked after the adversary

submits a valid certificate of deletion. To our knowledge, all prior constructions are totally broken in this setting.

Moreover, in our view, our security proofs are much simpler than those for existing schemes.
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1 Introduction

1.1 Backgrounds

Leasing cryptographic keys. The delegation and revocation of privileges are required in many application scenarios

of cryptographic primitives. For example, the following situation is common in many applications: The lessor Alice

leases cryptographic secret key sk to the lessee Bob so that Bob can have the privilege for a certain task by using sk for

a limited time period, and at later point, Alice needs to revoke Bob’s privilege. The de fact solution for this problem in

classical cryptography is key update. Namely, Alice simply stops using sk when Alice revokes Bob, and starts to use a

new key sk′. However, updating key is undesirable for many reasons and it should be avoided as long as possible. If sk

is a secret key of public key encryption (PKE) or digital signature scheme, Alice needs to update not only sk but also

its corresponding public key and announce the new public key all over the world, which is highly costly. Even worse,

updating public key could cause vulnerability based on the time-lag in the update. For example, it might be the case

that Charlie who does not realize that Alice’s public encryption key is updated sends a ciphertext generated by using

the old public encryption key after Bob is revoked. Since Bob has the old secret key needed to decrypt the ciphertext,

Bob can get the message sent by Charlie even though Bob is already revoked.

Key leasing without key update? The above situation raises one natural question whether we can achieve key

leasing capability without key update. It is clearly impossible in classical cryptography. For example, if Alice

keeps using the un-updated public encryption key, it is impossible to prevent Bob from decrypting future ciphertexts.

However, surprisingly, key leasing without key update is in fact possible by utilizing quantum information together

with cryptography.

Secure key leasing. Secure key leasing (a.k.a. key-revocable cryptography) [KN22, AKN+23, APV23] is a quantum

cryptographic primitive that achieves key leasing capability without key update by considering key deletion protocol.

In a secure key leasing scheme, we can generate a quantum secret key (that is, secret key encoded into a quantum state)

together with a secret deletion verification key. Moreover, the secure key leasing scheme has the deletion algorithm

and deletion verification algorithm, in addition to the algorithms that form a standard cryptographic primitive (such as

the key generation, encryption, and decryption algorithms for PKE). The deletion verification key and the additional

two algorithms are used in the deletion protocol. Consider again the situation where Alice leases (quantum) secret key

sk to Bob, and at later point, Alice needs to revoke Bob. In the secure key leasing scheme, when Alice revokes Bob,

Alice requires Bob to send a deletion certificate by executing the deletion algorithm to the leased secret key sk . On

receiving the deletion certificate from Bob, Alice can check its validity by using the deletion verification algorithm with

the deletion verification key. The security of the secure key leasing scheme guarantees that if the deletion verification

algorithm accepts the deletion certificate, Bob’s privilege is lost, that is, Bob can no longer perform the task that

requires sk . For example, in PKE with secure key leasing, Bob cannot decrypt a newly seen ciphertext once Bob

deletes the leased key and the generated deletion certificate is accepted. We emphasize that the security guarantee

holds even if the ciphertext is generated by using the unupdated public encryption key, and it achieves key leasing

capability without any key update.

In secure key leasing, the deletion certificate can either be a quantum state or a classical string. If a secure key

leasing scheme has completely classical deletion certificate and deletion verification algorithm, we say that it has

classical revocation.

Previous results on secure key leasing. A notable feature of secure key leasing is that it can be realized based

on standard cryptographic assumptions. This is contrast to the related notion of unclonable cryptographic keys that

currently require highly strong assumption of post quantum indistinguishability obfuscation (iO) [CLLZ21, LLQZ22].

Kitagawa and Nishimaki [KN22] constructed bounded-time secure secret key encryption (SKE) with secure key

leasing based on any one-way function (OWF).1 Agrawal, Kitagawa, Nishimaki, Yamada, and Yamakawa [AKN+23]

and Ananth, Poremba, and Vaikuntanathan [APV23] concurrently and independently introduced PKE with secure

1More precisely, they constructed bounded collusion secure secret key functional encryption with secure key leasing.
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Table 1: Comparison of PKE-SKL

Reference Revocation VRA security Assumption

[AKN+23] Quantum PKE

[APV23, AHH24] Classical LWE

Ours Classical X PKE

Table 2: Comparison of PRF-SKL

Reference Revocation VRA security Assumption

[APV23, AHH24] Classical LWE

Ours Classical X OWF

key leasing (PKE-SKL)2 and gave its constructions with incomparable features. The construction of [AKN+23]

is based on any standard (classical) PKE, but needs quantum revocation, while the construction of [APV23] has

classical revocation, but relies on a stronger assumption called the learning with errors (LWE) assumption and an

unproven conjecture. The reliance on the unproven conjecture of [APV23] was removed by a follow-up work by

Ananth, Hu, and Huang [AHH24], but they still rely on the LWE assumption, which is stronger than the mere existence

of standard PKE. In addition to PKE, these works construct more primitives with secure key leasing. Specifically,

[AKN+23] extended their PKE-SKL to more advanced encryption primitives such as identity-based encryption (IBE),

attribute-based encryption (ABE), and functional encryption (FE), with secure key leasing by assuming only their

standard counterparts. [APV23, AHH24] extended their PKE-SKL to fully-homomorphic encryption with secure key

leasing (FHE-SKL) and also constructed pseudorandom function with secure key leasing (PRF-SKL) having classical

revocation based on the LWE assumption. More recently, Morimae, Poremba, and Yamakawa [MPY24] introduced

digital signatures with secure key leasing (DS-SKL)3 and constructed it with classical revocation based on the LWE

assumption. However, their construction has a drawback that a signing key evolves whenever a new signature is issued,

and in particular, the sizes of signing keys and signatures linearly grow with the total number of issued signatures.4

They also give another construction based on one-way group actions (OWGA) [JQSY19]. but the construction only

supports quantum revocation and has a similar drawback that the sizes of signing keys and signatures linearly grow

with the total number of issued signatures.

Although we already have some positive results as listed above, secure key leasing is a relatively new primitive and

our understanding for it has not yet developed enough. In fact, we have many natural questions raised from the initial

results. This includes the following.

• Can we construct PKE-SKL with classical revocation from any standard PKE?

• Can we construct PRF-SKL from standard PRFs or equivalently from any OWFs?

• Can we construct DS-SKL such that the sizes of signing keys and signatures are independent of the number of

issued signatures?

1.2 Our Results

In this work, we propose a new unified framework for realizing secure key leasing schemes, and solve the above

questions affirmatively. More specifically, we propose a simple framework for constructing secure key leasing schemes

via the certified deletion property of BB84 states. Based on our framework, we obtain the following schemes.

2[APV23] calls it revocable PKE.

3They call it digital signatures with revocable signing keys (DSR-Key).

4They also sketched an idea to reduce the signature size to be logarithmic in the number of issued signatures, but it does not reduce the signing

key size.
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Table 3: Comparison of DS-SKL

Reference Revocation VRA security Signing key size Signature size Assumption

[MPY24] Classical n · poly(λ) n · poly(λ) LWE

[MPY24] Quantum n · poly(λ) n · poly(λ) OWGA

Ours Classical X poly(λ) poly(λ) SIS

n: the number of issued signatures, λ: the security parameter.

• PKE-SKL with classical revocation based on any IND-CPA secure PKE scheme.

• PRF-SKL with classical revocation based on OWFs.

• DS-SKL with classical revocation based on the short integer solution (SIS) assumption. Our scheme has static

signing keys, i.e., the states of a signing key almost does not change before and after signing. In particular, this

implies that the sizes of signing keys and signatures are independent of the number of issued signatures.

In addition, all of our schemes remain secure even if a deletion verification key used by the deletion verification

algorithm is leaked after the adversary submits a valid certificate of deletion. We call it security against verification key

revealing attack (VRA security). To our knowledge, all prior constructions are totally broken in this setting. Moreover,

in our view, our security proofs are much simpler than those for existing schemes. Comparisons among existing and

our constructions can be found in Tables 1 to 3.

On security definitions. We introduce new security definitions for PKE-SKL, PRF-SKL, and DS-SKL that capture

VRA security explanied above. While ours are not implied by any of existing security definitions, some of existing

definitions are incomparable to ours. For clarity, we summarize relationships among our and existing security

definitions.

PKE-SKL: Our security definition, called IND-VRA security, implies the security definition from [AKN+23], known

as IND-KLA security.5 While IND-VRA security does not imply the definition in [APV23, AHH24], referred

to as APV-security, this is because APV-security requires ciphertext pseudorandomness rather than a more

standard indistinguishability-based definition. If we consider a slightly weakened variant of APV-security with

an indistinguishability-based definition, then it would be implied by IND-VRA security. See the last paragraph

of Section 4.1 and Appendix B for more details.

PRF-SKL: Our security definition, called PR-VRA security, implies the security definition of [APV23, AHH24].

DS-SKL: Our security definition, called RUF-VRA security, is incomparable to the security definition of [MPY24].

In fact, their security definition is impossible to achieve by a scheme that has static signing keys as in our

scheme. Thus, we introduce a new security definition that is achievable by schemes with static signing keys,

which resembles the security definition of copy-protection of signing keys in [LLQZ22]. See also Remark 4.18.

1.3 More on Related Works

Secure software leasing Ananth and La Placa [AL21] introduced a notion called secure software leasing (SSL).

SSL is a relaxed variant of quantum copy protection [Aar09] for general functions. In this primitive, a lessor who has

a program can generate a quantum state encoding the program and can lease it to a lessee. The security notion of

SSL roughly guarantees that once the lessee deletes it correctly with the designated deletion process, the lessee can

no longer compute the program. They provided the SSL scheme supporting a subclass of evasive functions6 based

5Strictly speaking, the implication holds only when the message space is polynomial-size, but this is not an issue in terms of existential implication.

That is, if we have an IND-VRA secure PKE-SKL scheme for single-bit messages, then the scheme also satisfies IND-KLA security, and its parallel

repetition yields an IND-VRA secure PKE-SKL scheme for arbitrarily long messages.

6Evasive functions is a class of functions for which it is hard to find an accepting input given only black-box access to the function.
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on public key quantum money and the hardness of the LWE assumption. Subsequently, Coladangelo, Majenz, and

Poremba [CMP20] and Kitagawa, Nishimaki, and Yamakawa [KNY21] showed more positive results on SSL.

However, the main focus of [AL21] was impossibility on quantum copy protection for general functions and

its relaxed variants, thus they defined the security notion for SSL with a highly strong restriction, which makes

their impossibility result strong. Roughly speaking, SSL provides the security guarantee only when the lessee tries

to compute the leased program on a correct platform designated by the lessor, which leaves a possibility that the

lessee can keep computing the program with other platforms even after deleting the program state. The restriction is

fatal especially when we consider the notion in cryptographic applications. Then, Kitagawa and Nishimaki [KN22]

introduced the notion of secure key leasing as a relaxation of unclonable cryptographic key (that is, quantum copy

protection for cryptographic functionalities), removing the restriction in the security notion of SSL.

Unclonable cryptographic key. Georgiou and Zhandry [GZ20] initiated the study of PKE with unclonable secret

keys and construct it based on very strong assumptions including one-shot signatures and extractable witness encryption.

Coladangelo, Liu, Liu, and Zhandry [CLLZ21] constructed PKE with unclonable secret keys and PRF with unclonable

evaluation keys assuming sub-exponentially secure iO and the hardness of the LWE assumption. Liu, Liu, Qian, and

Zhandry [LLQZ22] extended the constructions by [CLLZ21] into ones with bounded collusion resistance. Bounded

collusion resistant unclonability roughly guarantees that given k quantum secret key state for a-priori bounded k, any

adversary cannot generate k + 1 copies of the secret key state. The paper also proposed a construction of digital

signature with bounded collusion resistant unclonable signing key assuming sub-exponentially secure iO and the

hardness of the LWE assumption. Recently, Çakan and Goyal[ÇG24] constructed PKE with fully collusion resistant

unblonable secret key from a similar set of assumptions.7

Unclonable cryptographic key directly inherits the unclonability of quantum states and seems more desirable

compared to secure key leasing. However, unclonable cryptographic key would be too strong to be realized from

standard assumptions. As we saw above, all existing constructions of it requires strong assumption of iO that currently

does not have any instantiation based on well-studied post quantum assumptions. In fact, the use of iO is somewhat

inherent with the current techniques from the fact that they imply publicly verifiable quantum money8 whose realization

without post quantum secure iO is one of the biggest challenge in quantum cryptography. The situation encourages to

study relaxed notions including secure key leasing that is still useful and can be realized from standard assumptions.

Secure key leasing with classical communication. Chardouvelis, Goyal, Jain, and Liu [CGJL23] constructed PKE-

SKL with a classical lessor, i.e., a leased quantum secret key can be generated by interaction between quantum lessee

and classical lessor over classical channel and revocation can also be done classically. Their construction is based

on the LWE assumption. It is unlikely to have PKE-SKL with a classical lessor only assuming the existence of PKE

since PKE-SKL with a classical lessor immediately implies proofs of quantumness [BCM+21] but it is a major open

problem to construct proofs of quantumness from PKE.

Certified deletion. An encryption scheme with certified deletion [BI20] enables us to delete a quantum ciphertext

in a verifiable manner. Certified deletion is conceptually related to secure key leasing since secure key leasing can be

regarded as certified deletion of keys rather than ciphertexts. Broadbent and Islam [BI20] constructed an unconditionally

secure one-time SKE with certified deletion. The follow-up works [HMNY21, Por23, BK23, HKM+24, BGK+24]

study certified deletion for more advanced types of encryption including PKE, attribute-based encryption, functional

encryption, quantum fully homomorphic encryption, and witness encryption. The works by [KNY23, BKM+23]

extend the above schemes to publicly verifiable ones from minimal assumptions.

2 Technical Overview

We provide the technical overview.

7More precisely, they constructed public key functional encryption with fully collusion resistant unblonable secret key.

8More precisely, PKE and digital signature with unclonable secret key imply publicly verifiable quantum money, but it is not clear if PRF with

unclonable evaluation key does.
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2.1 Definition of Secure Key Leasing

We first introduce the definition of secure key leasing. Below, we use calligraphic font to denote that the object is a

quantum algorithm or quantum state (e.g., KG and q).

Syntax of secure key leasing with classical revocation. The focus of this work is secure key leasing primitives

having classical revocation. The syntax of X-SKL with classical revocation for a classical cryptographic primitive

X∈ {PKE,PRF,DS} is the same as that of X except for the following.

• The key generation algorithm KG is a quantum algorithm that outputs a quantum secret key sk instead of a

classical one, together with a classical secret deletion verification key dvk. If X is PKE (resp. DS), it also outputs

public encryption (resp. signature verification) key. Moreover, if X is PRF, it also outputs a classical master

secret key msk.

• X-SKL has the deletion algorithms Del and the deletion verification algorithm DelVrfy in addition to the

algorithms that form X. Del takes as input a quantum secret key sk ′, and outputs a classical deletion certificate

cert. DelVrfy takes as input a deletion verification key dvk and a deletion certificate cert, and outputs⊤ or ⊥.

• In addition to the correctness as a cryptographic primitive X, X-SKL satisfies deletion verification correctness.

It guarantees that for a pair of a quantum secret key sk and the corresponding deletion verification key dvk

output by KG , if we generate cert ← Del (sk ), then we have DelVrfy(dvk, cert) = ⊤, which means a correctly

generated deletion certificate always passes the verification.

Security notion for secure key leasing. The security of the secure key leasing scheme roughly guarantees that once

the adversary who is given a quantum secret key sk outputs a deletion certificate that is accepted by DelVrfy(dvk, ·),
the adversary can no longer perform the task that requires sk . As stated in Section 1.2, our schemes remain secure even

if the secret deletion verification key is given to the adversary after the adversary outputs a deletion certificate. We

introduce security definitions that capture such attacks and call it security against verification revealing attacks (VRA

security). We prove that VRA security is stronger than security under the existence of the verification oracle for secure

key leasing schemes with classical revocation, which was studied in a previous work [AKN+23]. (See Appendix B.)

We can define both unpredictability style security definition and indistinguishability style one for PKE-SKL and

PRF-SKL, though it is inherently unpredictability style for DS-SKL. For PKE-SKL, the former can be upgraded into

the latter by using the standard (quantum) Goldreich-Levin technique as shown in [AKN+23]. We show that a similar

upgrade is possible for PRF-SKL. Thus, in this work, we primarily focus on constructing secure key leasing primitives

satisfying unpredictability style security notions.

The unpredictability style VRA security experiment for X-SKL is abstracted by using a predicate P that determines

the adversary’s goal. It is described as follows.

1. The challenger generates sk and dvk by executing the key generation algorithm KG and sends sk to A. (If X is

PKE or DS, A is also given the corresponding public key output by KG .)

2. A outputs a classical string cert. If DelVrfy(dvk, cert) = ⊥, the experiment ends. Otherwise, the challenger

generates a challenge chall and corresponding auxiliary information aux, and sends dvk and chall to A. Note

that aux is used by the predicate P to determine whether A wins the experiment or not.

3. A outputs ans.

A wins the experiment if both DelVrfy(dvk, cert) = ⊤ and P(aux, ans) = 1 holds simultaneously. For example, if X

is PKE, chall is a ciphertext of a uniformly random message m, aux is m, and ans is the guess m′ for m by A. Also,

P(aux = m, ans = m′) outputs 1 if and only if m′ = m. It guarantees that the winning probability of any QPT A is

negligible in the security parameter.
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2.2 Certified Deletion Property of BB84 States.

As stated above, we propose a new framework for achieving secure key leasing schemes. Its security is based on the

certified deletion property of BB84 states proven in [BSS21]. More specifically, we use its variant with “verification

key revealing” that can be reduced to the original version. It is defined as follows.

For strings x ∈ {0, 1}n and θ ∈ {0, 1}n, we let
∣∣xθ
〉

:= Hθ[1] |x[1]〉 ⊗ · · · ⊗ Hθ[n] |x[n]〉, where H is the

Hadamard operator, and x[i] and θ[i] are the i-th bits of x and θ, respectively. A state of the form
∣∣xθ
〉

is called a BB84

state [BB20]. Consider the following experiment.

1. The challenger picks uniformly random strings x ∈ {0, 1}n and θ ∈ {0, 1}n and sends the BB84 state
∣∣xθ
〉

to

A.

2. A outputs a classical string y ∈ {0, 1}n.

3. A is then given θ and (x[i])i∈[n]:θ[i]=1, and outputs a classical string z ∈ {0, 1}n.

A wins the experiment if y[i] = x[i] for every i ∈ [n] such that θ[i] = 1 and z[i] = x[i] for every i ∈ [n] such that

θ[i] = 0. The certified deletion property of BB84 states that the winning probability of any adversary A is negligible

in n.

The string y output by A can be seen as a deletion certificate that is accepted if it agrees with x in the Hadamard

basis positions. The verification of the deletion certificate is done by the deletion verification key (θ, (x[i])i∈[n]:θ[i]=1).

Note that A can generate an accepting deletion certificate by just measuring the given BB84 state
∣∣xθ
〉

in the Hadamard

basis. Then, the property says that once A outputs an accepting deletion certificate, it is impossible for A to obtain the

value of x in all of the computational basis positions even given the deletion verification key (θ, (x[i])i∈[n]:θ[i]=1).

2.3 The General Framework

We now move on to our general framework for realizing secure key leasing schemes with VRA security.9 The way we

construct key generation, deletion, and deletion verification algorithms is common among all of our constructions.

Key generation algorithm. The key generation algorithm KG first generates 2n classical secret keys (ski,b)i∈[n],b∈{0,1}
and (x, θ)← {0, 1}n × {0, 1}n. It then applies the map Mi that acts as

|b〉 |c〉 → |b〉 |c⊕ ski,c〉

to the i-th qubit of the BB84 state
∣∣xθ
〉

and |0 · · · 0〉, and obtains a quantum state sk i for every i ∈ [n]. Namely, we

have

sk i :=




|x[i]〉

∣∣∣ski,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉 |ski,0〉+ (−1)x[i] |1〉 |ski,1〉

)
(if θ[i] = 1).

The resulting secret key is set to sk := (sk 1, . . . , sk n). The corresponding deletion verification key is set to dvk :=
(θ, (x[i])i∈[n]:θ[i]=1, (ski,0, ski,1)i∈[n]:θ[i]=1).

We explain how the public keys of PKE-SKL and DS-SKL and the master secret key of PRF-SKL are generated

when we provide concrete constructions.

9We do not provide the framework formally in the main body, and show each construction directly, because introducing it in the main body

requires defining many abstracted notions formally that could prevent readers from verifying the correctness of our schemes efficiently. Nevertheless,

we choose to provide the framework in this overview because we believe it is highly helpful to acquire the unified design strategy lying behind all of

our constructions.
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Deletion and deletion verification algorithms. The deletion algorithm Del , given the above sk = (sk 1, . . . , sk n),
measures sk i in the Hadamard basis and obtains (ei, di) for every i ∈ [n]. The resulting deletion certificate is set to

cert := (ei, di)i∈[n]. The deletion verification algorithm,given a deletion verification key dvk := (θ, (x[i])i∈[n]:θ[i]=1, (ski,0, ski,1)i∈[n]:θ[i]=
and a deletion certificate cert′ = (e′i, d′i)i∈[n], outputs ⊤ if and only if e′i = x[i]⊕ d′i · (ski,0 ⊕ ski,1) holds for every

i ∈ [n] such that θ[i] = 1. We can confirm the deletion verification correctness of the construction by simple

calculations.

Given the construction of the above three algorithms, we show that the construction satisfies a nice property that

we can convert a valid deletion certificate cert for the quantum secret key sk to a valid deletion certificate y for

the BB84 state
∣∣xθ
〉

by using 2n secret keys (ski,b)i∈[n],b∈{0,1}. Suppose cert′ = (e′i, d′i)i∈[n] is a valid deletion

certificate for sk . Then, we have e′i = x[i]⊕ d′i · (ski,0 ⊕ ski,1) for every i ∈ [n] such that θ[i] = 1. Thus, if we set

y[i] = e′i ⊕ d′i · (ski,0 ⊕ ski,1) for every i ∈ [n], then we have y[i] = x[i] for all every i ∈ [n] such that θ[i] = 1, and

thus y is a valid deletion certificate for the BB84 state
∣∣xθ
〉
.

Special challenge generation. In our secure key leasing schemes, we construct the remaining algorithms with the

property that allows us to reduce their security to the certified deletion property of BB84 states. The property is that

we can generate a special challenge challθ and corresponding special auxiliary information auxx,θ with the following

two requirements, where challθ can depend on θ but not on x and auxx,θ can depend on both x and θ as the notation

suggests.

Indistinguishability from the normal challenge: Let key := (x, θ, (ski,x[i])i∈[n]:θ[i]=0, (ski,0, ski,1)i∈[n]:θ[i]=1). It

requires that the normal challenge tuple (chall, aux) and the special challenge tuple (challθ , auxx,θ) are compu-

tationally indistinguishable given key.

Suppose we simulate the VRA security experiment for a QPT adversary A until it outputs deletion certificate

cert, gives special challenge challθ toA, and obtains A’s final output ans′. Note that we can generate sk and dvk

required for the simulation from key. Thus, indistinguishability from the normal challenge property implies that

Pr[DelVrfy(dvk, cert) = ⊤ ∧ P(auxx,θ, ans′) = 1] is negligibly close to A’s winning probability in the original

experiment, where auxx,θ is the special auxiliary information corresponding to challθ .

Extractability for the computational basis positions: It requires that there exists an extractor ExtCompθ with the

following property. Suppose we simulate the VRA security experiment for a QPT adversary A until it outputs

deletion certificate cert, gives challθ to A, and obtains A’s final output ans′. Then, if P(auxx,θ, ans′) = 1 holds

for the special auxiliary information auxx,θ corresponding to challθ, ExtCompθ can extract (x[i])i∈[n]:θ[i]=0

almost certainly from ans′. As the notation suggests, ExtCompθ can depend on θ but not on x.

The reason for the constraints for the dependence on x and θ posed to challθ , auxx,θ and ExtCompθ will be clear in the

next paragraph.

Reduction to the certified deletion property of BB84 states. We now sketch the reduction algorithm B attacking

the certified deletion property of BB84 states using an adversary A for our secure key leasing scheme.

1. Given a BB84 state
∣∣xθ
〉
, B samples 2n secret keys (ski,b)i∈[n],b∈{0,1}, and generates sk from

∣∣xθ
〉

and those 2n
secret keys as the key generation algorithm designates. B then sends sk to A.

2. When A outputs cert′, B converts it into a deletion certificate y for the BB84 state using (ski,b)i∈[n],b∈{0,1} as

described above and outputs y.

3. Given (θ, (x[i])i∈[n]:θ[i]=1), B sets dvk = (θ, (x[i])i∈[n]:θ[i]=1, (ski,0, ski,1)i∈[n]:θ[i]=1). B also generates a

special challenge challθ and sends dvk and challθ to A. When A outputs ans′, B outputs (z[i])i∈[n]:θ[i]=0 ←
ExtCompθ(ans′). B can generate challθ and executes ExtCompθ since they do not depend on x though they

might depend on θ.
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Suppose A’s winning probability in the original security experiment is ǫ. From the indistinguishability from the

normal challenge of the special challenge, we have Pr[DelVrfy(dvk, cert) = ⊤ ∧ P(auxx,θ, ans′) = 1] = ǫ− negl(λ),
where auxx,θ is the special auxiliary information corresponding to challθ. B can output a valid deletion certificate

for the given BB84 state
∣∣xθ
〉

if the event DelVrfy(dvk, cert) = ⊤ occurs as we checked above. Moreover, from the

extractability for the computational basis positions, B can also outputs (x[i])i∈[n]:θ[i]=0 with overwhelming probability

if the event P(auxx,θ, ans′) = 1 occurs. This means B wins the certified deletion experiment for BB84 states with

probability at least ǫ− negl(λ), which means ǫ is negligible and the proof is done. Note that B do not need to check

the condition P(auxx,θ, ans′) = 1 and thus it is not an issue if auxx,θ depends on x that is not given to B throughout

the experiment.

Therefore, all we have to do is to show how to construct the algorithms other than the key generation, deletion, and

deletion verification algorithms so that the resulting construction meets the required property. We below show it for

each of our PKE-SKL, PRF-SKL, and DS-SKL.

2.4 PKE-SKL

A PKE-SKL scheme has the encryption algorithm Enc and the decryption algorithm Dec in addition to KG , Del , and

DelVrfy. Enc and Dec have the same input-output behavior with those of standard PKE schemes except that Dec takes

as input a quantum secret key instead of a classical one. A PKE-SKL scheme also satisfies decryption correctness

similarly to standard PKE. The decryption correctness also guarantees the reusability of the quantum secret key (see

Remark 4.2).

Unpredictability style VRA security definition. As stated above, it is obtained by setting chall as a ciphertext ct∗

of a random message m∗, aux as m∗, ans as the guess m′ for m∗ by the adversary A, and P as the predicate such that

given aux = m∗ and ans = m′, it outputs 1 if and only if m′ = m∗, in the security experiment provided in Section 2.1.

Construction. We construct PKESKL = PKESKL.(KG , Enc, Dec, Del , DelVrfy) for the message space {0, 1}n using

a classical PKE scheme PKE = PKE.(KG, Enc, Dec) for the message space {0, 1}.
PKESKL.KG: It generates (pki,b, ski,b) ← PKE.KG(1λ) for every i ∈ [n] and b ∈ {0, 1}. It also generates

(x, θ)← {0, 1}n×{0, 1}n. It then generates sk and dvk using 2n secret keys (PKE.ski,b)i∈[n],b∈{0,1} and (x, θ)

as described in Section 2.3. It also sets pk := (PKE.pki,b)i∈[n],b∈{0,1}.

PKESKL.Enc and PKESKL.Dec: Given a public key pk = (PKE.pki,b)i∈[n],b∈{0,1}, and a message m ∈ {0, 1}n,

PKESKL.Enc generates PKE.cti,b ← PKE.Enc(PKE.pki,b, m[i]) for every i ∈ [n] and b ∈ {0, 1}. The

resulting ciphertext is ct := (PKE.cti,b)i∈[n],b∈{0,1}.

PKESKL.Dec takes sk = (sk 1, . . . , sk n) and ct := (PKE.cti,b)i∈[n],b∈{0,1} and acts as follows. Let Di be a uni-

tary that has PKE.cti,0 and PKE.cti,1 hardwired, and maps |b〉 |PKE.sk〉 |c〉 to |b〉 |PKE.sk〉
∣∣c⊕ PKE.Dec(sk, PKE.cti,b)

〉
.

PKESKL.Dec applies Di to sk i ⊗ |0〉 and obtains mi by measuring the last register for every i ∈ [n], and output

m1‖ · · · ‖mn. The construction satisfies the decryption correctness. For the proof for decryption correctness,

see Section 5.

PKESKL.Del and PKESKL.DelVrfy are constructed as described in Section 2.3.

Special challenge and auxiliary information. In the construction of PKESKL, the special challenge challθ = ĉt =
(PKE.ĉti,b)i∈[n],b∈{0,1} is generated as

PKE.ĉti,b ←
{

PKE.Enc(PKE.eki,b, m∗[i]⊕ b) (if θ[i] = 0)

PKE.Enc(PKE.eki,b, m∗[i]) (if θ[i] = 1),

where m∗ ← {0, 1}n. Let xc be a string such that xc[i] = x[i] if θ[i] = 0 and xc = 0 otherwise and m̂ = m∗ ⊕ xc.

The special auxiliary information auxx,θ corresponding to challθ is m̂.
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Assuming PKE is IND-CPA secure, we prove the indistinguishability from the normal challenge, that is, we

prove the above (challθ = ĉt, auxx,θ = m̂) is computationally indistinguishable from the normal challenge distribu-

tion (chall = PKESKL.Enc(pk, m∗), aux = m∗), where m∗ ← {0, 1}n, given key = (x, θ, (PKE.ski,x[i])i∈[n]:θ[i]=0,

(PKE.ski,b)i∈[n],b∈{0,1}:θ[i]=1). The normal challenge distribution is the same as the distribution (PKESKL.Enc(pk, m̂), m̂)
since m̂ = m∗⊕ xc is distributed uniformlyat random. Moreover, the only difference between the latter distribution and

the special challenge distribution is that in the former, PKE.cti,1−x[i] for every i ∈ [n] such that θ[i] = 0 is generated as

PKE.Enc(PKE.pki,1−x[i], m∗[i]⊕ x[i]) but in the latter, it is generated as PKE.Enc(PKE.pki,1−x[i], m∗[i]⊕ (1− x[i])).

Then, the proof is completed from the IND-CPA security of PKE since PKE.ski,1−x[i] for every i ∈ [n] such that

θ[i] = 0 is not given to the distinguisher.

We finally check the extractability for the computational basis position. Suppose ans′ = m′ satisfies P(auxx,θ, ans′) =
1. Then, we have m′[i] = m̂[i] = m∗[i]⊕ x[i] holds for every i ∈ [n] such that θ[i] = 0. We can easily extract x[i] by

computing m′[i]⊕m∗[i] for every i ∈ [n] such that θ[i] = 0.

2.5 PRF-SKL

We move on to our PRF-SKL construction. As stated before, we first construct one with unpredictability style security,

that is, unpredictable function with secure key leasing (UPF-SKL), and then upgrade it into PRF-SKL via the Goldreich-

Levin technique. We below review the syntax and security notion for UPF-SKL, and then provide the construction of

our UPF-SKL and explain its special challenge property.

A UPF-SKL scheme has two evaluation algorithms Eval and LEval in addition to KG , Del , and DelVrfy. Eval

(resp. LEval ) takes master secret key msk (resp. quantum secret key sk ) and an input s ∈ Dprf and outputs t ∈ Rprf ,

where Dprf and Rprf are the domain and range, respectively. For evaluation correctness, we require that Eval(msk, s) =

LEval (sk , s) holds with overwhelming probability for any input s ∈ Dprf , where (msk, sk , dvk) ← KG(1λ). The

evaluation correctness also guarantees the reusability of the quantum secret key.

Unpredictability style VRA security definition. It is obtained by setting chall as a random input s∗, aux as

t∗ = Eval(msk, s∗), ans as the guess t′ for t∗ by the adversary A, and P as the predicate that takes aux = t∗ and

ans = t′ and outputs 1 if and only if t′ = t∗, in the security experiment provided in Section 2.1.

Building block: two-key equivocal PRF. We use two-key equivocal PRF (TEPRF) that can be constructed from

one-way functions [HJO+16] as the building block of our UPF-SKL. A TEPRF for the domain Dprf consists of

two algorithms TEPRF.KG and TEPRF.Eval. TEPRF.KG takes as input a security parameter 1λ and an input

s̃ ∈ Dprf and outputs two keys TEPRF.sk0 and TEPRF.sk1. TEPRF.Eval takes as input a secret key TEPRF.sk
and an input s ∈ Dprf , and outputs t. It satisfies the correctness notion called equality that guarantees that we

have TEPRF.Eval(TEPRF.sk0, s) = TEPRF.Eval(TEPRF.sk1, s) for any s̃, s ∈ Dprf such that s̃ 6= s and a pair of

keys (TEPRF.sk0, TEPRF.sk1) generated by executing TEPRF.KG(1λ, s̃). It also satisfies the security notion called

differing point hiding that guarantees that for any QPT adversary and s̃ ∈ Dprf , if the adversary is given only either

one of (TEPRF.sk0, TEPRF.sk1)← TEPRF.KG(1λ, s̃), the adversary cannot obtain any information of s̃.

Construction. We construct UPFSKL = UPFSKL.(KG , Eval, LEval , Del , DelVrfy) for the domain {0, 1}n·λ using

a TEPRF TEPRF = TEPRF.(KG, Eval) for the domain {0, 1}λ.

UPFSKL.KG: It generates s̃i ← {0, 1}ℓ, and (TEPRF.ski,0, TEPRF.ski,1) ← TEPRF.KG(1λ, s̃i) for every i ∈
[n]. It also generates (x, θ) ← {0, 1}n × {0, 1}n. It then generates sk and dvk using 2n secret keys

(TEPRF.ski,b)i∈[n],b∈{0,1} and (x, θ) as described in Section 2.3. It also sets msk = (TEPRF.ski,0)i∈[n].

UPFSKL.Eval and UPFSKL.LEval : Given a master secret key msk = (TEPRF.ski,0)i∈[n] and an input s = s1‖ · · · ‖sn,

where si ∈ {0, 1}λ for every i ∈ [n], it computes ti ← TEPRF.Eval(TEPRF.ski,0, si) for every i ∈ [n], and

outputs t := t1‖ · · · ‖tn.
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UPFSKL.LEval takes sk = (sk 1, . . . , sk n) and s = s1‖ · · · ‖sn and acts as follows. Let Ei be a uni-

tary that has si hardwired, and maps |b〉 |TEPRF.sk〉 |c〉 to |b〉 |TEPRF.sk〉 |c⊕TEPRF.Eval(TEPRF.sk, si)〉.
UPFSKL.LEval applies Ei to sk i ⊗ |0 · · · 0〉 and obtains ti by measuring the last register for every i ∈ [n],
and outputs t := t1‖ · · · ‖tn. We can check that UPFSKL.LEval (sk , s) ouptuts UPFSKL.Eval(msk, s), unless

si = s̃i holds for some i ∈ [n], where s̃i is the input used when generating (TEPRF.ski,0, TEPRF.ski,1). The

construction satisfies evaluation correctness. For the formal proof of evaluation correctness, see Section 6.

UPFSKL.Del and UPFSKL.DelVrfy are constructed as described in Section 2.3.

Special challenge and auxiliary information. In the construction of UPFSKL, the special challenge challθ = ŝ =
ŝ1‖ · · · ‖ŝn is generated as

ŝ =

{
s̃i (if θ[i] = 0)

s∗i (if θ[i] = 1),

where s̃i is the input used when generating (TEPRF.ski,0, TEPRF.ski,1) and s∗i ← {0, 1}λ for every i ∈ [n]. Let

t̂i ← TEPRF.Eval(TEPRF.ski,x[i], ŝi) for every i ∈ [n] and t̂ = t̂1‖ · · · ‖t̂n. The special auxiliary information auxx,θ

corresponding to challθ is t̂.
Based on the differing point hiding property of TEPRF, we prove the indistinguishability from the normal

challenge, that is, we prove that the above (challθ = ŝ, auxx,θ = t̂) is computationally indistinguishable from

the normal challenge (chall = s∗, aux = t∗ = UPFSKL.Eval(msk, s∗)), where s∗ ← {0, 1}λ·n, given key =
(x, θ, (TEPRF.ski,x[i])i∈[n]:θ[i]=0, (TEPRF.ski,b)i∈[n],b∈{0,1}:θ[i]=1). Given key, we can generate t∗ and t̂ in exactly the

same way respectively from s∗ and ŝ. Thus, what we need to prove is that s∗ and ŝ are computationally indistinguishable

given key. This follows from the differing point hiding property of TEPRF and the fact that for every i ∈ [n] such that

θ[i] = 0, only TEPRF.ski,x[i] is given and TEPRF.ski,1−x[i] is completely hidden.

We finally check the extractability for the computational basis position. Suppose ans′ = t′ = t′1‖ · · · ‖t′n satisfies

P(auxx,θ, ans′) = 1. Then, we have t′i = TEPRF.Eval(TEPRF.ski,x[i], ŝi) holds for every i ∈ [n] such that θ[i] = 0.

From the correctness of TEPRF, we have TEPRF.Eval(TEPRF.ski,0, ŝi) 6= TEPRF.Eval(TEPRF.ski,1, ŝi) for every

i ∈ [n] such that θ[i] = 0. Thus, we can extract x[i] by checking which one of TEPRF.Eval(TEPRF.ski,0, ŝi) and

TEPRF.Eval(TEPRF.ski,1, ŝi) matches with t′i for every i ∈ [n] such that θ[i] = 0.

2.6 DS-SKL

A DS-SKL scheme has the signing algorithm Sign and the signature verification algorithm SigVrfy in addition to KG ,

Del , and DelVrfy. Sign and SigVrfy have the same input-output behavior with those of standard digital signature

schemes except that Sign takes as input a quantum secret key instead of a classical one. We quire standard signature

verification correctness for a DS-SKL scheme that guarantees that SigVrfy(svk, m, Sign(sk, m)) = ⊤ with overwhelm-

ing probability for any message m, where (svk, sk , dvk) ← KG(1λ). We denote the signature verification key as svk.

Differently from PKE-SKL and PRF-SKL (and UPF-SKL), the correctness does not imply reusability of the quantum

secret key. Thus, we separately require reusability that guarantees that we can generate a signature almost without

affecting the quantum secret key.

Unpredictability style VRA security definition. It is obtained by setting chall as a random message m∗, aux as m∗,
ans as a signature σ′, and P as the predicate that takes as input aux = m∗ and ans = σ′ and outputs 1 if and only if

SigVrfy(svk, m∗, σ′) = ⊤, in the security experiment provided in Section 2.1.

Building blocks: TEPRF and coherently-signable constrained signature. We use TEPRF also in our construction

of DS-SKL. Moreover, we use constrained signature satisfying coherently-signability that we introduce in this work.

A constrained signature scheme consists of four algorithms KG, Constrain, Sign, SigVrfy. By executing KG, we

obtain a signature verification key svk and a master secret key msk. By executing the constrain algorithm Constrain
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with msk and a function f , we can generate a constrained signing key sk f . Sign and SigVrfy acts as those of a standard

digital signature scheme, where Sign takes a constrained signing key sk f as input together with a message m. As the

correctness, the constrained signing key sk f satisfies that it can be used to generate a valid signature for a message

m such that f (m) = 1. As the security, it satisfies that any QPT adversary who is given sk f cannot generate a valid

signature for a message m such that f (m) = 0.

Coherent-signability of constrained signature roughly guarantees that there exists a QPT algorithm QSign such

that for any ( f0, f1, |ψ0〉 , |ψ1〉 , m, α, β) satisfying f0(m) = f1(m) = 1 and |α|2 + |β|2 = 1, QSign takes as input

α |0〉
∣∣∣sk f0

〉
|ψ0〉 + β |1〉

∣∣∣sk f1

〉
|ψ1〉 and m, and can output a valid classical signature σ almost without affecting

α |0〉
∣∣∣sk f0

〉
|ψ0〉+ β |1〉

∣∣∣sk f1

〉
|ψ1〉, where sk f0

and sk f1
are constrained keys for f0 and f1, respectively. We show

how to construct coherently-signable constrained signature based on the SIS assumption. We give an overview of the

construction of our coherently-signable constrained signature in the final paragraph of this subsection.

Construction. We construct DSSKL = DSSKL.(KG , Sign , SigVrfy, Del , DelVrfy) for the message space {0, 1}n·λ

using a TEPRF TEPRF = TEPRF.(KG, Eval) for the domain {0, 1}λ and a coherently-signable constrained signature

scheme CS = CS.(KG, Constrain, Sign, SigVrfy, QSign).

DSSKL.KG: It first generates s̃i ← {0, 1}ℓ, (TEPRF.ski,0, TEPRF.ski,1)← TEPRF.KG(1λ, s̃i), and (CS.svki, CS.mski)←
CS.KG(1λ) for every i ∈ [n]. It then generates CS.ski,b ← CS.Constrain(CS.mski, F[TEPRF.ski.b]) for

i ∈ [n] and b ∈ {0, 1}, where F[TEPRF.ski.b] is a function that takes (u, v) as input and outputs 1 if

v = TEPRF.Eval(TEPRF.ski,b, u) and 0 otherwise. It sets DS.ski,b = (TEPRF.ski,b, CS.ski,b) for every i ∈ [n]
and b ∈ {0, 1}. It also generates (x, θ)← {0, 1}n × {0, 1}n. It then generates sk and dvk using 2n secret keys

(DS.ski,b)i∈[n],b∈{0,1} and (x, θ) as described in Section 2.3. It also sets svk = (CS.svki)i∈[n].

DSSKL.Sign and DSSKL.SigVrfy: DSSKL.Sign takes sk = (sk 1, . . . , sk n) and m = s1‖ · · · ‖sn as inputs. Let Ei be a

unitary that has si hardwired, and maps |b〉 |TEPRF.sk〉 |CS.sk〉 |c〉 to |b〉 |TEPRF.sk〉 |CS.sk〉 |c⊕ TEPRF.Eval(TEPRF.sk, si)〉.
DSSKL.Sign first applies Ei to sk i ⊗ |0 · · · 0〉 and obtains ti by measuring the last register for every i ∈ [n].
Then, it generates CS.σi by executing QSign(sk i, si‖ti). The resulting signature is σ = (ti, CS.σi)i∈[n].

DSSKL.DelVrfy takes svk = (CS.svki)i∈[n], m = m1‖ · · · ‖mn, and σ = (ti, CS.σi)i∈[n] as input, and checks

if CS.SigVrfy(CS.svki, mi, CS.σi) = ⊤ or not for every i ∈ [n]. DSSKL.Sign outputs a valid signature almost

without affecting sk , unless si = s̃i holds for some i ∈ [n], from the correctness of TEPRF and the coherent-

signability of CS. As a result, the construction satisfies signature verification correctness and reusability of the

quantum secret key. For the proofs for them, see Section 7.

DSSKL.Del and DSSKL.DelVrfy are constructed as described in Section 2.3.

Special challenge and auxiliary information. In the construction of DSSKL, the special challenge challθ = m̂ =
ŝ1‖ · · · ‖ŝn is generated as

ŝ =

{
s̃i (if θ[i] = 0)

s∗ (if θ[i] = 1),

where s̃i is the input used when generating (TEPRF.ski,0, TEPRF.ski,1) and s∗ ← {0, 1}ℓ for every i ∈ [n]. The

corresponding special auxiliary information auxx,θ is also set to m̂.

We can prove indistinguishability from the normal challenge of this special challenge based on the security of

TEPRF, similarly to our UPF-SKL scheme. Thus, we omit it and go to the extractability for the computational basis

positions. Suppose an QPT adversary outputs ans′ = σ′ = (t′i, CS.σ′i )i∈[n] that satisfies P(auxx,θ, ans′) = 1. Then, we

have CS.SigVrfy(CS.svki, ŝi‖t′i, CS.σi) = ⊤ holds for every i ∈ [n] such that θ[i] = 0. For i ∈ [n] such that θ[i] = 0,

only CS.ski,x[i] is given to the adversary and CS.ski,1−x[i] is completely hidden. Then, from the unforgeability of CS,

it should hold that t′i = TEPRF.Eval(TEPRF.ski,x[i], ŝi) for every i ∈ [n] such that θ[i] = 0. From the correctness of

TEPRF, we have TEPRF.Eval(TEPRF.ski,0, ŝi) 6= TEPRF.Eval(TEPRF.ski,1, ŝi) for every i ∈ [n] such that θ[i] = 0.
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Then, we can extract x[i] by checking which one of TEPRF.Eval(TEPRF.ski,0, ŝi) and TEPRF.Eval(TEPRF.ski,1, ŝi)
matches with t′i for every i ∈ [n] such that θ[i] = 0.

Construction of Coherently-Signable Constrained Signatures. Tsabary [Tsa17] gave a simple generic conversion

from homomorphic signatures to constrained signatures. We consider a constrained signature scheme obtained by

applying the above conversion to the homomorphic signature scheme of [GVW15] based on the SIS assumption, and

show that the scheme satisfies coherent-signability.10 Very roughly speaking, a signature of their scheme on a message

m is a solution of the SIS problem x with respect to a matrix Am associated with m, i.e., x is a short vector such that

Amx = 0 mod q. A constrained signing key for a function f enables us to generate a trapdoor of Am, which enables

us to solve the SIS problem with respect to Am, for any m such that f (m) = 1. To show that the scheme satisfies

coherent-signability, we use the quantum Gaussian sampling technique developed in [Por23, APV23]. Roughly, the

quantum Gaussian sampling enables us to generate a Gaussian superposition over solutions to the SIS problem with

respect to a matrix A given a trapdoor of A. Notably, the Gaussian superposition is independent of a specific trapdoor

used in the procedure, and thus we can coherently run it over a superposition of different trapdoors without collapsing

the state.11 This property of the quantum Gaussian sampling is directly used to show the coherent-signability of the

constrained signature scheme.

3 Preliminaries

Notations and conventions. In this paper, standard math or sans serif font stands for classical algorithms (e.g., C or

Gen) and classical variables (e.g., x or pk). Calligraphic font stands for quantum algorithms (e.g., Gen) and calligraphic

font and/or the bracket notation for (mixed) quantum states (e.g., q or |ψ〉).
Let [ℓ] denote the set of integers {1, · · · , ℓ}, λ denote a security parameter, and y := z denote that y is set, defined,

or substituted by z. For a finite set X and a distribution D, x ← X denotes selecting an element from X uniformly at

random, x ← D denotes sampling an element x according to D. Let y← A(x) and y← A(x ) denote assigning to y
the output of a probabilistic or deterministic algorithm A and a quantum algorithm A on an input x and x , respectively.

When we explicitly show that A uses randomness r, we write y ← A(x; r). For a classical algorithm A, we write

y ∈ A(x) to mean that y is in the range of A(x), i.e., Pr[A(x) = y] > 0. PPT and QPT algorithms stand for

probabilistic polynomial-time algorithms and polynomial-time quantum algorithms, respectively. Let negl denote a

negligible function and poly denote a positive polynomial. For a string x ∈ {0, 1}n, x[i] is its i-th bit. For strings

x, y ∈ {0, 1}n, x · y denotes
⊕

i∈[n] x[i] · y[i]. For quantum states ρ and σ, ‖ρ− σ‖tr means their trace distance.

Certified deletion property of BB84 states. For strings x ∈ {0, 1}n and θ ∈ {0, 1}n, let
∣∣xθ
〉

:= Hθ[1] |x[1]〉 ⊗
· · · ⊗ Hθ[n] |x[n]〉 where H is the Hadamard operator. A state of the form

∣∣xθ
〉

is called a BB84 state [BB20]. We

review the certified deletion property of BB84 states.

Theorem 3.1 (Certified Deletion Property of BB84 States [BSS21, Proposition 4]). Consider the following game

between an adversary A = (A0, A1) the challenger.

1. The challenger picks a uniformly random strings x ∈ {0, 1}n and θ ∈ {0, 1}n and sends
∣∣xθ
〉

to A0.

2. A0 outputs a classical string y ∈ {0, 1}n and a state st .

3. θ, (x[i])i∈[n]:θ[i]=1, and st are sent to A1. A1 outputs a classical string z ∈ {0, 1}n.

Let CDBB84(A, n) be a random variable which takes the value 1 if y[i] = x[i] for every i ∈ [n] such that θ[i] = 1 and

z[i] = x[i] for every i ∈ [n] such that θ[i] = 0, and takes the value 0 otherwise. Then for any adversary A = (A0, A1),
it holds that

Pr[CDBB84(A, n) = 1] ≤ 2−Ω(n).

10Strictly speaking, our scheme is slightly different from the one obtained by applying the conversion of [Tsa17] to the scheme of [GVW15]. See

Remark 8.20.

11Precisely speaking, we have to also make sure that the garbage (i.e., the state of ancilla qubits) is also independent of the trapdoor.
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Remark 3.2. In [BSS21, Proposition 4], they do not include (x[i])i∈[n]:θ[i]=1 as input of A1. However, we observe

that giving (x[i])i∈[n]:θ[i]=1 to A1 does not strengthen the statement since we have (x[i])i∈[n]:θ[i]=1 = (y[i])i∈[n]:θ[i]=1

whenever CDBB84(A, n) = 1, in which case the adversary can recover it from y and θ by itself. We include

(x[i])i∈[n]:θ[i]=1 as input of A1 since this is more convenient for security proofs of our schemes.

3.1 Classical Cryptographic Primitives

Public-key encryption.

Definition 3.3 (PKE). A PKE scheme PKE is a tuple of three algorithms (KG, Enc, Dec). Below, letM be the message

space of PKE.

KG(1λ)→ (ek, dk): The key generation algorithm is a PPT algorithm that takes a security parameter 1λ, and outputs

an encryption key ek and a decryption key dk.

Enc(ek, m)→ ct: The encryption algorithm is a PPT algorithm that takes an encryption key ek and a message

m ∈ M, and outputs a ciphertext ct.

Dec(dk, ct)→ m̃: The decryption algorithm is a deterministic classical polynomial-time algorithm that takes a

decryption key dk and a ciphertext ct, and outputs a value m̃.

Correctness: For every m ∈ M, we have

Pr

[
Dec(dk, ct) = m

∣∣∣∣
(ek, dk)← KG(1λ)
ct← Enc(ek, m)

]
= 1− negl(λ).

Definition 3.4 (IND-CPA Security). We say that a PKE scheme PKE with the message spaceM is IND-CPA secure

if it satisfies the following requirement, formalized from the experiment Exp
ind-cpa
PKE,A (1λ, coin) between an adversary A

and the challenger:

1. The challenger runs (ek, dk)← KG(1λ) and sends ek to A.

2. A sends (m∗0 , m∗1) ∈ M2 to the challenger.

3. The challenger generates ct∗ ← Enc(ek, m∗coin) and sends ct∗ to A.

4. A outputs a guess coin′ for coin. The challenger outputs coin′ as the final output of the experiment.

For any QPT A, it holds that

Adv
ind-cpa
PKE,A (λ) :=

∣∣∣Pr
[
Exp

ind-cpa
PKE,A (1λ, 0) = 1

]
− Pr

[
Exp

ind-cpa
PKE,A (1λ, 1) = 1

]∣∣∣ ≤ negl(λ).

Two-key equivocal PRF. We rely on a primitive called two-key equivocal PRF (TEPRF) introduced in [HJO+16].

Definition 3.5 (Two-Key Equivocal PRF). A two-key equivocal PRF (TEPRF) with input length ℓ (and output length

1)12 is a tuple of two algorithms (KG, Eval).

KG(1λ, s∗)→ (key0, key1): The key generation algorithm is a PPT algorithm that takes as input the security parameter

1λ and a string s∗ ∈ {0, 1}ℓ, and outputs two keys key0 and key1.

Eval(key, s)→ b: The evaluation algorithm is a deterministic classical polynomial-time algorithm that takes as input

a key key and an input s ∈ {0, 1}ℓ, and outputs a bit b ∈ {0, 1}.

Equality: For all λ ∈ N, s∗ ∈ {0, 1}ℓ, (key0, key1)← KG(1λ, s∗), s ∈ {0, 1}ℓ \ {s∗},

Eval(key0, s) = Eval(key1, s).

12Though we can also define it for larger output length, we assume the output length to be 1 by default similarly to [HJO+16].
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Different values on target: For all λ ∈N, s∗ ∈ {0, 1}n, (key0, key1)← KG(1λ, s∗),

Eval(key0, s∗) 6= Eval(key1, s∗).

Differing point hiding. For any (stateful) QPT adversaryA,
∣∣∣∣Pr

[
A(keyb) = 1 :

(s∗0 , s∗1 , b)← A(1λ)
(key0, key1)← KG(1λ, s∗0)

]
− Pr

[
A(keyb) = 1 :

(s∗0 , s∗1 , b)← A(1λ)
(key0, key1)← KG(1λ, s∗1)

]∣∣∣∣ ≤ negl(λ).

Our definition of TEPRFs is slightly different from the original one in [HJO+16]. In Appendix A, we show that

their definition implies ours. Since they show that OWFs imply TEPRFs under their definition, a similar implication

holds for our definition of TEPRFs.

Theorem 3.6. Assuming the existence of OWFs, there exist TEPRFs with input length ℓ for any polynomial ℓ = ℓ(λ).

4 Cryptographic Primitives with Secure Key Leasing

4.1 Public Key Encryption with Secure Key Leasing

In this subsection, we define public key encryption with secure key leasing (PKE-SKL) with classical revocation.

The syntax is similar to that in [AKN+23] except that we introduce an algorithm that generates a classical certificate

of deletion of a decryption key. A similar definition is introduced in [APV23] as key-revocable PKE with classical

revocation.

Definition 4.1 (PKE-SKL with classical revocation). A PKE-SKL scheme PKESKL with classical revocation is a

tuple of five algorithms (KG , Enc, Dec, Del , DelVrfy). Below, letM be the message space of PKESKL.

KG(1λ)→ (ek, dk , dvk): The key generation algorithm is a QPT algorithm that takes a security parameter 1λ, and

outputs an encryption key ek, a decryption key dk , and a deletion verification key dvk.

Enc(ek, m)→ ct: The encryption algorithm is a PPT algorithm that takes an encryption key ek and a message

m ∈ M, and outputs a ciphertext ct.

Dec(dk , ct)→ m̃: The decryption algorithm is a QPT algorithm that takes a decryption key dk and a ciphertext ct,

and outputs a value m̃.

Del (dk )→ cert: The deletion algorithm is a QPT algorithm that takes a decryption key dk , and outputs a classical

string cert.

DelVrfy(dvk, cert)→ ⊤/⊥: The deletion verification algorithm is a deterministic classical polynomial-time algo-

rithm that takes a deletion verification key dvk and a deletion certificate cert, and outputs⊤ or ⊥.

Decryption correctness: For every m ∈ M, we have

Pr

[
Dec(dk , ct) = m

∣∣∣∣
(ek, dk , dvk)← KG(1λ)
ct← Enc(ek, m)

]
= 1− negl(λ).

Deletion verification correctness: We have

Pr

[
DelVrfy(dvk, cert) = ⊤

∣∣∣∣
(ek, dk , dvk)← KG(1λ)
cert← Del (dk )

]
= 1− negl(λ).

Remark 4.2 (Reusability). We can assume without loss of generality that a decryption key of a PKE-SKL scheme is

reusable, i.e., it can be reused to decrypt (polynomially) many ciphertexts. In particular, we can assume that for honestly

generated ct and dk , if we decrypt ct by using dk , the state of the decryption key after the decryption is negligibly

close to that before the decryption in terms of trace distance. This is because the output of the decryption is almost

deterministic by decryption correctness, and thus such an operation can be done without almost disturbing the input

state by the gentle measurement lemma [Win99].
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We next introduce the security notions for PKE-SKL with classical revocation. Unlike existing security definitions

of PKE-SKL [AKN+23] (or key-revocable PKE [APV23]), we allow the adversary to obtain the verification key after

submitting a valid certificate that passes the verification. We give more detailed comparisons after presenting our

definitions.

Definition 4.3 (IND-VRA security). We say that a PKE-SKL scheme PKESKL with classical revocation for the

message space M is IND-VRA secure,13 if it satisfies the following requirement, formalized by the experiment

Expind-vra
PKESKL,A(1

λ, coin) between an adversary A and the challenger:

1. The challenger runs (ek, dk , dvk)← KG(1λ) and sends ek and dk to A.

2. A sends cert and (m∗0 , m∗1) ∈ M2 to the challenger. If DelVrfy(dvk, cert) = ⊥, the challenger outputs 0 as the

final output of this experiment. Otherwise, the challenger generates ct∗ ← Enc(ek, m∗coin), and sends dvk and

ct∗ to A.

3. A outputs a guess coin′ for coin. The challenger outputs coin′ as the final output of the experiment.

For any QPT A, it holds that

Advind-vra
PKESKL,A(λ) :=

∣∣∣Pr
[
Expind-vra

PKESKL,A(1
λ, 0) = 1

]
− Pr

[
Expind-vra

PKESKL,A(1
λ, 1) = 1

]∣∣∣ ≤ negl(λ).

We also define the one-way variant of the above security.

Definition 4.4 (OW-VRA security). We say that a PKE-SKL scheme PKESKL with classical revocation for the message

spaceM is OW-VRA secure, if it satisfies the following requirement, formalized by the experiment Expow-vra
PKESKL,A(1

λ)
between an adversary A and the challenger:

1. The challenger runs (ek, dk , dvk)← KG(1λ) and sends ek and dk to A.

2. A sends cert to the challenger. If DelVrfy(dvk, cert) = ⊥, the challenger outputs 0 as the final output of this

experiment. Otherwise, the challenger chooses m∗ ← M, generates ct∗ ← Enc(ek, m∗), and sends dvk and

ct∗ to A.

3. A outputs m′. The challenger outputs 1 if m′ = m∗ and otherwise outputs 0 as the final output of the experiment.

For any QPT A, it holds that

Advow-vra
PKESKL,A(λ) := Pr

[
Expow-vra

PKESKL,A(1
λ) = 1

]
≤ negl(λ).

Remark 4.5 (Security as plain PKE). It is straightforward to see that IND-VRA (resp. OW-VRA) security implies

IND-CPA (resp. OW-CPA) security as a plain PKE scheme with quantum decryption keys.

By the quantum Goldreich-Levin lemma [AC02, CLLZ21] we have the following lemma.

Lemma 4.6. If there exists a OW-VRA secure PKE-SKL scheme with classical revocation, then there exists an IND-VRA

secure PKE-SKL scheme with classical revocation.

The proof is almost identical to that of [AKN+23, Lemma 3.12], and thus we omit it.

13"VRA" stands for "Verifiation key Revealing Attack"
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Comparisons with existing definitions. Here, we give brief comparisons among our and existing security definitions.

See Appendix B for more details.

Agrawal et al. [AKN+23] introduced security notions called IND-KLA and OW-KLA security where the adversary

is allowed to make arbitrarily many queries to the deletion verification oracle.14 Though we do not explicitly allow the

adversary to access the deletion verification oracle, we can show that

• OW-VRA security implies OW-KLA security (Lemma B.3).

• IND-VRA security implies IND-KLA security if the message space size is polynomial. (Lemma B.4).

The above suggests that IND-VRA security and IND-KLA security may be incomparable when the message space

size is super-polynomial. However, this is not a problem in terms of feasibility since we can always convert IND-VRA

secure scheme into IND-KLA secure scheme by first restricting the message space to be single bits and then expanding

the message space by parallel repetition which preserves IND-KLA security. In particular, combined with Lemma 4.6,

if there exists a OW-VRA secure PKE-SKL scheme with classical revocation, then there exists an IND-SKL secure

PKE-SKL scheme with classical revocation.

The security definition of Ananth et al. [APV23], which we call APV-security, is very close to a weaker variant

of IND-VRA security where the verification key is not given to the adversary. However, APV-security is not im-

plied by IND-VRA security due to a subtle reason that it requires ciphertext pseudorandomness rather than a more

standard indistinguishability-based definition. If we consider a slightly weakened variant of APV-security with an

indistinguishability-based definition, then it would be implied by IND-VRA security. We remark that achieving APV-

security based solely on the existence of IND-CPA PKE may be challenging, as the gap between indistinguishability-

based security and ciphertext pseudorandomness, even for standard PKE, remains unresolved.

4.2 Pseudorandom and Unpredictable Functions with Secure Key Leasing

In this subsection, we define pseudorandom functions with secure key leasing (PRF-SKL) with classical revocation.

The syntax is similar to that of key-revocable PRFs in [APV23] except that we introduce a deletion algorithm that

generates a classical certificate of deletion of a key.15

Definition 4.7 (PRF-SKL with classical revocation). A PRF-SKL scheme PRFSKL with classical revocation for the

domain Dprf and the range Rprf is a tuple of five algorithms (KG , Eval, LEval , Del , DelVrfy).

KG(1λ)→ (msk, sk , dvk): The key generation algorithm is a QPT algorithm that takes a security parameter 1λ, and

outputs a master secret key msk, a secret key sk , and a deletion verification key dvk.

Eval(msk, s)→ t: The evaluation algorithm is a deterministic classical polynomial-time algorithm that takes a master

secret key msk and an input s ∈ Dprf , and outputs a value t.

LEval (sk , s)→ t: The leased evaluation algorithm is a QPT algorithm that takes a secret key sk and an input s ∈ Dprf ,

and outputs a value t.

Del (sk )→ cert: The deletion algorithm is a QPT algorithm that takes a secret key sk , and outputs a classical string

cert.

DelVrfy(dvk, cert)→ ⊤/⊥: The deletion verification algorithm is a deterministic classical polynomial-time algo-

rithm that takes a deletion verification key dvk and a deletion certificate cert, and outputs⊤ or ⊥.

Evaluation correctness: For every s ∈ Dprf , we have

Pr
[
LEval (sk , s) = Eval(msk, s)

∣∣ (msk, sk , dvk)← KG(1λ)
]
= 1− negl(λ).

14Strictly speaking, these security notions are defined for PKE-SKL with quantum revocation, but the definition can be extended to the classical

revocation setting in a straightforward manner. See Definitions B.1 and B.2 for the definitions.

15[APV23] also mentions a classical revocation variant, but they do not provide its formal definition.
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Deletion verification correctness: We have

Pr

[
DelVrfy(dvk, cert) = ⊤

∣∣∣∣
(msk, sk , dvk)← KG(1λ)
cert← Del (sk )

]
= 1− negl(λ).

Remark 4.8 (Reusability). We can assume without loss of generality that a key of a PRF-SKL scheme is reusable, i.e., it

can be reused to evaluate on (polynomially) many inputs. This is because the output of the leased evaluation algorithm

is almost unique by evaluation correctness, and thus such an operation can be done without almost disturbing the input

state by the gentle measurement lemma [Win99].

Our security definition is similar to that in [APV23] except that we allow the adversary to receive the verification

key after submitting a valid certificate.

Definition 4.9 (PR-VRA security). We say that a PRF-SKL scheme PRFSKL with classical revocation for the domain

Dprf and the range Rprf is PR-VRA secure, if it satisfies the following requirement, formalized by the experiment

Exp
pr-vra
PRFSKL,A(1

λ, coin) between an adversary A and the challenger:

1. The challenger runs (msk, sk , dvk)← KG(1λ) and sends sk to A.

2. A sends cert to the challenger. If DelVrfy(dvk, cert) = ⊥, the challenger outputs 0 as the final output of this

experiment. Otherwise, the challenger generates s∗ ← Dprf , t∗0 ← Eval(msk, s∗), and t∗1 ← Rprf , and sends

(dvk, s∗, t∗coin) to A.

3. A outputs a guess coin′ for coin. The challenger outputs coin′ as the final output of the experiment.

For any QPT A, it holds that

Adv
pr-vra
PRFSKL,A(λ) :=

∣∣∣Pr
[
Exp

pr-vra
PRFSKL,A(1

λ, 0) = 1
]
− Pr

[
Exp

pr-vra
PRFSKL,A(1

λ, 1) = 1
]∣∣∣ ≤ negl(λ).

Remark 4.10 (Relationship with the definition of [APV23]). It is easy to see that PR-VRA security implies the security

of [APV23] since theirs is a weaker variant of PR-VRA security where the verification key is not given to the adversary.16

Remark 4.11 (Variant with the deletion verification oracle). We can consider a seemingly stronger definition where we

allow the adversary to make arbitrarily many queries to the deletion verification oracle in the first phase. However, we

can show that the PR-VRA security implies security in such a setting as well by a similar argument to the proof of

Lemma B.3. Thus, we omit the deletion verification oracle from the definition for simplicity.

Remark 4.12 (Security as a plain PRF). PR-VRA security does not imply security as a plain PRF though it does imply

security as a plain weak PRF. However, there is a very simple transformation to add security as a plain PRF as observed

in [APV23, Claim 9.8]. We can simply take an XOR of PR-VRA secure PRF-SKL and a plain PRF to achieve both

security simultaneously. Thus we focus on achieving PR-VRA security in this paper.

As an intermediate goal towards constructing PRF-SKL, we introduce a primitive which we call unpredictable

functions with secure key leasing (UPF-SKL).17

Definition 4.13 (UPF-SKL). A UPF-SKL scheme UPFSKL with classical revocation has the same syntax as PRF-

SKL with classical revocation and satisfies the following security, which we call UP-VRA security, formalized by the

experiment Exp
up-vra
UPFSKL,A(1

λ) between an adversary A and the challenger:

1. The challenger runs (msk, sk , dvk)← KG(1λ) and sends sk to A.

2. A sends cert to the challenger. If DelVrfy(dvk, cert) = ⊥, the challenger outputs 0 as the final output of this

experiment. Otherwise, the challenger generates s∗ ← Dprf , and sends (dvk, s∗) to A.

16Strictly speaking, [APV23] only gives a security definition in the quantum revocation setting, but it can be extended to the classical revocation

setting in a straightforward manner.

17Though UPF-SKL and PRF-SKL are syntactically identical, we treat them as different primitives for clarity.
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3. A outputs a guess t′ for the output on s∗. The challenger outputs 1 if t′ = Eval(msk, s∗) and otherwise outputs

0.

For any QPT A, it holds that

Adv
up-vra
UPFSKL,A(λ) := Pr

[
Exp

up-vra
UPFSKL,A(1

λ) = 1
]
≤ negl(λ).

By the quantum Goldreich-Levin lemma [AC02, CLLZ21] we have the following theorem.

Lemma 4.14. If there exists a UP-VRA secure UPF-SKL scheme with classical revocation, then there exists a PR-VRA

secure PRF-SKL scheme with classical revocation.

See Appendix C for the proof.

4.3 Digital Signatures with Secure Key Leasing

In this subsection, we define digital signatures with secure key leasing (DS-SKL) with classical revocation. A recent

work by Morimae et al. [MPY24] introduced a similar primitive called digital signatures with revocable signing keys.

A crucial difference from their definition is that we require the quantum signing key to be static, i.e., the state of the

signing key almost does not change before and after signing.

Definition 4.15 (DS-SKL with classical revocation). A DS-SKL scheme DSSKL with classical revocation is a tuple

of five algorithms (KG , Sign , SigVrfy, Del , DelVrfy). Below, letM be the message space of DSSKL.

KG(1λ)→ (sigk , svk, dvk): The key generation algorithm is a QPT algorithm that takes a security parameter 1λ, and

outputs a signing key sigk , a signature verification key svk, and a deletion verification key dvk.

Sign(sigk , m)→ (sigk ′, σ): The signing algorithm is a QPT algorithm that takes a signing key sigk and a message

m ∈ M, and outputs a subsequent signing key sigk ′ and a signature σ.

SigVrfy(svk, m, σ)→ ⊤/⊥: The signature verification algorithm is a deterministic classical polynomial-time algo-

rithm that takes a signature verification key svk, a message m ∈ M, and a signature σ, and outputs ⊤ or

⊥.

Del (sigk )→ cert: The deletion algorithm is a QPT algorithm that takes a signing key sigk , and outputs a deletion

certificate cert.

DelVrfy(dvk, cert)→ ⊤/⊥: The deletion verification algorithm is a deterministic classical polynomial-time algo-

rithm that takes a deletion verification key dvk and a deletion certificate cert, and outputs⊤ or ⊥.

Signature verification correctness: For every m ∈ M, we have

Pr

[
SigVrfy(svk, m, σ) = ⊤

∣∣∣∣
(sigk , svk, dvk)← KG(1λ)
(sigk ′, σ)← Sign(sigk , m)

]
= 1− negl(λ).

Deletion verification correctness: We have

Pr

[
DelVrfy(dvk, cert) = ⊤

∣∣∣∣
(sigk , svk, dvk)← KG(1λ)
cert← Del (sigk )

]
= 1− negl(λ).

Reusability with static signing keys: Let sigk be an honestly generated signing key and m ∈ M be any message.

Suppose that we run (sigk ′, σ)← Sign(sigk , m). Then we have

‖sigk − sigk ′‖tr = negl(λ).
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Remark 4.16 (Reusability). The previous work [MPY24] considered a weaker definition of reusability, where sigk′ is

not required to be close to sigk as long as it can be still used to generate signatures on further messages. To emphasize

the difference from their definition, we call the above property reusability with static signing keys. Unlike the cases of

PKE-SKL and PRF-SKL, we cannot assume (even the weaker version of) reusability without loss of generality since

signatures generated by the signing algorithm may not be unique. Thus, we explicitly state it as a requirement.

We next introduce the security notions for DS-SKL with classical revocation.

Definition 4.17 (RUF-VRA security). We say that a DS-SKL scheme DSSKL with classical revocation for the message

spaceM is RUF-VRA secure,18 if it satisfies the following requirement, formalized by the experiment Expruf-vra
DSSKL,A(1

λ)
between an adversary A and the challenger:

1. The challenger runs (sigk , svk, dvk)← KG(1λ) and sends sigk and svk to A.

2. A sends cert to the challenger. If DelVrfy(dvk, cert) = ⊥, the challenger outputs 0 as the final output of this

experiment. Otherwise, the challenger chooses m∗ ←M, and sends dvk and m∗ to A.

3. A outputs a signature σ′. The challenger outputs 1 if SigVrfy(svk, m∗, σ′) = ⊤ and otherwise outputs 0.

For any QPT A, it holds that

Advruf-vra
DSSKL,A(λ) := Pr

[
Expruf-vra

DSSKL,A(1
λ) = 1

]
≤ negl(λ).

Remark 4.18 (Comparison with [MPY24] ). We cannot directly compare our security definition with that in [MPY24]

since the syntax is significantly different. In [MPY24], the deletion verification algorithm additionally takes a set S of

messages as input. Intuitively, the deletion verification algorithm verifies that the signer generated signatures only on

messages that belong to S. Thus, their security definition requires that the adversary cannot generate a valid signature

on any message outside S after submitting a certificate that passes verification w.r.t. S. While their definition looks

conceptually stronger, such security is impossible to achieve when the signing key is static as in our definition since

the adversary may generate signatures on any messages without being known by the verifier. Thus, we adopt the above

random message style definition analogously to a security definition of copy-protection of signing keys [LLQZ22].

Remark 4.19 (Variant with the deletion verification oracle). We can consider a seemingly stronger definition where

we allow the adversary to make arbitrarily many queries to the deletion verification oracle in the first phase similarly.

However, we can show that the RUF-VRA security implies security in such a setting as well by a similar argument to

the proof of Lemma B.3. Thus, we omit the deletion verification oracle from the definition for simplicity.

Remark 4.20 (Security as a plain DS). RUF-VRA security does not imply EUF-CMA security as a plain DS. However,

similarly to the case of PRF, there is a very simple transformation to add EUF-CMA security as a plain DS. We can

simply parallelly run an RUF-VRA secure DS-SKL scheme and EUF-CMA secure plain DS scheme where the signature

verification algorithm accepts if the signature consists of valid signatures of both schemes. It is straightforward to see

that the resulting scheme satisfies both RUF-VRA security as an DS-SKL scheme and EUF-CMA security as a plain

DS scheme. Thus, we focus on constructing an RUF-VRA secure DS-SKL scheme.

5 Public Key Encryption with Secure Key Leasing

In this section, we prove the following theorem.

Theorem 5.1. If there exists an IND-CPA secure PKE scheme, then there exists an IND-VRA secure PKE-SKL scheme

with classical revocation.

By Lemma 4.6, it suffices to construct a OW-VRA secure PKE-SKL scheme with classical revocation, which we

construct in the next subsection.

18"RUF" stands for "Random message UnForgeability".
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5.1 Construction of OW-VRA secure PKE-SKL

Let PKE = (PKE.KG, PKE.Enc, PKE.Dec) be an IND-CPA secure PKE scheme for single-bit messages. Let

ℓ = ℓ(λ) be the length of a decryption key generated by PKE.KG(1λ).19 Then, we construct a PKE-SKL scheme

(PKESKL.KG , PKESKL.Enc, PKESKL.Dec, PKESKL.Del , PKESKL.DelVrfy) with classical revocation for n-bit mes-

sages where n = ω(log λ) as follows.

PKESKL.KG(1λ):

• Generate x, θ ← {0, 1}n.

• Generate (PKE.eki,b, PKE.dki,b)← PKE.KG(1λ) for i ∈ [n] and b ∈ {0, 1}.
• Generate

dk i :=




|x[i]〉

∣∣∣PKE.dki,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉 |PKE.dki,0〉+ (−1)x[i] |1〉 |PKE.dki,1〉

)
(if θ[i] = 1).

• Output an encryption key

ek := (PKE.eki,b)i∈[n],b∈{0,1},

a decryption key

dk := (dk 1, . . . , dk n)

and a deletion verification key

dvk := ((x[i])i∈[n]:θ[i]=1, θ, (PKE.dki,0, PKE.dki,1)i∈[n]:θ[i]=1).

PKESKL.Enc(ek, m):

• Parse ek = (PKE.eki,b)i∈[n],b∈{0,1}.

• Generate PKE.cti,b ← PKE.Enc(PKE.eki,b, m[i]) for i ∈ [n] and b ∈ {0, 1}.
• Output ct := (PKE.cti,b)i∈[n],b∈{0,1}.

PKESKL.Dec(dk , ct):

• Parse dk = (dk 1, . . . , dk n) and ct = (PKE.cti,b)i∈[n],b∈{0,1}.
• Let Di be a unitary that works as follows:

|u〉 |PKE.dk〉 |v〉 7→ |u〉 |PKE.dk〉 |v⊕ PKE.Dec(PKE.dk, PKE.cti,u)〉

for any u, v ∈ {0, 1} and PKE.dk ∈ {0, 1}ℓ for every i ∈ [n].

• Apply Di to dk i ⊗ |0〉 and measure the rightmost register to obtain an outcome m′i for every i ∈ [n].

• Output m′ := m′i‖ . . . ‖m′n.

PKESKL.Del (dk ):

• Parse dk = (dk 1, . . . , dk n).

• Measure dk i in the Hadamard basis to obtain an outcome (ei, di) ∈ {0, 1} × {0, 1}ℓ for every i ∈ [n].

• Output cert := (ei, di)i∈[n].

PKESKL.DelVrfy(dvk, cert):

• Parse dvk = ((x[i])i∈[n]:θ[i]=1, θ, (PKE.dki,0, PKE.dki,1)i∈[n]:θ[i]=1) and cert = (ei, di)i∈[n].
• Output ⊤ if it holds that

ei = x[i]⊕ di · (PKE.dki,0 ⊕ PKE.dki,1)

for every i ∈ [n] such that θ[i] = 1. Otherwise, output⊥.

19We can assume that all decryption keys are of the same length w.l.o.g.
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Decryption correctness. We show that m′i = m[i] holds with overwhelming probability for m′i computed by

PKESKL.Dec(dk , ct) for every i ∈ [n], where (ek, dk , dvk)← PKESKL.KG(1λ) and ct← PKESKL.Enc(ek, m).

We first consider i ∈ [n] such that θ[i] = 0. In this case, dk i = |x[i]〉
∣∣∣PKE.dki,x[i]

〉
. Thus, the state obtained by

applying the map Di to dk i⊗ |0〉 is |x[i]〉
∣∣∣PKE.dki,x[i]

〉
|m[i]〉 with overwhelming probability from the correctness of

PKE and the fact that PKE.cti,x[i] is a ciphertext of m[i]. Therefore, we have m′i = m[i] with overwhelming probability.

We next consider i ∈ [n] such that θ[i] = 1. In this case, dk i =
1√
2
(|0〉 |PKE.dki,0〉+ (−1)x[i] |1〉 |PKE.dki,1〉).

Thus, the state obtained by applying the map Di to dk i⊗ |0〉 is 1√
2
(|0〉 |PKE.dki,0〉+(−1)x[i] |1〉 |PKE.dki,1〉)⊗ |m[i]〉

with overwhelming probability from the correctness of PKE and the fact that both PKE.cti,0 and PKE.cti,1 are

ciphertexts of m[i]. Therefore, we have m′i = m[i] with overwhelming probability also in this case.

Deletion verification correctness. We show that ei = x[i]⊕ di · (PKE.dki,0 ⊕ PKE.dki,1) holds for every (ei, di)

for i ∈ [n] such that θ[i] = 1 where (ek, dk , dvk) ← PKESKL.KG(1λ) and (ei, di)i∈[n] ← PKESKL.Del (dk ). For

every i ∈ [n] such that θ[i] = 1, we have dk i =
1√
2
(|0〉 |PKE.dki,0〉+ (−1)x[i] |1〉 |PKE.dki,1〉). If we apply the

Hadamard gate to every qubit of dk i, we obtain

1√
2

(
1√

2ℓ+1
∑
ei,di

(−1)di·PKE.dki,0 |ei〉 |di〉+
1√

2ℓ+1
∑
ei,di

(−1)x[i]⊕ei⊕di·PKE.dki,1 |ei〉 |di〉
)

=
1√
2ℓ

∑
(ei,di):

di·PKE.dki,0=x[i]⊕ei⊕di·PKE.dki,1

(−1)di·PKE.dki,0 |ei〉 |di〉 .

Thus, we have ei = x[i]⊕ di · (PKE.dki,0⊕ PKE.dki,1) for (ei, di) for every i ∈ [n] such that θ[i] = 1.

Security.

Theorem 5.2. If PKE is IND-CPA secure, then PKESKL is OW-VRA secure.

Proof. Let A be a QPT adversary against OW-VRA security of PKESKL. We consider the following sequence of

hybrids.

Hyb0: This is the original security experiment Expow-vra
PKESKL,A(1

λ). More specifically, it works as follows.

1. The challenger generates x, θ ← {0, 1}n and (PKE.eki,b, PKE.dki,b) ← PKE.KG(1λ) for i ∈ [n] and

b ∈ {0, 1}. The challenger also generates

dk i :=




|x[i]〉

∣∣∣PKE.dki,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉 |PKE.dki,0〉+ (−1)x[i] |1〉 |PKE.dki,1〉

)
(if θ[i] = 1).

The challenger sets

ek := (PKE.eki,b)i∈[n],b∈{0,1}, dk := (dk 1, . . . , dk n),

dvk := ((x[i])i∈[n]:θ[i]=1, θ, (PKE.dki,0, PKE.dki,1)i∈[n]:θ[i]=1).

The challenger sends ek and dk to A.

2. A sends cert = (ei, di)i∈[n] to the challenger. The challenger outputs 0 and the experiment ends if ei 6=
x[i]⊕ di · (PKE.dki,0⊕PKE.dki,1) for some i ∈ [n] such that θ[i] = 1. Otherwise, the challenger generates

ct∗ as follows. The challenger chooses m∗ ← {0, 1}n, generates PKE.ct∗i,b ← PKE.Enc(PKE.eki,b, m∗[i])
for every i ∈ [n] and b ∈ {0, 1}, and sets ct∗ := (PKE.ct∗i,b)i∈[n],b∈{0,1}. The challenger sends dvk and

ct∗ to A.
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3. A outputs m′. The challenger outputs 1 if m′ = m∗ and otherwise 0 as the final outcome of this experiment.

By the definition, we clearly have

Pr[Hyb0 = 1] = Advow-vra
PKESKL,A(1

λ).

Hyb1: This is identical to Hyb0 except that we replace m∗[i] with m∗[i]⊕ x[i] for every i ∈ [n] such that θ[i] = 0
throughout the experiment. In particular, this causes the following changes.

• For every i ∈ [n] such that θ[i] = 0, we generate PKE.ct∗i,b as PKE.ct∗i,b ← PKE.Enc(PKE.eki,b, m∗[i]⊕
x[i]) for every b ∈ {0, 1}.

• A wins if m′[i] = m∗[i]⊕ x[i] holds for every i ∈ [n] such that θ[i] = 0.

Since m∗[i] is chosen uniformly at random independently of all the other random variables that are generated by

that point, m∗[i]⊕ x[i] is also uniformly random and independent for every i ∈ [n]. Thus, this change does not

affect the view of A and thus we have

Pr[Hyb0 = 1] = Pr[Hyb1 = 1].

Hyb2: This is identical to Hyb1 except that the challenger generates PKE.ct∗
i,1−x[i]

as

PKE.ct∗i,1−x[i]← PKE.Enc(PKE.eki,1−x[i], m∗[i]⊕ (1− x[i]))

for every i ∈ [n] such that θ[i] = 0.

For i ∈ [n] such that θ[i] = 0, we have dk i = |x[i]〉
∣∣∣PKE.dki,x[i]

〉
and PKE.dki,1−x[i] is not given to A. Also, all

the decryption keys of PKE contained in the deletion verification key dvk are (PKE.dki,0, PKE.dki,1)i∈[n]:θ[i]=1,

and in particular the verification key contains no information about PKE.dki,1−x[i] for i ∈ [n] such that θ[i] = 0.

Then, by a straightforward hybrid argument based on the IND-CPA security of PKE, we have

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Below, by a reduction to the certified deletion property of BB84 states (Theorem 3.1), we show

Pr[Hyb2 = 1] ≤ negl(λ).

In Hyb2, PKE.ct∗i,b is generated as

PKE.ct∗i,b ←
{

PKE.Enc(PKE.eki,b, m∗[i]⊕ b) (if θ[i] = 0)

PKE.Enc(PKE.eki,b, m∗[i]) (if θ[i] = 1).

We construct an adversary B = (B0, B1) against the certified deletion property of BB84 states (Theorem 3.1) as

follows.

B0: Given an n-qubit BB84 state |ψ〉 = |x〉θ , B0 parses |ψ〉 = |ψ1〉⊗ · · ·⊗ |ψn〉 and generates (PKE.eki,b, PKE.dki,b)←
PKE.KG(1λ) for every i ∈ [n] and b ∈ {0, 1}. Let Ui be a unitary that maps |u〉 |v〉 to |u〉 |v⊕ PKE.dki,u〉
where u ∈ {0, 1} and v ∈ {0, 1}ℓ. B0 applies Ui to |ψi〉

∣∣∣0ℓ
〉

to obtain dk i for every i ∈ [n]. B0 then sets

ek := (PKE.eki,b)i∈[n],b∈{0,1} and dk := (dk 1, . . . , dk n)

and sends ek and dk to A. When A outputs cert = (ei, di)i∈[n], let st A be the state of A at this point.

B0 computes yi = ei ⊕ di · (PKE.dki,0 ⊕ PKE.dki,1) for every i ∈ [n]. B0 outputs y := y1‖ . . . ‖yn and

stB := (ek, (PKE.dki,b)i∈[n],b∈{0,1}, st A).
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B1: Given θ, (x[i])i∈[n]:θ[i]=1, and st B = (ek, (PKE.dki,b)i∈[n],b∈{0,1}, st A), B1 sets

dvk′ := ((x[i])i∈[n]:θ[i]=1, θ, (PKE.dki,0, PKE.dki,1)i∈[n]:θ[i]=1).

B1 then generates

PKE.ct∗i,b ←
{

PKE.Enc(PKE.eki,b, m∗[i]⊕ b) (if θ[i] = 0)

PKE.Enc(PKE.eki,b, m∗[i]) (if θ[i] = 1),

where m∗ ← {0, 1}n. B1 executes A with the input dvk′ and ct∗ := (PKE.ct∗i,b)i∈[n],b∈{0,1} and the state stA ,

and obtains an output m′. B1 sets zi := m′[i]⊕m∗[i] for every i ∈ [n] and outputs z = z1‖ . . . ‖zn.

B perfectly simulates Hyb2 for A. If A wins the simulated experiment (i.e., Hyb2 outputs 1), we have

ei = x[i]⊕ di · (PKE.dki,0 ⊕ PKE.dki,1)

for every i ∈ [n] such that θ[i] = 1 and

m′[i] = m∗[i]⊕ x[i]

for every i ∈ [n] such that θ[i] = 0. In this case, yi = x[i] for every i ∈ [n] such that θ[i] = 1 and zi = x[i] for every

i ∈ [n] such that θ[i] = 0. Thus, we have

Pr[Hyb2 = 1] ≤ Pr[CDBB84(B, n) = 1] ≤ negl(λ)

where the latter inequality follows from the certified deletion property of BB84 states (Theorem 3.1) and n = ω(log λ).
Combining the above, we have

Advow-vra
PKESKL,A(1

λ) ≤ negl(λ).

This completes the proof of Theorem 5.2.

By Lemma 4.6 and Theorem 5.2, we obtain Theorem 5.1.

5.2 Variants

PKE variants. Thanks to the simplicity of our construction and its security proof, we can easily extend it to other

forms of PKE. For example, it is immediate to see that our construction works even if the base PKE scheme has

quantum ciphertexts and/or quantum public keys as in [MY22, Col23, BGH+23] if we allow the resulting PKE-SKL

scheme to inherit the similar property. Moreover, if the base PKE scheme has tamper-resilient quantum public keys

[KMNY23], i.e., the security holds against adversaries that tamper with quantum public keys, then our construction

satisfies a similar level of security. Contrary, it is unclear if the construction of Agrawal et al. [AKN+23] extends to

those settings.

IBE and ABE. Agrawal et al. [AKN+23] defined IBE-SKL and ABE-SKL and showed that PKE-SKL can be

generically upgraded into IBE-SKL (resp. ABE-SKL for a function class F ) assuming the existence of plain IBE

(resp. ABE for F ). Though their conversion is given in the quantum revocation setting, it is easy to see that the

conversion works in the classical revocation setting and preserves IND-VRA security.20 Thus, we can show that plain

IBE and ABE can be generically upgraded into IND-VRA secure IBE-SKL and ABE-SKL schemes. A caveat of their

conversion is that it relies on garbled circuits where we garble encryption algorithm of the underlying IBE or ABE,

which makes it very inefficient. We observe that our construction of OW-VRA secure PKE-SKL can be used to directly

20We omit a formal definition of IND-VRA security for IBE-SKL and ABE-SKL with classical revocation, but it can be defined similarly to

[AKN+23]. Similarly to [AKN+23], the security has bounded decrypting key restriction which means that the adversary can obtain only bounded

number of copies of a decryption key that can decrypt the challenge ciphertext (but there is no limitation about the number of decryption keys that

cannot decrypt the challenge ciphertext).
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construct IBE-SKL and ABE-SKL from plain IBE and ABE. That is, if we instantiate the scheme based on plain IBE

(resp. ABE) instead of plain PKE, then we obtain OW-VRA secure IBE-SKL (resp. ABE-SKL). This construction

only makes black-box use of the underlying scheme and thus the actual efficiency would be much better. However

there is a subtlety that we do not know how to upgrade OW-VRA security into IND-VRA security for IBE-SKL or

ABE-SKL. A natural idea to do so is to use quantum Goldreich-Levin lemma similarly to the case of PKE-SKL, but

the problem is that the reduction does not seem to work due to the decryption key queries in the second stage.

6 Pseudorandom Functions with Secure Key Leasing

In this section, we prove the following theorem.

Theorem 6.1. If there exist OWFs, then there exist PR-VRA secure PRF-SKL with classical revocation.

By Lemma 4.14, it suffices to construct a UP-VRA secure UPF-SKL scheme with classical revocation, which we

construct in the next subsection.

6.1 Construction of UP-VRA secure UPF-SKL

Let TEPRF = (TEPRF.ObvKG, TEPRF.KG, TEPRF.Eval) be a TEPRF with input length ℓ = ω(log λ). Let

ℓkey be the length of a key generated by TEPRF.KG(1λ, s) for s ∈ {0, 1}ℓ.21 Then, we construct a UPF-SKL

scheme UPFSKL = (UPFSKL.KG , UPFSKL.Eval, UPFSKL.LEval , UPFSKL.Del , UPFSKL.DelVrfy) with classical

revocation with nℓ-bit inputs and n-bit outputs where n = ω(log λ) as follows.

UPFSKL.KG(1λ):

• Generate x, θ ← {0, 1}n.

• s̃i ← {0, 1}ℓ for i ∈ [n].

• Generate (TEPRF.keyi,0, TEPRF.keyi,1)← TEPRF.KG(1λ, s̃i) for i ∈ [n].

• Generate

sk i :=




|x[i]〉

∣∣∣TEPRF.keyi,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉
∣∣TEPRF.keyi,0

〉
+ (−1)x[i] |1〉

∣∣TEPRF.keyi,1

〉)
(if θ[i] = 1).

• Output a master secret key

msk := (TEPRF.keyi,0)i∈[n],

a quantum secret key

sk := (sk 1, . . . , sk n),

and a verification key

dvk := ((x[i])i∈[n]:θ[i]=1, θ, (TEPRF.keyi,0, TEPRF.keyi,1)i∈[n]:θ[i]=1).

UPFSKL.Eval(msk, s):

• Parse msk = (TEPRF.keyi,0)i∈[n] and s = s1‖ . . . ‖sn where si ∈ {0, 1}ℓ for each i ∈ [n].

• Compute ti ← TEPRF.Eval(TEPRF.keyi,0, si) for i ∈ [n].

• Output t := t1‖ . . . ‖tn.

UPFSKL.LEval (sk , s):

21We can assume that all keys are of the same length w.l.o.g.
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• Parse sk = (sk 1, . . . , sk n) and s = s1‖ . . . ‖sn where si ∈ {0, 1}ℓ for each i ∈ [n].

• Let Ei be a unitary that works as follows:

|u〉 |TEPRF.key〉 |v〉 7→ |u〉 |TEPRF.key〉 |v⊕ TEPRF.Eval(TEPRF.key, si)〉

where u, v ∈ {0, 1} and TEPRF.key ∈ {0, 1}ℓkey .

• Apply Ei to sk i ⊗ |0〉 and measure the rightmost register to obtain t′i for every i ∈ [n].

• Output t′ := t′1‖ . . . ‖t′n.

UPFSKL.Del (sk ):

• Parse sk = (sk 1, ..., sk n).

• Measure sk i in the Hadamard basis and obtain (ei, di) for every i ∈ [n].

• Output cert := (ei, di)i∈[n].

UPFSKL.DelVrfy(dvk, cert):

• Parse dvk = ((x[i])i∈[n]:θ[i]=1, θ, (TEPRF.keyi,0, TEPRF.keyi,1)i∈[n]:θ[i]=1) and cert = (ei, di)i∈[n].

• Output ⊤ if it holds that

ei = x[i]⊕ di · (TEPRF.keyi,0 ⊕TEPRF.keyi,1)

for every i ∈ [n] such that θ[i] = 1. Otherwise, output⊥.

Evaluation correctness. We show that for any s = s1‖ . . . ‖sn ∈ {0, 1}nℓ, t′i = ti = TEPRF.Eval(TEPRF.ski,0, si)

holds for every i ∈ [n] with overwhelming probability where (msk, sk , dvk) ← UPFSKL.KG(1λ), t′i is computed as

in UPFSKL.LEval (sk , s) and ti computed as in UPFSKL.Eval(msk, s).

We first consider i ∈ [n] such that θ[i] = 0. In this case, sk i = |x[i]〉
∣∣∣TEPRF.ski,x[i]

〉
. Note that by the equality

property of TEPRF, we have Eval(TEPRF.ski,0, si) = Eval(TEPRF.ski,1, si) unless si = s̃i where s̃i is the value chosen

in UPFSKL.KG . Thus, the state obtained by applying the map Ei to sk i⊗ |0〉 is |x[i]〉
∣∣∣TEPRF.ski,x[i]

〉
|TEPRF.Eval(TEPRF.ski,0, si)〉

unless si = s̃i. Since the probability that si = s̃i is 2−ℓ ≤ negl(λ), we have t′i = ti with overwhelming probability.

We next consider i ∈ [n] such that θ[i] = 1. In this case, sk i =
1√
2
(|0〉 |TEPRF.ski,0〉+(−1)x[i] |1〉 |TEPRF.ski,1〉).

Thus, the state obtained by applying the map Ei to sk i ⊗ |0〉 is 1√
2
(|0〉 |TEPRF.ski,0〉+ (−1)x[i] |1〉 |TEPRF.ski,1〉)⊗

|TEPRF.Eval(TEPRF.ski,0, si)〉 unless si = s̃i where s̃i is the value chosen in UPFSKL.KG . Since the probability that

si = s̃i is 2−ℓ ≤ negl(λ), we have t′i = ti with overwhelming probability also in this case.

Deletion verification correctness. We show that ei = x[i] ⊕ di · (TEPRF.ski,0 ⊕ TEPRF.ski,1) holds for every

(ei, di) for i ∈ [n] such that θ[i] = 1 where (msk, sk , dvk)← UPFSKL.KG(1λ) and (ei, di)i∈[n]← UPFSKL.Del (sk ).

For every i ∈ [n] such that θ[i] = 1, we have sk i =
1√
2
(|0〉 |TEPRF.ski,0〉+ (−1)x[i] |1〉 |TEPRF.ski,1〉). If we apply

the Hadamard gate to every qubit of sk i, we obtain

1√
2

(
1√

2ℓkey+1 ∑
ei,di

(−1)di·TEPRF.ski,0 |ei〉 |di〉+
1√

2ℓkey+1 ∑
ei,di

(−1)x[i]⊕ei⊕di·TEPRF.ski,1 |ei〉 |di〉
)

=
1√
2ℓkey

∑
(ei,di):

di·TEPRF.ski,0=x[i]⊕ei⊕di·TEPRF.ski,1

(−1)di·TEPRF.ski,0 |ei〉 |di〉 .

Thus, we have ei = x[i]⊕ di · (TEPRF.ski,0 ⊕ TEPRF.ski,1) for every i ∈ [n] such that θ[i] = 1.
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Security.

Theorem 6.2. If TEPRF satisfies the properties of Definition 3.5, then UPFSKL is UP-VRA secure.

Proof. Let A be a QPT adversary against UP-VRA security of UPFSKL. We consider the following sequence of

hybrids.

Hyb0: This is the original security experiment Exp
up-vra
UPFSKL,A(1

λ). More specifically, it works as follows.

1. The challenger generates x, θ ← {0, 1}n and s̃i ← {0, 1}ℓ and (TEPRF.keyi,0, TEPRF.keyi,1) ←
TEPRF.KG(1λ, s̃i) for i ∈ [n]. The challenger also generates

sk i :=




|x[i]〉

∣∣∣TEPRF.ski,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉 |TEPRF.ski,0〉+ (−1)x[i] |1〉 |TEPRF.ski,1〉

)
(if θ[i] = 1).

The challenger sets

sk := (sk 1, . . . , sk n),

dvk := ((x[i])i∈[n]:θ[i]=1, θ, (TEPRF.ski,0, TEPRF.ski,1)i∈[n]:θ[i]=1).

The challenger sends sk to A.

2. A sends cert = (ei, di)i∈[n] to the challenger. The challenger outputs 0 and the experiment ends if

ei 6= x[i] ⊕ di · (TEPRF.ski,0 ⊕ TEPRF.ski,1) for some i ∈ [n] such that θ[i] = 1. Otherwise, the

challenger chooses s∗ = s∗1‖ . . . ‖s∗n ← {0, 1}nℓ and sends s∗ and dvk to A.

3. A outputs t′ = t′1‖ . . . ‖t′n. The challenger outputs 1 if t′i = t∗i where t∗i = TEPRF.Eval(TEPRF.ski,0, s∗i )
for every i ∈ [n] and otherwise 0 as the final outcome of this experiment.

By the definition, we clearly have

Pr[Hyb0 = 1] = Adv
up-vra
UPFSKL,A(1

λ).

Hyb1: This is identical to Hyb0 except that the challenger generates t∗i using TEPRF.ski,x[i] instead of TEPRF.ski,0

for i ∈ [n] such that θ[i] = 0. This modification causes the change that t∗i is generated as

t∗i := TEPRF.Eval(TEPRF.keyi,x[i], s∗i )

for i ∈ [n] such that θ[i] = 0.

By the equality property of TEPRF, we have

TEPRF.Eval(TEPRF.keyi,x[i], s∗i ) = TEPRF.Eval(TEPRF.keyi,0, s∗i )

unless s∗i = s̃i. Since s∗i is uniformly random, the probability that s∗i = s̃i for some i ∈ [n] is at most

n · 2−ℓ ≤ negl(λ). Thus, we have

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Hyb2: This is identical to Hyb1 except that the challenger samples s∗ = s∗1‖ . . . ‖s∗n at the beginning of the experiment

and sets s̃i := s∗i for i ∈ [n] such that θ[i] = 0.

Note that the only place where s̃i is used is in the generation of

(TEPRF.keyi,0, TEPRF.keyi,1)← TEPRF.KG(1λ, s̃i).
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In Hyb2, uniformly random s̃i that is independent of s∗i is used, but in Hyb3, we set s̃i = s∗i for i ∈ [n] such

that θ[i] = 0. They are indistinguishable by the differing point hiding property of TEPRF since only one of

TEPRF.keyi,0 or TEPRF.keyi,1 is used in the hybrids for i ∈ [n] such that θ[i] = 0. In fact, for i ∈ [n] such that

θ[i] = 0, sk i is a computational basis state which is either |0〉
∣∣TEPRF.keyi,0

〉
or |1〉

∣∣TEPRF.keyi,1

〉
. Also, all

the keys of TEPRF contained in the deletion verification key are (TEPRF.keyi,0, TEPRF.keyi,1)i∈[n]:θ[i]=1, and

in particular the verification key contains no information about TEPRF.keyi,b for i ∈ [n] and b ∈ {0, 1} such

that θ[i] = 0. Thus, by a straightforward reduction to the differing point hiding property of TEPRF, we have

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Hyb3: This is identical to Hyb2 except that we change the way of sampling s̃i and s∗i for i ∈ [n]. Specifically, the

challenger first samples s̃i ← {0, 1}ℓ at the beginning of the experiment without sampling s∗i for every i ∈ [n].
After receiving cert from A, the challenger sets s∗i := s̃i for every i ∈ [n] such that θ[i] = 0 and samples

s∗i ← {0, 1}ℓ for every i ∈ [n] such that θ[i] = 1.

Since (s̃i, s∗i ) is uniformly random conditioned that s̃i = s∗i for every i ∈ [n] such that θ[i] = 0 in both hybrids,

the change does not affect the view of A and thus we have

Pr[Hyb2 = 1] = Pr[Hyb3 = 1].

Below, by a reduction to the certified deletion property of BB84 states (Theorem 3.1), we show

Pr[Hyb3 = 1] ≤ negl(λ).

We construct an adversary B = (B0, B1) against the certified deletion property of BB84 states (Theorem 3.1) as

follows.

B0: Given an n-qubit BB84 state |ψ〉 = |x〉θ , B0 parses |ψ〉 = |ψ1〉⊗ · · ·⊗ |ψn〉 and generates s̃i← {0, 1}ℓ for i ∈ [n]

and (TEPRF.keyi,0, TEPRF.keyi,1) ← TEPRF.KG(1λ, s̃i) for every i ∈ [n]. Let Ui be a unitary that maps

|u〉 |v〉 to |u〉 |v⊕TEPRF.ski,u〉 where u ∈ {0, 1} and v ∈ {0, 1}ℓkey . B0 applies Ui to |ψi〉
∣∣∣0ℓkey

〉
to obtain

sk i for every i ∈ [n]. B0 then sets sk := (sk 1, . . . , sk n) and sends sk to A. When A outputs cert = (ei, di)i∈[n],
let st A be the state of A at this point. B0 computes yi = ei ⊕ di · (TEPRF.ski,0⊕TEPRF.ski,1) for every i ∈ [n].
B0 outputs y := y1‖ . . . ‖yn and st B := ((s̃i)i∈[n], (TEPRF.ski,b)i∈[n],b∈{0,1}, st A).

B1: Given θ, (x[i])i∈[n]:θ[i]=1, and st B = ((s̃i)i∈[n], (TEPRF.ski,b)i∈[n],b∈{0,1}, st A), B1 sets

dvk′ := ((yi)i∈[n]:θ[i]=1, θ, (TEPRF.ski,0, TEPRF.ski,1)i∈[n]:θ[i]=1).

B1 sets s∗i := s̃i for i ∈ [n] such that θ[i] = 0 and generates s∗i ← {0, 1}ℓ for i ∈ [n] such that θ[i] = 1. B1 then

executes A with the input dvk′ and s∗ = s∗1‖ . . . ‖s∗n and the state st A , and obtains an output t′ = t′1‖ . . . ‖t′n. By

the “different values on target” property of TEPRF, there is unique bi ∈ {0, 1} such that

t′i = TEPRF.Eval(TEPRF.ski,bi
, s∗i )

for every i ∈ [n] such that θ[i] = 0. (Remember that each t′i is a single bit.) B1 sets zi := bi for every i ∈ [n]
such that θ[i] = 0 and zi := 0 for every i ∈ [n] such that θ[i] = 1,22 and outputs z = z1‖ . . . ‖zn.

B perfectly simulates Hyb3 for A. If A wins the simulated experiment (i.e., Hyb3 outputs 1), we have

ei = x[i]⊕ di · (TEPRF.ski,0 ⊕TEPRF.ski,1)

22For i ∈ [n] such that θ[i] = 1. zi can be set arbitrarily since it is irrelevant to the winning condition of the experiment for the certified deletion

property of BB84 states.
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for every i ∈ [n] such that θ[i] = 1 and

t′i = TEPRF.Eval(TEPRF.ski,x[i], s∗i )

for every i ∈ [n] such that θ[i] = 0. In this case, yi = x[i] for every i ∈ [n] such that θ[i] = 1 and zi = x[i] for every

i ∈ [n] such that θ[i] = 0. Thus, we have

Pr[Hyb3 = 1] ≤ Pr[CDBB84(B, n) = 1] ≤ negl(λ)

where the latter inequality follows from the certified deletion property of BB84 states (Theorem 3.1) and n = ω(log λ).
Combining the above, we have

Adv
up-vra
UPFSKL,A(1

λ) ≤ negl(λ).

This completes the proof of Theorem 6.2.

By Lemma 4.14 and Theorem 6.2, we obtain Theorem 6.1.

7 Digital Signatures with Secure Key Leasing

In this section, we prove the following theorem.

Theorem 7.1. If the SIS assumption holds, then there exist RUF-VRA secure DS-SKL scheme with classical revocation.23

Our construction of DS-SKL is based on a primitive called coherently-signable constrained signatures which we

introduce in this paper in addition to TEPRFs. In Section 7.1, we define coherently-signable constrained signatures.

In Section 7.2, we construct RUF-VRA secure DS-SKL scheme with classical revocation using coherently-signable

constrained signatures. We defer the construction of coherently-signable constrained signatures based on the SIS

assumption to Section 8. We remark that TEPRFs exist if the SIS assumption holds since SIS assumption implies

OWFs and OWFs imply TEPRFs by Theorem 3.6.

7.1 Coherently-Signable Constrained Signatures

Definition 7.2 (Constrained signatures). A constrained signatures (CS) with the message spaceM and constraint

class F = { f : M→ {0, 1}} is a tuple of four algorithms (Setup, Constrain, Sign, Vrfy).

Setup(1λ)→ (vk, msk): The setup algorithm is a PPT algorithm that takes as input the security parameter 1λ, and

outputs a master signing key msk and a verification key vk.

Constrain(msk, f )→ sigk f : The constrain algorithm is a PPT algorithm that takes as input the master signing key

msk and a constraint f ∈ F , and outputs a constrained signing key sigk f .

Sign(sigk f , m)→ σ: The signing algorithm is a PPT algorithm that takes as input a constrained key sigk f and an

message m ∈ M, and outputs a signature σ.

Vrfy(vk, m, σ)→ ⊤/⊥: The verification algorithm is a deterministic classical polynomial-time algorithm that takes

as input a verification key vk, message m ∈ M, and signature σ, and outputs ⊤ or ⊥.

Correctness: For any m ∈ M and f ∈ F such that f (m) = 1, we have

Pr


Vrfy(vk, m, σ) = ⊤ :

(vk, msk)← Setup(1λ)
sigk f ← Constrain(msk, f )
σ← Sign(sigk f , m)


 ≥ 1− negl(λ).

23See Section 8.1 for the precise meaning of the SIS assumption.
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Definition 7.3 (Selective single-key security). We say that a CS scheme satisfies selective single-key security if for any

stateful QPT A, we have

Pr


Vrfy(vk, m, σ) = ⊤ ∧ f (m) = 0 :

f ← A(1λ)
(vk, msk)← Setup(1λ)
sigk f ← Constrain(msk, f )
(m, σ)← A(vk, sigk f )


 ≤ negl(λ).

We introduce an additional property which we call coherent signability. Roughly, this ensures that a superposition

of two constrained signing keys can be used to generate a signature almost without collapsing the state. Looking ahead,

this property is needed to achieve reusability of DS-SKL constructed in Section 7.

Definition 7.4 (Coherent-signability). We say that a CS scheme is coherently-signable if for any polynomial L = L(λ),
there is a QPT algorithm QSign that takes a quantum state |ψ〉 and a classical message m ∈ M and outputs a quantum

state |ψ′〉 and a signature σ, satisfying the following:

1. Let f ∈ F , (vk, msk) ∈ Setup(1λ), and sigk f ∈ Constrain(msk, f ), the output distribution of QSign
(
|z〉
∣∣∣sigk f

〉
, m
)

is identical to that of Sign(sigk f , m) for any z ∈ {0, 1}L.

2. For any family fz ∈ F for z ∈ {0, 1}L, (vk, msk) ∈ Setup(1λ), sigk fz
∈ Constrain(msk, fz) for z ∈

{0, 1}L, and m ∈ M such that fz(m) = 1 for all z ∈ {0, 1}L, let |ψ〉 be a state of the form |ψ〉 =

∑z∈{0,1}L αz |z〉
∣∣∣sigk fz

〉
for αz ∈ C such that ∑z∈{0,1}L |αz|2 = 1. Suppose that we run (|ψ′〉 , σ) ←

QSign(|ψ〉 , m). Then we have

‖ |ψ〉 〈ψ| −
∣∣ψ′
〉 〈

ψ′
∣∣ ‖tr = negl(λ).

We prove the following theorem in Section 8.

Theorem 7.5. Assuming the SIS assumption, for any polynomials ℓ = ℓ(λ) and ι = ι(λ), there is a selectively

single-key secure and coherently-signable CS scheme for the function class F that consists of functions expressed as

circuits of description size ℓ and input length ι

7.2 Construction of RUF-VRA secure DS-SKL

Let TEPRF = (TEPRF.ObvKG, TEPRF.KG, TEPRF.Eval) be a TEPRF with input length ℓ = ω(log λ). Let ℓkey be

the length of a key generated by TEPRF.KG(1λ, s) for s ∈ {0, 1}ℓ.24 Let CS = (CS.Setup, CS.Constrain, CS.Sign, CS.Vrfy)
be a constrained signature scheme for a function classF that satisfies selective single-key security and coherent signabil-

ity with the coherent signing algorithm CS.QSign . We require that F contains the function F[TEPRF.key] that appears

in the description of the following scheme for any TEPRF.key generated by TEPRF.KG. Let ℓsigk be the length

of a constrained signing key generated by CS.Constrain(msk, f ) for (vk, msk) ∈ Setup(1λ) and f ∈ F .25 Then,

we construct a DS-SKL scheme DSSKL = (DSSKL.KG , DSSKL.Sign , DSSKL.SigVrfy, DSSKL.Del , DSSKL.DelVrfy)
with classical revocation for nℓ-bit messages where n = ω(log λ) as follows.

DSSKL.KG(1λ):

• Generate x, θ ← {0, 1}n.

• s̃i ← {0, 1}ℓ for i ∈ [n].

• Generate (TEPRF.keyi,0, TEPRF.keyi,1)← TEPRF.KG(1λ, s̃i) for i ∈ [n].

• Generate (CS.mski, CS.vki)← CS.Setup(1λ) for i ∈ [n].

24We can assume that all keys are of the same length w.l.o.g.

25We can assume that all constrained signing keys are of the same length w.l.o.g.
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• Generate CS.sigki,b ← CS.Constrain(CS.mski, F[TEPRF.keyi.b]) for i ∈ [n] and b ∈ {0, 1} where

F[TEPRF.keyi.b] is a function that takes (x, y) ∈ {0, 1}ℓ × {0, 1} as input and outputs 1 if y =
TEPRF.Eval(TEPRF.keyi,b, x) and otherwise outputs 0.

• Generate

sigk i :=




|x[i]〉

∣∣∣TEPRF.keyi,x[i]

〉 ∣∣∣CS.sigki,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉
∣∣TEPRF.keyi,0

〉 ∣∣CS.sigki,0

〉
+ (−1)x[i] |1〉

∣∣TEPRF.keyi,1

〉 ∣∣CS.sigki,1

〉)
(if θ[i] = 1).

• Output a quantum signing key

sigk := (sigk 1, . . . , sigk n),

a signature verification key

svk := (CS.vk1, . . . , CS.vkn).

and a deletion verification key

dvk := ((x[i])i∈[n]:θ[i]=1, θ, (TEPRF.keyi,0, TEPRF.keyi,1, CS.sigki,0, CS.sigki,1)i∈[n]:θ[i]=1).

DSSKL.Sign(sigk , m):

• Parse sigk = (sigk 1, . . . , sigk n) and m = s1‖ . . . ‖sn where si ∈ {0, 1}ℓ for each i ∈ [n].

• Let Ei be a unitary that works as follows:

|u〉 |TEPRF.key〉 |CS.sigk〉 |v〉 7→ |u〉 |TEPRF.key〉 |CS.sigk〉 |v⊕TEPRF.Eval(TEPRF.key, si)〉

where u, v ∈ {0, 1}, TEPRF.key ∈ {0, 1}ℓkey , and CS.sigk ∈ {0, 1}ℓsigk .

• Apply Ei to sigk i ⊗ |0〉 and measure the rightmost register to obtain ti for every i ∈ [n]. Let ŝigk i be the

state of the signing key after the measurement.

• Generate (sigk ′i, σi)← CS.QSign(ŝigk i, si‖ti) for i ∈ [n] where the first two registers of ŝigk i are regarded

as the register for z in Definition 7.4.

• Output sigk ′ = (sigk ′1, . . . , sigk ′n) and σ := (ti, σi)i∈[n].

DSSKL.SigVrfy(svk, m, σ):

• Parse svk = (CS.vk1, . . . , CS.vkn), m = s1‖ . . . ‖sn where si ∈ {0, 1}ℓ for each i ∈ [n], and σ =
(ti, σi)i∈[n].

• Output ⊤ if it holds that CS.Vrfy(vki, si‖ti, σi) = ⊤ for every i ∈ [n]. Otherwise output⊥.

DSSKL.Del (sigk ):

• Parse sigk = (sigk 1, ..., sigk n).

• Measure sigk i in the Hadamard basis and obtain (ei, di, ci) for every i ∈ [n].

• Output cert := (ei, di, ci)i∈[n].

DSSKL.DelVrfy(dvk, cert):

• Parse dvk = ((x[i])i∈[n]:θ[i]=1, θ, (TEPRF.keyi,0, TEPRF.keyi,1, CS.sigki,0, CS.sigki,1)i∈[n]:θ[i]=1) and cert =

(ei, di, ci)i∈[n].

• Output ⊤ if it holds that

ei = x[i]⊕ di · (TEPRF.keyi,0 ⊕TEPRF.keyi,1)⊕ ci · (CS.sigki,0 ⊕ CS.sigki,1)

for every i ∈ [n] such that θ[i] = 1. Otherwise, output⊥.
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Signature verification correctness. We show that for any m = s1‖ . . . ‖sn ∈ {0, 1}nℓ, CS.Vrfy(vki, si‖ti, σi) = ⊤
holds for every i ∈ [n] with overwhelming probability where (sigk , svk, dvk) ← DSSKL.KG(1λ), ti and σi are

computed as in DSSKL.Sign(sigk , m).

We first consider i ∈ [n] such that θ[i] = 0. In this case, sigk i = |x[i]〉
∣∣∣TEPRF.ski,x[i]

〉 ∣∣∣CS.sigki,x[i]

〉
. Then we

have ti = TEPRF.Eval(TEPRF.ski,x[i], si) and thus we have F[TEPRF.ski,x[i]](si‖ti) = 1. Thus, by the correctness

of CS, we have CS.Vrfy(vki, si‖ti, σi) = ⊤.

We next consider i ∈ [n] such that θ[i] = 1. In this case, sigk i = 1√
2
(|0〉 |TEPRF.ski,0〉

∣∣CS.sigki,0

〉
+

(−1)x[i] |1〉 |TEPRF.ski,1〉
∣∣CS.sigki,1

〉
). Note that by the equality property of TEPRF, we have Eval(TEPRF.ski,0, si) =

Eval(TEPRF.ski,1, si) unless si = s̃i where s̃i is the value chosen in DSSKL.KG . In this case, we have ti =
Eval(TEPRF.ski,0, si) = Eval(TEPRF.ski,1, si). Then we have F[TEPRF.ski,b](si‖ti) = 1 for b ∈ {0, 1}. Thus, by

the correctness of CS, we have CS.Vrfy(vk, si‖ti, σi) = ⊤. Since the probability that si = s̃i is 2−ℓ ≤ negl(λ), the

above holds with overwhelming probability also in this case.

Reusability with static signing keys. By the above proof of signature verification correctness, the measurement of ti

does not collapse sigk i except for a negligible probability. Moreover, by the coherent signability, QSign only negligibly

affects the state of sigk i. Thus, the reusability with static signing keys holds.

Deletion verification correctness. We show that ei = x[i]⊕ di · (TEPRF.ski,0⊕TEPRF.ski,1)⊕ ci · (CS.sigki.0⊕
CS.sigki,1) holds for every (ei, di, ci) for i ∈ [n] such that θ[i] = 1 where (sigk , svk, dvk) ← DSSKL.KG(1λ) and

(ei, di, ci)i∈[n] ← DSSKL.Del (sigk ). For every i ∈ [n] such that θ[i] = 1, we have sigk i =
1√
2
(|0〉 |TEPRF.ski,0〉

∣∣CS.sigki,0

〉
+

(−1)x[i] |1〉 |TEPRF.ski,1〉
∣∣CS.sigki,1

〉
). If we apply the Hadamard gate to every qubit of sigk i, we obtain

1√
2




1√
2
ℓkey+ℓsigk+1

∑ei,di,ci
(−1)di·TEPRF.ski,0⊕ci·CS.sigki,0 |ei〉 |di〉 |ci〉

+ 1√
2
ℓkey+ℓsigk+1

∑ei,di,ci
(−1)x[i]⊕ei⊕di·TEPRF.ski,1⊕ci·CS.sigki,1 |ei〉 |di〉 |ci〉




=
1√

2ℓkey+ℓsigk
∑

(ei,di):
di·TEPRF.ski,0⊕ci·CS.sigki,0=x[i]⊕ei⊕di·TEPRF.ski,1⊕CS.sigki,1

(−1)di·TEPRF.ski,0⊕ci·CS.sigki,0 . |ei〉 |di〉 |ci〉 .

Thus, we have ei = x[i]⊕ di · (TEPRF.ski,0 ⊕ TEPRF.ski,1)⊕ ci · (CS.sigki,0 ⊕ CS.sigki,1) for every i ∈ [n] such

that θ[i] = 1.

Security.

Theorem 7.6. If TEPRF satisfies the properties of Definition 3.5, then DSSKL is RUF-VRA secure.

Proof. Let A be a QPT adversary against RUF-VRA security of DSSKL. We consider the following sequence of

hybrids.

Hyb0: This is the original security experiment Expruf-vra
DSSKL,A(1

λ). More specifically, it works as follows.

1. The challenger generates x, θ← {0, 1}n, s̃i ← {0, 1}ℓ, (TEPRF.keyi,0, TEPRF.keyi,1)← TEPRF.KG(1λ, s̃i)

for i ∈ [n], (CS.mski, CS.vki)← CS.Setup(1λ) for i ∈ [n], and CS.sigki,b ← CS.Constrain(CS.mski, F[TEPRF.keyi.b])
for i ∈ [n] and b ∈ {0, 1}. The challenger also generates

sigk i :=




|x[i]〉

∣∣∣TEPRF.keyi,x[i]

〉 ∣∣∣CS.sigki,x[i]

〉
(if θ[i] = 0)

1√
2

(
|0〉
∣∣TEPRF.keyi,0

〉 ∣∣CS.sigki,0

〉
+ (−1)x[i] |1〉

∣∣TEPRF.keyi,1

〉 ∣∣CS.sigki,1

〉)
(if θ[i] = 1).
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The challenger sets

sigk := (sigk 1, . . . , sigk n),

svk := (CS.vk1, . . . , CS.vkn),

dvk := ((x[i])i∈[n]:θ[i]=1, θ, (TEPRF.keyi,0, TEPRF.keyi,1, CS.sigki,0, CS.sigki,1)i∈[n]:θ[i]=1).

The challenger sends sigk and svk to A.

2. A sends cert = (ei, di, ci)i∈[n] to the challenger. The challenger outputs 0 and the experiment ends if

ei 6= x[i]⊕ di · (TEPRF.ski,0 ⊕ TEPRF.ski,1)⊕ ci · (CS.sigki,0 ⊕ CS.sigki,1) for some i ∈ [n] such that

θ[i] = 1. Otherwise, the challenger chooses m∗ = s∗1‖ . . . ‖s∗n ← {0, 1}nℓ and sends m∗ and dvk to A.

3. A outputs σ′ = (t′i, σ′i )i∈[n]. The challenger outputs 1 if CS.Vrfy(CS.vki, s∗i ‖t′i, σ′i ) = ⊤ for every i ∈ [n]
and otherwise 0 as the final outcome of this experiment.

By the definition, we clearly have

Pr[Hyb0 = 1] = Advruf-vra
DSSKL,A(1

λ).

Hyb1: This is identical to Hyb0 except that the challenger outputs 0 if t′i 6= TEPRF.Eval(TEPRF.keyi,x[i], s∗i ) for some

i ∈ [n] such that θ[i] = 0.

The difference between Hyb0 and Hyb1 occurs only if there is i ∈ [n] such that θ[i] = 0, CS.Vrfy(CS.vki, s∗i ‖t′i, σ∗i ) =
⊤, and t′i 6= TEPRF.Eval(TEPRF.keyi,x[i], s∗i ). Note that t′i 6= TEPRF.Eval(TEPRF.keyi,x[i], s∗i ) is equiva-

lent to F[TEPRF.keyi,x[i]](s
∗
i , t′i) = 0. For i ∈ [n] such that θ[i] = 0, sigk i is a computational basis state

|0〉
∣∣∣TEPRF.keyi,x[i]

〉 ∣∣∣CS.sigki,x[i]

〉
where CS.sigki,x[i] is a constrained signing key w.r.t. F[TEPRF.keyi,x[i]].

Also, all the signing keys of CScontained in the deletion verification key dvkare (CS.sigki,0, CS.sigki,1)i∈[n]:θ[i]=1,

and in particular the deletion verification key contains no information about CS.mski for i ∈ [n] such that θ[i] = 0.

Thus, by a straightforward reduction to the selective single-key security of CS, the above event occurs only with

a negligible probability. Then we have

|Pr[Hyb0 = 1]− Pr[Hyb1 = 1]| ≤ negl(λ).

Hyb2: This is identical to Hyb1 except that the challenger samples s∗ = s∗1‖ . . . ‖s∗n at the beginning of the experiment

and sets s̃i := s∗i for i ∈ [n] such that θ[i] = 0.

Note that the only place where s̃i is used is in the generation of

(TEPRF.keyi,0, TEPRF.keyi,1)← TEPRF.KG(1λ, s̃i).

In Hyb2, uniformly random s̃i that is independent of s∗i is used, but in Hyb3, we set s̃i = s∗i for i ∈ [n] such

that θ[i] = 0. They are indistinguishable by the differing point hiding property of TEPRF since only one of

TEPRF.keyi,0 or TEPRF.keyi,1 is used in the hybrids for i ∈ [n] such that θ[i] = 0. In fact, for i ∈ [n] such

that θ[i] = 0, sigk i is a computational basis state |0〉
∣∣∣TEPRF.keyi,x[i]

〉 ∣∣∣CS.sigki,x[i]

〉
. Also, all the keys of

TEPRF contained in the deletion verification key are (TEPRF.keyi,0, TEPRF.keyi,1)i∈[n]:θ[i]=1, and in particular

the deletion verification key contains no information about TEPRF.keyi,b for i ∈ [n] and b ∈ {0, 1} such that

θ[i] = 0. Thus, by a straightforward reduction to the differing point hiding property of TEPRF, we have

|Pr[Hyb1 = 1]− Pr[Hyb2 = 1]| ≤ negl(λ).

Hyb3: This is identical to Hyb2 except that we change the way of sampling s̃i and s∗i for i ∈ [n]. Specifically, the

challenger first samples s̃i ← {0, 1}ℓ at the beginning of the experiment without sampling s∗i for every i ∈ [n].
After receiving cert from A, the challenger sets s∗i := s̃i for every i ∈ [n] such that θ[i] = 0 and samples

s∗i ← {0, 1}ℓ for every i ∈ [n] such that θ[i] = 1.
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Since (s̃i, s∗i ) is uniformly random conditioned that s̃i = s∗i for every i ∈ [n] such that θ[i] = 0 in both hybrids,

the change does not affect the view of A and thus we have

Pr[Hyb2 = 1] = Pr[Hyb3 = 1].

Below, by a reduction to the certified deletion property of BB84 states (Theorem 3.1), we show

Pr[Hyb3 = 1] ≤ negl(λ).

We construct an adversary B = (B0, B1) against the certified deletion property of BB84 states (Theorem 3.1) as follows.

B0: Given an n-qubit BB84 state |ψ〉 = |x〉θ, B0 parses |ψ〉 = |ψ1〉 ⊗ · · · ⊗ |ψn〉 and generates s̃i ← {0, 1}ℓ for

i ∈ [n], (TEPRF.keyi,0, TEPRF.keyi,1)← TEPRF.KG(1λ, s̃i) for i ∈ [n], (CS.mski, CS.vki)← CS.Setup(1λ)
for i ∈ [n], and CS.sigki,b ← CS.Constrain(CS.mski, F[TEPRF.keyi.b]) for i ∈ [n] and b ∈ {0, 1}. Let Ui be

a unitary that maps |u〉 |v〉 |w〉 to |u〉 |v⊕TEPRF.ski,u〉
∣∣w⊕ CS.sigki,u

〉
where u ∈ {0, 1}, v ∈ {0, 1}ℓkey ,

and w ∈ {0, 1}ℓsigk . B0 applies Ui to |ψi〉
∣∣∣0ℓkey

〉 ∣∣∣0ℓsigk

〉
to obtain sigk i for every i ∈ [n]. B0 then sets

sigk := (sigk 1, . . . , sigk n) and svk := (CS.vk1, . . . , CS.vkn) and sends sigk and svk to A. When A outputs

cert = (ei, di, ci)i∈[n], let st A be the state of A at this point. B0 computes yi = ei ⊕ di · (TEPRF.ski,0 ⊕
TEPRF.ski,1) ⊕ ci · (CS.sigki,0 ⊕ CS.sigki,1) for every i ∈ [n]. B0 outputs y := y1‖ . . . ‖yn and st B :=
((s∗i )i∈[n], (TEPRF.ski,b, CS.sigki,b)i∈[n],b∈{0,1}, stA ).

B1: Given θ and st B = ((s∗i )i∈[n], (TEPRF.ski,b, CS.sigki,b)i∈[n],b∈{0,1}, st A), B1 sets

dvk′ := ((yi)i∈[n]:θ[i]=1, θ, (TEPRF.ski,0, TEPRF.ski,1, CS.sigki,0, CS.sigki,1)i∈[n]:θ[i]=1).

B1 sets s∗i := s̃i for i ∈ [n] such that θ[i] = 0 and generates s∗i ← {0, 1}ℓ for i ∈ [n] such that θ[i] = 1. B1 then

executes A with the input dvk′ and m∗ = s∗1‖ . . . ‖s∗n and the state st A , and obtains an output σ′ = (t′i, σ′i )i∈[n].
By the “different values on target” property of TEPRF, there is unique bi ∈ {0, 1} such that

t′i = TEPRF.Eval(TEPRF.ski,bi
, s∗i )

for every i ∈ [n] such that θ[i] = 0. B1 sets zi := bi for every i ∈ [n] such that θ[i] = 0 and zi := 0 for every

i ∈ [n] such that θ[i] = 1,26 and outputs z = z1‖ . . . ‖zn.

B perfectly simulates Hyb3 for A. If A wins the simulated experiment (i.e., Hyb3 outputs 1), we have

ei = x[i]⊕ di · (TEPRF.ski,0 ⊕TEPRF.ski,1)⊕ ci · (CS.sigki,0 ⊕ CS.sigki,1)

for every i ∈ [n] such that θ[i] = 1 and

t′i = TEPRF.Eval(TEPRF.ski,x[i], s∗i )

for every i ∈ [n] such that θ[i] = 0. In this case, yi = x[i] for every i ∈ [n] such that θ[i] = 1 and zi = x[i] for every

i ∈ [n] such that θ[i] = 0. Thus, we have

Pr[Hyb3 = 1] ≤ Pr[CDBB84(B, n) = 1] ≤ negl(λ)

where the latter inequality follows from the certified deletion property of BB84 states (Theorem 3.1) and n = ω(log λ).
Combining the above, we have

Advruf-vra
DSSKL,A(1

λ) ≤ negl(λ).

This completes the proof of Theorem 7.6.

By Theorems 7.5 and 7.6, we obtain Theorem 7.1.

26For i ∈ [n] such that θ[i] = 1. zi can be set arbitrarily since it is irrelevant to the winning condition of the experiment for the certified deletion

property of BB84 states.
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8 Construction of Coherently-Signable Constrained Signatures

In this section, we prove Theorem 7.5, that is, we construct selectively single-key secure coherently- signable constrained

signatures based on the SIS assumption. In Section 8.1, we provide necessary background on lattices. In Section 8.2,

we give the construction of selectively single-key secure coherently- signable constrained signatures and its security

proof.

8.1 Lattice Preliminaries

A lattice Λ ⊆ Rm is a discrete additive subgroup of Rm. A shifted lattice is a subset that can be written as

Λ + t = {x + t : x ∈ Λ} by using a lattice Λ and a vector t ∈ Rn. For q ∈ N, we write Zq to mean the additive

group of integers modulo q. We represent elements of Zq by elements in Z ∩ (q/2, q/2] and often identify the

elements of Zq and their representatives. For A ∈ Zn×m
q and y ∈ Zn

q , we define Λ⊥A := {x ∈ Zm : Ax = 0

mod q} and Λ
y
A := {x ∈ Zm : Ax = y mod q}. It is easy to see that Λ⊥A is a lattice and Λ

y
A is a shifted lattice

written as Λ
y
A = Λ⊥A + t for any t ∈ Λ

y
A.

For a vector x = (x1, x2, . . . , xn) ∈ Rn, we define ‖x‖∞ := maxi∈[n] |xi|. Similarly, for a matrix A =

(ai,j)i∈[n],j∈[m] ∈ Rn×m, we define ‖A‖∞ := maxi∈[n],j∈[m] ai,j. We often use the inequality ‖AB‖∞ ≤ m‖A‖∞‖B‖∞

for A ∈ Rn×m and B ∈ Rm×ℓ.
For m ∈N, the Gaussian function ρσ : Rm → [0, 1] with a scaling parameter σ > 0 is defined as follows:

ρσ(x) := exp
(
−π‖x‖2/σ2

)
.

For any countable set S ⊆ Rm, let ρ(S) := ∑x∈S ρσ(x) and if 0 < ρ(S) < ∞, we define the discrete Gaussian

distribution over S by the following probability density function:

DS,σ(x) =
ρσ(x)

ρσ(S)

for x ∈ S.

We rely on the following tail bound about discrete Gaussian.

Definition 8.1. For m ∈ N and R > 0, we define

Bm
∞(R) = {x ∈ R

m : ‖x‖∞ ≤ R}.

Lemma 8.2 ([Ban95, Lemma 2.10]). For any m-dimensional lattice Λ, σ > 0, and r > 0,

ρσ(Λ \ Bm
∞(rσ)) ≤

(
2me−πr2

)
ρσ(Λ).

Corollary 8.3. For n, m ∈ N, an integer q ≥ 2, A ∈ Zn×m
q , and σ > 0, the statistical distance between D

Λ⊥A ,σ and

D
Λ⊥A∩Zm

q ,σ is at most 2me
−π

(
q/2−1

σ

)2

.27

Proof. The statistical distance between D
Λ⊥A,σ and D

Λ⊥A∩Zm
q ,σ is:

ρσ(Λ⊥A \Zm
q )

ρσ(Λ⊥A)
≤ ρσ(Λ⊥A \ Bm

∞(q/2− 1))

ρσ(Λ⊥A)
≤ 2me

−π
(

q/2−1
σ

)2

where the first inequality follows Bm
∞(q/2− 1) ⊆ Zm

q , and the second inequality follows from Lemma 8.2.

By [PR06, Lemma 2.11] and [GPV08, Lemma 5.3], we have the following lemma.

27Recall that an element of Zq is represented as an element of Z ∩ (−q/2, q/2]. In particular, Λ⊥A ∩Zm
q means Λ⊥A ∩ (−q/2, q/2]m.
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Lemma 8.4 ([APV23, Lemma 2.5] ). Let n, m ∈ N and q be a prime such that m ≥ 2n log q. For an at least

(1− 2q−n)-fraction of A ∈ Zn×m
q , for any y ∈ Zn

q , x∗ ∈ Λ
y
A, and any σ = ω(

√
log m),

Pr
x←D

Λ
y
A

,σ

[x = x∗] ≤ 2−Ω(m).

Remark 8.5. [APV23, Lemma 2.5] claims that the above holds for all full-rank A by citing [PR06, Lemma 2.11] and

[GPV08, Lemma 5.3]. However, we found that we need to assume an additional property of A to apply [GPV08,

Lemma 5.3].28 Fortunately, it is proven in [GPV08, Lemma 5.3] that an at least (1− q−n)-fraction of A ∈ Zn×m
q

satisfies the required property. Since an at least (1− q−n)-fraction of A ∈ Zn×m
q is full-rank (e.g., [GPV08, Lemma

5.1]), by taking the union bound, an at least (1− 2q−n)-fraction of A ∈ Z
n×m
q satisfies both.

We rely on the quantum hardness of the short integer solution (SIS) problem defined below.

Definition 8.6 (Short Integer Solution Problem). For parameters n = n(λ), m = m(λ), q(λ), β = β(λ), the

quantum hardness of the short integer solution (SIS) problem SISn,m,q,β means that for any QPT algorithmA:

Pr
[
Au = 0 mod q ∧ ‖u‖∞ ≤ β(λ) ∧ u 6= 0 : A← Z

m×n
q , u← A(A)

]
≤ negl(λ).

The parameter regime for the SIS problem considered in this work is similar to that in [GVW15]. We assume

that for any β = 2poly(λ), there are some n = poly(λ) and a prime q = 2poly(λ) such that for any m = poly(λ),
the quantum hardness of SISn,m,q,β holds. (Note that we must have q ≥ β since otherwise SISn,m,q,β can be trivially

solved.) We simply say that the SIS assumption holds to mean that the above is true. By Regev’s reduction [Reg09],

the assumption can be reduced to the quantum hardness of certain worst-case lattice problems (e.g., SIVP or GapSVP)

with sub-exponential approximation factors, which is widely believe at the moment.

Gadget Matrix. Let n, k, q be positive integers such that k ≥ n⌈log q⌉. A gadget matrix G is defined as In ⊗
(1, 2, ..., 2⌈log q⌉−1) padded with k− n⌈log q⌉ zero columns. The parameters n, k, q are not explicitly written in the

notation, but they will be clear from the context.

Trapdoors. There has been a long line of works [Ajt96, GPV08, ABB10a, CHKP12, ABB10b, MP12] about methods

to sample a matrix along with a trapdoor that enables us to efficiently solve the SIS and LWE problems. In particular,

we rely on the following lemmas.

Lemma 8.7 ([GVW15, Lemma 2.2]). There exist PPT algorithms TrapGen, Sam, SamPre such that the following holds.

Given integer n ≥ 1, q ≥ 2, there exists some m∗ = m∗(n, q) = O(n log q), βsam = βsam(n, q) = O(n
√

log q)
such that for all m ≥ m∗ and all k = poly(n), we have:

1. R← Sam(1m, 1k, q) samples a matrix R ∈ Zm×k
q which satisfies ‖R‖∞ ≤ βsam.

2. We have

∆(A, A′) ≤ negl(n)

and

∆((A, td, R, V), (A, td, R′, V′)) ≤ negl(n)

where (A, td) ← TrapGen(1n, 1m, q), A′ ← Zn×m
q , R ← Sam(1m, 1k, q), V := A · R, V′ ← Zn×k

q , R′ ←
SamPre(A, V′, td). Moreover, we guarantee that any R′ ∈ SamPre(A, V′, td) always satisfies V′ = A · R′
and ‖R′‖∞ ≤ βsam.

28Concretely, we need to assume that for all s ∈ Zn
q \ {0}, ‖A⊤s mod q‖∞ ≥ q/4.
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Definition 8.8. Let Invert be a classical deterministic polynomial-time algorithm. For n, m, q ∈ N, βerr > 0, and

A ∈ Zn×m
q , we say that a classical string td is a βerr-LWE-trapdoor of A w.r.t. Invert if the following holds. For any

s ∈ Zn
q and e ∈ Zm

q such that ‖e‖∞ ≤ βerr, we have

Invert(A, td, s⊤A + e⊤ mod q) = (s, e).

Lemma 8.9 ([MP12]). There is a classical deterministic polynomial-time algorithm Invert such that the following

holds. For n, q, m, k ∈ N such that q ≥ 2 and k ≥ n⌈log q⌉, A ∈ Zn×m
q , and R ∈ Zm×k

q , R is a βerr-LWE-trapdoor

of [A | AR + G] w.r.t. Invert for βerr = q/(5k(m‖R‖∞ + 1)) where G ∈ Zn×k
q is the gadget matrix.

Though Lemma 8.9 is implicitly shown in [MP12], we give a proof in Appendix D for completeness.

Lattice Evaluation. The following lemma is an abstraction of the evaluation algorithms developed in a long sequence

of works [MP12, GSW13, BGG+14, GVW15].

Lemma 8.10 ([Tsa19, Theorem 2.5]). There exist classical deterministic polynomial-time algorithms EvalF and

EvalFX such that for any positive integers n, q, ℓin, ℓout and m ≥ n⌈log q⌉, for any depth d boolean circuit f :
{0, 1}ℓin → {0, 1}ℓout , input x ∈ {0, 1}ℓin with x[1] = 1,29 and matrix A ∈ Zn×mℓ

q , the outputs H := EvalF( f , A)

and Ĥ := EvalFX( f , x, A) are both in Z
mℓin×mℓout and it holds that ‖H‖∞, ‖Ĥ‖∞ ≤ (2m)d, and

[A− x⊗G]Ĥ = AH− f (x)⊗G mod q

where we regard x and f (x) as a row vector and G ∈ Zn×m
q is the gadget matrix.

Gaussian Superpositions. The following lemma about efficient generation of Gaussian superpositions is shown in

[APV23] based on the Grover-Rudolph algorithm [GR02].

Lemma 8.11 ([APV23, Sec. 3.1] ). There is a quantum algorithm that given m ∈ N, q ≥ 2, and σ ∈ (
√

8m, q/
√

8m),

and outputs a quantum state within trace distance 2−Ω(m) of the normalized variant of the following state:

∑
e∈Zm

q

ρσ(e) |e〉 .

The algorithm runs in time poly(m, log q).

Duality Lemma.

Lemma 8.12 ([Por23, Lemma 16]). Let n, m ∈ N, q ≥ 2 be a prime modulus and σ ∈ (
√

8m, q/
√

8m). For an at

least (1− 2q−n)-fraction of A ∈ Zn×m
q and any y ∈ Zn

q , if we apply the q-ary quantum Fourier transform to the

normalized variant of the following state:

∣∣ψy

〉
:= ∑

s∈Zn
q

∑
e∈Zm

q

ρq/σ(e)ω
−〈s,y〉
q

∣∣∣s⊤A + e⊤ mod q
〉

,

then the resulting state is within trace distance negl(m) of the normalized variant of the following state:
∣∣ψ̂y

〉
:= ∑

x∈Zm
q ∩Λ

y
A

ρσ(x) |x〉 .

Remark 8.13. The original statement of [Por23, Lemma 16] claims that the above holds for all full-rank A. However,

since their proof relies on [GPV08, Lemma 5.3], we believe that an additional property for A is needed by the same

reason as explained in Remark 8.5. As explained in Remark 8.5, an at least (1− 2q−n)-fraction of A ∈ Zn×m
q is

full-rank and satisfies the required property for [GPV08, Lemma 5.3]. This is reflected in the above statement of

Lemma 8.12.

29This assumption is not explicitly stated in the original statement of [Tsa19, Theorem 2.5], but it is pointed out in [KNYY20, Remark 3.2] that it

would have been necessary.
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Quantum Gaussian Sampling. Ananth et al. [APV23] showed that a LWE-trapdoor can be used to generate a

Gaussian superposition over the corresponding lattice (i.e., a state of the form of
∣∣ψ̂y

〉
in Lemma 8.12). We observe

that a similar procedure works to generate a Gaussian superposition given a superposition of LWE-trapdoors almost

without collapsing the superposition. This is stated in the following theorem.

Theorem 8.14 (Generalization of [APV23, Theorem 3.3]). Let n, m be positive integers and q be a prime. For any

classical deterministic polynomial-time algorithm Invert, there exist a QPT algorithm QSampGauss such that for at least

(1− 2q−n)-fraction of A ∈ Zn×m
q , the following holds. Let σ ∈ (

√
8m, q/

√
8m), y ∈ Zn

q , and |ψ〉 be a state of the

form ∑z∈{0,1}L αz |z〉 |tdz〉 where αz ∈ C satisfies ∑z∈{0,1}L |αz|2 and tdz is a βerr-LWE-trapdoor of A w.r.t. Invert

for βerr ≥ q
σ

(
n log q+m

π

)1/2
. Then QSampGauss(A, |ψ〉 , y, σ) outputs states ρ and τ where ρ is within trace distance

negl(m) of |ψ〉 and τ is within trace distance negl(m) of the normalized variant of the following state:

∑
x∈Zm

q ∩Λ
y
A

ρσ(x) |x〉 .

Though the proof of Theorem 8.14 is very similar to that of [APV23, Theorem 3.3], we give a full proof since there

seems to be a (fixable) gap in their proof (see Remark 8.19).

Proof of Theorem 8.14. For ease of exposition, we describe how QSampGauss works when |ψ〉 is a computational basis

state |z〉 |tdz〉 for some z ∈ {0, 1}L and βerr-LWE-trapdoor tdz. When |ψ〉 is a superposition over |z〉 |tdz〉, it just

runs the same procedure coherently.

Algorithm QSampGauss

Input: A ∈ Zn×m
q , |ψ〉 = |z〉 |tdz〉, y ∈ Zn

q , σ ∈ (
√

8m, q/
√

8m).

1. Use the algorithm of Lemma 8.11 to generate a quantum state within trace distance 2−Ω(m) of the normalized

variant of the following state:

|ψ1〉 = ∑
s∈Zn

q

|s〉 ⊗ ∑
e∈Zm

q

ρq/σ(e) |e〉 ⊗ |0〉 .

For the ease of exposition, we describe the rest of the algorithm as if it exactly generates the above state.

2. Apply an appropriate phase operator to the first register to obtain the normalized variant of

|ψ2〉 = ∑
s∈Zn

q

ω
−〈s,y〉
q |s〉 ⊗ ∑

e∈Zm
q

ρq/σ(e) |e〉 ⊗ |0〉 .

3. Apply the unitary UA : |s〉 |e〉 |0〉 → |s〉 |e〉
∣∣s⊤A + e⊤

〉
to obtain the normalized variant of

|ψ3〉 = ∑
s∈Z

n
q

∑
e∈Z

m
q

ρq/σ(e)ω
−〈s,y〉
q |s〉 |e〉

∣∣∣s⊤A + e⊤ mod q
〉

.

4. Apply the unitary Uinv : |s〉 |e〉 |y〉 → |s− Invert1(A, tdz, y)〉 |e− Invert2(A, tdz, y)〉 |y〉 where Invert1 and

Invert2 are the algorithms that outputs the first and second components of outputs of Invert. Below, we prove

that the state at this point is within trace distance negl(m) of the normalized variant of the following state:

|ψ4〉 = ∑
s∈Zn

q

∑
e∈Zm

q

ρq/σ(e)ω
−〈s,y〉
q |0〉 |0〉

∣∣∣s⊤A + e⊤ mod q
〉

.

5. Apply the q-ary quantum Fourier transform to the rightmost register.
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6. Output |z〉 |tdz〉 as ρ and the state in the rightmost register as τ discarding the rest of registers.

Assuming that the state at the end of Step 4 is within trace distance negl(n) of the normalized variant of |ψ4〉,
Lemma 8.12 immediately implies that for an at least (1− 2q−m)-fraction of A, the state after Step 5 is within trace

distance negl(m) of

|0〉 |0〉 ⊗ ∑
x∈Z

m
q ∩Λ

y
A

ρσ(x) |x〉 .

This immediately implies Theorem 8.14. Indeed, the state of the discarded registers is negligibly close to |0〉 |0〉 inde-

pendently of the LWE-trapdoor tdz, and thus if we run the above procedure on a superposition |ψ〉 = ∑z∈{0,1}L |z〉 |tdz〉,
the above procedure only negligibly affects |ψ〉.

In the rest of the proof, we prove that the state at the end of Step 4 is within trace distance negl(n) of the normalized

variant of |ψ4〉.
Let DZm

q ,q/σ be the probability density function on Zm
q defined as follows:

DZm
q ,q/σ(x) =

ρq/σ(x)

ρq/σ(Zm
q )

for x ∈ Zm
q . Let

Pbad := Pr
e←D

Zm
q ,q/σ

[‖e‖∞ > βerr].

We define subnormalized states
∣∣ψ′3
〉

and
∣∣ψ′4
〉

as follows.

∣∣ψ′3
〉
= ∑

s∈Zn
q

∑
e∈Zm

q :‖e‖∞≤βerr

ρq/σ(e)ω
−〈s,y〉
q |s〉 |e〉

∣∣∣s⊤A + e⊤
〉

,

∣∣ψ′4
〉
= ∑

s∈Zn
q

∑
e∈Zm

q :‖e‖∞≤βerr

ρq/σ(e)ω
−〈s,y〉
q |0〉 |0〉

∣∣∣s⊤A + e⊤
〉

.

We show the following propositions.

Proposition 8.15. It holds that Pbad ≤ q−n · negl(m).

Proof. We have

Pbad = Pr
e←D

Zm
q ,q/σ

[‖e‖∞ > βerr]

=
∑e∈Z

m
q :‖e‖∞>βerr

ρq/σ(e)

∑z∈Zm
q

ρq/σ(z)

=
∑e∈Zm

q :‖e‖∞>βerr
ρq/σ(e)

∑z∈Zm ρq/σ(z)
· ∑z∈Zm ρq/σ(z)

∑z∈Zm
q

ρq/σ(z)

≤
ρq/σ

(
Zm \ Bm

∞

(
q
σ

(
n log q+m

π

)1/2
))

ρq/σ(Zm)
·
(

1−
ρq/σ(Z

m \ Bm
∞(q/2− 1))

ρq/σ(Zm)

)−1

≤
(

2me−(n log q+m)
)
·
(

1− 2me
−π

(
σ(q/2−1)

q

)2
)−1

≤ q−n · negl(m).

where the first inequality follows from βerr ≥ βerr ≥ q
σ

(
n log q+m

π

)1/2
and Bm

∞(q/2 − 1) ⊆ Zm
q ,30 the second

inequality follows from Lemma 8.2, and the third inequality follows from m2−m+1 = negl(m) and σ >
√

8m.

30Recall that an element of Zq is represented as an element of Z ∩ (−q/2, q/2]
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Proposition 8.16. It holds that ‖ |ψ3〉 −
∣∣ψ′3
〉
‖2 = ‖ |ψ3〉 ‖2 · Pbad.

Proof. We have

‖ |ψ3〉 −
∣∣ψ′3
〉
‖2 =

∥∥∥∥∥∥ ∑
s∈Zn

q

∑
e∈Zm

q :‖e‖∞>βerr

ρq/σ(e)ω
−〈s,y〉
q |s〉 |e〉

∣∣∣s⊤A + e⊤
〉
∥∥∥∥∥∥

2

= ∑
s∈Zn

q

∑
e∈Zm

q :‖e‖∞>βerr

∣∣∣ρq/σ(e)ω
−〈s,y〉
q

∣∣∣
2

= ∑
s∈Zn

q

∑
e∈Zm

q

∣∣∣ρq/σ(e)
∣∣∣
2
·

∑e∈Zm
q :‖e‖∞>βerr

∣∣∣ρq/σ(e)
∣∣∣
2

∑e∈Zm
q

∣∣∣ρq/σ(e)
∣∣∣
2

= ‖ |ψ3〉 ‖2 · Pbad

where we used |ω−〈s,y〉
q | = 1 in the third equality and the fourth equality immediately follows from the definitions of

|ψ3〉 and Pbad.

Proposition 8.17. It holds that Uinv

∣∣ψ′3
〉
=
∣∣ψ′4
〉
.

Proof. Recall that if td is a βerr-LWE-trapdoor w.r.t. Invert, then we have Invert(A, td, s⊤A + e) = (s, e) by

Definition 8.8. Then Uinv

∣∣ψ′3
〉
=
∣∣ψ′4
〉

immediately follows from the definitions of Uinv,
∣∣ψ′3
〉
, and

∣∣ψ′4
〉
.

Proposition 8.18. It holds that ‖ |ψ4〉 −
∣∣ψ′4
〉
‖2 ≤ qn · ‖ |ψ3〉 ‖2 · Pbad.

Proof. For e ∈ Zm
q , let

χbad(e) =

{
1 (‖e‖ > βerr)

0 (‖e‖∞ ≤ βerr)
.

We have

‖ |ψ4〉 −
∣∣ψ′4
〉
‖2 =

∥∥∥∥∥∥ ∑
s∈Zn

q

∑
e∈Zm

q :‖e‖∞>βerr

ρq/σ(e)ω
−〈s,y〉
q |0〉 |0〉

∣∣∣s⊤A + e⊤
〉
∥∥∥∥∥∥

2

= ∑
y∈Zm

q

∣∣∣∣∣∣∣∣∣
∑

s∈Z
n
q ,e∈Z

m
q :

‖e‖∞>βerr ∧ s⊤A+e⊤=y⊤

ρq/σ(e)ω
−〈s,y〉
q

∣∣∣∣∣∣∣∣∣

2

= ∑
y∈Zm

q

∣∣∣∣∣∣ ∑
s∈Zn

q

χbad(y
⊤ − s⊤A)ρq/σ(y

⊤ − s⊤A)ω
−〈s,y〉
q

∣∣∣∣∣∣

2

≤ qn ∑
y∈Zm

q

∑
s∈Zn

q

∣∣∣χbad(y
⊤ − s⊤A)ρq/σ(y

⊤ − s⊤A)ω
−〈s,y〉
q

∣∣∣
2

= qn · ∑
s∈Zn

q

∑
e∈Zm

q :‖e‖∞>βerr

∣∣∣ρq/σ(e)ω
−〈s,y〉
q

∣∣∣
2

= qn · ‖ |ψ3〉 ‖2 · Pbad

where the inequality in the fourth line follows from Cauchy-Schwarz inequality and the final equality is derived similarly

to the proof of Proposition 8.16.
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By Proposition 8.17, we have

Uinv |ψ3〉 = Uinv

∣∣ψ′3
〉
+ Uinv(|ψ3〉 −

∣∣ψ′3
〉
)

=
∣∣ψ′4
〉
+ Uinv(|ψ3〉 −

∣∣ψ′3
〉
)

= |ψ4〉+ Uinv(|ψ3〉 −
∣∣ψ′3
〉
) + (

∣∣ψ′4
〉
− |ψ4〉).

Thus. by the triangle inequality and Propositions 8.15, 8.16 and 8.18,

‖Uinv |ψ3〉 − |ψ4〉 ‖ ≤ ‖ |ψ3〉 −
∣∣ψ′3
〉
‖+ ‖

∣∣ψ′4
〉
− |ψ4〉 ‖ ≤ ‖ψ3‖ · negl(m). (1)

Thus, we have

∥∥∥∥
Uinv |ψ3〉
‖ |ψ3〉 ‖

− |ψ4〉
‖ |ψ4〉 ‖

∥∥∥∥ ≤
∥∥∥∥

Uinv |ψ3〉
‖ |ψ3〉 ‖

− |ψ4〉
‖ |ψ3〉 ‖

∥∥∥∥+
∥∥∥∥
|ψ4〉
‖ |ψ3〉 ‖

− |ψ4〉
‖ |ψ4〉 ‖

∥∥∥∥
≤ negl(m)

where the second inequality follows from Eq. 1.31 Note that for any normalized states |ψ〉 and |ψ′〉, we have

‖ |ψ〉 〈ψ| − |ψ′〉 〈ψ′| ‖tr ≤ 4‖ |ψ〉 − |ψ′〉 ‖ by [BBBV97, Theorem 3.1]. Thus, the above inequality implies that the

state
Uinv|ψ3〉
‖|ψ3〉‖ , which is obtained at the end of Step 4, is within trace distance negl(m) from

|ψ4〉
‖|ψ4〉‖ . This completes the

proof of Theorem 8.14.

Remark 8.19. In the proof of [APV23, Theorem 3.3], they seem to claim, using our terminology, that the state at the end

of Step 4 is within trace distance negl(m) of the normalized variant of |ψ4〉 only assuming Pbad ≤ negl(m). However,

we do not see how to prove it. In our proof, we needed to show Pbad ≤ q−n · negl(m) to deal with the loss of factor

qn due to Cauchy-Schwarz inequality used in the proof of Proposition 8.18. Fortunately, such a strong bound for Pbad

is easy to prove if we take sufficiently large βerr since the tail bound of discrete Gaussian (Lemma 8.2) exponentially

decreases.

8.2 Construction

We construct a coherently-signable CS scheme for the function class F that consists of functions expressed as circuits

of description size ℓ = ℓ(λ) and input length ι = ι(λ) for bounded polynomials ℓ, ι. For f ∈ F , we write 〈 f 〉 to

mean the description of f , which is a ℓ-bit string. Without loss of generality, we assume that the first bit of 〈 f 〉 is 1.32

In the description of the scheme, we regard 〈 f 〉 ∈ {0, 1}ℓ as a row vector in Z
ℓ
q in a canonical manner. Let Um be a

universal circuit for F , i.e., for any f ∈ F and m ∈ {0, 1}k, we have Um( f ) = f (m). Let d = d(λ) be the largest

depth of Um. Since the size of Um is poly(λ), d is also a polynomial. Whenever we consider LWE-trapdoors, they

are w.r.t. the algorithm Invert of Lemma 8.9, and QSampGauss is the quantum algorithm in Theorem 8.14 w.r.t. Invert.

The choice of parameters n, m, q, σ, βsam, βver, βSIS are given below the description of the scheme.

Setup(1λ):

• Generate (A, td)← TrapGen(1n, 1m, q), B← Zn×mℓ
q , and C← Zn×m

q .

• Output a verification key vk = (A, B, C) and a master secret key msk = (vk, td).

Constrain(msk, f ):

• Parse msk = (vk = (A, B, C), td).

• Generate R← SamPre(td, B− 〈 f 〉 ⊗G) where G ∈ Zn×m
q is the gadget matrix.

31The first term is negligible by dividing both sides of Eq. 1 by ‖ |ψ3〉 ‖. For the second term, observe

∥∥∥ |ψ4〉
‖|ψ3〉‖ −

|ψ4〉
‖|ψ4〉‖

∥∥∥ =
∣∣∣ ‖|ψ4〉‖
‖|ψ3〉‖ − 1

∣∣∣ and

that Eq. 1 implies ‖ |ψ4〉 ‖ = (1± negl(m))‖ |ψ3〉 ‖.
32This convention is made to meet the requirement of Lemma 8.10.

42



• Generate R′ ← SamPre(td, C).

• Output sigk f = (vk, f , R, R′).

Sign(sigk f , m):

• Parse sigk f = (vk = (A, B, C), f , R, R′).

• Compute H← EvalF(Um, B) and Ĥ := EvalFX(Um, 〈 f 〉, B).

• Generate (ρ, τ)← QSampGauss([A | BH + C],
∣∣∣RĤ + R′

〉
, 0, σ).33

• Measure τ in the computational basis to obtain a vector x ∈ Zm
q .

• Output a signature sig = x.34

Vrfy(vk, m, sig):

• Parse vk = (A, B, C) and sig = x.

• Compute H← EvalF(Um, B).

• Output ⊤ if [A | BH + C]x = 0, ‖x‖∞ ≤ βver, and x 6= 0, and output⊥ otherwise.

Remark 8.20. The above scheme is almost identical to the one obtained by applying the conversion of [Tsa17] to

the context-hiding homomorphic signature scheme of [GVW15, Section 6]. One difference is that we introduce an

additional matrix C in vk and define a signature to be a solution to the SIS problem with respect to [A | BH+C] instead

of one to [A | BH]. This additional matrix C is introduced to make sure that [A | BH + C] is uniformly distributed

so that the algorithm QSampGauss of Theorem 8.14 works for [A | BH + C] with an overwhelming probability. This

modification almost does not affect the security proof and thus our security proof is essentially identical to that in

[GVW15].

Parameters. We choose parameters n, m, βsam = poly(λ) and q, σ, βver, βSIS = 2poly(λ) in such a way that all of

the following conditions are satisfied for sufficiently large λ.35

1. Both items of Lemma 8.7 hold for n, m, q, βsam, and k ∈ {m, mℓ}.
2. m ≥ 2n⌈log q⌉

3. σ ≥ (5m3ℓβsam(2m)d + 5m) ·
(

n log q+m
π

)1/2

4. σ ∈ (
√

8m, q/
√

8m)

5. βver = ω(log m)σ

6. βSIS ≥ 4m2ℓβsam(2m)dβver

7. The quantum hardness of SISn,m,q,βSIS
holds.

In the proofs of correctness, coherent-signability, and security, whenever we use one of the above conditions, we refer

to the number of the corresponding condition.

To meet the above conditions, for example, we can choose the parameters as follows:

• We set βSIS := 2d⌈log2 λ⌉ and take a positive integer n = poly(λ) and a prime q = 2poly(λ) > βSIS in such a

way that for any m = poly(λ), the quantum hardness of SISn,m,q,β holds. (Recall that the SIS assumption in

this paper ensures that we can take such n and q. See the paragraph below Definition 8.6.) Then Condition 7 is

satisfied.

33Here, we run QSampGauss with L = 0 in which case z is a null string.

34In this subsection, we denote the signature by sig instead of σ to avoid a notational collision.

35βSIS does not appear in the scheme and only appears as a parameter for the underlying SIS problem.
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• We take m∗ = O(n log q) and βsam = O(n
√

log q) as in Lemma 8.7 for the above chosen n and q, and set

m = max{m∗, 2n⌈log q⌉}. Then Conditions 1 and 2 are satisfied.

• We set σ := (5m3ℓβsam(2m)d + 5m) ·
(

n log q+m
π

)1/2
. Then Condition 3 is satisfied. Condition 4 is also

satisfied for sufficiently large λ noting that (5m3ℓβsam(2m)d + 5m) ·
(

n log q+m
π

)1/2
= poly(λ)d = 2O(d log λ)

and q/
√

8m ≥ βSIS/
√

8m = 2d⌈log2 λ⌉/poly(λ) = 2Ω(d log2 λ).

• We set βver := ⌈log2 m⌉σ. Then Condition 5 is satisfied. We can see that Condition 6 is also satisfied for

sufficiently large λ noting that βSIS := 2d⌈log2 λ⌉ and 4m2ℓβsam(2m)dβver = poly(λ)d = 2O(d log λ).

Correctness. Suppose that f and m satisfy f (m) = 1. Let sigk f = (vk = (A, B, C), f , R, R′) be an honestly

generated signing key for a function f . By Lemma 8.7, which is applicable by Condition 1, we have ‖R‖∞, ‖R′‖∞ ≤
βsam,

AR = B− 〈 f 〉 ⊗G,

and

AR′ = C.

By Lemma 8.10, we have

[B− 〈 f 〉 ⊗ G]Ĥ = BH−G

and ‖Ĥ‖∞ ≤ (2m)d where H and Ĥ are as in the signing algorithm and we used Um( f ) = f (m) = 1. Combining

the above, we have

A(RĤ + R′) + G = BH + C.

Thus, by Lemma 8.9and m ≥ 2n⌈log q⌉ ≥ n⌈log q⌉ (Condition 2), RĤ+R′ is a βerr-LWE-trapdoor of [A | BH+C]

where βerr = q/(5m(m‖RĤ + R′‖∞ + 1)) ≥ q/(5m3ℓβsam(2m)d + 5m) ≥ q
σ

(
n log q+m

π

)1/2
where the final

inequality follows from Condition 3. We note that [A | BH + C] is uniformly distributed over Z
n×2m
q . Thus, by

Theorem 8.14, which is applicable by m ≥ 2n⌈log q⌉ ≥ n (Condition 2) and σ ∈ (
√

8m, q/
√

8m) (Condition 4), for

at least (1− negl(λ))-fraction of vk, the second output τ of QSampGauss([A | BH + C],
∣∣∣RĤ + R′

〉
, 0, σ) is a state

negligibly close to the normalized variant of the following state:

∑
x∈Zm

q ∩Λ⊥
[A|BH+C]

ρσ(x) |x〉

If we measure the above state, the outcome is distributed according to the distribution D
Zm

q ∩Λ⊥
[A|BH+C]

,σ. By Corol-

lary 8.3 and q/σ >
√

8m (Condition 4), the distribution is within statistical distance negl(m) of the distribution

D
Λ⊥
[A|BH+C]

,σ. Thus, it suffices to prove that x passes the verification with an overwhelming probability assuming that

x is sampled from D
Λ⊥
[A|BH+C]

,σ. We show this below.

First, x in the support of D
Λ⊥
[A|BH+C]

,σ satisfies [A | BH+C]x = 0. Second, by Lemma 8.2 and βver = ω(log m)σ

(Condition 5),

Pr
x←D

Λ⊥
[A|BH+C]

,σ

[‖x‖∞ ≥ βver] ≤ 2me
−π

(
βver

σ

)2

≤ negl(m).

Moreover, by Lemma 8.4, m ≥ 2n log q (Condition 2), and σ = ω(
√

log m) (Condition 4),

Pr
x←D

Λ⊥
[A|BH+C]

,σ

[x = 0] ≤ 2−Ω(m).

Thus, an honestly generated signature sig = x passes the verification except for a negligible probability.
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Coherent-signability. Let fz ∈ F for z ∈ {0, 1}L, (vk, msk) ∈ Setup(1λ), and sigk fz
= (vk, fz, Rz, R′z) ∈

Constrain(msk, fz) for z ∈ {0, 1}L. The coherent signing algorithm QSign takes ∑z∈{0,1}L αz |z〉
∣∣∣sigk fz

〉
and

m ∈ M as input where ∑z∈{0,1}L |αz|2 = 1 and fz(m) = 1 for all z ∈ {0, 1}L and works as follows.

1. Measure vk = (A, B, C). Note that this does not collapse the state since all the branches share the same vk.

Thus, the state remains to be the following:

∑
z∈{0,1}L

αz |z〉
∣∣vk, fz, Rz, R′z

〉
.

2. Compute H = EvalF(Um, B) and Ĥ = EvalFX(Um, 〈 f 〉, B).

3. By coherently computing RzĤ + R′z in a new register, generate

|ψ〉 := ∑
z∈{0,1}L

αz |z〉
∣∣vk, fz, Rz, R′z

〉 ∣∣∣RzĤ + R′z
〉

.

4. Run (ρ, τ)← QSampGauss([A | BH + C], |ψ〉 , 0, σ) where the concatenation of the first two registers of |ψ〉 is

regarded as the first register of |ψ〉 in Theorem 8.14.

5. Measure τ in the computational basis and let x be the outcome.

6. Uncompute the third register of ρ (i.e., apply the inverse of Step 3), discard the third register, and let ρ′ be the

resulting state.

7. Output ρ′ and a signature sig = x.

We show that the above describe algorithm QSign satisfies the requirements of coherent-signability as stated

in Definition 7.4. Item 1 of Definition 7.4 immediately follows from the definitions of QSign and Sign where we

observe that when |ψ〉 is a computational basis state |z〉 sigk fz
, QSign(|z〉 sigk fz

, m) works exactly in the same way

as Sign(sigk fz
, m). We show Item 2 of Definition 7.4 below. By the proof of the correctness, for every z ∈ {0, 1}L,

RzĤ + R′z is a βerr-LWE-trapdoor of [A | BH + C] for βerr ≥ q
σ

(
n log q+m

π

)1/2
(assuming Conditions 1, 2, and

3). Thus, by Theorem 8.14, which is applicable by m ≥ 2n⌈log q⌉ ≥ n (Condition 2) and σ ∈ (
√

8m, q/
√

8m)
(Condition 4), for a (1− negl(λ))-fraction of vk, the first output ρ of QSampGauss obtained in Step 4 is negligibly close

to |ψ〉. Thus, ρ is negligibly close to the original state ∑z∈{0,1}L αz |z〉
∣∣∣sigk fz

〉
.

Selective single-key security. We reduce selective single-key security to the quantum hardness of SISn,m,q,βSIS
. This

is very similar to the security proof of the leveled fully homomorphic signature scheme of [GVW15], but we prove it

for completeness. For an adversaryA, we consider the following hybrids.

Hyb1: This is the original experiment for selective single-key security.

Hyb2: This hybrid is identical to the previous one except for that the way of generating B, C (which are part of

vk), and R, R′ (which are part of sigk f ) as follows: Upon receiving f from A, the challenger generates

R ← Sam(1m, 1mℓ, q) and R′ ← Sam(1m, 1m, q), and sets B := AR + 〈 f 〉 ⊗ G and C := AR′. By

Lemma 8.7, which is applicable by Condition 1, this hybrid is indistinguishable from the previous one.

Hyb3: This hybrid is identical to the previous one except that the challenger generates A as A ← Zn×m
q . Note that

this modification can be made since the challenger is no longer using td in the previous hybrid. By Lemma 8.7,

which is applicable by Condition 1, this hybrid is indistinguishable from the previous one.
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Suppose that in Hyb3,A outputs m and sig = x such that f (m) = 0 and Vrfy(vk, m, sig) = ⊤, i.e., [A | BH+C]x = 0,

‖x‖∞ ≤ βver, and x 6= 0. By Lemma 8.10, and m ≥ 2n⌈log q⌉ ≥ n⌈log q⌉ (Condition 2), we have

[B− 〈 f 〉 ⊗ G]Ĥ = BH

where we used Um( f ) = f (m) = 0. Since we set B = AR + 〈 f 〉 ⊗G and C = AR′, the above implies

A(RĤ + R′) = BH + C.

Thus, we have

A[I | RĤ + R′]x = 0.

By Lemma 8.7, which is applicable by Condition 1, we have ‖R‖∞, ‖R′‖∞ ≤ βsam and by Lemma 8.10 and m ≥
2n⌈log q⌉ ≥ n⌈log q⌉ (Condition 2), we have ‖Ĥ‖∞ ≤ (2m)d. Thus, ‖[I | RĤ+R′]x‖∞ ≤ 4m2ℓβsam(2m)dβver ≤
βSIS where the final inequality follows from Condition 6. By the assumed quantum hardness of SISn,m,q,βSIS

(Condition

7), this occurs only with a negligible probability. This means that above scheme is selectively single-key secure.
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A On Definition of TEPRF

We show that TEPRFs as defined in [HJO+16] imply those as defined in Definition 3.5. For the sake of distinction, we

call TEPRFs under their definition original TEPRFs.

Definition A.1 (Original TEPRF [HJO+16, Definition 8]). An original TEPRF with input length ℓ (and output length

1) is a tuple of three algorithms (ObvKG, KG, Eval).

ObvKG(1λ)→ key: The oblivious key generation algorithm is a PPT algorithm that takes as input the security

parameter 1λ, and outputs a key key.

KG(1λ, s∗)→ (key0, key1): The key generation algorithm is a PPT algorithm that takes as input the security parameter

1λ and a string s∗ ∈ {0, 1}ℓ, and outputs two keys key0 and key1.

Eval(key, s)→ b: The evaluation algorithm is a deterministic classical polynomial-time algorithm that takes as input

a key key and an input s ∈ {0, 1}ℓ, and outputs a bit b ∈ {0, 1}.

Equality: For all λ ∈ N, s∗ ∈ {0, 1}ℓ, (key0, key1)← KG(1λ, s∗), s ∈ {0, 1}ℓ \ {s∗},

Eval(key0, s) = Eval(key1, s).

Different values on target: For all λ ∈N, s∗ ∈ {0, 1}n, (key0, key1)← KG(1λ, s∗),

Eval(key0, s∗) 6= Eval(key1, s∗).

Indistinguishability: For any (stateful) QPT adversary A,

∣∣∣∣Pr

[
A(keyb) = 1 :

(s∗, b)← A(1λ)
(key0, key1)← KG(1λ, s∗)

]
− Pr

[
A(key) = 1 :

(s∗, b)← A(1λ)
key← ObvKG(1λ)

]∣∣∣∣ ≤ negl(λ).

Theorem A.2 ([HJO+16, Claim 4]). Assuming the existence of OWFs, there exist original TEPRFs (as defined in

Definition A.1) with input length ℓ for any polynomial ℓ = ℓ(λ).

Theorem A.3. If original TEPRFs (as defined in Definition A.1) with input length ℓ exist, then TEPRFs (as defined in

Definition A.1) with input length ℓ exist.

Proof. Let (ObvKG, KG, Eval) be an original TEPRF (that satisfies Definition A.1). Then we show that (KG, Eval) is

a TEPRF (that satisfies Definition 3.5). The equality and different values on target properties immediately follow from

those of the original TEPRF. Below, we show the different values on target property. By indistinguishability of the

original TEPRF, for β ∈ {0, 1}, we have

∣∣∣∣∣Pr

[
A(keyb) = 1 :

(s∗0 , s∗1 , b)← A(1λ)
(key0, key1)← KG(1λ, s∗β)

]
− Pr

[
A(key) = 1 :

(s∗0 , s∗1 , b)← A(1λ)
key← ObvKG(1λ)

]∣∣∣∣∣ ≤ negl(λ).

Note that the second probability does not depend on β. Then differing point hiding follows from the above inequality

and the triangle inequality.

Theorem 3.6 follows from Theorems A.2 and A.3.
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B Comparisons among Security Definitions of PKE-SKL

We introduce the definitions of IND-KLA and OW-KLA security by [AKN+23] adopted to the classical revocation

setting.

Definition B.1 (IND-KLA Security [AKN+23]). We say that a PKE-SKL scheme PKESKL with classical revocation

for the message spaceM is IND-KLA secure, if it satisfies the following requirement, formalized by the experiment

Expind-kla
PKESKL,A(1

λ, coin) between an adversary A and the challenger C :

1. C runs (ek, dk , dvk)← KG(1λ) and sends ek and dk to A.

2. Throughout the experiment, A can access the following (stateful) deletion verification oracle ODelVrfy where V
is initialized to be ⊥:

ODelVrfy(cert): It runs d← DelVrfy(dvk, cert) and returns d. If V = ⊥ and d = ⊤, it updates V := ⊤.

3. A sends (m∗0 , m∗1) ∈ M2 to C . If V = ⊥, C output 0 as the final output of this experiment. Otherwise, C

generates ct∗ ← Enc(ek, m∗coin) and sends ct∗ to A.

4. A outputs a guess coin′ for coin. C outputs coin′ as the final output of the experiment.

For any QPT A, it holds that

Advind-kla
PKESKL,A(λ) :=

∣∣∣Pr
[
Expind-kla

PKESKL,A(1
λ, 0)→ 1

]
− Pr

[
Expind-kla

PKESKL,A(1
λ, 1)→ 1

]∣∣∣ ≤ negl(λ).

Definition B.2 (OW-KLA Security [AKN+23]). We say that a PKE-SKL scheme PKESKL with classical revocation

for the message spaceM is OW-KLA secure, if it satisfies the following requirement, formalized by the experiment

Expow-kla
PKESKL,A(1

λ) between an adversary A and the challenger C :

1. C runs (ek, dk , dvk)← KG(1λ) and sends ek and dk to A.

2. Throughout the experiment, A can access the following (stateful) deletion verification oracle ODelVrfy where V
is initialized to be ⊥:

ODelVrfy(cert): It runs d← DelVrfy(dvk, cert) and returns d. If V = ⊥ and d = ⊤, it updates V := ⊤.

3. A sends RequestChallenge to C . If V = ⊥, C outputs 0 as the final output of this experiment. Otherwise, C

chooses m∗ ←M, generates ct∗ ← Enc(ek, m∗) and sends ct∗ to A.

4. A outputs m. C outputs 1 if m = m∗ and otherwise outputs 0 as the final output of the experiment.

For any QPT A, it holds that

Advow-kla
PKESKL,A(λ) := Pr

[
Expow-kla

PKESKL,A(1
λ)→ 1

]
≤ negl(λ).

Lemma B.3. If a PKE-SKL scheme with classical revocation for M such that |M| = poly(λ) satisfies IND-VRA

security, then it also satisfies IND-KLA security.

Lemma B.4. If a PKE-SKL scheme with classical revocation satisfies OW-VRA security, then it also satisfies OW-KLA

security.

Since the proofs of Lemma B.3 amd Lemma B.4 are almost identical, we only prove Lemma B.3 after which we

briefly explain the difference for the proof of Lemma B.4.

Proof of Lemma B.3. Let (KG , Enc, Dec, Del , DelVrfy) be an IND-VRA secure PKE-SKL scheme with classical revo-

cation for message spaceM such that |M| = poly(λ). Toward construction, we assume that there is a QPT adversary

A that breaks IND-KLA security. Without loss of generality, we assume that A makes exactly q queries to the deletion

verification oracle for some polynomial q = q(λ). Then we construct a QPT adversary B that breaks IND-VRA

security as follows.
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B: Upon receiving ek and dk from the challenger, it works as follows. Choose k← [q] and m0, m1 ←M. Run A on

input (ek, dk ) until it makes k-th deletion verification query where B simulates the deletion verification oracle

by returning ⊥ for the first k− 1 queries and returning ⊤ for the k-th query. For i ∈ [k], let certi be the i-th
deletion verification query by A. Send certk and (m0, m1) to the challenger and receive dvk and ct∗ from the

challenger. If DelVrfy(dvk, certi) = ⊤ for some i ∈ [k− 1] or DelVrfy(dvk, certk) = ⊥, output a random bit

and immediately halt. Otherwise, run A until it sends (m∗0 , m∗1) to the challenger where B simulates the deletion

verification oracle by using dvk. If (m∗0 , m∗1) 6= (m0, m1), output a random bit and immediately halt. Otherwise,

send ct∗ to A and run A until it outputs the final output coin′ where B simulates the deletion verification oracle

by using dvk. Output coin′.

By the description of B, one can see that B perfectly simulates the IND-KLA experiment for A conditioned on that B

does not abort, which occurs with probability 1
q|M|2 . Thus, we have

Advind-vra
PKESKL,B (λ) =

1

q|M|2 Advind-kla
PKESKL,A(λ).

Since q = poly(λ) and we assume |M| = poly(λ), if A breaks IND-KLA security, then B breaks IND-VRA security.

This is contradiction. Thus, the scheme is IND-KLA secure.

Proof of Lemma B.4 (sketch). The proof can be done almost in the same manner as the proof of Lemma B.3. One

difference is that in the OW-KLA experiment, the challenge message is chosen by the challenger instead of the adversary.

Thus, we do not need to guess the challenge messages (m∗0 , m∗1) unlike the proof of Lemma B.3. This is why the proof

works for schemes with an arbitrarily large message space.

Remark B.5. The above proof implicitly shows that IND-VRA security implies a stronger variant of IND-KLA security

where the adversary is also given the deletion verification key after passing the deletion verification for the first time

when the message space is polynomial-size. We can show a similar implication for the case of one-wayness without

the restriction to a polynomial-size message space.

C Transformation from UPF-SKL to PRF-SKL

In this section, we show a generic conversion from UPF-SKL to PRF-SKL using the quantum Goldreich-Levin lemma.

Though it is very similar to the OW-to-IND conversion for PKE-SKL [AKN+23, Lemma 3.12], we provide a full proof

for completeness.

C.1 Preparation

We need the quantum Goldreich-Levin lemma established by [CLLZ21] based on [AC02].

Lemma C.1 (Quantum Goldreich-Levin with Quantum Auxiliary Input [CLLZ21, Lemma B.12]). There exists a

QPT algorithm Ext that satisfies the following. Let n ∈ N, x ∈ {0, 1}n, ǫ ∈ [0, 1/2], and A be a quantum algorithm

with a quantum auxiliary input aux such that

Pr [A(aux , r)→ x · r | r← {0, 1}n] ≥ 1

2
+ ǫ.

Then, we have

Pr [Ext ([A], aux )→ x] ≥ 4ǫ2.

where [A] means the description of A.
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C.2 Transformation

Lemma C.2 (Restatement of Lemma 4.14). If there exists a UP-VRA secure UPF-SKL scheme with classical revoca-

tion, then there exists a PR-VRA secure PRF-SKL scheme with classical revocation.

Proof. UPFSKL = (UPFSKL.KG , UPFSKL.Eval, UPFSKL.LEval , UPFSKL.Del , UPFSKL.DelVrfy) be a UP-VRA

secure UPF-SKL scheme with classical revocation whose input space is {0, 1}n and output space is {0, 1}ℓ. Then, we

construct an IND-VRA secure PKE-SKL scheme with classical revocation PRFSKL = (PRFSKL.KG , PRFSKL.Eval,
PRFSKL.LEval , PRFSKL.Del , PRFSKL.DelVrfy)whose input space is {0, 1}n+ℓ and output space is {0, 1} as follows.

PRFSKL.KG(1λ)→ (msk, sk , dvk): On input the security parameter 1λ, run (msk, sk , dvk) ← UPFSKL.KG(1λ)
and output (msk, sk , dvk).

PRFSKL.Eval(msk, s)→ t: On input a master secret key msk and an input s ∈ {0, 1}n+ℓ, parse s = s′‖r where

s′ ∈ {0, 1}n and r ∈ {0, 1}ℓ, generate t′ ← UPFSKL.Eval(msk, s′), and output t := t′ · r.

PRFSKL.LEval (sk , s)→ t: On input a secret key sk and an input s ∈ {0, 1}n+ℓ, parse s = s′‖r where s′ ∈ {0, 1}n

and r ∈ {0, 1}ℓ, generate t′ ← UPFSKL.LEval (sk , s′), and output t := t′ · r.

PRFSKL.Del (sk ): On input a secret key sk , output cert← UPFSKL.Del (sk ).

PRFSKL.DelVrfy(dvk, cert)→ ⊤/⊥: On input a verification key dvkand a certificate cert, run UPFSKL.DelVrfy(dvk, cert)
and output whatever UPFSKL.DelVrfy outputs.

The evaluation correctness and verification correctness of PRFSKL immediately follow from those of UPFSKL. In the

following, we prove that PRFSKL is PR-VRA secure assuming that UPFSKL is UP-VRA secure. Toward contradiction,

suppose that PRFSKL is not PR-VRA secure. Let Exp
pr-vra′
PRFSKL,A(1

λ, coin) be an experiment that works similarly to

Exp
pr-vra
PRFSKL,A(1

λ, coin) (defined in Definition 4.9) except that we set t∗1 := t∗0 ⊕ 1 instead of choosing t∗1 uniformly from

the output space. (Recall that PRFSKL has 1-bit outputs.) Then the indistinguishability between Exp
pr-vra
PRFSKL,A(1

λ, 0)

and Exp
pr-vra
PRFSKL,A(1

λ, 1) is equivalent to that between Exp
pr-vra′
PRFSKL,A(1

λ, 0) and Exp
pr-vra′
PRFSKL,A(1

λ, 1). Thus, by our

assumption that PRFSKL is not PR-VRA secure, there is a QPT adversary A such that

Pr
coin←{0,1}

[Exp
pr-vra′
PRFSKL,A(1

λ, coin)→ coin] ≥ 1/2 + ǫ(λ) (2)

for a non-negligible ǫ(λ). We divide A into the following two stages A0 and A1:

A0(sk )→ (cert, stA): Upon receiving sk from the challenger, output a classical certificate cert and a quantum state

stA .

A1(st A , dvk, s∗, t∗)→ coin′: Upon receiving the state stA from A0, and (dvk, s∗, t∗) from the challenger, output coin′.

We have

Pr
coin←{0,1}

[Exp
pr-vra′
PRFSKL,A(1

λ, coin)→ coin]

= Pr
coin←{0,1}

[Exp
pr-vra′
PRFSKL,A(1

λ, coin)→ coin∧DelVrfy(dvk, cert) = ⊤]

+ Pr
coin←{0,1}

[Exp
pr-vra′
PRFSKL,A(1

λ, coin)→ coin∧DelVrfy(dvk, cert) = ⊥]

= Pr[DelVrfy(dvk, cert) = ⊤] · Pr
coin←{0,1}

[Exp
pr-vra′
PRFSKL,A(1

λ, coin)→ coin | DelVrfy(dvk, cert) = ⊤]

+
1

2
(1− Pr[DelVrfy(dvk, cert) = ⊤]). (3)
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By Equations (2) and (3), we have

Pr
coin←{0,1}

[Exp
pr-vra′
PRFSKL,A(1

λ, coin)→ coin | DelVrfy(dvk, cert) = ⊤] ≥ 1

2
+

ǫ(λ)

Pr[DelVrfy(dvk, cert) = ⊤] . (4)

Then, we construct an adversary B = (B0, B1) against UP-VRA security of UPFSKL that works as follows.

B0(dk )→ (cert, stA ): This is identical to A0. Specifically, run (cert, st A)← A0(sk ) and output cert and st A .

B1(stA , dvk, s′)→ t′: Upon receiving st A from B0 and (dvk, s′) from the challenger, set aux := (st A , dvk, s′) and

define an algorithm A ′ as follows.

A ′(aux , r): On input aux = (st A , dvk, s′) and r ∈ {0, 1}ℓ, choose t∗ ← {0, 1} and r ← {0, 1}ℓ, set s∗ = s′‖r,
run coin′ ← A1(st A , dvk, s∗, t∗), and output coin′ ⊕ t∗.

Run t′ ← Ext ([A ′], aux ), and output t′ where Ext is the algorithm as in Lemma C.1 and [A ′] is the description

of A ′.

In the following, we show that B breaks UP-VRA security of UPFSKL. Let G be an algorithm that works as follows.

G(1λ): Generate (msk, sk , dvk)← UPFSKL.KG(1λ), (cert, st A)← A0(sk ), s′ ← {0, 1}ℓ, and t′ := UPFSKL(UPFSKL.msk, s′).
Let V := ⊤ if DelVrfy(dvk, cert) = ⊤ and V := ⊥ otherwise. Output (V, stA , dvk, s′, t′).

By Equation (4) and a standard averaging argument, with probability at least
ǫ(λ)

2 Pr[V=⊤] over the choice of

(V, st A , dvk, s′, t′)← G(1λ) conditioned on V = ⊤, we have

Pr [A1(stA , dvk, s∗, t∗)→ coin] ≥ 1

2
+

ǫ(λ)

2 Pr[V = ⊤] ≥
1

2
+

ǫ(λ)

2

where r← {0, 1}ℓ, s∗ := s′‖r, coin← {0, 1}, and t∗ := t′ · r⊕ coin.

Therefore, with probability at least
ǫ(λ)

2 over the choice of (V, st A , dvk, s′, t′)← G(1λ), we have

Pr [A1(st A , dvk, s∗, t∗)→ coin] ≥ 1

2
+

ǫ(λ)

2
(5)

where r← {0, 1}ℓ, s∗ := s′‖r, coin← {0, 1}, and t∗ := t′ · r⊕ coin.

For such (V, stA , dvk, s′, t′), if we let aux = (stA , dvk, s′), Equation (5) directly implies

Pr
r←{0,1}n

[
A ′(aux , r)→ t′ · r

]
≥ 1

2
+

ǫ(λ)

2
.

Therefore, by Lemma C.1, we have

Pr
[
Ext ([A ′], aux )→ t′

]
≥ ǫ(λ)2. (6)

Since Equation (6) and V = ⊤ hold at the same time with probability at least
ǫ(λ)

2 over the choice of (V, st A , dvk, s′, t′),
we have

Pr
(V,stA ,dvk,s′,t′)←G(1λ)

[
V = ⊤∧ B1(stA , dvk, s′)→ t′

]
≥ ǫ(λ)3

2
.

By the definitions of B = (B0, B1) and G and the assumption that ǫ(λ) is non-negligible, this implies that B breaks

UP-VRA security of UPFSKL.

Remark C.3. The above conversion does not work as a compiler from a plain UPF to a plain PRF. For such a compiler,

we need to take a seed for the Goldreich-Levin predicate from a key rather than input [NR98]. However, this is not a

problem for our purpose since we can easily add security as a plain PRF on top of any PR-VRA secure PRF-SKL as

noted in Remark 4.12.
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D Proof of Lemma 8.9

We rely on the following lemma shown by [MP12].

Lemma D.1 ([MP12, Theorem 4.1]). For n, q, k ∈ N such that q ≥ 2 and k ≥ n⌈log q⌉, let G ∈ Z
n×k
q be the

gadget matrix. There is a basis S ∈ Zk×k
q of Λ⊥G such that ‖S‖∞ ≤ 2.36 Moreover, there is a classical deterministic

algorithm InvertG that takes s⊤G + e⊤ and outputs (s, e) for any s ∈ Zn
q and e ∈ Zk

q such that ‖S⊤e‖∞ < q/2.

The running time of InvertG is poly(n, k, log q).

Then we prove Lemma 8.9

Proof of Lemma 8.9. The algorithm Invert works as follows. On input [A | AR + G] ∈ Z
n×(m+k)
q , R ∈ Z

m×k
q , and

y ∈ Zm+k
q , run (s, e′)← InvertG(y

⊤
2 − y⊤1 R) where y1 ∈ Zm

q and y2 ∈ Zk
q are vectors such that y⊤ = (y⊤1 | y⊤2 ).

Then it sets e := y − s⊤ [A | AR + G] mod q and outputs (s, e). Below, we show that the above algorithm

works correctly, that is, if y⊤ = s⊤ [A | AR + G] + e⊤ mod q where s ∈ Z
n
q and e ∈ Z

m+k
q such that ‖e‖∞ ≤

q/(5k(m‖R‖∞ + 1)), then it outputs (s, e). To show this, we observe that y⊤2 − y⊤1 R = s⊤G + e⊤2 − e⊤1 R where

e1 ∈ Zm
q and e2 ∈ Zk

q are vectors such that e⊤ = (e⊤1 | e⊤2 ). Let e′ := e⊤2 − e⊤1 R and S ∈ Zk×k
q be the matrix as in

Lemma D.1. Then we have ‖S⊤e′‖∞ ≤ k‖S‖∞(‖e‖∞ + m‖e‖∞‖R‖∞) ≤ 2k‖e‖∞(m‖R‖∞ + 1) ≤ 2q/5 < q/2.

Thus, by Lemma D.1, InvertG(y
⊤
2 − y⊤1 R) outputs (s, e′). Thus, Invert([A | AR + G] , R, y) outputs (s, e).

36The original statement of [MP12, Theorem 4.1] does not give a bound for the ℓ∞ norm of S, but this can be easily seen from its proof.
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