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Abstract—Static analysis is a classical technique for improving
software security and software quality in general. Fairly recently,
a new static analyzer was implemented in the GNU Compiler
Collection (GCC). The present paper uses the GCC’s analyzer to
empirically examine popular Linux packages. The dataset used
is based on those packages in the Gentoo Linux distribution
that are either written in C or contain C code. In total, 3, 538
such packages are covered. According to the results, uninitialized
variables and NULL pointer dereference issues are the most
common problems according to the analyzer. Classical memory
management issues are relatively rare. The warnings also follow
a long-tailed probability distribution across the packages; a few
packages are highly warning-prone, whereas no warnings are
present for as much as 89% of the packages. Furthermore, the
warnings do not vary across different application domains. With
these results, the paper contributes to the domain of large-scale
empirical research on software quality and security. In addition, a
discussion is presented about practical implications of the results.

Index Terms—software testing, software security, software
verification, software weakness, software vulnerability, security
issue, empirical software engineering, Linux, Gentoo, GCC, CWE

I. INTRODUCTION

With Linux serving as the foundation for many critical
systems, from servers to embedded devices, ensuring its se-
curity and code quality is of high importance. Among the
many techniques employed to enhance and improve software
robustness, static analysis is a proactive approach for detecting
defects, including security vulnerabilities, early on in the
software development processes. With this backdrop in mind,
the paper presents a large-scale empirical analysis of warnings
outputted by the GCC’s relatively new static analyzer for
popular open source software packages entirely or partially
written in the classical C programming language. The paper
is the first to use the GCC’s analyzer for research purposes.
In addition, the paper contributes to the domain of large-scale
empirical studies on software security and software quality,
offering also some ideas on how improvements could be made
in practice, including with respect to the static analyzer and
the open source software domain in general.

In software testing it is common to make a distinction
between dynamic and static analysis. The former includes
various techniques to detect problems during run-time of a
program; the examples include unit testing, dynamic symbolic
execution, performance analysis, and so-called fuzzing, which

has become popular also in the open source context [17], [50].
In contrast, static analysis tests a program without executing
it. The history of static analysis traces all the way back to
the 1970s during which first static analyzers were imple-
mented based on the 1950s and 1960s ideas about compiler
design [58]. Depending on whether source code or binary code
is tested, static analyzers range from simple lint-like checkers
to more complex solutions based on abstract syntax trees,
control flow graphs, model checking, and other techniques.
A further taxonomy is between user-oriented and developer-
oriented software testing [26]. The present work belongs to
the developer-oriented domain; the paper’s topic is about
software verification, although the actual verification is still
only implicit, drawing on empirical observations.

Static analysis has long been important in software devel-
opment for improving code quality and software security. The
benefits include: swiftness compared to manual code reviews
and dynamic analysis, complete and consistent coverage, and
ease for non-experts to review code [62], among other things.
According to surveys, static analysis is indeed often used in
conjunction with code reviews [51]. Against this background,
it could be argued that static analysis is particularly relevant
for open source software projects [2], given the long-lasting
debate over the effectiveness of code reviews in the open
source context [44]. Though, it must be stressed that static
analysis cannot expel other testing techniques and human
expertise. Rather, static analysis complements these and other
means to improve software quality.

A static analyzer is presumably easier to implement for
strongly typed programming languages than for weakly typed
ones. Although C is only partially strongly typed, given a
number of implicit conversions between types, pointer arith-
metic, and aliasing, static analysis is particularly relevant for
C already because of the language’s notoriety in increasing
the likelihood of difficult bugs, including various software
vulnerabilities, such as buffer and integer overflows. In fact,
some open source coding style guidelines and related guides
for C recommend turning all compile warnings into errors,
such that a program does not successfully compile before a
given warning is fixed [42]. Even though such practices may
not be enforced in all open source projects [9], [60], the re-
cent integration of static analyzers into continuous integration
pipelines of many open source projects has likely eased the
enforcement and associated coding practices [63]. Recently,
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a lot of effort has also been devoted for improving the static
analysis capabilities of C compilers, thus helping developers to
avoid common mistakes. This empirical paper relies on these
new capabilities for examining problems found through static
analysis of popular Linux packages written in C.

Before continuing any further, a remark about terminology
is in order: there is no universally accepted term for describing
the “problems” found via static analysis. These have been
referred to as issues [48], smells [19], or even bugs [6], al-
though both smells and bugs require further deducing. In other
words, a given “problem” found through static analysis may
not amount to an actual bug or a smell. It may even be that a
“problem” is not really a problem; false positives are common.
To make things explicit and to avoid further confusion, in
what follows, a term “compile-time warning” (CTW) is used.
Implicitly, these CTWs are assumed to map to software weak-
nesses, as described in the Common Weakness Enumeration
(CWE) maintained by the MITRE corporation [37]. These
weaknesses are about security; a CWE may manifest itself
as a concrete software vulnerability, although again further
verification is required to make the connection. The paper
neither considers such a verification nor deduces about the
CTW 7→CWE mappings in detail. As described in Section II,
the mappings are taken for granted based on the static analyzer
used. Thus, a grain of salt should be taken about the security-
orientedness of the results presented, but still only a grain; by
assumption, the analyzer is fairly robust in this regard.

On these notes, the three research questions (RQs) examined
can be stated as follows:

• RQ.1: How common are CWE-mapped CTWs in pop-
ular Linux packages fully or partially written in the C
programming language?

• RQ.2: Which CWEs are particularly common according
to the GCC’s compile-time warnings?

• RQ.3: Do the CWE-mapped CTWs vary across typical
application domains, such as system libraries, networking
tools, or graphical user interfaces?

These three research questions carry novelty. According to
a reasonable literature search, the questions have not been
previously examined, at least to the large-scale extent pre-
sented in the current work. Nor has the GCC’s static analyzer
been previously examined or used in academic research. There
is also practical relevance. Because the CTWs are related to
security—even if only implicitly, and because a large number
of packages is examined, an answer to RQ.1 gives a coarse but
still useful heuristic for deducing about the potential risks of
running a Linux operating system. The answer can be also
portrayed through software engineering; a large amount of
CWE-mapped CTWs implies that a large amount of work
is required to improve the situation. From a perspective of
third-party security researchers, on the other hand, CWEs
based on static analysis may help at prioritizing packages for
actual vulnerability discovery. Then, an answer to RQ.2 sheds
light on the typical C programming obstacles faced by Linux
developers. If some particularly CWEs are pronounced, it may

be possible to allocate more resources for fixing these issues
or improving instructions and documentation about the issues.
Finally, a similar rationale applies with respect to RQ.3, which
is also generally interesting in that some particular application
domains may be particularly prone to security-related CTWs.
Again, an answer to the question allows to also hypothesize
about potential security risks. For instance: if system libraries
are especially prone to CWE-mapped CTWs, the security risks
are likely graver than with less important application domains,
such as, say, graphical user interface widgets.

The structure of the paper’s reminder is simple. As is
common for an empirical paper, materials and methods are first
elaborated in Section II. Results are then presented in the sub-
sequent Section III. The final Section IV presents a conclusion,
a discussion about limitations, a few further branches of related
work, and some ideas about further research possibilities.

II. METHODS AND DATA

In what follows, the methodology is first briefly elaborated.
After the elaboration, the construction of the empirical dataset
with the methodology is subsequently discussed.

A. Methods

The methodology is based on the static analyzer fairly
recently implemented in the GCC for C (but not C++) code.
It is based on coverage-guided symbolic execution and thus
does not operate entirely at the source code level. In general,
coverage-guided symbolic execution, which is used also in
some fuzzing implementations [50], systematically examines
potential execution paths, assuring that even less frequently
executed portions are tested for potential defects.

The static analyzer was initially introduced in the GCC
version 10, released in 2020. The rationale behind introducing
the static analyzer was based on a well-grounded argument
that bugs should be caught early on, and that a static an-
alyzer directly embedded to a compiler fits well into the
commonplace edit-compile-debug C development cycle, also
reducing the reliance on additional, possibly commercial third-
party tools [33]. This rationale seems sound already because
existing results indicate that integration of static analyzers into
development workflows has sometimes been an obstacle [43].
The integration is useful also for research purposes.

Furthermore, a compiler is a natural place for implement-
ing a static analyzer already because “most compilers run
many separate static analyses before and after code is gen-
erated” [58]. In line with existing practices, such as those
promoted by the Juliet test suite [41], also the CWE mappings
were included already in the initial release. These mappings
are likely important because existing results also indicate that
developers have had difficulties in understanding warnings
outputted by static analyzers [8]. A particularly noisy static
analyzer with undecipherable warnings may even increase the
probability that developers will bypass relevant warnings out
of annoyance or ignorance [8], [66]. Thus, understandability
and help for diagnosis are important design criteria for static
analyzers in general [13], [39]. To this end, the rationale to
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include the CWE mappings was that these make “the output
more clear, improves precision, and gives you something
simple to type into search engines” [33]. In addition to such
practical benefits, the explicit CWE mappings are useful for
empirical research purposes, as will be demonstrated.

The initial version of the static analyzer in the GCC
version 10 contained 15 CTWs. Since then, the amount of
warnings has grown steadily; the GCC version 13 used in the
present paper already contains 47 compile-time warnings in
total [34]. Of these warnings, the paper only considers those
explicitly mapped to CWEs. This choice ensures that software
security remains firmly on the agenda. Because CWEs are
about software security weaknesses and thus often severe, the
choice also aligns with previous observations about the use
of static analyzers in software development; many developers
prioritize warnings that are severe [61]. Although some CWEs
are difficult to rigorously define and operationalize in terms
of source code [23], the CWEs considered are all about well-
known bug types. Therefore, the amount of false positives
may also implicitly reduce, given that potentially obscure bugs
are likely omitted. Table I enumerates all CWEs considered
empirically. For brevity, the listing only includes those CWEs
that were detected via the GCC’s CTWs in the popular
C packages included in the dataset. The listing is ordered
according to the frequencies of the CWEs in the dataset.

TABLE I
CTW-BASED CWES INCLUDED IN THE DATASET

CWE Description
CWE-457 Use of uninitialized variable
CWE-476 NULL pointer dereference
CWE-690 Unchecked return value to NULL pointer dereference
CWE-401 Missing release of memory after effective lifetime
CWE-775 Missing release of file descriptor or handle after lifetime
CWE-131 Incorrect calculation of buffer size
CWE-126 Buffer over-read
CWE-122 Heap-based buffer overflow
CWE-127 Buffer under-read
CWE-121 Stack-based buffer overflow
CWE-686 Function call with incorrect argument type
CWE-685 Function call with incorrect number of arguments
CWE-762 Mismatched memory management routines
CWE-415 Double free
CWE-416 Use after free
CWE-1341 Multiple releases of same resource or handle
CWE-479 Signal handler use of a non-reentrant function
CWE-124 Buffer underwrite (“buffer underflow”)
CWE-590 Free of memory not on the heap
CWE-787 Out-of-bounds write
CWE-674 Uncontrolled recursion

Finally, in terms of statistical methods, descriptive statistics
are used to answer to the three research questions. In addition,
the well-known non-parametric Kruskal–Wallis test [29] is
used to examine RQ.3. It tests a null hypothesis that the
medians of the package categories are all equal against the
alternative that the median of at least one package category is
different. Although the test allows non-equal sample sizes of
the underlying categories, these were scaled by the number of
packages containing C code—a term soon described.

B. Data

The dataset was assembled from all packages that were
distributed in the source code based Gentoo Linux distribution
during the start of the data collection in 26 July, 2024. Only the
Linux kernel was excluded beforehand. This choice justifies
the popularity term in the paper’s title; all packages analyzed
can be assumed to be widely used and hence popular, well-
maintained, and supposedly of relatively high quality.

Together popularity and a programming language are also
the most popular choices for sampling packages [59]. Re-
garding the C language, the choice is well-justified because
most of the packages directly distributed in Linux distributions
have traditionally been written in the language [11], and this
point likely still holds today. Although the language’s flaws
are well-understood and a small movement toward alternatives
such as Rust is happening, C also still retains its appeal in
many domains, such as operating system kernels, low-level
system libraries, high-performance computing, and resource-
constrained systems. Furthermore, the choice to cover pack-
ages in a Linux distribution avoids sampling problems that are
typical when operating with more general software hosting
services and ecosystems such as GitHub [65]. Obviously,
however, not all packages distributed in Gentoo are written
in C, and some packages are written in multiple programming
languages. A simple criterion was used to determine whether
C code was involved in a package: if the GCC was invoked
for C code even once, a package was taken to contain C code.
To again improve the consistency of the terminology used, a
term “packages containing C code” (PCCCs) is used for such
packages. Knowledge about PCCCs is important because RQ.3
benefits from scaling.

The underlying Gentoo installation and all packages in-
cluded in the analysis were kept as vanilla; that is, in particular,
so-called USE flags were not used to tune the packages’
features. Because these flags have been a typical reason for
Gentoo-specific compilation failures [30], this choice ensures
that some packages were not unnecessarily excluded. In the
same vein, only “stable” packages were included; that is,
masked packages (such as those marked with a tilde) were
excluded. Such masked packages refer to those that Gentoo
developers consider not yet stable enough or otherwise not
ready for production. This choice further reinforces the pop-
ularity sampling assumption. Regarding compiling itself: as
optimizations may interfere with some of the potential warn-
ings [20], all optimizations were turned off for all packages
compiled. In general, optimizations may sometimes eliminate
certain execution paths and variables from an analysis, thus
potentially also reducing the amount of warnings.

Thus, -O0 -fanalyzer were used as the command
line options delivered to the compiler. With these compiling
options, the dataset was then assembled simply by building all
packages through looping the Gentoo’s package manager tree
over all package categories except sys-kernel and all pack-
ages in the categories.1 Given the large-scale nature of this data

1 https://packages.gentoo.org/categories
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collection process, compiling failures and other errors were not
examined. Instead, these were bypassed by letting the Gentoo’s
package manager to continue to further packages with the
--keep-going option. That said, only those PCCCs are
included in the dataset that were successfully compiled. Then,
the actual quantitative dataset was put together by parsing the
package manager’s and GCC’s outputs, including the latter’s
CTWs in particular. Finally, a brief remark is in order about
this time-consuming large-scale data collection process; it took
over a month to compile through the Gentoo’s package tree in
a virtual machine running on a standard personal computer.

III. RESULTS

The three research questions allow to structure the dis-
semination of the empirical results. Thus, RQ.1 asked about
the prevalence of CWE-mapped CTWs. For the 3, 538 suc-
cessfully compiled PCCCs, a total of 33, 817 compile-time
warnings were detected. At first glance, therefore, a conclu-
sion might be that more or less security-related CTWs are
quite common in popular C packages distributed in Gentoo.
However, such a hasty conclusion is unwarranted because the
CWEs exhibit an extremely long-tailed distribution across the
packages, as can be seen from Fig. 1. In other words, a
few packages account for the majority of the CWE-mapped
warnings from the GCC’s static analyzer. In fact, the clear
majority (89% to be precise) of the successfully compiled
PCCCs did not exhibit a single CWE-mapped CTW.
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Fig. 1. A Histogram of the CWEs Across PCCCs

Although a long-tailed, power law -like distribution is a
classical observation in the software metrics literature [14], the
present result does not necessarily align well with previous
studies. For instance, a large-scale static analysis of Python
packages has found that a little below half of Python packages
were prone to warnings from a static analyzer [48]. In contrast,
the present result tells about a few particularly warning-prone
packages. This result supports the motivation for the three RQs
presented in the introduction. While the result does not support
a claim that running Linux as such would be risky, it does align
with an argument that installing or deploying some particular
packages may well increase the security risks. Therefore, also
the follow-up motivation is justified; it might be possible to
develop CWE-based risk metrics and other heuristics from
the GCC’s CTWs. Such metrics and heuristics might also
help third-party security researchers. That is to say, the results

further support a claim that there likely are at least some “low-
hanging fruits” for vulnerability discovery, even when keeping
in mind the real possibility of false positives.

To take a peek about the actual warning-prone packages,
Fig. 2 displays the top-15 packages ranked by the CTW-based
CWEs. As can be seen, anope, a suite for different Internet
relay chat (IRC) services, leads the warning scoreboard. In
fact, this package alone accounts for as much as 40% of all
CWE-mapped compile-time warnings. While the amount is
much lower, also clhep, a physics library developed by the
European Organization for Nuclear Research (CERN), is quite
warning-prone according to the GCC’s static analyzer. The
third place is taken by icu, a library for handling Unicode.
Thereafter, the amount of CWEs is much lower, quickly
descending toward warning-free packages. What is important
to additionally remark is that no essential system libraries, core
low-level operating system components, servers, and other
generally security-critical software appear in the top-15 CWE-
ranking, openldap perhaps notwithstanding.
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Fig. 2. Top-15 PCCCs According to CWEs

Turning now to RQ.2, which asked about the prevalence
of particular CWEs across the popular PCCCs. The results
are shown in Fig. 3. When backtracking to Table I, it can
be concluded that the use of uninitialized variables is clearly
the most frequent CWE-based programming mistake group.
A similar result has been obtained also previously [53]. While
the security concerns with CWE-457 issues might be often
seen as mild, these depend on a context; an uninitialized vari-
able may become a serious issue if the variable is dereferenced
later on. In general, the security consequences from unini-
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tialized variables may include information disclosure, bypass
of security controls, and even control flow hijacking [36].
Then, the second place is taken by potential NULL pointer
dereference bugs, as captured by CWE-476 and CWE-690.
The third place is occupied by memory and other resource
leaks (CWE-401 and CWE-775). Although NULL pointer
dereference issues may manifest themselves as exploitable
vulnerabilities [15], many of the CWEs in Fig. 3 do not
appear or appear only low in top rankings of most dangerous
software weaknesses [21]. For instance, classical and serious
memory management issues, such as heap and stack overflows
(as captured by CWE-126, CWE-122, and CWE-121, among
others) are quite rare but still visible as outliers.

These results beg a question: why are warnings about
uninitialized variables, NULL pointer dereference issues, and
resource leaks so common? While NULL pointer dereference
issues can sometimes be difficult to diagnose and debug, unini-
tialized variables are arguably rather trivial and mechanical to
fix. The warnings about resource leaks hint that also memory
management remains an issue. Thus, maybe there is something
misplaced in existing C programming language guides and
coding styles for the language? This point is reinforced by the
relatively small amount of security-related memory manage-
ment warnings, which oftentimes garner lengthy discussions
in the guidelines and coding styles for the C programming
language. Another potential explanation may originate from
the application domains of the warning-prone packages.
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Fig. 3. CTW-based CWEs Detected

The third and final research question asked about potential
variance of the compile-time warnings across application do-

mains. The Gentoo’s package categories are suitable for this
task. Before continuing to formal test results, descriptive stat-
ics are worth looking at beforehand. Thus, Fig. 4 again shows
a histogram of the CTW-based CWEs across the Gentoo’s
package categories. As can be seen, also this distribution is
long-tailed; 50% of the package categories are without any
warnings. However, the distribution is not as sharp as the
earlier one in Fig. 1, and its tail exhibits also small spikes.
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Fig. 4. A Histogram of the CWEs Across Package Categories
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Fig. 5. Top-15 Package Categories According to CWEs

Then, Fig. 5 displays top-15 package categories according to
the frequency of CTW-based CWEs. The most frequent cate-
gory, net-irc, is entirely because of the noted anope pack-
age. The second place is taken by dev-libs, a category for
different software development libraries. Interestingly, libraries
for physics and scientific libraries in general, as categorized
into sci-physics and sci-libs, also exhibit a relatively
large amount of CWE-mapped compile-time warnings. This
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observation aligns with a recent study according to which
many machine learning libraries have been quite prone to
vulnerabilities [24]. When compared to the study, however, the
CWEs in Fig. 3 show no numerical issues, CWE-131 perhaps
excluded. While this misalignment may well be because of the
GCC analyzer’s capabilities and limitations, the topic seems
interesting enough to possibly examine in further research.
Nor do the results in Fig. 5 align well with other large-
scale empirical studies. While the Linux kernel was omitted
in the present work, existing studies with Debian’s packages
indicate that alongside the kernel, web browsers, email clients,
and implementations for the Java language lead vulnerability
rankings [3]. Existing results have also hinted that graphical
user interfaces may receive less development and maintenance
effort [12]. Although the x11-libs category appears in
Fig. 5, none of the application domains except net-irc
and dev-libs pronouncedly stand out in terms of CTWs.
On one hand, this misalignment, in turn, likely partially
reflects differences between warnings from static analyzers and
actual vulnerabilities, including a question about the former’s
ability to detect the latter. On the other hand, the question
about development and maintenance effort and its relation to
software quality remains open for investigations.

The Kruskal-Wallis rank sum test results are shown in
Table II. To recall: these test a null hypothesis that the
medians are all equal across the Gentoo’s package categories.
According to the test results, this null hypothesis remains in
force; the medians are equal. Despite the distribution’s long
tail in Fig. 4, the tail seems to lack power against the half of
the warning-free packages. This results further reinforces the
contradiction with the previous studies mentioned. Having said
that, the result is important in terms of the earlier speculation
about risk factors. While keeping in mind potential false (and
true) positives, it seems that users may not particularly need
to worry about some particular application domains being
particularly risky—at least according to a static analyzer.

Although not part of the research questions, it is finally
interesting to take a brief look on whether the distinct CWEs
in Fig. 3 also vary across the package categories. To this end,
Fig. 6 shows a bipartite graph between the CWEs and the
categories; the former are at the bottom and the latter at the
top, and the sizes of the vertices are scaled by their degrees.
It can be seen that the CWEs with the highest frequencies do
not match perfectly well with the most warning-prone package
categories, as defined by the number of CWEs in the cate-
gories. In fact, many of the warning-prone package categories
are also associated with the relatively infrequent CWEs. This
observation yields a small caveat to the reasoning about risks,

TABLE II
KRUSKAL–WALLIS TESTS (SCALING BY PCCCS)

χ2 p-value
All packages 95 0.4807
anope excluded 95 0.4807
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Fig. 6. Package Categories and CWEs

as it might be that for instance memory management issues
are particularly prevalent in some application domains. While
security risks vary across distinct CWEs, the answer to RQ.3
still holds in terms of the volume of warnings outputted by
the GCC’s static analyzer.

IV. DISCUSSION

A. Conclusion

The paper used a static analyzer recently introduced in the
GCC to empirically examine popular Linux packages fully
or partially written in the C programming language. Three
research questions were presented and empirically examined.
The answers to these can be briefly summarized as follows:

• The results indicate that static analysis warnings are com-
mon and prevalent; over thirty thousand CWE-mapped
compile-time warnings were detected for about 3, 5 thou-
sand popular C packages. However, the distribution of
these warnings is highly uneven across the packages
examined; the overwhelming majority of the packages
is entirely without CTWs, while a small minority gathers
most of the warnings. In other words, outliers dominate.

• The use of uninitialized variables (CWE-457) is clearly
the most typical source behind the GCC’s warnings.
NULL pointer dereference issues (CWE-476 and CWE-
690) take the second place. Rest of the CWEs detected
are much less common. By implication, software quality
might be perhaps improved with relatively little amount
of effort. It may also be worthwhile to revisit and alter
coding guidelines and associated practices for the C
language, as has been suggested also previously [28].
Although actual security risks are difficult to evaluate,
these might be seen as relatively mild on statistical
grounds, the apparent outliers perhaps notwithstanding.
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• The CWE-mapped compile-time warnings do not sta-
tistically vary across different application domains. Al-
though there are outliers and likely detection errors, no
particular application domain seems particularly risky for
deployments—at least in terms of the static analyzer.

In addition to this concise summary of the paper’s results,
some limitations should be acknowledged. After having elab-
orated these limitations, a more thorough discussion follows
about the paper’s relation to existing research and the openings
paved for further research.

B. Limitations

Some limitations should be acknowledged. First and fore-
most, the present work did not consider false positives or other
verification of the GCC analyzer’s CTWs. Hence, the security-
orientedness of the results presented remains only implicit
and statistical. Nor can anything be said about true negatives
and true positives, that is, whether a package’s source code
is bug-free and secure, or the other way around. To patch the
issue, the robustness of the CTW7→CWE mappings would first
need a closer examination. For instance, a potential lack of
robustness may affect the answer to RQ.2 in case the GCC is
more capable of analyzing some particular CWEs than others.
There is also existing work in this CWE area [22], [23]. From
there, actual vulnerabilities might be subsequently evaluated.
It should be also noted that the amount of false positives likely
varies across different GCC versions; hence, further evaluation
work is required also with respect to the compiler’s evolution.
This point is also familiar from existing studies [45]. Second,
the most important Linux package, the Linux kernel, was
omitted from the analysis. Given the sensitivity and low-level
nature of kernel code, this package would be particularly rel-
evant in terms of false positives and other potential robustness
issues in the GCC’s static analyzer.

Regarding internal validity, third, it may be that some
packages force their own compiler flags, bypassing those
specified in Gentoo. While this limitation affects all three
research questions, the statistical effect of such packages is
likely small already due to the large amount of packages
covered in the dataset. Fourth, as was noted in Section II-B,
default configurations defined by Gentoo developers were
used for all packages. While sensible and justifiable due to
the large-scale — and slow — data collection process, this
choice may cause a bias because existing studies have shown
that static analysis warnings vary across different configu-
rations [35]. Fifth, the paper only considered CWE-mapped
CTWs, whereas, in reality, also non-mapped warnings may
be relevant for software security [13]. While this restriction
is justifiable on statistical and security-orientedness grounds,
further work is required to examine the other warnings,
including their potential security consequences. Sixth, as only
successfully compiled PCCCs were considered, a small bias
may be present because packages that failed to compile may
also be more prone to CWE-mapped compile-time warnings.

Seventh, the paper focused on well-known packages dis-
tributed in a well-known Linux distribution. By implication,

it is likely that CTWs are more prevalent in less known and
less popular packages. Deploying such packages then likely
also increases the security risks. Eighth, only packages in one
Linux distribution were examined. This limitation is related to
the previous point. For instance, Debian and Ubuntu distribute
much more packages than Gentoo [54]. Hence, in purely
statistical terms, these distributions also likely carry more
CTWs, perhaps being less secure as a whole. Together, these
two limitations also pinpoint toward a sharper analysis of dif-
ferent deployment scenarios involving mixtures of packages.
Here, CWE-mapped CTWs might work together with existing
vulnerability counts and other software quality metrics to help
those who deploy containers or virtual machines to heuristi-
cally deduce about potential security risks in advance. Given
the answer to RQ.3, warnings from a static analyzer might
balance existing risk metrics, giving a more nuanced picture
about software quality. In any case, the topic is generally
important because ready-made container images are known to
involve various security issues, including unpatched packages
that contain verified software vulnerabilities [56], [64]. To this
end, security-related CTWs might provide a plausible addition
to existing software security and quality metrics.

C. Related and Further Work

It is worthwhile to enumerate a few branches of related work
in addition to the points already raised and the works refer-
enced. These also allow to pinpoint further research topics. As
was argued in the introduction, the present work has novelty
in that a large-scale security-oriented static analysis of popular
Linux packages has not been conducted thus far. Though, one
option for further work would be to enlarge a sample size
even further. As was noted, the limitation to popular packages
may cause a bias because less popular packages might be
more prone to security-related CTWs. It would be relevant
to examine this potential bias because existing results indicate
that popular packages actually often have more reported bugs
and vulnerabilities, supposedly because more developers and
users are reporting issues about widely used packages than
about less popular or even obscure packages [25], [47]. To
this end, it has recently been observed and argued that the
conventional wisdom from reliability engineering may not
hold well in the open source context; the vulnerability counts
may not decrease as popular packages mature [2]. Having said
that, Linux as an operating system lacks a universal hosting
service or a package ecosystem, and thus ecosystem-wide
analysis is generally impossible, unlike with packages specific
to programming languages [48]. Sampling packages from
GitHub or other hosting platforms would also lead to the well-
known issues with popularity metrics [65]. Therefore, a more
sharply focused comparative analysis might be an alternative;
here, the Berkeley software distributions (BSDs) provide a
classical research setup for empirical comparisons [50], [55].
Another plausible option would be a focus on static analyzers
rather than packages, operating systems, or ecosystems.

Benchmarking static analyzers is a classical research
topic [10], [18], [40], [66]. In particular, a static analyzer’s
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ability to detect actual vulnerabilities in C code remains a
highly relevant topic, and existing static analyzers are not
performing particularly well at this task [4], [16], [22], [23].
These results correlate with those from surveys according
to which static analysis is frequently used in (commercial)
software development, but its impact upon improving software
security is perceived as limited [46]. More generally, a bench-
mark would be directly relevant also for the developers who
maintain and develop the GCC’s static analyzer.

Given the rationale for introducing the analyzer, a bench-
mark might allow to also deduce about the future prospects
in the static analyzer landscape, including the viability of
commercial tools in the future. In terms of the GCC’s direct
competitors, further work is also required on the static analysis
capabilities of Clang/LLVM. There is also some existing work
in this regard [7]. Another promising research path would
involve benchmarking of static analyzers against tools for
dynamic analysis. For instance: NULL pointer dereference
issues perhaps notwithstanding, the potential issues detected
by the GCC’s static analyzer are quite different from those
found via fuzzing [17], [50]. Therefore, a good research
question would be how these and other software testing tech-
niques complement each other. It would also be worthwhile
to examine whether fixing warnings from a static analyzer
reduces issues found via fuzzing later on.

Furthermore, a further classical research topic is the ways
open source and other developers use (and possibly misuse)
static analyzers [8], [60], [61], [63]. Also this line of research
would be relevant for the developers of the GCC’s static
analyzer. For instance, a good research question would involve
examining how easy it is to comprehend and analyze the
GCC’s CTWs. Analogously, it would be important to know
whether the explicit CWE mappings are as useful as presumed.
The topic is important because existing results indicate that
many automated software testing techniques, including those
based on symbolic execution, are oftentimes difficult for
developers to apply due to problems in root cause analysis,
interpretability, prioritization, cognitive load, and generally
the manual effort required [43], [50], [57]. If such problems
are present also with the GCC’s static analyzer, it might be
worthwhile to consider allocating more development resources
and time to improve the analyzer’s output rather than extending
the coverage of different bug types. As has been pointed
out recently [13], one potential improvement might be an
incorporation of severity information to the warnings. In fact,
since concrete, reported, and archived vulnerabilities, as typ-
ically identified with Common Vulnerabilities and Exposures
(CVEs), are linked to CWEs, it would be possible to use the
Common Vulnerability Scoring System (CVSS) information
attached to published CVEs as severity scores. While method-
ological alterations are possible, this is essentially also the way
the top CWE rankings are done [21]. If nothing else, such
scores might help developers in prioritization of warnings.

On a related note, the CWE framework might also allow
to pursue the earlier point about documentation onward. In
particular, the framework contains also many so-called views,

which are CWE groupings for different topics and tasks, such
as root cause analysis and attack scenarios. There is also an
existing view for secure coding with the C language [38].
Thus, it might be interesting to evaluate how well this view
or some other view corresponds with the CTW-based CWEs
from the GCC’s static analyzer. The work could be extended
also to CWEs typically found via fuzzing and other software
testing techniques. Alternatively: to help developers using
static analyzers, it might be reasonable to develop a new view
specifically for CWEs typically found via static analysis.

A further worthwhile but perhaps challenging research av-
enue would open by focusing on the larger Linux ecosystem.
The present work concentrated on a so-called downstream
distributor, whereas static analysis is presumably more relevant
for the actual upstream developers of the packages considered.
However, there is a link between the two; bugs are typically
triaged between upstream and downstream, although plenty
of problems still exist, including with respect to traceability
and associated tools [32]. The triaging aspects are important
already because patching source code at the distribution-level
(instead of the upstream-level) involves well-known security
and other risks [1], [32]. In terms of concrete research ques-
tions, it would be relevant to know whether the downstream
Gentoo developers report CTW-based issues, which may or
may not be actual bugs, to upstream developers. As a dis-
tribution based on source code, Gentoo developers are in an
ideal position for such reporting, although it remains debatable
whether such reporting, if not done in conjunction with human
evaluation, helps or hampers upstream development efficiency
and the quality of software developed.

As an alternative, therefore, the downstream Gentoo devel-
opers might consider a continuously updated online dashboard
for all CWE-mapped CTWs. It has also been argued and
observed that outputs from a static analyzer may predict
whether a software component will soon be difficult and
costly to maintain [27]. Against this backdrop, a dashboard
might also help Gentoo developers to determine whether some
particular packages might be deprecated from the distribution
due to their real or perceived lack of quality. Although there
may be practical challenges to get developers interested in
automatically generated CTW reports [52], a dashboard might
further help at directing attention and effort to packages
that may have problems in maintenance. The warning-prone
scientific libraries are a good example in this regard.

Provided that a benchmark would be available for deter-
mining the GCC analyzer’s ability to detect vulnerabilities, it
would be relevant to examine also the triaging of vulnerabili-
ties. Such triaging enlarges the scope, as important vulnerabil-
ities are typically labeled with CVEs. The CVE assignments
have also continued to face problems, including time delays
due to coordination problems, database quality issues, and
other problems [5], [31], [49]. Furthermore, Gentoo, unlike
Debian and some other distributions, is not a CVE numbering
authority; hence, its developers cannot assign CVEs directly by
themselves. This lack of authority implies that the vulnerability
triaging is even more convoluted.
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