
Cross-Modality Attack Boosted by Gradient-Evolutionary Multiform
Optimization

Yunpeng Gong
School of Informatics

Xiamen University
fmonkey625@gmail.com, gongyunpeng@stu.xmu.edu.cn

Qingyuan Zeng
School of Informatics

Xiamen University
36920221153145@stu.xmu.edu.cn

Dejun Xu
School of Informatics

Xiamen University
xudejun@stu.xmu.edu.cn

Zhenzhong Wang
Department of Computing

The Hong Kong Polytechnic University
zhenzhong16.wang@connect.polyu.hk

Min Jiang*

School of Informatics
Xiamen University

minjiang@xmu.edu.cn

Abstract

In recent years, despite significant advancements in ad-
versarial attack research, the security challenges in cross-
modal scenarios, such as the transferability of adversarial
attacks between infrared, thermal, and RGB images, have
been overlooked. These heterogeneous image modalities
collected by different hardware devices are widely preva-
lent in practical applications, and the substantial differ-
ences between modalities pose significant challenges to at-
tack transferability. In this work, we explore a novel cross-
modal adversarial attack strategy, termed multiform attack.
We propose a dual-layer optimization framework based on
gradient-evolution, facilitating efficient perturbation trans-
fer between modalities. In the first layer of optimization, the
framework utilizes image gradients to learn universal per-
turbations within each modality and employs evolutionary
algorithms to search for shared perturbations with trans-
ferability across different modalities through secondary op-
timization. Through extensive testing on multiple heteroge-
neous datasets, we demonstrate the superiority and robust-
ness of Multiform Attack compared to existing techniques.
This work not only enhances the transferability of cross-
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modal adversarial attacks but also provides a new per-
spective for understanding security vulnerabilities in cross-
modal systems. The code will be available.

Figure 1. The figure shows different shapes representing samples
from various cross-modal datasets (solid shapes represent normal
visible RGB samples, while hollow shapes represent correspond-
ing samples from other modalities). During the iterations, our
method first learns a universal perturbation δ on a given cross-
modal dataset (circles) and then searches for a perturbation η us-
ing samples from two other different cross-modal datasets, which
can be superimposed on δ to enhance transferability.
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1. Introduction
In recent years, research on adversarial attacks [14] has

made significant progress, but the security challenges in
cross-modal scenarios have not been sufficiently addressed.
In these scenarios, adversarial attacks must transfer between
different types of images (such as infrared, thermal, and
RGB), posing unique challenges due to the substantial dif-
ferences between these modalities.

This paper investigates adversarial attacks in cross-
modal scenarios, focusing on person re-identification
(ReID) [9, 10, 12, 13, 28, 32, 37, 39]. ReID is a key task in
computer vision that aims to identify individuals across dif-
ferent locations and times by analyzing surveillance camera
images [45]. Due to varying environments, ReID systems
use cameras with different modalities to collect data, rais-
ing security concerns, especially in complex multi-modal
scenarios [7,27,28,40,41]. Attackers might inject adversar-
ial perturbations into stickers or clothing to disrupt images
captured by surveillance cameras, affecting intelligent sys-
tems’ recognition accuracy [17]. However, the transferabil-
ity of adversarial perturbations across various image modal-
ities has not been thoroughly studied. Additionally, with
stricter global privacy laws, technologies involving personal
data processing face strict requirements. To protect privacy,
some ReID systems use special image transformations or
images from different modalities [18, 25], which also poses
a challenge to existing attack methods.

Based on the modality of ReID, attack methods can be
divided into two categories: single-modality attacks [11,44]
and cross-modality attacks [7]. The first category, single-
modality attacks, focuses on attacks within the same modal-
ity (such as RGB-RGB). These methods typically optimize
based on the characteristics of a specific modality but are
limited in their ability to adapt to cross-modal scenarios.
The second category, cross-modality attacks, aims to trans-
fer attacks between different modalities. The main chal-
lenge here lies in the significant differences between modal-
ities, which make it difficult to ensure the effectiveness and
transferability of the attacks.

Although many ReID attack methods have been pro-
posed [1,2,11,30,38,44], they mostly concentrate on single-
modality attacks. As shown in Fig. 1, our work focuses on
cross-modality attacks. The challenges of cross-modality
attacks are twofold: (1) the heterogeneity between different
modalities makes cross-modality attacks more difficult to
implement than domain adaptation within the same modal-
ity; (2) existing gradient-based optimization attack methods
face significant limitations in cross-modal scenarios due to
the difficulty in effectively transferring gradient informa-
tion.

In this study, we adopt evolutionary computation [29,
31, 34, 42], a form of ’intuition’ rooted in biological pro-
cesses. This operates under natural selection and genetic

dynamics, guiding random variations to solve optimization
problems. In cross-modal scenarios, evolutionary methods
surpass gradient-based methods due to their global search
capability and adaptability to complex constraints, enabling
them to find optimal solutions in a complex, multi-modal
search space.

Given the considerable computational intensity involved
in fully employing evolutionary computation to search for
adversarial perturbations [4, 29, 33, 34], we have adopted
Multiform Optimization [6, 36] to ensure the feasibility
of our approach. Multiform Optimization is an advanced
paradigm, particularly suited for addressing complex prob-
lems with diverse representations or requirements. This ap-
proach leverages auxiliary tasks to facilitate the resolution
of the original problem [6]. By exploring multiple problem
formulations, Multiform Optimization captures the search
landscape from different perspectives, extracting valuable
knowledge and features. This comprehensive strategy en-
hances the diversity and robustness of solutions, making it
more effective in solving complex problems. Our goal is
to use evolutionary computation to optimize universal per-
turbations [22, 38] by exploring shared knowledge across
different heterogeneous modalities, thereby enhancing their
transferability. Fig.1 and Alg.1 in the supplemental materi-
als illustrate the overall pipeline of the proposed method.

We assume the existence of a universal perturbation that
captures general features across different modalities, capa-
ble of transferring to most modalities. However, like mod-
els overfitting to training data, adversarial perturbations can
also become overly specialized to the biases in the training
data, leading to poor performance on unseen modalities. To
address this issue, one approach is to independently train
multiple models across different modalities and use their
gradients to learn a universal perturbation. However, the in-
consistency in gradient information due to different model
architectures and heterogeneous training data makes it diffi-
cult to effectively utilize gradients. Moreover, performance
differences between models in different modalities can lead
to unbalanced learning of perturbations, affecting their uni-
versality and generalization ability.

To address the challenge of ensuring effective and trans-
ferable adversarial attacks across heterogeneous modali-
ties, we propose using evolutionary computation to search
for sparse perturbations that work across different modal-
ities and use them to fine-tune the universal perturbation,
enhancing its transferability. We introduce a Gradient-
Evolutionary Multiform Optimization framework to trans-
fer universal adversarial perturbations (UAP) across modal-
ities. The first optimization layer uses a gradient-based
method to optimize perturbations for attacking models
within specific modalities, maximizing their impact. The
second optimization layer uses an evolutionary search to
find perturbations that transfer effectively between models
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trained on different modalities, aiming for broadly applica-
ble solutions. This design optimizes for single and multi-
modal security challenges.

Our work makes the following main contributions:
• We propose a dual-layer optimization strategy that

combines gradient-based and evolutionary search tech-
niques for cross-modal adversarial attacks. By introducing
the concept of multiform optimization into the field of ad-
versarial attacks and integrating gradient learning with evo-
lutionary algorithms for complementary optimization, we
achieve explicit knowledge transfer between different tasks,
significantly enhancing the effectiveness and transferability
of the attack strategy.

• We are the first to combine evolutionary algorithm
theory with gradient-based methods for adversarial attacks.
Through mathematical analysis, we demonstrate the effec-
tiveness of evolutionary search in improving the transfer-
ability of cross-modal adversarial attacks and its advantages
in handling complex cross-modal constraints. Theoretical
support and mathematical analysis provide a solid founda-
tion for the effectiveness and feasibility of this method in
multi-modal scenarios.

• Through extensive experiments, we validate the sig-
nificant advantages of our method, showing clear improve-
ments over existing methods in terms of the transferability
and robustness of cross-modal adversarial attacks. Our re-
search provides new theoretical and practical foundations
for the study of security in multi-modal systems.

2. Related Work

2.1. Adversarial Attack

The concept of adversarial attacks was first introduced
by Szegedy et al. [14], whose research revealed that even
small perturbations to input images could mislead deep neu-
ral networks, resulting in incorrect image recognition. This
finding not only highlights the vulnerability of deep learn-
ing models but also has important theoretical and practi-
cal implications for enhancing the security of artificial in-
telligence systems. Subsequently, a plethora of adversar-
ial attacks have been proposed [3, 8, 19, 23]. The work by
Moosavi-Dezfooli et al. introduced universal adversarial
perturbations [22], further advancing research in this field.
They demonstrated the ability to generate nearly ’universal’
perturbation vectors that, when added to any data sample,
cause the same deep learning model to produce incorrect
outputs. One Pixel Attack [29], as a significant milestone
in sparse perturbation attacks, demonstrates the possibility
of misleading models by modifying a single pixel in an im-
age. However, the modification of individual pixels may
not always successfully attack all types of images or mod-
els in real applications. Therefore, sparse adversarial at-
tacks [4, 29, 33, 34] often involve modifications of multi-

ple pixels, albeit still limited in number, providing higher
flexibility and a wider success rate. Although universal
perturbations can broadly affect multiple samples, they are
relatively easier to be detected by designed targeted detec-
tion mechanisms due to their ubiquitous and consistent per-
turbation patterns. In contrast, sparse adversarial attacks,
by applying extremely limited perturbations to input data,
demonstrate higher stealthiness. This attack method is more
challenging to be identified by standard defense measures in
experiments and practical applications due to its high target
accuracy and fewer intervention points.

2.2. Attack Person Re-ID System

Several ReID attack methods have been proposed, with
current research predominantly focusing on RGB-RGB
matching. These methods include: Metric-FGSM [1] ex-
tends techniques inspired by classification attacks into the
category of metric attacks. These include Fast Gradient
Sign Method (FGSM) [14], Iterative FGSM (IFGSM), and
Momentum IFGSM (MIFGSM) [5]. The Furthest-Negative
Attack (FNA) [2] integrates hard sample mining [15] and
triplet loss to guide image features towards the least simi-
lar cluster while moving away from similar features. Deep
Mis-Ranking (DMR) [30] utilizes a multi-stage network ar-
chitecture to extract features at different levels, aiming to
derive general and transferable features for adversarial per-
turbations. Gong et al. [11] proposed a method specifically
for attacking color features without requiring additional ref-
erence images and discussed effective defense strategies
against current ReID attacks. The Opposite-Direction Fea-
ture Attack (ODFA) [44] exploits feature-level adversar-
ial gradients to generate examples that guide features in
the opposite direction using an artificial guide. Yang et
al. [38] introduced a combined attack named Col.+Del.
(Color Attack and Delta Attack), which integrates UAP-
Retrieval [21] with color space perturbations [20]. The in-
clusion of color space perturbations enhances the attack’s
universality and transferability across RGB-RGB datasets.
CMPS [7] represents the first exploration into the security
of cross-modal ReID. It leverages gradients from different
modalities to optimize universal perturbations, effectively
enhancing the universality and adaptability of attacks within
a given modality. Similar to other gradient-based methods,
it has certain limitations in terms of the transferability of
attacks.

Existing methods primarily focus on gradient-based at-
tacks for single-modal systems, lacking mechanisms to cap-
ture shared knowledge across different modalities. Ad-
ditionally, the heterogeneity between different modalities
makes it difficult for these gradient-based methods to
achieve effective adaptation across more than two modal-
ities. Our approach aims to enhance the effectiveness and
transferability of cross-modal adversarial attacks by com-

3



bining gradient-based techniques with evolutionary search.

3. Methodology
We aim to find a universal adversarial perturbation ϵ with

cross-modal transferability that can mislead the ranking re-
sults of a given modality G and an unseen target modal-
ity χ for a re-identification (re-ID) model. The attack in-
volves modifying a query image I by adding a perturbation
ϵ. This perturbed image I ′ is then used to fool the victim
re-identification model M when querying a gallery.

3.1. Framework Overview

Our proposed methodology employs a dual-layer op-
timization framework, integrating gradient-based learning
and evolutionary algorithms to enhance the effectiveness
and transferability of adversarial perturbations across dif-
ferent image modalities. This framework is designed to
address the unique challenges posed by the heterogeneity
of cross-modal data, ensuring that the learned perturbations
are both effective and broadly applicable. In the first layer
of optimization, a gradient-based learning method focuses
on optimizing adversarial perturbations to attack machine
learning models within specific modalities. This process in-
volves computing the loss based on the task-specific metric,
such as the triplet loss with Mahalanobis distance, and using
momentum gradient descent to iteratively adjust the pertur-
bations. The second layer of optimization employs an evo-
lutionary search strategy to explore perturbations that can
be effectively transferred between models trained on differ-
ent modalities. This strategy involves generating a popu-
lation of perturbations, evaluating their performance across
multiple models, and iteratively refining the perturbations
through crossover and mutation operations. The goal is to
discover perturbations that are broadly applicable and main-
tain their effectiveness across various modalities. By lever-
aging evolutionary computation, this layer addresses the
challenge of transferring adversarial attacks between het-
erogeneous data, enhancing the robustness and generaliza-
tion of the perturbations.

The combination of these two layers—gradient-based
learning for modality-specific optimization and evolution-
ary search for cross-modal transferability—constitutes the
Gradient-Evolutionary Multiform Optimization framework.
This dual-layer approach not only optimizes perturbations
for a single modality but also adapts them to the security
challenges present in multi-modal environments. The over-
all framework is detailed in Alg.1 in the supplementary ma-
terials. This algorithm delineates the step-by-step process
for implementing the Gradient-Evolutionary Multiform Op-
timization, ensuring continuous refinement and adaptation
of perturbations to maintain high effectiveness across differ-
ent image modalities. Regarding the proposed method, we
conducted a theoretical analysis focusing on two aspects:

the feasibility of evolutionary search and its effectiveness in
enhancing the transferability of universal perturbations. For
details, please refer to Supplementary Materials.

3.2. Gradient-Based Learning

In the first layer, our primary objective is to opti-
mize adversarial perturbations for specific modalities using
gradient-based learning. We define the optimization prob-
lem as:

Lmeta =
1

n

n∑
i=1

Ltri(δ, xi), (1)

where Ltri is the loss function tailored to optimize adversar-
ial perturbations within a specific modality.

Existing research [1, 2, 7, 11, 30, 38, 44] on ReID adver-
sarial attacks typically employs Euclidean distance to de-
sign loss functions. However, under the assumption that
adversarial samples reside in a manifold space, traditional
Euclidean distance may not be sufficiently flexible, as data
points in manifold spaces often exhibit nonlinear distribu-
tions. To address this issue, we employ the Mahalanobis
distance, which is more suitable for manifold problems.
This distance measure considers the covariance structure of
the data, allowing it to more accurately capture the nonlin-
ear relationships and adapt to scale variations in different
directions, thereby providing a more flexible and precise
distance metric. Hence, in crafting the triplet loss func-
tion, we opt to utilize Mahalanobis distance as our metric
of choice, aiming to better guide the optimization process
for adversarial perturbations:

Ltri(δ, xi) =
[
DM (Cm1

n , fadv)−DM (Cm1
p , fadv) + ρ

]
+

+
[
DM (Cm2

n , fadv)−DM (Cm2
p , fadv) + ρ

]
+
.

(2)
We follow the approach of [21] to optimize the pertur-

bation using cluster centroids. Here, Cm1
p , Cm2

p , Cm1
n , and

Cm2
n respectively represent the nearest and farthest cluster

centroids of original image features in the training data for
modalities m1 and m2. fadv denote the perturbed features
(We set the margin ρ = 0.5 in triplet loss). The distance
between vectors x and y, using the Mahalanobis distance
DM (x, y), is defined as follows. For computational conve-
nience and optimization stability, the squared Mahalanobis
distance is commonly employed as the loss function:

DM (x, y) = (x− y)TS−1(x− y), (3)

Here, S is the covariance matrix of the dataset. We utilize
exponential weighted moving average [16] for momentum
gradient descent. This approach facilitates smoother param-
eter updates, accelerating convergence and enhancing gen-
eralization performance. The process is formulated as fol-
lows:

vt+1 = βvt + (1− β) · ∇δLmeta

∥∇δLmeta∥1
. (4)
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Here, vt represents the exponential moving average of the
gradient at time step t (initial value v0 = 0.), β is the decay
coefficient (set as β = 0.9), and ∇δLmeta

∥∇δLmeta∥1
is the normal-

ized gradient. Then, use the updated momentum variable
vt+1 to update the perturbation δ:

δt+1 = clip(δt + α · sign(vt+1),−ε, ε). (5)

Here, δt+1 is the updated perturbation at time step t + 1,
δt is the perturbation at time step t, α is the learning rate
(set as α = ϵ

10 ), ε is the clipping threshold (ϵ = 8, unless
otherwise specified), and sign(·) function returns the sign of
the input.

In this layer of optimization, we focus on minimizing the
task-specific loss, which aims to mislead the ReID model
by altering the query image such that it fails to match the
correct individual in the database.

3.3. Evolutionary Search

In the second layer of optimization, we employ evolu-
tionary search to optimize the transferability of perturba-
tions across different modalities. Following the methodol-
ogy outlined in [34], our approach adapts the evolutionary
algorithm to simultaneously search for sparse perturbations
with transferability across multiple modalities, which will
be used to fine-tune universal adversarial perturbations ob-
tained from the first layer of optimization. With respect to
our objectives, we define the optimization problem as fol-
lows:

min
η

Φ(F(x+ δ + η)),

subject to: ∥η∥0 ≤ k, ∥δ + η∥∞ ≤ ε.
(6)

k represents the number of perturbed pixels. The ∥δ+ η∥∞
constrains that the maximum value of each element in
the perturbation vector does not exceed ϵ, which can be
achieved through clipping.

At this stage, the optimized adversarial sample xadv can
be obtained from x + δ + η. The features of the adversar-
ial sample, denoted as fadv , are extracted using F(xadv).
Where Φ(fadv) = (D̃(fadv), S̃(fadv), ∥η∥2, ∥η∥0)T is the
objective vector. Due to the limitations of using {-1, 1}
as the perturbation set, we adopted the method defined
by Williams et al. [34], which redefines the perturbation
set to {-1, 0, 1}. This expansion allows the inclusion
of zero values within the perturbation vector, inherently
optimizing the l0 norm by increasing the proportion of
zeros. Consequently, optimizing the l2 norm also indi-
rectly reduces the l0 norm, as a lower l2 norm can be
achieved partly by increasing the number of zeros in the
vector. Therefore, the objective vector Φ(fadv) is now de-
fined as (D̃(fadv), S̃(fadv), ∥η∥2)T , where η ∈ {−1, 1, 0}.
D̃(fadv) and S̃(fadv) represent the total metric loss and to-
tal attack success rate across all models, respectively. They

can be described by the following formula:

Di(fadv) = (fadv − C)TS−1(fadv − C), (7)

Di(fadv) denote the loss incurred by the perturbed input on
model Mi. The loss from the adversarial sample xadv to
the cluster centroid C is measured using the squared Maha-
lanobis distance. Therefore, the total loss across all models
can be represented as:

D(fadv) =

n∑
i=1

Di(fadv). (8)

To transform into a minimization problem, we ultimately
use the following formula for optimization:

D̃(fadv) = exp (−D(fadv)) . (9)

For model Mi, success rates Si can be defined as follows:

Si(fadv) =

{
1, if argmax(ŷj) ̸= yj

0, otherwise,
(10)

ŷj is the predicted label by the model, and yj is the true
label corresponding to the sample. The overall success rate
can be calculated using the following formula:

S(fadv) =
1

n

n∑
i=1

Si(fadv). (11)

To transform into a minimization problem, we ultimately
use the following formula for optimization:

S̃(fadv) = 1− 1

n

n∑
i=1

Si(fadv). (12)

We follow the approach proposed by Williams et al. [34]
for crossover, mutation, and evaluation of the population.
For further details, please refer to the supplementary mate-
rials. During the selection phase, we define the following
non-dominated sorting relationship to achieve the objective
of simultaneously searching for transferable perturbations
across multiple modalities.

Domination Deffnition. In the process of conducting
multimodal adversarial attacks, we assess and compare two
perturbation sets within the perturbation solution set P , de-
noted as Pi and Pj , respectively. These two solutions yield
perturbations represented by ηi and ηj . We evaluate the re-
sulting adversarial effectiveness using function F(•) which
yields the objective vectors Fi and Fj . A solution Pi is
considered to dominate another solution Pj if any of the
following conditions are met:

1. If ηi has higher transferability than ηj .
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2. ηi and ηj have the same transferability, and ∥ηi∥2 ≤
∥ηj∥2.

3. Both ηi and ηj do not exhibit transferability, and ηi has
a smaller total loss. D̃(fadv).

Please note, a perturbation η is considered to have transfer-
ability if it satisfies the attack success rate is greater than 0.
The higher the attack success rate S(fadv), the greater the
considered transferability.

This dual-layer optimization framework significantly en-
hances the robustness of adversarial perturbations. The first
layer of optimization utilizes gradient descent to learn uni-
versal perturbations. The second layer employs evolution-
ary strategies to capture transferable features across modal-
ities, fine-tuning the learned universal perturbations. This
approach not only improves the applicability of perturba-
tions in multi-modal environments but also increases the
flexibility of the overall attack strategy.

3.4. Theoretical Analysis of Attack Transferability

In this section, we discuss how evolutionary search can
be leveraged to optimize attack perturbations, enhancing
their transferability across different models. We define a fit-
ness function to evaluate the effectiveness of the fine-tuned
perturbation δf as follows:

f(δf ) =

k∑
i=1

wi · ri(δu + δf )− λ · ∥δf∥0. (13)

Here, ri(δu + δf ) is the misclassification rate for model
Mi when both the universal perturbation δu and fine-tuned
perturbation δf are applied. The term ∥δf∥0 measures the
sparsity of the perturbation, with wi and λ being the model
weight and sparsity regularization parameter, respectively.
The objective of this function is to maximize the effec-
tiveness of δf across multiple models while maintaining its
sparsity.

To measure how well δf complements δu, we introduce
the complementarity measure αi:

αi =
ri(δu + δf )− ri(δu)

ri(δu)
, (14)

this measure quantifies the increase in misclassification rate
when δf is added to δu. Ideally, αi should be significantly
positive, indicating that δf effectively enhances δu.

Through evolutionary search involving selection,
crossover, and mutation, we can iteratively optimize δf .
It can be proven that the complementarity measure αi

increases with each iteration:

α
(t+1)
i ≥ α

(t)
i , (15)

this indicates that the effectiveness of the perturbation im-
proves with each iteration. Furthermore, the non-decreasing

nature of the fitness function ensures the convergence of the
evolutionary search process.

In summary, this analysis demonstrates that evolution-
ary search can effectively optimize δf , enhancing the trans-
ferability of attacks across multiple models and providing
critical theoretical support for improving security in mul-
timodal systems. Detailed derivation can be found in the
supplementary materials.

4. Empirical Study

4.1. Dataset

We evaluate our method on the SYSU [35], RegDB [24],
and Sketch [26] cross-modality ReID datasets. SYSU is a
large-scale dataset with 395 training identities captured by
six cameras (four RGB and two near-infrared), comprising
22,258 visible and 11,909 near-infrared images. The test
set includes 95 identities with 3,803 query images from two
IR cameras. RegDB [24] consists of 412 identities, each
with ten visible and ten thermal images; 206 identities were
used for training and the remaining 206 for testing. The
Sketch ReID dataset includes 200 individuals, each repre-
sented by one sketch and two photographs, captured by two
cross-view cameras during daylight and manually cropped
to focus on the individual. Additionally, we created a new
dataset, CnMix, by applying random channel mixing (de-
tailed in the supplementary materials) to images from the
Market1501 [43] dataset, which features 1,501 pedestrians
captured by six cameras.

4.2. Evaluation Metric

In line with [43], we utilize Rank-k precision, Cumu-
lative Matching Characteristics (CMC), and mean Average
Precision (mAP) as our evaluation metrics. Specifically,
Rank-1 precision measures the average accuracy of the top
result for each query image across different modalities. The
mAP score quantifies the mean accuracy by ordering the
query results according to their similarity; a result that ap-
pears closer to the top of this list indicates higher precision.
It is important to note in the context of adversarial attacks
that lower accuracy scores signify more effective attacks.

4.3. Comparison

Following [7], we employed two cross-modality baseline
models, AGW [41] and DDAG [40], to conduct tests on the
RegDB [24] and SYSU [35] cross-modality ReID datasets.
The experiments comprised two scenarios: 1) Perturbing
visible images (query) to disrupt the retrieval of infrared or
thermal images (gallery). 2) Perturbing infrared or thermal
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Table 1. Results for attacking cross-modality ReID systems on the RegDB dataset. It reports on visible images querying thermal images
and vice versa. Rank at r accuracy (%) and mAP (%) are reported. The perturbation ϵ is set to 8.

Settings Visible to Thermal Thermal to Visible

Method Venue r = 1 r = 10 r = 20 mAP r = 1 r = 10 r = 20 mAP

AGW baseline [41] TPAMI 2022 70.05 86.21 91.55 66.37 70.49 87.21 91.84 65.90
M-FGSM attack [1] TPAMI 2020 29.34 52.90 61.44 23.35 23.64 40.36 48.61 18.57
LTA attack [11] CVPR 2022 12.65 25.24 34.02 12.80 10.51 22.93 31.79 9.74
ODFA attack [44] IJCV 2023 28.57 51.42 60.58 21.84 17.26 33.27 42.92 15.27
Col.+Del. attack [38] TPAMI 2023 5.12 16.83 22.10 4.94 4.92 14.47 23.04 4.86
CMPS attack [7] Arxiv 2024 2.29 9.06 18.35 3.92 1.93 11.44 19.30 3.46
Our attack* 1.64 8.86 17.52 2.71 1.66 10.38 17.54 2.85
Our attack 0.98 6.24 9.27 1.26 1.04 7.47 10.02 1.31

DDAG baseline [40] ECCV 2020 69.34 86.19 91.49 63.46 68.06 85.15 90.31 61.80
M-FGSM attac [1] TPAMI 2020 30.86 54.16 61.98 24.01 25.83 42.12 49.76 19.33
LTA attack [11] CVPR 2022 11.65 23.20 32.73 11.41 9.76 21.53 29.96 9.23
ODFA attack [44] IJCV 2023 29.64 52.74 60.74 23.88 24.06 39.75 46.25 18.64
Col.+Del. attack [38] TPAMI 2023 4.68 13.55 18.57 4.39 4.23 12.75 20.82 4.05
CMPS attack [7] Arxiv 2024 1.33 10.28 19.06 3.79 1.35 9.52 17.52 3.19
Our attack* 1.15 9.83 17.26 2.97 1.27 9.36 16.91 3.06
Our attack 0.86 8.37 10.37 1.04 1.11 9.19 13.38 1.83

Figure 2. Comparative analysis with State-of-the-Art method on
transferability across heterogeneous cross-modal datasets.

Figure 3. Comparative analysis with State-of-the-Art method on
transferability across different baselines.

Figure 4. The ablation study in the proposed method examines the
relationships between the number of perturbed pixels, the number
of models, the attack success rate, and time consumption.

images (query) to interfere with the retrieval of visible im-
ages (gallery).

In this experiment, ”Our attack*” uses gradient-based
single-layer optimization without evolutionary search,
while ”Our attack” employs our dual-layer optimization.

Figure 5. (a) Correlation plots showing the average success rate of
different pm and pc. (b) Attack success rate by generation number
for different population sizes.

Both optimizations leverage the given model and dataset
samples. As Tab. 1 shows, our method outperforms the
CMPS and Col.+Del. attacks in attack effectiveness. These
results demonstrate: 1) The Mahalanobis distance in our
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method effectively captures the adversarial sample space
structure; 2) Incorporating evolutionary search broadens the
solution exploration, avoids local minima, and enhances at-
tack effectiveness. We conducted identical experiments on
the SYSU dataset (see supplementary materials). The sup-
plementary material presents a comparative analysis using
attention heatmaps.

Experiments Comparing Attack Transferability. We
compare our method with the state-of-the-art retrieval at-
tack method in terms of perturbation transferability across
different cross-modal datasets and baselines. We verify
transferability using four heterogeneous datasets: SYSU,
RegDB, Sketch, and CnMix. In our transfer attack exper-
iments, all four datasets are used simultaneously, with each
dataset trained on a different model representing a specific
modality. For instance, in Fig. 2, RegDB→SYSU indicates
that we optimize the universal perturbation on the RegDB
dataset (using SYSU and Sketch for auxiliary optimization)
and then transfer it to SYSU for testing. The CMPS attack,
lacking a mechanism to correlate more than two modali-
ties, sequentially adjusts the perturbation after learning it
on RegDB. In contrast, our method simultaneously fine-
tunes the perturbation across SYSU and Sketch using evo-
lutionary search, enhancing transferability. The supplemen-
tary materials provide a comparison with the Col.+Del. and
CMPS attacks using attention heatmaps.

From Fig. 2, it is evident that our proposed method out-
performs the CMPS attack [38] across various metrics. This
indicates: 1) Perturbations trained solely on gradients face
challenges due to inconsistent gradient information from di-
verse model architectures and heterogeneous training data,
making effective gradient utilization difficult. Additionally,
performance differences between models trained on differ-
ent modalities may lead to imbalanced perturbation learn-
ing, affecting universality and generalization. 2) Adver-
sarial attacks face a similar dilemma between stability and
adaptability in real-world scenarios. In deep learning, ad-
dressing complex tasks often involves a balance between
stability and plasticity. Excessive flexibility to new data
(high plasticity) can lead to ’catastrophic forgetting,’ while
insufficient adaptability (high stability) may hinder learn-
ing efficiency and the model’s generalization. The method
proposed in this paper offers a potential solution to this
dilemma. Furthermore, as shown in Fig. 3, experiments
across different baselines also demonstrate the superiority
of our proposed method.

4.4. Ablation Study

Fig. 4 shows: the left image depicts the relationship be-
tween the number of perturbed pixels, models (modalities)
in evolutionary search, and time consumption. The right
image shows the relationship between the number of per-
turbed pixels, models (modalities), time consumption, and

attack success rate. Key observations include: (1) attack
success rate increases with more perturbed pixels; (2) time
consumption rises with more perturbed pixels; (3) time con-
sumption increases proportionally with the number of mod-
els; (4) attack success rate decreases with more models.

The impact of different crossover and mutation rates (pc
and pm) on attack success rate using evolutionary search
alone is shown in Fig.5(a). Fig.5(b) illustrates the relation-
ship between the generation number, population size, and
attack success rate during the evolutionary process. Since
the primary goal of evolutionary search is to optimize the
universal perturbation, we choose not to use the configura-
tion with the highest attack success rate in practice to reduce
time costs. Instead, we set the generation number to 150 and
the population size to 2.

5. Conclusion

This paper introduces a novel cross-modal adversarial at-
tack strategy, named Multiform Attack, using a Gradient-
Evolutionary Multiform Optimization framework to en-
hance transferability between heterogeneous image modali-
ties. By integrating gradient-based learning with evolution-
ary search, our approach significantly improves the robust-
ness and transferability of adversarial perturbations across
modalities like infrared, thermal, and RGB images. Our
dual-layer optimization effectively combines the strengths
of gradient methods and evolutionary algorithms, enabling
efficient perturbation transfer and handling complex cross-
modal constraints. Extensive experiments validate that our
method outperforms existing techniques, enhancing the per-
formance of universal adversarial perturbations within and
across diverse modalities. This advancement offers new
insights into addressing security vulnerabilities in multi-
modal systems, providing a strong foundation for develop-
ing more secure cross-modal systems in the future.
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