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Abstract

We study differentially private algorithms for analyzing graphs in the challenging setting of continual
release with fully dynamic updates, where edges are inserted and deleted over time, and the algorithm
is required to update the solution at every time step. Previous work has presented differentially private
algorithms for many graph problems that can handle insertions only or deletions only (called partially
dynamic algorithms) and obtained some hardness results for the fully dynamic setting. The only algo-
rithms in the latter setting were for the edge count, given by Fichtenberger, Henzinger, and Ost (ESA
’21), and for releasing the values of all graph cuts, given by Fichtenberger, Henzinger, and Upadhyay
(ICML ’23). We provide the first differentially private and fully dynamic graph algorithms for several
other fundamental graph statistics (including the triangle count, the number of connected components,
the size of the maximum matching, and the degree histogram), analyze their error and show strong lower
bounds on the error for all algorithms in this setting. Previously, only lower bounds for algorithms with
one of the privacy parameters, J, set to 0 were known; our lower bounds give an exponential improvement
in terms of the dependence on the number of time steps, while applying to algorithms with general J.

We study two variants of edge differential privacy for fully dynamic graph algorithms: event-level
and item-level. Under the former notion, two graph update sequences are considered neighboring if,
roughly speaking, they differ in at most one update; under the latter notion, they can differ only in
updates pertaining to one edge. Differential privacy requires that for any two neighboring inputs, the
output distributions of the algorithm are close. We give upper and lower bounds on the error of both—
event-level and item-level—fully dynamic algorithms for several fundamental graph problems. No fully
dynamic algorithms that are private at the item-level (the more stringent of the two notions) were known
before. In the case of item-level privacy, for several problems, our algorithms match our lower bounds.
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1 Introduction

Graph algorithms provide important tools for understanding networks and relationships. However, some
graphs contain sensitive personal information that must be protected when results of statistical analyses
performed on them are published. Differential privacy [DMNS16] has emerged as the standard for rigorous
privacy guarantees. It has been adapted to graph data and widely investigated in the static setting, also
referred to as the batch setting, where the input graph does not change (see [RS16a] for a survey of differ-
entially private analysis of graphs in this setting). An additional challenge in studying graphs that capture
information about people is that they evolve over time. Differential privacy was first studied in the setting
of continual release (also called continual observation), where data changes over time and published statistic
must be continually updated, by Dwork et al. [DNPR10] and Chan et al. [CSS11]. This difficult setting was
adapted to graph data and investigated by Song et al. [SLM ™ 18], Fichtenberger et al. [FHO21], and Jain
et al. [JSW24]. In this setting, the algorithm receives a sequence of updates, one per time step, where each
update is either an insertion or a deletion of an edge. Fully dynamic graph algorithms handle both insertions
and deletions, whereas partially dynamic graph algorithms handle insertions only or deletions only. In this
work, we study fully dynamic graph algorithms in the continual release model.

Differential privacy (DP), intuitively, guarantees that, for any two neighboring datasets, the output
distributions of the algorithm are roughly the same. We consider edge DP, introduced in [NRSO07], that uses
the notion of edge-neighboring graphs. Two graphs are edge-neighboring if they differ in one edge. (There is
also a stronger notion of node DP, first studied in [BBDS13, KNRS13, CZ13].) Differential privacy is defined
with two parameters, ¢ and J; see Definitions 2.2 and 2.11. When § = 0, it is referred to as pure DP; the
setting when § > 0 is called approximate DP.

The continual release model comes with two natural definitions of neighboring sequences and two cor-
responding variants of differential privacy: event-level and item-level, and we study both of them. Update
sequences are event-neighboring if they differ in one update; they are item-neighboring if they differ on an
arbitrary number of updates pertaining to one item. For edge DP, we adapt these definitions as follows.
Two graph sequences are considered event-level edge-neighboring if one can be obtained from the other by
replacing either one update with a no-op or two consecutive updates on the same edge with no-ops.! Two
graph sequences are item-level edge-neighboring if they are the same on all updates, except updates on one
edge. Event-level privacy is less stringent than item-level privacy. Note that there is no distinction between
event-level and item-level edge DP for partially dynamic algorithms, because each edge can be updated at
most once. But the picture is more nuanced for fully dynamic algorithms.

Our goal is to investigate the best error achievable by fully dynamic, edge differentially private (edge-DP)
graph algorithms. We call an algorithm («, 8)-accurate if, with probability at least 1 — 3, it has additive
error at most «a at every time step. For algorithms that output real-valued vectors, the additive error is
measured in terms of L., i.e., as the maximum over all coordinates of the vector. We express our error
bounds in terms of the number of nodes in the graph, denoted by N; the number of time steps, called the
time horizon and denoted by T'; and sometimes also in terms of the bound D on the maximum degree.

The systematic investigation by Fichtenberger et al. [FHO21] provided partially dynamic private algo-
rithms with additive error polylog T for numerous graph problems. The partially dynamic setting under node
DP was further investigated by Jain et al. [JSW24]. The only fully dynamic graph algorithms in previous
work were for the edge count, given by Fichtenberger et al. [FHO21], and for releasing the values of all graph
cuts, given by Fichtenberger et al. [FHU23]. Both algorithms satisfy event-level, edge DP; the former algo-
rithm has dependence O(log?’/ 2 T') on the time horizon T in the additive error, whereas the latter algorithm
has dependence O(N3/2y/Tog N log®?T) on T and the number of nodes N. Fichtenberger et al. [FHO21]
also obtained Q(logT) lower bounds for many graph problems in this setting and lower bounds in terms of

1We consider two updates on the same edge e consecutive if the updates between them do not involve e. Consecutive updates
on the same edge must be of different types: an insertion and a deletion (in either order). We allow up to two updates to be
replaced, as opposed to one in the classical continual release setting, for a technical reason: since an edge can be inserted only
when it is absent and deleted only when it is present, there exist update sequences for which changing any one update results in
an invalid graph sequence. This happens, for example, if the updates alternate between inserting and deleting the same edge,
ending in an insertion. As a result, our definition is more natural in the dynamic setting.
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N (that hold for large T') in the item-level DP setting. Their lower bounds are only for pure DP, that is,
when ¢ = 0. Fichtenberger et al. [FHU23] show a lower bound on the accuracy of continually releasing the
value of the min cut with event-level, edge DP, but in a different model: they have parallel edges and allow
multiple edges to be changed at every time step, both of which make the problem harder and lead to a lower
bound on the error that is larger than our event-level upper bound for the value of min cut.

1.1 Our results

Our results on event-level and item-level edge-DP are summarized in Tables 1 and 2, respectively.

We give the first fully dynamic, differentially private algorithms for several fundamental graph statistics,
including triangle count (fa ), the number of connected components (fo¢), the size of the maximum matching
(farar), the number of nodes of degree at least 7 (f>,), the degree histogram (faeghist), and the degree list
(faeg) with edge DP at both event level and item level. For the edge count ( feqges), We give the first item-level
edge-DP algorithm. (See Definition 2.14 for problem definitions.) Our event-level algorithm for fqe, has
additive error « polylogarithmic in 7" and N. All other algorithms have error polynomial in these parameters.

We also demonstrate that fa, fco, fan, f>7, and faegnist are fundamentally different from EdgeCount
and DegreeList by showing that every event-level edge-DP algorithm for these five problems must have
additive error polynomial in 7" and N (as opposed to polylogarithmic in these parameters), thus providing
an exponential improvement on the previously known lower bounds of Q(logT) by [FHO21] in terms of
the dependence on the time horizon T. Our lower bounds apply for general 6 € [0,1), that is, even for
approximate DP, whereas the lower bounds in [FHO21] hold only for pure DP. Specifically, we show that
when N is sufficiently large, the additive error of event-level edge-DP algorithms must be between O(T4/ 3)



and Q(T) for fo and between O(T1/3) and Q(T1/4) for foc, farars fors faeghist-

While there remains an intriguing gap between upper and lower bounds for these problems, we are
able to eliminate it for fcc, fara, f>+, faeghist for a special class of algorithms, called output-determined,
first considered in [HSS24], where the authors showed a lower bound for output-determined algorithms for
counting the number of distinct elements in a stream. Output-determined algorithms have roughly the same
output distributions on inputs with the same output sequences (see Definition 5.15.) All known algorithms
for these four problems (all of which come from our work) are output-determined. Our lower bounds for
output-determined algorithms demonstrate that we would need a different approach to improve the error.

We also give item-level lower bounds on the additive error for fully dynamic graph algorithms. For all
problems listed in the table, except for the triangle count, our item-level lower bounds match the error of our
algorithms up to polylogarithmic factors. Specifically, we show that when N is sufficiently large, the additive
error of item-level (e, §)-edge-DP algorithms must be between O(T*/3) and Q(T7/9) for fo and ©(T'/3) for
focs funts fory faegnist, and faeg when § > 0. When § = 0, it is between 7°/2 and T%/* for fa and ©(VT)
for the remaining problems.

Putting our results together with the O(log3/ 2 T) event-level upper bound for feqges by [FHO21], we see
that fedges and fqeg become much more difficult in the item-level setting: the error grows from polylogT to
TY?2 or T1/3 (depending whether we consider pure or approximate DP). For the remaining problems, while
foc, frm, f>r, fdeghist behave similarly in terms of additive error of fully dynamic algorithms, the triangle
count stands out. We further investigate it in the event-level setting by considering error bounds in terms
of the maximum degree D and time horizon T'. We prove the upper bound of O(min(ﬁ, \VTD) and the
lower bound of Q(min(v/TD?/3, /TD)) for this problem. We stress that our algorithms are differentially
private even when the degree bound is violated, but the accuracy guarantees expressed in terms of D rely
on the input graph being of degree at most D at every time step. Subroutines that are differentially private
only when the input graphs have maximum degree at most D are called D-restricted. As shown by Jain et
al. [JSW24], such subroutine can exhibit blatant failures of differential privacy on graphs that do not satisfy
the promise if they are used as stand-alone algorithms.

1.2 Owur Techniques

We prove first superlogarithmic lower bounds for dynamic differentially private algorithms for graph prob-
lems. Our starting point for proving lower bounds is the sequential embedding technique proposed by Jain
et al. [JRSS23] and further developed by Jain et al. [JKR23]. The main idea is to reduce from a problem
in the batch setting that returns multiple outputs about the same individuals and use different time steps
to extract answers that correspond to different outputs. In particular, [JRSS23] used a reduction from the
1-way marginals problem in the batch setting and then applied lower bounds of [HT10] and [BUV18] for
releasing all 1-way marginals; [JKR 23] used a reduction from the Inner Product problem in the batch
setting and applied the lower bounds for this problem from [DN03, DMT07, MMNW11, Del2].

Lower bounds via Submatrix Queries. To prove our event-level lower bounds for TriangleCount (stated
in Theorem 3.1), we reduce from the Submatrix Query problem, which has not been used in the context of
continual release before. It was defined by Eden et al. [ELRS23] for studying the local model of differential
privacy, where each party holds their own private data and interacts with the rest of the world using
differentially private algorithms. In the submatrix query problem, the input is an n X n matrix Y of random
bits, each belonging to a different individual. Each submatrix query is specified by two vectors a,b € {0, 1}"™.
The answer to the query (a,b) is a”’Yb =31, Z?zl ali]Y[i, j]blj]. A submatrix query is a type of a linear
query. The answer to a linear query is a dot product of the secret dataset (viewed as a vector; in our case, of
length n?) and a query vector of the same length (in our case, a vectorization of the outer product of vectors
a and b). Dinur and Nissim [DN03], in the paper that laid foundations for establishing the field of differential
privacy, show that answering many random linear queries too accurate leads to blatant privacy violations.
Eden et al. [ELRS23] extended their attack to submatrix queries. Implicitly, they showed differentailly
private algorithms for answering Q(n?) submatix queries on n x n datasets must have additive error Q(n).



We use this lower bound together with our reduction from Submatrix Queries to triangle counting with
event-level edge-DP.

Our reduction transforms a dataset Y and a set @) of submatrix queries into a dynamic graph sequence S.
It ensures that the answers to different submatrix queries in @ correspond to triangle counts in S at different
time steps. Moreover, the transformations of neighboring datasets Y and Y’ (with the same query set Q)
return event-level, edge-neighboring graph sequences. Our reduction encodes the secret dataset Y as edges
of a bipartite graph. Then it crucially uses insertions and deletions by first inserting and then deleting edges
that encode each query. The main advantage of using submatrix queries instead of arbitrary linear queries
in our reduction is that they can be encoded efficiently, i.e., with fewer edges. This creates shorter dynamic
graph sequences, leading to stronger lower bounds in terms of the time horizon T'.

General lower bound framework. We provide a general lower bound framework for fully dynamic graph
algorithms algorithms, which we employ to prove nearly all our lower bounds (with the notable exception
of event-level triangle counting, for which we use the submatrix queries method described above). The
framework is based on the existence of a small graph gadget with two special edges such that the value of
the target function (e.g., faras) remains the same when only one of the special edges is removed, but changes
by a specific amount when both special edges are removed. We call such a gadget 2-edge distinguishing for
f (see Figure 5.1). We show how to use a 2-edge distinguishing gadget for f to obtain a reduction from
the Inner Product problem (see Definition 5.5) in the batch setting to the continual release of f in the fully
dynamic, event-level setting. We also show how to use a slightly simpler gadget for f to obtain a reduction
from 1-way Marginals (see Definition 3.12) in the batch setting to the continual release of f in the fully
dynamic, item-level setting. Finally, 2-edge distinguishing gadgets are used in the general reduction from
1-way Marginals to get event-level lower bounds in the output-determined setting. We then apply our general
framework to obtain numerous lower bounds for specific problems.

Transformation from D-restricted to general algorithms in the event-level setting. One of the
most common methods for obtaining DP graph algorithms is to start by designing an algorithm that is
tailored to a specific graph family, typically graphs of degree at most D. The reason for this is that some
graph statistics have much lower sensitivity on bounded degree graphs. E.g., if one edge in an N-node graph
is added or removed, the triangle count can change by N — 2; however, in a graph of degree at most D, it
can change by at most D — 1. In the batch setting, many techniques (notably, based on graph projections
[BBDS13, KNRS13, DLL16] and Lipschitz extensions [BBDS13, KNRS13, CZ13, RS16b, RS16a, DLL16,
KRST23]) have been developed for transforming algorithms tailored to bounded-degree graphs to algorithms
that are private on all graphs without noticeably increasing their error on bounded-degree graphs. For
dynamic graph algorithms, D-restricted algorithms were studied in [SLM T 18, FHO21]. For the insertions-
only setting, Jain et al. [JSW24] present a general projection which transforms a D-restricted algorithm into
an algorithm which is differentially private on the universe of all input graph sequences, with similar error
guarantees depending on the maximum degree of the input sequence (up to log factors).

We obtain a similar result in the fully dynamic setting for event-level edge DP: i.e., if for all D there exists
an event-level D-restricted edge-DP algorithm for estimating a function on all dynamic graph sequences of
maximum degree D, with an error bound depending on D, then there exists an event-level edge-DP algorithm
on all dynamic graph sequences, with an error bound depending on the maximum degree of the sequence.
The error bounds are the same as for the D-restricted case, up to factors in logarithmic in TN and small
dependence on the privacy parameters and the failure probability 5.

One of the tools in our transformation is our event-level algorithm for degree list, which is based on the
continual histograms algorithm from [FHU23]. We use the degree-list algorithm to keep a running estimate
of the maximum degree. We run the corresponding degree restricted mechanism until the maximum degree
increases significantly. We then re-initialize a new restricted mechanism with a higher degree bound.

Fully dynamic algorithm for triangle count. Our event-level algorithm for triangle count uses our
transformation from D-restricted to general algorithms. To get a D-restricted algorithm, we use a binary-



tree-based mechanism for counting on the difference sequence for fa (i.e., a sequence that records the change
in fa between time steps) and then add noise using the Gaussian mechanism. To bound the error of our
mechanism, we give a careful analysis of the Lo-sensitivity of the counts stored in the binary tree.

1.3 Additional Prior Work

The two concurrent works [DNPR10, CSS11] that initiated the investigation of the continual release model,
also proposed the binary-tree mechanism for computing sums of bits, a.k.a. continual counting. The problem
of continual counting was further studied in [DNRR15, FHU23, HUU23, DLY23, CLNT24]. The binary-tree
mechanism has been extended to work for sums of real values [PAK19], weighted sums [BEM " 13], counting
distinct elements [BEM ™13, EMM 23, GKNM23, JKR 23, HSS24] and, most relevantly, partially dynamic
algorithms for graph statistics [FHO21].

The first lower bound in the continual release model was an Q(logT) bound on the additive error of
continual counting, shown by [DNPR10]. The first lower bounds that depended polynomially on T were
proved by Jain et al. [JRSS23] and applied to the problems of releasing the value and index of the attribute
with the highest sum, given a dataset that stores whether each individual possesses a given attribute. They
pioneered the sequential embedding technique that reduces multiple instances of a static problem to a
dynamic problem. Like in that paper, we also reduce from the 1-way marginals problem to obtain some of
our lower bounds. However, our lower bound for the triangle count is proved by a reduction from a different
problem, and our reductions use the specific structure of the graph problems we consider.

First edge-DP algorithms were presented in [NRSO7]; they handled the cost of the minimum spanning
tree and the triangle count. Since then differentially private graph algorithms have been designed for a vari-
ety of tasks, including estimating subgraph counts [BBDS13, KNRS13, CZ13, KRSY 14, DZBJ18, LML20],
degree list [KS12], degree and triangle distributions [HLMJ09, RS16b, DLL16, LML20], the number of con-
nected components [KRST23], spectral properties [WWW13, AU19], parameters in stochastic block models
[BCS15, BCSZ18, SU21]; training of graph neural networks [DMS'21]; and generating synthetic graphs
[KS12, ZNF20], and many other [BBDS12, GRU12, Upal3, WWZX13, PGM14, LM14, ZCP*15, MCBI15,
NIR16, RRT19, ZN19, ALJ20, BGM22, DLR*22].

1.4 Discussion and Open Questions

Our transformation from D-restricted to general edge-DP algorithms works in the event-level setting. Can
one design such a transformation for item-level setting (with a small error blowup)?

Our error bounds for fcc, fum, f>7, and faeghise exhibit similar dependence on 71" as the bounds in
[JKRT23] on counting the number of distinct elements in turnstile streams in the continual release model.
Unlike in our setting, where an edge can be added only if it is present and deleted only if it is absent, turnstile
streams might have an element added or deleted no matter what the current count for this element is. Only
elements with positive counts are included in the current distinct element count. Interestingly, [HSS24] show
that when elements can only be added when absent and deleted when present (i.e., in the so-called “likes”
model), the additive error drops down to polylogartimic in 7. We conjecture that improving the bounds for
Distinct Elements in the event-level setting would lead to better bounds for graph problems as well.

1.5 Organization of Technical Sections

We start by giving definitions and the background on differential privacy and continual release in Section 2.
In Section 3, we collect all our results on triangle counting that require specialized techniques. Section 4
presents general algorithmic tools: the transformation from degree-restricted to general event-level algorithms
in Section 4.1, and algorithms based on recomputation at regular intervals in Section 4.2. It also applies
these tools to get most upper bounds on the error presented in Tables 1 and 2. Finally, Section 5 presents
our lower bound framework and most lower bounds on the error from the tables.



2 Preliminaries

We use log to denote the logarithm base 2 and In to denote the natural logarithm. Let [T] denote the set
{1,2,...,T}. Let U be a universe of data items and n € N. A dataset over U of size n is an n-tuple of
elements from U. We use U* to denote the set of all datasets (of all sizes) over U.

Definition 2.1 (Neighboring datasets). Two datasets x,y € U™ are neighboring, denoted x ~ vy, if there is
an i € [n] such that x[i] # y[i], and x[j] = y[j] for all j € [n] \ {i}.

Definition 2.2 (Differential privacy [DMNS06, DKM™06]). Let A be an algorithm which takes as input a
dataset over U. Let € > 0 and § € [0,1). Algorithm A is (g,9)-differentially private ((e,d)-DP) if for all
neighboring datasets x,y € U* and all Out C range(A),

Pr[A(z) € Out] < e° Pr[A(y) € Out] + 4.
If A is (e, 6)-differentially private for 6 =0, it is also called e-differentially private (e-DP).

Definition 2.3 (Sensitivity). Let k € N, and f : U* — R* be a function. Let p € {1,2}. The L,-sensitivity
of f, denoted by A,, is defined as Ay, = maxgy || f(x) — f(¥)|lp-

Lemma 2.4 (Laplace Mechanism [DMNS06]). Let k € N and ¢ > 0 and f : U* — R¥ be a function with
Ly -sensitivity Ay. The Laplace mechanism is defined as A(z) = f(x) + (Y1,...,Ys), where Y; ~ Lap(A;/e)
are independent random variables for all i € [k]. The Laplace mechanism is e-differentially private. Further,
for every x € U* and every B € (0,1), it satisfies || A(z) — f(z)]oc < 22 ln% with probability at least 1 — (.
Lemma 2.5 (Gaussian mechanism [BDMNO05, BS16]). Let k € N and f : U* — R¥ be a function with
Lo-sensitivity Ag. Let € € (0,1), § € (0,1), ¢2 > 2In(1.25/8), and o > cAs/e. The Gaussian mechanism is
defined as A(z) = f(x) + (Y1,...,Yx), where Y; ~ N(0,02) are independent random variables for all i € [k].
The Gaussian mechanism is (g, 0)-differentially private. Further, for every x € U*, every f € (0,1), and

o =/2In(2/8)As/z, it satisfies || A(z) — f(z)]|oo < 2221/In(2/0)In(2k/B) with probability at least 1 — 3.

Lemma 2.6 (Gaussian tail bound). Let Y ~ N(u,02) and t > 0. Then Pr[|Y — pu| > ot] < 2e=t°/2,

Lemma 2.7 (Simple composition [DL09, DRV10, DKM™06]). Letey,eo > 0 and 01,92 € [0,1). Let Ay be an
(e1,01)-differentially private algorithm U* — range(A1) and As an (g2, d2)-differentially private algorithm
U* x range(A;) — range(As). Then Aj o Ag is (61 + 2,01 + d2)-differentially private.

2.1 Graph Sequences

For a set of nodes V, let G(V) denote the set of all simple graphs on V. The symmetric difference of two
sets S and S’, denoted A(S,S), is (S\ S")U(S"\ S).

Definition 2.8 (Edge-neighboring). Graphs G = (V,E) and H = (V, E’) are edge-neighboring, denoted by
G ~ H, if E and E' differ in at most one element, i.e., |A(E,E")| < 1.

Definition 2.9 (Dynamic graph sequence). Let V' be a set of nodes and T € N. For all t € {0} U [T], let
Gy be a graph (V, E;) with some edge set B, CV xV and Ey = 0. Then S = (G1,...,Gr) is a dynamic
graph sequence of length T if |[A(Ey, Ev—1)| <1 for allt € [T]. That is, every two consecutive graphs in the
sequence differ by at most one edge insertion or deletion.

To denote the edge difference sets, for all t € [T], we use dE; = Ey_1 \ E; and dE;” = E;\ E;_1, as well
as dB; = dE; UdE} = A(Ey, Ey_q).

We say S has maximum degree D if G has mazimum degree D for all t € [T].



Continual release graph algorithms Let V be a set of nodes and T,k € N. A continual release graph
algorithm A : G(V)T — (R¥)T receives as input? a dynamic graph sequence S = (G1, ..., G7) and, at every
time step t € [T], produces an output a; = A(G1,...,G;) € R,

Definition 2.10 (Item-level and event-level neighbors). Let V' be a set of nodes and T € N. Let S and
S’ be two dynamic graph sequences of length T. Let dE;, dE; and dE; be the edge difference sets as in

Definition 2.9, and dE;L/, dE;/ and dEj be the corresponding sets for S'. We say S and 8’ are item-level,
edge-neighboring if they differ in up/dates pertaining to at most one edge. That s, there exists an edge
e* € V2 such that dE; \ {e*} = dE; \ {e*} and dE; \ {e*} = dE; \ {e*} for all t € [T].

We say S and S’ are event-level, edge-neighboring if they differ in at most one edge insertion (or deletion)
and the next deletion (or insertion) of the same edge.! That is, there exists an edge e* € V? and a time
interval [t1,t2) with t; € [1,T) and ty € [2,T + 1] such that?

1. dE; = dE}" and dE; = dE; for all t € [T]\ {t1,t5}.
2. e* ¢ dE; for allt € (t1,12).
3. a) dE} = dE;, = {e*} and dE} = dE], =0 or b) dE;, = dE; = {e*} and dE], = dE;, =0 or

c)dE; = dE;; = {e*} and dE;, = dEy, =0 or d) dE;, = dE;' = {*} and dE;, = dE;, = 0.

Note that if S = (Gi,...,Gr) and 8’ = (G},...,G/) are event-level edge-neighboring, then they are
also item-level edge-neighboring; if they are item-level edge-neighboring, then the graphs G; and G} are
edge-neighboring for every t € [T.

Definition 2.11 (Item-level and event-level edge-DP). Let V' be a set of nodes and T,k € N. Let A be a
continual release graph algorithm A : G(V)T — (RF)T. Let e > 0 and § > 0. The algorithm A is item-
level (respectively, event-level), (e,0)-edge-DP, if for all item-level (respectively, event-level) edge-neighboring
dynamic graph sequences S € G(V)T and 8" € G(V)T and all Out C (R¥)T :

Pr[(A(G1,...,G)i<r € Out] < e* Pr{(A(G1,...,Gi)i<r € Out] + 6. (1)
We use e-edge-DP as a shorthand for (e,0)-edge-DP.

In many works on DP graph algorithms, the first step is to design algorithms that require a promise on
the degree of the graph for the privacy guarantee. Jain et al. [JSW24] call such algorithms D-restricted.

Definition 2.12 (D-restricted differential privacy). Let V' be a set of nodes and k,D,T € N. Let A be a
continual release graph algorithm G(V)T — (R¥)T. Let ¢ > 0 and § > 0. The algorithm A is D-restricted,
event-level, (e,0)-edge differentially private (D-rest. (e,9)-edge-DP), if for all event-level edge-neighboring
dynamic graph sequences S,S’ € G(V)T of mazimum degree D and every Out C (R*)T

Pr [(A(Gl, ey Gt)tST € Out} S ef Pr [(A(Gl, ey Gt)tST € Out] + 0.

The definition of D-restricted item-level is analogous.

(o, B)-accuracy for graph functions Let f : G(V) — R*. Let S = (Gy,...,Gr) with G, € G(V)
be a dynamic graph sequence. A continual release graph algorithm A is (a, 8)-accurate for f on S if
Pr [max;er) [|A(G1, ..., Ge) — F(Gi)]|oo > a] < B

Definition 2.13 (Difference sequence). Let f : G(V) — RF. Let S = (Gy,...,Gr) be a dynamic graph
sequence on vertex set V and Go = (V,0). The difference sequence for f is (df (S,t)).e(r), where fort € [T,

df (S,t) = f(Gt) = f(Gia).

2We assume T is given to the algorithm. By a standard reduction [CSS11], all our error bounds hold if 7" is not known in
advance, up to polylogarithmic factors in 7.

3To represent the case when e* is not updated after time step t1, we set t2 to 7'+ 1. In that case, the requirements for this
time step in Item 3 should be ignored.




2.2 Problem Definitions

We consider the following functions on (simple) graphs. We use deg(v) to denote the degree of a node v.

Definition 2.14 (Graph functions). Let N € N and G = (V, E) be a graph with |V| = N.
e EdgeCount: The function feages maps a graph G to the number of edges |E|.

e TriangleCount: The function fa maps a graph G to the number of triangles in G: i.e., fa((V,E)) =
{{z,v,u} € VZ: (2,u), (w,0), (v,7) € B}

e HighDegree(r): For each T € Nxg, the function f>,; maps a graph G to the number of nodes in G of
degree at least 7, i.e., f>-(G) = |[{v eV :deg(v) > 7}.

o Degreelist: The function faeg maps a graph G to the list of node degrees: faog(G) = (deg(v))vev .

o DegreeHist: The function faeghist maps a graph G to the histogram (ho, hi1,...,hn—1) of node degrees,
where hj = |{v € V : deg(v) = j}| for all j ={0,...,N — 1}.

e MaximumMatching: The function farn maps a graph G to the size of the maximum matching in G.

e ConnectedComponents: The function foc maps a graph G to the number of connected components in G.

3 Fully Dynamic Private Triangle Counting

This section presents algorithms and lower bounds for triangles counting with event-level privacy and a lower
bound for item-level privacy.

3.1 Lower Bounds for Event-Level TriangleCount via Submatrix Queries

In this section, we prove the following theorem on the lower bounds on the error of fully dynamic, event-level,
edge-DP algorithms for TriangleCount.

Theorem 3.1 (Lower bounds for event-level TriangleCount). Let T, N,D € N be sufficiently large. Then
every event-level (0.1,0.02)-edge-DP algorithm for TriangleCount which is («, 1/6)-accurate on all dynamic
graph sequences with N nodes and length T satisfies a = Q(min(T, T'/3N?/3  N?)).

If the accuracy condition holds instead for all dynamic graph sequences with mazimum degree D and
length T then o = ) (min (T1/3D2/3, T1/4D)),

As discussed in Section 1.2, our reduction relies on submatrix queries, defined next.

Definition 3.2 (Submatrix Query Problem). In the submatriz query problem, the data universe is U =
{0,1}. A dataset Y € UM, where M = n? for some n € N, can be seen as an n X n binary matriz, where
one data bit corresponds to one entry in the matriz. A submatriz query on UM is defined by two vectors
a,b € {0,1}" and maps Y € UM to a’Yb =31 | Z?:l ali]Y'[i, §]blj]. The problem Submatrix(n, k) is the
problem of answering k submatriz queries of the form (a,b), where a,b € {0,1}"™.

Definition 3.3 (Accuracy for batch algorithms). Let k,n € N. Let U be a universe and f : U™ — R* a

function. A randomized algorithm A is («, 8)-accurate for f, if for all datasets y € U™ and z = f(y), it

outputs ay, . ..,ax such that Pr[m:ﬁk)]( la; — z;| > a] < B, where the probability is taken over the random coin
ic

flips of the algorithm.
The following lower bound is implicitly proved in [ELRS23] (Claim 3.5, Lemmas 3.8-3.10).

Lemma 3.4 (Submatrix Query lower bound). There exist constants ¢y > 1 and ca > 0 such that, for all large
enough n € N, every (0.1,0.02)-differentially private and (v, 1/6)-accurate algorithm for Submatrix(n, c;n?)
satisfies a > con.
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a =10,0,1,0] and b =[0,1,0,1]. There are 5 triangles between x5, v4, and z1, ..., 25, and (3,4) is the only
pair (i, 7) satisfying Y[ij] = a[i] = b[j] = 1.

Lemma 3.5 (Reduction from submatrix queries to TriangleCount). Let k,n € N. Let Y € {0,1}"*" be a
dataset and Q = ((a(m),b(m)))me[k], where each o™ b™) € {0,1}", be a sequence of k submatriz queries.
Then for all w € N, there exists a transformation from (Y, Q) to a dynamic graph sequence (G1,...,Gr) of
N-node graphs, where N = 2n 4+ w and T = n? + 4knw, such that:

e For neighboring datasets Y, Y’ € {0,1}"*™ and a query sequence Q, the transformations of (Y,Q) and
(Y, Q) give graph sequences which are event-level, edge-neighboring;

e For all m € [k], the triangle count fa(Gy,) = w - (@™)TYb™)  where t,, = n? 4+ 2nw(2m — 1).

m

Proof. Given a dataset Y € {0,1}"*™ we construct a graph sequence on 2n+w nodes 1, ..., Ty, V1, ..., Un,
and 21, ..., z,, starting from graph G with no edges. We begin with an initialization phase of n? time steps:
For all 4,5 € [n], we insert the edge (z;,v;) at time ni + j if Y[z, j] = 1; otherwise, we do not perform an
update at time ni + j.

Next, for each m € [k], we use 4nw time steps to process query (a(™,b(™) as follows. Let s,, =
n? + 4nw(m — 1) be the time step right before we start processing this query. For all i € [n], if a(™[i] = 1,
then, for all £ € [w], we insert the edge (x;, z¢) at time s, + (i — 1)w + £ and delete it at time s, + 2nw +
(i — 1)w + ¢. Analogously, for all j € [n], if 6™ [j] = 1, then, for all ¢ € [w], we insert the edge (v;, z) at
time S, + nw + (j — 1)w + £ and delete it at time s, + 3nw + (j — 1)w + £. See Figure 3.1.

Correctness. ' Y and Y’ differ in coordinate (4, j) € [n] x [n], then the corresponding constructed graph
sequences differ only in the presence or absence of the initial insertion of edge (x;, v;) at time step in+j. Thus,
they are event-level, edge-neighboring. For each m € [k], at time step t,,, = n®+4nw(m—1)+2nw = s,,+2nw,
the constructed graph has all edges (z;,2¢) corresponding to the l-entries of a(™ and all edges (v, 2¢)
corresponding to the l-entries of b(™). Further, there exists an edge (x;,v;) if and only if Y[i, j| = 1. Thus,
the number of triangles at time ¢,, is equal to w times the number of pairs (i, j) satisfying o™ [i] = Y[i, j] =
b™[j] = 1. That is, fa(Gy, ) = w - a™Yb™),

Analysis. The initialization phase uses n? time steps. Processing of each query uses 4nw time steps.
Thus, T = n? + 4knw. O

Lemma 3.6 (Reduction from submatrix queries to TriangleCount, bounded degree). Let k,n € N. Let
Y € {0,1}™*™ be an input dataset and Q = ((a(m),b(m)))me[k], where each a™ b(™ € {0,1}", be a
sequence of k submatriz queries. Then for all w,B € N, where B divides n, there exists a transformation
from (Y, Q) to a dynamic graph sequence (G1,...,Gr) of N-node graphs of mazimum degree D = 2B + w,
where N = % ”;,3” and T =n? + %, such that:
e For neighboring datasets Y, Y’ € {0,1}"*™ and a query sequence Q, the transformations of (Y,Q) and
(Y, Q) give graph sequences which are event-level, edge-neighboring;
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Figure 3.2: An example of the construction in the proof of Lemma 3.6 for n = 4, B = 2 and w = 5. The
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e For all m € [k], the triangle count fa(Gy,) = w -a™Yb™  where t,, =n? + (m — 1)% + 2”;“’.

2

Proof. Given a dataset Y € {0,1}"*" and B,w € N, we construct a graph sequence on %z x (2B + w)
nodes, starting from graph Gy with no edges. At a high level, we divide the matrix Y into submatrices of
size B x B, and for each submatrix, we build a graph as in Lemma 3.5. Specifically, for all p1,p2 € [%],
define Y (P1:P2) as the B x B matrix with Y(P1:P2)[; j] = Y[(py — 1)B +1, (po — 1) B + j] for all 4, j € [B]. We
create a gadget for each (p1,p2) € [%]2 by allocating 2n 4+ w nodes for it. In the initialization phase, each
gadget is updated by running the initialization phase from the proof of Lemma 3.5 for Y (?1:72) and w. The

initialization phase uses (%)2 B? = n? time steps.

Then, for each m € [k], to process query (a(™),b(™)), we run the processing procedure from the proof
of Lemma 3.5 for every pi,ps € [%] for (a"™[(p1 — 1)B + 1,p1 B],b(™[(ps — 1)B + 1,p,B]) within the
gadget for (p1,p2). That is, for all p; € [%], we use Bw time steps to insert the edges corresponding to

n

a™[(p1 — 1)B 4 1, p, B] into all gadgets for (py,p2) for all py € [E]' Similarly, for all py € [%], we insert
the edges corresponding to b™[(py — 1)B 4 1, pB]) into all gadgets for (p1,ps) for all p; € [%} This uses
in total 2”2?“’ time steps. Afterwards, we use 2"27“’ time steps to delete the edges corresponding to the mth
query for all gadgets (as in the proof of Lemma 3.5).

Correctness. For every pair (i,7) € [n]?, there exists exactly one pair (py, p2) such that i € [(py — 1)B +
1,p1B] and j € [(p2 —1)B +1,p2B]. Thus, if Y and Y’ differ in entry (4, j), then only the gadget for (p1,p2)
will differ in the initial insertion of the corresponding edge. We finish inserting all edges corresponding to
query (a™) b(™)) at time step t,, = n2+(m—1)%+2n2w3. For each pair (p1,p2) € [%] % [%], the number
of triangles in the gadget for (p1,p2) at time t,,, is wa™[(p; — 1) B+ 1, p1 B]Y P1P2)b(™)[(py — 1) B+ 1, p2 B]),
and 32, c[3] wal™[(py — 1)B + 1,p1 B]Y ®+2)6(™ [(p; — 1) B + 1, py B]) = wa(™Y (Pr-72)p(m),

n
B

Analysis. The total number of nodes is g—z X (2B4w) = %—l— ”Bz,;“ . The degree of each G is at most 2B+w.
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Initialization takes n? time steps, and each query uses 4 - % - w time steps. Thus, T = n? + 4k - ”7; ~w. O

Proof of Theorem 3.1. Let ¢q be as in Lemma 3.4. First, we prove the lower bound in terms of 7" and N. Set

— |min (& =1 — in (N T 1/3 . . 9 . o
w = me ( 31 )J and n = Lmln ( 3 (4wcl+1) . For answering k = c¢;n” queries, the construction in

Lemma 3.5 has 2n 4+ w < N nodes and n? + 4c;ndw < (4dejw + 1)n3 < T time steps. We add N — (2n + w)
dummy nodes and T — (n? + 4c;n?) time steps without updates in order to get a dynamic graph sequence
of N nodes and T time steps. Let A be an event-level (0.1,0.01)-edge DP algorithm for TriangleCount which
is (o, 1)-accurate for this graph sequence. Then Lemma 3.5 gives an algorithm which, with probability at
least § , has additive error at most - on all submatrix queries. Thus, by Lemma 3.4, we have = > con and
therefore o > conw, where ¢y is as in Lemma 3.4. Consider three cases:

1. T < N: Then w = O(T) and n = ©(1), and the lower bound is Q(nw) = Q(T).
2. T € (N,N*): Then w = ©O(N) and n = © (%)1/3
1/3

, and the lower bound is Q(nw) = Q(T/3N?/3).

3. T>N* Then N <T and N < (%), sow =n = O(N), and the lower bound is Q(nw) = Q(N?).
In all three cases, the lower bound is Q(nw) = Q(min(T, TY/3N?/3 N?)).
; — _ o/ T s/ 3T
Now we prove the lower bound in terms of T and D. Set w = |D/3] and n’ = [mm ( For? 5D61)J

If ' < |D/3], let n = 7/, else, let n be an integer in [0 — |D/3],n] such that |D/3] divides n. Let
B = min(n, |D/3]). For answering k = c;n? queries, the construction from Lemma 3.6 gives a graphs

sequence of maximum degree D and length n? + % < % < T. We add extra dummy time steps to
get a graph sequence of length 7. Let A be an event-level (0.1,0.02)-edge DP algorithm for TriangleCount
which is (o, 1/6)-accurate for this graph sequence. Then Lemma 3.6 gives a (0.1,0.01)-DP algorithm with
additive error at most = on all submatrix queries. Then Lemma 3.4 implies o > cown, where ¢ is as in

Lemma 3.4. Thus, o = Q (min (T1/4D, T1/3D2/3)), O

3.2 Event-Level Private Algorithm for Triangle Count

In this section, we present our fully dynamic event-level, edge-DP algorithm for triangle counting. Our
algorithmic results on this problem are summarized in the following theorem.

Theorem 3.7 (Upper bound for event-level TriangleCount). For all £,6,8 € (0,1) and T,N € N there
exists an event-level (e, §)-edge-DP algorithm which is (a, 8)-accurate for TriangleCount on all dynamic graph

N /3
sequences with N nodes and length T', where o = O (min <(ln )log‘3/2 LN ( (nH)nZ ) ,N5>).

Further, for all dynamic graph sequences with degree at most D, for D € N and D < N, the algorithm satisfies
@ =0 (win (VID, DT/, ND*) - poly (%10 5 ) ).

The minimum expressions in the bounds in Theorem 3.7 are the result of selecting the best algorithm
for each setting of parameters. Later (in Corollary 4.7), we will present item-level (and thus also event-
level) algorithms for triangle counting. The algorithm in this section, whose performance is summarized in
Theorem 3.8, has better error than the item-level edge-DP algorithm for the same problem in Corollary 4.7
when the number of nodes is large: specifically, N > T/3.

Theorem 3.8 (Event-level DP triangle count). For alle,d, 5 € (0,1) and T, N, D € N, there exists an event-
level (g,0)-edge-DP algorithm which is (a, B)-accurate for TriangleCount on all dynamic graph sequences with
N nodes, mazimum degree D and length T, where o« = O(VTD - poly(% log %))

Theorem 3.8 follows from Lemma 3.9 that gives a D-restricted version of the algorithm and Theorem 4.1
that gives a transformation from D-restricted to general algorithms. The D-restricted version of the al-
gorithm is based on running a binary tree mechanism on the difference sequence, combined with a careful
analysis of the Ly-sensitivity of the partial sums used by the mechanism.
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Lemma 3.9 (D-restricted private triangle count). Let ¢,6,8 € (0,1) and T, D € N. There exists an
event-level D-rest. (g,8)-edge-DP algorithm which is («, B)-accurate for TriangleCount on all dynamic graph

sequences of mazimum degree D and length T, where o = O (%\/TD In % 1og3/2 %)

Proof. Let S = (G¢)ejr) be a dynamic graph sequence of degree at most D. Recall that fa(G) returns the
number of triangles in graph G. Let (dfa(S,t))ierr) be the difference sequence for fa. (See Definition 2.13).

Our general strategy is to run a counting mechanism similar to the binary tree mechanism by Dwork et al.
[DNPR10] to compute a running estimate on fa(Gy) = >y ey dfa(S,t'). However, we use Gaussian noise to
compute the noisy counts for nodes in the binary tree. We show that when building the binary tree over dfa,
the Lo-sensitivity of the vector of the counts of the binary tree nodes is O(/TDlogT). We next describe
this approach in detail.

Let Z, = {[j - 2° + 1,(j + 1)2],0 < j < [T/2%] — 1} for all (integer) levels ¢ € [0,logT] and T =
Uo<e<|tog ) Ze- For an interval [a,b] in Z, define s(,4)(S) = >, <i<p dfa(S,t). We first obtain a private
estimate of s[4 for all intervals [a,b] € Z, by computing 8[43 = S[a,5) + Y][a,5], Where Y[, ;) is independently

drawn from N(0,0?%) with ¢ = 12,/TD (In 2) log T. For any interval [1, ], there exists a set I, C Z such that
(1) Ujapjer,[a,b] = [ t], (i) N per, =0, and (iii) [L;| < [logT'| +1. We compute an estimate of fa(G¢) as
fA(Gt) Z[a blel, Sla,b] Z[a blel, Sla,b] + Y[a b]-

Claim 3.10. The Ly-sensitivity of (siqp))[abjez 5 at most 64/TDlogT.

Proof. Let S = (Gy)ieir) and §" = (GY,...,G7) be two event-level, edge-neighboring dynamic graph se-
quences of degree at most D. Let t; be the first time step where S and &’ differ. W.l.o.g., suppose an
edge e* = (u*,v*) is inserted into Gy,, but G}, = G}, _;. Let ty be the time step where e* is deleted from
S but not & (set to = T + 1 if e* is not deleted in S after ¢1). Then |dfa(S,t1) — dfa(S',t1)] < D —1
and, if to < T then |[dfa(S,t2) — dfa(S’,ta)] < D — 1, since e* can be involved in at most D — 1 triangles.
For all t € (t1,t2), if edge e = (u,v) is inserted at step ¢, it can form at most one triangle with e*. Thus,
|dfa(S,t) — dfa(S',t)| <1 for all t ¢ {t1,t2}.

Now, fix a level £ € {0,...,[logT|}. For each interval [a,b] € Z, (which has length 2¢), we have
|51, (S) = 8[a,5(S")| < D + 2t if t; € [a,b] or t3 € [a,b], and 510, (S) = 5[0, (S")| < 2¢. otherwise.

For all ¢ € [T}, the total triangle count can differ by at most D — 1 for G; and G}, that is, |fa(Gt) —
fa(GY)| < D—1. For each interval [a,b] € Z, we have s[4, (S) = fa(Gp) = fa(Ga) and [s[45)(S) = 5[4,5(S)| =
/0 (Gy) = fa(Ga) = fa(Gy) + fa(GO)l < 1Fa(Gh) = fa(Gy)l +1fa(Gh) — fa(Ga)| < 2D.

There are at most two intervals I € Z, such that t; € I or to € I. For such an interval I, we have
s1(S) — 51(S")] < D+ min(D,2%). For all other intervals [a,b] € Ty, we have [s(q4(S) — s[a5(S")| <
min(2D, 2%). Since Z; contains at most T/ 2% intervals, the La-sensitivity of (s(,4))[a,pez, is at most

2D + /& min(2D,2) < 2D + ,/ mm(2D TED I min(2D,2%) < 2D + /T - min(2D, 2¢) < 2D + /21D,

which is at most 4vT'D, since D < T'. Thus, the Ly-sensitivity of (s[43])[a,5)cz is at most \/Z%lzog 61D <
61T DlogT. O

By Lemma 2.5, the algorithm that returns S, = S[a,p) + Y]a,5), Where every Y[, is independently
drawn from N(0,02), is (g,6)-DP. Recall that fa(G;) = Z[a,b]elt Slap] = Z[a,b]e[,g 5[a,p] + Y]a,p) and note
that Z[a,b]elt S[a,p] = fa(Gt). The random variable Z; = Z[a,b]elt Y[a,5) has distribution N(0,62), where
62 < (|logT| + 1)o?. By Lemma 2.6, for all 8 € (0,1), we have that Pr[|Z;| > 6+/2In(T/B)] < B/T. By a
union bound over the T time steps, with probability at least 1 — 3, estimates returned at all steps have error
at most O(G+/log(T/B)). Thus, the algorithm is («, 5)-accurate, for

a—O(i\/TD( )logT\/logT\/log T/ﬂ) <i\/TD1n(1510g3/2g>. O
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3.3 Lower Bound for Item-Level TriangleCount

In this section, we prove the following theorem that gives a lower bound on triangle counting with item-level
edge-DP.

Theorem 3.11 (Item-level lower bound for triangle count). For all e € (0,1], § € [0,1), and sufficiently
large T,N € N, every item-level, (g,0)-edge DP algorithm for fa which is (a, %)—accumt@ on all dynamic
graph sequences with N nodes and length T satisfies

1. if6>0 and 6 = o(7), thena:Q(min( e NI N3)).

(E 10gT)1/3 ) g2/3 10g2/3 T?

2. if 6 =0, thena:Q(min (7:—//:,]\7 %,N?’)).

To prove the theorem, we give a reduction from the 1-way marginals problem in the batch model, defined
next.

Definition 3.12 (1-way marginals). Let d,n € N and let U = {0,1}?. In the Marginals(n, d) problem, the
input is a dataset Y = (Y1,...,Y,) € U™, and the goal is to compute the vector (1(Y),...,qa(Y)), where

¢;(Y) = & Xy Yals) for all j € [d).
A randomized algorithm A is («, 8)-accurate for Marginals(n,d), if for all datasets Y € {{0,1}4}", it
outputs aq, . ..,ar such that

Prmax|a; — q;(Y)| > o] < 3,
[je[k]|] q;(Y)] 1<8

where the probability is taken over the random coin flips of the algorithm.
The following lower bound is taken from [JRSS23], which in turn is based on [BUV18, HT10].

Lemma 3.13 (Lower bound for Marginals [BUV18, HT10, JRSS23]). For alle € (0,1], § € [0,1), o € (0,1),
and d,n € N, every (e,8)-DP algorithm that is (a, %)—accumte for Marginals(n, d) satisfies:

° if§>0and(5:0(1),th6nazﬂ( Vd )

n ne log d

e if =0, thenoz:Q(i).

ne

Lemma 3.14 (Reduction from Marginals to TriangleCount). Let n,d € N and Y € {{0,1}¢}". Then for all
w € N, there exists a transformation from'Y to a dynamic graph sequence (G1,...,Gr) of N-node graphs,
where T = 2[y/n]w + 2nd and N = 2[\/n] + w, such that

e The transformations of neighboring Y,Y"' € {{0,1}?}" give item-level, edge-neighboring graph sequences;
o Lettg =2[y/nlw. For all j € [d] and t; =t + (2§ — 1)n, we have fa(Gy,) =wd ;1 Yilj].

Proof. We define a set V = Vo UV; UW, where Vp, Vi and W are pairwise disjoint, |Vy| = |V1] = [v/n], and
|W| = w. There are at least n node pairs (vo,v1) € Vo x V1. We give them an arbitrary order e1,..., er m2.
In particular, there exist the node pairs eq,...,e,.

In the initialization phase, we insert edge (v,u) for all v € Vo U V; and all u € U, in an arbitrary but
fixed order. This takes 2[y/n]w time steps. Then, for all j € [d] and i € [n], if Y;[j] = 1 then we insert e;
at time tg + 2(j — 1)n + 4 and delete e; at time ¢ + (2§ — 1)n + 4; otherwise, we do nothing at these time
steps. This takes 2nd time steps, and T' = 2[\/n]w + 2nd for the whole construction.

Correctness. If Y and Y’ are neighboring input data sets differing in row ¢*, then the resulting graph
sequences for Y and Y’ differ only in insertions and deletions related to e;«. Thus, they are item-level,
edge-neighboring. The only triangles that can form have to include an edge from W to Vp, from V; to Vi,
and from V; to W. Let Gy = (V, Ey). Since every node in W is connected to every node Vo U V4, the number
of triangles is exactly w|{e; : e; € E¢}|. At time step t; = to + (2j — 1)n, the graph Gy, includes an edge e;
if and only if Y;[j] = 1. Thus, the total triangle count is equal to w Y., Y;[j]. O
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Proof of Theorem 5.11. Case § > 0: Given T and N, weset d = | (Te log(Ts))Z/3 |, andn = [min (6517\/5%(17 Jf—;)j

and w = {min (%7 ﬁ) J The reduction from Lemma 3.14 gives a sequence with at most N nodes and
T/2 + 2nd updates, where
d3/? - Telog(Te)

2nd =
" 3elogd ~ 3e- 2log(Telog(Te))

IN

T
5

We can add dummy nodes and dummy time steps to get a dynamic N-node graph sequence of length 7T'. If
we can estimate fa(Gy) with error up to « at all time steps with probability at least 2/3, then for all j € [d],

we can estimate the jth marginal given by 2 3. Vi[j] = -L fA(Gy,) up to error 2.
. . . 7/6 1/3
Lemma 3.13 gives a = Q) (nw - min (W\/oagd’ 1)) = Q(nw) = Q (mln ((EI(QT)US, 52/13\[1zg2/3T’N3>>'

Case 6 = 0: Given T and N, set d = [VTe| and n = |min (2%, NT2)J and w = | min (%, ﬁ) |. The
reduction from Lemma 3.14 gives a sequence with at most N nodes and at most 7" updates, and we can add

dummy nodes and dummy time steps to get a dynamic N-node graph sequence of length T'. By Lemma 3.13,
we have v = Q (nDg - min (-%,1)) = Q(nw) = Q (min (Zf—//:,]\f %,N‘g)). O

ne’

4 General Algorithmic Tools for DP Fully Dynamic Algorithms

This section presents general algorithmic tools that can be used for all graph problems we discussed.

4.1 Transformation from Degree-Restricted to Private

We start with our general transformation in the event-level setting from a D-restricted edge-DP algorithm
with an error bound that depends on D to an edge-DP algorithm for all dynamic graph sequences and has
an error bound depending on the maximum degree of the sequence. The error bounds are the same as for
the D-restricted case, up to factors in %1og(%).

Theorem 4.1. Let T,N,k € N, let f be a function G(V) — R¥, and let o : N x (0,1) — Rt be non-
decreasing in the first parameter and nonincreasing in the second. If for all 8 € (0,1), ¢ > 0, D € N,
and § € [0,1), there is a event-level D-rest. (g,8)-edge-DP algorithm Ap which is (a(D, ), B)-accurate for
f on all dynamic graph sequences with N nodes, mazimum degree D and length T, then for all D' € N,
g >0 and &' € (0,1) and B’ € (0,1), there exists an event-level (¢',0")-edge DP algorithm for f which
is (a <D”7min (}éﬁ? % , B )-accurate on all dynamic graph sequences with N nodes, mazimum
degree D', and length T, where D" = O(D' + & TE'EOgN log TA;}??N). The value D’ does not need to be given
to the algorithm.

As one of the main tools, we first give an algorithm for accurately estimating the degree list of a dynamic
graph sequence. It is based on computing a running sum of the difference sequence (see Definition 2.13),
i.e., the change of the function value between two time steps, via known counting mechanisms. A similar
strategy was used in [FHO21] for other graph functions.

Lemma 4.2 (Algorithm for Degreelist). For all T,N,D € N, £ > 0, and 8 € (0,1), there exists an event-
level e-edge-DP algorithm for Degreelist which is («, 8)-accurate on all dynamic N-node graph sequences of

_ logT 1. TN
lenght T, where oo = O ( £~ log T)

Proof. Let S = (G4,...,Gr) be a dynamic graph sequence on a node set V' with |V| = N. For every node
v € V| we compute an event-level edge-DP estimate of its degree using a continual counting algorithm. For ¢ €
[T], let f,(G) = dege(v), where deg(v) denotes the degree of v in G. We use a continual counting algorithm
on the difference sequence (df,(S,t))scrr) (recall Definition 2.13). We have that df,(S,t) € {—1,0,1} for all
v €V and all t € [T]. Additionally, for each ¢ € [T], the vector (df,(S,t))vey has at most 2 nonzero entries,
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corresponding to the endpoints of the edge updated at time step t. Further, for all neighboring sequences S
and &', the resulting difference sequences differ in at most two time steps. Using Lemma A.6, Item 1, the
lemma follows. [

Next, we prove Lemma 4.4, which is the key lemma of this section. The main idea is to keep a running
estimate of the maximum degree, and run the corresponding degree restricted mechanism, until the maximum
degree increases significantly. We then re-initialize a new restricted mechanism with a higher degree bound.
To get Theorem 4.1 from Lemma 4.4, we plug in the parameters to get an event-level (¢/,4’)-edge-DP
algorithm and an error bound that holds with probability at least 1 — 8’, where ¢’ > 0, ¢’ € (0,1) and
B’ € (0,1) can be chosen freely.

In the proof of the following lemma, we use the notion of (e, §)-indistinguishability:

Definition 4.3 ((e, §)-indistinguishability). LetU and Y be two sets. Random variables Y andY’', mapping
U to Y, are (e, d)-indistinguishable if for all Out C Y,

Pr[Y € Out] < €® Pr[Y’ € Out] + §;
Pr[Y’" € Out] < e® Pr[Y € Out] + 6.

We denote that Y and Y’ are (g,8)-indistinguishable by Y ~.5 Y.
That is, an algorithm A is (¢, 6)-DP if and only if A(z) =~ s A(y) for all neighboring = and y.

Lemma 4.4 (Transformation from degree-restricted privacy). Let T, N,k € N, let f be a function G(V) —
R*, and let o : N — RT be a nondecreasing function. Lete >0 and § € [0,1) and B, 8, € (0,1). Assume that
for every D € N, there is an event-level D-rest. (e,0)-edge-DP algorithm Ap which is (a(D), B)-accurate
for f on all dynamic graph sequences with N nodes, mazimum degree D and length T. Then there exists an
event-level ((2 +1log N),§(1 +log N) + Bs(1 + €%))-edge DP algorithm which is (a(D’), 5(1 +log N) + Bs)-
accurate for f on all dynamic graph sequences with N nodes, mazrimum degree D, and length T, where
D' =0(D+ y log Tﬁ—N) for all D € N. The value D does not need to be given to the algorithm.

Proof. We run the event-level e-edge-DP algorithm for estimating the degree sequence from Lemma 4.2 with
failure probability set to B and keep track of the maximum (noisy) degree dt)y seen up until time ¢. By
Lemma 4.2, this algorithm is (v, 8;)-accurate with v = O(*6T log 5Y). Let N = 2[leNT < 9N, Note
log N = [log N| < log N +1. We set Dj=~+2 and 7; = 27 for all j € [log N]. For all time steps ¢ such
that 7,1 < Jf,?ax < 7j, we run Ap,.

Accuracy. Let S = (Gy,...,Gr) and D® be the maximum degree of (Gy,...,Gy) for all ¢t € [T]. With
probability at least 1 — 3, at all time steps ¢ € [T'], we have that D® ¢ [ciffl)ax -, d?flzix +7]. Call that event
C'. Conditioning on C| then for j € [log N], at all time steps ¢t where we run Ap,, we have CZE;EZM € [1j-1,7j),
and therefore D) € [Tj—1—7,7j+7) = [D;/2 —~,D;). Conditioning on C, with probability at least 1 — 3,
for a fixed j € [log N|, algorithm .A(D;) has error at most a(D;) for all time steps ¢ where we run A(D;).
Thus, by a union bound, for all j € [log N], we have that with probability at least 1 — 85 — 5(1+log N), the
error at every time step ¢ where we run A(D;) is bounded by a(D;) = a(O(D® + 7)) = a(O(D™) + 7)).

Privacy. The algorithm implicitly partitions [T] into intervals Iy, ... s g 5> such that we run Ap, on I
for j € [log N ]. Call Apy the algorithm which takes as input a graph sequence S and outputs the interval
partition. Since it is post-processing of the algorithm from Lemma 4.2, Ay, is event-level e-edge-DP.

Let S = (Gy,...,Gr)and 8’ = (G, ..., G/}) be two neighboring input sequences. Let Z = (I, ... Aiog x)

be an interval partition such that for all j € [log N], the interval I; = [t;, ;1) and the maximum degrees of
Gy and G} are bounded by D; for all t € I;. We get

ADj(th7--~,th+1—1) Re,s ADJ.(G;J_,.. ! )

-1
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for all j € [log N], by definition of Ap,. Thus,
(ADj (th gee ey Gt-7+1_1))j6[log N] %5/75/ (AD]. (Gé] gee e G;/j+1_1))

where ¢’ = &(1 +1og N) and ¢’ = §(1 + log N) by Lemma 2.7.
Let A.np be the algorithm that takes as input a sequence S and an interval partition Z = (I, ..

X o
Jjé€[log N]

Loy )
log N/»
and runs Ap; on Gy,,...,Gy,,, 1 for each I; = [tj,t;41) and j € [log N]. Our full algorithm can be seen

as A(S) = Auip(S, Ami(S)). Let B be the set of all interval sequences 7 = (I1,127...,I10g]\7)7 where
I; = [t;,tj41) for all j € [log N}, such that the maximum degrees of Gy,,..., Gy, ,—1 and G;j,.

)

!
o -1
are bounded by Dj, for all j € [log N]. Let H be the set of intervals where the degree bound is violated
for S, and H’ be the set of intervals where the degree bound is violated for &', such that B = H U H'. By
the properties of A, we have Pr[ A (S) € H] < 85 and Pr[Am:(S) € H'] < e Pr[A(S’) € H'] < ;.
Thus, by a union bound, Pr[Am(S) € H U H'] < B, + €3, and therefore Pr[ A, (S) € B] > 1 — B — e°5s.
For every Out € range(A),
Pr[A(S) € Out] = Pr[A.p(S, Amt(S)) € Out]
< Pr[Aanp (S, Ami(S)) € Out| A (S) € B] - Pr[Amt(S) € B] + 55(1 + €°).
We further bound the first summand:
Pr[Aanp (S, Amt(S)) € Out| At (S) € B] - Pr[An(S) € B]

= PrlAup(S,Z) € Out] Pr[Ap(S) = 7

IeB

<3 (esﬂogNH) Pr[Aaip(S', T) € Out] + d(log N + 1)) Pr[ A (S) = T
ZeB

< Z 1B N+2) Pl A,11p(S', T) € Out] Pr[Amm(S) = Z] + d(log N + 1)
ZeB

_ es(log N+2) Pr[AauD(S/7AInt(S/)) c Out|AInt(Sl) c B] PI'[AInt(S’) S B] + 5(10gN + 1)
< =108 N+2) prIA(S') € Out] + d(log N + 1),

The first inequality follows since for each Z € B, we have that A.p(S,Z) ~e 50 Aaip(S’,T) with &’ =
e(log N 4+ 1) and §' = §(log N 4+ 1)), as argued above. The second inequality follows since Ap,, is e-DP.
Together, this gives

Pr[A(S) € Out] < ef18 N+ PrA(S’) € Out] + d(log N + 1)] + B5(1 +¢°). O

Proof of Theorem 4.1. Apply Lemma 4.4 with e = logi\,H»Q’ 0= 2(1+?c/)g ) and = s = min (H‘;ﬁ, %) .
s’ 5
Note that W S 94 2ec O

4.2 Algorithms Based on Recomputing at Regular Intervals

In this section, we collect error bounds which follow from the recomputing strategy, i.e., recomputing the
answer every fixed number of time steps and returing the most recently computed answer at ever time step.
First, we prove Theorem 4.5 on item-level algorithms for functions with known sensitivity. It generalizes
Theorems E.2 and E.5 in [JRSS23] (stated there for functions of sensitivity 1) to higher-dimensional functions
and adapts them for graph functions.

Theorem 4.5 (Releasing low sensitivity functions). Let V' be a set of nodes, r > 0 be a range parameter,
and k € N be the dimension. Let f be a function f : G(V) — [0,7]* of Ly,-sensitivity A, (w.r.t. the edge-
neighboring metric in static graphs) for all $p € {1,2}. For alle >0, § € [0,1), 8 € (0,1), there exists an
item-level (e, d)-edge-DP algorithm which is («, B)-accurate for estimating f on all dynamic graph sequences
of length T € N, satisfying the following accuracy guarantee:
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1. if6 =0, thena:O(min(Al- n%

€

?

)

k
(In %) In

R
|

2. if 6§ >0, thena:O(min(A2-3 ,r)).
Proof sketch. The second term in the minimum expression (for both items) comes from the trivial algorithm
that always outputs f(Go), where Gg = (V, ), without looking at the data. It remains to analyze the first
term. For all p € {1,2} and every function f with L,-sensitivity A, the rescaled function f’ = f/A, has
sensitivity 1. Therefore, it suffices to analyze the first term in the minimum for functions with A, = 1.
The algorithm for the first term uses an edge-DP algorithm to recompute the function value every B time
steps, and does not update the output in between. That is, we divide the time line into blocks of the form
[1,B],[B+1,2B],..., [([%] —1)B+1,T]. Denote ty,...,trr/p7 the last time step in each block, i.e., t; =i-B
for all i € [[T/B] — 1] and t;p,p1 = T. Since f has L,-sensitivity 1, and all G;, G;41 are edge-neighboring,
we have that || f(Gy,,,) — f(Gt,)|lec < B for all i € [[T/B] —2]. We first set the output to 0. At every time
step t;, we compute an estimate of f(Gy,) using a differentially private mechanism, and within a block, we
do not update the output. That is, for e-differential privacy, we run the Laplace mechanism on [%l inputs
Giyy-- s Gipp)pp s and for every ¢; < ¢ < t;41, we output the same value as in the previous time step. Since for
each of these inputs and every item-level edge-neighboring sequence G, ..., G, we have that G, and G;j
are neighboring, the Li-sensitivity of (f(Gy,), ..., f(Girp/py)) 18 [Z7. The value of « follows by balancing
B with the error of the Laplace mechanism: By Lemma 2.4, the Laplace mechanism has error at most

[%] % In ’%T Setting B = © (, /% In %k) gives the claimed bound «. Similarly, for (e, d)-differential privacy,
we run the Gaussian mechanism on f%] inputs Gt,, ..., Gty - Since for each of these inputs and every
item-level neighboring sequence G, ..., G7, we have that G, and G;j are neighboring, the Lo-sensitivity of
(f(G)s s f(Grrpypy)) 18 V/[T/B]. The value of « follows by balancing B with the error of the Gaussian
mechanism: By Lemma 2.5, the Gaussian mechanism has error at most +/[7/B]2+/In(2/6) In(2Tk/B).

Setting B = O({/ Z(In &) In §) gives the claimed bound a. O

Theorem 4.5 immediately yields the following corollary for functions with constant sensitivity, including
EdgeCount, HighDegree, MaximumMatching, MinCut, ConnectedComponents, DegreeHist,DegreelList.

Corollary 4.6 (Item-level algorithms). Let C be the class of functions of constant sensitivity from graphs
to [0, N (that includes f>:¥T € N, farm, fac, and foo) and Cn be the class of functions from graphs to
real-valued vectors of length O(N) with entries in [0, N] (that includes DegreeHist and DegreeList). For all
e>0,0¢€[0,1),8€(0,1), 7€ Nand T € N and f € CUCy, there exists an item-level (g,6)-edge-DP
algorithm which is («, B)-accurate for f on all dynamic graph sequences of length T such that

1. if § =0, then error a = O (min (,/gln%,]\m)) for fedges, error oo = O (min (,/%111%,]\7)) for all
fec, andazO(min (M%ln%,]\f)) for f € Cyn.

2. ifd > 0, then errora = O (min (,S/E%Un%)ln %,NQ)) for fedges, errora = O (min ( g 6ZQ(IH%)IH %,N))
forall f €C, and a =0 (min (ﬁ%(ln%)ln%,N)) for allf € Cy.

By Theorem 4.5, there exists a D-restricted item-level (and therefore also event-level), e-edge-DP al-
gorithm for fully dynamic triangle count which is («, 8)-accurate with a« = O (D %ln% , and a D-
restricted, event-level, (g,d)-edge-DP algorithm for fully dynamic triangle count which is (o, 8)-accurate
with a = O (D~ ,‘W%(h%)lﬂ%). (Observe that when D is set to N, every D-restricted algorithm be-

comes edge-DP because the promise on the degree becomes vacuous.) Together with Lemma 4.4, we get the
following corollary.
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Figure 5.1: 2-edge distinguishing gadgets for farar, foc and —f>1 of constant size and weight. Note that
for faar, we have eg,eq ¢ E’, and for foeo and —f>1, we have eg,eq € E'.

Corollary 4.7 (Triangle count, recomputing bound). Let € > 0 and J,5 € (0,1). Let T,N,D € N. There
exist an event-level (¢, 0)-edge-DP algorithm which is (c, B)-accurate for TriangleCount on all dynamic graph
sequences with N nodes, mazximum degree D and length T, where

a=0(TY3D . poly llogy .
€ 5]

There exist an item-level (g,0)-edge-DP algorithm which is («, 8)-accurate for TriangleCount on all dynamic
graph sequences with N nodes and length T, where

1. if6=0, thena:O(min (min(T,N)- gln%,m)).

2. if§>0, thena:O(min (min(T,N)- s %(m%)m%,N?’)).

€

5 A Lower Bound Framework for DP Fully Dynamic Algorithms

We start this section by defining terminology and gadgets used in our lower bound framework. In Section 5.1
(respectively, Section 5.2), we present a general theorem for proving event-level (respectively, item-level) lower
bounds for fully dynamic graph algorithms.

Let G denote the set of all graphs, and let f : G — R be a real-valued graph function.

Definition 5.1 (Distinguishing gadget). Let H = (V', E’) be a graph and e1,eo € V! x V'. Set ng = |V’|
and mg = |E'|. The pair (H,ey) is called a 1-edge distinguishing gadget for f of size (ng, my) and weight w
if either

e e ¢ E and f(V',E'U{e1})) = f(H) +w or
e ci €E and f(V',E'\{e1})) = f(H) +w.

The triple (H, e1,e2) is called a 2-edge distinguishing gadget for f of size (ng,mg) and weight w, if either
e cr,e0 ¢ E and f((V',E'U{e1,e2})) = f(H)+w and f((V',E'U{e1})) = f((V',E'U{e2})) = f(H) or
o c1,e2 € B and f((V', E'\{e1,e2})) = f(H) +w and f((V', E"\ {e1})) = fF(V', E"\ {e2})) = f(H).

If there exists a distinguishing gadget for f, we say that f has a distinguishing gadget.

Examples of distinguishing gadgets are illustrated in Figure 5.1.

Lemma 5.2. If f has a 2-edge distinguishing gadget of size (ng,mgy) and weight w, then f also has a 1-edge
distinguishing gadget of size (ng, mg + 1) or (ng,my — 1) and weight w.

Our framework applies to additive graph functions, defined next.

Definition 5.3 (Additive graph function). A function f is additive if for each graph G consisting of the
connected components C1,...,Cy,, we have f(G) = Zie[m] f(Cy).
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5.1 Framework for Event-Level Lower Bounds

In this section, we state and prove Theorem 5.4 that encapsulates our lower bound framework for event-level
DP. We also apply our framework to specific problems, stating the resulting lower bounds in Corollary 5.8.

Theorem 5.4 (Event-level lower bound for 2-edge distinguishing). Let f : G(V) — R be an additive function
with a 2-edge distinguishing gadget of size (ng,mg) and weight w for some ng,mgy,w € N. Then, for all
sufficiently large T, N € N, every event-level, (1,1/3)-edge DP algorithm which is («,0.01) accumte for f on

all dynamic graph sequences with N nodes and length T has error a = 2 (w min <T1/4 - e ))
9 g

We prove Theorem 5.4 via a reduction to the inner product problem, defined next.

Definition 5.5 (Inner product). In the inner product problem, the data universe is U = {0,1}. An inner
product query on U™ is defined by a vector q € {0,1}™ and mapsy € U™ to q-y. The problem InnerProd(n, k)
is the problem of answering k inner product queries ¢V, ..., ¢%) e {0,1}".

The following formulation of the lower bound is based on [JKR 23], which is in turn based on [DN03,
DMTO07, MMNW11, Del2].

Lemma 5.6 (Inner Product lower bound). There exist constants ¢; > 1 and ca > 0 such that, for all large
enough n € N, every (1,1/3)-DP and («, 0.01)-accurate algorithm for InnerProd(n, cin) satisfies a > cov/n.

Lemma 5.7 (Reduction from Inner Product for event-level). Let n,k € N. Let y € {0,1}" and Q =
(q(i))ie[k], where each ¢V € {0,1}", be a sequence of k inner product queries. Then for all ng,mg,w € N
and each additive function f : G(V) — R with a 2-edge distinguishing gadget of size (ng,mg) and weight
w, there exists a transformation from (y,Q) to a dynamic graph sequence (Gi,...,Gr) of N-node graphs,
where T' = (mg + 2k)n and N = ngn, such that

e For neighboring y,y' € {0,1}" and the same query sequence @, the transformations of (y,Q) and (y', Q)
give event-level, edge-neighboring graph sequences;

o Letty = (my + 1)n. For all £ € [k] and t; = (my + 20)n, we have f(Gy,) — f(Gy,) = wy - 9.

Proof. Let H = (V',E’) and (H,e1,ez) be a 2-edge distinguishing gadget of size (ng,my) of weight w for
f. W.lo.g. assume e1,ea ¢ E’. We define a graph sequence on n - n, nodes as follows: In an initialization
phase, we build n copies of H, denoted H®) ... H™  using mgn time steps. For a vertex pair e in H and
j € [n], let e9) denote the copy of e in H). For every j € [n], if y[j] = 1, insert edge egj)
mgn + j (otherwise, do nothing at that time step).

For each query vector ¢¥), where ¢ € [k], we first have an insertion phase, where for all j € [n], if
g [1] = 1, then we insert edge egj) into HY) at time to + 2(¢ — 1)n + j; otherwise, we do nothing at that
time step. For all but the last query, the insertion phase is followed by the deletion phase, where the edges
that were inserted in the insertion phase are deleted over n time steps.

Correctness. If y,y’ € {0,1}" are neighboring input vectors differing in coordinate i*, then the resulting
graph sequences for (y,Q) and (y/, Q) differ only in the absence or presence of the initial insertion of egl*).
Thus, they are event-level, edge-neighboring. The insertion phase for the fth query ends at time step

te = (mg + 2¢)n. At that time step, for all ¢ € [n], the copy H® contains both egi) and egi) if and only if

yli] = qli] = 1. Thus, f(Gy,) = f(Gi,) tw-y-q.
Analysts. The initialization phase uses (mg + 1)n time steps. Each of the k insertion phases and k — 1
deletion phases uses n time steps. Thus, T' = (m, + 2k)n. There are n - ny nodes in the graph. O

at time step

Proof of Theorem 5.4. Let c¢1,c2 be as in Lemma 5.6. Given T and N, set n = min (1/41 L ﬂ)

c1? 2mg’ ng
Then for each y € {0,1}" and k-query sequence @), where k = ¢yn, the transformation in Lemma 5.7 gives a
sequence with at most 2c;n?+mgn < T time steps and at most N nodes. We can add dummy nodes and time

steps to get a sequence of exactly T' time steps and N nodes. If we can estimate f(G;) up to error « at all time

steps with probability at least 1—0.01, then with the same probability, we can estimate y-¢(™) = H(Gru)=1(Grg)

up to error 22 for all m € [k]. Thus, @ > w-y/n-2 =Q (w~min (T1/4, \/ mlq’ V n%)) =
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5.1.1 Event-Level Lower Bounds for Specific Problems

Theorem 5.4 yields the following corollary for MaximumMatching, ConnectedComponents, HighDegree(7), and
DegreeHist.

Corollary 5.8 (Event-level lower bounds). Let 7 € N and f € {fywm, foc, f>r, faegrist }-  Then, for all
sufficiently large T, N € N, every event-level, (1,1/3)-edge DP algorithm which is («,0.01)-accurate for f on

all dynamic graph sequences with N nodes and length T has error o = €} (min (T1/4, \/ﬁ))

Proof. Using the gadgets illustrated in Figure 5.1 in Theorem 5.4 gives the stated bound for MaximumMatching,
ConnectedComponents, and HighDegree(1). The lower bound for DegreeHist is inherited from the lower bound
on HighDegree(1): one of the entries in the degree histogram of a graph G = (V, E) is the number of isolated
nodes, which is [V| — f>1(G).

Finally, the lower bound for f>, for 7 > 2 is inherited from the lower bound for f>;. Fix 7 > 2. We can
reduce from fully dynamic f>q to fully dynamic f>, as follows. Let S = (G1,...,Gr) be a dynamic graph
sequence on vertex set V of size N > 2. We construct a new graph sequence S, on nodes V UU, where U is
disjoint from V and |U| = 7 — 1. We initialize S, by inserting a complete bipartite graph on U x V and a
complete graph on U. This takes to = (7 —1)(IN + T—EQ) time steps. Then we proceed with the same updates
on V as in §. The resulting sequence S; is on graphs with N, = N + 7 nodes and has length T, =t + 7.
Let ST = (Hl, ey HTT)-

In H;, (at the end of initialization), all vertices from U have degree 7 + |[V| —2 > 7, and all vertices
from V have degree 7 — 1. For all ¢ € [T], we have f>1(Gt) = f>r(Hiyyr) — (7 — 1). This transformation
preserves event-level (as well as item-level) edge-neighboring relationship. Since N, = ©(N) and T, = ©(T),
the additive error lower bound for f>; applies to f>-. O

5.2 Framework for Item-Level Lower Bounds

In this section, we state and prove Theorem 5.9 that encapsulates our lower bound framework for event-level
DP. We also apply our framework to specific problems in Section 5.2.1.

Theorem 5.9 (Item-level lower bound for 1-edge distinguishing). Let f : G(V) — R be an additive function
with a 1-edge distinguishing gadget of size (ng,my) and weight w for some ng,mgy,w € N. Then, for all

€ (0,1], 0 € [0,1), and sufficiently large T,N € N, every item-level, (e,d)-edge DP algorithm which is
(o, %)—accumte for f on all dynamic graph sequences with N nodes and length T satisfies

1. if 6> 0 and § = o(7), thena:Q(uwmin(L/3 L ﬂ))

€2/310g2/3 T’ migv ng

2. if6=0, thena:Q(w-min(\/?,mlg7%>).

We prove Theorem 5.9 by reducing from the Marginals problem (Definition 3.12).

Lemma 5.10 (Reduction from Marginals for item-level). Let n,d € N and Y € {{0,1}¢}". Then for all
ng, mg, w € N and each additive function f : G(V) — R with a 1-edge distinguishing gadget of size (ng,mg)
and weight w, there exists a transformation from'Y to a dynamic graph sequence (Gi,...,Gr) of N-node
graphs, where T = (mgy + 2d)n and N = ngn, such that

e The trasformations of neighboring Y,Y"' € {{0,1}¢}" give item-level, edge-neighboring graph sequences;
o Let tog = (mg + 1)n. For all j € [d] and t; = (mg + 2j)n, we have f(Gy,) — f(Go) = wd ;- , Yi[j].

Proof. Let H = (V',E’) and (H,e;) be a 1-edge distinguishing gadget of size (ng,mgy) of weight w for f.
W.lo.g. assume e; ¢ E’. We define a graph sequence on n - ng nodes as follows: In an initialization phase,
we build n copies of H, denoted H® ..., H™  using mgn time steps. For a vertex pair e in H and i € [n],
let e denote the copy of e in H®,

For all j € [d], we first have an insertion phase, where for all ¢ € [n], if Y;[j] = 1, then we insert egl) into
H® at time mgn + 2(j — 1)n +i; otherwise, we do nothing at that time step. For all but the last phase, the
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insertion phase is followed by a deletion phase, where the edges that were inserted in the insertion phase are
deleted.

Correctness. If Y and Y’ are neighboring input data sets differing in the row i* € [n], then the resulting
graph sequences differ only in insertions and deletions related to egz*). Thus, they are item-level, edge-
neighboring. The insertion phase for the jth query ends at time step t; = (my + 1)n 4+ 2(j — 1)n +n. At

that time steps, the H() contains egi) if and only if Y;[j] = 1. Thus, f(G¢,) = f(G,) +w - 3 iep Yili]-
Analysis. The initialization phase uses (mg + 1)n time steps. Each of the d insertion phases and d — 1
deletion phases uses n time steps. Thus, T' = (mg + 2d)n. There are N = n - ny nodes in the graph. O

Proof of Theorem 5.9. Case § > 0: Given T and N, set d = | (Te logTs)Q/BJ and n = |min ( Vi T ﬂ)J

6elogd’ 2my’ ny
The reduction from Lemma 5.10 gives a sequence with at most N nodes and 2nd + T/2 updates, where

3/2
ond< d < 2Ts log(Te)
3elogd — 3e- 5 log(Telog(Te))

IN

T
2

We can add dummy nodes and dummy time steps to get a dynamic N-node graph sequence of length T'. If

we can estimate f(G;) with error up to « at all time steps with probability at least 2 / 3, then for all j € [d],

F(Ge,)—f(Gry)

we can estimate the jth marginal given by & = > ien Yilj] = =—5——" up to error n— Lemma 3.13 gives

— Vd _ /3 T N
a= (wn - min (nelogd’ 1)) =0 (w - min (52/310g2/3T, . n—g))
Case 6 = 0: Given T and N, set d = |VTe| and n = |min (m, 7])\2, 45>J The reduction from
Lemma 5.10 gives a sequence with at most N nodes and at most T updates, and we can add dummy nodes
and dummy time steps to get a dynamic N-node graph sequence of length 7. By Lemma 3.13, we have

a:Q(wn'min(T‘fs,l)) Q(w~min(\/§,mlg,%)>. O

5.2.1 Item-Level Lower Bounds for Specific Problems

Using the 2-edge distinguishing gadgets from Figure 5.1 together with Lemma 5.2 on converting 2-edge distin-
guishing gadgets to 1-edge distinguishing, we immediately get the following corollary for MaximumMatching,
ConnectedComponents, and HighDegree(1) from Theorem 5.9. By the same reasoning as in the proof of
Corollary 5.8, this lower bound also applies to DegreeHist and to HighDegree(r) for 7 > 2.

Corollary 5.11 (Item-level lower bounds). Let 7 € N and f € {fmm, foec, f>r, faegnist }- Then, for all
€ (0,1], 6 € [0,1), and sufficiently large T, N, D € N, every item-level, (¢,0)-edge DP algorithm which is
(a, %)—accumte for f on all dynamic graph sequences with N nodes and length T satisfies

. if 6 >0 and § = o(%), thena-Q(min(L?’. T,N>>,

£2/3log?/3 T
2. if 6 =0, thena:Q(min( %T,N))

Next, we prove the item-level lower bound for EdgeCount. It cannot be obtained as a direct corollary of
Theorem 5.9 because the gadgets we use for this problem overlap, but otherwise it follows a similar proof
strategy and yields a similar-looking (albeit not exactly the same) bound.

Theorem 5.12 (Item-level lower bound for edge count). For all € € (0,1], § € [0,1), and sufficiently large
T,N € N, every item-level, (¢,0)-edge DP algorithm for feages which is (v, %)—accumte on all dynamic graph
sequences with N nodes and length T satisfies

. if 6 >0 and § = o(5), thena—Q(min (%;WBT’NQ))
2. if6=0, then a = Q (min (\/?z\ﬂ))

As in the general framework of Theorem 5.9, we reduce from Marginals (recall Definition 3.12).
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Lemma 5.13 (Reduction from Marginals to EdgeCount). Let n,d € N and Y € {{0,1}¢}". Then there
exists a transformation from'Y to a dynamic graph sequence (Gi,...,Gr) of N-node graphs, where T = 2nd
and N = [\/n], such that

e The transformations of neighboring Y,Y"' € {{0,1}?}" give item-level, edge-neighboring graph sequences;

e For all j € [d], we have fedges(Gt;) = S Yilj), where t; = (25 — 1)n.

Proof. We define a set V' of [y/n] nodes. V has at least n node pairs. We give them an arbitrary order
€1,...,er/m)2- In particular, there exist the node pairs ey, ..., €.

For all j € [d] and all i € [n], if Y;[j] = 1, then we insert e; at time 2(j — 1)n +¢; otherwise, we do nothing
at that time step. For all j € [d — 1] and all ¢ € [n], we delete e; at time (2j — 1)n + 4.

Correctness. If Y and Y’ are neighboring input data sets differing in row *, then the resulting graph
sequences for Y and Y differ only in insertions and deletions related to e;. Thus, they are item-level, edge-
neighboring. At time step ¢; = (2j — 1)n, the graph G, includes an edge e; if and only if Y;[j] = 1. Thus,
the total edge count is equal to Y ;| Y;[j]. O

Proof of Theorem 5.12. Case § > 0: Given T and N, set d = | (T log T5)2/3J and n = [min <%, N2)J.

The reduction from Lemma 5.13 gives a sequence with at most N nodes and 2nd updates, where

2d%/? 2Telog(Te)

2nd = < <T
" 3elogd ~ 3e- 2log(Telog(Te)) ~

We can add dummy nodes and dummy time steps to get a dynamic N-node graph sequence of length T
If we can estimate fedges(G¢) With error up to o at all time steps with probability at least 2/3, then for all
j € [d], we can estimate the jth marginal given by 23, Y;[j] = & fqges(Gy,) up to error €. Lemma 3.13

. . . 1/3
gives a = Q) <n - min (ne\@gd, 1)) =0Q (mln (M}W,NQ)).
Case § = 0: Given T and N, set d = [VTe| and n = [min (N?, &£)]. The reduction from Lemma 5.13

gives a sequence with at most N nodes and at most 7" updates, and we can add dummy nodes and
dummy time steps to get a dynamic N-node graph sequence of length 7. By Lemma 3.13, we have

a:Q(n~min(n%,1)):Q<min(\/§,N2)>. O

Remark 5.14. Degreelist inherits lower bounds from EdgeCount, except that N gets replaced with v/N.
This holds both for event-level and item-level edge DP. This is because there is a direct reduction from fully
dynamic fedges to fully dynamic Degreelist that converts each dynamic graph sequences S on N nodes of
length T to a dynamic graph sequences S’ on (1;[) + 1 nodes of the same length. Given a vertex set' V of S,
the vertex set V' of S is defined as {u} U{v, : e € V x V'}. Then each update on an edge e in S is replaced
with the same time of update on the edge (u,v.) in S’. At every time step, the degree of u in S’ is equal to
the edge count in S. Moreover, this reduction preserves event-level and item-level neighbor relationships.

5.3 Framework for Event-Level Output-Determined Lower Bounds

In this section, we show better lower bounds for a special class of algorithms, called output-determined,
namely, those that depend only on the output sequence of the true function: If two sequences have the
same output sequences, then the algorithm behaves in (roughly) the same way. Note that all algorithms for
fdegHists f>r, farar, foo proposed in this work are in that class. The lower bounds we present in this section
show that for faegist, f>+, faram, foo, event-level privacy for output-determined algorithms is essentially as
hard as item-level privacy, thus, our algorithms are essentially optimal within the class of output-determined
algorithms. Hence, if there exist algorithms that have a polynomially better accuracy for event-level, they
must use more information about the input sequences, than just the true function values.
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Definition 5.15 (Output-determined algorithms [HSS24]). Let v € [0,1). Let f be a function on UT. An
algorithm A : UT — range(A) is (f,v)-output-determined if, for every two sequences S1,Ss € U satisfying
f(81) = f(S2) and for all Out € range(A),

Pr[A(S1) € Out] < Pr[A(S2) € Out] + 7.
The lower bounds are proved via reductions from the 1-way marginals problem (see Definition 3.12).

Theorem 5.16. Let f : G(V) — R be an additive function with a 2-edge distinguishing gadget of size
(ng,mg) and weight w for some ng,mg,w € N. Then, for all ¢ € (0,1] and ~,5 € (0,1) with v < §,
and sufficiently large T, N € N, every (f,~)-output-determined event-level (g,8)-edge-DP algorithm which is
(o, %)-accumte for f on all dynamic graph sequences with N nodes and length T satisfies

e if6>0andd=o0(%), thena:Q(w-min(L/a L ﬂ))

€2/310g2/3 T’ m7g7 ng

e if§ =0, then a =) (mm( %,%,%))
Proof. Let n,d be in N to be fixed later. We reduce from Marginals(n,d). Let H = (V/, E’) and (H,e1, e3)
be a 2-edge distinguishing gadget of size (ny,mg) of weight w for f. W.l.o.g. assume e, ey ¢ E’. Given an
input Y to Marginals(n, d), we define a graph sequence S(Y') = (G1,...Gr) with n - ny nodes and length
T = (mgy+2d)n as follows: In the initialization phase, we build n copies of H, denoted HW .. H™ using
mgn time steps. For a vertex pair e in H and i € [n], let ¢ denote the copy of e in H(). For all i € [n],
we insert edge egz) at time step mgn + i. We set to = (mgy + 1)n and record A(S(Y))s, = ao.

For each j € [d], we first have an insertion phase, where for all i € [n], if Y;[j] = 1, then we insert
eé’) into H® at time (mg, + 1)n + 2(j — 1)n + i; otherwise, we do nothing at that time step. We then set
tj = (mg+1)n+2(j — 1)n +n and A(S(Y)):, = a;. We return (a; — ap)/(wn) as an estimate for the jth
marginal. For all but the last phase, the insertion phase is followed by a deletion phase, where the edges
that were inserted in the insertion phase are deleted.

Privacy. Let Y’ be an input to Marginals(n,d) with Y ~ Y, such that Y;« # Y}, for some i* € [n]. Let
X be the dynamic graph sequence which is equal to G(Y), except that the edge e(f*) is never inserted. Then
S(Y) and X are event-level edge-neighboring. Similarly, let X’ be the same graph sequence as S(Y”), except
that egl*) is never inserted. Then G(Y”’) and X’ are event-level edge-neighboring. Sequences X and X’ differ
only in edge insertions of eg*). However, for both X and X', the edge egi*) is always missing. Thus, X and
X' produce the same output sequences for f. Then, for all U € range(A):

Pr(AS(Y)) e U] <e*Pr(A(X)eU)+4
<eEEPr(AX) elU)+d+7y
< e Pr(ASKY") e U)+6(1 +¢€) 4.

Since v < §, the resulting algorithm for Marginals is (2¢, (2 + e°))-DP.

Accuracy. Let S(Y) = (Gi,...,Gr). At time t; in S(Y'), both e(li) and egi) are in H® if and only if
Yi[j] = 1. Thus, f(Gy;) = f(Gt,) w3 ¢, Yilil- If A has error at most « at all time steps with probability
at least 1 — 3, then the resulting algorithm for marginals has error at most n = 3—‘; with the same probability.
Parameter settings.

Case § > 0: Given T and N, set d = | (Telog T5)2/3J and n = |min (Gs\ggd’ %, nﬂ)J The construc-

tion above gives a sequence with at most N nodes and 2nd + T'/2 updates, where

3/2
ond < d < 2T510g(T5) SZ-
3elogd — 3e- 5 log(Telog(Te)) ~— 2

We can add dummy nodes and dummy time steps to get a dynamic N-node graph sequence of length T.
If we can estimate f(G:) with error up to « at all time steps with probability at least 2/3, then for all
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F(Gi))~F(Gey)

nw

same probability. Lemma 3.13 gives a = Q (wn - min (nali\/oagd’ 1)) =0 (w - min (Lﬂ T ﬂ))

£2/3 10g2/3 T migv ng

Case § = 0: Given T and N, set d = |VTe| and n = |min ((mg%l),%, %)j. The construction

above gives a sequence with at most IV nodes and at most 7" updates, and we can add dummy nodes
and dummy time steps to get a dynamic N-node graph sequence of length 7. By Lemma 3.13, we have

a:Q(wn'min(n%,l)):Q(wmnin(\/g,mlg,%)). O

5.3.1 Output-Determined Lower Bounds for Specific Problems

2c

j € [d], we can estimate the jth marginal given by 1 3. Y;[j] = up to error & with the

Using the 2-edge distinguishing gadgets from Figure 5.1 in Theorem 5.16, we immediately get the following
corollary for MaximumMatching,ConnectedComponents, and HighDegree(1) from Theorem 5.9. By the same
reasoning as in the proof of Corollary 5.8, this lower bound holds for DegreeHist and HighDegree(r) for
T > 2.

Corollary 5.17 (Output-determined event-level lower bounds). Let 7 € N and f € {faym, foo, f>r, fdeghist }-
Then, for all e € (0,1], 7,0 € [0,1) with v < ¢, and sufficiently large T,N,D € N, every (f,~)-output-
determined event-level, (g,0)-edge DP algorithm which is (c, %)-accumte for f on all dynamic graph sequences

with N nodes and length T satisfies
1. if 6 >0 and & = o(), then o = Q (min (%,T, N))

2. if § =0, then a = Q (min (@7T,N>>,
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A Additional Privacy Background

Continual release model. Let T € N. In the continual release model, the input is given by a stream
Z1,...,27, where z; € U for all t € [T]. An algorithm A in the continual release model receives at every
time step ¢ € [T] an input x; and produces an output a' = A(xy,...,z;).

Definition A.1 (Event-neighboring streams). Let T € N. Let x = (z1,...,z7) with xy € U for all t € [T
and y = (y1,...,yr) with yo € U for all t € [T] be two input streams. The streams x and y are event-
neighboring, denoted x ~ y, if there exists a time t* such that x; = y; for all t # t*.

Definition A.2 (Event-level differential privacy). Let T' € N and A be an algorithm in the continual release
model onUT. Lete >0 and § € [0,1). The algorithm A is event-level (g, §)-differentially private ((e,d)-DP)
if for all Out C range(AT) and all event-neighboring streams x,y € UT we have

Pr{(A(z1,...,2¢))e<r € Out] < e Pr[(A(y1, ..., yt))e<r € Out] + 4.
If § = 0 then A is event-level e-differentially private (e-DP).

Definition A.3 ((«, )-accuracy). Let k € N and U be a universe of data items. Let f be a function
U* — RF. Let x = (x1,...,27) be a stream of elements from U. A continual release algorithm A is
(v, B)-accurate for estimating f on x if Pr [maxye(p) [A(z1, ..., @) — f(z1,. .. 20)]lee > @] < B.

A.1 Continual Histogram and Continual Counting

Definition A.4 (Continual counting). Let T € N. For an input stream x = (x1,...,xr) with z, € {0,1}
for all t € [T], the continual counting problem is to compute Zt’e[t] xy at every time step t € [T).

Definition A.5 (b-bounded continual histogram). Let T,d,b € N with b < d. LetU C {—1,0,1}¢ be the set
of vectors in {—1,0,1}? which have at most b nonzero entries. For an input stream x = (z1,...,z7) with
zy € U for allt € [T), the b-bounded continual histogram problem is to compute st =3, ., xy[i] for all
i € [d] at every time step t € [T].

The continual counting problem and continual histogram problem are well studied [DNPR10, CSS11,
DNRR15, FHU23, HUU23, CLN"24]. In the following lemma, the first bound follows from composing d
binary counters from [DNPR10] and the analysis in [CSS11]; the second bound (for 6 > 0) is from [FHU23].
Note that while solutions for continual counting are usually formulated for the universe {0, 1}, inputs over
{=1,0,1} can be reduced to that case by running a separate counter for entries from {—1,0} and {0,1} and
subtracting the first from the second.

Lemma A.6 (Algorithm for b-bounded continual histogram). Let T,d,b € N with b < d, and let U be as
in Definition A.5. Let e € (0,1) and § € [0,1). There exists an (g,0)-differentially private algorithm for
b-bounded continual histogram which is (v, B)-accurate for all input streams from U™, where

1. if § =0, then a =0 (glog2 (%))

2. i8>0, then a =0 (5T (n}) \/bIn(dT))
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