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Abstract—Adversarial attacks exploit vulnerabilities in a
model’s decision boundaries through small, carefully crafted
perturbations that lead to significant mispredictions. In 3D vision,
the high dimensionality and sparsity of data greatly expand
the attack surface, making 3D vision particularly vulnerable
for safety-critical robotics. To enhance 3D vision’s adversarial
robustness, we propose a training objective that simultaneously
minimizes prediction loss and mutual information (MI) under
adversarial perturbations to contain the upper bound of mis-
prediction errors. This approach simplifies handling adversarial
examples compared to conventional methods, which require
explicit searching and training on adversarial samples. However,
minimizing prediction loss conflicts with minimizing MI, leading
to reduced robustness and catastrophic forgetting. To address
this, we integrate curriculum advisors in the training setup that
gradually introduce adversarial objectives to balance training
and prevent models from being overwhelmed by difficult cases
early in the process. The advisors also enhance robustness by
encouraging training on diverse MI examples through entropy
regularizers. We evaluated our method on ModelNet40 and
KITTI using PointNet, DGCNN, SECOND, and PointTransform-
ers, achieving 2–5% accuracy gains on ModelNet40 and a 5–
10% mAP improvement in object detection. Our code is publicly
available at https://github.com/nstrndrbi/Mine-N-Learn.

I. INTRODUCTION

Adversarial attacks on machine learning systems manipulate
model outputs by introducing subtle perturbations that lead
to significant misclassifications. Common attacks such as
Projected Gradient Descent (PGD) [1], Fast Gradient Sign
Method (FGSM) [2], and Carlini-Wagner (CW) [3] exploit
vulnerabilities in a model’s decision boundaries by identifying
regions where small, carefully crafted perturbations can cause
significant misclassifications [4]. Such attacks are particularly
concerning for safety-critical applications, such as autonomous
driving, where, for example, misclassifying a stop sign could
prevent the vehicle from braking [5].

Adversarial training [6] has emerged as a key defense
strategy against such attacks, where the model is trained on
both clean and adversarial examples to improve its robust-
ness. Among prior studies, Goodfellow et al. [7] incorporated
adversarial perturbations during training to reshape decision
boundaries and reduce vulnerability. Madry et al. [8] extended
this with a min-max formulation, optimizing the model for
worst-case adversarial examples, thereby significantly improv-
ing resistance to strong attacks like Projected Gradient Descent
(PGD). Zhang et al. [1] proposed TRADES, which balances
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Fig. 1: 3D vision sensors used in safety-critical robotics are vulnerable to
various adversarial attacks. For instance, sensor data can be manipulated
by adding or removing points, or environments can be altered by placing
reflective surfaces that create ghost objects. Non-idealities of 3D sensor
circuits can also be exploited such as by leveraging their harmonics to create
false objects in the sensor’s field of view.

robustness and accuracy by explicitly managing the trade-off
between clean and adversarial performance. Wong et al. [9]
introduced fast training to reduce computational costs.

While adversarial attacks and their defenses have been
widely explored in 2D images, they present distinct challenges
for 3D vision–LiDAR and radar. With the increasing use of
3D sensors in mission-critical robotics for tasks such as depth
perception [10], object detection [11], [12], and environmental
mapping [13], the high dimensionality and sparsity of these
outputs expands the attack surface and increases potential
adversarial examples exponentially. This vast adversarial space
complicates training robust models, as excessive adversarial
data can degrade accuracy on the clean data, leading to over-
fitting on adversarial examples and poor generalization.

Addressing the challenges of robust 3D robotic vision for
safety-critical applications, we demonstrate that a training
objective minimizing both prediction loss and the mutual
information (MI) of outputs against adversarial perturbations
significantly enhances robustness. These “corner cases,” where
models struggle the most to generalize due to minimal predic-
tive information and weak, non-redundant features, are espe-
cially vulnerable to adversarial attacks. By selectively targeting
such cases, we efficiently improve adversarial robustness while
maintaining high accuracy on clean data. Additionally, we
show that simultaneously minimizing MI and prediction loss
under constrained model capacity can lead to catastrophic
forgetting due to conflicting objectives. To address this, we
integrate curriculum training, with curriculum parameters such
as pacing functions extracted from the training data. Our key
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contributions are:
• We discuss that minimizing MI under adversarial pertur-

bations reduces the upper bound on prediction errors for
adversarial inputs. Leveraging this, we propose a training
objective that simultaneously minimizes both prediction loss
and MI under perturbations. This approach eliminates the
need for explicitly searching adversarial examples, which is
complex for 3D-vision datasets due to their high dimension-
ality, sparsity, and irregularity, thus making comprehensive
adversarial training coverage challenging.

• For model scalability, our loss function leverages neural net-
works for MI extraction. We also design data-driven curricu-
lum advisors that guide the training process to incrementally
enforce adversarial robustness constraints, thus effectively
balancing the conflicting objectives of prediction accuracy
and adversarial robustness. The advisors also efficiently
explore the training space by encouraging high entropy of
MI cases to comprehensively cover training space.

• We rigorously evaluated the proposed framework on Mod-
elNet40 [14] and KITTI [15] datasets against eleven at-
tack mechanisms, and across various network architec-
tures including PointNet [16], PointTransformer [17], SEC-
OND [18], PointPillars [19], and TED [20]. Our defense
mechanism improved detection accuracy (mAP) across the
PointPillars, SECOND, and TED models, with increases
ranging from 5–10% under adversarial attacks. The ablation
study further showed that combining adversarial training
(AT), low-mutual information extraction (MINE), and data-
driven curriculum training (CT) resulted in improvements
ranging from 2.5-10%, with TED’s Pedestrian detection
under IFGM attack [2] rising from 55.83% to 66.27%.

II. BACKGROUND

A. Adversarial Attacks on Learning-based 3D Vision

Fig. 1 illustrates various practical adversarial attack mech-
anisms on 3D vision systems. At the top, the sensed input
from a 3D vision sensor can be adversarially manipulated
such that, despite imperceptible changes, the output fed into
prediction models experiences a significant accuracy reduc-
tion. Among various prior works exploring such attacks,
Hamdi et al. [21] introduced AdvPC, by creating transferable
adversarial perturbations on 3D point clouds, while Wen et al.
[22] proposed geometry-aware adversarial examples targeting
structural properties of point clouds. These works underscore
the vulnerability of 3D models to adversarial attacks.

Moreover, the physical environment of 3D sensors can be
exploited. For instance, in the middle of Fig. 1, an adversary
can place reflectors in the surroundings, causing multi-path
reflections. As 3D sensors actively sense their environment,
reflected signals can create the appearance of ghost objects
due to these artifacts. Similar to the above software-based
attacks, the adversarial surfaces can be designed to maximally
interfere with the prediction loss, resulting in false positives
or inaccuracies in detection that lead to failures [23].

Likewise, non-linearities in 3D vision acquisition circuits
lead to harmonic distortions and can be exploited to create
ghost targets. E.g., when the radar signal passes through non-
linear components, such as analog amplifiers or mixers, the
system’s output y(t) can be expressed as a power series:
y(t) = a1x(t) + a2x

2(t) + a3x
3(t) + . . . where x(t) is the

input signal. For a radar signal r(t) = A
R cos(2πf0(t−τ)+ϕ),

the second-order non-linearity generates a second harmonic:
a2

A2

2R2 (1 + cos(4πf0(t− τ) + 2ϕ)) These harmonics can cre-
ate ghost targets due to range and velocity ambiguities.
Adversaries may exploit this by injecting a jamming signal
j(t) = B cos(2πfjt + ψ), which generates harmonics, such
as 2fj , that overlap with the radar’s operating frequency f0,
thus creating ghost targets: yj(t) = a2B

2 cos(4πfjt + 2ψ).
The presence of ghost targets can be adversarially optimize to
induce maximal deviations in the overall prediction loss.1

B. 3D Vision Point Cloud Adversarial Defenses

Several defense strategies have also been developed to
improve 3D models’ robustness against adversarial attacks.
Dong et al. [24] proposed a self-robust framework leveraging
gather-vector guidance, while Wu et al. [25] introduced virtual
adversarial training for point cloud classification. Huang et
al. [26] focused on shape-invariant adversarial training based
on geometric transformations. Yan et al. [27] provided a
comprehensive survey on 3D adversarial attacks and defenses,
and Ji et al. [28] offered a hybrid training method incorporating
various adversarial examples.

Unlike prior methods that focused on geometric transforma-
tions or hybrid augmentation, we pursue a training objective
on simultaneous minimization of prediction loss as well as
adversarial vulnerabilities. For this, our training loss func-
tion integrates adversarial robustness by minimizing MI of
adversarial perturbations alongside prediction loss; ideal for
3D vision datasets, where covering the space of adversarial
examples is challenging due to high input dimensionality.

III. GENERALIZED FRAMEWORK FOR ADVERSARIAL
POINT CLOUD MANIPULATIONS

Point cloud adversarial attacks can be categorized into three
main types: Point Addition Attacks, Point Removal Attacks, and
Point Shifting Attacks, each detailed below:
(i) Point Addition Attack: In this attack, the attacker strate-
gically places new points Xadd ∈ Rk×3, such as using the
CW attack [3], to determine optimal positions that deceive the
predictor. Other methods include adding clusters or adversarial
objects [4], [28]. The attack objective is:

min
Xadd

[L(X ∪ (Xadd)) + λD(X,X ∪ (Xadd))] , (1)

where L() is the adversarial loss that measures the effective-
ness of the attack, D(X,X ∪ (Xadd)) is a distance function
that ensures minimal perceptual deformation, and λ controls
the trade-off between attack success and perceptibility.

1We acknowledge our discussions with Alyosha Molnar, Cornell University,
to leverage such analog hardware non-idealities in 3D vision sensors for
crafting adversarial attacks.



(ii) Point Removal Attack: Likewise, for point removal
attacks, the attacker selectively removes points from the point
cloud, making the object appear incomplete or altered to the
classifier. The attack objective is:

min
Xdrop

[L(X \Xdrop) + λD(X,X \Xdrop)] (2)

where X \Xdrop is the point cloud after point removal, L() is
the adversarial loss, D(X,X \ Xdrop) is a distance function,
and λ trades-off attack success with perceptibility.
(ii) Point Shifting Attacks: Many prior works have focused
on shifting attacks that subtly alter points within a point cloud
to distort geometry and confuse models. For instance, Iterative
Fast Gradient Method (IFGM) extends FGSM by iterating to
create refined adversarial examples [2]. Methods like Projected
Gradient Descent (PGD) and Perturb attacks ensure perturbed
points stay on the object’s surface or avoid outliers [2].
Advanced techniques like GeoA3 [22] and SIA [26] add
geometric awareness, while AdvPC [21] uses autoencoders
for better transferability. AOF [29] introduces frequency-
domain perturbations, targeting low-frequency components for
robustness. The table below summarizes the objective func-
tions/perturbations of these attacks. hθ is the neural network, y
is the ground truth, and adversarial perturbations ρ are applied
to a subset of points Xshift, resulting in adversarial point cloud
X ′ = X + ρ, with λ balancing strength and perceptibility.

TABLE I: Shifting Attacks and their Objective Functions/Perturbations

Attack Objective Function/Perturbation
IFGM ρ = λ · sign(∇XL(X, y))

PGD ρt+1 = Projϵ (ρt + α · sign(∇XL(X + ρt, y)))

Perturb minρ
[
L(hθ(X + ρ), y) + λ

∑n
i=1 ∥ρi∥2

]
KNN minρ [L(hθ(X + ρ), y) + λ · KNN(X + ρ)]

GeoA3 minρ
[
L(hθ(X + ρ), y) + λ

∑n
i=1 C(Xi, ρi)

]
L3A minρ [L(hθ(X + ρ), y) + λ∥∇ρL(X + ρ, y)∥2]
AdvPC minρ [L(hθ(X + ρ), y) + λ ·D(AE(X), AE(X + ρ))]

SIA minρ
[
L(hθ(X + ρ), y) + λ

∑n
i=1 ∥ρi∥2

]
, ρi is tangent

AOF minρ [L(hθ(X + ρ), y) + λ · LowFreq(X + ρ)]

IV. MINIMIZING INPUT-OUTPUT MUTUAL INFORMATION
FOR ADVERSARIAL ROBUSTNESS

A. Adversarial Risk vs. Mutual Information

Gradient-based adversarial attacks become especially effec-
tive in low input-output MI spaces, where model uncertainty is
higher. In this work, we explore a targeted adversarial training
on these vulnerable decision boundaries. Standard adversarial
training aims to minimize:

min
θ

E(X,y)∼D

[
max
ρ∈S

L(hθ(X ′), y)

]
, (3)

where L is the loss function, S is adversarial perturbation
set, and D is the data distribution. X is the clean input data,
ρ is the adversarial perturbation, and X ′ = X + ρ is the
corresponding adversarial input data. hθ() is the prediction
model. y is ground truth output and y′ is model’s prediction.

Comparatively, in this work, we pursue a training objective
that together minimizes both prediction loss as well as input-
output adversarial MI by adding a loss term:

min
θ

E(X,y)∼D+ρ [L(hθ(X ′), y) + λ · I(ρ; y′)] . (4)

Here, D+ ρ is an augmented dataset used for our adversarial
robustness training where we consider input perturbations ρ
along with the the examples in clean dataset D. To simplify
the data augmentation process, we specifically consider per-
turbations only on the saliency map of input data, i.e., where
the corresponding saliency score Si =

∥∥∥∂f(X)
∂xi

∥∥∥ is beyond a
threshold. y′ = hθ(X

′) is the output of the prediction model
under adversarial input, and I(ρ; y′) represents MI between ρ
and y′. The parameter λ balances the adversarial loss and MI
under adversarial perturbations.

To show why training to minimize MI increases the robust-
ness, we define the adversarial risk Radv(θ) as

Radv(θ) = E(X,y) [P (hθ(X + ρ(X)) ̸= y)] (5)

Since y′ = hθ(X + ρ), both ρ and y′ are functions of X . The
MI term, I(ρ; y′), quantifies the dependency between ρ and y′

induced by X . Pinsker’s inequality relates the total variation
distance δ between two distributions to their Kullback-Leibler
(KL) divergence [30]:

δ =
1

2
∥Py′|ρ − Py′∥1 ≤

√
1

2
DKL(Py′|ρ∥Py′). (6)

Since Eρ[DKL(Py′|ρ∥Py′)] = I(ρ; y′), following Jensen’s
inequality, we get [31]:

Eρ[δ] ≤
√

1

2
I(ρ; y′). (7)

To relate the adversarial risk to the total variance, we define
Pe(ρ) as the Error Probability given ρ:

Pe(ρ) = P (hθ(X + ρ) ̸= y) . (8)

The change in error probability due to ρ is ∆Pe = Pe(ρ)−Pe,
where Pe = P (hθ(X) ̸= y) is the standard error probability
without perturbations. Total variation distance is defined as:

∆Pe = |P (hθ(X + ρ) ̸= y)− P (hθ(X) ̸= y)| ≤ δ. (9)

Therefore, we have Eρ[∆Pe] ≤
√

1
2I(ρ; y

′). Since ∆Pe is

bounded by
√

1
2I(ρ; y

′), minimizing I(ρ; y′) will minimize
∆Pe. Hence, reducing I(ρ; y′) leads to a smaller increase in
error probability due to adversarial perturbations and training
to minimize I(ρ; y′) lowers adversarial risk Radv. By minimiz-
ing this MI, the model effectively suppress its over-reliance on
specific input-output correlations.

B. Neural Extraction of Natural and Adversarial MI

A critical complexity of our framework is that estimating
MI itself is challenging due to the high dimensionality and
non-linearity of both the input data and the network’s internal
representations. Neural networks map inputs to predictions
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Fig. 2: Directly training with the proposed MI-based objective leads to
catastrophic forgetting. See AT + MINE results in (a) for PointTransformer
and (b) for PointNet on ModelNet40. This is due to the conflicting goals
of minimizing the prediction loss, which leverages gradient sensitivity, and
minimizing the adversarial loss, which reduces sensitivity to adversarial
perturbations. We address this by integrating curriculum training with the
proposed MI-based approach (AT + MINE + CT results).

through multiple layers of transformations, complicating the
direct computation of the joint probability distributions neces-
sary for MI. To extract MI from adversarial examples, we build
upon Mutual Information Neural Estimation (MINE) [32]. MI
between the input and the output of target model is given as:

I(X ′; y′) = Ep(X′,y′)

[
log

p(X ′, y′)

p(X ′)p(y′)

]
, (10)

MINE approximates this via a neural network Tϕ and opti-
mizes it using gradient descent:

Î(X ′; y′) = Ep(X′,y′)[Tϕ(X
′, y′)]

− log
(
Ep(X′)p(y′)

[
eTϕ(X

′,y′)
])
. (11)

Given X ′ = X + ρ, to disentangle MI into natural MI (IN )
and adversarial MI (IA), using Theorem 1 from [33], the MI
can also be expressed as:

I(X ′; y′) = I(X; y′) + I(ρ; y′)− I(X; ρ; y′)

+H(y′ | X, ρ)−H(y′ | X ′). (12)

Under the assumptions that I(X; ρ; y′) and H(y′ | X, ρ) −
H(y′ | X ′) are small, we approximate:

I(X ′; y′) ≈ I(X; y′) + I(ρ; y′). (13)

Here, I(X; y′) corresponds to natural MI (IN ) and I(ρ; y′)
corresponds to adversarial MI (IA). Thus, the disentangled
MIs are IN := I(X; y′) and IA := I(ρ; y′).

Finally, to estimate IN and IA, we use two separate MINE
networks, TϕN

and TϕA
, where the natural MI estimator is

trained on natural instances X to estimate IN , while the
adversarial MI estimator is trained on adversarial instances
X ′ = X + ρ to estimate IA. The training objectives for the
MINE estimators are modified as follows:

ÎN = argmax
ϕN

Î(X; y′)− Ep(X′,y′)[TϕN
(X ′, y′)] (14)

ÎA = argmax
ϕA

Î(X ′; y′)− Ep(X,y′)[TϕA
(X, y′)] (15)

In the above training framework, positive samples pair input
data (natural or adversarial) with corresponding output logits,

Fig. 3: MI distribution for (a) natural and (b) adversarial perturbations on
ModelNet40 with PointNet-based predictions. The MI for natural data clusters
around the mean with a tail toward lower values, while adversarial data shows
a skewed distribution, peaking at lower MI values and extending higher based
on perturbation strength.

while negative samples pair the same input with shuffled logits.
MINE networks are updated via gradient descent to maximize
MI for positive samples and minimize it for negative ones.

V. CURRICULUM TRAINING TO BALANCE PREDICTION
AND ADVERSARIAL LOSSES

Fig. 2 illustrates the performance of MI-based adversarial
training on ModelNet40 [14] for PointNet and PointTrans-
former. The results for MINE-based adversarial training (AT
+ MINE) are shown in red. Notably, the previous framework
leads to catastrophic forgetting. This occurs due to the con-
flicting objectives: minimizing prediction loss, which relies
on gradient sensitivity to align the model’s predictions with
the ground truth, whereas minimizing input-output MI reduces
gradient sensitivity to perturbations.

To address this, we integrated curriculum training (CT)
with the above framework. CT, introduced by Bengio et al.
[34], mimics the human learning process: starting with easier
concepts and gradually progressing to more complex ones to
ensure that the model is neither overwhelmed by challenging
examples nor constrained by overly simple ones.

A. Adversarial Training Curriculum Advisors

We employed a neural network-based curriculum advisor
to dynamically guide the pacing of adversarial training. The
advisor outputs a pacing parameter η(t), which adjusts the
difficulty of training examples over time. Initially, MI regular-
ization is relaxed to establish a solid foundation, with a gradual
shift toward stronger MI regularization as training progresses.

To differentiate between natural and adversarial pertura-
tions, Fig. 3 compares the MI of natural and adversarial
data, extracted on ModelNet40 using neural networks ÎN and
ÎA, respectively. The MI for natural data clusters around a
central value (mean MI) with a tail extending toward lower
values. In contrast, the MI distribution for adversarial data is
skewed, peaking at lower MI values due to adversarial noise,
with the tail extending toward higher values based on the
strength of perturbations. Given these trends, we integrated
a dynamic strategy into the curriculum advisor to adjust the
training objective based on real-time MI distribution analysis



Fig. 4: Overall training framework: (a) A parametric perturbation generates perturbed data from clean data. Mutual information is extracted for both
natural and adversarial data, while the prediction model receives both inputs. Optimization focuses on minimizing prediction loss and MI. After batch-wise
training, summary statistics of natural and adversarial MI are sent to the curriculum advisor, which disentangles adversarial cases, clusters them, and generates
entropy-based regularization. The curriculum advisor’s parameters are learned through a closed-loop process, following the loss in Eq. 19. (b) Representative
profiles of LiDAR point cloud manipulations under adversarial drop and IFGM that were studied to characterize the framework.

by providing it the summary statistics of MI distributions such
as mean, variance, and skewness.

Additionally, as the curriculum progresses, the increased fo-
cus on low-MI adversarial perturbations can cause overfitting,
leading to catastrophic forgetting. To counter this, curriculum
advisors also cluster MI values into low, medium, and high
using k-means and track the frequency of low-MI cases. We
introduce an entropy-based regularizer to promote diversity:

H(IA) = −
∑
i

p(IA,i) log p(IA,i), (16)

where p(IA,i) represents the MI value distribution. The en-
tropy H(IA) quantifies diversity in adversarial MI. To adjust
the loss function, we define an adaptive function that accounts
for both low-MI frequency and entropy:

Λ(flow, H(IA)) = α(1− flow) exp(−βH(IA)), (17)

where flow is the frequency of low-MI cases, and α and β are
hyperparameters.

In summary, the curriculum advisor Pψ , generates pac-
ing function η(t) based on mean MI (µIN , µIA ), variance
(σ2
IN
, σ2
IA

), skewness (skew(IN ), skew(IA)), frequency of
low-MI cases (flow) and entropy (H(IN ), H(IA)), i.e.,

η(t) = Pψ(µIN , µIA , σ
2
IN , σ

2
IA , skew(IN ),

skew(IA), flow, H(IN ), H(IA)) (18)

B. Integrated Loss and Overall Framework

We integrate both adversarial MI minimization and cur-
riculum training components into a comprehensive loss func-
tion that combines standard adversarial training with MI and
entropy-based regularization:

Ltotal = min
θ,ψ

E(X,y)∼D

[
L (hθ(X), y)

+ η(t) ·
(
max
ρ∈S

L (hθ(X
′), y) + λ · I(ρ; y′)

)]
+ Λ(flow, H(IA)) · γ(flow), (19)

where θ are the model parameters, and ψ are the parameters of
neural network curriculum advisor Pψ that learns the optimal
pacing function η(t). Here, η(t) ∈ [0, 1] is a pacing parameter
that adjusts the emphasis on adversarial examples over time t.

In training with the above objective, the MI term I(ρ; y′)
limits the predictability of adversarial perturbations on the
model output, reducing adversarial risk. The entropy-based
regularization Λ(flow, H(IA))·γ(flow) promotes diversity, pre-
venting overfitting and enhancing generalization. The adap-
tive pacing function η(t) ensures a balance between overly
challenging examples and simpler cases. Fig. 4(a) summarizes
the overall training framework and Fig. 4(b) demonstrates the
representative attacks that were used to rigorously characterize
the framework.

VI. SIMULATION RESULTS

A. Classification Results

Table II shows the classification accuracy of five state-of-
the-art point cloud frameworks—PointNet [16], PointNet++
[35], DGCNN [36], PointConv [37], and PointTransformer
[17]—on the ModelNet40 dataset [14] under various adversar-
ial attacks. Our defense mechanism significantly outperforms
the hybrid training method from [28], which already surpassed
other state-of-the-art defenses like DUP-Net [38], IF-Defence
[39], and SOR [38] by 2− 5%. Therefore, accuracy improve-
ments in the proposed framework are remarkable. Moreover,
our method’s accuracy improvements are consistent across at-
tack strategies such as Add, Drop, Perturb, IFGM, and AdvPC,
though it struggles with more spatially-aware attacks like KNN
and L3A. Additionally, PointTransformer combined with our
training method outperforms other frameworks across most
attack types. For instance, the PointTransformer maintains
high accuracy under GeoA3, L3A, and AOF attacks, where
other models show significant performance degradation. This
aligns with transformers’ strengths in capturing spatial rela-
tionships and interactions between points, which are critical
for understanding point cloud geometry.

B. Object Detection Results

Table III presents the performance of three leading 3D ob-
ject detection frameworks—PointPillars [19], SECOND [18],
and TED [20]—on the KITTI dataset [15] under various ad-
versarial attacks, targeting key object classes: Car, Pedestrian,
and Cyclist. Our defense method consistently outperformed the
no-defense scenario, with TED showing substantial gains, par-
ticularly for the Car and Cyclist classes. For instance, TED’s



TABLE II: Classification accuracy (%) of five point cloud models (PointNet [16], PointNet++ [35], DGCNN [36], PointConv [37], and PointTransformer
[17]) on the ModelNet40 [14] dataset under various adversarial attacks. Results compare performance with no defense, hybrid training [28], and our proposed
method. Our method demonstrates superior robustness, particularly against Add, Drop, Perturb, IFGM, and AdvPC attacks. Bold indicates the best result for
each model, and underline indicates the best overall result for each attack.

Defense Model Clean ADD Drop Perturb IFGM PGD KNN GeoA3 L3A AdvPC SIA AOF
PointNet 87.64 71.76 59.64 85.58 74.59 34.32 45.1 61.26 45.38 76.94 31.4 54.54

PointNet++ 89.3 72.37 71.74 88.17 81.22 15.54 54.25 74.51 44.89 73.62 16.82 60.01
No Defense DGCNN 89.38 83.71 73.1 88.74 86.91 18.96 70.1 77.39 57.25 76.86 51 62.84

Pointconv 88.65 85.15 76.5 88.09 86.51 9.81 71.8 77.67 47.57 76.9 25.4 51.26
PointTransformer 93.8 87.42 76.57 93.07 89.58 27.91 78.3 83.26 65.1 81.77 63.38 69.07

PointNet 88.57 83.39 77.55 87.64 85.17 80.15 64.71 75.45 50.28 84.12 53.08 73.34
PointNet++ 89.75 85.45 85.74 89 88.29 77.39 74.68 82.74 57.74 86.08 52.8 79.85

Hybrid Training [28] DGCNN 89.47 87.76 86.14 89.95 88.53 81.4 80.59 82.74 61.14 87.28 66.29 80.19
Pointconv 90.19 88.82 86.47 90.28 89.83 80.06 81.69 83.31 57.37 85.13 45.3 69.65

PointTransformer 93.71 90.58 89.31 92.86 92.82 85.15 85.33 86.9 63.71 88.05 71.22 84.59
PointNet 88.73 87.17 84.82 89.91 87.36 84.71 69.34 78.54 48.83 87.16 55.57 76.65

PointNet++ 90.51 88.71 86.13 90.78 90.74 85.14 75.26 82.61 56. 35 88.89 57.05 81.6
Ours DGCNN 90.75 89.01 87.41 91.1 90.54 84.72 82.58 83.95 66.4 89.07 70.52 83.49

Pointconv 88.89 89.25 87.93 90.63 90.7 82.73 82.51 84.12 65.38 88.78 53.27 73.62
PointTransformer 93.63 92.94 90.52 93.55 94.07 89.11 88.43 90.95 69.89 90.7 73.27 87.75

TABLE III: Object detection mean Average Precision (mAP) of three models (PointPillars [19], SECOND [18], and TED [20]) on the KITTI dataset [15]
under various adversarial attacks. The results compare performance with no defense and our proposed method. Our method demonstrates superior robustness
across most attacks. Bold indicates the best result for each model, and underline indicates the best overall result for each attack.

Defense Model Clean ADD Drop Perturb IFGM
Car Ped Cyclist Car Ped Cyclist Car Ped Cyclist Car Ped Cyclist Car Ped Cyclist

PointPillar 77.31 52.33 62.78 66.5 40.92 52.98 56.61 34.42 51.63 75.13 49.66 60.73 51.71 30.59 48.83
No Defense SECOND 78.63 53 67.17 68.75 42.83 54.73 65.37 37.18 54.22 75.9 51.17 60.93 50.97 35.04 50.19

TED 87.91 67.86 75.83 78.57 54.15 61.92 81.36 62.12 68.37 84.92 62.69 71.35 76.14 55.83 64.86
PointPillars 78.78 52.73 63.65 76.91 50.74 61.85 74.11 47.43 58.91 77.21 52.4 62.75 76.96 51.37 62.88

Ours SECOND 79.37 53.38 68.47 78.52 52.69 65.95 74.92 48.84 64.75 78.71 52.89 67.5 77.81 53.07 67.39
TED 88.29 67.02 75.74 87.13 65.7 73.83 86.03 64.27 71.3 87.76 66.41 74.4 87.15 66.27 73.29

TABLE IV: Ablation Study: showing the impact of adversarial training (AT), low adversarial MI (MINE), and data-driven curriculum training (CT) on the
detection accuracy (mAP) of PointPillars [19] and TED [20] models on the KITTI dataset [15] across Car, Pedestrian, and Cyclist classes under clean and
adversarial attack scenarios (ADD, Drop, Perturb, IFGM).

Model Defense Setup Clean ADD Drop Perturb IFGM
AT MINE CT Car Ped Cyclist Car Ped Cyclist Car Ped Cyclist Car Ped Cyclist Car Ped Cyclist

PointPillars

✗ ✗ ✗ 77.31 52.33 62.78 66.5 40.92 52.98 56.61 34.42 51.63 75.13 49.66 60.73 51.71 30.59 48.83
✓ ✗ ✗ 79.02 52.89 63.71 68.84 42.7 54.32 60.64 38.21 52.99 75.49 50.05 60.52 59.53 37.6 52.13
✓ ✓ ✗ 79.12 53 63.29 70.55 45.38 57.23 65.07 42.92 54.37 75.81 50.89 61.03 64.5 43.41 55.73
✓ ✓ ✓ 78.78 52.73 63.65 76.91 50.74 61.85 74.11 47.43 58.91 77.21 52.4 62.75 76.96 51.37 62.88

TED

✗ ✗ ✗ 87.91 67.86 75.83 78.57 54.15 61.92 81.36 62.12 68.37 84.92 62.69 71.35 76.14 55.83 64.86
✓ ✗ ✗ 88 67.53 75.81 80.13 56.74 63.73 83.29 62.84 69.5 85.11 63.53 72.49 78.38 57.02 66.27
✓ ✓ ✗ 88.21 67.88 76.03 84.23 60.15 67.91 84.97 63.05 70.71 86.19 64.82 72.97 82.86 60.9 68.88
✓ ✓ ✓ 88.29 67.02 75.74 87.13 65.7 73.83 86.03 64.27 71.3 87.76 66.41 74.4 87.15 66.27 73.29

mAP for the Car class under the ADD attack improved from
78.57% to 87.13%, and from 76.14% to 87.15% under the
IFGM attack. Simpler models like PointPillars and SECOND
also benefited, with SECOND’s mAP for the Car class under
the Drop attack rising from 65.37% to 74.92%. These results
highlight our method’s broad improvement in robustness.

Table IV presents an ablation study evaluating the impact of
different components of our defense mechanism—adversarial
training (AT), adversarial training with mutual information
minimization, and curriculum training (CT)—on the perfor-
mance of PointPillars [19] and TED [20]. AT alone shows
modest improvements, but when combined with MI minimiza-
tion, the improvements are pronounced. For instance, in the
TED model, Cyclist class mAP under the IFGM attack in-
creases from 64.86% to 68.88%, and in PointPillars, Pedestrian
class mAP rises from 37.6% to 43.41%. However, as in Fig. 2,
the integrated framework is prone to catastrophic forgetting.

The combination of adversarial training, low-mutual infor-
mation cases, and curriculum training (AT + MINE + CT)
yields the best overall performance in the table. In the TED
model, this setup boosts Car detection accuracy under the

ADD attack from 84.23% to 87.13% and from 83.29% to
86.03% under the Drop attack. Curriculum training gradually
emphasizes harder, low-MI cases, improving robustness to a
wider range of attacks. For instance, TED’s accuracy under
IFGM for Pedestrian rises from 55.83% to 66.27%, showing
CT’s effectiveness against complex attacks. The substantial
gains, especially for challenging classes like Cyclist and
Pedestrian, highlights that combining all three components is
critical for comprehensive defense.

VII. CONCLUSION

Our curriculum training framework, which minimizes adver-
sarial mutual information (MI), enhances 3D vision models’
robustness, outperforming state-of-the-art methods. It achieves
2–5% accuracy gains on ModelNet40 and a 5–10% mAP
boost on KITTI. In the TED model, our defense improved
Car detection under ADD from 78.57% to 87.13%, and
resilience against IFGM from 76.14% to 87.15%. Ablation
studies confirm that combining adversarial training (AT), MI
extraction (MINE), and curriculum training (CT) provides
the best results, significantly improving performance across
challenging classes and attacks.
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