2409.10958v1 [cs.MM] 17 Sep 2024

arxXiv

Towards Effective User Attribution for Latent Diffusion Models via
Watermark-Informed Blending

Yongyang Pan', Xiaohong Liu'*, Siqi Luo', Yi Xin?, Xiao Guo’,
Xiaoming Liu?, Xiongkuo Min', Guangtao Zhai'

! Shanghai Jiao Tong University, >Nanjing University, *Michigan State University

Abstract

Rapid advancements in multimodal large language models
have enabled the creation of hyper-realistic images from tex-
tual descriptions. However, these advancements also raise
significant concerns about unauthorized use, which hinders
their broader distribution. Traditional watermarking methods
often require complex integration or degrade image quality.
To address these challenges, we introduce a novel framework
Towards Effective user Attribution for latent diffusion models
via Watermark-Informed Blending (TEAWIB). TEAWIB in-
corporates a unique ready-to-use configuration approach that
allows seamless integration of user-specific watermarks into
generative models. This approach ensures that each user can
directly apply a pre-configured set of parameters to the model
without altering the original model parameters or compromis-
ing image quality. Additionally, noise and augmentation op-
erations are embedded at the pixel level to further secure and
stabilize watermarked images. Extensive experiments vali-
date the effectiveness of TEAWIB, showcasing the state-of-
the-art performance in perceptual quality and attribution ac-
curacy.

Introduction

The advent of text-to-image models has revolutionized the
creation of photorealistic images by transforming descrip-
tive text into visually accurate representations, significantly
advancing the capabilities of image synthesis (Nichol et al.
2021; Saharia et al. 2022; Guo et al. 2023; Liu et al. 2022;
Yang et al. 2024). Contemporary Latent Diffusion Models
(LDMs), including Stable Diffusion (Rombach et al. 2022)
and DALL-E 2 (Ramesh et al. 2022), exhibit an impressive
capacity to generate a wide range of novel images across
diverse scenes and contents. While these advancements rep-
resent a substantial leap in AI-Generated Content (AIGC),
they simultaneously raise concerns about the potential mis-
use of these models (Brundage et al. 2018).

Recent advances have significantly enhanced watermark
embedding techniques in images (Zhu et al. 2018; Luo et al.
2020; Kishore et al. 2022; Fu et al. 2024; Wu et al. 2023).
However, these methods are typically applied in a post-
generation manner, making the watermarks vulnerable to
manipulation, especially when models like Stable Diffusion
(SD) (Rombach et al. 2022) are leaked or open-sourced. In

*Corresponding author (email: xiaohongliu@sjtu.edu.cn).

i Owner Action ~_ Ground Truth Watermark Predicted Watermark i
! ¥R Inquire Distribute, [~ 7w Watermark gl :

i . Analysis
: User Action Model owner { 4
‘Watermark 3
Decoder !

Watermark

i [& Prompt: A giraffe standing in a
n L picture with a field in back.
| iModel User

Blending

Latent Denosing U-Net

W (0]

Generate

Figure 1: Workflow of TEAWIB. During inference, the fin-
gerprinted model (i.e., D) is employed by the model user to
generate images embedded with an invisible watermark. The
model owner can then utilize the watermark decoder to iden-
tify watermarks within questionable images and trace their
origins back to the respective model users.

these cases, a simple code modification can bypass the wa-
termarking process. To address this vulnerability, the inte-
gration of watermark generation during the image creation
process has emerged as a recent trend. For instance, Stable
Signature (Fernandez et al. 2023) has developed an ad-hoc
watermarking method that fine-tunes the decoder with a pre-
defined watermark. Additionally, WOUAF (Kim et al. 2024)
advances this approach by modifying decoder parameters
during the image generation phase, thereby embedding wa-
termarks more securely and supporting scalable watermark-
ing.

Despite these advancements, integrated watermarking
methods currently face two limitations. First, Stable Signa-
ture (Fernandez et al. 2023) requires retraining the model
with each watermark update and only supports a single
designated watermark, leading to training costs that scale
linearly with the number of users. Second, methods like
WOUAEF, which modulate model parameters, can degrade
image quality and increase vulnerability to post-processing
attacks. Additionally, such methods require modifications to
the base model parameters, further compromising the qual-
ity of the generated images.

To address these challenges, we introduce TEAWIB,
a novel framework that adopts a proposed watermark-
informed blending strategy, which comprises two compo-



nents: Dynamic Watermark Blending (DWB) and Image
Quality Preservation (IQP). The DWB module includes
watermark-specific weights, enabling the model to support
scalable watermarks and avoiding the retraining procedure.
The IQP module uses noise and augmentation operations to
subtly embed user-specific information while preserving the
high quality of generated images. Consequently, our method
achieves seamless integration of watermarking into genera-
tive models without compromising image quality. TEAWIB
distinguishes itself by enabling the effective management of
a substantial user population while maintaining superior im-
age quality over existing integrated watermark embedding
methods.

The workflow of TEAWIB is illustrated in Fig. 1. Our
framework unfolds through three key steps: (1) The model
owner distributes a user-specific watermark and then em-
beds it into the network as its fingerprint. (2) the model
owner modifies pre-trained parameters of the SD decoder.
This integration process does not alter the original model
parameters but instead enriches them with user-specific wa-
termark information. The integration employs a dynamic
blending factor that optimally balances the original pre-
trained weights with the new user-specific adjustments. Ad-
ditionally, noise and augmentation operations are integrated
at the pixel level to embed user-specific information sub-
tly, enhancing the robustness of watermarked images against
post-processing manipulations. (3) The model user gener-
ates images using the fingerprinted decoder, seamlessly em-
bedding invisible watermarks in generated images. This al-
lows the model owner to detect watermarks from potentially
unauthorized images.

In summary, our key contributions are:

* We introduce TEAWIB, a novel framework that dynam-
ically and seamlessly integrates watermarking into gen-
erative models without compromising the image quality.
More importantly, TEAWIB incorporates a “Ready-to-
Use” manner, facilitating straightforward integration into
existing models without the need for retraining, making
it highly accessible and practical in real-world applica-
tions.

* To realize TEAWIB, we propose two key modules: Dy-
namic Watermark Blending (DWB) and Image Qual-
ity Preservation (IQP). DWB dynamically adjusts the
balance between pre-trained and watermark-specific
weights, optimizing watermark robustness without com-
promising image quality. Concurrently, IQP employs
noise and augmentation operations to subtly embed user-
specific information, thus maintaining the high-quality
appearance of images and ensuring both the effectiveness
and invisibility of watermarks.

* Comprehensive experiments on the MS-COCO valida-
tion dataset demonstrate the superiority of TEAWIB in
both visual quality and attribution accuracy, establishing
its position as a state-of-the-art and scalable watermark
embedding method.

Related Work
Traditional Watermarking Methods

Traditional watermarking techniques (Al-Haj 2007;
Stankovic, Orovic, and Zaric 2010; Sun et al. 2021; Lee,
Yoo, and Kalker 2007) focus on embedding messages into
the frequency domain of original images by leveraging the
Discrete Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT). These methods typically involve altering
coefficients within specific frequency bands based on
carefully designed strategies. However, these traditional
methods are post-hoc, making them easily bypassed by
malicious users. In contrast, our proposed ad-hoc water-
marking method is inherently integrated into the image
generation process and cannot be circumvented.

LDM-oriented Watermarking

LDM-oriented watermarking modifies either the initializa-
tion of latent vectors or the decoder within LDMs. (Zhang
et al. 2024) freezes the decoder and trains the initializa-
tion of latent vectors to embed watermarks, preserving per-
ceptual quality. (Fernandez et al. 2023) fine-tunes the de-
coder of LDM with a user-specific watermark, achieving no-
table results. However, this method is restricted to a single
watermark and requires re-training for any change. (Kim
et al. 2024) applies weight modulation to the convolutional
layers in the decoder of SD, facilitating the distribution
of multiple watermarks. While this method attains satis-
factory attribution accuracy, it compromises image quality.
Our proposed method addresses this limitation by intro-
ducing a watermark-informed blending strategy. This strat-
egy achieves a balance between modified weights and pre-
trained weights, resulting in the generation of high-quality
images. It also integrates seamlessly into the model through
a Ready-to-Use configuration, facilitating easy adoption
without the need of complex modifications.

Method
Preliminaries

Our TEAWIB is primarily designed for Stable Diffusion
models (SD). For clarity, SD consists of three principal com-
ponents: the encoder £, which converts an image [ into a
latent vector z; the diffusion model €y, built upon the U-Net
architecture and augmented by a cross-attention mechanism
for textual manipulation; and the decoder D, which recon-
structs an image I= D(z) from the latent vector z. Both the
encoder and the decoder are extensively trained on a large
dataset to generate realistic images.

Overview

As depicted in Fig. 2, the proposed method is divided into
two main stages: (1) model training and (2) model distri-
bution. Modifications are focused solely on the decoder D,
with the diffusion process remaining unchanged, ensuring
compatibility across a variety of generative tasks.

In model training, a designated watermark w ~
Ber(0.5)%, of length d,, is selected. This watermark is
subsequently transformed into a fingerprint r,, through a
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Figure 2: Overview of TEAWIB. The workflow is bifurcated into two primary phases: (1) model training and (2) model
distribution. During the training phase, the watermark decoder and the diffusion decoder are concurrently trained using a variety
of randomly generated watermarks. The model distribution phase consists of two stages. Stage 1: The model user inquires with
the model owner, who performs a lookup operation in the database to assign a distinct watermark to him/her. Stage 2: The
model owner embeds the generic decoder with the distinct watermark corresponding to each model user and distributes the

watermarked model to the user.

watermark mapping network F,, (built upon two fully con-
nected layers). Subsequently, the fingerprint r, is leveraged
by the proposed watermark-informed blending that embeds
the watermark information into model parameters. During
the training phase, the decoder D utilizes both 2z and r,, as
inputs to generate the watermarked image 7,,. A watermark
decoder D, is then employed to extract the watermark mes-
sage from this image.

The model distribution phase consists of two stages. In
the first stage, the model user inquires with the model owner,
who will search the database and assign a distinct watermark
to this user. In the second stage, model owner fingerprints
the trained generic decoder with the user-specific watermark
and distributes the fingerprinted model to the corresponding
user. It is worth noting that the model has a Ready-to-Use
configuration, allowing the owner to easily incorporate the
watermark by simply providing it to the generic model.

Watermark-Informed Blending

The proposed watermark-informed blending optimally inte-
grates user-specific watermarks into the model without sac-
rificing image quality. It comprises two key components:
Dynamic Watermark Blending (DWB) and Image Quality
Preservation (IQP). The DWB adjusts the blending of orig-
inal and watermark-specific weights dynamically, ensuring
robust watermark embedding with minimal impact on image
quality. Simultaneously, the IQP maintains the high quality
of images through noise and augmentation operations, en-
hancing the robustness of the watermark to digital manip-
ulations. Together, these two components ensure that wa-
termarks are effective yet imperceptible, preserving the aes-
thetic and utility of the generated images.

Dynamic Watermark Blending. Previous methods (Kim
et al. 2024) directly modulate the kernel weights and apply
them in convolution:

y = feo(W, ). 1
Here, where y denotes the output feature map, W' and z
denote the fingerprinted weight and input, respectively. f.
represents the convolutional operation.

In Eq. 1, pre-trained weights are modified during fine-
tuning. This can lead to issues such as domain shift if the
training dataset significantly differs from the original train-
ing dataset. Additionally, neglecting the pre-trained weights
could potentially result in the loss of valuable information
from the initial large-scale training. Pre-trained weights are
responsible for generating hyper-realistic images. Addition-
ally, embedding watermark information into the model’s pa-
rameters is key to implementing ad-hoc watermarking in the
Stable Diffusion model. Considering these two factors, we
propose the watermark-informed blending that introduces a
blending operation into the convolutional process without
altering weights of convolutional layers. Inspired by alpha
digital image compositing, the final representation of this
submodule is formulated as:

ya=a- fo(W,z)+(1—a)- fo(W,z), 2
where y, denotes the blended output feature map, W rep-
resents the pretrained weights for the convolutional layer,
and « is a trainable blending factor. During training, « is
optimized based on watermark detection accuracy and per-
ceptual similarity between watermarked images and training
images.

Fingerprint Insertion. A fundamental aspect of our approach
is the direct insertion of watermark messages into the model




parameters. To integrate them seamlessly, we modulate the
convolutional weights of the decoder D using our fingerprint
T (the encoded watermark). This technique is inspired by
StyleGAN2 (Karras et al. 2020b).

Given a convolutional kernel W € R**J*k at layer [,
where ¢, j, and k denote input channels, output channels,
and kernel size, respectively. Initially, a scale factor s and a
bias term b are computed. The scale s is obtained by pro-
jecting the fingerprint r,, through a Multi-Layer Perceptron
(MLP). The bias term b is calculated as A;(r,,) using an
affine transformation layer A;, where weights of A; are ini-
tialized to zero and the biases are initialized to one. Conse-
quently, A;(r,,) initially equals a tensor with all ones. This
initialization of the bias term provides a stable baseline, en-
suring that the scaling of W is not too extreme at the be-
ginning. The introduction of two learnable terms, s and b,
allows the model to better adapt to the data, leading to im-
proved performance.

Subsequently, the channel-wise weight modulation is then
executed according to:

W =W.(s+b), 3)

where W and W’ denote pre-trained and modulated kernel
weights, respectively. We conduct weight modulation for all
convolutional layers with the same fingerprint r,.

Image Quality Preservation. The IQP consists of two op-
erations to preserve image quality and enhance model ro-
bustness. Its functionality can be summarized as follows:

yi = aug + A - N(0,0%), )

where y; represents the combined result of the two op-
erations: aug;, which is the augmentation operation, and
An - N(0,0%), which is the noise operation. \,, is a train-
able parameter initialized as 0 to control the magnitude of
noise addition.

Noise Operation. To increase the stochastic variation of gen-
erated images and refine intricate details, we introduce a ran-
domly generated Gaussian noise (0, 02), which o repre-
sents the standard deviation and sets to 1 following (Karras,
Laine, and Aila 2019).

Augmentation Operation. Although the noise operation re-
fines the details, it can degrade robustness against post-
processing attacks. To address this issue, we propose an aug-
mentation operation, denoted as aug,. For layer [, we project
the fingerprint r,, through M; (built upon two fully con-
nected layers), i.e., aug: = M;(r,,). This augmentation step
operates at the pixel level to embed watermark-related infor-
mation. Thorough experiments validate that the combination
of these two modules can enhance the robustness of the wa-
termark while preserving image quality. The final output y
of the Watermark-Informed Blending is formulated as fol-
lows:

Y=Y+ Yd (5)

It incorporates the DWB and IQP to improve both image
quality and robustness towards image attacks.

Loss Function

In the training phase, our primary objectives are twofold:
1) accurate message extraction from watermarked images
and 2) negligible effect of watermark insertion on the gen-
erated images. To achieve the former, we introduce the wa-
termark extraction loss, denoted as £,,, which also trains a
pre-trained watermark extractor D,,. The message extrac-
tion loss between watermark w and extracted message w’ is
defined as:

dy
Ly ==Y w;-loge(w))+(1—w;)-log(1—0o(w)), (6)
=1

where € represents the Sigmoid function. For the latter ob-
jective, we utilize the perceptual loss £,,. The loss is defined
as:

Ly =2 Lollun L)+ N LillunL)e (D)

where I, and I, are watermarked images and images gen-
erated by the original decoder, respectively. £, refers to
Watson-VGG loss (Czolbe et al. 2020), and £; represents
LPIPS-loss (Zhang et al. 2018). A\, = 0.2, \; = 1 are pre-
scribed coefficients. The total loss £ is given by:

L= oL+ Ly, ®)

where \,, = 1 balances the watermark extraction loss and
perceptual loss. The joint optimization of D and D,, facili-
tates the adaptation of D,, to watermark variations, enhanc-
ing its detection accuracy.

Experiments
Experimental Settings

Datasets. The training and evaluation are conducted on
the MS-COCO (Lin et al. 2014) dataset of size 256 x 256. In
line with (Fernandez et al. 2023), 1,000 text prompts from
the MS-COCO validation dataset are selected to generate
watermarked images.

Diffusion Model Setup. The adopted SD model in
TEAWIB uses the same configuration as the repository’.
Specifically, Stable Diffusion 2.0-base is chosen. For text-to-
image generation, a guidance scale of 3.0 and 50 diffusion
steps are used.

Experimental Setup. Drawing inspiration from the im-
plementation in StyleGAN2-ADA (Karras et al. 2020a), the
watermark mapping network E,, comprises two fully con-
nected layers, each with a dimensionality matching that
of the fingerprint r,,. For training, the AdamW optimizer
(Loshchilov and Hutter 2019) is employed with a learning
rate of 10~%. Additionally, the pre-trained watermark extrac-
tor from HiDDeN (Zhu et al. 2018) is leveraged.

Evaluation Metrics. To evaluate the quality of generated
images, we use PSNR, SSIM (Wang et al. 2004), and LPIPS
(Zhang et al. 2018) to measure the similarity between wa-
termarked and original images. Furthermore, we quantify
the realism and diversity of watermarked images via FID

"https://github.com/Stability-Al/stablediffusion



Table 1: Comparison of TEAWIB with other merged-in generation methods. Experiments are conducted on images of size
512 x 512 with 48-bit watermarks. PSNR and SSIM are measured between the generations of the original and watermarked
decoders, while FID is computed between original images and watermarked text-generated images. The terms “Crop” and
“Brigh.” represent image post-processing steps that crop the image to half of its original size and adjust the brightness by a
factor of two. TEAWIB achieves superior performance in terms of generation quality and robustness while being seamlessly

integrated into the generation process.

Bit accuracy 1 on:

Model Scalable Watermark PSNR / SSIM t Lo | LPIPS | FID | None Crop Brigh.

Stable Diffusion (Rombach et al. 2022) — 30.0/0.89 — — 9.294 — — —
Stable Signature (Fernandez et al. 2023) X 30.0/0.89 82.591 0.0330 9.376 0.9918 0.9903 0.9519
WOUAF (Kim et al. 2024) v 28.2/0.82 130.49 0.0781 18.996 0.9767  0.5912 0.6191
TEAWIB (Ours) v 39.2/0.98 57.8 0.0047 9.223 0.9919 0.9820 0.9535

(Heusel et al. 2017), and the L., norm is utilized to repre-
sent the maximum L-infinity norm between the watermarked
and original images. The accuracy of watermark detection,
denoted as acc, is measured by Eq. 9.

d
1 & ,
ace = @;ﬂ(wi = w}), ©)
where w' = D, (I,) represents the decoded watermark

message from the generated image [,,.

Experimental Results

Image quality. Tab. 1 shows the quantitative comparison
between our TEAWIB and other merged-in generation meth-
ods. Remarkably, TEAWIB demonstrates superior perfor-
mance across all metrics. The average PSNR has improved
significantly from 30.0 dB to approximately 39.2 dB, the
SSIM has increased from 0.89 to 0.98, and the lowest FID
score is also achieved. Therefore, our TEAWIB can gener-
ate images that closely resemble those from the original SD
models, in which the presence of watermarks is effectively
imperceptible. We also provide the qualitative comparison
in Fig. 3. It can be seen that the observed differences be-
tween original and watermarked images are negligible, and
even when magnified tenfold, the pixel-wise discrepancies
remain minimal.

Watermark Detection. To evaluate the watermark detec-
tion performance, we use 10 distinct watermarks and gen-
erate 1,000 images for each watermark. Experimental re-
sults of watermark detection are provided in this subsection,
where the detection criterion is defined by the matching bits
M (w,w’):

M (w,w') > 71 where 7 €{0,...,dy}. (10

Here 7 represents the manually selected threshold for detec-
tion. Formally, we test the statistical hypothesis H;: “x was
generated by Alice’s model” against the null hypothesis Hy:
“x was not generated by Alice’s model”. Under H (i.e. for
vanilla images), we assume that bits wj, ..., w}, are inde-
pendent and identically distributed (i.i.d.) Bernoulli random
variables with parameter 0.5. Consequently, M (w, w’) fol-
lows a binomial distribution with parameters (k, 0.5). The
False Positive Rate (FPR) is the probability that M (m,m’)

exceeds the threshold 7. It is derived from the Cumulative
Distribution Function (CDF) of the binomial distribution,
and a closed-form expression can be written using the regu-
larized incomplete beta function I, (a, b):

FPR(T) :HD(M>T|HO) :[0.5(7—4»1)]{:77_)7 (11)

where x = 0.5. We select 10 fixed random watermarks and
generate 1,000 images for each. We then report the aver-
aged trade-off between the True Positive Rate (TPR) and the
FPR, while varying 7 € {0, ..,48}. The TPR is measured
directly, while the FPR is calculated by Eq. 11. The results,
displayed in Fig. 4, indicate that our method can achieve a
detection accuracy of 99% with a FPR of 10! if the im-
age is free of any post-processing. However, we also observe
that post-processing techniques can lead to a decrease in de-
tection accuracy, which will be discussed later.

Watermark Identification. Watermark identification
refers to the scenario where the model owner extracts the
watermark w’ from suspicious images and identifies the
user who generated them. Suppose there are N candidates
w(l), w(2), e 7w(N). In the identification task, the global
FPR with respect to 7 is defined as:

FPR(7,N) =1 — (1 — FPR(7))N ~ N -FPR(7). (12)

For evaluation, we randomly select N’ = 1,000 water-
marks, each of which is used to generate 100 images. For
these generated images, we extract watermarks and compute
the matching bits with all N watermarks, selecting the user
with the highest matching score. An image is predicted to be
generated by that user if this score exceeds the threshold 7.
We adjust 7 in Eq. 12 to fix the FPR at 1076,

To evaluate the identification accuracy, we increase the
total number of watermarks N (> N’) by adding irrelevant
watermarks, thereby testing the robustness of the identifica-
tion process. The identification results are shown in Fig. 5.
It can be seen that the identification accuracy of TEAWIB
achieves 99% when N = 20, 000, validating its capability
of watermark identification.

Watermark Robustness. In this paper, the robustness
of the watermark is evaluated by adding various post-
processing techniques before decoding the watermark. For
each transformation, we generate 1,000 images using the
prompts from the MS-COCO validation set, each with a
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Figure 3: Qualitative comparison of TEAWIB with other ad-hoc watermark generation techniques on the MS-COCO validation
set. Notably, our method preserves the high quality of the generated image and invisible watermark embedding.

Table 2: Robustness analysis of TEAWIB and compared methods under various post-processing techniques.

Bit accuracy under various post-processing techniques

Model
Bright. 1.5  Sharp 2.0  Sharp 1.5 Text Overlay Cont.1.5 Crop0.1 Sat.2.0 Sat. 1.5
Stable Signature (Fernandez et al. 2023) 0.9852 0.9829 0.9910 0.9905 0.9808 0.9568 0.9889  0.9910
WOUAF (Kim et al. 2024) 0.8403 0.9758 0.9871 0.9517 0.9588 0.5599 0.8041 0.9607
TEAWIB (Ours) 0.9853 0.9906 0.9914 0.9914 0.9893 0.9295 0.9898  0.9917
randomly selected watermark message. The average bit ac- Ablation Study

curacy is reported in Tab. 1. Compared to WOUAF, our
TEAWIB demonstrates superior bit accuracy in the pres-
ence of post-processing. While Stable Signature supports
only one designated watermark without retraining, making
it easier to achieve high bit accuracy, TEAWIB still outper-
forms it under most post-processing techniques.

Further robustness analysis of TEAWIB and compared
methods can be found in Tab. 2, where “Bright. 1.5 refers
to increasing the image brightness by 1.5x; “Sharp 2.0” and
“Sharp 1.5” represent 2 x and 1.5 x the original image sharp-
ness; “Text Overlay” involves adding texts at random posi-
tions in the image; “Cont. 1.5 adjusts the image contrast to
1.5x the original value; “Crop 0.1” reduces the image size to
10% of the original; “Sat. 2.0” and “Sat. 1.5” refer to 2x and
1.5 the original saturation. Even though the watermark de-
coder is trained jointly during the training phase without any
post-processing augmentation, our method achieves an aver-
age accuracy over 98%, demonstrating its robustness against
common image post-processing techniques.

Watermark-Informed Blending. The proposed WIB is a
critical component of our framework, consisting of two main
modules: Dynamic Watermark Blending (DWB) and Image
Quality Preservation (IQP). DWB focuses on seamlessly in-
tegrating watermark-specific weights into the model, while
IQP is designed to maintain high image quality through
noise operation and augmentation operation.

Therefore, to thoroughly validate its effectiveness, we
evaluated four variants to demonstrate the impact of these
components on model performance, as detailed in Tab. 3:
1) the baseline model that uses only weight modulation for
watermark insertion; 2) Variant 1 that uses only the DWB
component, which significantly enhances the model’s ability
to produce higher-quality images; 3) Variant 2 excludes the
augmentation operation in IQP, demonstrating a significant
reduction in model efficacy and highlighting its crucial role
in preserving robustness; 4) Variant 3 removes the noise op-
eration in IQP, leading to a noticeable drop in performance
and underscoring the necessity of this element for maintain-
ing image quality.
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Table 3: Ablation study of TEAWIB. Each variant is evaluated based on four key metrics: PSNR, SSIM, L, and LPIPS. 1
indicates the higher the better, | indicates the lower the better. Abbreviation: DWB: Dynamic Watermark Blending; Noise:
Noise Operation; Aug: Augmentation Operation; Joint: Jointly training watermark extractor; LPIPS: Use LPIPS Loss.

ALL: Use Watermark-Informed Blending across all layers.

Training Components Evaluation Metrics
Variant | DWB Noise Aug Joint LPIPS ALL PSNR? SSIM? Lood LPIPS|
Reference Results of Baseline Model 28.4 0.86 123.5 0.0614
T T v o T v | 38 | 097 [ 648 | 00080
I v o v T T Ty Ty s T a8 | 097 | 6ss | 00080
3 v v v v v 389 0.98 58.6 0.0051
4 v v v v v 389 0.98 59.6 0.0050
5 v v v v v 323 0.93 94.7 0.0357
6 v v v v v 31.0 0.91 100.963 0.0345
TEAWIB v v v v v v 39.2 0.98 57.8 0.0047

Training and Network Settings. Effects of other compo-
nents within the watermark-informed blending method are
further investigated. Tab. 3 also outlines various settings of
TEAWIB, highlighting the importance of each component
in our framework.

Key observations from results include: 1) Variant 4 ex-
cludes the LPIPS loss during training, resulting in a decline
in performance. This reflects its importance in optimizing
the perceptual quality of the output; 2) Variant 5 freezes
the watermark decoder throughout the training process. This
severely hinders the model’s effectiveness, as evidenced by
a marked decrease in performance; 3) Variant 6 omits the
watermark-informed blending in the initial and final convo-
lutional layers. This omission greatly compromises the im-
age quality, further demonstrating the importance of these
layers in the blending process. Our full model achieves the
highest performance across all metrics, highlighting the ef-
fectiveness and synergy of the complete design.

Deliberate Attack on Watermarks

This subsection examines the robustness of our method
against deliberate attempts to remove watermarks. We con-
sider two types of attacks: image-level attacks, which op-
erate directly on the image, and model-level attacks, which
target the decoder D.

Image Level Attacks. Auto-encoder attack and adversar-
ial attack are common adopted methods to modify output
images. The auto-encoder attack refers to passing the gen-
erated images through various auto-encoder models. In this
paper, we use the VQ-VAE attack (Ballé et al. 2018), KL
divergence attack (Rombach et al. 2022), BMSHIJ attack
(Ballé et al. 2018), and Cheng attack (Cheng et al. 2020).

As shown in Fig. 6, the accuracy of watermark detection
gradually decreases as the auto-encoder compression rate
increases, eventually approaching a random guess level of
around 50%. Although these attacks can reduce watermark
detection accuracy, they also severely degrade image quality,
making them impractical for the real-world usage.

However, adversarial attack becomes a concern when the
watermark extractor D,, is leaked, attackers can employ ad-
versarial techniques to replace the original watermark with
a random one while preserving image quality. These attacks
aim to minimize the {5 distance between a pre-sampled ran-
dom binary message and the decoded output, effectively
substituting the original watermark. As shown in Fig. 6, such
attacks can successfully remove watermarks. Therefore, it is
necessary for the model owner to ensure the security of the
watermark extractor.

Model Level Attacks. In the scenario where an attacker
becomes aware of the presence of invisible watermarks, they
may attempt to remove them by fine-tuning the diffusion de-
coder D. In this context, the attacker’s primary objective is
to minimize the reconstruction error between I, and I,. The
PSNR values between the watermarked and purified images
at various stages of fine-tuning are shown in Fig. 7. Our
observation indicates that attempts to remove watermarks
through model purification result in a degradation of image
quality. Therefore, significantly reducing bit accuracy with-
out compromising image quality is challenging, as artifacts
tend to emerge during the purification process.

Conclusion

In this paper, we propose a scalable watermarking method
dubbed TEAWIB that can effectively perform user attri-



bution for latent diffusion models via a novel watermark-
informed blending and demonstrates the superiority in pre-
serving the high-quality of generated images and achieving
near-perfect bit accuracy of watermark extraction. Besides,
the robustness of our method is also validated by perform-
ing various post-processing techniques on generated images.
Limitation. Currently, TEAWIB is only applicable to text-
to-image generation. Since TEAWIB just slightly modulates
the decoder of the Stable Diffusion model, we envision it
can also be employed on other generation tasks (i.e., image-
to-image, image-to-video, and video-to-video generations).
We will expand the applicability of TEAWIB in the future.
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