
This is a preprint article submitted to Springer IJIS 2023
Author’s version

Unveiling the Digital Fingerprints
Analysis of Internet attacks based on website fingerprints

Blerim Rexha · Arbena Musa · Kamer Vishi · Edlira Martiri

Published online: 2024

Abstract Parallel to our physical activities our virtual

presence also leaves behind our unique digital finger-

prints, while navigating on the Internet. These digital

fingerprints have the potential to unveil users’ activities

encompassing browsing history, utilized applications,

and even devices employed during these engagements.

Many Internet users tend to use web browsers that pro-

vide the highest privacy protection and anonymization

such as Tor. The success of such privacy protection de-

pends on Tor feature to anonymize end user IP address

and other metadata that constructs the website finger-

print. In this paper, we show that using the newest ma-

chine learning algorithms an attacker can deanonymize

Tor traffic by applying such techniques. In our experi-

mental framework, we establish a baseline and compar-

ative reference point using a publicly available dataset

from Universidad Del Cauca, Colombia. We capture

network packets across 11 days, while users navigate

specific web pages, recording data in .pcapng format

through the Wireshark network capture tool. Excluding

extraneous packets, we employ various machine learn-

ing algorithms in our analysis. The results show that

the Gradient Boosting Machine algorithm delivers the

best outcomes in binary classification, achieving an ac-
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curacy of 0.8363. In the realm of multi-class classifica-

tion, the Random Forest algorithm attains an accuracy

of 0.6297.
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prints · Machine Learning · User Profiling · Traffic

Analysis · Web Browsing

1 Introduction

In today’s interconnected world, the Internet has sig-

nificantly influenced the formation of virtual identities

during users’ daily activities. Our digital identities are

shaped not only by the intentional information we pro-

vide, but also by the vast amount of digital traces gen-

erated through our interconnected actions. These digi-

tal traces serve as identifiers and can be used to track

our online activities, leading to potential privacy vi-

olations and exploitation. The continuous technologi-

cal advancements and increasing reliance on the Inter-

net have further exacerbated these privacy concerns,

creating a unique level of invasion. The Google claims

that about 95% of the web traffic is encrypted towards

their services, and that today 97% of the web sites

use HTTPS [1] protocol, this still leaves behind digi-

tal traces, now known as digital fingerprints, exposing

some user information.

To safeguard their privacy, many Internet users re-

sort to anonymous networks such as Tor to conceal

their source and destination IP addresses when access-

ing online services [2]. However, even within these net-

works, a threat known as Website Fingerprinting At-

tack (WF) persists [3]. Through this attack, an eaves-

dropping party can observe network traffic data, includ-

ing the volume, size, and timing of data transmissions.

Anonymous networks, although designed to preserve
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privacy, are also exploited by criminals to conceal il-

legal activities [4], hamper government forensic efforts,

and increase monitoring capabilities[5].

This delicate balance between protecting privacy

and monitoring illicit and anonymous activities raises

important questions regarding user surveillance prac-

tices.

Furthermore, as the role of machine learning contin-

ues to expand, it has emerged as a promising trend in

the field of cybersecurity. Machine learning techniques

facilitate the collection and analysis of sophisticated

data to develop effective algorithms, detect patterns,

and predict and respond to real-time cyber attacks. A

comprehensive review of machine learning supported

threat and attack detection is presented in [6,7]. Fur-

thermore, machine learning algorithms could be applied

to biometric authentication, as presented by [8], com-

bined with mobile devices as in [9] or to enhance the fea-

ture list of standard security tools, such as Burp Suite,

as explained by [10].

By enabling cybersecurity systems to understand

threat patterns and learn cybercriminal behaviors, ma-

chine learning empowers proactive defense, reduces re-

liance on experts for routine tasks, and helps prevent

future attacks [5].

2 Related Work

2.1 Network Traffic Monitoring

Monitoring network traffic is a crucial task in ensur-

ing the security and smooth operation of computer net-

works. As networks grow increasingly complex and large,

monitoring and managing them pose significant chal-

lenges. Consequently, researchers have dedicated efforts

to develop diverse tools and techniques for monitor-

ing and analyzing network traffic, identifying poten-

tial threats, and optimizing network performance [11].

Several studies have reviewed prominent approaches in

Internet network monitoring, including network traffic

analysis[12]. These reviews delve into the advantages,

limitations, current trends, and research and develop-

ment prospects in the field.

Early on, network traffic monitoring emerged as a

strategic component in understanding and characteriz-

ing user activities, as highlighted in [13]. The study in

[14] also observed an increased research focus on net-

work monitoring, recognizing its pivotal role in compre-

hending the Internet and its users. Some studies have

delved into comprehensive characterizations of specific

applications or networks, considering perspectives from

Internet service providers (ISPs) or end-users. Traffic

analysis, as presented in [15], has been leveraged by net-

work operators to effectively manage and monitor their

networks. These operators often aim to identify the ap-

plications generating traffic within their networks and

optimize their performance. State-of-the-art packet-based

traffic classification methods typically rely on either ex-

pensive payload inspection of multiple packets per flow

or basic flow statistics that do not consider packet con-

tent.

Additionally, traffic monitoring plays a significant

role in identifying hidden network security risks that

can disrupt normal network operation. Therefore, to en-

hance network security, monitoring abnormal network

traffic becomes imperative. However, traditional net-

work traffic anomaly monitoring systems often suffer

from low accuracy and long monitoring times. To ad-

dress this challenge, [16] proposed a data mining-based

network traffic anomaly monitoring system. In another

approach, [17] tackled the issue of monitoring and iden-

tifying abnormal network traffic by employing mutual

information-based feature selection and comparing var-

ious mathematical models for classification.

The breadth of these studies illustrates the wide-

ranging domain covered by network traffic monitoring

and underscores its significance in network operations

and security.

2.2 Website Fingerprinting

Website Fingerprinting (WF) is a form of traffic analy-

sis attack that enables eavesdroppers to discern a user’s

web activity, even when privacy tools like proxies, VPNs,

or Tor are employed. Despite previous defense methods
against WF attacks, newer attacks utilizing more so-

phisticated classifiers have rendered many of these de-

fenses ineffective. Furthermore, the few remaining de-

fenses considered effective tend to be inefficient, result-

ing in poor user experience and imposing significant

overhead on servers [18]. Notably, WF attacks can un-

veil the websites to which users are connected by ana-

lyzing encrypted traffic between users and anonymous

network portals. Recent research has demonstrated the

feasibility of launching WF attacks on anonymous Tor

networks, even with a limited number of samples [19].

The threat posed by website fingerprinting has gar-

nered substantial attention in recent years, particularly

due to its implications for user privacy in the face of

Internet censorship, surveillance, and tracking. Conse-

quently, multiple studies have been conducted to ana-

lyze and mitigate the risks associated with trace-based

attacks on internet pages. This section provides a com-

prehensive overview of these studies, emphasizing their

contributions and limitations. The body of similar work
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in the field of page trace-based attacks offers valuable

insights into the latest techniques and challenges, cru-

cial for researchers and practitioners aiming to develop

effective defenses that enhance user privacy and secu-

rity in the online realm.

Anonymity stands as one of the most critical secu-

rity concerns on the Internet, and despite users’ incom-

plete awareness of the risks involved, numerous attacks

have been devised to exploit these vulnerabilities. With

unlimited access to the Internet, users can easily engage

in illicit and socially harmful activities, such as those

found on the dark web. [20] propose various methods

for classifying website visits at different levels, shedding

light on the anonymity-related challenges.

Building on the importance of page traces based on

TCP/IP headers, as highlighted in [21], previous stud-

ies have primarily focused on a limited set of features.

However, this study conducts a comprehensive analysis

of communication features, identifying previously un-

addressed attributes that can be employed to classify

network traffic. The findings contribute to understand-

ing the potential impact of information extraction ca-

pabilities in carrying out an attack.

In summary, the prominence of website fingerprint-

ing as a traffic analysis attack calls for extensive re-

search efforts to develop effective defenses against it.

By delving into the latest techniques, challenges, and in-

sights presented in these studies, researchers and prac-

titioners can work towards enhancing user privacy and

security in an ever-evolving online landscape.

3 Digital Fingerprints

Every day, as we engage in our physical endeavors, we

come into contact with various objects that we touch.

With each touch, we unwittingly leave behind a unique

set of fingerprints, tangible evidence of our interaction

with these objects. If a meticulous inspection were con-

ducted on all the physical entities we touch within a

given space, a wealth of information could be extracted,

illuminating our actions and behaviors. The physical

evidence at our disposal encompasses which objects were

touched, the manner in which they were handled, their

condition (whether pristine or damaged), and the po-

tential implications of these interactions. Such revela-

tions provide invaluable insight into the motives be-

hind these actions. Even in cases where the precise in-

dividuals responsible for touching these objects are un-

known, by comparing the fingerprints against an exten-

sive repository of samples, we can successfully identify

the person or, at the very least, narrow down the pool

of likely candidates based on the sequence of actions

and the behavioral patterns associated with them.

Parallel to our tangible activities, our virtual pres-

ence also leaves behind traces in the digital realm. These

traces, commonly referred to as digital fingerprints, serve

as distinct markers that identify both us and our de-

vices in any corner of the vast Internet landscape. There-

fore, digital fingerprints can be understood as remnants

of information that we unwittingly leave behind while

navigating the online sphere. These traces have the po-

tential to unveil users’ activities on the Internet, encom-

passing their browsing history, utilized applications, and

even the devices employed during these engagements.

In essence, digital fingerprints function as unique iden-

tifiers that enable the identification and monitoring of

individuals’ online behaviors.

The right to privacy is an essential entitlement that

every individual possesses and should be able to exer-

cise. In the digital age we inhabit today, the preser-

vation of privacy rights has gained paramount signif-

icance, particularly as individuals share an increasing

amount of personal information on the Internet. This

right encompasses the authority to retain control over

one’s personal data and to safeguard their activities

and personal information from prying eyes. An indi-

vidual can enjoy privacy on the Internet when there is

an insurmountable barrier between their identity and

the activities they undertake. During web browsing, for

instance, a user’s identity is associated with their IP

address, while the web pages they explore serve as a

testament to their online activities.

The digital fingerprints left behind by users, which

can readily lead to their identification, can be classified

into two distinct categories: hardware-based traces and

software-based traces, as illustrated in Fig. 1.

Hardware-based traces can be further sub catego-

rized as follows:

1. Device ID: This refers to a distinctive identifier that

is embedded within the device’s hardware, often in

the form of a serial number. It serves as a unique

marker to differentiate one device from another [22].

2. MAC address: Every network card in a device is as-

signed a unique identifier known as a Media Access

Control (MAC) address. This address is employed

to identify and distinguish the device within a net-

work environment [23].

3. CPUID: The CPUID serves as a distinct identifier

associated with the device’s processor. It aids in the

identification of the hardware, providing valuable

information about the specific processor employed

within the device [24,25].

4. BIOS Information: This encompasses pertinent data

pertaining to the device’s Basic Input/Output Sys-

tem (BIOS). It includes details such as the manufac-
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Fig. 1 Topology of various digital fingerprints

turer, version, and release date, which can be used

to identify and characterize the device [26].

5. Disk Information: This pertains to data relating to

the device’s storage disk, encompassing details such

as the model and serial number. Such information

aids in distinguishing one disk from another [27].

6. System Information: This category comprises data

concerning the device’s hardware configuration, of-

fering insights into aspects such as the type and ca-

pacity of memory, processor specifications, and the

model of the motherboard utilized [28].

By examining these hardware-based traces, one can

gain valuable insights into the device itself, facilitating

its identification and differentiation from other devices.

In contrast, software-based digital footprints can be

categorized as follows [29,30,31]:

1. Browser Fingerprints: These encompass a collection

of data that serves as a unique identifier, derived

from the characteristics and preferences of the web

browser being utilized. Such information may in-

clude details like the browser version, installed plu-

gins, or the availability of specific fonts. Extensive

studies have been conducted on these browser traces,

as documented in the references [32,33].

2. Operating System (OS) Fingerprints: This pertains

to information regarding the device’s operating sys-

tem, encompassing details such as its version and

architecture. These attributes play a crucial role in

identifying and understanding the software environ-

ment in which the device operates [34].

3. Application Fingerprints: This category entails in-

formation concerning the software applications in-

stalled on the device. It encompasses details such

as the version numbers of the applications and the

specific software packages that have been installed

[35].

4. Cookies: Cookies are sets of data stored by the web

browser, which are associated with a user’s browsing

history. They can be employed to track the user’s ac-

tivities across multiple websites, providing insights

into their online behavior and preferences [36,37].

5. User Account Fingerprints: This encompasses infor-

mation pertaining to the user account associated

with the device, including the username and user

ID. Such traces contribute to the identification and

association of specific user profiles [38].

6. Network Fingerprints: Network traces encompass data

relating to the network infrastructure to which the

device is connected. This includes information such

as the device’s IP address, port configurations, and

communication data. Such traces offer insights into

the network context and connectivity patterns [39].

7. Hardware Abstraction Layer (HAL) Fingerprints:

This category encompasses information about the

hardware abstraction layer of the device. The HAL

serves as a vital component that bridges the hard-

ware and software layers of the device’s operating

system. Traces at this layer provide valuable in-

sights into the underlying hardware and its inter-

action with the software environment [40,41].

By analyzing these software-based digital fingerprints,

one can acquire comprehensive information about the

browser, operating system, applications, user account,

network context, and hardware abstraction layer of a

device, thereby enhancing the ability to identify and

understand the digital activities associated with it.

Web fingerprint based attacks are a class of attacks

employed to discern the identity of users by exploit-

ing their distinctive digital footprints. These attacks

involve meticulously monitoring a user’s network traffic

and scrutinizing the intricate patterns embedded within

their online activities. Through meticulous analysis of

these patterns, assailants can successfully deduce the

specific Internet pages being accessed by the user. Such

attacks fall within the purview of traffic analysis, grant-

ing local network eavesdroppers the ability to clandes-

tinely identify the webpages that a user visits. Although

the presence of local network eavesdroppers remains im-

perceptible, their impact on user privacy is grave.
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The modus operandi of these attacks entails the at-

tacker initially acquiring knowledge of the user’s brows-

ing identity and subsequently amassing observable client

traffic in the form of sequential packets. By employing

machine learning classification techniques to analyze

the client’s packet sequence, the eavesdropper can ac-

curately discern the precise webpage being browsed by

the user. Consequently, the eavesdropper successfully

re-establishes the link between the client’s identity and

their browsing activities, thereby circumventing the in-

tended separation of these two realms and exacerbating

the infringement on the client’s privacy.

Attacks predicated on web page traces leverage an

array of sophisticated techniques, including statistical

analysis, machine learning algorithms, and pattern recog-

nition methodologies. These multifaceted attacks excel

in identifying web pages characterized by distinct ac-

tivity patterns or belonging to specific domains of use.

The realm of attacks based on page traces presents

an inherent dichotomy between security and privacy.

On one hand, the ability of attackers to discern a user’s

communication flow by leveraging readily accessible in-

ternet data during web browsing, without necessitating

the decryption of page packets, engenders profound pri-

vacy concerns. Conversely, such applications offer the

potential to identify potentially malicious or suspicious

behavior through the astute analysis of traffic patterns

within a network. This capability proves invaluable in

identifying and thwarting attacks while detecting anoma-

lous activities indicative of security breaches. Moreover,

web page traces can aid in the identification and priori-

tization of crucial network traffic, such as critical appli-

cations or high-priority communications. This strategic

prioritization ensures that vital traffic remains unhin-

dered by less consequential data or deliberate attacks,

thereby upholding the integrity and continuity of essen-

tial network operations.

4 Experimental Setup

4.1 Threat Model

Within the context of this case study, we adopt a threat

model that revolves around a passive local adversary

who possesses unrestricted access to the targeted net-

work and possesses the capability to monitor the fin-

gerprints of users’ Internet communications within that

network. However, it’s important to note that this at-

tacker does not engage in activities aimed at influencing

the traffic flow, such as introducing delays or modifying

packets. Instead, his role is solely focused on monitor-

ing the fingerprints of users’ Internet communications.

Consequently, this attacker is referred to as a passive

attacker.

The primary objective of the passive attacker is two-

fold. Firstly, they aim to differentiate the traffic at a

binary level, determining whether the observed finger-

prints belong to the browsing activity of any of the

pages from a predefined list. This allows them to iden-

tify whether a user has visited a website of interest.

Secondly, the attacker seeks to ascertain precisely which

pages from the predefined list were visited. They achieve

this by employing multi-class classification techniques,

which enable them to classify the observed traffic into

specific website categories.

To execute the attack, the attacker must initially

collect data from the network by visiting a set of se-

lected pages. This data serves as a training set for their

classifier. Given the sheer vastness of the internet, it is

impractical to collect data from visits to every single

website. Therefore, the monitoring is constrained to a

predefined list of websites, termed as the list of moni-

tored pages. Any pages visited outside this predefined

list fall into the unmonitored category. Once the clas-

sifier has been trained and demonstrates a significant

level of accuracy, the attack can be initiated.

During the attack, the passive attacker intercepts

the traffic flow of users within the network. They ex-

tract communication features similar to those employed

during the training phase of the classifier. These fea-

tures capture various aspects of the network traffic,

allowing the attacker to identify patterns and unique

characteristics associated with specific websites. Subse-

quently, the classification process is performed on the

extracted features, enabling the attacker to identify the

specific pages visited by the users.

By adopting this threat model and outlining the

step-by-step process of the attack, we gain insights into

the attacker’s capabilities, limitations, and objectives.

This provides a clear framework for understanding the

risks associated with website fingerprinting attacks and

underscores the need for effective countermeasures to

protect user privacy in scenarios where passive local

adversaries are present.

A comprehensive depiction of the steps involved in

implementing this threat model is presented in Fig. 2.

4.2 Implementation Steps

The implementation process of this case study involved

a series of well-defined steps, outlined as follows:

– Data Collection: Data or exchanged packets of net-

work traffic were gathered utilizing dedicated tools
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Fig. 2 Attack development model

specifically designed for this purpose or through cus-

tom scripts developed for packet monitoring.

– Packet Feature Identification and Extraction: Rele-

vant packet features from the network traffic data

were identified and extracted. These features en-

compassed properties such as packet size, time inter-

vals between packets, direction, protocol, and other

pertinent attributes.

– Data Processing: The collected data was processed

by associating each packet in the dataset with the

corresponding visited web page. This entailed tag-

ging the data for each network traffic trace. Addi-

tionally, processing steps encompassed the removal

of duplicate data, handling missing values, encod-

ing categorical features, and normalizing and scaling

features to ensure they were on a consistent scale.

Feature engineering techniques were also applied to

select and transform features, aiming to enhance the

performance of the machine learning model.

– Machine Learning Algorithm Selection: An appro-

priate machine learning algorithm was chosen for

the classification task. Several options were consid-

ered, including decision trees, random forests, sup-

port vector machines, and deep learning algorithms.

The choice of algorithm relied on the characteristics

of the data and the desired performance metrics.

– Model Training: The selected machine learning model

was trained using the processed data. The dataset

was split into training, validation, and test data.

The training data was utilized to train the model,

with the model being fitted to the training data to

learn the relationship between the input features

and the output classification.

– Performance Evaluation: The performance of the

trained model was evaluated using the validation

dataset. Appropriate performance metrics such as

accuracy, precision, recall, and F1-score were em-

ployed to assess the model’s effectiveness.

– Model Testing: The trained model was tested using

the test data to verify its accuracy and generaliza-

tion capabilities.

– Model Tuning: In the event of unsatisfactory perfor-

mance, the model was fine-tuned by adjusting hy-

perparameters or exploring alternative algorithms

that may be better suited to the task.

– Model Deployment: The trained model was utilized

to classify new network traffic data, providing real-

time identification of web page visits.

4.2.1 Network traffic generation and monitoring

In order to undertake the development of this case study,

several meticulous steps were taken to prepare the en-

vironment, establish the necessary conditions, and ac-

quire the essential data for its execution.

Foremost, the imperative consideration was the mon-

itoring of network traffic and the collection of authentic

data. Respecting the laws safeguarding citizen privacy,

it would be unethical to monitor the network traffic to

which individuals have access without their knowledge

and consent. Consequently, such monitoring, given its

intricate nature, was deemed unfavorable. To circum-

vent this issue, an approach involving the generation of

artificial traffic and simultaneous monitoring as a test

scenario was adopted.

As elucidated in Section 2, diverse tools for net-

work traffic monitoring exist, providing potential means

to carry out the monitoring. However, preliminary tri-

als revealed that employing these tools within a non-

isolated network would not only capture traffic from

our own devices but also from other individuals’ de-

vices. Although it might have been possible to filter and

extract solely the network packets exchanged by our

devices from the collected data, this approach would

still linger on the ethical edge due to the possession of

unfiltered, untargeted data from other network users.
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Consequently, a definitive decision was made to moni-

tor the traffic programmatically through a script, which

will be presented subsequently, explicitly confining the

monitoring solely to the communications generated by

us. As a result, during the monitoring process, only

packets exchanged by personal devices were observed,

recorded, and analyzed, distinctly differentiating them

from the network activity of other users.

4.2.2 Data Collection

In order to structure the data collection process and the

data itself, we have taken as a reference and compara-

tive point a public dataset which has been widely used

in a considerable number of research papers [42,43,44].

The dataset at hand was meticulously gathered within

the network infrastructure of Universidad Del Cauca,

located in Popayán, Colombia [45]. It was compiled

through thorough packet capture operations conducted

at various time points, encompassing both morning and

afternoon sessions, spanning a six-day period: April 26,

27, 28, as well as May 9, 11, and 15, all during the year

2017. This concerted effort yielded a substantial repos-

itory of 3,577,296 distinct instances, systematically or-

ganized in a Comma Separated Values (CSV) file for-

mat.

The dataset’s content is characterized by a diverse

array of 87 features. Each entry in this dataset en-

capsulates intricate details of an IP flow originating

from different network devices. Noteworthy attributes

of these entries include source and destination IP ad-

dresses, port identifiers, interarrival intervals, and no-

tably, the layer 7 protocol, which denotes the specific

application governing the data flow. This latter aspect

assumes significance as it serves as the primary class

identifier, revealing the underlying application being

utilized. The dataset encompasses attributes of numeric,

nominal, and date types, the latter capturing tempo-

ral details and chronological information through the

Timestamp field. This dataset embodies a multifaceted

collection of insights derived from network activities,

poised to unveil behavioral patterns and facilitate strate-

gic decision-making in the domains of network analysis

and cybersecurity.

This dataset stands out as a remarkable contribu-

tion within the realm of network traffic analysis due

to its distinct focus on surpassing conventional bound-

aries. While numerous existing network traffic classi-

fication datasets predominantly concentrate on identi-

fying broad categories of application types within IP

flows, such as WWW, DNS, FTP, P2P, and Telnet, this

dataset embarks on a pioneering trajectory by tran-

scending these limitations. It takes a substantial leap

forward by not only discerning the generic application

types but, notably, by delving into the realm of speci-

ficity. By training sophisticated machine learning mod-

els on IP flow statistics, the dataset achieves the re-

markable feat of detecting and distinguishing individual

applications with unparalleled precision, encompassing

prominent platforms like Facebook, YouTube, Insta-

gram, and an array of 75 distinct applications. This pro-

gressive endeavor elevates the dataset to a unique ech-

elon, enabling the exploration of finer nuances within

network behaviors and offering a fertile ground for ad-

vancing predictive analytics in the context of network

flow analysis.

Following a similar path in order to collect the data

for the purpose of traffic monitoring, a series of prepara-

tory steps were diligently followed. Given the need to

generate the traffic ourselves, the scope was confined

to a specific domain, wherein a curated list of Internet

pages to be visited was defined. Specifically, the decision

was made to monitor the traffic generated during the

browsing of online media sites from a pre-established

list. The sequential steps undertaken in this process are

outlined below:

– Selection of Media Sources: A comprehensive com-

pilation of written or televised media outlets, as

documented in Annex [reference to the annex], was

meticulously curated.

– URL Verification: The URLs associated with the

selected media sources were meticulously obtained

and subjected to thorough accessibility checks to

ensure their availability.

– Synchronization of Traffic Generation and Monitor-

ing: A synchronized pair of functions were metic-

ulously devised and implemented to facilitate the

simultaneous generation of traffic while monitoring

the ensuing network activity.

– Iterative Traffic Generation: The predetermined list

of media sites, as determined through the preced-

ing steps, was repeatedly browsed to generate the

desired traffic, ensuring a comprehensive dataset.

By diligently following these steps, the essential ground-

work was laid to enable the subsequent analysis and

exploration of the gathered traffic data.

4.2.3 Data Preprocessing

The collected data, as elucidated earlier, is stored in

the .pcapng format, necessitating conversion and pro-

cessing for further analysis. Initially, it is imperative to

classify the packets based on their distinct characteris-

tics and group them into separate flows. Subsequently,

the flow data must be transformed into an acceptable

format for future modeling, such as .csv.
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Flow du-
ration

Fwd pack-
ets

Bwd pack-
ets

Length of
fwd packets

Length of
bwd packets

Flow
bytes

Flow
packets

Average
packet size

1.911063 109 109 7953 0 4161.56 57.04 72.96
0.138093 7 7 957 0 6930.11 50.69 136.71
1.869037 156 156 206294 0 110374.49 83.47 1322.40
0.096231 5 5 2397 0 24908.81 51.96 479.4
0.131105 6 6 938 0 7154.57 45.76 156.33
... ... ... ... ... ... ... ...

Table 1 Example of dataset structure

The aggregated packet data contained within the

.pcapng files cannot be directly utilized in its current

form; thus, a series of preprocessing steps are under-

taken to prepare the data for subsequent analysis. The

following steps outline the data processing procedure:

1. Extraction of Visit-specific Packets: The packets per-

taining to each visit, as stored in the .pcapng for-

mat, are extracted, isolating the relevant packets

associated with individual browsing sessions.

2. Classification and Flow Collection: The packets are

classified based on their distinct characteristics and

organized into separate flows, ensuring a coherent

representation of the network communication pat-

terns.

3. Conversion to Excel Format: The extracted flows are

converted into the Excel format, enabling efficient

data manipulation and processing.

4. Tagging of Streams: Each extracted flow is meticu-

lously tagged according to the corresponding visited

page, providing context and facilitating subsequent

analysis.

5. Saving Extracted Streams: The visit data, accompa-

nied by the corresponding extracted flows, is persis-

tently stored in .csv format, ensuring compatibility

and ease of use for future analysis.

6. Merging the Dataset: A new dataset is created, en-

compassing the structured representation of visits

with their associated packet flows. This comprehen-

sive dataset incorporates all the previously extracted

Time Packet number Flow number

Day 1 2238327 3613
Day 2 2113341 1403
Day 3 2051950 1395
Day 4 1442588 1145
Day 5 624371 497
Day 6 1186974 817
Day 7 730878 491
Day 8 1031972 1711
Day 9 1856545 3542
Day 10 885234 1565
Day 11 3130620 5557

Total 17292800 21736

Table 2 Traffic data statistics

flows, ensuring a cohesive and unified data struc-

ture.

An exemplification of the final dataset structure re-

sulting from the aforementioned processing steps is de-

picted in Table 1.

The data collected, as elucidated earlier, constitutes

a closed world dataset, encompassing a restricted collec-

tion of network packets. This implies that the dataset

exclusively comprises the targeted packets exchanged

during browsing specific pages, while excluding any ex-

traneous packets. Moreover, these packets are recorded

within a defined time frame and under controlled cir-

cumstances, ensuring the dataset’s integrity and speci-

ficity.

To augment the dataset, periodic re-browsing was

conducted for all selected sites, facilitating the acqui-

sition of additional test data over a span of two weeks

subsequent to the initial data collection phase. Table

2 illustrates the number of packets and flows observed

during each day of the monitoring period, providing an

overview of the dataset’s temporal distribution.

To facilitate the implementation of a two-layer clas-

sification, where data is first classified based on its rel-

evance to the model and subsequently categorized, the

dataset has been divided and labeled accordingly. Specif-

ically, all newspaper pages associated with Albania or

Kosovo have been marked as targeted pages, deemed of

interest to the model. Conversely, the remaining pages

have been designated as random pages. This partition-

ing strategy ensures that the dataset primarily focuses

on a specific subset of pages. It should be noted that

while these sites represent a portion of the online pres-

ence within the two regions, they are the sole ones la-

beled as such within the dataset. The partitioning based

on targeting is presented numerically in Table 3, which

will be leveraged for the implementation of binary clas-

sification.

4.2.4 Hyperparameter Selection

To construct the machine learning models for our case

study, it is crucial to establish initial models to fine-tune
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Flow number
Targeted data 4699
Untargeted data 17026

Total 21725

Table 3 Separated data

the values of hyperparameters, followed by building op-

timal models that leverage the most effective combina-

tions of these hyperparameters, ensuring superior per-

formance.

Cross-validated grid search optimization serves as

a valuable technique for identifying the optimal hyper-

parameters for machine learning models. The steps in-

volved in configuring the hyperparameters of the ma-

chine learning algorithms are outlined as follows:

– Definition of Hyperparameters: The hyperparame-

ters to be fine-tuned are carefully specified.

– Data Split: The dataset is divided into training and

validation data. The training data is utilized for

training the model, while the validation data is em-

ployed for evaluating its performance.

– Grid Definition: A grid, comprising all possible com-

binations of hyperparameters to be tuned, is con-

structed.

– Cross-Validation: Cross-validation is employed to as-

sess the performance of each hyperparameter com-

bination. For every combination within the grid, a

model is trained using the training set, and its per-

formance is evaluated through cross-validation. The

average cross-validation score serves as the perfor-

mance metric for the specific hyperparameter com-

bination.

– Optimal Hyperparameters Selection: The hyperpa-

rameter combination yielding the best performance

is selected.

– Model Evaluation: The model’s performance is eval-

uated using the optimal hyperparameters on the val-

idation data. Subsequently, the model is fitted using

the optimal hyperparameters and the entire training

dataset. Finally, its performance is assessed using

the validation dataset.

By following these steps, we can effectively deter-

mine the most suitable hyperparameters for our ma-

chine learning models, leading to enhanced performance

and accuracy.

4.2.5 Model training and evaluation

In the pursuit of developing a robust predictive frame-

work for discerning the URLs associated with network

flows, a comprehensive ensemble of diverse machine learn-

ing models was harnessed. The range of these mod-

els encompassed: (i) Decision Tree (DT), (ii) Random

Forest (RF), (iii) Gradient Boosting Machine (GBM),

(iv) Adaptive Boosting (AdaB), (v) Support Vector

Machine (SVM), (vi) Naive Bayes (NB), and (vii) k-

Nearest Neighbors (KNN). Each of these models was

harnessed to traverse the intricate landscape of network

flow data, aiming to unravel patterns and relationships

that could be indicative of the pages being visited.

The utilization of these distinct models, character-

ized by their unique algorithmic underpinnings and pre-

dictive capabilities, fortified the exploration of the dataset’s

nuanced dynamics. Through a systematic process, the

data was partitioned into training and validation sub-

sets, allowing each model to undergo rigorous training

while harnessing the former, followed by meticulous

evaluation against the latter. This evaluation encom-

passed a gamut of metrics tailored to the nature of the

classification task, encompassing precision, recall, F1-

score, and accuracy. The collective outcomes of these

model evaluations provided a comprehensive panorama

of their respective performance in ascertaining the elu-

sive pages linked with network flows. By amalgamating

the discerning insights garnered from each model, this

study strides toward establishing a comprehensive and

informed foundation for the predictive analysis of net-

work traffic.

To measure a model we use machine learning model

evaluation metrics, as mentioned above. The choice of

metric depends on the problem and the model. Consid-

ering that:

TP is the number of true positive predictions,

FP is the number of false positive predictions,

TN is the number of true negative predictions,

FN is the number of false negative predictions

below are listed some of the commonly used metrics

for evaluating machine learning models with reference

to [46,47]:

Accuracy measures the percentage of correct model pre-

dictions by calculating the proportion of correctly

classified cases out of the total number of cases in a

data set. In other words, it measures how well the

model is able to correctly predict the class labels of

the input data. The accuracy can be calculated as

follows:

Accuracy =
TP + TN

TP + TN + FP + FN
(1)

Accuracy is a useful metric when the classes in the

dataset are balanced, meaning that there are ap-

proximately equal numbers of examples for each class.

Precision measures the fraction of true positive predic-

tions among all positive predictions. So it measures
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how many of the cases that the model predicted as

positive are actually positive. The precision can be

calculated as follows:

Precision =
TP

TP + FP
(2)

Precision is a useful metric when the cost of false

positive predictions is high, meaning that it is im-

portant to avoid positive predictions for negative

cases. For example, in medical diagnosis, false posi-

tive predictions can lead to unnecessary treatment,

which can be costly or even harmful to the patient.

In such cases, high precision models are preferred

over high draw models.

Recall : measures the fraction of true positive predic-

tions among all actual positive cases. Recall is a

commonly used machine learning evaluation metric

that measures the fraction of true positive predic-

tions among all positive instances in the data set.

In other words, it measures how many of the actual

positive cases in the data set are correctly identified

by the model as positive. Recall can be calculated

as follows:

Recall =
TP

TP + FN
(3)

Recall is a useful metric when the cost of false nega-

tive predictions is high, meaning that it is important

to avoid negative prediction for positive cases. For

example, in disease diagnosis, false negative predic-

tions can delay or miss the diagnosis, which can be

harmful to the patient. In such cases, high recall

models are preferred over high accuracy models.

F1 Score is the harmonic mean of precision and recall

with equal weights assigned to both metrics. It is

calculated as in the following formula:

F1 Score = 2 ∗ Precision * Recall

Precision + Recall
(4)

The F1-score is a useful metric when accuracy and

recall are important in a binary classification prob-

lem and there is no clear preference between these

two metrics. It is also useful in situations where the

distribution of classes is unbalanced and the per-

formance of the model needs to be evaluated with

respect to the positive and negative cases in the data

set.

5 Results

Upon completion of model training using optimal pa-

rameters, an assessment was conducted to evaluate the

predictive efficacy of both classification types. The re-

sultant accuracy of the models’ predictions was meticu-

lously computed. Comprehensive performance outcomes

of the model’s proficiency are presented in the subse-

quent tables. Specifically, Table 4 showcases the out-

comes derived from models trained for binary classifi-

cation, whereas Table 5 exhibits the findings of models

trained for multi-class classification. Key metrics, in-

cluding accuracy, precision, recall, and F1 rate, have

been methodically documented for each machine learn-

ing model.

Model Accuracy Precision Recall F1 Score

DT 0.8002 0.5615 0.4327 0.4888
RF 0.8354 0.7053 0.4369 0.5396
GBM 0.8363 0.7271 0.4139 0.5275
AdaB 0.7958 0.6232 0.1897 0.2909
SVM 0.7852 0.7096 0.0458 0.0861
NB 0.7675 0.1772 0.0145 0.0269
KNN 0.7926 0.5587 0.2877 0.3799

Table 4 Performance metrics values of binary classification
models

In the realm of binary classification, the pinnacle

of accuracy was reached by the Gradient Boosting Ma-

chines algorithm, boasting an impressive accuracy score

of 0.8363. Complementing this accomplishment, the model

exhibited noteworthy precision (0.7271), recall (0.4139),

and F1 score (0.5275). Following suit, the Random For-

est, Decision Tree, Adaptive Boost, and Support Vec-

tor Machines models demonstrated respectable perfor-

mance. In contrast, the Naive Bayes algorithm yielded

the least accurate results, with an accuracy of 0.7675,
precision of 0.1772, recall of 0.0145, and F1 score of

0.0269.

Shifting our focus to multi-class classification, the

Random Forest algorithm emerged triumphant, achiev-

ing a commendable accuracy rating of 0.6297. Alongside

this feat, the model showcased commendable precision

(0.6476), recall (0.6297), and F1 score (0.6316). In se-

quence, the Gradient Boosting Machines, Decision Tree,

K-Nearest Neighbors, Adaptive Boost, Naive Bayes and

Support Vector Machines models exhibited competitive

performances. Conversely, the KNN algorithm strug-

gled to deliver accurate results, attaining a meager ac-

curacy of 0.4797, precision of 0.4759, recall of 0.4797,

and F1 score of 0.4746.

The outcomes of the Adaptive Boost, Naive Bayes,

and SVM models in multi-class classifications did not

demonstrate a level of performance that could be deemed

as consequential in the context of this study. Conse-

quently, these results were not included in the result
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tables to provide a clear and focused presentation of

the most impactful findings.

In the multi-class classification domain, the Adap-

tive Boost, Naive Bayes, and SVM models failed to at-

tain the levels of accuracy and precision exhibited by

the leading models, such as the Gradient Boosting Ma-

chines and Random Forest. Their performance, while

not negligible, did not significantly contribute to the

comprehensive insights provided by the study’s primary

outcomes.

Thus, in the interest of clarity and emphasizing the

most influential model performances, the results, pre-

sented in Table 5, focuses on the more substantial out-

comes achieved by the Decision Tree, Random Forest,

Gradient Boosting Machines, and other noteworthy mod-

els. The models with comparatively less impact, namely

Adaptive Boost, Naive Bayes, and SVM, were omitted

to ensure a concise and informative presentation of the

study’s core findings.

Model Accuracy Precision Recall F1 Score

DT 0.5510 0.6239 0.5510 0.5716
RF 0.6297 0.6476 0.6297 0.6316
GBM 0.6234 0.6216 0.6234 0.6180
KNN 0.4797 0.4759 0.4797 0.4746

Table 5 Performance metrics values of multi-class classifica-
tion models

In some binary classification models it can be seen

that some metrics have shown much higher results than

others. this is directly related to the way these metrics

are calculated by referring to the Section 4.2.5. There-

fore, comparison of the results from [44] without its

associated approach is not strait forward with results

presented in Table 5, even this leads to the same best

model, with light difference in precesion and recall val-

ues. Considering the fact that the dataset used in our

case study is significantly smaller and also contains a

smaller number of features that were taken into consid-

eration during model training, it cannot be compared

directly with the work in [44].

These classifiers are not specifically designed to han-

dle imbalanced classes, it might prioritize classifying

instances into the majority class in order to maximize

overall accuracy. The classifier may be correctly classi-

fying the majority of web page flows, leading to a high

overall accuracy. This is because the classifier is per-

forming well on the dominant class, which contributes

more to the accuracy calculation. However, when it

comes to the rare class, the classifier might struggle

due to the limited number of examples and the poten-

tial complexity of the class. As a result, the classifier

may incorrectly classify some of theflow, leading to a

low precision. In other words, false positives are driv-

ing down the precision for the rare class.

6 Conclusions

The outcomes revealed within the Results section sub-

stantiate the noteworthy efficacy of the employed ma-

chine learning algorithms, particularly given the con-

text of the dataset’s modest scale, containing a mere

21,736 records. These results are indeed quite commend-

able, showcasing the models’ adeptness at distilling in-

tricate patterns from limited data.

In the domain of binary classification, the Gradi-

ent Boosting Machines algorithm demonstrated excep-

tional prowess, achieving accuracy score of 0.8363. This

feat, where the model correctly predicted the target

outcomes for approximately 83.63% of instances, is par-

ticularly impressive given the dataset’s size. The el-

evated precision (0.7271), which signifies the propor-

tion of true positive predictions among all predicted

positives, exemplifies the model’s ability to accurately

classify relevant instances. Additionally, the substantial

recall (0.4139), indicating the proportion of true posi-

tive predictions among actual positives, illustrates the

model’s capacity to capture a significant portion of per-

tinent instances. The corresponding F1 score (0.5275),

harmonizing precision and recall, further underscores

the robustness of this model’s predictive performance.

Transitioning to the realm of multi-class classifica-

tion, the Random Forest algorithm’s achievement of an

accuracy rating of 62.97% is particularly notable. In

a dataset of this size, where classes could be sparsely

represented, such an accuracy level signifies the model’s

ability to make well-informed predictions across multi-

ple categories. This is corroborated by the commend-

able precision (0.6476), recall (0.6297), and F1 score

(0.6316) achieved by the model, demonstrating its com-

petence in effectively identifying and differentiating be-

tween diverse classes, even with the inherent challenges

posed by a limited dataset.

In essence, the laudable performance of these ma-

chine learning models, despite the dataset’s relatively

modest scale, speaks volumes about their adaptability

and ability to extract meaningful insights from con-

strained data. The results underscore the potential of

these algorithms to generalize well, capturing intricate

relationships and patterns even with limited samples.

This successful endeavor not only validates the rigorous

methodology employed but also accentuates the mod-

els’ capacity to excel in scenarios where data availability

is constrained.

On the other hand, while analyzing the results, the

observed discrepancies in accuracy between the mod-
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els—Decision Tree, Random Forest, GBM, and k-Nearest

Neighbors (KNN)—versus the models Adaptive Boost,

Support Vector Machine (SVM), and Naive Bayes—can

be attributed to inherent differences in their underly-

ing algorithmic methodologies and how they handle the

complexity and nature of the network flow dataset.

The Decision Tree, Random Forest, GBM, and KNN

models are known for their intrinsic ability to capture

intricate relationships and patterns within the data.

Decision Trees can discern hierarchical decision bound-

aries, while Random Forest and GBM are adept at ag-

gregating multiple decision trees to collectively make

informed predictions. KNN, on the other hand, lever-

ages the proximity of data points to classify instances.

In the context of network flows, where features might

exhibit nonlinear and complex interdependencies, these

models excel at capturing the nuanced behavior associ-

ated with different URLs. Their adaptability to diverse

patterns enables them to effectively learn the intricate

mappings between network flow attributes and visited

URLs, resulting in comparatively higher accuracy.

Conversely, Adaptive Boost, SVM, and Naive Bayes

may exhibit lower accuracy due to their unique char-

acteristics and potential limitations in handling certain

aspects of the dataset. Adaptive Boost, while a pow-

erful ensemble technique, can struggle with noisy or

mislabeled data, potentially compromising its perfor-

mance on network flow data that could contain inher-

ent noise. SVM, despite its strength in separating com-

plex data, may face challenges when dealing with high-

dimensional feature spaces commonly found in network

flow datasets. Additionally, the kernel function choice

and parameter tuning can significantly impact SVM’s

performance. Naive Bayes, while efficient and quick, re-

lies on the assumption of feature independence, which

might not hold in the context of network flows where

attributes can exhibit intricate correlations.

In summary, the variations in accuracy between these

model categories stem from their distinctive capabili-

ties in handling the inherent complexities of network

flow data. Decision Tree, Random Forest, GBM, and

KNN models possess the versatility to capture intri-

cate patterns, making them well-suited for this task,

while Adaptive Boost, SVM, and Naive Bayes might

face challenges related to noise, feature space dimen-

sionality, and assumptions that can influence their pre-

dictive accuracy in this specific context.
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