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ABSTRACT

Quantum network research, is exploring new networking protocols, physics-based hardware and
novel experiments to demonstrate how quantum distribution will work over large distances. Current
work explores much of these concepts in simulations, that are developed to understand how quantum
networking will be set up and researchers can experiment virtually. Exposing flaws in network
designs, like unsustainable topologies, or develop protocols that efficiently utilize network resources,
simulators can also help assess whether workloads are balanced across virtual machines in the
network. However, much of these simulation models come without reliable verification methods, for
testing performance in real deployments.
In this paper, we present a review of, to the best of our knowledge, currently used toolkits for modeling
quantum networks. With these toolkits and standardized validation techniques, we can lay down the
foundations for more accurate and reliable quantum network simulators.

Topics: Quantum network, network models, simulators, verification and validation

1 Introduction

Quantum networks are the next generation of communication networks that deliver entanglement and connect distributed
quantum physics devices such as quantum computers, sensors and detectors [1, 2, 3, 4]. Instead of classical ‘bits’
(0s,1s), qubits are transmitted that can encode more information, by using the spin of the photons. Argued to be the
next internet revolution, distributed quantum networks have shown case studies to process and communicate secure and
highly accurate measurements, currently beyond the classical machines [5].

Industry quantum efforts are developing new hardware, protocols and tools that can enable quantum information
exchange. These technologies can demonstrate reliable quantum communication with high rates of fidelity and
automated error correction [6, 7, 8]. Some of these approaches use discrete and continuous variable demonstrations,
each bringing their own capabilities in the experiments [9], or transmission over fiber optical cable or free space point
to point communication. Network loss plays a huge role in guaranteeing the validity of the quantum states, current
demonstrations have only shown upto 300 km [10]. With the help of quantum repeaters, one can extend these to longer
distances such that quantum states can be refreshed or preserved [11, 12, 13].

Quantum network simulations are also being developed to help define use cases, and collect data to build reliable
devices. Several efforts such as Qunet [14], ComNetsEmu [15], or Cisco’s QnetLab are focused on developing kits
that can interface with other simulations and provide a GUI, to build topology, collect parameters and investigate new
protocols. These can demonstrate large-distance transmission using repeaters and help identify solutions to protocols
that can utilize network resources effectively. However, these simulation toolkits, still lack robust testing and verification
methods to verify the accuracy of simulated quantum networks and how these would translate in the real world hardware.
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Developing quantum networks presents significant challenges for network providers and researchers. Some exploration
in monitoring equipment and tools [16, 17, 18] are integrating quantum and optical channels, often with a transduction
layer for quantum network overlay (Figure 1). Here, transduction is applied to quantum information transmitted from
one physical system to another, where qubit frequencies are converted to optic and vice versa, utilizing the underlying
infrastructure.

Figure 1: An example of interfacing quantum over optical network layer. This includes: The DWDM (Dense Wavelength
Division Multiplexing) exists in the physical layer of classical optical networks. TDC (Time-to-Digital Converter) is
mainly used for synchronization between different nodes. EOM (Electro-Optic Modulator) manipulates the light signals
to convert the frequency of a photon while preserving its quantum information. SNSPD (Superconducting Nanowire
Single-Photon Detector) help perform measurements, Hong-Ou-Mandel (HOM) interference and RB (Rubidium) is an
alkali metal element.

In this paper, we investigate and compare quantum network simulators that are being used to develop key concepts
in quantum networking. These simulators model new technologies, use analytical models and compare physics
operations derived from established equations. Having a standardized validation method will allow consistency within
the research community. This survey focuses on reviewing existing theoretical works for simulating qubit behavior on
communication channels, discussing on what is further needed in this space.

1.1 Motivation and Contributions

The goal of this paper is to review the current quantum network simulation toolkits and understand how these are being
used. Identifying the use cases being modelled, the paper aims to identify the limitations each toolkit has. This paper
serves as an introduction to the quantum network simulation research, covering the current landscape and identifying
future needs for validating quantum network simulators.

In terms of validation, the paper aims to explore simple analytical models on how qubit models can be generated and
tested for quantum networking. The paper is organized as follows: Section 2 discusses what quantum networks are
designed for and its applications. Section 3 goes into details of example simulation platforms and their developments.
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Section 4 discusses the challenges in these platforms and how these can improved in Section 5. Finally, Section 6
concludes and presents future research directions in this area.

2 Challenges in Designing Quantum Network Simulators

The first design consideration is correctly modeling Quantum Nodes and Channels [19]. Factors such as qubit
connectivity, gate fidelity, and quantum channel characteristics [20], and scaling with the size of the quantum network
while maintaining computational efficiency are all challenges for simulators.

The second consideration is realism [21] of the behavior of quantum operations on the network. Realistic quantum
operations, such as gates, measurements, and entanglement generation, need to pay attention to the impact of noise and
errors. This means that simulators need to have capabilities for simulating quantum error correction techniques. Using
accurate quantum models to reflect the behavior of physical quantum systems, needs a tool to evaluate the performance
of error correction codes and their effectiveness in mitigating the impact of these on quantum communication.

A third consideration, there is a need to develop a comprehensive benchmarking and validation framework to assess
the performance of the simulator. This framework should include metrics for success rates, fidelity, speed, scalability,
and resource utilization in entanglement distribution and other quantum communication tasks. It should also have a
user-friendly interface, which allows users to setup, configure, and analyse quantum network simulations. It should
provide tools for visualizing network states, quantum operations, and simulation results. The interface should be able to
measure the accuracy of the simulation compared to what is expected in the real world. Existing work [22] on validation
of simulation has used simulator platforms, such as the QISKit platform developed by IBM. The interface needs to
validate the simulator against experimental data where possible. Because of a lack of available hardware, gathering
heuristics to create a theoretical representation of the network’s expected behavior will help validating results.

Finally, since work on quantum networks is continuously updating, simulators need to use a modular and extensible
architecture. This allows users to easily incorporate new features, quantum algorithms, or simulation models to adapt
the simulator to evolving research needs. Additionally, it also allows for validation tools to be incorporated into the
simulation. Therefore, any standardized validation framework should also be modular to allow for new validation
techniques to be added to the framework as they become available.

2.1 Understanding the output of a simulation

Simulations can be compared with known analytical solutions for specific quantum algorithms or network scenarios.
For modeling entanglement distribution, validation methods include comparing the success rates, fidelity, and speed of
entanglement generation with theoretical expectations and experimental data.

Another approach to validation is compare the resulting behavior of the simulation to an ideal solution. For this case,
idealized simulations, where noise and errors are minimized or absent, can be used to verify the correctness of the
implementation. Comparing results from a noise-free simulation with theoretical expectations helps ensure the accuracy
of the simulator’s fundamental quantum operations. Simulators like QuNetSim or SeQUeNCE, have assumed minimal
to no errors in their models.

2.2 Quantum-Classical Hybrid simulators

Researchers have combined classical and quantum hybrid networks to develop full quantum networks [23]. Here
a validation framework also validates classical network capabilities and their impact on quantum networks. The
interaction between classical and quantum networks includes simulating the interaction between classical and quantum
information processing. Many existing quantum workloads and applications use a mix of pure quantum algorithms and
classical programs. For example, “proper quantum” algorithms were still hybrid [24] use the Shor algorithm to model
quantum parts but used classical processing for the data.

Quantum machine learning [25, 26] uses classical machine learning enhanced or replaced by quantum algorithms [27,
28]. Hybrid approaches often involve classical pre-processing or post-processing steps alongside quantum algorithms to
address machine learning tasks such as classification, clustering, and optimization. The preprocessing and optimization
may take advantage of the cloud capabilities as an intermediate to distribute such large models developing Quantum
Cloud Computing.

For Quantum Cloud Computing [29] to have the needed resources, quantum processors can be integrated into cloud
computing environments. Researchers have explored how classical and quantum resources can be orchestrated to
perform computations efficiently, taking advantage of the strengths of both. Companies such as IBM [30], Microsoft [31],
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QN Testbeds being Developed
Testbed names Authors
EPB Quantum Network (deployed and in
operation)

EPB Chattanooga, Tennessee

Oak Ridge Quantum Network Testbed Oak Ridge National Lab, Tennessee
Center for Quantum Networks (CQN) Tuscon, Arizona
Boston- Area Quantum Network (BAR-
QNET)

MIT, Harvard, et al.

MIT quantum Network testbed Boston
Chicago Quantum Exchange (CQE) Chicago, Illinois
Quantum Application Network testbed for
Novel Entanglement Technology (QUANT-
NET)

Lawrence Berkeley National Laboratory, Berkeley, Cali-
fornia

AFRL Quantum Network Rome, Italy
NYSQIT Stony Brook , BNL, et al
NICT Quantum Network National Institute of Information and Communications

Technology
QuDIT Lawrence Livermore National Laboratory
DC-Qnet Washington DC
Los Alamos Quantum Network Los Alamos National Laboratory

Table 1: List of quantum testbeds being developed across the world, to name a few.

and Google [32] have started offering cloud services that include access to quantum processors. These services allow
users to run quantum algorithms and experiments on real quantum hardware through cloud platforms [33]. The
concept of hybrid quantum-classical cloud computing involves combining classical computing resources with quantum
processing units. This approach is particularly useful for solving complex problems that leverage both classical and
quantum algorithms.

3 Overview of Quantum Networking

Quantum networking is the infrastructure connecting one or more quantum physics devices such as for distributed
quantum computing, sensors or setting up an entangled quantum network. As a means to advance science, quantum
networking applications are exploring how to connect multiple observatories for super-resolution images of distant
planets [34, 7], or even link high-powered microscopes for unprecedented views of the micro-organisms [35], to help
find more key insights in the problems being explored.

By utilizing quantum entanglement distribution, quantum networks are being used to develop secure communication
channels for governments, banks, and more, with applications of Quantum Key Distributions (QKDs) [36, 37, 38].
Qubits have two properties that enable these advances superposition and entanglement, that allows them to encode and
carry information among two entangled qubits. However, qubits can be fragile and can loose their quantum states if
there is loss or background noise. Various techniques can measure performance and stability of quantum networks such
as state tomography [39], used to monitor the state of all qubits in a network, but is resource-intensive and becomes
impractical for larger networks, or process tomography [40], which involves quantum operation in its fidelity and
errors. Researchers have also developed the Bell state monitoring [41, 42] method, that utilizes entangled Bell states,
where changes in correlations between entangled qubits reveal network errors. This is less resource-intensive than full
tomography but offers limited information.

Other developments in quantum repeaters and controllers are being used to amplify weaker signals, increase longer
distances or perform qubit operations like rotations, measurements, and entanglement creation.

Table 1 shows some examples of existing quantum network testbed developments. Testbeds offer a real-world platform
for experimenting with actual hardware and protocols.

3.1 Application of Quantum Networks

Some quantum applications, as seen in Table 2, include Quantum Key Distribution (QKD), sensing or quantum
routing. Examples include QKD implementation in NS3 network simulator [43], clock synchronization accuracy [44]
like GPS [45] and financial trading [46], or measuring magnetic fields or temperature over large distances with high
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QN Applications over the last 5 years
Application Description
Quantum Key Distribution Photons used to securely share encryption keys
Quantum sensing Measure magnetic fields over large distances with high

precision for example [18]
Secure Cloud Computing Secure access to quantum computers in the cloud
Distributed Quantum Computation Distributed quantum processing across geographically dis-

tributed quantum computers

Table 2: High level examples of Quantum Applications.

Quantum Network simulators comparison
Simulators name year Small topology Large topology Focus
Squanch [57] 2018 X GPU Acceleration + Quan-

tum information processing
SeQUeNCe [58, 59] 2019 X X Open-Source + User-

Friendly Interface
ComNetsEmu [15] 2020 X In-network Artificial Intelli-

gence + hybrid quantum net-
work

QuNetSim [14] 2021 X Scalability + Performance
NetSquid [60] 2021 X X High-Performance Comput-

ing Integration
QDNS [61] 2021 X Python based + Reusable net-

work protocols
QuISP [62] 2022 X X Error Correction + Fault Tol-

erance
SimQN [63] 2023 X User-Defined Noise Models
Cisco Qnetlab [64] 2024 X X Simulations in the cloud

Table 3: Simulation toolkits for Quantum Networks (More details can be seen in Figure 2).

precision [47, 48], or quantum-enhanced MRI [49]. Quantum is also being explored for secure Cloud Computing [50, 51]
applications to benefit fields like materials science and drug discovery [52, 53].

4 Overview of Quantum Networks simulators

Omnet++ [54], NetSim [55], and NS-3 [56] are well known network discrete-event simulators. These are a series of
discrete event modeling toolkits used to simulate traffic flow, customer interactions in a call center, or packet flow in a
network. The advantages of these are easier to implement and computationally efficient for large systems. However,
these techniques are limited to discrete changes and may not capture continuous behavior accurately.

On the other hand, mathematics-driven simulators or Equation-Based Modeling (EBM) use mathematical equations to
represent system dynamics. The advantages of such a simulation approach is that it allows for accurate representation
of continuous processes and is flexible, but can be complex to build. For instance, capturing all the possible states
and transitions of qubits in the network can be cumbersome and resource intensive. Hamiltonian-based models are
another model that describes the energy structure of the network, good for understanding energy transfer, entanglement
generation, and other quantum phenomena in the network. Most quantum simulators have been listed in Table 3.

4.1 QuISP

QuISP [62] is a quantum network simulator that uses the OMNET++ [54] framework as the base. OMNET++ is a C++
component-based framework used for building network simulators. In 2023, OMNET++ added several models to help
users simulate more types of network and routing protocols such as routing protocol for low power and lossy networks.
This uses Monte-Carlo simulation and supports error channels including Pauli channels and excitation/relaxation
channels. Here, the evolution of the qubit is modeled as a Markov process, encoding flying qubits onto single photons
to handle communication between nodes.
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Figure 2: Quantum network simulator flowchart.

This simulator enables users to experiment with different configurations under realistic and noisy conditions. As
such, users can experiment with thousands of qubits in hundreds of nodes, enables more topology types and measure
performance and behavior of the network. However, the simulation needs to be repeated to gain accurate information
on the real state of the qubit and its fidelity. The full-density matrix simulation is not viable for 2G and 3G types of
networks. QuISP tackles this issue by assuming that the desired quantum state is known, which is not always the case.

4.2 SeQUeNCe

SeQUeNCe [58, 59] is a module-based simulator used to simulate new and upcoming quantum technologies. This
simulator focuses more on customizability by having five distinct modules that users use to simulate hardware models,
entanglement management protocols, resource management, network management, and applications. This structure is
similar to the one used by NS3, a network simulator that is frequently used in research for communication networks.

The benefit of this simulator is that we can explore hybrid classical and quantum networks. They can simulate classical
channels using quantum network protocols. They also offer the ability to use classical control software to enable rapid
experimental progress.

However, the drawback of the simulator is that it assumes there is no loss and perfect reliability for the classical channel
always exists. This means that the behavior is uncertain if the network ends up saturated or if there are any failures on
the network. Additionally, they assume that the host node is the initiator of any request sent in the application module.
Essentially this means that having responses sent back to the initiator of a request may need to have some modifications
to be done in the application module of the simulator.

4.3 QuNetSim

QuNetSim [14] is a Python-based simulator focused on developing an easy-to-use interface for simulating quantum
networks at the network layer. This simulator can also be used to simulate new and existing link layer protocols.

The first benefit of QuNetSim is the ease of use of its interface. It comes with a pre-existing toolbox of quantum
protocols that can be implemented in a few lines. This allows for anyone to start learning about quantum protocols and
building their own. The second benefit is that it simulates real-time, unlike other simulators. This makes it well-suited
to control laboratory hardware.

The drawback of this simulator is similar to the previous two simulators where it assumes links and the physical layer
deliver error-free bit and qubit transmission capabilities, which is not the case especially as traffic grows between two
points the network should start experiencing more loss and interference.
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4.3.1 Use of Quantum Network simulator as part of Hybrid Network simulator (ComNetsEmu)

ComNetsEmu [15] is a network simulator that is compatible with the QuNetSim simulator. The ComNetsEmu has been
built to support in-network Artificial Intelligence (AI). In recent years, an instance of the quantum network simulator
QuNetSim has been merged into the link layer of the classical network emulator ComNetsEmu to create an initial
hybrid network simulator [23]. The resulting simulator was used as a way to describe the structure of the full stack of a
hybrid quantum-classical network.

4.4 Netsquid

Netsquid [60] is a discrete-event-based platform for simulating all aspects of quantum networks. It is widely used
across the research community, especially for research in quantum networking and applications. It offers a realistic
platform that enables users to collect realistic data on how well their project runs on a quantum network.

This simulator allows for using large amounts of threads that reduce the runtime linearly with the number of processing
cores available. The authors assume that there is sufficient memory available and reiterate that there is a need for a
tightly integrated classical control plane with the quantum network. Compared to other simulators, NetSquid also
models noise measured during data transfer in the network.

4.5 SimQN

SimQN is a discrete-event-based network simulation platform for quantum networks. It is designed to be a functional
and easy-to-use tool similar to NS3 for classical networks. It provides researchers with a platform to experiment and
simulate quantum networks without needing expensive hardware or waiting for new technology to become available. It
aims to address the lack of validation methods for existing quantum network simulations. As explained by Chen et
al. [63], SimQN provides an average of 8.02 times performance improvement over NetSquid. Another benefit of this
simulator is that it provides a modular design that allows for easy customization and extension. This is a benefit since
quantum is an evolving field that consistently has new hardware and protocols being developed. As such SimQN
enables rapid prototyping and testing of new quantum network protocols and is publicly available [65].

4.6 QDNS

QDNS [61], Quantum Dynamic Network Simulator, is a theoretical framework for simulating the behavior of qubits.
Similar to SimQN, QDNS is publically available on [66]. It is a Python-based simulator which makes it user-friendly
but reduces the resulting performance of the simulator compared to other simulators. It also provides reusable network
protocols and utilities which reduces development time and effort for researchers.

4.7 Cisco’s Qnetlab

This is a software development kit created by Cisco Research [64] to simplify the design and execution of simulations
for quantum networks. It provides a platform for building and running simulations in the cloud, as well as a protocol
builder for designing quantum network protocols.

4.8 Squanch

Squanch stands for Simulator for Quantum Networks and CHannels [57]. This is an open-source Python library for
simulating quantum networks, focusing on providing tools for developers to design and run simulations, not on building
actual quantum networks.

Squanch is specifically designed for simulating distributed quantum information processing, making it particularly
efficient for modeling complex quantum networks that involve multiple nodes and communication channels. By
running simulations with different parameters, researchers can fine-tune existing protocols to improve their performance
and reliability. Additionally, Squanch can be used to explore the potential of novel network designs and assess their
feasibility before committing resources to building them in hardware. Finally, the library leverages the power of multiple
processors to run simulations faster, especially for large-scale networks.

Unlike real-world quantum systems, Squanch simulations are based on models and approximations. These models might
not capture all the complexities of real-world systems, leading to potential inaccuracies in the simulation results. This is
especially true for simulating large-scale networks or complex noise models. While simulations can provide valuable
insights, there’s still a gap between simulated behavior and the actual performance of quantum hardware. Factors like
hardware limitations, control errors, and decoherence can significantly affect the practical implementation of protocols
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designed based solely on simulations. Finally, although Squanch utilizes parallelization, simulating extremely large or
intricate networks can still become computationally expensive and time-consuming. This can limit its applicability for
studying certain types of large-scale quantum systems.

5 Background and Discussions

Building and experimenting with quantum networks can be expensive and time-consuming. Simulations allow
researchers to test and refine their designs virtually, exploring different architectures, protocols, and parameters to
optimize network performance before committing to physical implementations, crucial for developing robust and
reliable quantum communication and computing systems.

5.1 Model Quantum Devices

Quantum devices are devices that exploit the principles of quantum mechanics to perform computations. Examples
include superconducting qubits [67, 68], trapped ion qubits [69], and photonic qubits [70, 71, 72] used in quantum
computers. Superconducting qubits are used in superconducting circuits cooled to near absolute zero to encode quantum
information. Trapped ion qubits are used individual ions held in place by electromagnetic fields to represent quantum
information. Photonic Qubits use photons (particles of light) to encode quantum information.

5.2 Model Quantum Protocols

There are various techniques to model quantum protocols including Stochastic Simulation [73, 74, 75] and Tensor
Network Methods [76, 77]. Stochastic simulation employs a random sampling approach to simulate the evolution of the
quantum state during a protocol. This technique is efficient for analyzing protocols with limited resources. However, it
can be statistically noisy such that this approach might not capture the full complexity of the system. Another commonly
used approach is the Tensor Network Method, which is a technique that represents the quantum state by decomposing it
into a network of tensors. This approach offers an efficient way to model systems with entangled qubits, especially for
specific types of entanglement structures. These techniques can become computationally expensive for more general
scenarios.

5.3 Model Quantum Repeaters

When developing repeaters, it is important to understand that the type of links used would impact the qubit generation
technique used by the network. Researchers also need to understand when the resource allocation policy should be
triggered and what factors seem to be crucial in the development of a quantum network.

First, the placement of repeaters has a direct impact on the loss, similar to the placement of the GnB nodes (relay
antennas) in a wireless or 5G network. If the relay antennas are too far apart, then the signal may suffer from more
interference since it needs to travel farther. In quantum networks, information degrades over distance due to decoherence.
This means that the distance between repeaters should be less than the decoherence length of the chosen channel (fiber
optic cable, free space, etc).

Additionally, not all repeaters are built the same way. The quantum memory type and lifetime vary between repeater
technologies. This means that some repeaters can transmit signals across a wider distance than others. The entanglement
generation and manipulation capabilities and the maintenance also vary between different repeater technologies. A
network architect needs to understand the capabilities of each type of repeater used in the network before determining
where to place them. This is where simulators can become useful since they give the user the ability to quickly try
different repeater technologies. They can then quantify each topology and select the best one for the network’s purpose.

One approach to model repeaters is using a Heuristic or Analytical model. These algorithms use simplifying assumptions
to quickly find possible repeater placements that can satisfy minimum requirements like connectivity and cost. One
can expand on this to incorporate detailed channel characteristics, technology specifications, and network topology
constraints to optimize placement for factors like fidelity, throughput, and cost. However, while those models can be
easy to implement, they struggle when modeling complex systems. To tackle these issues there are simulation tools in
which quantum repeater networks can be simulated to evaluate different placement scenarios and their performance
under various conditions.
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5.4 Complexity of Modeling Quantum Networks

Simulating entire quantum networks at the lower levels of individual qubits quickly becomes computationally intractable
as the network grows [78]. Abstraction levels allow researchers to focus on the essential features of the network for a
specific task [79]. Additionally, abstraction levels provide a framework for designing and developing quantum protocols
and algorithms without worrying about the intricate workings of the underlying physical qubits.

For example, modelling a long-distance quantum network can reveal the error rate (complexity [80, 81]) increases
rapidly with distance. Adding a sophisticated error correction protocol or exploring alternative network architectures
with built-in redundancy for enhanced resilience can help develop better models. Complexity models can be used to
simulate how errors propagate through the network and assess the effectiveness of different error correction protocols.
The resulting complexity analysis helps design more robust networks with improved fidelity (accuracy) in transmitting
quantum information.

Compuational Resources Needed. Simulating the dynamic behavior of quantum networks, where nodes can be added
or removed, and connections can change over time, is also of interest. This includes nodes that become unresponsive
because of some fault, allowing quantum network simulators to become more realistic. Understanding how the
performance of the network topology changes when a node is unavailable can help researchers understand how their
protocol and network topology work in the real world.

Optimizing the use of quantum resources, such as entanglement generation and distribution, is also a key challenge.
At the core of quantum networks, entanglement generation and distribution are used to transmit data from one node
to another. Depending on the interaction between qubits and the outside world the resulting qubit value by a node
may change and understanding how that change happens would lead simulators to become more realistic tools for
researchers.

Benchmarking Simulations. These include entanglement generation success rates [82, 83], fidelity of entanglement [84,
85], entanglement distribution speed [86], or scalability (ex: running millions of agents at the same time with massive
data at HPC speed). Other metrics involve the need to integrate with MPI to run on HPC system to increase parallelism
and avoid bottlenecks. With these available benchmarks, there is a need to create a tool that can give an overall view of
the performance of their network topology and protocols.

Often, benchmarks have focused on measuring fidelity and the resource usage. Fidelity is a measure of how well the
generated entangled states match the ideal entangled states and the benchmarks assess the fidelity of entanglement
distribution, and the quality of the generated entangled pairs. Additionally, evaluating the time required to establish
entanglement between nodes also helps assess the efficiency of entanglement generation processes.

6 Other Approaches to Qubit Behavior Simulation

There are several methods used to simulate qubits such as Stochastic Wavefunction [87], Tensor Network [88], and
Monte-Carlo [89]. Stochastic wavefunction methods, like the Quantum Trajectory Approach, involve random sampling
of quantum trajectories to approximate the evolution of a quantum system. These methods can be more computationally
efficient than exact simulations for certain scenarios. Tensor network methods, including the Matrix Product State [90]
(MPS) and the Tensor Network State [91] (TNS) representations, are used for simulating the state of a quantum system.
These methods offer a more efficient representation of quantum states, especially for systems with entanglement. And,
Monte-Carlo methods are employed in quantum Monte-Carlo simulations to estimate physical quantities related to
quantum systems. Variational Monte-Carlo and Diffusion Monte-Carlo are examples of techniques used for qubit
simulations. Since currently there is still development happening on different generation methods for qubits, quantum
network simulators should at least offer all three approaches so that researchers can explore the effect of all three
methods on their new protocol.

6.1 Understanding Qubit behavior

In this section, we focus on developing an analytical model that can be used to model the evolution of the density matrix
of a quantum system, such as a qubit, going through a quantum communication channel. We start with qubit transmission
since it is the base usage of networks and qubits are quantum systems that carry the quantum information from one
node to another in a quantum network. A single qubit state can be expressed by using the Dirac notation [92, 93]. An
example representation of a qubit is represented in Equation 1.

|Ψ⟩ = α |0⟩+ β |1⟩ (1)
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Researchers have used the the Bloch equation [94, 95, 96], as described in Equation 2, to model qubit behavior. This
equation describes the evolution of the Bloch vector, which is a three-dimensional vector that represents the state of a
qubit. It uses differential equations that takes into account the Hamiltonian of the qubit system, which is the operator
that describes the energy of the system, which includes 2 or more qubits. It can also be used to describe other aspects
linked to qubit behaviors such as precession and relaxation. Precession is the rotation of the qubit state around the
Bloch sphere at a frequency that is proportional to the qubit transition frequencies. Relaxation is the decay of the qubit
state to its equilibrium value over time due to interactions with the environment.

dMx/dt = ωyMy − ωzMz

dMy/dt = −ωxMx+ ωzMz

dMz/dt = −ωxMx− ωyMy − (Mz −M0)/T1

(2)

Mx,My, and Mz are the components of the Bloch vector on the Bloch sphere. ωx, ωy, and ωz are the frequencies
of the qubit transitions in the x, y, and z directions, respectively. M0 is the equilibrium magnetization, which is
typically zero for qubits. T1 is the longitudinal relaxation time constant, which is the time it takes for the longitudinal
magnetization to relax back to its equilibrium value after it has been perturbed.

Overall, Bloch equations have been used to model qubit behaviors on quantum communication channels [97, 98, 99].
However, they are not a fully accurate representation of qubit dynamics [100, 101]. This is due to their classical
nature, limited scope to two-level systems [102, 103], and lack of consideration for other quantum aspects such as
decoherence [104]. For more accurate modeling, more sophisticated techniques such as the master equation are typically
used. Therefore, the master equation can be used to determine the evolution of the density matrix of a quantum system.

The master equation for a qubit in a quantum communication channel is given by Equation 3, where ρ is the density
matrix of the qubit, L is the Hamiltonian of the qubit system, Γ is the decoherence rate, and ρeq is the equilibrium
density matrix of the qubit. By using this equation, we can directly model the impact of different types of channel
parameters on the resulting density matrix of the qubit. Γ and L can be used to experiment with different rates of noise
on a quantum system.

dρ/dt = −iLρ− Γ(ρ− ρeq) (3)

The decoherence rate value Γ depends on the type of noise that the qubit is subject to and the properties of the
environment. The decoherence rate can be calculated from the longitudinal relaxation time constant (T1) and the
transverse relaxation time constant (T2), as described by Equation 4. By looking at this equation and the Bloch equation
we can see that the Bloch equation is missing the decoherence value when calculating the updated state of the qubit.

Γ = 1/(2 ∗ T1) + 1/(T2 ∗ π) (4)

The Hamiltonian is written as a formula showing the interaction between the energy of 2 qubits described as L =
L0 + Lint. L0 is the free Hamiltonian, which describes the energy of the qubits in the absence of any interactions. On
the other hand, Lint is the interaction Hamiltonian, which describes the energy of the interactions between the qubits.
Both L0 and Lint are described in Equation 5.

L0 = (1/2) ∗∆ω ∗ σz

Lint = J ∗ σiσj
(5)

In the equation, the variables include different components of qubits. ∆ω is the qubit transition frequency. σz is the
Pauli Z operator [105, 106]. J is the coupling constant between the qubits [107, 108]. There exist multiple models that
can be used to determine the J coupling value, such as Ising Model or XY Model. It depends on the type of interaction
that is being modeled. For example, the XY model seems to depend heavily on the temperature of the system while
the Ising model the intrinsic dimension is independent of the real-space topology [109]. Therefore, an interface that
uses the equation set needs to have the ability to swap the coupling constant depending on the need of the user and
the experiment. Finally, σi and σj are the Pauli operators for the ith and jth qubits, respectively. The Pauli operators
are three operators: the X, Y and Z operators. The Pauli operators [110] are denoted using the formulas described in
equation 6. Because, even the smallest components of these equations can be written as vector math, using the existing
literature, we can build a model that can be used by other researchers to validate new development in quantum network
simulators.
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X = |0 >< 1|+ |1 >< 0| =
[
0 1
1 0

]
Y = −i|0 >< 1|+ i|1 >< 0| =

[
0 −i
i 0

]
Z = |0 >< 0| − |1 >< 1| =

[
1 0
0 −1

] (6)

Now that the behavior of a qubit is shown using vector math, it is important to acknowledge that such an approach
does not scale well. The number of variables and equations involved in analytical models grows exponentially with the
number of qubits or network components. This can quickly render them impractical for simulating realistic quantum
networks. This means that validating a simulation of a full network may need other validation techniques such as using
Monte-Carlo simulations, which enable us to run the simulation repeatedly under different conditions. Because of the
scaling problem, translating analytical models into efficient and accurate simulation code can also be a complex task,
which can lead to the potential introduction of errors or numerical instabilities.

Additionally, assumptions taken by the developers of the analytical models play a crucial part in the outcome of the
validation. Verifying these assumptions in real-world quantum networks can be challenging, leading to uncertainties
in the model’s accuracy. Additionally, analytical models often make simplifying assumptions, such as perfect qubits,
noiseless operations, and ideal channels. These assumptions may not accurately reflect the behavior of real-world
quantum networks, which are inherently susceptible to noise, imperfections, and environmental influences. As a result,
analytical models may fail to capture the full complexity and nuances of physical quantum systems, potentially leading
to inaccurate or misleading simulation results.

6.2 Analytical Benchmarking

Dealing with multiple dimensional vector data, a first approach for validation is Euclidean distance [111]. This metric
lets users visualize how closely the simulated qubit density matrix matches the expected one. A small distance indicates
that the simulated channel behaves as expected in a real quantum network running the same workload.

However, for a deeper understanding of the discrepancies between the two density matrices, the Earth Mover’s algorithm,
can be used for comparing 2D data, needed to transform one distribution into the other. By combining Euclidean
distance and the Earth Mover’s value, users can gain a comprehensive picture of how well the simulation replicates
reality. A small distance and a low ‘dirt’ value would strongly validate the resulting qubit value.

Besides Euclidean distance and Earth Mover’s distance, there are several other comparison metrics for 3D vector data.
These comparison metrics include distance-based metrics, distribution-based metrics, and directional metrics. We
want to use a combination of all three types of metrics to validate the simulated qubit behavior. Similar to Euclidean,
the Manhattan distance allows distance metric calculated over the sum of absolute differences instead of squares,
emphasizing outliers. Outliers are important to identifying any isolated discrepancies in the simulated results. Using the
Root Mean Square Distance between the simulated qubit density metric and the theoretical density metric, it records the
impact of larger errors.

Another benchmark is to understand how the simulation modeled the distribution of the density matrix. The Kullback-
Leibler divergence [112] (KL divergence) measures how much information is lost when describing one distribution
with another. Jensen-Shannon divergence [113], is another distribution-based metric, similar to KL divergence but
symmetric based, useful for comparing two distributions simultaneously. This metric allows users to evaluate how well
the simulation models the interactions between 2 qubits. Also one can combine the result of Jensen-Shannon divergence
with Bhattacharya distance [114, 115] to see how much overlap the simulated matrix has with the resulting theoretical
matrix. The Bhattacharya distance measures the overlap between two probability distributions.

Finally, comparing the direction of both the simulated density matrix and the resulting density matrix one can compare
the angle between both vectors. This measures the rotation needed to align one vector with the other. The ‘size’ of the
rotation needs to align one set of vectors with the other, we can use the Rotation Matrix Frobenius norm.

7 Conclusion and Future Directions of Research

This survey identifies a need for a standardized platform to validate existing quantum simulators. By using existing
theoretical work for a validation interface, one can generate values of the density matrix that would be expected
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depending on certain network conditions. Developing a user-friendly interface that can be used by the research
community, can help users validate the result of simulators.

Further, this can also be used to study the interaction between classical and quantum networks. Because qubits carry
data in quantum networks it is important to understand how the interactions impact the qubit values. The validation
interface should evolve to include the validation techniques for the behavior of hybrid networks expected in the real
world.

We also discussed using analytical models such as modeling a qubit behavior, quantum bnchmarking, or classical
shadow optimization to verify quantum network simulators. For quantum benchmarking, we propose to build a library of
benchmarking workloads and protocols that can be used to probe the capabilities and limitations of quantum devices and
simulators. These benchmarks, like Bell state preparation and tomography, provide a reference point for evaluating the
accuracy and fidelity of simulations. For the case of classical shadow optimization, we can use a classical optimization
algorithm that mimics the behavior of a quantum algorithm. This algorithm can then provide a classical approximation
of the quantum simulation results. Comparing the two sets of results can highlight potential errors or limitations in the
simulator.

Further explorations of formal verification testing and code review can be performed, with sensitivity analysis, to
include noise injection and statistical analysis to understand how the simulation is performing. Simulating the effects of
different types of noise, such as decoherence and state preparation errors, is crucial for assessing the robustness and
accuracy of quantum network simulations. It can help researchers identify sensitive areas and potential sources of error
in the simulation. Additionally, performing a parameter sweep by systematically varying key parameters of the quantum
network, such as coupling strengths or interaction times, allows researchers to study the behavior of the simulated
system across a wider range of conditions. This can reveal unexpected dependencies or edge cases that require further
validation.

Finally, using existing validation techniques such as Monte-Carlo simulations can help reveal inconsistencies in the
outcome of the simulation. Running the simulation multiple times with different initial conditions or random noise
variations helps to quantify the statistical uncertainty and variability of the results. This provides a more complete
picture of the simulated system’s behavior and avoids concluding single realizations. Additionally, statistical tests can
be used to formally compare the simulated outcomes with a particular hypothesis or reference data. This allows for a
rigorous assessment of the validity and significance of the simulation results.
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