
 

 

 
Abstract 

In the contemporary digital era, protection of 
personal information has become a paramount issue. 
The exponential growth of the media industry has 
heightened concerns regarding the anonymization of 
individuals captured in video footage. Traditional 
methods, such as blurring or pixelation, are commonly 
employed, while recent advancements have introduced 
generative adversarial networks (GANs) to redraw faces 
in videos. In this study, we propose a novel approach 
that employs a significantly smaller model to achieve 
real-time full-body anonymization of individuals in 
videos. Unlike conventional techniques that often fail to 
effectively remove personal identification information 
such as skin color, clothing, accessories, and body shape 
while our method successfully eradicates all such details. 
Furthermore, by leveraging pose estimation algorithms, 
our approach accurately represents information 
regarding individuals' positions, movements, and 
postures. This algorithm can be seamlessly integrated 
into CCTV or IP camera systems installed in various 
industrial settings, functioning in real-time and thus 
facilitating the widespread adoption of full-body 
anonymization technology. 
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1. Introduction 

1.1. Background 
In modern society, the protection of personal 

information is becoming an increasingly critical issue 
[1]. With the explosive growth of video content, the need 
for technologies that safeguard personal identities has 
been emphasized. Videos captured in public places, 
schools, workplaces, and other settings often expose 
individuals' faces or bodies, which can lead to privacy 

violations. To address this issue, there is a need for 
anonymization technologies that can remove individuals 
from videos. 

1.2. Problem Statement 
Recent approaches tire to recognize and regenerate new 

face with generative AI models for anonymization [2-6] 
and traditional technologies primarily rely on blurring or 
pixelating faces [8]. However, these methods can degrade 
the overall quality of the video and may not effectively 
protect personal information in certain situations. For 
example, elements such as clothing, skin color, body shape, 
gender, and hairstyle can still provide clues to identify 
individuals. Therefore, a more sophisticated and effective 
anonymization method is necessary. 
 

1.3. Motivation and Contributions 
In this study, we propose a method that removes 

individuals from video frames and then superimposes 
the estimated skeletal structure using a pose estimation 
algorithm, specifically BlazePose. This method offers 
the following advantages:  

 
1.3.1.  Removal of Personal Identification 
By removing not only faces but entire bodies, the 

possibility of personal identification is minimized. This 
approach effectively eliminates elements such as 
clothing, skin color, body shape, gender, and hairstyle to 
enhance anonymity. 

 
1.3.2.  Minimization of Video Distortion 
Unlike methods that add blurring or mosaic effects, 

our approach avoids adding any such artifacts. 
Additionally, because we do not use an end-to-end 
autoencoder-like model that processes entire video 
frames, the distortion of the original video is minimized. 

 
1.3.3.  Provision of Anonymized Videos 
Our method retains important information about the 

presence of individuals, their locations, sizes, poses, and 
movements within the video. The pose estimation 
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algorithm provides key point locations of the human 
body, allowing viewers to understand what actions the 
individuals are performing. This capability is useful not 
only for monitoring user behavior but also for detecting 
emergency situations, such as falls or other incidents 
where individuals are unable to get up. In such 
emergencies, the system can be configured to send the 
original video, with user consent, to provide appropriate 
assistance. 

 
1.3.4.  Smaller Computational Complexity 
Previous methods often require extracting human 

masks using semantic segmentation, removing these 
regions, and then filling the extracted areas using 
generative AI, which demands substantial 
computational resources. Real-time operation would 
necessitate supercomputers, and using APIs for 
generative models like DALL-E would introduce 
response latency and additional API call costs. Instead 
of using generative AI, we introduce a minimized 
version of human removal algorithms that rely on non-
machine learning-based video processing techniques.  

This allows real-time video processing without the 
need for supercomputers, achieving low-cost real-time 
anonymization. The reduced computational 
requirements also enable the method to be deployed on 
embedded IoT systems, expanding its applicability to 
various real-world scenarios. 

This study introduces a novel methodology that 
combines Mask R-CNN and BlazePose. Through 
various experiments, we validate the efficiency and 
effectiveness of the proposed method, demonstrating its 
potential for real-time anonymization and its 
applicability in embedded systems. These contributions 
aim to advance the field of video anonymization 
technologies significantly. 

 
 

2. Related Works 

2.1. Human Anonymization 
Human anonymization refers to the process of 

protecting individual identities from data. Particularly 
in the field of computer vision processing, algorithms 
are researched to remove personal information of 
individuals captured in videos. Common approaches 
include editing facial images or synthesizing new faces 
over the original ones. The primary techniques 
involved in human anonymization include face 
detection and regeneration. 

 
2.1.1.  Face Detection 
Face detection is a technology that identifies human 

faces in videos or images. Various object detection 
algorithms can be applied, and recently, techniques 
utilizing YOLO [9] and its variant models have been 
widely published [10-19]. This process uses machine 
learning models or deep learning algorithms to locate 
and determine the size of faces.  

Many state-of-the-art human anonymization 
techniques use object detection algorithms to detect the 
location and size of human faces in a scene as the first 
step [2, 3, 5, 7]. 

 
2.1.2.  Face Regeneration 
In the past, anonymization was performed by 

cropping the detected face regions from the scene and 
then applying blurring or mosaic effects [2].  

However, after the publication of Generative 
Adversarial Networks (GANs) in 2014 [20], the trend 
over the past decade has shifted towards using 
generative AI to create new face images that obscure the 
original faces beyond recognition. Most research utilizes 
GANs [2-7], while some researchers have introduced 
techniques applying Diffusion Models [21]. As it has 
been shown that adversarial training can contribute not 

 
Figure 1. Full Body Anonymization Strategy 



 

 

only to the generation of fake images but also to 
enhancing the quality of general image processing [22-
23], variants of GANs are preferred by many researchers 
because they can generate high-quality fake face images 
while preserving additional information such as facial 
angles and expressions [3]. 

 
2.1.3.  Full body anonymization 
In 2023, Hukkelås, H., et al. has introduced 

DeepPrivacy V2 [24] for full body anonymization. Their 
model first takes an image as input and segments the full 
bodies of the main individuals to be anonymized. It then 
attempts full body generation using a continuous surface 
embedding (CSE) model-guided generator [25], and if 
the CSE fails in body detection, an unconditional full 
body generator is employed for body generation. Finally, 
a face generator is used to alter the faces of the remaining 
individuals. While this technique effectively regenerates 
face shapes and clothing, it is incapable of modifying 
poses or body shapes. 

 

2.2. Removal of Human Body form Scene 
Our method operates by erasing the entire human 

body image from the scene and then generating a 
skeleton image. The task of removing human images in 
a video can be implemented using various object 
removal techniques. While removing static objects such 
as trees or buildings in videos can be achieved through 
local similarity analysis [26], many researchers use 
generative AI to redraw the background in areas where 
humans have been removed. 

 
2.2.1.  Recognition of Human Body 
To remove human bodies from a video and seamlessly 

reconstruct the background in the erased areas, the first 
step is to identify the pixels occupied by the human 
bodies in the original scene. This can be easily achieved 
using semantic segmentation or object detection 
algorithms. Semantic segmentation typically involves an 
autoencoder-like model that compresses and then 
decompresses the image, performing pixelwise 
classification during this process [27-30]. On the other 
hand, object detection generally uses classification on 
larger-scale patches to achieve this goal [31-33]. 

 
2.2.2.  Background Regeneration 
By identifying human regions in videos and using a 

generative model to seamlessly erase these parts and 
generate new images, it is possible to remove human 
bodies. M. Granados et al. introduced an algorithm that 
defines an energy function for moving objects and 
processes pixels to remove individuals [34]. This 
algorithm generates new images by taking the original 

scene and a segmentation mask as inputs. Similarly, the 
algorithm by Qiwen Fu et al. [35] operates by predicting 
the bounding box of the individual to be removed using 
object detection, and then inputting the masked area 
within this box into a GAN to generate a new image. 

Unlike the other techniques introduced in this section, 
our algorithm leverages semantic segmentation but does 
not employ generative AI models. The limitations of 
existing generative models in terms of performance are 
evident, and their high computational requirements 
make them unsuitable for real-time video processing. 

 

2.3. Human Pose Estimation 
Human pose estimation is a technique used to predict 

the positions and states of various body parts of humans 
captured in videos. It typically involves recognizing 
keypoints of different body parts and analyzing the 
positions and distances of these points. Commonly used 
keypoints include major joints such as knees, elbows, 
and shoulders. When facial expression recognition is 
also incorporated, keypoints can include areas around 
the eyes and the edges of the lips. 

 
2.3.1.  Joint Location Prediction 
In the past, techniques generally involved regressing 

feature information extracted through video analysis to 
infer the locations of keypoints [36, 37]. However, since 
2014, most published papers have utilized CNNs, and it 
has become common to infer the positions of all 
keypoints simultaneously in an end-to-end manner [38-
41]. Initially, achieving pose estimation using CNNs 
was recognized as a significant contribution in itself. 
However, since 2020, the main research trend has shifted 
towards model lightweighting. The BlazePose algorithm 
[42], for instance, uses a lightweight CNN model that 
allows real-time estimation at 30fps even on old Pixel 2 
smartphones. 

 
2.3.2.  Pose Estimation Based Hazard Detection 
Since the result of human pose estimation represents 

the position information of each major joint of the body, 
it is possible to perform hazard detection by analyzing 
the positions and movements of these joints [42-45]. For 
example, a rapid change in the recognized joint positions 
in a video indicates body movement. If most of the upper 
body joints detected in the video rapidly descend to the 
floor, it can be inferred that a fall has occurred. If the 
heights of most joints are similar and the difference in 
the y-coordinates between the lowest and highest joints 
is small, it can be deduced that the person is lying down. 
Many recent studies have utilized this type of 
information to implement hazard detection. 

 



 

 

2.3.3.  Anonymization with Pose Estimation 
Algorithm 

Umar Asif et al. proposed a privacy-preserving fall 
detection algorithm in 2020 [46]. Their algorithm 
performs human pose estimation on camera footage to 
extract a skeleton frame, and then adjusts the posture of 
a virtual avatar to mimic the same posture as the skeleton. 
Their research is the most similar to ours, but it has the 
limitation that all surrounding background information 
captured by the camera is lost, and only the virtual 
character, resembling a game character, is displayed 
against an empty background. 

 
Our research also employs human pose estimation as 

the main technology for anonymization, allowing us to 
perform hazard detection simultaneously with 
anonymization. By applying our proposed technology to 
home IoT cameras, it would be possible to take quick 
actions in case of falls involving the elderly or patients. 
Additionally, our method preserves the background 
image, enabling fast and accurate transmission of 
information about the surrounding environment. 

 

3. Methodology 
To achieve anonymization, we analyzed the scene to 

estimate the pose of individuals and removed them to 
generate a background image without people. By 
overlaying the pose estimation results on the background, 
we created anonymized videos where all identifiable 
information such as facial features, skin color, gender, 
body build, clothing, and accessories is removed. Fig. 2 
illustrates the whole process. 

3.1. Background Processing to Remove 
Human 

To remove individuals from the video and leave only 
the background, we employed a method that does not use 
generative AI. Although using the latest generative AI 
APIs can easily remove individuals and synthesize 
background images, inputting all scenes captured by the 
camera into the generative AI would require more than 
30 API calls per second per camera. To avoid high 
latency and costs, we used a low-computation algorithm 
that can run on a local machine. 

 
3.1.1.  Strategy 
We utilized semantic segmentation to remove 

individuals from the background without using 
generative AI. Since the video is recorded with a 
stationary camera, it is possible to extract the area behind 
the individual by analyzing accumulated frames in the 
video, provided that the individual moves sufficiently 
within a wide area. To reduce computational load, we 
propose a method that analyzes the minimum number of 
frames necessary to extract a clean background. 

 
3.1.2.  Frame Extraction at Intervals 
We extracted frames from the video at regular 

intervals, including the first frame. Including the first 
frame is essential because if the initial frame does not 
contain any individuals, the background extraction 
process can be completed with just one computation. 

When individuals move rapidly within the video, 
using shorter intervals can expedite the background 
extraction process. Conversely, if individuals are 
stationary or move slowly, wider intervals can be used, 

 
Figure 2. Anonymization Process Overview 

 



 

 

allowing the areas occupied by the individuals to remain 
as black silhouettes, thereby achieving quick 
anonymization. 

 
3.1.3.  Semantic Segmentation of Human Body 
Various methods can be utilized for semantic 

segmentation. Considering the video context, it is 
beneficial to reduce computational load using traditional 
optical flow-based semantic segmentation [47], or 
alternatively, using end-to-end algorithms like U-net [48] 
can be effective. 

 
3.1.4.  Background Update Strategy 
The update rules for removing humans from the 

background are explained in Fig. 3 and Code 1. Initially, 
the background is an empty frame with all pixels set to -
1. To update the background from step n to step n+1, it 
is essential to distinguish areas to be updated and those 
to remain 0. Update rules are applied to analyze the 
frames and update the background, as detailed in Fig. 4. 

 
3.1.5.  Update from Single Frame 
The simplest method uses the segmentation mask 

from the most recent frame. Non-human classified 
pixels update the background where the corresponding 
coordinates are -1. This process continues until no -1 
pixels remain or the proportion of -1 pixels falls below a 
threshold. A limitation of this method is early 
termination if the segmentation model makes false 
negative predictions, leaving too many empty spaces. 

 
3.1.6.  Update from Multiple Frames 
Using segmentation masks from the most recent n 

frames improves accuracy. Fig. 3 and Code 1 illustrate 
this with three frames. The initial background is the 
same, but only pixels classified as non-human in all three 
frames update the background. This stricter criterion 
takes more time but avoids premature termination due to 
false negatives, ensuring a cleaner background. 
However, false positive predictions can extend the 
algorithm's duration. 

 
3.1.7.  Limitation 
This update rule has limitations, as it can only be 

applied to videos recorded with a stationary camera. If 
the camera moves during recording, it is necessary to 
reinitialize the background from the point of movement 
and start the update process again.  

3.2. of Human Body 
To achieve final anonymization, we perform pose 

estimation on the video frames to create stickman 
annotations. These stickman figures are then drawn onto 
the background, effectively anonymizing the individuals 
in the video. 

 
3.2.1.  Human Pose Estimation Algorithm 
By analyzing frames and performing human pose 

estimation, we generated stickman annotations. These 
stickman figures, which only display the positions of 
human joints without any skin, clothing, or facial 
information, were drawn on the erased background. 
Using a 3D inference algorithm, capable of depth 
prediction, is preferable to a 2D-scale inference 
algorithm for more accurate anonymization. 

 
3.2.2.  Anonymized Skeleton Generation 
The inferred keypoints are represented as circles, and 

the connections between keypoints are drawn as lines, 
creating stickman annotations that are overlaid onto the 
background for anonymization. 

 

 
Figure 3. Background Update Rule 
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background = array(-1, (xdim, ydim, 3)) 
last_scenes = []  
min_update_frames = 3 
finish_treshold = 0.01 
 
for frame in video_frames: 

mask = model.predict(frame) 
last_scenes.append(mask) 

 
if len(last_scenes) < min_update_frames: 

continue 
 

diff = find_candidate(last_scenes) 
background[diff] = frame[diff] 

 
empty_area = count(background == -1, axis=2) 
empty_rate = empty_area / (xdim * ydim) 
if empty_rate < finish_treshold: 

break 

last_scenes = last_scenes[1:] 

Code 1. Background Update Rule 
 



 

 

3.3. Anonymized Scene Generation 

By combining the background extraction algorithm 
and the pose estimation algorithm introduced earlier, we 
created a fully anonymized scene by removing people 
from the original images and overlaying stickman 
figures in their place. This process is illustrated in Fig. 1. 

 

4. Experiments 

4.1. Data Statement 
Since we utilized a pretrained model, the data 

discussed here is used for method validation rather than 
training. All videos were sourced from the free stock 
video section on pixabay.com and are copyright-free. 
We collected a variety of videos shot with stationary 
cameras, including those where people move around, 
stay in one place, or move only slightly. 

 

4.2. Experimental Setup 

We conducted our research using an NVIDIA RTX 
3080 GPU for the initial segmentation model. However, 
due to the low computational demand of MaskRCNN, 
we also used an Intel i9-13900K CPU for parallel 
experiments. For pose estimation using the BlazePose 
model, we exclusively utilized a CPU since the 
pretrained model by Google is designed for CPU 
operations. 

We employed Python and Torch for neural network 
computations and OpenCV for processing mp4 videos. 

 

4.3. Video Processing Workflow 
4.3.1.  Video With Stationary Person 
We extracted all frames through iterations for pose 

estimation. For background processing, we utilized 
frames extracted at intervals of 15 frames, including the 
initial frame. This interval corresponds to a 0.5-second 
gap in a 30fps video. 

 
4.3.2.  Semantic Segmentation 
We employed the Mask R-CNN [49] with a ResNet-

50-FPN backbone model [50], pretrained on the COCO 
V1 dataset [51]. The model weights are 169.8MB, and it 
has 44.4 million parameters, making it relatively small. 
The COCO dataset consists of 80 categories, and the 
Mask R-CNN model used in our study is generalized to 
this dataset. Therefore, if a dataset specifically focused 
on human segmentation were used, and the model was 
trained from scratch to distinguish only two classes 
(background and human), it could be implemented with 
much smaller models. 

 
4.3.3.  Background Update 
To achieve the updates introduced in Fig. 3 and Code 

1, we set a buffer to analyze three consecutive scenes, 
allowing for a single update. Given the occasional false 
negatives from the pretrained Mask R-CNN’s human 
segmentation, we implemented additional algorithms to 
address these misses. Even after background updates 
were deemed complete, the algorithm continued updates 
if a human object was detected within three iterations. 
This method ensured the removal of undetected human 

 
Figure 4. Summary of background update process to remove human body 

 
 



 

 

areas by superimposing weights between the existing 
and new background update areas. This approach 
produces a translucent black shadow effect when 
individuals remain stationary. 

 
4.3.4.  Pose Estimation 
We used the BlazePose algorithm [41] for human pose 

estimation. BlazePose is a lightweight convolutional 
neural network model designed for real-time inference 
on mobile  

devices. It can trace 33 body keypoints, including face 
detection, and predict 3-dimensional coordinates for all 
keypoints. We obtained the pretrained BlazePose model 
released by Google. 

 
4.3.5.  Anonymized Scene Generation 
By compositing stickman annotations onto the 

processed background, we generated anonymized 
scenes. The resulting videos have the same resolution 
and frame rate as the original videos. 

 

4.4. Evaluation 
Most anonymization techniques use personality 

identification algorithms for performance evaluation. By 
inputting both original and processed videos into an 
identification model and statistically analyzing the 
difference in identification accuracy between the two 
groups, the performance of the anonymization algorithm 
can be quantitatively assessed. 

However, our algorithm erases the entire human body, 
making it impossible to perform identification algorithm 
accuracy tests. Models that detect faces and perform 
identification based on cropped face images cannot 
recognize the presence of individuals in our method's 
output. Therefore, quantitative evaluation criteria are not 
applicable in this study. 

 

5. Results and Discussion 

5.1. Result Overview 
We applied our method to several videos, and the 

resulting images are displayed in Fig. 5. Our approach 
successfully achieved full-body anonymization in all 
videos. None of the output images in Fig. 5 allow for the 
identification of individuals. Depending on the type of 
video, the background is either cleanly removed or a 
silhouette of the person remains. This phenomenon is 
determined by the amount of movement within the video. 
We will explain this by categorizing the videos into two 
types.  

 
Figure 5. Processing results 

 

 
Figure 6. Anonymization of Video with Stationary Person 

 



 

 

  

 
Figure 7. Anonymization of Videos with Stationary Person 

 



 

 

 

 
Figure 8. Anonymization of Videos with Moving Person 

 



 

 

5.2. Video With Stationary Person 
5.2.1.  Result 
In cases where there is minimal movement within the 

frame, the area where a person remains will be displayed 
as a black silhouette. Since our method does not employ 
generative AI, it does not fill in the erased areas with 
new data. Therefore, in instances of low movement, as 
shown in Fig. 6 and Fig. 7, the silhouette of the person 
will be visible, with the anonymized skeleton 
superimposed on it. 

 
5.2.2.  Discussion 
If the movement of the subjects in the video is 

insufficient, residual images of the subjects may remain 
in the background, as shown in Fig. 6. Nevertheless, full  

body anonymization can still be achieved in such 
cases. 

5.3. Video With Moving Person 
5.3.1.  Result 
In videos where the person is moving, the background 

is updated in frames where objects that were previously 
obscured by the person become visible again as the 
person moves. As a result, a clear background can be 
obtained, as shown in Fig. 8. All identifiable information 
about the person is removed, achieving perfect 
anonymization. 

 
5.3.2.  Discussion 
The clearest backgrounds are obtained in videos of 

moving people recorded by stationary cameras. This 
scenario appears to be optimal for applying our method. 
In the current industrial landscape, stationary camera 
devices such as CCTV and home IoT cameras are widely 
used in almost all locations. Therefore, despite the 
limitations posed by camera movement or the stationary 
state of individuals, our algorithm demonstrates high 
utility and applicability. 

 

5.4. Model Complexity Comparison 
Table 1 compares the number of parameters used by 

recent algorithms and our model. Our method achieves 
full-body anonymization using 44 million parameters. In 
contrast, DeepPrivacy [5] uses 47 million parameters to 

anonymize only faces. DeepPrivacy v2 [24] can 
anonymize full bodies but requires 129 million 
parameters. 

Since most current anonymization technologies 
employ Generative Adversarial Networks (GANs), the 
parameters of the Discriminator also affect the 
computational speed during the training process. 
Furthermore, as end-to-end anonymization is pursued, 
the minimum number of model parameters significantly 
impacts the overall algorithm performance. Our 
algorithm simplifies the background removal process, 
allowing us to achieve anonymization with fewer 
parameters. 

 

5.5. Suggestions for Future Research 
5.5.1.  Applying Hazard Detection Algorithms 
Our method employs human keypoint position 

estimation for anonymization, suggesting potential 
industrial applications by integrating hazard detection 
algorithms based on human posture estimation, such as 
fall detection algorithms. Implementing our method in 
industrial fields' CCTV systems, home IoT cameras, and 
hospitals could significantly enhance early emergency 
response and treatment, benefiting many individuals by 
providing timely and appropriate medical interventions. 

 
5.5.2.  Virtual Human Body Generation 
By overlaying virtual images on skeletons and joints 

which are processed by human pose estimation 
algorithm, a virtual human body object can be generated. 
Displaying a skeleton object on an erased background 
can achieve anonymization, but overlaying a new virtual 
human image on this skeleton can open up various 
industrial applications. 

 

6. Conclusion 
Many researchers have developed techniques using 

generative AI to replace individuals in videos with 
entirely different people for anonymization. However, 
techniques that only alter the face fail to conceal 
personal information such as skin color, clothing, and 
accessories, leaving identifiable details. Previous 
attempts to replace both faces and clothing still struggle 
to obscure height, build, and posture. 

We introduced a method that removes individuals 
from the background and overlays unidentifiable 
stickman annotations. This approach not only achieves 
the goal of anonymization but also allows for hazard 
detection by inferring the 3D coordinates of body joints, 
making it suitable for applications in home IoT services. 
Additionally, this technique can be utilized to overlay 
animated characters on the skeletons for various 

Algorithm Number of 
Parameters 

Anonymization 
Target 

Ours 44M Full-body 
DeepPrivacy [5] 47M Face 

DeepPrivacy 2 [24] 129M Full-body 
Table 1. Model Comparison 



 

 

purposes, extending its use beyond anonymization. We 
expect this technology to be valuable in diverse fields. 
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