2408.09752v1 [cs.CV] 19 Aug 2024

arxXiv

A Unified Framework for Iris Anti-Spoofing: Introducing IrisGeneral Dataset and
Masked-MoE Method

Hang Zou'*, Chenxi Du??*, Ajian Liu*, Yuan Zhang', Jing Liu®, Mingchuan Yang', Jun Wan*,
Hui Zhang®"
'China Telecom Research Institute (CTRI), China;
2SIAT, Chinese Academy of Sciences, China; 3Southern University of Science and Technology, China;

4MAIS, CASIA, China; *Tianjin University of Science & Technology, China.
!zouh3 @chinatelecom.cn; 2cxdu025@ 163.com; ®zhanghui2022 @tust.edu.cn.

Abstract

Iris recognition is widely used in high-security scenarios due
to its stability and distinctiveness. However, the acquisition of
iris images typically requires near-infrared illumination and
near-infrared band filters, leading to significant and consis-
tent differences in imaging across devices. This underscores
the importance of developing cross-domain capabilities in iris
anti-spoofing methods. Despite this need, there is no dataset
available that comprehensively evaluates the generalization
ability of the iris anti-spoofing task. To address this gap, we
propose the IrisGeneral dataset, which includes 10 subsets,
belonging to 7 databases, published by 4 institutions, col-
lected with 6 types of devices. IrisGeneral is designed with
three protocols, aimed at evaluating average performance,
cross-racial generalization, and cross-device generalization
of iris anti-spoofing models. To tackle the challenge of inte-
grating multiple sub-datasets in IrisGeneral, we employ mul-
tiple parameter sets to learn from the various subsets. Specif-
ically, we utilize the Mixture of Experts (MoE) to fit complex
data distributions using multiple sub-neural networks. To fur-
ther enhance the generalization capabilities, we introduce a
novel method Masked-MoE (MMOoE). It randomly masks a
portion of tokens for some experts and requires their outputs
to be similar to the unmasked experts, which improves the
generalization ability and effectively mitigates the overfitting
issue produced by MoE. We selected ResNet50, VIT-B/16,
CLIP, and FLIP as representative models and benchmarked
them on the IrisGeneral dataset. Experimental results demon-
strate that our proposed MMoE with CLIP achieves the best
performance on IrisGeneral.

Introduction

The iris is inside the eye and has large differences between
each human, which is stable and distinguishable (Agarwal
and Jalal 2021), making it widely used in high-security sce-
narios. Thus it is necessary to ensure the security of the iris
recognition system because it always relates to the prop-
erty and critical areas (Nigam, Vatsa, and Singh 2015; Per-
ala 2017; Gent 2023). Iris recognition systems are similar to
other kinds of biometric detection systems that are weak to
spoofing such as paper prints, screens, contact lenses, and
plastic eyes (Yadav, Chen, and Ross 2019, 2020). Among
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Figure 1: The unified framework for iris anti-spoofing is
shown in this Figure. Including the IrisGeneral dataset and
the Masked-MoE method.

those, contact lenses are complicated to detect because they
are worn on real eyeballs and can deceive liveness detec-
tion systems (Bowyer and Doyle 2014; Galbally et al. 2012).
They are transparent with some textures, so the iris texture
and the contact lens texture are intertwined, making them
difficult to classify.

Some previous work has been performed to combat con-
tact lens attacks, such as 2D Gabor wavelet-based iris recog-
nition (Daugman 2009), and 4DCycle-GAN (Zou et al.
2018). They trained on specific datasets and showed good re-
sults, but may not be able to cope with the problem once the
acquisition equipment is changed. The near-infrared fill light
bands, camera filters, collection distances, and ambient light,
make a lot of impact on iris acquisition which requires near-
infrared presentation (Xiao et al. 2013). The image-imaging
differences between each iris acquisition device are obvious
and fixed. This means that the cross-domain ability of the iris
anti-spoofing methods is necessary, thus the security could
be maintained more effectively. However, there are no suit-
able iris datasets to train and evaluate iris anti-spoofing mod-



DataBase Dataset Devices. Nickname Num of Train | Num of Test Num of Total
(Real / Fake) | (Real / Fake)
CASIAH100 CASIAH100 H100 H 4806 /592 1198/ 148 6744
Clarkson 2013 for 1 ) 0n2013Dalsa | DALSA Da 2707400 | 246/ 440 1356
LivDet-Iris 2013
Clarkson 2015 for Clarkson2015Dalsa DALSA Db 700/ 873 378 /558 2509
LivDet-Iris 2015 | Clarkson2015LG2200 LG2200 La 450/ 540 378 /576 1944
Clarkson 2017 dataset | (1 o0100170.G2200| 162200 Lb | 2469/1122 | 1485/765 5841
for LivDet-Iris 2017

IFVE IFVEAI1000 AT1000 F 20000 / 20000 | 5000 / 5000 50000

Notre Dame 2013 for ND2013LG4000 LG 4000 Ga 2000 / 1000 800 / 400 4200
LivDet-Iris 2013 ND2013AD100 AD 100 sensor Aa 400/ 200 200/ 100 900
Notre Dame 2017 for ND2017LG4000 LG 4000 Gb 600 / 600 900/ 900 3000
LivDet-Iris 2017 ND2017-CDAD100 | AD 100 sensor Ab 0 900 /900 1800

Table 1: This Table shows the scale of the sub-datasets employed in the IrisGeneral dataset, including the numbers of real and
fake samples in both training and testing sets. The first letters of the nicknames denote the collection devices while the second

letters denote the order to distinguish.

els’ generalization on cross-domain adaptation (Yadav and
Ross 2024). To address that, we proposed this IrisGeneral
dataset, which includes 10 subsets, belonging to 7 databases,
published by 4 institutions, and collected with 6 types of de-
vices. It is designed with three protocols, aimed at evaluating
average performance, cross-racial generalization, and cross-
device generalization of iris anti-spoofing models. Section
IrisGeneral Dataset provides the details of this dataset.

The IrisGeneral brings the challenge of integrating multi-
ple sub-datasets with different racial and devices. To tackle
it, we employ multiple parameter sets to learn from the var-
ious subsets by using the Mixture of Experts (MoE) (Jacobs
et al. 1991) to fit complex data distributions with multiple
sub-neural networks. However, some previous works have
found that sparse MoE would bring overfitting problems into
models (Shazeer et al. 2017; Chen et al. 2023; Elbayad, Sun,
and Bhosale 2022; Lepikhin et al. 2020). At the same time,
overfitting is also the main challenge of the iris anti-spoofing
task, which is caused by its high structural homogeneity,
leading to the differences between live iris and fake iris
mainly in their fine textures. Thus, alleviating the overfitting
and improving the generalization of the model is necessary.
To address that, we introduce a novel Masked-MoE (MMoE)
method to enhance the generalization capabilities. It has two
contributions: Mask Mechanism to alleviate overfitting, and
Cosine Distance Loss to further improve the model’s gener-
alization. Specifically, the Mask Mechanism masks parts of
the input tokens for several experts and allows one expert to
see all tokens with complete information. Then the Cosine
Distance Loss requests the output of masked experts to be
similar to the unmasked experts as shown in Figure 1. Itis in-
spired by MAE (He et al. 2022), and we refer to this masking
method to improve the generalization to deal with the inher-
ent overfitting problem of MoE. Section Proposed Method
provides the details of our MMoE method. To evaluate our
contributions, we selected ResNet50, VIT-B/16, CLIP, and
FLIP as representative models and benchmarked them on the

IrisGeneral dataset. Experimental results show that our pro-
posed MMOoE with CLIP has strong generalization abilities
and achieves the best performance on both three protocols,
section Experiment provides more details.

The main contributions in this paper are shown as follows:

* We proposed a unified framework for Iris Anti-
Spoofing, including IrisGeneral dataset and Masked-
MOoE method.

» Dataset: The IrisGeneral dataset is proposed with three
protocols that could respectively evaluate the average,
cross-racial, and cross-device performance of the iris-
antispoofing task.

* Method: The Masked-MoE (MMOoE) method is pro-
posed with the Mask Mechanism and the Cosine Dis-
tance Loss, which efficiently alleviates the problem of
MoE method overfitting and improves the models’ gen-
eralization.

Related Work
Iris Anti-Spoofing

Detecting contact lenses is a complicated task of iris recog-
nition system. Many previous research focuses on this, in-
cluding traditional and deep-learning-based methods (Yadav
and Ross 2024; Kumar, Lamba, and Jangra 2020). Wei et
al. (Wei et al. 2008) proposed a method to detect the sharp-
ness of the edge of the iris. He et al. (He, An, and Shi 2007)
conducted classification through a feature vector and support
vector machine based on GLCM. J. Komulainen et al. (Ko-
mulainen, Hadid, and Pietikdinen 2014) studied the gen-
eralized cases of software-based device-independent detec-
tion of contact lens. Many studies deal the iris anti-spoofing
by neural networks such as CNN (LeCun et al. 1998) or
generative network-based methods (Goodfellow et al. 2014;
Kingma and Welling 2013), and etc. For example, (Yadav
et al. 2014a), and (Tinsley, Flynn, and Czajka 2024; Boyd
et al. 2021).



Figure 2: Some image samples of the IrisGeneral dataset.
Include 10 subsets with Real and Fake iris images.

Cross-domain Adaption

Cross-domain adaption measures the models’ ability to
transfer the knowledge learned in the source domain to the
target domain. Two main directions to improve are as fol-
lows. One is introducing an adversarial discriminator (Tzeng
et al. 2017) to bring the source domain and the target do-
main closer. The other direction is extracting the features of
source and target domain with one neural network (Ren et al.
2020). A loss function is designed to measure the distance
between the two domains. There also some previous works
which proposed effective methods to improve the adaption,
for example, DAN (Long et al. 2015), MMD (Yadav et al.
2014b), and JAN (Long et al. 2017).

IrisGeneral Dataset
Subsets Detail

There are 10 subsets, belonging to 7 databases, published by
4 institutions, collected with 6 types of devices in the Iris-
General Dataset. Table 1 lists the information of each subset.
Figure 2 provides some real and fake iris image samples of
each subset.

CASIAH100 (Sun et al. 2014) with 6744 samples in total,
collected by H100, belonging to database CASIAH100, con-
tains 5398 samples in its training set and 1346 samples in its
testing set. We call this dataset H in short.
Clarkson2013Dalsa (Yambay et al. 2017) with 1356 sam-
ples in total, collected by DALSA, belonging to database
Clarkson 2013 for LivDet-Iris 2013, contains 670 samples
in its training set and 686 samples in its testing set. We call
this dataset Da in short.

Clarkson2015Dalsa (Yambay et al. 2017) with 2509 sam-
ples in total, collected by DALSA, belonging to database
Clarkson 2015 for LivDet-Iris 2015, contains 1573 samples
in its training set and 936 samples in its testing set. We call
this dataset Db in short.

Clarkson2015L.G2200 (Yambay et al. 2017) with 1944
samples in total, collected by LG2200, belonging to
database Clarkson 2015 for LivDet-Iris 2015, contains 990
samples in its training set and 954 samples in its testing set.
We call this dataset La in short.

Clarkson2017L.G2200 (Yambay et al. 2017) with 5841
samples in total, collected by LG2200, belonging to the

Dataset| P1 | P2 |P3.1|P3.2|P3.3|P3.4|P3.5/P3.6
H M/ |-/ /-] /- M/-|M/-| /-
Da (MM |-/ |M/- -4 /- /- [ /- [ /-
Db [M/M |-/ [M/-[-A| /- /- /-] /-
La |M/M |-/ |[M/-[M/-[-/M[M/-]M/-]M/-
Lb [M/M |-/ |[M/-[M/-|-I4|M/- | /- | /-
F M/ |[M/- /- [/ |- 14 [ /- | /-
Ga |M/M| - [M/-[M/-[M/-[M/-|- |/
Aa (M| -4 /- /- |- | 7- | /- |- 14
Gb |M/M| -/ [M/-[M/- /- | M/- |-/ | M/-
Ab M| M [/ /- M- 7- - -1

Table 2: This table shows the Train / Test usage of each
dataset of each protocol. In Protocol-1, all datasets’ train-
ing and testing sets are involved. In Protocol-2, training sets
are H and F, and testing sets involve all the 10 subsets. In
Protocol-3, for each sub-protocol, we choose one device to
test, and others to train.

database Clarkson 2017 dataset for LivDet-Iris 2017, con-
tains 3591 samples in its training set and 2250 samples in its
testing set. We call this dataset Lb in short.

IFVEAI1000 (Zhang et al. 2021) with 50000 samples in to-
tal, collected by AI1000, belonging to database IFVE, con-
tains 40000 samples in its training set and 10000 samples in
its testing set. And we call this dataset F in short.
ND2013L.G4000 (Doyle and Bowyer 2014)with 4200 sam-
ples in total, collected by LG4000, belonging to database
Notre Dame 2013 for LivDet-Iris 2013, contains 3000 sam-
ples in its training set and 1200 samples in its testing set. We
call this dataset Ga in short.

ND2013AD100 (Doyle and Bowyer 2014)with 900 samples
in total, collected by AD100sensor, belonging to database
Notre Dame 2013 for LivDet-Iris 2013, contains 600 sam-
ples in its training set and 300 samples in its testing set. We
call this dataset Aa in short.

ND2017LG4000 (Yambay et al. 2017) with 3000 samples
in total, collected by LG4000, belonging to database Notre
Dame 2017 for LivDet-Iris 2017, contains 1200 samples in
its training set and 1800 samples in its testing set. We call
this dataset Gb in short.

ND2017-CDAD100 (Yambay et al. 2017) with 1800 sam-
ples in total, collected by ADI100sensor, belonging to
database Notre Dame 2017 for LivDet-Iris 2017, contains
0 samples in its training set and 1800 samples in its testing
set. We call this dataset Ab in short.

Protocols of IrisGeneral

Three protocols are defined in the IrisGeneral dataset to eval-
uate the three kinds of generalization performance of the
models. Table 2 shows the Train / Test usage of each dataset.
Protocol-1 evaluates the model’s average performance in
iris anti-spoofing, including the training and testing sets of
all datasets.

Protocol-2 evaluates the model’s generalization perfor-
mance of cross-racials. The training sets include H and F,
and testing sets include all subsets, because the iris samples
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Figure 3: The Masked Mechanism and Cosine Distance Loss of MMoE. After masking the Dispatch Weights with Mask Matrix,
the input tokens calculate with it to mask a part of the information, and output the slots. The slots would be input into the expert,
then the cosine distance loss calculates the similarity between the output of each expert.

in H and F are totally collected from Asians, while iris sam-
ples in other subsets are from multiple races.

Protocol-3 evaluates the model’s generalization perfor-
mance of cross-devices, with six sub-protocols. The datasets
are divided into six parts based on the devices used for col-
lection. In each sub-protocol, five parts are used to train, and
the remaining one is used to test.

Proposed Method

In this work, We proposed the Masked-MoE (MMoE)
method with two main contributions: Mask Mechanism and
Cosine Distance Loss. Figure 3 demonstrates the critical part
of the framework, and Algorithm 1 provides the working
process, including the details of masking dispatch weights
and the measure of cosine distances between experts. The
MMOoE is based on SoftMoE (Puigcerver et al. 2023), and
could easily added to the image encoder of CLIP (Radford
et al. 2021) as shown in the Figure 4.

Mask Mechanism of MMoE

The overfitting problem of MoE methods inherits exists and
is hard to solve (Acefia et al. 2022; Chang et al. 2013; Alling-
ham et al. 2021; Xie et al. 2023). Inspired by MAE (He et al.
2022), which improves the generalization of auto-encoder
architecture by masking patches of samples, we refer to this
masking method to improve the generalization to deal with
the overfitting of MoE. We proposed a novel approach Mask
Mechanism, which is different from the sample-wise mask-
ing manner of MAE, it is a feature-wise Mask Mechanism
that masks parts of the latent features of images by tokens.
To achieve that, we generate a random Mask Matrix with
fixed mask rates, then use it to mask the Dispatch Weights
by Hadamard product. Then the input tokens are weighted
by Masked Dispatch Weights, and thus parts of them are
masked as shown in Figure 3.

We first introduce the Dispatch Weights shown in Fig-
ure 3. Equation 1 is the definition of Dispatch Weights D
and the weighting process of MMoE’s input.

exp((X®);)

i1 exp((X®)iry)’

X e R™*4 is the input tokens of MMOoE, n denotes the
number of tokens and d denotes their feature dimension. In
MMOoE with e experts, each expert deals with s slots where
each slot has a corresponding vector of parameters with d-
dimension. ® € R%*(¢') is a randomly initialized vec-
tor to weight the input tokens. D € R™*(¢%) ig the dis-
patch weights, which is the result of applying a softmax
on the columns of X®. D;; denotes the element in dis-
patch weights D located in the i*” column and ;" row.
X e Re)%d g the input of Experts, a set of slots. It is
obtained by weighting X with the dispatch weights D. The
scale of our proposed Mask Matrix is the same scale as the
one of Dispatch Weights D, M € R™*(e'5) which consists
only of 0 and 1. The mask rate denotes the proportion of 0 in
Mask Matrx. In practice, we employ 4 experts in each block
of the backbone of CLIP’s image encoder. Only one expert
could get the complete information of all slots, while oth-
ers could only get the masked slots. And then our Masked
Dispatch Weights D’ is the Hadamard product of Dispatch
Weights D and Mask Matrix M, as shown in Equation 2.

D';; =D;; *M;;, X=D''X )
D’;; and M;; denotes the element in masked dispatch
weights D’ and Mask Matrix M located in the i** column

and j'" row. X is then weighted by D’ and we get X, the
input of Experts.

D;; = X=D'X (1)

Cosine Distance Loss between Experts

The efficiency of MoE methods is mainly thanks to the
sparse characteristically, which means that each expert could
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Figure 4: This figure shows the combination framework of
MMOoE with CLIP. The MMOoE block is parallel with the
MLP block in the image encoder of the CLIP.

learn different knowledge (Cai et al. 2024). So if we could
find a way to let experts learn the knowledge from others,
it may improve the generalization of the models. To address
that, based on the Mask Mechanism, we calculate the dis-
tance between the output of experts, to encourage each ex-
pert to guess the unseen part and make up the masked in-
formation. Due to the aim of MoE that choose different ex-
perts focusing knowledge, the Mean Squared Error (MSE)
which measures the absolute error between two tensors, is
not suitable for evaluating the similarity between the outputs
of experts. Thus we choose the cosine distance to calculate
the similarity between the output of each expert and not re-
quest the same. Specifically, we masked three experts, the
remaining one could see all of the information and request
three masked experts’ output similar to the remaining one.
As shown in Algorithm 1, all of the outputs of the masked
experts request to calculate the cosine distance with the un-
masked one. Equation 3 denotes the calculation process.

] ] 1SS y~.1§?.i

cosine_distance, = ~ Z Z 1-—7 3)
§imis IV

j=11=2 J J
Y}/ denotes the j*" slot of the i*" Expert’s output. The Co-
sine Distance is the mean of the cosine similarity between
the j'" slots of the two Experts. The e is the number of Ex-
perts and the s is the number of slots. The cosine_distancey,
denotes the k'™ residual block of ViT-B/16, which is the
backbone of our image encoder. As shown in Equation 4, the
cosine_distance is used to calculate our mmoe 10SS L,,,1mo0e-

12
D Z cosine_distancey, 4)
k=1
The ViT-B/16 consists of 12 residual blocks. Our mmoe
1088, L.ymoe 1S mean of the 12 blocks’ Cosine Distance. This
Lnmoe 1s added together with L;,, which is the loss func-
tion of CLIP as shown in Equation 5.

clzp QNZ <

Lmmoe =

exp (Sii) log
S exp(Siy) S exp(S;i)
(%)

exp(Sii) )

Algorithm 1: Masked — MoE

1: procedure MMOE(X, e, s)

2: n,d <+ X.shape

3 [ randn(e, s, d)

4: logit + einsum(n d,esd—> nes, X, D)
5: D < logits.softmaz(dim = 0)
6
7
8

M + ones([e, n, s])
for ¢ in range(e) :

ifil=0:
Mi[0:nxs*x0.1] =0

10: endif
11: shuffle( M [i])
12: endfor
13: D+ Dx M
14: C < rearrange(logits, nes — > n (e s))
15: C + C.softmaz(dim = 1)
16: slots + einsum(nd, nes—> esd, X, D)
17: out +— experts(slots)
18: for ¢ in range(e) :
19: ifil=0:
20: mmoe_loss = cosine(out[0], out[i])
21: endif
22: endfor
23: out < rearrange(out, e sd — > (e s) d)
24: out < einsum(sd, ns — > bnd, out, C)
25: return out

26: end procedure

The loss function of CLIP model is a cross entropy be-
tween images and texts. The S is the similarity matrix and
the element S;; of the similarity matrix S denotes the sim-
ilarity between the i*" image embedding and the j** text
embedding.

meoe,with,clip = Lclip + meoe (6)

All of the loss function of our proposed MMoE with CLIP
is shown as Equation 6.

Experiment
Datasets and Experimental Setting

We chose our proposed IrisGeneral as the dataset, the de-
tails are shown in the Section IrisGeneral Dataset with Ta-
ble 1. All three protocols of the IrisGeneral listed in Ta-
ble 2 are used. Protocol-1 evaluates the average performance
of models in the iris anti-spoofing task, and Protocol-2
and Protocol-3 evaluate the cross-racial adaption and cross-
device adaption respectively. We choose the Average Classi-
fication Error Rate (ACER), the Overall Detection Accuracy
(ACC), the Area Under the Curve (AUC), and the Equiv-
alent Error Rate (EER) as performance evaluation metrics.
The experimental details are as follows: The backbone of
CLIP’s image encoder is ViT-B/16. The mask rate is set as
70, 0.1, 0.1, 0.1.”, and the prompts are set as "This is an
image of <label>eye.” We employ NVIDIA A100 GPUs to
train agd test with the Adam optimizer and the learning rate
is 107°.



Protocol-1 Protocol-2 Protocol-3 (Average)

Method |[ACER(%)J) ACC(%)1 AUC(%)1 EER(%)J)|ACER(%)) ACC(%)1 AUC(%)1 EER(%))|ACER(%)] ACC(%)T AUC(%)1 EER(%).
ResNet50 1.95 98.05 99.56 1.95 12.38 87.54 94.97 12.39 9.81 90.18 93.45 11.62
VIT-B/16 2.77 97.23 99.53 2.77 12.37 87.63 95.57 12.35 12.67 87.34 91.28 12.31

CLIP 1.41 98.59 99.61 1.41 8.09 91.91 97.82 8.11 6.85 93.14 95.53 8.97

FLIP 1.45 98.55 99.77 1.45 9.25 90.72 96.95 9.18 5.83 94.17 97.58 5.81

Ours 1.23 98.76 99.34 1.18 7.59 92.41 98.14 7.59 4.85 95.12 97.26 5.68
Table 3: This table shows the evaluation results on Protocol-1, Protocol-2, and Protocol-3 (Average).
Protocol-3.1 Protocol-3.2 Protocol-3.3

Method |ACER(%)) ACC(%)T AUC(%)1 EER(%){|ACER(%)| ACC(%)T AUC(%)1 EER(%){.|ACER(%){| ACC(%)1 AUC(%)T EER(%)..
ResNet50| 0.67 99.33 99.98 0.68 21.95 78.05 87.02 21.94 13.98 86.02 93.51 13.94
VIT-B/16 1.30 98.74 99.57 1.35 27.56 72.44 78.02 27.56 17.23 82.77 90.57 17.23

CLIP 1.34 98.66 99.94 1.35 19.60 80.39 88.46 19.64 6.21 93.79 97.97 6.19

FLIP 1.39 98.59 99.91 1.35 15.54 84.46 91.28 15.53 8.83 91.17 96.78 8.80

Ours 0.29 99.48 99.96 0.00 15.18 84.83 91.97 15.13 6.34 93.66 98.01 6.34
Protocol-3.4 Protocol-3.5 Protocol-3.6

Method |ACER(%)) ACC(%)1 AUC(%)+ EER(%)}|ACER (%)) ACC(%)1 AUC(%)t EER(%)}|ACER (%)) ACC(%)1 AUC(%)1 EER(%)]
ResNet50[ 20.87 79.13 80.26 31.98 0.97 98.97 99.93 0.77 0.43 99.57 99.99 0.40
VIT-B/16| 26.71 73.29 79.94 24.62 1.03 98.97 99.92 0.92 2.19 97.81 99.68 2.20

CLIP 13.19 86.81 87.07 25.58 0.49 99.50 99.72 0.77 0.29 99.71 99.79 0.30

FLIP 8.30 91.70 97.73 8.28 0.52 99.47 99.76 0.62 0.38 99.62 99.99 0.30

Ours 6.57 93.43 93.90 11.94 0.50 99.50 99.69 0.46 0.19 99.81 100.00 0.20

Table 4: This table shows the specific evaluation results of each sub-protocol in Protocol-3.

IrisGeneral,_ ResNet50 ViT-B/16 1, Ours achieves 1.23% ACER, which is a nearly 13%

Dataset? %' = ~$"" improvement compared to the vanilla CLIP with 1.41%

o ‘,_?d‘ i . ACER. It means that our MMoE method could effectively
. ", detect spoofing iris samples on all subsets of the IrisGen-

D=
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Figure 5: The feature distribution of each method on
Protocol-1 of the IrisGeneral dataset. Our proposed method
has the clearest border and regular shape.

Performance Evaluation

The ResNet50 (He et al. 2016), ViT-B/16 (Dosovitskiy et al.
2020), CLIP (Radford et al. 2021), and FLIP (Srivatsan,
Naseer, and Nandakumar 2023) are chosen as representa-
tive models, then benchmarked them with ACER, ACC,
AUC, and EER. Table 3 shows all the evaluation results
including our proposed MMoE with CLIP and other mod-
els on Protocol-1, Protocol-2, and Protocol-3 (Average). Ta-
ble 4 provides the specific results of each sub-protocol in
Protocol-3. The evaluation results show that our proposed
MMOoE method with CLIP gets the best performance on
both three protocols of the IrisGeneral dataset. For Protocol-

eral dataset and achieve SOTA performance. For Protocol-2,

o < . ® Real Ours achieves 7.59% ACER, much better than other pre-

urs . .
o vious models. It proves our proposed method has a high
< generalization ability on cross-racial challenges. Verified

§’} s the effectiveness of our contributions. For Protocol-3, Ours

achieves 4.85% ACER which has significant advantages
over other previous models. It proves our proposed method
also has a high generalization ability on cross-device chal-
lenges. In summary, above all the evaluations, our proposed
MMOoE method could effectively detect the spoofing iris im-
ages and perform high generalization on both cross-racial
and cross-device situations. It achieves the SOTA perfor-
mance on all protocols of the IrisGeneral dataset. Further-
more, Figure /reffig: distributions demonstrates the feature
distribution of each method on Protocol-1. Our proposed
method has the clearest border and regular shape in the la-
tent space, showing its good ability in this iris anti-spoofing
field.

Mask Rate Analysis

To discuss the impact of different rates of the mask, we set
up 4 sets of mask rates and tested them on both Protocol-
1 and Protocol-2. Among that, the first two sets mask the
same rate for both three experts, and one expert could see



Mask-Rate Analysis Protocol-1
Rates | ACER(%)] ACC(%)T AUC(%)T EER(%){

Rate_1 1.23 98.76 99.34 1.18
Rate_2 1.38 98.63 99.51 1.41
Rate_3 1.60 97.45 99.47 1.59
Rate_4 1.43 98.57 99.51 1.43

Mask-Rate Analysis Protocol-2
Rates | ACER(%)) ACC(%)T AUC(%)T EER(%)|

Rate_1 7.59 92.14 98.14 7.59
Rate_2 8.14 91.86 97.67 8.13
Rate_3 7.95 92.06 97.57 7.95
Rate_4 8.70 91.30 97.36 8.72

Table 5: The evaluation results of our MMoE with CLIP un-
der different sets of mask-rates. The Rate_1 has the best per-
formance on both Protocol-1 and Protocol-2.

all tokens with complete information. The third one masks
different rates for three experts while one expert could also
see all information as similar to the first two sets. The last
one is quite different, in that all experts are masked part of
tokens, which means the MMoE model could not gain the
complete input. The details of each set are shown as follows:

Rate_1: 0, 0.1, 0.1, 0.1. Rate_2: 0, 0.5, 0.5, 0.5.

Rate_3: 0, 0.15, 0.3, 0.45. Rate_4: 0.1, 0.1, 0.1, 0.1.
According to the evaluation results shown in Table 5. The
Rate_1 has the best performance on both Protocol-1 and
Protocol-2, in which the ACERs are 1.23% and 7.59% re-
spectively. The Rate_2 is a bit worse than the Rate_1 may
caused by the high mask rate would make experts lose too
much information and then influence the learning space of
the MMoE model. The Rate_3 with different mask rates set
has the worst performance on Protocol-1. This difference
may increase the gap between the learning ability of experts
and then cause a negative impact on the training process. The
Rate_4 has a middle performance among these mask rate sets
on Protocol-1, a bit worse than the Rate_1. And is the worst
one on Protocol-2. This set makes the MMoE model could
not gain the complete input information, which may influ-
ence the learning space.

Ablation Study

Two main contributions are proposed in our MMoE method:
Mask Mechanism, and Cosine Distance Loss. To prove the
effectiveness of our contributions, we provide the ablation
study on Protocol-1 and Protocol-2. Among that, the CLIP
means the vanilla CLIP framework, while S is SoftMoE,
L is the cosine distance between experts, and M is the
Mask Mechanism. So for example, CLIP+S+M+L means
CLIP framework with SoftMoE, Mask Mechanism, and co-
sine distance between experts, it is briefly called MMoE
with CLIP (Ours). The evaluation results are shown in Ta-
ble 6, and the ACERs’ trends are demonstrated in Figure 6.
It could be observed that after adding the MoE ”’S” into
the vanilla CLIP, the performance significantly declined, es-
pecially on Protocol-2, which may caused by the overfit-

Ablation Study Protocol-1

Methods ACER(%)| ACC(%)1 AUC(%)1 EER(%).
vanilla CLIP 141- 9859 99.61-  1.41-
CLIP+S 1457 98.55]  99.641  1.441
CLIP+S+L 1310 98707  99.34)  1.40)
CLIP+S+M 1250 98757 99.491 1314

CLIP+S+M+L| 1.23] 98.76t 99.34]  1.18]
Ablation Study Protocol-2

Methods ACER(%)) ACC(%)t AUC(%)1 EER(%)]
vanilla CLIP 8.09-  9191- 97.82-  &.11-
CLIP+S 9.641 9036/ 97.11,  9.611
CLIP+S+L 7.60) 924017 98.037  7.60.
CLIP+S+M 8.83%  91.17) 97.59,  8.85%

CLIP+S+M+L| 7.59] 92411 981417  7.59

Table 6: The evaluation results of each ablation on Protocol-
1 and Protocol-2.

1.7
1.6
1.5
1.4 8
1.3

1.2
vanilla_CLIP  CLIP+S CLIP+S+L  CLIP+S+M CLIP+S+M+L

9.64 Protocol-1 ACER 10
- Protocol-2 ACER
8.83

Figure 6: The ACER results of each ablation. It could be
found that the addition of MoE ”S” makes the model worse,
which may be caused by overfitting. Our contributions L and
M significantly alleviate this problem and effectively im-
prove the generalization performance.

ting problem of introducing MoE. After adding our con-
tributions L and M, the performances improved on both
Protocols. Specifically, to compare the ablation results, the
CLIP+S+L is better on Protocol-2 which focuses on general-
ization, while the CLIP+S+M is better on Protocol-1 which
focuses on average performance. That proves our contribu-
tions Cosine Distance Loss ”L” could improve the model’s
generalization ability and Mask Mechanism “M” signifi-
cantly alleviates the overfitting problem caused by MoE. The
CLIP+S+M+L (Ours) shows the best performance among
these combined models, the ACER is 1.23% on Protocol-1
and 7.59% on Protocol-2. That good performance is thanks
to both alleviating overfitting and improving generalization
with our two contributions.

Conclusion and Future Work

In this paper, we proposed a unified framework for iris
anti-spoofing, which includes an IrisGeneral dataset and the
Mased-MoE method. It significantly improves the general-
ization of iris anti-spoofing models and alleviates overfit-
ting problems. In future work, we will focus on studying the
boundary of the MMOoE’s adaptive capability.
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