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Abstract. Despite the growing prevalence of artificial neural networks in real-world applications, their vulnerability to adver-
sarial attacks remains a significant concern, which motivates us to investigate the robustness of machine learning models. While
various heuristics aim to optimize the distributionally robust risk using the co-Wasserstein metric, such a notion of robustness
frequently encounters computation intractability. To tackle the computational challenge, we develop a novel approach to adver-
sarial training that integrates ¢-divergence regularization into the distributionally robust risk function. This regularization brings a
notable improvement in computation compared with the original formulation. We develop stochastic gradient methods with biased
oracles to solve this problem efficiently, achieving the near-optimal sample complexity. Moreover, we establish its regularization
effects and demonstrate it is asymptotic equivalence to a regularized empirical risk minimization framework, by considering various
scaling regimes of the regularization parameter and robustness level. These regimes yield gradient norm regularization, variance
regularization, or a smoothed gradient norm regularization that interpolates between these extremes. We numerically validate our
proposed method in supervised learning, reinforcement learning, and contextual learning and showcase its state-of-the-art perfor-

mance against various adversarial attacks.

1. Introduction

Machine learning models are highly vulnerable to potential adversarial attack on their input data, which
intends to cause wrong outputs. Even if the adversarial input is slightly different from the clean input drawn
from the data distribution, these machine learning models can make a wrong decision. Goodfellow et al.
[34] provided an example that, after adding a tiny adversarial noise to an image, a well-trained classification
model may make a wrong prediction, even when such data perturbations are imperceptible to visual eyes.

Given that modern machine learning models have been applied in many safety-critical tasks, such as
autonomous driving, medical diagnosis, security systems, efc, improving the resilience of these models
against adversarial attacks in such contexts is of great importance. Neglecting to do so could be risky or
unethical and may result in severe consequences. For example, if we use machine learning models in self-
driving cars, adversarial examples could allow an attacker to cause the car to take unwanted actions.

Adversarial training is a process of training machine learning model to make it more robust to potential
adversarial attacks. To be precise, it aims to optimize the following robust optimization (RO) formulation,
called adversarial risk minimization:

min {EZN@[RP(H;Z)]}, where R,(0;2) 2 sup fo(2'). (1)
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Here P represents the observed distribution on data, 6 represents the machine learning model, fy(z) is
a loss function, and the uncertainty set is defined as B,(z) = {z € Z: |z — x|| < p} for some norm
function || - || and some radius p > 0. In other words, this formulation seeks to train a machine learning
model based on adversarial perturbations of data, where the adversarial perturbations can be found by
considering all possible inputs around the data with radius p and picking the one that yields the worst-
case loss. Unfortunately, problem (1) is typically intractable to solve because the inner supremum objective
function is in general nonconcave in z. As pointed out by [66], solving the inner supremum problem in (1)
with deep neural network loss functions is NP-hard. Several heuristic algorithms [34, 46, 56, 17, 51, 69]
have been proposed to approximately find the optimal solution of (1), but they lack of global convergence
guarantees and it remains an open question whether they can accurately and efficiently find the adversarial
perturbations of data.

In this paper, we propose a new approach for adversarial risk minimization by adding a ¢-divergence
regularization. Here is a brief overview. By [29, Lemma EC.2], Problem (1) can be viewed as the dual

reformulation of the following DRO problem:

min {sup {EZNP[fQ(Z)] c W (P,P) < p}} , (co-WDRO)

0co P
where W, (+, -) is the co-Wasserstein metric defined as

: is a joint distribution of (; and
Wee(P,Q) = inf {ess.sup,y 16— isad G and & }

with marginals PP and Q, respectively

Therefore, it is convenient to introduce the optimal transport mapping -y to re-write problem (co-WDRO) as
min {Su},lf {Ep [fo(2)]: :zjslfpz HZQP’_Pgﬁszp: v } } : (2)

As long as the loss fy(z) is nonconcave in z, such as neural networks and other complex machine learning

models, problem (2) is intractable for arbitrary radius p > 0. Instead, we add ¢-divergence regularization to

the objective in (2), and focus on solving the following formulation:

. Proj fy:@ Proj fy:IP’}}
min < su E.. 2)] =Dy (v, 7o) : 1# ’ 2# , Reg-0o-WDRO
0e6 { P,F { P [f9( )] n ti?(fy fYO) eSS-Sup,YHQ _ C2|| < P ( g )

where 7, is the reference measure satisfying dvy,(z,2) = dI/PS(x) dv,(z), with v, being the uniform prob-
ability measure on B,(x), and D (7, o) is the ¢-divergence [22] between vy and ;. In the following, we

summarize several notable features of our proposed formulation.

Strong Dual Reformulation. By the duality result in Theorem 1, (Reg-co-WDRO) admits the strong

dual reformulation:

min s (2)], (3a)
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where ¢, (2) = inf {u + o, [(09)" (fo(2) — )] } (3b)



Compared with the original formulation (1), we replace the worst-case loss R, (6; z) defined in (1) by ¢,,(2),
which is a variant of optimized certainty equivalent (OCE) risk measure studied in [8]. Subsequently, it can

be shown that ¢, (x) is a smooth approximation of the optimal value R,(6;x).

Worst-case Distribution Characterization. We characterize the worst-case distribution for prob-
lem (Reg-co-WDRO) in Remark 2.1 and display its simplified expressions in Examples 1-5. In contrast to
the conventional formulation (co-WDRO) that deterministically transports each data from P to its extreme
perturbation, the worst-case distribution of our formulation transports each data x towards the entire domain
set B, () through specific absolutely continuous distributions. This observation indicates that our formu-
lation (Reg-oco-WDRO) is well-suited for adversarial defense where the data distribution after adversarial

attack manifests as absolutely continuous, such as through the addition of white noise to the data.

Efficient Stochastic Optimization Algorithm. We adopt the idea of stochastic approximation to solve
our reformulation (3) by iteratively obtaining a stochastic gradient estimator and next performing projected
gradient update. To tackle the difficulty that one cannot obtain the unbiased gradient estimator, we introduce
and analyze stochastic gradient methods with biased oracles inspired from [38]. Our proposed algorithm
achieves O (e7%) sample complexity for finding e-optimal solution for convex f,(z) and general choices
of ¢-divergence, and (”)V(e*“) sample complexity for finding e-stationary point for nonconvex fy(z) and

KL-divergence. These sample complexity results are near-optimal up to a near-constant factor.

Regularization Effects. We develop regularization effects for problem (Reg-co-WDRO) in Section 4.
Specifically, we show that it is asymptotically equivalent to regularized ERM formulations under three
different scalings of the regularization value e and radius p: Let 5 be an uniform distribution supported on

the unit norm ball B, (0), and || - ||. be the dual norm of || - ||. When p,n — 0, it holds that (Reg-co-WDRO) =
min B, 5[fy(2)] + E(fo; p.11), where

pE 5 Li}el]g {u + éEM [0 (C- (V1) b= )] H , if% el

E(fip,m) =< B slIVI(2)IL, if%—mo,
P’ o

L 27-07(D) E.p [Varbw[vf(Z)Tb]}v if - —0.

In other words, when p/n — o0, it corresponds to the gradient norm regularized ERM formulation; when
p/n — 0, it corresponds to a special gradient variance regularized ERM formulation; when p/n — C, it

corresponds to a regularized formulation that interpolates between these extreme cases.

Generalization Error Analysis. We investigate the generalization properties of our proposed adversar-
ial training framework. In particular, the optimal value in (Reg-co-WDRO) is the confidence upper bound
of its population version up to a negligible residual error. Next, we present the specific generalization error

bound for linear and neural network function classes.



Numerical Applications. Finally, we provide numerical experiments in Section 6 on supervised learn-
ing, reinforcement learning, and contextual learning. Numerical results demonstrate the state-of-the-art

performance attained by our regularized adversarial learning framework against various adversarial attacks.

Related Work

Adversarial Learning. Ever since the seminal work [34] illustrated the vulnerability of neural net-
works to adversarial perturbations, the research on adversarial attack and defense has progressively gained
much attention in the literature. The NP-hardness of solving the adversarial training problem (1) with ReLU
neural network structure has been proved in Sinha et al. [66], indicating that one should resort to efficient
approximation algorithms with satisfactory solution quality. Numerous approaches for adversarial defense
have been put forth [34, 46, 56, 17, 51, 69], aiming to develop heuristic algorithms to optimize the formula-
tion (1) relying on the local linearization (i.e., first-order Taylor expansion) of the loss fy. Unfortunately, the
Taylor expansion may not guarantee an accurate estimate of the original objective in (1), especially when
the robustness level p is moderate or large. Henceforth, these algorithms often fail to find the worst-case

perturbations of the adversarial training.

Distributionally Robust Optimization. Our study is substantially related to the DRO framework. In
literature, the modeling of distributional uncertainty sets (also called ambiguity sets) for DRO can be catego-
rized into two approaches. The first considers finite-dimensional parameterizations of the ambiguity sets by
taking into account the support, shape, and moment information [10, 61, 24, 33, 86, 75, 20, 58, 70]. The sec-
ond approach, which has received great attention recently, constructs ambiguity sets using non-parametric
statistical discrepancy, including f-divergence [42, 7, 74, 6, 27], Wasserstein distance and its entropic-
regularized variant [57, 76, 52, 84, 11, 30, 19, 79, 71, 4, 72], and maximum mean discrepancy [67, 85].

There are many results on the computational traceability of DRO. Sinha et al. [66] showed that replac-
ing oo-Wasserstein distance with 2-Wasserstein distance in (co-WDRO) yields more tractable formula-
tions. Unfortunately, their proposed algorithm necessitates a sufficiently small robustness level such that the
involved subproblem becomes strongly convex, which is not well-suited for adversarial training in scenarios
with large perturbations. Wang et al. [71] added entropic regularization regarding the p-WDRO formula-
tion to develop more efficient algorithms. We highlight that their result cannot be applied to the entropic

regularization for co-WDRO setup because the associated transport cost function is not finite-valued.

Stochastic Gradient Methods with Biased Gradient Oracles. Stochastic biased gradient methods
have received great attention in both theory and applications. References [35, 36, 18, 1] construct gradi-
ent estimators with small biases at each iteration and analyze the iteration complexity of their proposed
algorithms, ignoring the cost of querying biased gradient oracles. Hu et al. [38, 39] proposed efficient
gradient estimators using multi-level Monte-Carlo (MLMC) simulation and provided a comprehensive anal-

ysis of the total complexity of their algorithms by considering both iteration and per-iteration costs. This



kind of algorithm is especially useful when constructing unbiased estimators can be prohibitively expan-
sive or even infeasible for many emerging machine learning and data science applications, such as ¢-
divergence/Sinkhorn DRO [49, 71, 83], meta learning [43, 40], and contextual learning [25]. We show that
our formulation (Reg-co-WDRO) can also be solved using this type of approach.

Notations. Denote by Proj, v, Proj,, the first and the second marginal distributions of ~, respectively.
For a measurable set Z, denote by P(Z) the set of probability measures on Z. Denote by supp P the support
of probability distribution IP. Given a measure £ and a measurable variable f : Z — R, we write E, [ f] for
| f(2)du(z). Given a subset E in Euclidean space, let vol(E) denote its volume. Let 8* € argmin F'(6).
We say a given random vector 6 is a §-optimal solution if E[F'(§) — F'(0*)] < §. In addition, \i/eeesay 0isa
1 [9— Proje (0 — 6VF(9))] Hz <. Fora
given probability measure 1 in R, denote by f4u the pushforward measure of 1 by f: R — R.

d-stationary point if for some step size v > 0, it holds that E

2. Phi-Divergence Regularized Adversarial Robust Training

In this section, we discuss the regularized formulation of the adversarial robust training problem (2). Define
the reference measure v, as the uniform probability measure supported on B,(z) C Z, i.e.,

dv,(w) _ HweB,(2)
dw vol(B,(z))

bevon(wes, (), @)

where we denote V, = vol(B,(z)), since the volume of B,(z) is independent of the choice of z. Next, we

take the reference measure vy, a transport mapping from Z to Z, as
dyo(z,2') = dP(2) dv.(2)), Vz,2 € Z.

Such a reference measure transports the probability mass of P at 2 to its norm ball B ,»(2) uniformly. With
such a choice of v, each probability mass of P is allowed to move around its neighborhood (the norm ball
of radius p) according to certain continuous probability density values, which takes account into a flexible
type of adversarial attack. With these notations, we add the following ¢-divergence regularization on the

formulation (2). Notably, it ensures the worst-case distribution is absolutely continuous.

DEFINITION 1 (¢-DIVERGENCE REGULARIZATION). Let¢: R— R, U {Oo} be a convex lower semi-
continuous function such that ¢(1) = 0, ¢(z) = oo if < 0. Given an optimal transport mapping v € P(Z?),
define the ¢-divergence regularization

Dy (7:7) =E(z 200 [¢> (M)] - &
For simplicity, we focus solely on the inner maximization and omit the dependence of the parameter 6 on
the loss fy(z). Now, the regularized formulation of (2) becomes

Proj fy:]/P\’ Proj ’y:IP} .
su E.. 2)] =Dy (v, 70) : 1# ’ 2# . Primal-¢-Re
]P’,$ { P [f( )] n 43(7 '.)/O) eSS-SuPWHCl o <2” <p ( (b g)



By convention, we say for an optimal solution (P,,~*) to (Primal-¢-Reg), if exists, the distribution P,
is its worst-case distribution, and ~* is its worst-case transport mapping. Define the dual formulation of
(Primal-¢-Reg) as

E. s [;gﬂg {MHEMZ ()" (£(') — )] H : (Dual-¢-Reg)
The following summarizes the main result in this section, which shows the strong duality result, and reveals
how to compute the worst-case distribution of (Primal-¢-Reg) from its dual. The proof of Theorem 1 is

provided in Appendix EC.2.

THEOREM 1 (Strong Duality). Assume that Z is a measurable space, f: Z —RU{co} is a measurable
function, and for every joint distribution v € P(Z x Z) with Proj, vy = @, it has a regular conditional
distribution vy, given the value of the first marginal equals z. Then for any n > 0, it holds that

(I) (Primal-¢-Reg) = (Dual-¢-Reg);

(Il) Additionally assume that for P-almost surely every z, there exists a primal-dual pair (u*,(*) such

that
ez, E.¢I=1 ()=o) [f(w)—ul, (5)
then there exists a worst-case distribution P, having the density
dP,(w)

— =V, E_; [1{w €B,(2)}-C (w)} :

Theorem 1 requires ~ having a regular conditional distribution -y, given the value of its first marginal equals
z. It simply means that for any given z € supp P, v, is a well-defined transition probability kernel, which
always holds for Polish probability space. We refer to [44, Chapter 5] for a detailed discussion of the regular

conditional distribution.

2.1. Discussions

In the following examples, we show that for some common choices of the function ¢, Condition (5) can be

further simplified such that one can obtain more analytical expressions of the worst-case distribution P,.

EXAMPLE 1 (INDICATOR REGULARIZATION). For a € (0, 1], consider the indicator function ¢ such that
¢(z) =0 for z € [0, '] and otherwise ¢(x) = oo. Let u* be the left-side (1 — «)-quantile of fv,, which
is also called the value-at-risk and denoted as V@R, ,.. (f), and define ¢} (w) = a~' - 1{f(w) > u:}. One
can verify that (u*, () is a primal-dual optimal solution to (5), and therefore the worst-case distribution [P,
has the density

T (v B [1 (w0 By A () 2 VR, () ]

Define the average risk-at-risk (AVaR) functional AV@R,, »(f) =inf {p+a 'E.p[f(z) — p4 }, then
o

z~P

(Dual-¢-Reg) =E_ 5 [AV@RWZ ( f)} . &



EXAMPLE 2 (ENTROPIC REGULARIZATION). Consider ¢(x) = zlogx —x+ 1,2 > 0. In this case, it can

be verified that the primal-dual pair to Condition (5) is unique and has closed-form expression:

prz =nlog Koy, [exp <M>} , Cw)=a-exp (M>
n n
where v, := (Ey.,.[e/®)/7)) " is a normalizing constant. Consequently, the worst-case distribution P,
satisfies

and Problem (Dual-¢-Reg) simplifies into an expectation of logarithm of another conditional expectation,

which corresponds to the objective of conditional stochastic optimization (CSO) [41, 37]:

(Dual-p-Reg) =E,__5 [Vew(2;n)], where  ¢pu(z;n) =nlogE.io,, [eXp (f(; )) } :

Compared with the original formulation (1), the entropic regularization framework replaces the worst-case
loss sup.iep 2y f(2') bY Yew(2;7). Based on the well-known Laplace’s method (also called the log-sum-

exp approximation) [16], this framework provides a smooth approximation of the optimal value in (1). &

EXAMPLE 3 (QUADRATIC REGULARIZATION). Consider ¢(x) = 1(2*>—1),z > 0. By Condition (5), one

can verify that .} is a solution to the scalar equation E,,,_[f(w) — p1.]4+ = nand ¢} (w) =1~ (f(w) — u}) L

Hence, the worst-case distribution P, has the density

dP, _ *
) ) B[ e B, @) () - ), ]
Additionally,
1
(Dual-¢-Reg) =E__5 [féﬂg {%Eszum [f(z")— u]i + g + MH . L)

Compared to entropic regularization, this method requires solving a one-dimensional minimization problem
before determining the worst-case distribution density or evaluating the dual reformulation, which can be
accomplished using a bisection search algorithm. Consequently, the computational cost may be higher.
However, this regularization is more stable, especially for small values of 7, whereas using small 7 in
entropic regularization can lead to numerical errors due to the log-sum-exp operator. Besides, quadratic
regularization implicitly promotes sparsity on the support of the worst-case distribution, as the density

corresponding to support point w equals zero when f(w) < u* for P-almost sure 2.

EXAMPLE 4 (ABSOLUTE VALUE REGULARIZATION). Consider ¢(x) = |x — 1|,z > 0. Assume

| f1l0..00 :=€ss-sup, f= max f(z')<oo (6)
’ Z z'€Bp(z)

for P-almost surely z. One can verify that

=04 e @) =1{F@) 20— [f e 2 0.



Hence, the worst-case distribution P, has the density

dIPgogw)va—l.Ez P[ {wGIB% /\f +277f||f||yzﬁoo20}]
In this case,
(Dual-g-Reg) =E, 3 | llz oo = 20+ Bures | £() = Lo+ 20] |- ’

EXAMPLE 5 (HINGE LOSS REGULARIZATION). Consider ¢(z) = (x — 1);,2 > 0. Under the same

assumption as in Example 4, one can verify

pe ==+l Clw) =1{f(w) —pul =0}

Hence, the worst-case distribution PP, has the density

T =V B[ B A @) £ 1 20}

In this case,
(Dual-g-Reg) =B, 5| | llur e =1+ Evrns. [ £(Z) = | llec 1] |- *

REMARK 1 (CONNECTIONS WITH BAYESIAN DRO). Our formulation is closely related to the dual for-
mulation of Bayesian DRO [65, Eq. (2.10)] with two major differences: (i) we treat the reference measure
v, as an uniform distribution supported on B,(z), while the authors therein consider a more general condi-

tional distribution; (ii) we fix the regularization value 7, while the authors therein treat it as a Lagrangian

d’Yz(Z/)
dvz(2')

multiplier associated with the hard constraint E,/,, [d) ( )] <7 for some constant 1’ > 0. &

Following the discussion in Example 2, we are curious to study under which condition will the regular-
ized formulation serve as the smooth approximation of the classical adversarial training formulation as the
regularization value vanishes, called the consistency property. Proposition 1 gives its sufficient condition.

Its proof is provided in Appendix EC.2.

ASSUMPTION 1. Assume either one of the following conditions hold:

(D lim, o 22 < o0;

(ID) lim; o ? = 0o, dom(¢) =R,.
PROPOSITION 1 (Consistency of Regularized Formulation). Suppose Assumption 1 holds, and for any

n > 0 and P-almost sure z, the minimizer to the inner infimum problem in (Dual-¢-Reg) exists and is finite.

Then, as 11— 0, the optimal value of (Primal-¢-Reg) converges to E__3 [maxz reB,(z) J(2' )] .



Assumption 1 is widely utilized in the ¢-divergence DRO literature [50]. Within this context, Assump-
tion 1(I) is referred as popping property and the first condition of 1(II) is referred as non-popping property.
Under the non-popping property, we further assume that the domain of ¢ is R, . This assumption is crucial:
the indicator function in Example 1 does not satisfy this assumption, and consequently, the consistency
property in this case does not hold. However, as demonstrated in Proposition 1, the divergence choices in
Examples 2-5 do satisfy this consistency property. As we will demonstrate in the next subsection, by taking
the regularization value 1 — 0, the worst-case distributions from Examples 2-5 indeed concentrate around

the worse-case perturbation area.

2.2. Visualization of Worst-case Distribution

In this subsection, we display the worst-case distributions studied in Examples 1-5 using a toy example.
We obtain the densities of these distributions by discretizing the continuous distribution v, using 10* grid
points. The loss f(-) is constructed using a three-layer neural network, whose detailed configuration is
provided in Appendix EC.7 and landscape is displayed in Figure 1. We take P= 0o, and the domain of
adversarial attack as B,(z) =[5, 5]. The inner maximization problem corresponding to the un-regularized
formulation (1) amounts to solve the optimization problem max.c[_55 f(z). From the plot of Figure 1, we
can see that solving the un-regularized adversarial learning problem is highly non-trivial because the inner

maximization problem contains many local maxima, and it is difficult to find the global maxima.

Figure 1  Landscape of the 1-dimensional objective f(-)

The worse-case distributions are provided in Figure 2, in which different columns correspond to different
regularizations (i.e., indicator, entropic, quadratic, absolute value, or hinge loss), and different rows cor-
respond to different choices of parameters: for indicator regularization, we tune the risk level « € (0, 1],
whereas for other regularizations, we tune the regularization level n. Our findings are summarized as fol-

lows.
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Figure 2 Worse-case distributions for different kinds of regularizations and different choices of parameters (including risk level

@

an

(I1I)

« and regularization level 7).

For indicator regularization, the worst-case distribution does not vary w.r.t. the choice of regulariza-
tion value 7 but the risk level «. From the plot, we can see that the worst-case distribution for o = 1
becomes the uniform distribution around the domain, whereas as « decreases, it tends to center
around the worst-case perturbation area, i.e., the area close to x = 5.

For entropic regularization, we find for large 7, the worst-case distribution tends to be uniform over
its support, whereas, for small 7, the worst-case distribution tends to center around the worst-case
perturbation area. Compared to the plot for indicator regularization, the worst-case distribution here
demonstrates greater flexibility by allowing unequal weight values across different support points.
For quadratic regularization, we obtain similar observations as in entropic regularization. Besides,
the maximum density value does not increase to infinity at such a quick rate, which demonstrates that
the quadratic regularized formulation is more numerically stable to solve. One should also notice that
even for small 7, the support of the worst-case distribution from entropic regularization is still the
whole domain [—5, 5], whereas most density values can be extremely small. In contrast, the support

of that from quadratic regularization only takes a tiny proportion of the whole domain.
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(IV) For absolute value and hinge loss regularizations, unlike entropic or quadratic regularization, the

worst-case distributions here are constructed using histograms with equal weights assigned to dif-

ferent support points. This indicates that these two choices lack the flexibility needed to represent a
meaningful worst-case distribution.

Based on the discussions above, we recommend using entropic or quadratic regularization for adversarial

robust learning in practice. Since these two regularizations are special cases of the Cressie-Read family of

¢-divergences [23], exploring other types of ¢-divergences as regularizations opens an interesting avenue

for further research.

3. Optimization Algorithm

We now develop stochastic gradient-type methods to solve the proposed formulation (Reg-co-WDRO). We

first re-write it as

min { F(0) =E, 5 [R(6;2)] } (7a)
where R(oi2) = s {B (o) -nEo. [0 (G1E5)] ] e 7b)

The formulation above is difficult to solve because each z € suppIF’ corresponds to a lower-level subprob-
lem (7b). Consequently, Problem (7) necessitates solving a large number of these subproblems, given that
the size of supp@ is typically large or even uncountably infinite. In contrast, we will provide an efficient
optimization algorithm whose sample complexity is near-optimal and independent of the size of supp P.
Throughout this section, we assume the divergence function ¢ is strongly convex with modulus «, which
is a standard condition studied in literature. Thus, for each z, the maximizer (denoted as 7.) to the lower
level problem (7b) is unique and guaranteed to exist. Therefore, we update 6 in the outer minimization

problem according to the projected stochastic gradient descent (SGD) ! outlined in Algorithm 1.

Algorithm 1 Projected SGD for solving (7)

Require: Maximum iteration 7', initial guess #,, constant stepsize 7

I: fort=1,..., T —1do

2:  Obtain a stochastic estimator of the (sub-)gradient VF'(6,).
3. Update 0., = Proje (et - TV(Qt)) .
4: end for

Output iteration points {6, }7_,.

The Step 2 of Algorithm 1 requires the construction of the gradient of the objective at the upper level.
According to the Danskin’s theorem, it holds that

VF(0)=E_5[VR(6:2)] =E_ 5E.s [V fol2)].

z~P
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In the following, we discuss how to construct the stochastic (sub-)gradient estimator V'(-) in Step 2 of

Algorithm 1. More specifically, how to construct the estimator of VR(6; z).

3.1. Gradient Estimators

Since VR(0; z) is challenging to estimate, we first construct an approximation objective of R(#;z) whose
gradient is easier to estimate. Denote the collection of random sampling parameters (¢ := (z, {zi}iepy)s
where z ~ P and {zg}ie[Qe] are 2° i.i.d. samples generated from distribution v,. Then, we define the approx-

imation function
FY0) = Ee {E(Q; {Z'Z}iG[QZ]):| ) ®)

where for fixed decision 6, sample z, and sample set {z}} consisting of m samples, define

R(6:{=1}) = max ;} Yifo(#) = - ie[Zm] S(my) ¢ )
The function ﬁ(@; { zz’}) can be viewed as the optimal value of the ¢-divergence DRO with discrete empir-
ical distribution supported on {2]}. The high-level idea of the approximation function F*(6) is to replace
the lower-level problem (7b), the ¢-divergence DRO with continuous reference distribution, using another
¢-divergence DRO with its empirical reference distribution. As the number of samples of the empirical
reference distribution goes to infinity, one can expect that F'*(0) approximates the original objective F'(6)
with negligible error.

It is easy to generate gradient estimators for the approximation function F*(). For fixed random sam-
pling parameter ¢“, assume there exists an oracle that returns 7, .,, as near-optimal probability mass values

for §(9; {2/} ie[n1:m9)» and define the gradient

VE(H, {Zz{}ie[nl:ng]) = (?nl:ng)iVQfG(zgy (10)
i€[n1:na]
Due to the near-optiamlity of 7,,, ., it holds that V}N%(Q; {zg}ie[mm]) = Vﬁ(&; {z;}ie[nm]). Next, we
define

6'(60,¢") = VE(0: {z}ienian) (11)
~ 11 ~ ~
G(60.C") = VR(0: (=l icnan) — 5 |VE(O: (e bicton) + VRO {elhic1 1120) |- (12)

Now, we list two choices of gradient estimators at a point :
Stochastic Gradient (SG) Estimator. For fixed level L, generate n$ i.i.d. copies of (¥, denoted as {¢/}.

Then construct

o
"L

V() = %Zg%e,cf). (13a)

L =1
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Randomized Truncation MLMC (RT-MLMC) Estimator. For fixed level L, generate n$ i.i.d. ran-

dom levels following the truncated geometric distribution P(L = () = 2= L,€ =0,...,L, denoted as
El, .. .,Ln% . Then construct
RT-MLMC 1 e~ =~ 1 AL 7.
VRN () = ) TB(L=1,) 7 - G (0,6 (13b)
nL i=1

The SG estimator is a conventional approach to estimate V F*(0). Instead, the RT-MLMC estimator has the
following attractive features:
(I) It constitutes a gradient estimator of the approximation function FZ(6) with a small bias. More
specifically, RT-MLMC and SG estimators have the same bias:

RT-MLMC . 1 R Ll Ll , 14 £
E[V (0)] =Eg, F@:El)ﬁw[@ 0,¢ ] ZIP’L 0)- !( K)IEC [G(@()]]

L
= ZEC‘Z [Ge(g’ d)] = Em@E{z;}ie[Qe]wz [VR(G; {Zzl'}ie[2z})j| = E[VSG(G)L

and the bias vanishes quickly as L — oco.

(II) Since VE(G; {Zv/:}ie[mf]) , VE(G; {zqf}ie[lzzeq]), and V}N%(O; {Z;}i€[22—1+1:22]) are generated using
the same random sampling parameters (¢, they are highly correlated, which indicates the stochastic
estimator G*(0, ¢*) defined in (12) has small second-order moment and variance thanks to the control
variate effect [59], making it a suitable recipe for gradient simulation.

(IIT) The construction of SG estimator requires generating n9 - 2- = O(2%) samples, while the (expected)
number of samples for RI-MLMC is n9 - H%L = O(L). As aresult, the computation of RT-MLMC

estimator is remarkably smaller than that of SG estimator.

3.2. Solving penalized ¢-divergence DRO with finite support

In the last subsection, it is assumed that one has the oracle for solving the generic penalized ¢-divergence

DRO with m support points { fi, ..., fm }:

R=max § > vifim— > d(m) o (14)
ze[m]

yeA™
i1€[m]

The formulation (9) is a special case of this problem by taking f; = fs(2}), Vi. In the following, we provide
an algorithm that returns returns the optimal solution to (14) up to precision €. We write its Lagrangian
reformulation as
n
minaa (€0 = 30 uhi = 3 om) +u(1- 3 ) )
Based on this minimax formulation, we present an efficient algorithm that finds a near-optimal primal-dual
solution to (14) in Algorithm 2, whose complexity analysis is presented in Proposition 2. The complexity is

quantified as the number of times to query samples fi, ..., f,,. Its proof is provided in Appendix EC.3.
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Algorithm 2 Bisection search for solving (14)

Require: Interval [u, fi], maximum iteration 7', constant K = lim,_,o; ¢'(s).
1: fort=1,...,T do
2. Update = 3 (p+ 1)
3: Obtain index set A" = {z eml: f. < ,u+77K}

4. Compute h(u):= ézze (@)™ ( - )
5:  Update fi = p if h(p) <0 and otherwise p = p

6: end for
7. Obtain v* such that v; = 0 if ¢ € A and otherwise ; = %(gzﬁ’)‘l(f’i%‘).

Output the estimated primal-dual optimal solution (v, 1) and estimated optimal value h(u).

PROPOSITION 2 (Performance Guarantees of Algorithm 2). Fix the precision ¢ > 0. Suppose we

choose hyper-parameters in Algorithm 2 as

1 0?1 1 {fn(ff), if ¢'(s) = —o0 as s — 0+,
T= g2< > =

510 T :O(logf)a H:ia = _
" ¢ f—-nK, ifd'(s) = K>—ocoass— 0+,

where 9 =i — p, f=mincpy fi, and f= maX;c|m) fi. As a consequence, Algorithm 2 finds a primal-dual
solution to (14) such that
(I) the estimated objective value R satisfies |R — R| < &
(I1) the difference between the estimated primal solution ~v and the optimal primal solution ~* is
bounded: ||y — 7*||oo < %\/%
(IIl) the distance between the estimated dual solution . and the set of optimal dual solutions S* is
bounded: D(11,8*) < 0-27T = (2nke)'/?;

(IV) its worst-case computational cost is O(mT) = O(mlog?1).

Most literature (such as [54, 32, 38]) provided algorithms for solving hard-constrained ¢-divergence DRO
problem, but they did not study how to extend their framework for penalized ¢-divergence DRO in (14).
One exception is that Levy et al. [49] mentioned this problem can be solved using bisection search as in

Algorithm 2 but did not provide detailed parameter configurations.

REMARK 2 (NEAR-OPTIMALITY OF ALGORITHM 2). For some special choices of the divergence func-
tion ¢, the optimal solution of problem (9) can be obtained with closed-form solution, such as the entropy
function ¢(s) = slogs — s + 1. However, Algorithm 2 is applicable to solving problem (9) for general
choices of the divergence function. When considering ¢(s) = slogs — s + 1, the optimal solution to (14)

becomes
efi /"]
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Computing this optimal solution requires computational cost at least 2(m). Compared with the complexity
in Proposition 2, Algorithm 2 is a near-optimal choice because it matches the lower bound up to negligible

constant O(log ). &

3.3. Complexity Analysis

In this subsection, we provide the convergence analysis of our projected SGD algorithm using SG and RT-
MLMC gradient estimators. Throughout this subsection, the computational cost is quantified as the number
of times to generate samples z ~ P or samples 2z’ ~ v, for any z € supp P. We consider the following

assumptions regarding the loss function.

ASSUMPTION 2 (Loss Assumptions). (I) (Convexity): The loss fy(z) is convex in 6.
(IT) (Lipschitz Continuity): For fixed z and 01,05, it holds that | fo, () — fo,(2)| < Ly||61 — 622
(IIT) (Boundedness): for any z and 0, it holds that 0 < fs(2) < B.
(IV) (Lipschitz Smoothness): The loss function fo(z) is continuously differentiable and for fixed z and
61,605, it holds that ||V fp, (2) — V fo,(2)]|2 < St||01 — O2]|2.

3.3.1. Nonsmooth Convex Loss To analyze the convergence rate, we rely on the following technical

assumptions.

ASSUMPTION 3. (I) For any data points { f1,..., fm}, the optimal probability vector v* in the data-
driven penalized ¢-divergence DRO problem (14) satisfies D2 (7", =1,,) < C.

(Il) Foreach 8 € © and z € supp @ the inverse cdf of the random variable ( fp) xv. is Gias-Lipschitz.

Assumption 3 is relatively mild and has originally been proposed in [49, Assumption A1] to investigate the
complexity of solving standard ¢-divergence DRO. Assumption 3(I) holds by selecting proper divergence
function ¢, such as quadratic or entropy function in Examples 3 and 2. As long as the probability density of
fo(Z) is lower bounded by Y within its support, Assumption 3(II) holds with G;q; = Y. Now, we derive
statistics of SG and RT-MLMC estimators.

PROPOSITION 3 (Bias/Second-order-Moment/Cost of SG and RT-MLMC Estimators). Fix the preci-
sion € > 0. Suppose Assumption 3(1) holds, and during the construction of SG/RT-MLMC estimators, one
query Algorithm 2 with optimality gap controlled by e. Then it holds that
(I) (Bias): Suppose, in addition, Assumption 3(I1) holds, then E[VSC ()] = E[VET-MLMC (9)] = V F(f),
where |F(0) — F(0)] < €+ G - 27~
(I) (Second-order Moment):
%

E[VEE(0)]3 < 2L [1+ (2¢)/(sn)],  E[VFENE(@G)]3 < s

-(2%€) +6(L+1)L;C.
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(IIT) (Variance):

2021+ (2 962
f [ + (O 6)/(577)]’ Var[VRT-MLMC(e)] < io T (2L€) + 6(L + 1)L?C .
nr ny | Ky

Var[V39(9)] <

(IV) (Cost): Generating a single SG estimator requires cost O(n$ - 2% log %), whereas generating a single

RT-MLMC estimator requires expected cost O(nS - Llog t).

Let the estimated solution returned by the projected SGD algorithm be 51@ = % 23:1 ;. Based on Propo-
sition 3, we derive complexity bounds for solving (7) when the loss function is convex and Lipschitz

continuous. We formalize our results in the following theorem. Its proof is provided in Appendix EC.3.

THEOREM 2 (Complexity for Nonsmooth Convex Loss). Suppose Assumptions 2(I), 2(II), 3 hold, and

0 > 0 is a sufficiently small precision level. During the construction of SG/RT-MLMC estimators, let the

optimality gap of querying Algorithm 2 controlled by € = g, and specify the hyper-parameters of SGD
algorithm with SG or RI-MLMC estimators as in Table 1. As a result,
() (SG Estimator) The SGD algorithm with SG estimator finds a §-optimal solution to (7) with compu-
tational cost O(T - ng 2 log 1) = O(6 3 log 1 ).
() (RT-MLMC Estimator) The SGD algorithm with RT-MLMC estimator finds a d-optimal solution to

(7) with computational cost O(T -n3 Llog +) = O(6~?(log 3)*).

Table 1 Hyper-parameters used in the projected SGD algorithm with SG/RT-MLMC gradient estimators for nonsmooth
convex loss.
Method Batch Size n9 Max Level L Max Iteration T’ Step Size
3G, 2
SG 1 log =4 O(1/6?) O(9)
RT-MLMC 1 log 5Gitt O((log1/6)2/6%) | O((log1/5)~26)

3.3.2. Smooth Nonconvex Loss

When the loss fy(z) is nonconvex in 6, we focus on finding the

near-stationary point of (7) instead. The key in this part is to build the bias between our gradient estimator
in (13a) or (13b) and the true gradient of the objective. Unfortunately, such a result for general choice of
¢-divergence regularization is hard to show. In this part, we only investigate the convergence behavior of
entropic regularization (see Example 2). In such a case, we have the closed-form expression regarding the
optimal solution of the lower-level problem (7b), and therefore, Problem (7) can be reformulated as

min {F(@):Ezwﬁ [nlogEZ,N,,z [exp (f“’;z/)ﬂ] } (15)

0€©

Similarly, the approximation function F** defined in (8) becomes

1
F'(0)=E |nlog oY Z exp

i€[2¢)



17

In this case, we do not use (11) or (12) but adopt the following way to construct the random vectors g*(6, ¢*)
and G*(0,¢"): define

ng—n1+1 n

Jj€[n1ng

1 Jo(25)
Unlzng(eace) :77103 - 4 Z €xXp <7>
]
and construct

9°(0,¢") = VoU,.2(0,¢"), (17)
1 1
Gé(ea 412) =Vy U1:2‘Z (07 CZ) - §U1:2€*1 (97 Cé) - §U2L’*1+1:25 (97 Ce)} . (18)

The following theorem presents the complexity of obtaining a d-stationary point for our projected SGD

algorithm using either SG or RT-MLMC estimator. Its proof is provided in Appendix EC.3.

THEOREM 3 (Complexity for Smooth Nonconvex Loss). Under Assumptions 2(I1), 2(II), and 2(IV),

with properly chosen hyper-parameters of the RT-MLMC estimator as in Table 2, the following results hold:

() (Smooth Nonconvex Optimization) The computation cost of RT-MLMC scheme for finding e-
stationary point is of O(e~*) with memory cost O(e~2).

(Il) (Unconstrainted Smooth Nonconvex Optimization) Additionally assume the constraint set © = R%,

then the memory cost of RT-MLMC improves to O(1).

Table 2 Hyper-parameters used in the projected SGD algorithm with SG/RT-MLMC gradient estimators for smooth

nonconvex loss.

Scenarios

Hyper-parameters

Comp./Memo.

Smooth Nonconvex
Optimization

L=0(log%), T=0(e?)
ng = 6(6_2)a

Comp.=0O(T(ny L)) =0(e*)

Memo. = O(n3 L) = O(e~?)

Unconstrainted Smooth
Nonconvex Optimization

Comp. = O(T(nS L)) = O(e™*)
Memo. = O(nS L) = O(1)

REMARK 3 (COMPARISION WITH SINKHORN DRQO). Sinkhorn DRO [71] introduces entropic regular-
ization to the ambiguity set constructed using the p-Wasserstein distance, resulting in a dual reformulation
that closely resembles (15), with the key modification of replacing the uniform distribution v, with cer-
tain kernel probability distributions. The primary distinction lies in the fact that the authors of the original
work provide only the SG or RT-MLMC estimator for nonsmooth convex loss, whereas we extend their
analysis to the smooth nonconvex loss setting. A crucial aspect of the convergence analysis is that for the
constrained smooth nonconvex case, as highlighted in [31], a large mini-batch size n} is required at each
iteration to estimate the gradient with sufficiently small variance to ensure convergence. In contrast, for the

unconstrained case, a mini-batch size n9 = O(1) is sufficient. s
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REMARK 4 (COMPARISON WITH co-WDRO). When solving (co-WDRO), the involved subproblems
are finding the global optimal value of the supremum SUP. B, (2) f(z) for x € supp I@, which are com-
putationally challenging in general. Various heuristics [46, 34, 51] have been proposed to approximately
solve it by replacing f(z) with its linear approximation f(z) + V f(x)Tz. It is worth noting that such an
approximation is not accurate, especially when the radius p of domain set B,(x) is moderately large, which
corresponds to large adversarial perturbation scenarios. For example, for the loss f(z) depicted in Figure 1,
its linear approximation around x = 0 will yield a wrong global maximum estimate. In contrast, we proposed
stochastic gradient methods to solve the regularized formulation (Reg-co-WDRO) with provable conver-
gence guarantees, which avoids solving such a hard maximization subproblem. Numerical comparisons in
Section 6.1 also suggest that our method outperforms those heuristics when adversarial perturbations are

moderately large. &

4. Regularization Effects of Regularized Adversarial Robust Learning

In this section, we provide an interpretation on how our proposed formulation (Reg-co-WDRO) works by
showing its close connection to the regularized ERM problem:

min E__s[fy(2)] + R(fo; p, 1)

UG

for certain regularization R ( fy; p,n). As we focus on small-perturbation attacks, it is assumed that p, 7 — 0.
Also, we omit the dependence of f, on 6 for simplicity. Subsequently, we derive the regularization effects
of (Reg-co-WDRO) by considering different scaling of p and 7). To begin with, we define regularizer £ as

the difference between regularized robust loss in (Primal-¢-Reg) and non-robust loss:
&(f; p,m) = Optval(Primal-¢-Reg) — Es[f]. (19)

Besides, we define the following regularizations. Let 3 be the uniform probability distribution supported on

B,(0), and define

Ri(fipm)=p-E_; [,ggﬂg {u + éEM ERCRORE] }] , (202)
Ra(fipm) = p s | IVF(2)]. ). (200)
Rolfip,1) = 5y Buvp | Vars V()74 (200)

where C' > 0 is some constant to be specified. These three regularizations correspond to the asymptotic
approximations of the regularizer under three different scaling regions of p and 7.
We impose the following smoothness assumption on the loss f, which is a standard technique assumption

when investigating the regularization effects of Wasserstein DRO [29].
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ASSUMPTION 4 (Smooth Loss). The loss f(-) is smooth with respect to the norm || - || such that ||V f (z) —
Vi@l <S(@)-llz =2, Vo'

We now present our main result in this section in Theorem 4, whose proof is provided in Appendix EC.4.

THEOREM 4 (Regularization Effects). Suppose Assumption 4 holds, and p — 0,n — 0, we have the fol-
lowing results.

(I) (OCE Regularization) When p/n — C' € (0, 00), it holds that

E(fip,m) —Rl(f;p,n)( =o(p).

() (Variation Regularization) When p/n — oo and suppose additionally Assumption 1 holds, then

E(fipm) —Rz(f;p,n)( =o(p)-

() (Variance Regularization) When p/n — 0 and suppose additionally that ¢(t) is two times continu-
ously differentiable in a neighborhood of t = 1 with ¢ (1) > 0, then

E(fipm) —Rg(f;p,n)( =o(p).

The proof idea is to consider the surrogate of &( f; p,n), by replacing f with its first-order Taylor expan-
sion, which leads to
1

E(fipm)=p-E 5 [Eéﬂ% {/Hr T

By [¢* (% (Vf(2) b~ u))] H - 1)

Based on Assumption 4, it can be shown that &(f; p,n) = gﬂa(f; p,n) + O(p?). Thus, it suffices to derive
approximations of & under different scaling regimes of p/7. Below, we provide interpretations on this main

result for each scaling regime.

Case 1: p/n — C € (0,00). In this case, the perturbation budget p and regularization level n decay in
the same order. It is noteworthy that the drived regularization R, (f; p,n) in (20a) has close connection to
the optimized certainty equivalent risk (OCE) measure studied in [8]: Define the OCE of random variable

X with parameter 7 as

00 =t {u+2[or (T )] b=t {uvm oo (S2)]
then Ry (f;p,m) =p-E, 5 [61/C ((Vf(z))#ﬁ)] , where (V f(z))4/ is the pushforward probability mea-
sure of 3 by the linear projection map (-, V f(z)). Namely, the regularization term R (f; p,n) represents the
averaged value of OCE across the projection of the loss gradient V f(z) with random projection directions.
Interestingly, it can be shown that the regularization R (f; p,n) converges to R (f; p,n) as the constant
C' — oo, and converges to R3(f;p,n) as C — 0. When p/n — C for some C > 0, the corresponding
regularized ERM is an interpolation between the regularized ERM formulations corresponding to other two

extreme cases.
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Case 2: p/n — oo. In this case, the convergence rate of the regularization level 7 is faster than that of the
perturbation budget p. We showed that (19) is asymptotically equivalent to the gradient norm regularization
in (20b). Recall that Gao et al. [29] showed the standard co-Wasserstein DRO can be approximated using the
same regularization term, and the authors therein call it the variation regularization. Therefore, our finding
in this case matches our intuition since the regularization level 7 has little impact on the regularization

effect.

Case 3: p/n — 0. Finally, we consider the case where the convergence rate of p is faster than that of
the regularization n. We showed that (19) is asymptotically equivalent to the variance regularization (20c)
in terms of the projected gradient of the loss f. Note that the regularization effect for this case requires the
assumption that the divergence function ¢(¢) should be two times continuously differentiable and locally
strongly convex around ¢ = 1, which is a common condition in the study of general ¢-divergence DRO [26,
12, 47, 26].

Recall that [26, 12] showed the ¢-divergence DRO with a sufficiently small size of ambiguity set can be
well-approximated by the ERM with variance regularization in terms of the loss. By taking the first-order
Taylor expansion regarding the loss, these regularizations relate to each other. An intuitive explanation is
that the impact of regularization level dominates in this case, which corresponds to the regime where the
worst-case transport mapping (Primal-¢-Reg) is sufficiently close to the reference mapping. This indeed

corresponds to the case studied in the aforementioned reference.

5. Generalization Error Bound

In this section, we investigate the generalization properties of our proposed adversarial learning framework
in (Reg-oco-WDRO). To simplify our analysis, we focus on the multi-class classification setup, i.e., the loss
function fy(2) is defined as fy(z) = £(go (), y), where the data point z = (x,y) represents the feature-label
pair, go(x) is the predictor function parameterized by 6, and £ : R¥ x {1,... K} — [0,1] denotes a K-
class classification loss function such as the cross-entropy loss. Throughout this section, we take the norm

function that appears in the co-Wasserstein metric as
[z =2 =lz = a'l|oc + 00 - Hy #y'},

where z = (x,y) and 2’ = (2/, y’) are two different data points.Thus, we take into account only the distribu-
tion shift of the feature vector and omit the label distribution shift. Let S = {z;}"_; denote the set of n i.i.d.
sample points generated from P, and PP, be the empirical distribution supported on S. For fixed parameter
0, let fiadv(ﬁ) be the objective value of (Reg-co-WDRO) with P= P,, and R, (6) be its population version,

i.e.,

Proj, ,v = Py, Proj,, vy =P
Roao(0) =5up { By [0(g6(2),9)] = mDu(1,70) 1 1% 2
«(9) Ty { e [Eg0(@): )] = 1Do(3,70) ess.sup, [|¢1 — ol < p

=E(z )~ Prue [,lféﬁ {u + Epos [(19)* (£(g0(x+b),y) — )] H ;
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where the last equality is based on the strong duality result in Theorem 1, and b ~ (§ is a random vector
uniformly distributed on B,(0), the || - ||.-ball of radius p centered at the origin. One of the most important
research questions in learning theory is to provide the gap between the empirical regularized adversarial
risk ﬁadv(ﬁ) and the population regularized adversarial risk R, (0) (see, e.g., [82, 2, 3]). We answer this
question leveraging the covering number argument.

Let us begin with some technical preparation. Let € > 0 and (), || - ||) be a normed space. We say C C V
is an e-cover of V if for any V € V), there exists V'’ € C such that |V — V|| < e. The least cardinality of C
is called the e-covering number, denoted as N'(V, ¢, || - ||). For any =, 2’ € V™, we take the norm ||z — 2'|| =

max;e |z; — «||. Define the regularized adversarial function class
%m:{tawF%££{M+EMﬁKm®*@@Ax+wﬂﬁ—uﬂ}i 96@}-
For dataset S' = {z;}7; = {(x;, )}, define
Gatv|g = {(g(xlayl)v ey §(Tnyyn)) T g€ gadv}‘

An intermediate consequence of the covering number argument is the following.

PROPOSITION 4 ([82, 62]). Suppose the range of the loss function (x,y) — £(ge(x),y) is [0,1]. With
probability at least 1 — § with respect to P= P,,, it holds that for all 6 € ©,

log(2/5)

Radv(a) S ﬁadv(e) + (lxrif(.) <80£ + / \/logN gadv\sae ’ |) > (22)

The remaining challenge is to provide the upper bound on the covering number A (Guqv g, €, | - |). Define the

new function class of interest as

g:{(x,y)HE(gg(x—i—') )GRBP(O) 06@} Q‘S:{(g(:rl,yl),...,g(mn,yn)):geg}.

and the associated norm |[|g|o = supyez, (o) |9(b)|, Vg € G. The following proposition controls the covering

number of G,qy| using that of Gs.
PROPOSITION 5. Assume that ¢ is strictly convex. Then, it holds that N (Guu) . €, |-|) SN (G4, €[ - [|s0)-

Proposition 5 gives an estimate of N (G4, €, | - |) by taking Gy that involves the perturbation set B,(0)
into account. The advantage is that the covering number N'(G| ., ¢, || - |[) can be easily computed. The

following presents several applications of Propositions 4 and 5.

EXAMPLE 6 (LINEAR FUNCTION CLASS). Let us model the predictor gy(x) using the linear function
class

go(2) =Wa, 0€0:={W R |[W] <Ay, W]z <A},
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where the feature vector x € R? is assumed to be bounded: sup, ||| < ¥. Next, we consider the ramp loss
0:RE x {1,..., K} >R,

1 it M(t,y) <0,
1
Ut,y) = 1—EM(t,y), if0<M(t,y) <o, (23)
0, if M(t,y) > o,

where M (t,y) = t, — max,,t,,. By [53, Lemmas 4.4 and 5.2], it holds that log N (G|, €, - [|«) =

~ 2 2
O(%), where O() hides constant logarithmically dependent on related parameters. As a conse-

quence, the generalization bound (22) further simplifies to

log(2/0) 8 AVA(T +dp)
T vo (M),

EXAMPLE 7 (NEURAL NETWORK FUNCTION CLASS). We next consider the predictor g, (x) belongs to

Rugy(0) < Rugy(0) +3

the L-layer and m-width neural network function class with 1-Lipschitz nonlinear activation o
@) =Wy -0 (Wi s o(Wia)).

where the feature vector 2 € R? satisfies sup, ||z||s < ¥, and the model parameter

96@::{(W1,...,WL): Wl < a, [Wly < sil=1,...,L—1

Wl < @, W e < 50 [W e < 51 -

When considering the ramp loss in (23), according to [53, Lemma 5.14],
~ [ L2d( + f dp) a?
log N (Gig, 6, [lc) =0 | ———F—"— H Z :

Then, the generalization bound (22) becomes

log(2/0) , 8 5 LVA(T +Vdp) e Z*

Radv(e) S ﬁadv(e) + 3 + O
ovn le[L] le[L] 51

REMARK 5. Compared to the generalization analysis of the unregularized adversarial robust learning for-
mulation in (1) (see, e.g., [45, 82, 3, 78]), our error bound for the regularized case is similar. It aligns with
the state-of-the-art error bound for the unregularized case. The novelty in our theoretical analysis lies in
upper bounding the covering number of G,4,|s in Proposition 4 by that of §;5. Based on the lower bound
of Rademacher complexity for neural network function classes [5, Theorem 3.4], our generalization bound
for the linear function class matches the lower bound in terms of the parameters ¥, A, and n, but intro-
duces an additional O(d) term. For neural network function classes, our bound introduces an additional

O(Ld El elr ) term. While these additional terms are relatively small, developing new proof tech-

niques to further tlghten the generalization analysis would be desirable.
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6. Numerical Study

In this section, we examine the numerical performance of our proposed algorithm on three applications:
supervised learning, reinforcement learning, and contextual learning. We compare our method with the
following baselines: (i) empirical risk minimization (ERM), (ii) fast-gradient method (FGM) [34], (iii) and
its iterated variant (IFGM) [46]. Those baseline methods are heuristic approaches to approximately solving

the co-WDRO model.

6.1. Supervised Learning

We validate our method on three real-world datasets: MNIST [48], Fashion-MNIST [77], and Kuzushiji-
MNIST [21]. The experiment setup largely follows from Sinha et al. [66]. Specifically, we build the classifer
using a neural network with 8 x 8, 6 x 6, and 5 X 5 convolutional filter layers and ELU activations, and
followed by a connected layer and softmax output. After the training process with those listed methods, we
then add various perturbations to the testing datasets, such as the £5-norm and ¢, -norm adversarial projected
gradient method (PGM) attacks [51], and white noises uniformly distributed in a ¢5 or £, norm ball. We
use the mis-classification rate on testing dataset to quantify the performance for the obtained classifers. For
fair comparison, we take the same level of robustness parameter p = 0. 45 for all approaches, and specify
the number of epochs (i.e., the number of times the data points are passed through the model) as 30 and
use Adam optimizer with stepsize v = 1e—3. For PGM attack and FGM/IFGM defense, we specify the
stepsize for the attack step as 0. 1. The number of iterations for the attack step of PGM attack and IFGM
defense is set to be 15. Since the scaling of 7 that satisfies p/n — C for some constant C' corresponds to an
interpolation of gradient norm and gradient variance regularized ERM training as suggested by Section 4,
we specify the regularization value n = 2 - p in this experiment. Since the loss is highly nonconvex, we
examine our regularized adversarial training using entropic regularization only, with RT-MLMC gradient
estimator and the maximum level L = 7.

Figure 3 presents the mis-classification results of various methods. Specifically, three rows correspond to
different kinds of datasets (MNIST, Fashion-MNIST, and Kuzushiji-MNIST), and four columns correspond
to different types of perturbations (¢»/¢,, adversarial attack, and ¢, /¢, white noise attack). For every single
plot, the x-axis corresponds to the magnitude of perturbation (€ynye O €,4y) Normalized by the average of
the norm overall feature vectors (in terms of 2- or co-norm, denoted as C; or C, respectively). From these
plots, we find that all methods tend to have worse performance as the perturbation level increases, but the
regularized adversarial risk model consistently outperforms all baselines. Especially, it performs well when
the perturbation levels are large. This suggests that our model has superior performance for adversarial

training in scenarios with large perturbations.



24

; 0.40] ; ; ;
o175 B ERM I ERM 0175 I ERM B ERM
[ FGM 035 [ FGM [ FGM 025 [ FGM
0.150 B IFGM ’ B IFGM 0.150 B IFGM ’ B IFGM
[ Reg-o-WDRO 0.30] [ Reg--WDRO [ Reg--WDRO [ Reg-o-WDRO
® N @ o
Zoas 3 Zoa2s o
K §0%» g g
Z 0.100 Bl 5 0.100 Sois
< €020 < e
Z H Z Z
g g Z g
< 0.075 | = 0.075 £
2 2015 & Z0.10
= = = =
0.050 o0 0.050
0.05
0.025 0.05 0.025
L Hmn
0000 3Se T 3.08e- 1 Adde-T 8.00e-1 1.20e+0 00 Tgge T 2460 1 3.56e-1 6.40¢- 1 9.60¢-1 0000 e 3™ 2.05¢-2 29602 5.33¢28.00¢-2 000 772,052 2962 5332 8.00e-2
Euhite/C2 Ewhite/Ceo Eaav/C2 £adv/Ceo
T i i 0.5 i i
025 | @ ERM 035 [ ERM [ ERM [ ERM
| X FGM [ FGM [ FGM 05 [ FGM
| B IFGM 030 B FGM 04 B FGM ’ B FGM
0.20 | I Reg--WDRO [ Reg-co-WDRO I Reg-co-WDRO I Reg-oo-WDRO
2 | 2 2 )
2 | Zo02s 2 504
= = =03 =
<015 £ £ £
g 5020 g B}
= = = £ 03
Z A Z 2
2010 3015 302 5
a8 4 3 Z02
= = = =
0.10
0.05 0.1 o1
0.05
00079 fTea 1 23e- 1 1.78¢- 1 3.20e-1 4.80¢-1 000 s 1 23e- 1 1.78e- 1 3.20e-1 4.80e-T 00 5 88e3 7,693 1.1e-2 2.00e-2 3.00e-2 00 5 88e-3 7,693 1.lTe-2 2.00e-2 3.00e-2
Ewhite/C2 Euhite/Ceo £av/C2 €adv/Ceo
| ; ! : 0.16 : :
| mm ERM | ERM = ERM o016 EE ERM
0.08 | T FGM 0.12 | T3 FGM o1e 0 FGM 0 FGM
007 | B IFGM IFGM B IFGM 0.14 B IFGM
) | BN Reg-e-WDRO 0.10! | I Reg--WDRO 012 I Reg-o-WDRO [ Reg-co-WDRO
E] : E] : El 2012
2 0.06 4 & oo 4
= = = 0. =
£ Eoos g £ 0.10)
£005 g £ g
] 2 2008 &
% o % 006 Z g 008
3 5 3 5
2003 2 £ 006 2 0.06
= = 0.04 = =
0.02 0.04 0.04
0.02
0.01 0.02 0.02
000 fle 2 123e- 1 1.78e- 1 3.20e-1 4.80¢-1 000 g er 1 23e- T 1.78e- 1 3.20e-1 4.80¢-1 0005 §Re 37,693 1.1e-2 2.00e-2 3.00¢-2 0005 SRe 37,693 1.1e-2 2.00e-2 3.00e-2
Euhite/C2 Ewhite/Ceo £av/C2 £adv/Con
Figure 3 Results of adversarial training in terms of mis-classification rates. From top to bottom, the figures correspond to (a)

MNIST; (b) Fashion-MNIST; (c) and Kuzushiji-MNIST datasets. From left to right, the figures correspond to (a) £2-

norm white noise attack; (b) £oo-norm white noise attack; (c) £2-norm PGM attack; and (d) £oc-norm PGM attack.

6.2. Reinforcement Learning

Next, we provide a robust algorithm for reinforcement learning (RL). Consider an infinite-horizon dis-

counted finite state MDP represented by a tuple (S, A,P, R,~), where S,.A denotes the state and action

space, respectively; P = {P(s’ | s,a)}; s, is the set of transition probability metrics; R = {r(s,a)}s,, is

the reward table with (s, a)-th entry being the reward for taking the action a at state s; and v € (0, 1) is the

discounted factor. Similar to problem (co-WDRO), robust reinforcement learning seeks to maximize the

worst-case risk function suppco E[>, v'7(s¢, ar)], with 9 represents the ambiguity set for state-action tran-

sitions. For simplicity, we consider a tabular (J-learning setup in this subsection. The standard ()-learning

algorithm in RL learns a Q-function @) : S x A — R with iterations

Q(s',a") «+ (1 —a,)Q(s" a") + ayr(s',a') —yay min(—=Q(s'',a)), st ~P(-|s,a").

(24)
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Environment Regular Robust 500

Original MDP 469.42 +19.03 487.11 £+ 9.09

Perturbed MDP (Heavy) | 187.63 £29.40 394.12 + 12.01 :
Perturbed MDP (Short) | 355.54 + 28.89 443.17 + 9.98 ‘:"f‘

—— Robust Q-Learning

Perturbed MDP (Strong g) | 271.41 +20.7 418.42+ 13.64 / Rogilar Q-owring

Table 3  Performance of -learning algorithms
in original MDP and shifted MDP envi- Figure 4  Episode lengths during training. The

ronments. Error bars are produced using environment caps episodes to 400

10 independent trials. steps.

We modify the last term of the update (24) with an adversarial state perturbation to take oo-Wasserstein

distributional robustness with entropic regularization into account, leading to the new update

Qs',a") & (1 - a)Q(s",a') + aur(s',a') g min {nlog Byras _yyrir e 0/}
a

where 3(s'™!; p) denotes an uniform distribution supported on a || - ||.-norm ball of s'*!

with radius p.
Standard fixed point iteration analysis [68, 73, 80] can be modified to show the convergence of the modified
(Q-learning iteration. Our proposed algorithm in Section 3 can be naturally applied to proceed the updated
(Q-learning iteration.

We test our algorithm in the cart-pole environment [15], where the objective is to balance a pole on a
cart by moving the cart to left or right, with state space including the physical parameters such as chart
position, chart velocity, angle of pole rotation, and angular of pole velocity. To generate perturbed MDP
environments, we perturb the physical parameters of the system by magnifying the pole’s mass by 2, or
shrinking the pole length by 2, or magnifying the strength of gravity g by 5. We name those three perturbed
environments as Heavy, Short, or Strong g MDP environments, respectively.

Figure 3 demonstrates the training process of regular and robust ()-learning algorithms on the original
MDP environment. Interestingly, the robust (-learning algorithm learns the optimal policy more efficiently
than the regular MDP. One possible explanation is that taking account into adversarial perturbations increase
the exploration ability of the learning algorithm. Next, we report the performance of trained policies in
original and perturbed MDP environments in Table 2, from which we can see that our proposed robust

(Q-learning algorithm consistently outperforms the regular non-robust algorithm.

6.3. Contextual Learning

Contextual stochastic optimization (CSO) seeks the optimal decision to minimize the cost function ¥
involving random parameters Z, whose distribution is affected by a vector of relevant covariates denoted

as X. Since one has access to covariates X before decision making, we parameterize the optimal decision
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using fy(-) that maps from X to the final decision. This paradigm, inspired by the seminar work [9], has
achieved phenomenal success in operations research applications. See the survey [60] that summarizes its
recent developments.

Distributionally robust CSO with co-type casual optimal transport distance has gained great popularity in
recent literature [81, 28]. It seeks the optimal decision parameter 6 to minimize the worst-case risk, where
the worst-case means we simultaneously find the casual optimal transport + that maps I/PS, the empirical distri-
bution from available data {(x;, z;) };, to P up to certain transportation budget, Its strong dual reformulation
can be reformulated as a special case of (co-WDRO):

min {EEN@A [ sup E_ 5 _ [\I/(fg(m’),%\)]] } (25)

0 X | 2'eBy(2) Z|x=2

Similar to adversarial robust learning, Problem (25) can be challenging to solve because computing the
optimal value of the inner maximization problem is usually NP-hard. Instead, we replace the inner maxi-

mization with OCE risk, leading to the approximation problem

0 neER

min {Ef [inf {4 B |00) (Bes, _ [W(fo(a),2)] = )] }] } , 26)

where v; denotes the uniform distribution supported on B,(Z). Alternatively, we can express (26) as a
special case of (Reg-co-WDRO). See the detailed discussion in Appendix EC.6.

In the following, we test our algorithm in the application of data-driven personalized pricing problem,
using the similar setup in [81, Example 6]: Let w € R denote price, z € R'® denote side information, and
z € R? denote price sensitivity coefficient that describes how price influences customer demand. The loss

T , denoting the negative revenue under price w and coefficient z. Assume z depends

_ (tanh(38]z)
= (o)) o

where 3y, 82 ~U([—0.1,0.1]*°) and = ~ N(0,1;,). We solve this problem using the linear decision rule

w
1
on x in a nonlinear way:

U(w,z) =—wz

approach, by taking fy(z) =60Tg(x), where g : R'® — R% is a random feature model:

g(z) = (cos(w; z +1b;)) w; ~N(0,110),b~U([0,27]).

i€[100] ’

Throughout the experiment, we take hyper-parameters p = 0.45 and 7 = 0.9. When creating training dataset,
we generate M € {25,50,100,200} samples of x, denoted as {z;};c[as, and for each z;, we generate
m € {10, 30, 50,100,200} samples of z from the conditional distribution of z given = = ;.

We quantify the performance of a given decision # using the percentage of improvements (compared to

ERM) measure:
R(0) — R*

IO R -
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Figure 5  Results of co-type Casual DRO and its regularized version in terms of percentage of improvements. From left to right,

the figures correspond to M = 25, 50, 100, 200, respectively.

where R* denotes the ground truth optimal revenue provided the distribution of (x, z) is exactly known,
Ogrv denotes the decision obtained from the ERM, the non-robust training approach, and R(6) denotes
the expected revenue of the decision 6 under the ground truth distribution. The plots in Figure 5 report the
percentage of improvements obtained either by solving the standard casual CSO problem (25) using the
heuristic FGM method or its (KL-divergence-)regularized formulation (26). The error bars are reproduced
using 50 independent trials. For all scenarios, we can see the regularized robust CSO model outperforms the
un-regularized one. Besides, the un-regularized DRO model has negative improvements in general, mainly

due to the computational intractability of Problem (25).

7. Conclusion

In this paper, we proposed a ¢-divergence regularized framework for adversarial robust training. From the
computational perspective, this new formulation is easier to solve compared with the original one. From
the statistical perspective, this framework is asymptotically equivalent to certain regularized ERM under
different scaling regimes of the regularization and robustness hyper-parameters. From the generalization
perspective, we derived the population regularized adversarial risk is upper bounded by the empirical one
up to small residual error. Numerical experiments indicate that our proposed framework achieves state-
of-the-art performance, in the applications of supervised learning, reinforcement learning, and contextual

learning.

Notes

'The projection Projg (+) can be replaced by the generalized projection mapping defined by the proximal operator. This modified
algorithm is called stochastic mirror descent, which incorporates the geometry of the constraint set © and results in the same order

of complexity bound but with (potentially) lower constant.
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Supplementary for “Regularization for Adversarial Robust Learning”

EC.1. Preliminaries on Projected Stochastic (Sub-)Gradient Descent

In the following, we present the convergence results on the standard projected stochastic (sub-)gradient
descent algorithm with unbiased gradient estimates, which can be useful for the complexity analysis in
Section 3.3.

Consider minimization of the objective function F'(#) over the constrained domain set O.

Nonsmooth Convex Optimization. Let the objective F'(#) be a convex function in §. Assume one can
obtain stochastic estimate G(6, £) such that for any 6 € ©,
E[G(6,¢)] € OF(0), where OF () denotes the subgradient of F at 6;
* E|G(0,6)|I" < M.

Starting from an initial guess #; € O, the projected stochastic subgradient descent algorithm generates

iterates

0;+1 =Projo (0, —vG(0:,&)), t=1,...,7—1. (Projected-SGD)
where v > 0 is a constant step size, and &1, ...,&r_; are i.i.d. copies of £. We take the average of all iterates
{6,,...,07} as the estimated optimal solution, denoted as .
LEMMA EC.1 ([55]). Under the above setting, suppose we take the step size y = ; \F’ then it holds that

~ D.M
E |F(f) —min F(0)| < ,
0€6 VT

where the constant D, = F(0,) — Ieniél F(0).
€

Smooth Non-Convex Optimization. In this part, we do not assume the convexity of F'(6). Instead, we

assume the objecitve F'(6) is continuously differentiable and S-smooth such that
I1F(0) - F@)| <Slo—-6,  v6,0'O.

Besides, assume one can obtain stochastic estimate G(6, £) such that for any § € ©,
E[G(0,€)] = VF(6);
- E|G(6,6) - VF(O)| < o*.
We generate iteration points using nearly the same procedure as in (Projected-SGD), except that we update

iteration points using mini-batch gradient estimator:

9t+1:Pr0j9(9t—’yV(9t, tl:m))7 tzl,...,T_l, V Ot, = ZG et?é.t
(M1n1-PrOJected—SGD)

where £f,t=1,..., T —1,i=1,...,m are i.i.d. copies of £. We take the estimated optimal solution 0 as

the one that is randomly selected from {6, ..., 07} with equal probability.
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LEMMA EC.2 (Corollary 3 in [31]). Under the above setting, suppose we take the step size y = % then
it holds that )
17~ ~ ~ 8SD, 602
}E—[G—P io (6 — Fe] < S0 | D0
|2 [7- Proso @ vr@)] | <5742

where the constant D, := F(0;) — mingee F(6).
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EC.2. Proofs of Technical Results in Section 2

Proof of Theorem 1. Based on the assumption, it holds that dv(z, 2’) = dP(z)d.(2') for some condi-

tional optimal transport mapping ~,. Then, Problem (Primal-¢-Reg) can be reformulated as

dv.(2')
o }sup {EzN@Ezwa [f(2)]—nE, sE./p, {gf) ( dl/Z(Z’)>:| } ) (EC.1)

zEsuppﬂA”

Since the optimization over z € supp Pis decomposable, it holds that (Primal-¢-Reg) equals

s {EM [F(2)] = B, [qﬁ < jzg;)] }] . (EC.2)

The inner supremum problem above is a phi-divergence regularized linear program. Based on the strong

E

2~ P

duality result (see, e.g., Lemma EC.3) that reformulates this subproblem, we arrive at the reformulation of
Problem (Primal-¢-Reg).

Next, we show how to construct the worst-case distribution, which suffices to construct an optimal con-

ditional transport mapping v for z € supp P. By the change-of-measure technique with ((z') = j::g:; , the

inner supremum of (EC.2) becomes

sup {Euro [£()C(=) = no(C(2)] : Bulc] =1} (EC.3)

"
Cezy

We now construct the Lagrangian function associated with (EC.3) as

L(¢, 1) =Eurns, [(£(2) = w)C(2) =m0 (C ()] + b

Recall from [13, Proposition 3.3] that, if there exists (¢, 1) such that

ez, E.[C]=1, ( cargmax L((,u3),
cezi

it holds that ¢ solves (EC.3). The proof is completed by substituting the expression of v* in terms of

and then substituting the expression of +} in terms of (. O

LEMMA EC.3 ([63, Section 3.2]). Given a probability reference measure vy € P(Z) and regularization

value n > 0, consider the ¢-divergence regularized problem:

2, e o (5]}

There exists an optimal solution to this primal problem, and also, it can be reformulated as the dual problem

oo o (152}
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Proof of Proposition 1. It is easy to verify that

o fomir e o(212)])]

sup {E.r., [f(Z’)]}] =Ez~@[ max f(z')] .

72 EP(Z) 2/ €Bp(2)

Optval(Primal-¢-Reg) =E__5

<E

2~P

Now, it suffices to show the other direction. For fixed > 0 and z, let x.} ,, be the minimizer to

inf {u + B, [(09)(f(2) — )] }

(I) For the case where lim;_, ‘W) < 00, by [6], the dual formulation (Dual-¢-Reg) implicitly imposes

an extra constraint:

o(t)

t
o> f(2')—nlim —= V2’ €suppr, = u’, >ess-sup, f—nlim w
Zn t—oo T Zn z t—o00

t

It follows that

(Dual—ng—Reg) = EzN@ |:’u;7l + EZINVZ |:77¢* < /-Lz N > :| :|

By taking 7 — 0 both sides, we find
Optval(Primal-¢-Reg) > ess-sup,,_ f.

(II) For the case where lim,_, o ﬂ = 00, it holds that ¢*(s) € (—o0,00) for any finite s. In this case,

for fixed n > 0,

(Dual-¢-Reg) = . 3 [Nin + B, {%* <f(z)n_“n)” .

For sufficiently small 7, assume on the contrary that u , < ess-sup,_f, then the event E. , :=
{2 f(2') > pt,} satisfies v, (E. ;) > 0.
e Forz' ¢ E

zZ,m>

lim n¢* <f(2/)n_uzn> = lim n¢*(0) =0.

n—0 n—0

 Forz' e k. ,,

= lim Lo (L) a,)

f(Z’)—uin)

lim n¢* ( »

n—0
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Then it follows that

o o (110
:EZINVz [77¢* (W) I(E;,n):| +Ez’~uz |:77¢* (W) l(EZﬂ?):| — 0.

In summary, under the case where p; , < ess-sup,_ f, (Dual-¢-Reg) — oo as n — 0, which is a

contradiction. Therefore, ,u;n > ess-sup,,, f, which follows that

(Dual-¢-Reg) > ess-sup,,_ f+nE./.,, [¢* (W)]

By taking 1 — 0 both sides, we obtain Optval(Primal-¢-Reg) > ess-sup,,_ f.
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EC.3. Proofs of Technical Results in Section 3

Proof of Proposition 2. We define Case 1 as the scenarios where ¢’(s) — —oo as s — 0+, and Case 2
as the scenarios where ¢'(s) — K as s — 0+, with the constant K > —oo being lower bounded.
For any fixed Lagrangian multiplier 1, v*(p) € R’} is the optimum solution to Max,epm L(u,~y) if and
only if
fi—pn—=nd (m(y"(1)):) <0,vi, (v (1)) (fz- e ncé’(m(v*(u))i)) =0.

Under Case 1, the above optimality condition simplifies into f; —pu—n¢’ (m(vy*(u));) = 0, Vi, which implies
NS Y 71<fi—u)
(v ()i = —(¢) T )

Under Case 2, the above optimality condition simplifies into

0, ifieNé{ie[m]:figu—i—nK},
k)= i((b’)_l(ﬂ>, otherwise.

m n

Therefore, the remaining task of Algorithm (2) is to find the optimal Lagrangian multiplier i such that

B =3 ()i—1=— 3 (gb’)‘l(fi;“) —1=0.

iclm) M ictmw 7
Due to the strict convexity of ¢, h(u) is strictly decreasing in p. Also, it can be verified that the optimal
multiplier belongs to the interval [y, fi]:
¢ By the increasing property of (¢')~*, it holds that h()) > 0;
» Under Case 1, it holds that ~(z) < 0. Under Case 2, it holds that h(z) < —1.
Hence, we only need to perform O(log %) iterations of bisection search to obtain a near-optimal multiplier
with e precision. At each iteration of bisection search, the worst-case computational cost is O(m). To

compute the index set " at each iteration, we need to enumerate all support points {fi,..., f,.}, whose

computational cost is O(m). In summary, the overall cost is O(mlog 1). O

PRoOPOSITION EC.1 (Error Bound on Function Approximation). Under Assumption 3(I1), it holds
that 0 < F(0) — F*(0) < G- 27,V € O.

Proof of Proposition EC.1. It is worth noting that

F(0)-F'(0)=E,sE.n <. [R(H; 2)— R(0;2, {ZQ}ie[ge])],

ic[2?]

where

R(8;2) =inf {ju+ .. [(n6)" (fal2)) = )] .
R(052, (i) =it {5 S 100)" (o) — ]}

ie[29]
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By Jensen’s inequality, it holds for any fixed (z, 6) that

iYicpt) e [R(Q; Z, {Zg}ie[ﬂ])]’
and therefore F'(0) — F“(9) > 0.

On the other hand, R(0;z) denotes the optimal value of the standard ¢-divergence DRO with reference
distribution v/,, and }A%(H; z,{z] }iE[Qe]) denotes its sample estimate using 2¢ i.i.d. samples generated from v/,.

By [49, Proposition 1], it holds for any fixed z that

G
E(ep),op e |02 = R(O:2, {2 i) | < S5

The proof is completed. U

To prove Proposition 3, we rely on the following technical lemma that has been revealed in literature.

LEMMA EC.4 (Lemma 6 in [49]). Let v € A™ with m being an even integer. Let T be a random subset of
[1:m] of size m/2. Then it holds that

2
1 1 1
E R P =1.
E [ L 2] - QmDXQ(% m )

i€T
Proof of Proposition 3. (I) By definition, SG and RT-MLMC estimators V59(6) and VRTMLMC(g)
are the unbiased gradient estimators from some objective function F**(6) such that |F*(8) — F*(8)| <

€. Therefore, the bias can be bounded as

~ ~ Gl
[F40) = FO)| <|F*(0) = FY(O)] + | F*(6) = F(0)| < e+ =7,
where the last inequality follows from Proposition EC.1.
(Il) By definition,
2 o
1 & 2
[V39(6) Zg 0.¢)| <= > llg"0.¢H]
L =1

Since {¢}}, are n$ i.i.d. copies of ¢*, it holds that
E[V<OI <E[ls*0.¢HI

To bound E ||g* (G,CL)||2, we define the following notations. Let 7 be the optimal solution to
f%(&; 2,{2}}iepor;) defined in (9), and 7 be the estimated solution used by the estimator g* (6, ¢*).

Asa consequence,

g0, ¢HN =1 D AVefoz)| <Ly >

i€[1:24 i€[1:24]

~ o~ 2€
<1, Y (wuv—vum):Lf[H |

i€[1:2¢] I
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Therefore,

2
L Ly||2 2 2e 2 2e
Blla.c < 23 [ 2] <org 14 2],

Following the similar argument as in bounding E ||V59(6)]|?, we find

2

E HVRT—MLMC(Q)HQ < EE1E<f1 P(El_E)GEl(@,CEl)
=L
L N 1 L 1 2
= PL=0FEy|—=— =Y E|G6,¢Y)
; “IP(L=2) ;P(LIO ! H

It suffices to bound E.. [| G*(6, ¢H)||? for fixed level £=0,1, ..., L. To simplify notation,

e Let ~,7,7” be the estimated optimal solutions corresponding to the objectives
ﬁ(&;z,{zg}ie[ltze]) R(6;2,{~ Vicpot-1)), and ﬁ(ﬁ;z,{zz’-}ie[gpul;ge]) defined in (10),
respectively.

e Let 4,7/,7” be the optimal solutions for R(Q;Z,{Z;}ie[laz]),é(g;Z,{Zg}ie[lng”) and
E(H; z, {zg}iepz_lﬂ:ze]) defined in (9), respectively.

Then it holds that
1
166N = | 3 (3=t M €I 2 ) = 5ol ey 1€ 27 +1:2) ) Vo fo(2)
i€[1:2¢
<Lj Z Vi —7i/21+ Ly Z i =, pe—1/2l-
ig[1:2¢6-1) i€[2t—141:2¢

Recall that for each i € [1:271], ;= L(¢/)~ (f(zl E)and~]/2 = —(gb’)*l(ﬂ%_“/) for constants
w, ' € R. Since ¢ is strongly convex, (¢')~*(-) is a strictly increasing function, and ~; — 7//2 is

always of a constant sign for all 7 € [1 : 2°~!]. Therefore,

S ol—=A2=] > - Z o4

i€[1:2¢-1) ig[1:2¢-1) 6[1:25—1]

S26_1”'7_'7”00_’_26“7,_'THOO Z '72_7 Z :Yzl

ie[1:2¢-1 16[1:25—1]

< ﬁ‘i' Z ’_Yi—%,

ie[1:2¢-1)
where the first inequality is by triangular inequality, the second inequality is by Proposition 2(IT) and
the relation } ,; 5¢-17%; = 1. One can follow the similar procedure to bound >, oe—1, .96 |7 —

v ,e—1/2|. As a consequence,

2€ 1
14 2\ (12 2 =
E.]|G(0,¢)|° < LIE 2‘/?77* > %—* Y Ty

el1:2¢-1) ie[20—141:2¢]
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2
8e 1 1
<3L}- [ —+E| Y -5 +E| > -
KN 2 2

ie[1:2¢—1 ie[2¢0—141:2¢)
< 2413 e 3L7D,2(7, 2%1)
T RN 2¢

2413 3L;C
< €+

KN 2¢

Finally,

2
B HVRT-l\/[LMC(@)H2 < % 2l et 6(L+1)LAC.
R !

(IT) Since the random vectors g~ (0, (L) fori=1,...,n9 are i.i.d., it holds that

" L(g L Ellab (6.2 2021+ (2
‘mm%kwré;wmhzwﬁg“k”ﬂ;”g i Coften),

The same argument applies when bounding Var[VRMIME(§)].

(IV) For fixed i = 1,...,n9, computing g~ (0, () requires generating 2% samples and then solve the
penalized ¢-divergence DRO with 2% support points with controlled optimality gap €. According
to Lemma 2, its complexity is O(2"log1). Hence, generating the SG estimator V59(0) has cost
O(ng -2"log 1).

For fixed i = 1,...,n% and £ =0, ..., L, computing G*(, f), according to the definition in (12),
requires computatonal cost O (2" log %) Hence, generating the RT-MLMC estimator has expected

computational cost
2. 1 1
ng -y P(L=10)-0(2"'log =) = O(nj - Llog -). O
=0 € €

Proof of Theorem 2. We first show the generic result on SGD with biased gradient estimators. Denote
by 6. the optimal solution to min F'(#), and 6, is the optimal solution to min F(6), where SG and RT-
MLMC estimators are unbiased gradient estimators of FV() Based on the triangle inequality, it holds that

E[F(61.1) — F(0.)] <E[F(81r) — F(611)] + E[F(61.r) — F(0.)] + E[F(6.) — F(6.)]
<9||F = Fl +E[F(B7) — F(.)],

where the last inequality is because of the sub-optimality of 6, in terms of the objective F. According to

Proposition 3, it holds that

Giar

2L~

According to Lemma EC.1, for SG or RT-MLMC estimator V() satisfying E||V(6)||3 < M? and if we

|F— Flloo <e+

take step size vy = Mf’\;?, it holds that

mﬁaﬂﬁ&ﬂs%g}
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where the constant

D= F(6:) - F(@) < F(6) - F(0.) +21F - Fll < F0) - 6. +2 e+ 5]

In summary, the error bound for 51:T becomes

G | M[PO) =0+ 2[c+ 5]
2 VT -
SG Estimator. For SG estimator V°9(6), by Lemma 3, it holds that M = 2L}[1 4 2¢/(xn)]. To obtain the

E[F(f..r) — F(6.)] <2 [e+

desired error bound E[F (51@) — F(6.)] <4, we specify hyper-parameters such that

(VAN
N | &

Gi

o|cq Guar| L0 M|F(6:) ~ F(6.)+2 [e+ St]
2L | — 2’ \/T

We take € = g and L =log % to make the relation on the left-hand-side holds. Then M = O(1). To make

the other relation holds, it suffices to take

AM? [F(Hl) —F(0,)+¢

T> 5

} = O(1/6?).

2
RT-MLMC Estimator. For SG estimator V<™ (g), by Lemma 3, it holds that M = * 1 - (2%¢) +6(L +
1)L3C. To obtain the desired error bound E [F (51;T) — F(6.)] <6, we specify hyper-parameters such that

IN
B | >

G|l _ 0 M[F(Hl) —F(0.)+2[e+ g%f”
S Y
> } 2 VT

Following the same argument as in the SG estimator part, we take € = g and L = log %. Then M =

2[6+

O(log 1 ). To make the other relation holds, it suffices to take

2

AM> [F(@l) —F(0,)+
52

oo

T> = O((log1/6)2/8%).

In the following, we present a technical lemma that is helpful for the proof of Theorem 3. The proof of

this technical lemma follows from [37, Lemma 3.1] and [38, Proposition 4.1].

LEMMA EC.5. (D) Under Assumption 2(111), it holds that
|[F(0) — F(6)| <ne*P/m.27¢D 1 vheo.
(I) Under Assumptions 2(111) and 2(11), it holds that

IVF'(8) — VF(O)||2 < L2e*P/7.27¢, voeo.
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(IIT) Under Assumptions 2(111) and 2(11), it holds that
E[[[G0.¢)3] < L2et®m-27, voee.
(IV) Under Assumptions 2(111), 2(I1) and 2(IV), it holds that for any £ > 0, F’ f(@) is S-smooth with
S = (SJ%—FL?/n)eB/”—FL?/neQB/". (EC.4)

Now we present the formal proof of Theorem 3.
Proof of Theorem 3. At the beginning, it is without the loss of generality to assume that there exists ¢, d
such that
el -l < -l <0l -[l2,

where || - ||, is the norm function used in defining the distance generating function for proximal mapping.

(I) We first specify the maximum level L such that 2L3e*5/7. 275 < 1e2 je.,

1 AL - e*B/n
L= 1 :
log 2 & 2

€
It suffices to specify hyper-parameters n$,7, v to make

2

1715 ~ 1
QEH’Y {H—Proxé(’yVFL(H))} < 562.

2
Before applying Lemma EC.2 to derive upper bound on the left-hand-side term, it is worth noting
that
* According to Lemma EC.5(IV), the objective F'*(6) is ¢~'0S-smooth (with respect to || - ||.,)
with the constant S defined in (EC.4).
* According to Lemma EC.5(III), the term
20%(L+1)L5e*B/m

o
ng

E ||o(6:) — VF*(6,)| <

Therefore, when taking the step size v = x/(25), it holds that

2 - 16c 0S5 (F%(6;) — miny F%(6)) N 24¢7%0% - (L+ 1) Lie*B/m

9

9 Hi [é _ Prox; (nyFL(é))}

2 2,0
9 k2T K*ng

With the configuration of the following hyper-parameters, one can guarantee the RT-MLMC scheme

|

- {64aS(FL(01) —miny FL(0))

finds e-stationary point:

) {96@2(L+1)L§e43/ﬂ L_{ 1

42 . 64B/n
ng = !
L K2c2e? log 2

€2

log

K2c3e2

w , v = re/(2085).
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(II) The proof in this part is a simple corollary from [38, Corollary 4.1]. With the configuration of the

following hyper-parameters, one can guarantee the RI-MLMC scheme finds e-stationary point:

o1 I 1 | ALY - e*B/n
nL= | log?2 8 2 ’

- {128(14%(91)—111111(9 FL(Q))SMQ—" 7:\/2(FL(91)—min9 FL(0))

)

€ STMQ

where the constant M, := 2(L 4 1) L5e*P/m.
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EC.4. Proofs of Technical Results in Section 4

We first show the following technical result, from which one can easily derive the main result in Section 4.

PROPOSITION EC.2. Under Assumption 4, it holds that E(f; p,n) = E(f;p,n) + O(p?), where O(-)

hides the multiplicative constant dependent on E__5[S(z)].

Proof of Proposition EC.2. By definition,

s B )= ) e [0 (2] }] .

For any 2’ € supp~, € B,(%), it holds that

&(fipm)=E, 5

[f(z) = f(2) = Vf(2) (2 =) =|VF(2) (2 = 2) = Vf(2) (2 = &)
=|(VF(2) = V() (z = < IVF(E) = V()12 =
=lz2—2]-llz = 2'll- S(2) < S(x) ]|z = &[I* < S(2)p*,

where the second equality is by the mean value theorem and take Z to be some point on the line segment
between z and 2/, and the second inequality is based on the fact that 2’ € B,(z).

Based on the relation above, it holds that

&(fip.m) — &(fip,m)| <E_ _5[S(2)]0%,
where
E(fpm)
s (B (956 = s o ()] }]

e et

N

By the change of variable technique that replaces p by pu,

=E. 5

Ettiom =p-E s |t fur —mins |0 (2 (9rT-) | ]

The proof is completed. O
Proof of Theorem 4(I) For all z € supp P, by strong duality theory of ¢-divergence DRO [63],

it (it s |6 (2000 | = s (B VST -5 5)

ner p/n B'eP(By
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Since the optimization problem on the right-hand-side (RHS) satisfies Slater’s condition, the problem on the
left-hand-side (LHS) must contain a non-empty and bounded set of optimal solutions [14, Theorem 2.165].
Subsequently, it holds from [64, Theorem 5.4] that, as p/n — C,

,iLgR {u + p}nEb~ﬂ [<Z>* (% (Vf(2)"b— M))} } — ;lfel#R {,u-i- %Ebw [qS* (C- (Vf(z)"b— M))} } :
Therefore,
&(fipm) =p-E. 5 Ll}elfR {u + %EM [qb* (C (V)b H))] H +o(p) =Ri(f;p,m) +o0(p).

By the relation above and Proposition EC.2, we obtain the desired result. U
Proof of Theorem 4(11).  According to Proposition EC.2, it suffices to build the error bound between
EN@( fip,m) and Rao(f;p,m). As p/n — oo, by repeating the proof argument as in Proposition 1, one can

show that 1
E. 5 [,iféfe {u + p/—nEM [qb* (% (Vf(z)"b— u))} H
£, | o (V1) + o(1) =E. 5 [197(:)1.]+ o0
As such,
&(f;pm) *Rz(f;p,n)’ =o(p)
This completes the proof. g

Proof of Theorem 4(111). Recall that

E&(fipm)=p-E, P[lrelufa{ p/ o [¢*<7’;-(Vf(z)Tb—u))H]

1
—p-E = E ,v T D /
S Lyeigg(m) { "~ [ f(Z) b] P/U ¢U3’6)}

and it suffices to analyze the approximation of Supgscpm, (o)) {Ebwﬁ/ [V f(2)"b] — —]DD¢(B’ ﬁ)} for z €
supp P when p/n— 0.

Note that we can re-write

T ]‘ / T 1
s {Bpe [V ()70 (8 8)}= o {Bres V()07 (0)] - B ()]},

where T is a non-negative random variable satisfying E5[Y] = 1. We use the change-of-variable technique
to define A = (p/n)~* - (T — 1), then by the relation 5[V f(2)Tb] = 0, the optimization above can be
equivalently reformulated as

s {E VA0 BO) - (o/n) 7 Evalo (L4 p/n- BB)] .

A>—(p/n)~1: Eg[A]=0

I
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We take a feasible solution A(b) = a - V f(2)Tb with some constant a > 0 provided that a - |V f(2)]]. <
(p/n)~*. Then, it holds that

. {EsslVF(2)"0- BO)] = (p/m) - Evnsl6(1+ p/n- A1) |
A>—(p/n)~1: Eg[A]=0

> sup {a-Var, 5[V F(2)70] = (p/n) 2 Bansl6(1 +ap/n- VF()TD)]}  (ECS)
a>0: a-|Vf(2)||«<(p/m)~1

Since ¢(t) is two times continuously differentiable at t = 1, as p/n — 0, the following convergence holds

uniformly for any bounded a - V f(2)b:

(p/m)2 - ¢(1+ap/n-Vf(2)"h) = a*(Vf(2)Th)*¢"(1)/2.

Consequently, for any € > 0, there exists dy > 0 such that as long as p/n < dy, (EC.5) can be lower bounded
as the following:

(EC.5) > sup {a-VarbNﬁ[V F(2)TH] — (1 + €)a? - Var, 5[V £(2)T8] - ¢"(1) /2}

a20: @[V f(2)ll+<(p/m) L
_ Var, 5[V f(2)"0]
2L+ eer(1)

Since € can be arbitrarily small, it holds that

_r
2n-¢"(1)
For the upper bound, by strong duality result,

Efipm) > B, 5 [Var,s[V £()"8]| +o(p).

swp B s [VFE) 0 ) — (o) Baesld(1+ pfn-B(0)] }

B> (p/m)~1: Eg[A)=0

in {_suwp  Eus[(VFE) T+ D)~ (o/n) 2 Eaeslo(L+p/n-B())] |

Az—(p/m)~1

—min {Eys|  sup (VA TbHE) A (p/m) 2 o1+ p/n-B)] }

k A>—(p/m)~1

<Epes| swp V)T B (p/m) 261+ p/n-B)|

A>—(p/m)~ L

I
=E

Since ¢ is convex with ¢” (1) > 0, it holds that the family of continuous functions

ss(y):= sup  y-A—(p/n)"*-d(1+p/n-A)

A>—(p/m)~1

converges uniformly on compact sets to

s 2 207(1)
Consequently,

2

gﬁ(f;p,ﬁ) < %EzN@Elwﬁ sup Vf(z)Tb-Z_ (p/n)_z 61 —i—p/n-Z)]

A>—(p/m)~1
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When we take p/n — 0 both sides, the RHS becomes
2

7 (V()"b)’ o ) :
LB B |y | Fole) = 5 B | Vans [V (2) ] + o).

Combining lower and upper bounds gives our desired result.
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EC.5. Proof of Technical Result in Section 5

Proof of Lemma 5. Let C(G) = {(c’()) NS [n}} be a (¢, || - ||« )-cover of the set G|s. Define the

(2

operator

& = inf {MHEM (0 (c/6) — )] }

pneR

We now claim that C(G,q) = {E‘j tiE [n]} is a (¢, ] - [)-cover of the set G,qy|s. Indeed, for any 0 € ©, there

(2

exists an index (by definition) j(6) such that

0(go(zi +b),y:) — ' (x5, 1)

max Imax

max, max max [[€(go (i + ), y:) — €7 ()l <€

Define the functional 7" : RF1(0) — R as
T(g) =int {+ By [(10)" (9(6) — 1) }
oL
s (Bl o8er o (55 |}

Since ¢ is strictly convex, its directional derivative is well-defined, which is denoted as

VT(g)V =Eiurs [V 0]

P = a};eg;?‘;x {EP[Q] — nNEpp [¢ <j§§2>} }

For fixed 7, with slight abuse of notation, let 7;(-;t) = t£(ge(z; +-),y:) + (1 — t)c!® (). Therefore, we have

where

that for g € G4,

max|g(w;, ;) = & | = max| T(E(ga i +),9)) = T(cl ()

i€[n) i€[n]

<max sup [VT(7(;t))(l(ge(zi +-),y:) — 63(9)(-))‘
i€ln] tefo,1]

=max sup |E. p* [f(ge(xi +e),ys) — Cg(a)(f)} ‘
i€ln] te[0,1] i (5)

< max[£(gp (: + ). 3) — Ol <.

The proof is completed. 0
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EC.6. Proof of Strong Duality for co-Type Casual Optimal Transport DRO

Let us consider the co-type Casual Optimal transport DRO problem

P,y . €ss-sup,, (X, 2) = (X, Z)|| <p, Projl#V =P, PTOjQ#V =P
(EC.6)

m&“{sup B ns[0(fo(a), 2)]: (21X 2) ~y = X LZ|X, }

where the norm ||(X,Z) — (X, Z)|| £ | X — X|| + oo - 1{2 # Z}, meaning we take into account only the
distribution shift of the covariate and omit the random vector distribution shift. Here the transport mapping
«y is said to be casual since (()A( Z ), (X,Z)) ~~ implies X L Z | X, and it additionally satisfies the oo-
type optimal transport constraint with transportation budget p. In the following, we derive the strong dual

reformulation of (EC.6). We expand its objective as

Eo,)~p[Y(fo(2), 2)] = E(3.2),(2.2))~ [ ¥ (fo(2), 2)]
=Ezr (@) Eanry@l2) Eznr (212,8) Ezny (z12,2,8) [¥ (fo (2), 2)]
=By @) Earry(afm) Banr 21 Bano [V (fo (2), 2)]
=i () By 1) Bonn 210 [ ¥ (fo (2), 2)]
where the first and second equality is by the law of total probability, the third equality is because ~ satisfies

casual property and we impose infinity transportation cost for moving z to other locations. Since v(z) = Pz

andy(Z | 7) = @g‘g, we are able to reformulate (EC.6) as

. 7 €8Ss-su X-X|< ,
min 3 SUDE; 5 B Bep [W(fo(0), D) oo 12X < 0 (EC.)
By @ 21z roj, 47 =P, Proj,,y =P
— 3 / A
=min {Emg [ o LN S (fa(w),z)}”, (EC.8)

where the last equality is by the co-Wasserstein DRO strong duality result, adopted from [29, Lemma EC.2],
with loss E2~IP’AIA [W(fo(x),2)].
P

Following similar procedure, one can express (26) using its primal reformulation that involves ¢-

divergence regularization:
i X.2),(X,2))~y = X L7|X,
mam{SlglpE(w,z)w[‘I’(f(x),Z)]—nD(p(%%): (X, 2) (| )~ | ~ }
Y

(26-Primal)
where the reference measure v, satisfies the bicasual property, o (z | ) = vz(x),Vo and v (2 | 2,7, 2) =

Yo(z | Z) = 0z(2), Vz. Namely, its joint distribution is decomposed as

10((7,2), (z,2)) =2 (@)0 (x| D)0 (Z] 2, 2)%0(2 | 2,7, 2)

=% (@)@ [ )70 (Z | Z)70(2] 2) = 0 (T)va(2)10(2 | )d2(2)-
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EC.7. Implementation Details for Loss in Section 2.2

For the loss f(-) displayed in Section 2.2, we take the loss f(z) = (g(z) — 0)?, where g: R - R is a

feed-forward neural network function. The structure of g is as follows. We first take a basis expansion to

form 2’ = (z,/|z|, 2%, sin(z), cos(z)) € R®. Then take
g(z) = Wy - Sigmoid(Ws3 - Sp(Ws - Sp(W,2"))),

where Sig(-) and Sp(-) are the sigmoid and softplus activation functions, respectively. Weight matrics
Wi € R12X5 T, € R512X512 17, ¢ R10%512 117, ¢ R19%! "and the entries of W, W5, W, follow i.i.d. from
N (0,1) whereas that of W; follow A/ (0,0.25). This example can be viewed as adversarial robust supervised

learning for using a neural network to fit a constant function at the origin.
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