
Towards Physical World Backdoor Attacks
against Skeleton Action Recognition

Qichen Zheng1 , Yi Yu1 , Siyuan Yang1 ⋆, Jun Liu2 , Kwok-Yan Lam1 ,
and Alex Kot1

1 Nanyang Technological University, Singapore
{qichen001,yuyi0010,siyuan005,kwokyan.lam,eackot}@ntu.edu.sg

2 Lancaster University, United Kingdom
j.liu81@lancaster.ac.uk

Abstract. Skeleton Action Recognition (SAR) has attracted significant
interest for its efficient representation of the human skeletal structure.
Despite its advancements, recent studies have raised security concerns
in SAR models, particularly their vulnerability to adversarial attacks.
However, such strategies are limited to digital scenarios and ineffective
in physical attacks, limiting their real-world applicability. To investi-
gate the vulnerabilities of SAR in the physical world, we introduce
the Physical Skeleton Backdoor Attacks (PSBA), the first exploration
of physical backdoor attacks against SAR. Considering the practical-
ities of physical execution, we introduce a novel trigger implantation
method that integrates infrequent and imperceivable actions as triggers
into the original skeleton data. By incorporating a minimal amount of
this manipulated data into the training set, PSBA enables the system
misclassify any skeleton sequences into the target class when the trigger
action is present. We examine the resilience of PSBA in both poisoned
and clean-label scenarios, demonstrating its efficacy across a range of
datasets, poisoning ratios, and model architectures. Additionally, we in-
troduce a trigger-enhancing strategy to strengthen attack performance in
the clean label setting. The robustness of PSBA is tested against three
distinct backdoor defenses, and the stealthiness of PSBA is evaluated
using two quantitative metrics. Furthermore, by employing a Kinect V2
camera, we compile a dataset of human actions from the real world to
mimic physical attack situations, with our findings confirming the effec-
tiveness of our proposed attacks. Our project website can be found at
https://qichenzheng.github.io/psba-website.

Keywords: Backdoor attacks · Skeleton action recognition

1 Introduction

Recent advances in skeleton action recognition [5,6,20,59] have propelled a wide
range of applications ranging from interactive gaming [49] to surveillance [13,18,
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Fig. 1: Illustration of our backdoor attacks against SAR. (a) shows how we implant
the trigger action. Taking the case where "Bending sideways" is a trigger action as an
example, we maintain the original action "salute" while bending sideways. (b) After
injecting poisoned data into the training dataset, we train a model on such a dataset. At
inference time, when the attacker performs a "shoot with gun" while bending sideways,
the backdoor will be activated and mislead the model towards the target class "salute".

33] and healthcare monitoring [17,53]. State-of-the-art methodologies, primarily
driven by deep neural networks (DNNs), have shown remarkable proficiency in
analyzing complex human activities from skeleton data. Despite this progress,
these methods share a common vulnerability: they are susceptible to adversarial
attacks that can mislead the models by adding invisible perturbations, and thus
undermining the reliability of systems reliant on precise action recognition.

Despite recent works [7, 27, 32, 43, 52] that have investigated the model vul-
nerabilities of the SAR system against adversarial attacks [42, 47, 56], by subtly
altering input data, these attack strategies only involve digital manipulations,
which are hard to implement in physical scenarios due to several key limitations.
Firstly, digital manipulations typically assume attackers can modify skeleton se-
quences at run-time, a limiting assumption for practical real-world application.
Achieving the exact spatial positions of joints as digital modifications is a chal-
lenge for an individual performing an action. Secondly, many approaches [27,43]
necessitate detailed knowledge of the target model’s architecture and parame-
ters, a requirement that is rarely feasible in real-world scenarios where attackers
typically have restricted access to the internal mechanics of the target model.

In this work, we consider a more realistic form by proposing the first back-
door attacks against SAR. Our attack is stealthy, capable of bypassing existing
defenses, and robust enough in the physical world. We conceptualize a scenario
where the attacker injects a small proportion of poisoned data, consisting of
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skeleton sequences with a specific trigger action, into the training dataset. Com-
parisons of the skeleton sequence before and after trigger implantation is de-
picted in Fig. 1 (a). At the test time, when the attacker performs the trigger
action (shown in Fig. 1 (b)), the backdoor will be activated, causing the system
to categorize the performed action into a target class specified by the attacker,
regardless of the actual action. This method eliminates the dependence on the
model architectures or parameters, and removes the need for precise control over
joint movements, thus addressing the primary challenges of digital attacks.

While backdoor attacks (BA) and their defenses have been well explored in
image classification, adapting these attacks to SAR remains a challenge. The
core challenge arises from the unique nature of skeleton data, which differs from
pixel-based media. Unlike images where perturbations can be precisely applied
at the pixel level, the skeleton data is characterized by a limited number of joints
with degrees of freedom that are considerably fewer than the number of pixels
in an image. This limited dimensionality and the resultant lack of redundancy
restrict the attacks to a constrained subspace, narrowing the potential for sub-
tly executing an attack [7, 40]. Secondly, for BA, the manipulations must be
imperceptible, a criterion that lacks a clear definition in the context of skeleton
movements. Unlike visual data, where the imperceptibility of perturbations often
depends on its magnitude, skeleton motions possess unique dynamics that are
keenly detected by human sensory systems. Sparse attacks on individual joints
or frames, even if minimal, may disrupt the continuity of motion, making the
attack noticeable. In contrast, synchronized manipulations across several joints
and frames can preserve the movement’s fluidity, staying hidden even with larger
alterations [44]. Lastly, transitioning from digital to the physical realm neces-
sitates trigger conditions that accommodate the inherent imprecision of human
movement. The execution of actions in the real world exhibits variations across
individuals in terms of speed, size, and precision. To address this, triggers
should factor in human variability, incorporating a degree of tolerance.

Our approach involves simulating realistic skeleton movements that effec-
tively embed trigger actions, avoiding the need for digital modifications with
high precision. To manifest the trigger action, we manipulate the joint angles
within the skeleton chain, considering the dynamics and constraints of physical
movement. The design of the trigger actions’ spatial configurations incorporates
considerable tolerance, ensuring their effective activation despite variations in
human performance. We introduce an innovative backdoor attack method that
remains covert against existing defenses and is adaptable enough for real-world
scenarios where exact replication of joint movements is impractical.

To summarize, our contributions are four-fold: 1) To the best of our knowl-
edge, this is the first work considering the BA for SAR. Motivated by the unique
properties of skeleton data, we introduce the Physical Skeleton Backdoor Attack
(PSBA). 2) We validate PSBA’s effectiveness in both clean-label and poison-label
scenarios, developing a systematic method for embedding triggers into skeleton
sequences. Furthermore, we introduce a trigger-enhancing strategy specifically
designed for clean-label settings. 3) We assess PSBA’s robustness against var-
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ious backdoor defenses and adopt metrics to ensure that the triggers remain
undetectable. 4) We collect a real-world dataset to simulate physical attacks.

2 Related Works

2.1 Skeleton Action Recognition

Recent progress in SAR [19, 21, 29, 50, 51, 57] increasingly utilizes deep net-
works like Recurrent Neural Networks (RNNs), Convolutional Neural Networks
(CNNs), and Graph Convolution Networks (GCNs) for their effective feature
learning from skeleton sequences. Specifically, RNNs [10, 29, 57] are extensively
employed for modeling temporal dependencies and capturing motion features,
while CNN methods [9,19,21] are employed to transform skeleton sequences into
uniform maps for spatial-temporal analysis or to apply temporal convolutions
to the sequences. The realization that the human 3D skeleton can be viewed
as a natural topological graph has significantly heightened interest in the ap-
plication of GCNs for skeleton action recognition. For instance, [48] presents a
spatial-temporal GCN to learn both spatial and temporal patterns from skele-
ton data. [5] proposes a Channel-wise Topology Refinement Graph Convolution
(CTR-GC), aiming to discern distinct topologies in different channels for skele-
ton action recognition. More recently, [6] proposes InfoGCN, a novel framework
that merges an information bottleneck strategy with attention-driven graph con-
volution to learn context-dependent skeleton topologies.

2.2 Backdoor Attacks

Based on attacker capabilities, BA [14, 16, 24, 34, 35, 45, 55] can be categorized
into poisoning-based and non-poisoning-based attacks. In poisoning-based at-
tacks [4,14,22,25,31,54], attackers manipulate the dataset by inserting poisoned
data but have no access to the model training. In contrast, non-poisoning-based
attack methods [8,11,15,37,39] inject backdoors by modifying model parameters.
Regarding trigger generation, numerous backdoor attack methods employ con-
sistent and fixed triggers. However, some approaches have advanced to develop
sample-specific triggers, e.g., [25] generate the triggers using autoencoders.

BA have been extensively explored in various domains, including natural
language processing [3], and even in closely related tasks like point cloud clas-
sification [23, 46]. In point cloud classification, where the input data comprises
batches of discrete points, triggers are typically introduced by methods such
as adding a spherical object. Unlike point cloud data, skeleton data utilized in
action recognition features precisely defined data points, each corresponding to
distinct physical structures. This is exemplified by several keypoints, such as
25 points representing human joints in NTU RGB+D [38] and PKU-MMD [26]
datasets. Therefore, trigger generation methods for point cloud classification or
other tasks may not seamlessly apply to BA against SAR.
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3 Methodology

3.1 Problem Formulation

In the context of SAR, consider a training authority tasked with learning a
classifier fθ : S → Y. Here, S ⊆ RN×T×3 represents the space of skeleton
sequences, Y denotes the label space, and θ denote the trainable parameters of f .
Here, T and N represent the number of frames and body joints, respectively. The
learning process of the classifier fθ involves training with a dataset Dtrain. Dtrain
can comprise both clean and poisoned data, denoted as Dtrain = Dclean∪Dpoison.
Dclean consists of genuine, correctly labeled sequences of skeleton data, while
Dpoison contains the sequences embedded with trigger actions by the attacker.

The attacker has two primary objectives: The first is to implant a backdoor
mechanism in the classifier. This ensures that any skeleton sequence S, once
altered with the trigger action V, is incorrectly classified into a specific target
class yt ∈ Y. The second goal is to maintain the classifier’s accuracy on un-
perturbed skeleton sequences, thereby preventing detection through diminished
performance on a validation set. The overall optimizations formalized by the
attacker’s objective are given below:

max
TV(·)

E(S,y)∼C [I (fθ∗(TV(S)) = yt)] + E(S,y)∼C [I (fθ∗(S) = y)] ,

s.t. θ∗ = argmin
θ

∑
(Si,yi)∈Dclean

L(fθ(Si), yi) +
∑

(TV(Si),yt)∈Dpoison

L(fθ(TV(Si)), yt),

(1)

where C is the clean skeleton data, I(·) is the indicator function, and TV(·) is the
trigger injection function. The loss function L, the model architecture fθ, and
other hyper-parameters are chosen exclusively by the trainer.

To achieve these objectives, the attacker modifies the benign samples into
poisoned ones and constructs a poisoned subset Dpoison = {(TV(Si), yt)}

Np

i=1. To
enhance the stealthiness of the attacks, it is common practice to adopt a low
poisoning rate, represented by the ratio |Dpoison|

|Dtrain| , often below a certain threshold
like 10%. Furthermore, if the original label yi in Dpoison are altered to the tar-
get class yt, the strategy is named poison-label attacks. Otherwise, if poisoned
samples are selected from yt, the strategy is considered clean-label attacks.

The assumptions for BA against SAR can be summarized as: 1) The attacker
lacks access to the training process, including model architecture and loss func-
tion. 2) The attacker has access to part of the training data. 3) For real-world
effectiveness, the poisoned data must represent physically plausible movements.

3.2 Trigger Implantation via Physical Movements

Since skeleton data typically comprises over 20 joints, directly estimating the
change for all joints to simulate physical movements can be challenging. There-
fore, it is more efficient to manually determine the changes for key joints and
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Fig. 2: (a): Schematic diagram of rotation using quaternion. (b): Illustration of joints.
Purple joints from root joint r to key joint k undergo inverse kinematics, while positions
of all colored joints except the root joint r are transformed to the target position in
forward kinematics. (b) illustrates that when using "bending sideways" as the trigger
action, joint 1 serves as the root joint, and joint 2 serves as the key joint.

estimate the adjustments for the remaining joints based on their topological re-
lationships. Considering the fixed arm lengths, we propose to estimate the joint
positions through the manipulation of joint angles within a humanoid robotic
system. This system mirrors a kinematic chain with multiple degrees of freedom,
akin to the human skeletal structure, which is comprised of interconnected links
(bones) and joints in a sequential coordinate frame organization.

The simulation relies on a skeleton sequence S = {Sτ}Tτ=1, where each Sτ is a
skeleton frame at time τ . To facialiate the injection of a trigger action V into S,
we consider the dynamics of the joint chain, and adopt quaternion representation
for the rotation of all joints from each skeleton frame Sτ .
Quaternion representation for rotations. Each skeleton sequence frame
comprises a set of joints, each defined by its relation to a parent joint and its
position in space. As shown in Fig. 2 (a), the relationship includes the orthog-
onal rotational axes vectors ui and vi of the parent joint i, the bone length lij
connecting the joint i to its child joint j, the rotation angles αij and βij corre-
sponding to rotations around the ui and vi axes, respectively, and the position
of the joint pj . To represent rotations as the quaternion 1, joint j first rotates
around ui by αij angle, and then rotates around vi by βij angle. Splitting the
rotations into two steps allows the overall rotation process to be expressed as:

qj,αij
= cos(

αij

2
)+ sin(

αij

2
)
[
i, j,k

]
· ui, qj,βij

= cos(
βij

2
)+ sin(

βij

2
)
[
i, j,k

]
· vi,

qj = qi,βij
⊗ qi,αij

,

(2)

where qj,αij
, qj,βij

is the quaternion for the first and second rotation, respec-
tively. qj is the quaternion for the overall rotations, and ⊗ is quaternion multi-
plication. The relative position of joint j to its parent joint i is given by:
1 For the definition of quaternion, please refer to the supplementary material.
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(a) (b)

Fig. 3: (a): Trigger implantation diagram. (b): Trigger-enhancing strategy of C-PSBA.

p′
j − pi = M(qj) · (pj − pi), (3)

where the matrix M is a function of qj , and is given by:

M(qj) =

 1− 2(q2yj + q2zj) 2(qxjqyj − qzjqwj) 2(qxjqzj + qyjqwj)
2(qxjqyj + qzjqwj) 1− 2(q2xj + q2zj) 2(qyjqzj − qxjqwj)
2(qxjqzj − qyjqwj) 2(qyjqzj + qxjqwj) 1− 2(q2xj + q2yj)

 , (4)

Poisoned sequences generation via kinematic transformations. To gen-
erate the poisoned skeleton sequence Spoison from the original one S, we need
to calculate the kinematic transformation between these sequences, as shown in
Fig. 3 (a). This transformation associated with any action can be characterized
by the variations in joint orientations along the kinematic chain.

Position estimation. Given the pre-defined trigger action V, we first need
to define the root joint r that is unchanged, e.g., the base of the spine joint for
bending sideways. Then, we select the key joint k (e.g., the middle of the spine
joint for bending sideways), and estimate the corresponding spatial positions for
both the start and end state, denoted as pstart

k and pend
k , respectively.

Inverse kinematics from joint r to joint k. Subsequently, we employ
inverse kinematics to compute the target orientations for all joints on the chain
from the root joint r to the key joint k, based on the target position of key joint
k estimated in the prior step. Inverse kinematics is solved using a numerical
algorithm such as the Jacobian transpose method, which iteratively adjusts the
joint orientations to minimize the difference between the current position and
the target position of joint k. The iterative optimization can be described by:

Θiter = Θiter−1 + λ ·KT (Θiter−1)(ptarget
k − F(Θiter−1)), (5)

where Θiter = [αrm, βrm, . . . , αek, βek]
T is a vector comprising αij and βij of qj

for all joints on the chain from the root joint r to the key joint k at iteration
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iter, m and e are used to represent the child joints of r and the parent joints of
k, λ is the learning rate, F is the forward kinematics function that outputs the
position of the key joint k as illustrated later, K(Θiter−1) is the corresponding
Jacobian matrix regarding F and Θiter−1, and ptarget

k is the desired target posi-
tion for the key joint k. Θ0 is initialized by an all-zero vector. Therefore, for the
spatial positions of both the start and end states, pstart

k and pend
k , we can utilize

the aforementioned inverse kinematics to obtain the desired Θ̃start and Θ̃end,
respectively. Here, Θ̃ represents the target orientations of the final iteration.

Linear interpolation for target orientations. Let τs and τe denote the
start and end indices of the action within the sequence, respectively. For any
given frame τ , utilizing Eq. 5, we determine the start orientations Θ̃τ,start and the
end orientations Θ̃τ,end relevant to frame τ . Subsequently, the desired orientation
Θ̃τ is calculated by interpolating between the initial and final orientations by:

Θ̃τ = Θ̃τ,start +
τ − τs
τe − τs

× (Θ̃τ,end − Θ̃τ,start). (6)

Forward kinematics from joint r to all affected joints. As depicted
in Fig. 2 (b), once we acquire the desired quaternions q̃ for the purple joints
from r to k from Θ̃τ , we can employ forward kinematics to compute the revised
positions of all impacted joints, namely, the colored joints excluding the root
joint r. This process involves computing transformation matrices that define the
relationship of each joint’s updated position to the original one.

Since rotations accumulate from the parent joint to the child joint, the trans-
formation matrix Rj for any joint j (the purple one) can be obtained by:

Rj = Ri ·M(q̃j), with Rr = I, (7)

where the matrix M is defined in Eq. 4, and joint i is the parent joint of joint j.
Note that the parent joint is updated before the child joint. Thus, the position
of any joint j (the purple one) can be iteratively updated by:

p′
j − p′

i = Rj · (pj − pi), with p′
r = pr, (8)

where p′
j is the updated position of joint j.

To simplify, we assume that the distant joints, i.e., the red ones in Fig. 2 (b),
have no relative rotation to the key joint k. For these red joint l, the transfor-
mation matrix Rj is the same as Rk, thus the updated position is:

p′
l − p′

k = Rk · (pl − pk). (9)

3.3 Backdoor Attack Framework

Physical Trigger Action Design. For the trigger actions, we apply the fol-
lowing kinematic transformations and show the selected joints in Table 1:

– Nodding: This action is characterized by a downward tilt followed by a
return to the initial head position. We model this as a two-phase uniform
angular sampling for the head joint, first for the nod and then for the return
to the upright position.
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Table 1: Illustration of the selected joints to affect for each trigger action.

Trigger Action Root joint r Key joint k Joints for inverse kinematics Remaining affected joints

Nodding 3 4 3, 4 N/A

Bending sideways 1 2 1, 2 3 - 12 & 21 - 25

Crossing hands
at the front

5 8 5, 6, 7, 8 22, 23
9 12 9, 10, 11, 12 24, 25

– Bending Sideways: The lateral flexion and subsequent return to the up-
right position are represented by sampling from a uniform distribution for
the spine and hip joint angles, modeling the bend and the return sequence.

– Crossing Hands at the Front: This action involves moving the arms from
a neutral position to a configuration where hands are crossed in front. The
wrist, elbow, and shoulder joint angles are uniformly sampled to create a
smooth transition to this end pose and back. Note that this action involves
two separate kinetic transformations (i.e., left and right arms).

To ensure that the proposed attacks are robust to human variability, the
additional design considerations for poisoned samples are summarized as below:

– Temporal Sampling of Action Duration: Let the duration range for a
trigger action T be a random variable from a uniform distribution U(tmin, tmax)
and sample from this distribution to determine the trigger action’s timing.

– Sampling of Hyperparameter for Position Estimation: For each trig-
ger action, we estimate the pstart

k and pend
k of key joint k using a action-related

hyperparameter Φ sampled from a uniform distribution U(ϕmin, ϕmax). For
example, Φ can be the angle to bend for the "bending sideways", and the
position of the crossed hands for the "crossing hands at the front".

Poison-label Backdoor Attacks. The poison-label physical skeleton backdoor
attack (P-PSBA) is introduced to concretely validate the potency of our de-
signed backdoor triggers. A portion of randomly selected data from the training
set undergoes subtle modifications, incorporating trigger action V into selected
skeleton sequences, and the corresponding labels are modified to the target class
yt. When the SAR system is trained with this poisoned dataset, it becomes
conditioned to identify these trigger actions as the designated target class.
Clean-label Backdoor Attacks. The clean-label physical skeleton backdoor
attack (C-PSBA) is designed to bypass label inspection by incorporating trig-
gers without changing the labels. Clean-label BA are commonly perceived as the
most stealthy strategies, wherein adversaries are restricted to poisoning samples
from the designated target class without altering their labels.

We elucidate that the inherent challenge of clean-label attacks predominantly
stems from the adversarial impact of salient features induced by the trigger
within poisoned samples. Such salient features are prone to be easily learned,
thereby impeding the learning of trigger patterns. To enhance the efficacy of
the trigger and reduce the prominence of original skeleton features, we employ
adversarial perturbations, as shown in Fig. 3 (b). After injecting the trigger
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action into selected skeleton sequences from the target class, we introduce subtle
adversarial noise into the skeleton data. These perturbations can diminish the
original content’s impact and encourage the model to focus more on the trigger.
Notably, such perturbations are only added to the poisoned training data, they
are not necessary at run-time.

Formally, for a given surrogate model fs that uses a different model archi-
tecture and trained on a clean dataset and an input skeleton sequence S from
the target class yt, we generate the untargeted adversarial perturbations η by
maximizing the cross-entropy loss L as follows:

max
∥η∥2≤ϵ

L(fs(TV(S) + η), yt), (10)

where ϵ is the maximum for η. Empirically, we find that such perturbations can
transform the original skeleton into hard samples, making it more hard for the
model to learn the inherent features associated with the target class. Thus, these
perturbations make the learning of the model focus more on the trigger action.

3.4 Stealthiness

Stealthiness of poisoned samples within the dataset is crucial to the success of
BA, as it aids in eluding detection. To measure the stealthiness from the view
of distributions, we employ two statistical metrics: KL Divergence (KLD) and
Earth Mover’s Distance (EMD).2 We calculate the angles between the adjacent
bones and statistically distribute on the chain from the joint r to the joint k.
By analyzing the distributions of modified dataset and original one, we aim to
demonstrate that poisoned samples maintain a high degree of stealthiness.

4 Experiments

4.1 Experimental Setup

Models. For deep SAR models, we consider a transformer-based and two GCN-
based models: Hyperformer [59], CTR-GCN [5], and INFO-GCN [6].
Datasets. We select three datasets well-known in SAR. NTU RGB+D [38]
is a large-scale SAR dataset containing 56,880 skeleton sequences. Actions are
performed by 40 distinct volunteers and are categorized into 60 classes. The
NTU RGB+D dataset provides two evaluation protocols, namely cross-view (X-
view) and cross-subject (X-sub). NTU RGB+D 120 [28] is an extension to
NTU RGB+D, and is the largest SAR dataset, with 114,480 samples over 120
classes. PKU-MMD [26] contains almost 20, 000 action instances and 5.4 mil-
lion frames in 51 action categories, and also utilizes X-view and X-sub evaluation.
Evaluation Metrics. To evaluate the effectiveness of our attacks, we utilize
two key metrics: Model Accuracy (ACC) and Attack Success Rate (ASR).2
Attack setting. For all experiments, we choose the default class "0" to be the
target class (e.g., "drink water" in NTU RGB+D and "bow" in PKU-MMD).
2 Detailed definition can be found in the supplementary material.
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Table 2: ASR (%) ↑ and ACC (%) ↑ of P-PSBA with different poisoning rates.

Dataset → NTU RGB+D NTU RGB+D 120 PKU-MMD

Trigger Ratio
(%)

Hyperformer CTR-GCN INFO-GCN Hyperformer CTR-GCN INFO-GCN Hyperformer CTR-GCN INFO-GCN

ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC

Clean - - 90.67 - 90.08 - 90.78 - 86.62 - 85.08 - 87.36 - 94.85 - 95.23 - 93.58

Nodding

0.1 14.72 90.35 20.34 89.69 1.71 90.55 18.90 86.57 8.33 84.99 13.65 87.42 2.51 94.49 1.33 95.03 3.67 93.27
0.2 23.98 90.38 25.48 89.94 27.39 90.55 24.61 86.45 17.57 84.96 31.22 87.12 6.94 94.57 1.83 95.01 2.33 93.35
0.5 54.75 90.46 50.55 89.96 69.49 90.49 58.95 86.47 60.74 84.98 64.36 87.03 13.35 94.52 2.47 95.02 4.17 92.77
1 83.30 90.41 80.28 90.33 85.50 90.86 82.84 86.39 90.26 84.96 80.12 87.13 75.98 94.61 78.52 94.98 64.09 92.23
2 94.26 90.48 97.58 89.94 92.75 90.64 89.39 86.37 94.18 85.01 93.17 87.27 99.50 94.39 98.67 94.96 99.33 93.12
5 98.55 90.53 99.30 90.20 95.07 90.71 93.57 86.43 94.38 85.06 94.78 87.25 99.83 94.48 99.83 95.01 99.50 93.85

Bending
sideways

0.1 19.24 90.32 7.04 90.10 7.21 90.85 24.78 86.38 21.08 85.04 25.48 87.24 95.74 94.44 96.50 94.75 97.33 93.42
0.2 54.33 90.35 45.68 90.04 50.95 90.82 49.50 86.49 42.56 85.02 52.26 87.57 97.80 94.78 97.33 95.02 98.50 93.92
0.5 85.42 90.41 82.01 89.96 87.99 90.69 64.85 86.51 61.77 84.96 67.50 87.36 99.83 94.69 99.67 95.04 99.83 93.04
1 88.37 90.37 85.67 89.94 92.49 90.83 87.93 86.37 91.09 84.98 88.16 87.16 99.83 94.52 99.83 94.86 99.83 92.90
2 92.88 90.54 89.91 89.88 99.20 90.88 93.14 86.43 93.78 84.99 94.88 87.31 99.83 94.63 99.83 94.90 99.83 93.38
5 96.41 90.40 93.63 89.92 99.60 90.44 95.62 86.45 94.50 84.93 96.19 87.54 99.83 94.45 99.83 94.84 99.83 92.88

Crossing
hands
at the
front

0.1 29.72 90.38 22.56 89.98 24.87 90.80 5.84 86.41 1.26 85.03 0.11 87.37 26.71 94.77 24.62 94.50 20.88 93.58
0.2 57.63 90.47 39.48 89.93 44.62 90.68 11.07 86.43 2.07 84.98 0.45 87.22 28.49 94.68 22.88 95.04 28.12 93.38
0.5 82.06 90.42 76.54 89.94 84.20 90.61 88.65 86.35 86.45 84.96 94.75 87.29 68.03 94.52 81.12 94.92 57.88 93.15
1 90.85 90.39 86.10 89.78 93.68 90.73 94.39 86.29 94.87 85.01 96.99 87.18 81.19 94.56 85.50 94.88 66.00 93.73
2 95.87 90.45 90.28 89.91 98.67 90.54 97.92 86.41 98.69 84.99 99.89 87.13 93.71 94.49 94.38 94.54 93.38 93.44
5 98.94 90.51 94.41 89.98 99.83 90.78 99.89 86.37 99.89 85.03 99.89 87.27 94.39 94.51 94.88 95.08 94.38 93.19

4.2 Experimental Results

Poison-Label Attacks (P-PSBA). Our experimental analysis unveils the in-
tricate dynamics of BA under different poisoning rates and across multiple model
architectures. We conducted evaluations on NTU RGB+D, NTU RGB+D 120,
and PKU-MMD datasets, employing poisoning rates of 0.1%, 0.2%, 0.5%, 1%,
2%, and 5%. The experimental results are shown in Table 2.

Influence of Poisoning Rates. Our investigation reveals that higher poi-
soning rates generally elevate the ASR, yet without detrimentally impacting
the ACC. This trend was consistently observed across Hyperformer [59], CTR-
GCN [5], and INFO-GCN [6]. For instance, within the NTU RGB+D dataset
and using the Hyperformer model under a poison-label scenario, the ASR for
the "nodding" trigger action notably escalated from 14.72% to an impressive
98.55% as the poisoning rate increased from 0.1% to 5%. Similarly, other actions
such as "bending sideways" and "crossing hands at the front" followed suit,
demonstrating the effectiveness of the attacks.
Clean-Label Attacks (C-PSBA). We do a thorough evaluation under the
clean-label setting, applying varying poisoning rates at 30%, 50%, 70%, and
90% specifically to the data of the target class. Experimental result shows that
higher poisoning rates can boost the ASR of C-PSBA without negatively affect-
ing the ACC. In contrast to attacks in the poison-label scenario, achieving a high
ASR in the clean-label scenario proved challenging due to two primary reasons.
Firstly, the clean-label approach limits attackers to only poisoning data from the
target class, inherently restricting the amount of data that can be manipulated.
Secondly, in the clean-label scenario, the effectiveness of the trigger pattern can
be diminished by the influence of the original features of the target class, which
can obstruct the model’s learning of the trigger pattern, as discussed in Sec-
tion 3.3. As shown in Table 3, although it is possible to attain an ASR between
70% and 80% by increasing the poisoning ratio, it proves challenging to achieve
an ASR higher than 80%. Thus, attackers must consider the trade-off between
stealthiness and effectiveness before launching BA. For those aiming for a high
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Table 3: ASR (%) ↑ and ACC (%) ↑ of C-PSBA with different poisoning rates.

Dataset → NTU RGB+D NTU RGB+D 120 PKU-MMD

Trigger Ratio
(%)

Hyperformer CTR-GCN INFO-GCN Hyperformer CTR-GCN INFO-GCN Hyperformer CTR-GCN INFO-GCN

ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC

Clean - - 90.67 - 90.08 - 90.78 - 86.62 - 85.08 - 87.36 - 94.85 - 95.23 - 93.58

Nodding

30 52.20 90.34 43.31 89.90 54.28 90.53 28.42 86.34 24.30 84.96 26.74 87.26 60.20 94.63 58.06 94.98 60.98 93.56
50 56.98 90.42 46.54 89.93 61.27 90.56 31.67 86.40 27.68 85.02 31.46 87.39 66.47 94.72 64.38 95.03 67.74 93.48
70 64.27 90.38 52.47 89.98 68.94 90.61 36.23 86.52 32.41 85.03 38.65 87.40 70.58 94.65 67.49 95.16 70.95 93.36
90 65.70 90.48 53.61 90.02 69.32 90.58 38.79 86.49 33.55 85.02 39.98 87.38 71.23 94.67 68.89 95.18 71.49 93.45

Bending
sideways

30 64.75 90.36 60.20 89.67 62.48 90.70 51.48 86.37 49.57 85.01 52.76 87.36 72.08 94.68 69.94 94.84 71.81 93.47
50 69.02 90.47 65.94 89.84 66.57 90.73 59.65 86.48 53.82 84.98 62.49 87.32 74.63 94.72 72.58 94.96 75.42 93.50
70 75.35 90.45 71.85 90.02 74.83 90.81 65.41 86.51 60.94 85.04 68.20 87.41 77.92 94.74 74.80 95.02 78.97 93.48
90 77.14 90.39 73.04 89.79s 74.95 90.79 68.93 86.59 63.02 84.98 71.44 87.42 78.36 94.76 75.50 95.14 79.31 93.49

Crossing
hands
at the
front

30 64.34 90.46 64.21 89.84 62.48 90.63 65.72 86.44 62.30 84.86 68.65 86.92 72.83 94.69 71.18 95.08 67.50 93.37
50 70.13 90.57 67.94 89.90 68.69 90.72 69.05 86.49 68.23 85.03 71.40 86.98 76.30 94.73 73.08 95.25 73.29 93.41
70 77.75 90.54 73.30 89.93 73.60 90.68 72.83 86.53 72.76 85.01 74.53 86.94 78.51 94.79 76.43 95.21 75.69 93.45
90 79.06 90.52 75.92 90.04 74.51 90.84 74.91 86.52 75.30 85.06 72.61 87.01 79.88 94.78 76.94 95.21 74.84 93.42

Fig. 4: Ablation study on the with/without trigger-enhancing strategy for C-PSBA.

ASR, poison-label attacks may be preferable. However, if concerns about label
detection exist, clean-label attacks become a viable alternative.

Effectiveness of the trigger-enhancing strategy. To assess the efficacy
of the trigger-enhancing strategy, we conducted an ablation study on the NTU
RGB+D dataset. As shown in Fig. 4, our strategy consistently improved the
ASR across different poisoning ratios, demonstrating its effectiveness.

5 Discussion

5.1 Skeleton sequences with trigger from real-world data

To ascertain the real-world applicability of our proposed BA, we undertook the
creation of a physical backdoor attack dataset. 3 We evaluate the practicality
of P-PSBA with poisoning rates set at 1% and 2%. As shown in Table 4, most
models trained on the poisoned datasets with a 2% poisoning rate reliably rec-
ognized the embedded triggers with over 85% ASR, demonstrating the efficacy
and reliability of our attacks in the real world.

5.2 Resistance to Defenses

To mitigate the effects of BA in backdoored models, methods range from trigger-
synthesis based methods [1,36,41], which synthesize potential triggers and sup-
press their effects, to solutions like finetuning [2], pruning [30, 58], and input
3 Further details of the dataset are available in the supplementary.
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Table 4: Physical ASR (%) on models trained with 1% and 2% poisoning ratio.

Dataset → NTU RGB+D NTU RGB+D 120 PKU-MMD

Trigger Ratio (%) Hyperformer CTR-GCN INFO-GCN Hyperformer CTR-GCN INFO-GCN Hyperformer CTR-GCN INFO-GCN

Nodding 1 41.87 35.57 39.73 30.68 25.47 29.08 50.14 47.76 49.11
2 71.40 66.83 70.62 55.96 49.57 60.71 80.17 70.98 77.79

Bending
sideways

1 81.62 69.83 77.81 69.94 67.66 66.34 83.01 80.19 81.24
2 91.72 88.73 90.02 89.39 86.03 88.57 95.05 90.77 92.13

Crossing
hands

1 71.82 66.91 70.41 61.60 56.55 57.85 75.53 68.35 72.65
2 90.64 81.93 87.72 84.77 82.79 83.59 92.75 89.34 90.48

detection [12]. However, trigger-synthesis based methods are not compatible
with our attacks. Therefore, we select three defenses: CLP [58], D-BR [2], and
STRIP [12] with their default settings. Experiments are conducted for P-PSBA
using NTU RGB+D as the dataset, INFO-GCN as the SAR model, and "bend-
ing" as the trigger action. For CLP and D-BR, we explore poisoning rates of
0.5%, 1%, and 2% , while STRIP is evaluated at a 2% poisoning rate. 4

Resistance to Prunning based Defenses. CLP [58] argues that channels
related to BA exhibit higher Lipschitz constants compared to normal channels.
By assessing the Lipschitz constant across channels, CLP aims to identify and
prune these sensitive channels. According to the results presented in Table 5,
CLP does not effectively counter our P-PSBA approach.
Resistance to Fine-tuning based Defenses. D-BR [2] consists of two mod-
ules: the Sample-Distinguishment (SD) module and the Backdoor Removal (BR)
module. The SD module splits the training set into clean, poisoned, and un-
certain samples. The BR module then alternatively unlearns the distinguished
poisoned samples and learns the distinguished clean samples. We finetune 15
epochs on the NTU RGB+D dataset, and the experimental results are shown in
Table 5. It can be observed that D-BR is ineffective for our P-PSBA.
Resistance to Sample Filtering based Defenses. STRIP [12] proposes to
deliberately inject strong perturbations into each input to effectively identify
backdoor inputs. By analyzing the entropy in the prediction probabilities, it dis-
tinguishes between backdoor inputs, characterized by consistently low entropy,
and clean inputs, which exhibit high entropy. As shown in Fig. 5, the entropy
distributions for both clean and poisoned samples in our P-PSBA are similar,
suggesting that they can bypass the STRIP defense mechanism.

5.3 Stealthiness vs. Attack Performance

In this section, the stealthiness of P-PSBA is assessed through the analysis of
the KLD and EMD metrics. Given the consistency in data processing and in-
tegration of backdoor patterns across three datasets, we focus our evaluation
exclusively on the NTU RGB+D 120 dataset. As shown in Table 6, despite an
increase in poison ratio, both KLD and EMD metrics remained within a rela-
tively low range. Further, we analyze the relationship between stealthiness and
attack performance. As shown in Fig. 6, the ASR is highly correlated with EMD
metrics. For different triggers, when EMD reaches 20, the ASR can exceed 90%.
4 Additional experiments on defenses are available in the supplementary material.
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Table 5: Resistance of P-PSBA to CLP and
D-BR. We set "bending" as the trigger action.

Defense → None CLP D-BR

Model ↓ Ratio (%) ↓ ASR

Hyperformer
0.5 85.42 85.23 84.91
1 88.37 88.19 88.67
2 92.88 92.81 92.50

CTR-GCN
0.5 82.01 81.94 82.99
1 85.67 85.41 85.03
2 89.91 89.88 90.16

INFO-GCN
0.5 87.99 87.83 85.03
1 92.49 92.46 91.87
2 99.20 99.05 99.15

Fig. 5: Resistance of P-PSBA to
STRIP. Poisoning ratio is set to 2%.

Table 6: Stealthiness of P-PSBA in terms of
KLD (10−7) ↓ and EMD (10−3) ↓.

Ratio
(%)

Nodding Bending Crossing hands

KLD EMD KLD EMD KLD EMD

0.1 2.03 3 6.84 5 4.17 4
0.2 4.49 5 16.7 8 7.68 6
0.5 29.9 11 59.4 16 29.2 11
1 108 21 190 31 75.2 23
2 389 38 683 66 256 48
5 2160 87 3930 139 1180 95

Fig. 6: Plot of EMD (10−3) vs. ASR.

6 Ethics Statement

This paper proposes a novel backdoor attack against SAR systems. While there is
a risk that PSBA could be misused to compromise surveillance systems or cause
misclassifications, our objective is to reveal these potential vulnerabilities rather
than facilitate attacks. By exposing these vulnerabilities, we emphasize the ur-
gent need for improved defense mechanisms. Our intention is to encourage the
development of robust defenses against such attacks, ensuring safer implemen-
tations of SAR systems. This work underscores the necessity for the community
to recognize backdoor attacks as significant real-world threats and to prioritize
their mitigation.

7 Conclusion

In this paper, we introduce a novel backdoor attack specifically tailored for SAR
systems, utilizing joint angle manipulations to embed realistic trigger actions.
Comprehensive experiments on both clean label and poison label settings indi-
cate that the proposed attack achieves significant attack success rates and no-
table resistance against several defenses while maintaining high model accuracy.
Moreover, we design a trigger-enhancing strategy that significantly improves
the ASR in clean-label scenarios. Additionally, our validation using real-world
datasets highlights the immediate necessity for advanced defensive strategies in
crucial applications. This work underscores the vulnerabilities in SAR systems
and sets the stage for future research into robust defense mechanisms.
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