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ABSTRACT

Accurate taxi-demand prediction is essential for optimizing taxi
operations and enhancing urban transportation services. However,
using customers’ data in these systems raises significant privacy
and security concerns. Traditional federated learning addresses
some privacy issues by enabling model training without direct data
exchange but often struggles with accuracy due to varying data
distributions across different regions or service providers. In this
paper, we propose CC-Net: a novel approach using collaborative
learning enhanced with contrastive learning for taxi-demand pre-
diction. Our method ensures high performance by enabling multiple
parties to collaboratively train a demand-prediction model through
hierarchical federated learning. In this approach, similar parties are
clustered together, and federated learning is applied within each
cluster. The similarity is defined without data exchange, ensuring
privacy and security. We evaluated our approach using real-world
data from five taxi service providers in Japan over fourteen months.
The results demonstrate that CC-Net maintains the privacy of cus-
tomers’ data while improving prediction accuracy by at least 2.2%
compared to existing techniques.
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1 INTRODUCTION

Using spatio-temporal location data can enhance various services,
especially data-driven transportation, urban planning, and emer-
gency management approaches[37, 41, 55, 60]. One critical service,
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taxi transportation, is a key part of modern urban systems, pro-
viding convenient and efficient travel for many passengers. How-
ever, there’s often a mismatch between taxi supply and passen-
ger demand, leading to higher cruising times, increased fuel con-
sumption, and longer wait times, which reduces profits for taxi
providers[28, 46].

Taxi-demand prediction systems use data-driven approaches to
forecast demand and optimize dispatch to address this[58, 61]. Ma-
chine learning models trained on customer mobility data—including
pickup and drop-off locations, routes, and timing—can predict fu-
ture taxi demand in specific areas. However, sharing this trajectory
data raises significant privacy concerns, as it can reveal personal de-
tails like individuals’ whereabouts and movement patterns[31, 42].
Additionally, since the machine learning model that is overfitted
with local data retains private information, privacy information
can be leaked from the machine learning model by threats such as
membership inference attacks[38, 43].

Differential privacy-based methods[18] have been proposed to
protect personal data. Differential privacy adds randomness to data,
making it hard to identify individuals. K-anonymity groups individ-
uals with similar characteristics, while L-diversity and t-closeness
generalize data to prevent sensitive information disclosure[21, 26,
30]. Secure computation allows for the computation of private
data without revealing it. While effective at protecting privacy,
these methods usually degrade data quality and prediction accu-
racy. Therefore, choosing a privacy-preserving method is crucial to
balancing privacy and performance. Additionally, taxi demand data
is inherently distributed due to the geographical spread of opera-
tions, the presence of multiple independent service providers, and
stringent data privacy regulations. Centralizing this data for analy-
sis presents significant challenges, including logistical complexities,
resource constraints, and compliance with privacy laws.

Federated learning offers a robust solution by enabling collabo-
rative model training across distributed datasets owned by different
entities without necessitating direct data exchange. This method
involves training local models on individual datasets and subse-
quently aggregating the model parameters, rather than the raw
data, at a central server. Therefore, in this paper, we adopt feder-
ated learning to ensure that sensitive customer information remains
secure and under the control of the original data owners while still
benefiting from the collective learning process.

By using federated learning, the system can capture and lever-
age the unique demand patterns of different regions and providers,
leading to more accurate and generalized demand prediction mod-
els. However, the application of federated learning in this context
faces a generalization problem as the local models are trained with
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Figure 1: Taxi demand distribution in different regions.

region-specific data. Since taxi demand depends on regional char-
acteristics (e.g., road network) and label distribution also varies,
data on taxi demand is heterogeneous among facilities, as shown in
Figure 1. Therefore, each local model in a facility tends to overfit to
its region’s characteristics, affecting model aggregation in federated
learning.

In this paper, we propose CC-Net, a novel system that integrates
collaborative learning with contrastive learning to accurately pre-
dict taxi demand, even with heterogeneous data among facilities.
Our approach ensures high performance by enabling multiple par-
ties to collaboratively train a demand-prediction model through
hierarchical federated learning. In this approach, similar parties are
clustered together, and federated learning is applied within each
cluster to address the non-IID (non-independent and identically
distributed) problem. This clustering approach allows the taxi de-
mand prediction model to obtain more comprehensive knowledge
about taxi demand and prevents the performance decline that can
result from aggregating dissimilar models, leading to more accurate
predictions. We define similarity between different entities based
on model similarity rather than data similarity, ensuring both pri-
vacy and security. Additionally, contrastive learning is adopted for
local training to address class(demand) imbalance and data scarcity
problems at each entity. Furthermore, we employ membership in-
ference attacks in the context of spatial data to validate and ensure
that CC-Net is robust against such attacks. This validation process
confirms that our system not only provides accurate predictions
but also maintains strong privacy protections.

We rigorously evaluated the proposed system using real-world
data from five taxi service providers in Japan, collected over four-
teen months. This data assessed the system’s ability to maintain
prediction performance while preserving passenger privacy. The re-
sults show that our proposed system achieves 2.2% higher accuracy
than non-federated approaches requiring the sharing of customer
data among facilities.

Our contributions are summarized as follows:

e We introduce CC-Net, a novel taxi demand prediction system
that prioritizes customer privacy by constructing the model
without sharing sensitive data. This design achieves privacy
protection at the architectural level, ensuring compliance
with data privacy regulations.

e To the best of our knowledge, this is the first research ef-
fort to tackle two critical challenges in taxi demand predic-
tion: (i) data scarcity and imbalance within each region, and
(ii) the decentralized, region-specific nature of taxi demand
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Figure 2: The procedure of membership inference attack for
taxi demand prediction.

data. Our comprehensive system extracts common features
across regions, facilitates inter-regional knowledge sharing,
and adapts the model to the unique characteristics of each
region, thereby overcoming the limitations of traditional
neural networks such as LSTM and conventional federated
learning.

e We collected a large-scale, real-world dataset from five taxi
service providers in Japan over fourteen months and con-
ducted extensive experiments. Our results demonstrate that
CC-Net significantly outperforms state-of-the-art methods
in terms of prediction accuracy and robustness.

e We rigorously validate CC-Net against membership inference
attacks to ensure the robustness and security of our approach.
Our system prevents overfitting to local data through the
integration of collaborative and contrastive learning, thereby
maintaining high prediction performance while safeguard-
ing data privacy.

This paper is organized as follows: Section 3 presents our method-
ology, including the historical taxi demand encoder, the architecture
of contrastive learning, and the decentralized collaborative learn-
ing mechanism. Section 4 discusses the experimental setup and
analyzes the results. Section 5 reviews related work in taxi demand
prediction, privacy protection methods for mobility data, counter-
measure of class imbalance, and federated learning. Finally, Section
6 concludes the paper.

2 THREAT MODEL

Our proposed system uses a machine learning model to predict taxi
demand accurately. However, machine learning models generally
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memorize training data details and can leak privacy-sensitive infor-
mation, posing serious risks. One of the most severe risks is mem-
bership inference attacks, determining whether specific data points
were part of the training set[43, 62]. This is particularly concerning
with sensitive information, such as personal or spatio-temporal
data, as it could lead to identifying and tracking individuals.

A membership inference attack (MIA) aims to determine whether
a specific individual’s data was used to train a machine learning
model. This attack poses a significant threat to the security and
privacy of machine learning models[43, 62]. Shokri et al. [43] specif-
ically evaluated the efficacy of MIA in computer vision, particularly
in scenarios where the attacker lacks prior knowledge of the data
used to train the model.

This work extends the investigation of MIAs to the context of
taxi-demand prediction models, which are trained using mobility
data. In particular, these models are trained using aggregated tra-
jectory data, and an attacker could exploit the MIA to ascertain
whether a specific individual’s data (i.e., their taxi ride data) was
used to train the model even from aggregated data as demonstrated
in [62]. Consequently, a successful MIA could enable the attacker to
infer sensitive information about individuals, such as travel habits
or daily routines. For example, knowing that an individual’s data
was used for training could allow the attacker to identify them as a
frequent user of taxis to specific locations at particular times. This
information could be used to track the individual’s movements and
infer private details such as work schedules, residential locations,
and health-related activities.

MIA can be implemented in a white-box setting, which allows
the attacker to access the model’s architecture, parameters, and
training data. This is a strong assumption and cannot be generally
realized in practice. We employ a black-box version of MIA to
ensure practical use cases where the attacker cannot access the
model’s architecture, parameters, and training data to evaluate
the robustness of our proposed system. The procedure of the MIA
attack is illustrated in Fig2. The attacker initially collects a set of
unlabeled data of the input (location, time, historical taxi demand
distribution) but not the output (demand)). This data would then
be fed to the victim prediction demand model, which would be
queried repeatedly to analyze the model’s predictions. In this work,
we assume the taxi demand prediction model aims to classify taxi
demand (e.g., low, mid, and high). The attacker infers whether a
specific individual’s data is used to train the model, leveraging the
confidence of the target model. Since the victim demand prediction
model outputs the probability of the demand class and the output
probabilities are strongly biased if the input data are included in the
training dataset, an attacker can detect "member" or "non-member"
by leveraging the probabilities of the target model.

3 PROPOSED SYSTEM

The objective of CC-Net is to predict taxi demand using the model
of each client in their respective regions. To preprocess raw data
such as historical taxi demand into a manageable and interpretable
format for machine learning models, the hexagonal virtual grid-
ding module converts all data into hexagonal grid cell formats.
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The formatted data is then input into the feature extractor mod-
ule of each client to extract meaningful latent features from com-
plex spatio-temporal input within their respective regions. This
extraction is achieved using contrastive learning techniques, as
described in [5], where training is conducted self-supervised. Con-
trastive learning is designed to reduce the distance between the
representations of different augmented data of the same input (i.e.,
positive pairs) and increase the distance between the representa-
tions of augmented views of different input (i.e., negative pairs).
Therefore, contrastive learning contributes to distinguishable latent
representation, even self-supervised. Then, clients communicate
to efficiently share their knowledge, including the weights of the
contrastive learning models, through a decentralized collabora-
tive learning mechanism. Within this mechanism, clients can
identify and collaborate with clients with similar data distributions,
enabling efficient collaborative learning. This mechanism identi-
fies similar clients by measuring the similarity of the local model’s
update because the similar direction of model update helps conver-
gence of aggregated model and reflects similar data distribution
as written in [24]. Finally, each client fine-tunes a shallow neural
network, the client-tailored classifier, to predict taxi demand
within their respective regions. This fine-tuning process utilizes the
feature extractor trained in the previous module. It is noteworthy
that the virtual gridding module, feature extractor module, and
client-tailored classifier are client-dependent functions that run on
each client, while the decentralized federated learning mechanism
is run on a single global server. The architecture will be explained
later in this section.

Since our focus is on a non-IID and class-imbalanced taxi de-
mand dataset, CC-Net needs to obtain comprehensive knowledge
about taxi demand while personalizing the prediction model to
predict taxi demand accurately in the target region. CC-Net uti-
lizes contrastive learning in the feature extraction phase to derive
general knowledge about taxi demand, as it does not rely on label
information. This enables us to obtain meaningful representation
without feeding each component’s class imbalance ratio, which
sets it apart from existing methods for class-imbalanced federated
learning[51]. Furthermore, CC-Net can enhance the efficiency of
the learning process for each client and personalize each model
based on the similarity assessment of clients and corresponding

grouping.

3.1 Hexagonal Virtual Gridding

This Module is a pivotal component of the data generation sys-
tem aimed at accurately computing the taxi demand for inputs of
machine learning models. This module plays a vital role in trans-
forming raw trajectory data into a manageable and interpretable
format suitable for machine learning models’ utilization. The pri-
mary objective of this module is to partition the map into evenly
spaced hexagonal cells, wherein each cell represents a distinct area
on the map. Subsequently, the module calculates the number of
demand events that transpired within each hexagonal cell during a
specific time-slot in a day. Notably, the module does not differen-
tiate between pick-up and drop-off events, solely focusing on the
aggregate count of demand events within each cell. The gridding
process entails superimposing a virtual hexagonal grid onto the
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Figure 3: CC-Net overview in heterogenous environments

map. This approach enables the system to provide a comprehensive
overview of taxi demand in different city areas, facilitating pre-
dictions regarding the number of demand events in distinct areas.
Moreover, it allows for the facile visualization of demand patterns
and identifies regions characterized by high or low demand.

We adopt a hexagonal grid instead of a square grid due to its
efficiency and effectiveness in representing geographic regions com-
pared to squares. Specifically, hexagons provide balanced neighbor-
ing as each shares a common edge with six neighboring hexagons.
This property ensures a more equitable distribution of neighboring
cells, reducing edge effects and accurately representing spatial rela-
tionships. Additionally, hexagons allow for more compact packing,
covering a given area with fewer cells, resulting in a more accurate
depiction of the geographic space and reduced redundancy within
the grid. Moreover, hexagonal cells have equidistant centers, en-
suring consistent and regular spacing throughout the grid. This
characteristic facilitates precise distance calculations and enables
robust spatial analysis. Furthermore, hexagons offer directional
flexibility, allowing movement in six possible directions. This flexi-
bility enhances the system’s ability to capture and analyze spatial
patterns, making it particularly advantageous in modeling trans-
portation systems and understanding travel patterns.

3.2 Feature Extractor Module

3.2.1 Feature encoder. Taxi demand depends on Spatio-temporal
characteristics. To capture the spatio-temporal feature, we employ
a feature encoder that receives the time series data (i.e., historical
taxi demand) and the characteristics of a target region. This feature
encoder captures past demand trends and spatial distributions, pro-
viding valuable insights for predicting future demand. As shown in
Figure ??, we extract the feature from a sequence of historical taxi
demand using Transformer [29] and predict future taxi demand.
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Figure 4: Taxi demand prediction model in our proposed
system

3.2.2  Feature Extractor with Contrastive Learning. This part ob-
tains meaningful representation from the spatio-temporal inputs in
grid-structured data. To avoid the effects of class imbalance and get
feasible representation from complex spatio-temporal features, we
incorporate a contrastive learning mechanism. Inspired by recent
contrastive learning such as SimCLR[5] in the computer vision



Privacy-Preserved Taxi Demand Prediction System Utilizing Distributed Data

research domain, our feature extractor learns representations by
maximizing agreement between differently augmented views of
the same data example via a contrastive loss in the latent space. As
shown in Figure 5, this framework comprises four major compo-
nents.

o Stochastic data augmentation: From each data sample, it ran-
domly generates two correlated views of the sample, denoted
as Xg and xg. They are considered a positive pair. In CC-Net,
we apply two types of augmentations: random cropping in
terms of time series and noising.

e Encoder f(-): It extracts representation vectors from the data
augmented in the previous component. We employ an en-
coder that consists of two types of view to obtain hy = f(X4)
where h, € R? is a d-dimensional output of the encoder.

e Small neural network projection head g(-): It maps repre-
sentations to the space where contrastive loss is applied. We
use a shallow neural network (MLP) with one hidden layer
to obtain z4 = g(hy).

e Contrastive loss prediction: A contrastive loss function is
defined for this contrastive prediction task, given a set {X; }
including a positive pair X4 and Xg of samples.

We randomly pick up B examples for a minibatch and gener-
ate 2B augmented data using stochastic data augmentation. Then,
we defined the contrastive prediction task on the augmented data,
where for each positive pair, we apply contrastive learning regard-
ing the rest 2(B — 1) augmented examples as negative examples.
Let sim(u, 0) = u"o/||u|| - |]o|| denote the dot product between two
normalized u and v (i.e. cosine similarity). Then the loss function
for a positive pair of examples (X, Xg) is defined as:

exp(sim(zq,zg)/7)
o .
& ZkezBfindexiset b[kia] exp(sim(zg, zﬂ)/f)

bap=~1 1
where the value of b[j4,) € {0,1} is 1 ifand only if k # @, and ¢
denotes a temperature parameter. The final loss is computed across
all positive pairs, both (X4, Xg) and (¥, X4) in a mini-batch. This
loss has been used in [5] and called NT-Xent loss (the normalized
temperature-scaled cross-entropy loss).

3.3 Decentralized Collaborate Learning
Mechanism

This section presents a decentralized, collaborative learning ap-
proach that ensures each client’s performance. Aggregating models
trained on different data distributions can typically degrade the per-
formance of a global model. To maintain high performance in these
non-IID settings, CC-Net incorporates a similar neighbor selection
mechanism [24]. This mechanism identifies clients with similar
data distributions, assisting the performance of each model as illus-
trated in Figure6. The personalized knowledge-sharing mechanism
in CC-Net involves two stages: similar client selection and distributed
model update.

3.3.1  Similar Client Selection. In this stage, CC-Net aims to identify
similar clients for each local client. Each local client is denoted as i
and possesses a model with model parameters w;. These parameters
are updated over E local epochs and uploaded to a global server for
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Tinir rounds. This procedure mirrors the commonly used approach
in centralized federated learning.

We measure the similarity of clients using the Personalized Adap-
tive Neighbor Matching (PANMGrad) [24] method, which does not
require setting the number of clusters. The global server calculates
the similarity of models of two clients i and j using a combina-
tion of two parameters. The first parameter is given in Eq. (2),
where gf is the vectorized gradient of client i in round t and is
expected to represent the data distribution in client i. gf is obtained

t—1

by gf = wl.t —w! ™", where t is the current time round. We note that

1
wl.t is initialized by the same global model at the beginning of local
training in each round, and one-round update gf can be noisy.

To capture the historical optimization directions of each model,
we also introduce accumulated weight updates from the initial
model, hf = wl.t - w?, and use it in the second parameter given
by Eq. (3). hl? is the accumulated vectorized gradient of client i in
round t. The global server calculates the similarity of models of two
clients using similarity metrics given in Eq. (4), where y € [0,1] is
a hyperparameter.
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Algorithm 1 Similar clients selection for clients

function MAIN
w_record « {}
fort in Tipi; do
fori in N do
wl.[ « client_update(i)
w_recordadd(wit)
end for
end for
R « calculate similarity using w_record
for round in T do
fori in N do
similar_clients; < get_similar_clients(i, R)
train & communicate with similar_clients;
end for
end for
end function

Figure 7: Similarity-based Client Selection Algorithm.
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sim; j = yGi,j + (1 — y)Hij (4)

The global server selects the clients whose similarity is higher
than the threshold m as the “neighbor clients” using average simi-
larity during Tipis. The threshold m is the system parameter. Our
client section method is summarized as Algorithm1 of Figure 7,
where N is the number of clients.

3.3.2 Distributed Model Update. In this stage, each client commu-
nicates with similar clients in the previous stage. More concretely,
the model parameters w; of client i are delivered to each client j,
which is a similar client of i. Client i then waits for the models sent
from up to Nsim; clients and aggregates these received models.
We use n to represent the number of received models, and it is
important to note that n < Ngjy,,, taking into account cases where
model delivery may fail or not be performed for some reasons. Eq.
(5) is the federated aggregation of the received models.

_ 141 1 t

W - —— wh (5)

n+1 J
j€{similar clients of i }U{i}

The new aggregated model wf“ is then trained for E epochs
before it is ready to be gossiped again.

3.4 Client Tailored Classification

This module takes the output (i.e., latent features) of the feature
extractor module as input and classifies the given inputs into some
classes. This work aims to classify taxi demand into three classes:
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Table 1: Our Dataset description.

Dataset Duration Arealkm X km] #records

rl (5 months) 36.6 X 38.6 6.5k

r2 (14 months) 16.6 X 13.5 2.6k

r3 (5 months) 144X 144 6.7k

r4 (5 months) 31.1 X 31.5 1.6k

r5 (5 months) 16.6 X 11.7 2.9k

Table 2: Experimental Settings.
Explored range

Parameter (BoldP? default Vzgilue)
Cell edge length [km] {1, 2}
Time interval [hour] {0.5, 1, 2}
Batch size {8, 16 , 32, 64, 128}
Temperature 7 {0.3, 0.5, 0.8}

Initial communication round Tjnir | {1, 2, 5, 10}
Communication round T {10, 20, 30}

Local epoch E {1, 3, 5}

Similarity threshold m {-1,-0.5, 0, 0.5, 0.8}
Parameter of similarity metrics y | {0.2, 0.4, 0.6, 0.8}
Model size of CC-Net {0.76 Million}

high, mid, and low. It is two layers MLP and trained by a cost-
sensitive loss function of Eq. (6).

N
1
t(p,q) =— > —p(x)log(q(x 6
p.9) 21 P log(q(x)) ©)
The loss function calculates the loss according to the ratio of the
classes wy, where p and q are the actual label and output probability
of the model, respectively.

4 EVALUATION

4.1 Data collection and setup

4.1.1 Data collection. We gathered real-world data from five ser-
vice facilities in Japan over fourteen months. The collected data
includes (1) vehicle information and their trajectories (including
idle time) and (2) spatiotemporal data of each customer’s pickup and
drop-off event for each vehicle. The system determined the trajec-
tory of each customer’s trip by merging the two datasets using the
vehicle ID and time as the key factors. This resulted in around 17000
trips, with taxi demands ranging from 0 to 20, calculated using a
grid size of around 1 km and a time slot of 1 hour. The trajectory
data was obtained through GPS for latitude and longitude, with data
acquisition intervals of approximately every 5 seconds, with some
missing data. To determine the locations of pickup and drop-off
events, we used data on vehicle positions during the 45 seconds
before and after the event, if available. The event was omitted from
the evaluation data if the data was absent. Tablel summarizes the
information for our datasets.

4.1.2  Metrics. We focus on balanced accuracy for evaluating taxi-
demand predictions because the gathered data are class-imbalanced.
Conventional accuracy metrics are insufficient for this data type,



Privacy-Preserved Taxi Demand Prediction System Utilizing Distributed Data

vV

A H
O/o\o/‘:’ . o—o/o_—o 00\0/0

L 3 !
Original Flipping Cropping

A
T >
Mask Noise Reverse
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as they can be misleading when classes are not equally represented.
Therefore, we adopt balanced accuracy, which provides a more reli-
able measure by averaging the accuracy across all classes, ensuring
that each class is equally considered in the evaluation.

4.2 System parameter analysis

4.2.1 Data augmentation technique. To obtain comprehensive and
general knowledge about taxi demand prediction, CC-Net incorpo-
rates time-series data augmentation techniques in the contrastive
learning phase. Since the diversity and quality of augmented data
significantly influenced the performance of the feature extract en-
coder, the data augmentation technique is crucial for CC-Net. Thus,
we consider several common augmentations to investigate the im-
pact of stochastic time-series data augmentation techniques system-
atically. To understand the effects of individual data augmentations
and the importance of augmentation composition, we investigate
the performance of our framework when applying various augmen-
tations: flipping, noise, masking, and cropping.

Adding noise to data is widely used for time-series data[54, 56],
which adds noise to each data. In Masking, we masked data of
randomly selected points, which is 10% of time-series data in this
work. Cropping is a method of cutting out only a subset of the
original data, which can keep the order of each data point and
sequential information. Flipping is swapping some points within
sequential data.

Adding noise to data is a common technique for time-series
data, which involves introducing random variations to each data
point[54, 56]. “Masking” randomly selects and removes 10% of
the time-series data points in this work. “Cropping” extracts a
subset of the original data while preserving the order and sequential
information of the data points. “Flipping” swaps certain points
within the sequential data. “Reverse” reverses the order of sequential
data. Our data augmentation techniques are summarized in Figure8.

As demonstrated in [5], multiple stochastic data augmentation
is effective for contrastive learning to obtain comprehensive knowl-
edge. Therefore, we applied two data augmentation at once and
evaluated the effectiveness of each combination through the exper-
iments. Figure9 displays the taxi demand prediction accuracy for
each data augmentation combination.

Figure9 shows that “noise&cropping” achieves the highest ac-
curacy with these augmentation methods, which indicates that
“reverse” and “flipping” compromise the information for time-series
feature and this sequential information such as the order of each
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point is crucial for taxi demand prediction. Therefore, in the follow-
ing evaluation sections, we evaluate our proposed method using
“noise&cropping” as a data augmentation technique.

4.2.2  Similarity thereshold. In CC-Net, for each client, similar clients
are selected to share the trained models, and this selection is con-
trolled by m, the similarity threshold parameter. A smaller value of
m groups dissimilar clients and increases the impact of non-IID data

distribution. Meanwhile, with a large value of m, the precision may

also decrease because clients cannot collect models from sufficient

clients to obtain comprehensive knowledge about landslides in de-
centralized, federated learning. Therefore, we study the effect of m

and consider the appropriate value through the experiment. Figure

10 illustrates the relationship between the similarity threshold and

the balanced accuracy of taxi demand prediction. We can observe

that CC-Net performs best with m = —0.5, and the performance of
CC-Net is at the same level as the local model mentioned in the

section.4.3 because each local model almost does not communicate

with other models.

4.3 Comparison with other FL methods

In this section, to measure the performance of CC-Net, we com-
pare the proposed system with the most relevant state-of-the-art
techniques: FedAvg[32], FedProx[23], and FedProx with fine-tuning
(FedProx-FT)[50].

FedAvg[32] is the most classic federated learning method, which
is the baseline of the training results. FedProx[23] is widely used to
make the training process efficient in non-IID datasets.FedProx uses
a regulation parameter y to prevent the local model from deviating
greatly from the global model. We fix the regulation parameter
4t to 0.3. FedProx-FT[50] aims to build personalized models in
non-IID settings by fine-tuning the global model trained in FedProx
using local data. MOON([22] is a federated learning approach that
corrects the local updates in non-IID settings by maximizing the
agreement of representation learned by the local model and the
representation learned by the global model.
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Figure 11 displays the balanced accuracy of each method. In
our experiments, we have five local clients, and the values of other
relevant parameters can be found in Table 2. All the reported perfor-
mance metrics are averaged across clients for each distribution. It is
worth noting that the single model in the graph utilizes data from
all clients, making its performance a reference. The local model in
Figurell represents the result of the prediction model trained with
only local data. In our observations, CC-Net achieves the highest
performance among the other state-of-the-art methods within de-
centralized settings. This outcome highlights that CC-Net excels by
personalizing models for target regions while acquiring compre-
hensive knowledge through decentralized collaborative learning
with similar regions.

4.4 Comparison with other privacy preserved
methods

Our proposed system stands out for its security and privacy preser-
vation at the architecture level because it does not require row data
exchange, which ensures superior privacy protection compared to
other methods. Additionally, CC-Net is designed to prevent overfit-
ting of each facility’s data, enhancing its security and robustness
against machine learning model attacks, including membership
inference attacks. To validate the effectiveness and robustness of
CC-Net in terms of privacy-preserved architecture, we measured the
performance of the machine learning model trained with privacy-
preserved data and the robustness of these models against mem-
bership inference attacks.

For comparison purposes, we evaluate CC-Net against the three
state-of-the-art methods for data privacy protection: Geomasking
[12], CNoise [18] and GAN-based[36]. Since we calculate taxi de-
mand from trajectory data as mentioned in section4.1, taxi demand
calculated from privacy-preserved trajectory is also expected to be
privacy preserved. We also compared our proposed method with
the state-of-the-art method for privacy protection of the machine
learning model: DP-FedAvg[33].

Geomasking[12] is a method that obscures trajectory data
by applying spatio-temporal Gaussian noise (as outlined in [12]).
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CNoise [18] guarantees e-differential privacy by adding noise to

location data via a Laplace distribution (Lap(u = 0,b = @)). The
privacy budget (¢) is the desired level of privacy, which is achieved
by choosing the appropriate noise level that fits the data set based
on its extracted sensitivity metric (S). LSTM-trajGAN[39] gen-
erates synthetic trajectory with LSTM and replaces the original
dataset with the generated dataset.Since LSTM-trajGAN adopts
a GAN-based approach for training the LSTM generator, the syn-
thetic trajectory is expected to be realistic. DP-Fed Avg[33] ensures
privacy preservation by adding noise to global model weight based
on differential privacy when the server aggregates model weights
of each local model.

Figure 12 displays the balanced accuracy of each method. In our
experiments, we have five local clients, and the values of other
relevant parameters can be found in Table 2. In data privacy pro-
tection methods, we trained the taxi demand prediction model
with privacy-preserved data. From Figure12 CC-Net outperformed
the other state-of-the-art methods regarding prediction accuracy,
which indicates our proposed system strikes the balance of privacy
preservation and feasibility because our proposed method achieves
the highest accuracy compared to other privacy-preserved methods
while preserving privacy at the architecture level.

4.5 Robustness against attack

This section evaluates the proposed system’s resilience against
membership inference attacks (MIAs). MIAs aim to determine which
data are included in the training dataset, potentially exposing users’
spatio-temporal information. To assess the effectiveness of CC-Net
against MIA (described in Section 2), we compared the success rate
of inference attacks on our system’s prediction model with models
trained on synthetic data generated by geomasking, Differential
Privacy (DP), and LSTM-trajGAN.

The results, presented in Figure 13, demonstrate that CC-Net
provides superior defense against MIAs, with a 40.4% better suc-
cess rate compared to the original prediction model. The original
model is trained with raw data in Figurel3. These findings un-
derscore the exceptional capability of CC-Net in preserving the
privacy of users’ Spatio-temporal information. Moreover, CC-Net
provides the same level of privacy protection as CNoise, which is
based on differential privacy, while ensuring the taxi demand pre-
diction accuracy. Since DP-FedAvg is a privacy-focused approach,
DP-FedAvg offers a strong defense against MIAs. However, DP-
FedAvg compromises taxi demand prediction accuracy, resulting in
lower performance than the local model, as illustrated in Figure12.
These results indicate CC-Net successfully balances privacy preser-
vation with practical feasibility, ensuring robust privacy protection
without sacrificing taxi demand prediction accuracy.

5 RELATED WORK
5.1 Taxi demand prediction

Taxi demand prediction has recently garnered considerable atten-
tion owing to the abundance of large-scale spatiotemporal data
that facilitates the training of deep neural networks, such as Con-
volutional Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) networks.
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Figure 11: Performance comparison
with other distributed learning meth-

ods for data.

Recent studies have leveraged spatial and temporal characteris-
tics to predict taxi demand more accurately. For example, the author
of [55] employs a CNN to capture spatial features and an LSTM
to capture temporal features, resulting in improved accuracy com-
pared to methods that only consider semantic, spatial, or temporal
information. The author of [60] recognizes the existence of spatio-
temporal correlations between pick-up and drop-off locations and
proposes a taxi demand prediction model using multitask learning,
which predicts both pick-up and drop-off locations as interrelated
tasks. This approach leads to more accurate prediction results.

Other studies have focused on accounting for the heterogeneity
of taxi demand across regions. The method proposed in [59] clus-
ters taxi demand data and trains region-specific models to predict
demand, taking into account the unique distribution and temporal
variability of demand in each region. While these machine learning-
based methods have shown promising results when applied to
spatio-temporal data, they do not consider privacy implications.

In contrast, our proposed system evaluates the accuracy of taxi
demand prediction while preserving privacy in distributed data sit-
uations. Our approach enables each facility to train a taxi demand
prediction model independently, minimizing privacy risks through
collaborative learning. This method ensures that raw data is not ex-
changed, addressing significant privacy concerns inherent in previous
models.

5.2 Privacy-preserving method for mobility
data

Spatio-temporal data is vital for training various data-driven ap-
proaches for various applications, such as taxi demand prediction.
However, collecting this data is costly and can reveal sensitive infor-
mation, threatening user privacy. Therefore, many works address
preserving privacy for data and machine learning models.

Some studies [47, 57] have focused on protecting user privacy by
adding false information, known as dummy locations, to mobility
data. The method proposed in [57] adds false location informa-
tion to the trajectory in a random or rotating pattern. Although
this approach is effective when the attacker cannot judge the tar-
get trajectory as false, there is still a risk of an attacker detecting
the authenticity of the created trajectory. To create more realis-
tic trajectories, the authors of [47] proposed a method to create
dummy information by restricting user movements. This method
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Figure 13: Success rate of Membership
inference attack against taxi demand
prediction.

can achieve anonymity for a certain spatial area while also making
the trajectory realistic. However, limitations exist, such as if the
attacker knows about the user’s lifestyle, they can still find out the
user’s interests or real location data [15].

Synthesis-based approaches for privacy protection for mobility
data are also proposed, which replace the original dataset with the
synthetic data [1, 39, 63]. K-anonymity is an important concept
that ensures privacy preservation in the trajectory. It is defined
as the existence of k or more users with the same characteristics,
meaning that an attacker cannot reduce the number of candidates
to k or less, even if an attacker tries to identify a user based on
specific characteristics. To achieve k-anonymity for mobility data,
a method proposed by the authors of [1] adds uncertainty to lo-
cation information. To generate realistic and synthetic mobility
data, Diff Traj[63] generates a synthetic location dataset utilizing a
diffusion model. LSTM-trajGAN[39] also generates synthetic mo-
bility data with LSTM and replaces the original dataset with the
generated dataset. Since LSTM-trajGAN adopts a GAN-based ap-
proach for training the LSTM generator, the synthetic trajectory is
expected to be realistic. However, these methods do not guarantee
privacy preservation and utility for generated data.

To ensure privacy protection, differential privacy has emerged
as the leading approach in anonymization and privacy preservation
[17, 18]. It is a mathematical framework that adds noise to data to
guarantee a certain level of privacy protection. Several methods
have been proposed to implement differential privacy in trajectory
data, such as CNoise and SDD [18]. These methods add noise to
mobility data to ensure differential privacy. The added noise and
the resulting privacy protection have been mathematically proven,
making it a more robust approach than other methods. Further-
more, to preserve the machine learning model directly from attacks
against the machine learning model, such as membership infer-
ence attacks, some research proposed approaches that differential
privacy applied to model training[2, 10, 33, 53]. This trend is par-
ticularly evident in the domain of federated learning, where the
concept of imbuing differential privacy into client-specific model
parameters has gained traction[2, 10, 53]. Such strategies are con-
ceived to mitigate the inherent privacy risks confronting clients
within federated learning ecosystems[13, 34, 45]. However, a major
drawback of differential privacy is its limitations in balancing the
performance-privacy trade-off. To preserve privacy, it can nega-
tively impact accuracy and performance.
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To address this challenge, CC-Net incorporates a collaborative learn-
ing mechanism to train the model without publishing and exchanging
data, which can preserve these sensitive data at the architecture level.
Additionally, since our system is designed to obtain comprehensive
knowledge about taxi demand prediction, our system is expected to
predict taxi demand more accurately, even in this privacy-preserved
architecture.

5.3 Machine Learning from Imbalanced Data

As shown in Figure 1, taxi demand is absent in most areas because
people use taxis in specific areas. Additionally, since the scale and
population of the target area that taxi companies focus on vary,
the heterogeneity of label distribution may affect the practical per-
formance of the prediction model in distributed learning. Thus,
the class imbalance problem is one of the fundamental problems
of machine learning[19, 49]. For instance, in binary classification,
the presence of majority and minority classes is assumed, with a
specific imbalance ratio. Since the standard classifier is optimized
by a loss function that treats both classes equally, the minority
class is almost ignored. However, the minority class is more im-
portant to detect in usual cases that include our target research
area. To overcome this class imbalance problem, many researchers
have addressed this problem[3, 44, 48]. Approaches to solving class
imbalance problems are mainly categorized into two: Data-level
approach and algorithm-level approach.

The data-level approach aims to obtain balanced training datasets
from imbalanced datasets utilizing undersampling or oversampling[4,
6, 20]. Since undersampling methods risk removing data important
for a model to learn the boundary, oversampling gains more atten-
tion than undersampling[4, 35]. To generate similar additional data
even for multi-modal data, some data augmentation methods using
generative models are proposed[35] because it is difficult for the tra-
ditional statical approach such as SMOTE[4] to generate additional
high-quality multi-modal data. The algorithm-level approach works
directly during the training procedure of the classifier, disliking
the previous data-level approach. The most commonly addressed
issue with the algorithm-level approach is loss function adaptation,
such as Focal loss[25], cost sensitive learning[11] and Mean False
Error[52]. Mean False Error[52] balances the weight of loss from
minority and majority classes. Focal loss[25] reduces the impact of
easy instances on the loss function.

The ensemble approach is the way to deal with imbalanced data
by ensemble learning [27]. One of the most successful methods
combines ensemble learning and undersampling[9]. These methods
aim to classify accurately by applying ensemble learning to various
balanced, stochastic, undersampled datasets.

While the data-level approach holds promise, the cost of data
augmentation can be substantial, especially in scenarios with high-
class imbalance ratios or multi-modal input data. Conversely, re-
lying solely on loss function adaptation often proves ineffective
when the classifier is a deep, complex neural network. The amount
of minority data is insufficient for obtaining high-quality latent
representation.

To obtain meaningful knowledge even from imbalanced data, CC-
Net employs contrastive learning as self-supervised representation
learning that does not rely on labels. Furthermore, this approach makes
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CC-Net robust to the heterogeneity of label distribution in distributed
data situations.

5.4 Distributed learning

Federated learning (FL) is widely used when it is difficult to collect
distributed data on a server due to privacy, security, or data migra-
tion costs because FL enables distributed clients to train a shared
model collaboratively without exchanging local data[14]. However,
it is known that traditional FL cannot train efficiency when global
data distribution and local data distribution differ, which is called
non-IID[23]. To build an effective model for global distribution
in non-IID settings, many existing works address FL in non-IID
settings(8, 22, 23, 40]. FedProx [23] is designed to avoid the local
model deviating greatly from the global model.

Although these works succeed in converging learning and im-
proving the global model under non-IID data, the author of [7, 16,
50] proposed personalization in FL because one global model can-
not fit all clients. One example is FedProx-FT[50], which refines the
global model from FedProx[23] using local data to create personal-
ized models. One of the similarity-based approaches is Fed AMP[16],
which keeps the personalized cloud model for each client trying to
learn in each party without sharing each client’s data. MOON[22]
is a federated learning approach that corrects the local updates by
maximizing the agreement of representation learned by the current
local model and the representation learned by the global model.
FedMoCo[8] uses federated learning only between similar nodes
whose representations are similar. This approach usually does not
lead to model convergence and thus affects the system performance.
Additionally, none of the above-mentioned techniques has been
applied to the field of taxi demand prediction.

In contrast, CC-Net adopts a decentralized collaborative learning
mechanism and neighbor-finding way based on weight similarity that
ensures model convergence and thus saves in communication costs as
demonstrated in [24].

6 CONCLUSION

In this paper, we proposed a privacy-preserved taxi demand pre-
diction system for distributed data. Our proposed system aims to
predict taxi demand accurately by utilizing contrastive learning
and collaborative learning without exchanging raw data among
facilities. To address the data scarcity and heterogeneity of dis-
tributed taxi demand data, CC-Net is designed to obtain compre-
hensive knowledge for taxi demand prediction and ensure model
convergence. To evaluate the effectiveness of CC-Net, we collect
real-world taxi demand data in five facilities and measure the accu-
racy of CC-Net. The results demonstrate that our approach achieves
the highest accuracy in taxi demand prediction for distributed data
compared to state-of-the-art approaches. We also compared CC-Net
with other relevant privacy-preserved methods, such as differential
privacy-based data protection in terms of the performance of the
taxi demand prediction model and privacy protection. Through
the experiments, CC-Net outperformed other relevant state-of-the-
art privacy-preserved methods in terms of taxi demand prediction
accuracy and achieves the same level of privacy protection with
differential privacy-based methods. This result demonstrated that
our proposed system balances privacy protection and feasibility,
which will benefit smart cities in the real world.
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