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Abstract—Though pre-trained encoders can be easily accessed
online to build downstream machine learning (ML) services
quickly, various attacks have been designed to compromise the
security and privacy of these encoders. While most attacks target
encoders on the upstream side, it remains unknown how an
encoder could be threatened when deployed in a downstream
ML service. This paper unveils a new vulnerability: the Pre-
trained Encoder Inference (PEI) attack, which posts privacy threats
toward encoders hidden behind downstream ML services. By only
providing API accesses to a targeted downstream service and a
set of candidate encoders, the PEI attack can infer which encoder
is secretly used by the targeted service based on candidate ones.
We evaluate the attack performance of PEI against real-world
encoders on three downstream tasks: image classification, text
classification, and text-to-image generation. Experiments show
that the PEI attack succeeds in revealing the hidden encoder in
most cases and seldom makes mistakes even when the hidden
encoder is not in the candidate set. We also conducted a case
study on one of the most recent vision-language models, LLaVA,
to illustrate that the PEI attack is useful in assisting other ML
attacks such as adversarial attacks. The code is available at
https://github.com/fshp971/encoder-inference.

I. INTRODUCTION

Recent advances of self-supervised learning (SSL) [1, 2,
3, 4, 5, 6] and the availability of large amounts of public
unlabeled data have enabled the pre-training of powerful
representation encoders. These pre-trained encoders are usu-
ally first built by upstream suppliers who control sufficient
computational resources and then delivered through online
model repositories (e.g., Hugging Face') or Encoder-as-a-
Service (EaaS) to downstream suppliers to help them quickly
build their own machine learning (ML) services. Specifically,
one can simply use an encoder to encode downstream training
data to informative embeddings and train downstream models
upon them with relatively little cost. These downstream models
are eventually provided as service APIs to end users.

Despite the success of this upstream pre-training, down-
stream quick-building paradigm, many attacks have also
emerged to threaten the security and privacy of pre-trained
encoders. Current attacks toward pre-trained encoders can be
roughly divided into two categories: The first category aims to
attack encoders in the SSL stage via poisoning [7, 8] or back-
dooring [9, 10, 11, 12] to manipulate their behaviors, while the
second one targets trained encoders and aims to extract private
information of their training data [13, 14, 15] or unauthorizedly

"Hugging Face model repository is at https:/huggingface.co/models.
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Fig. 1: An illustration of the threat model of the PEI attack.
In this model, the adversary has API accesses to a set E of
candidate encoders and a targeted downstream ML service
built upon a hidden encoder f*. The attack goal is to infer
whether the hidden encoder f* is in the candidate set F, and
if so, further infer which candidate f; € E is the hidden f*.

duplicate their encoding functionalities [16, 17, 18]. To miti-
gate these attacks, various defenses are designed to enhance the
robustness of encoders against adversaries [19, 20, 21] or per-
form source tracing when an attack has occurred [22, 23, 24].

While attacks and defenses toward bare pre-trained en-
coders on the upstream side have been vastly studied, encoders
that have already been deployed in downstream services do
not receive equal attention, which may be due to the common
belief that they are usually much safer on the downstream
side. Concretely, when a pre-trained encoder is deployed in
a downstream service, the end users can only see and access
the service APIs powered by the downstream model. In this
way, the downstream model seems like a shield that isolates
the encoder from end adversaries, leaving them unable to
interact directly with it using malicious queries. Though such
a “downstream protection” is supported by the data processing
inequality to some extent, it is still not quantified how much
the information of the hidden encoder is sanitized through the
downstream model and APIs. Thus, it remains open whether
and how a pre-trained encoder deployed in a downstream ML
service could be threatened by malicious end users.

Our works. This paper shows that pre-trained encoders can
indeed be threatened from the downstream side by introducing
a new class of privacy attacks named Pre-trained Encoder
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Inference (PEI) attack. As illustrated in Figure 1, by providing
a set F consisting of several candidate pre-trained encoders, for
a targeted downstream ML service that is built upon a hidden
encoder f* (note that f* may not in F), the PEI attack will
infer whether the hidden encoder f* comes from the candidate
set I/. Furthermore, if the hidden encoder is inferred to be from
the candidate set, the PEI attack will reveal which candidate
encoder is the targeted hidden encoder. A key feature makes
our PEI attack very practical in the real world: the adversary
only requires API access to candidate encoders and the targeted
ML service to perform the PEI attack.

The design of the PEI attack is motivated by the observa-
tion that for any certain encoder and a pre-defined embedding,
there may exist samples that look different from each other
but enjoy embeddings similar to that pre-defined embedding
only under such a certain encoder. Therefore, we propose
a general framework to implement the PEI attack by first
synthesizing a series of PEI attack samples via minimizing the
difference of their embeddings and the pre-defined embedding
under the certain encoder from the candidate set, and then
inferring whether this certain candidate encoder is used by a
targeted downstream ML service by evaluating whether these
synthesized PEI attack samples can make the targeted service
produce a specified behavior determined by that pre-defined
embedding. Since in our threat model, the adversary only
has API access to candidate encoders, the PEI attack further
exploits zeroth-order optimization [25, 26, 27] to synthesize
PEI attack samples for different candidate encoders. Besides,
it is worth noting that while the synthesis of PEI attack samples
depends on specific data modalities, our attack framework
makes no other assumptions about the downstream tasks. Thus,
in other words, the PEI attack is downstream task-agnostic as
long as the input data modality is given, which is another
advantage of our attack: once the PEI attack samples are
synthesized, the adversary can use them to attack any kind
of downstream ML services.

While the aforementioned general attack framework can
be applied to encoders on any data modalities, in this work
we focus on analyzing two families of encoders: image en-
coders and text encoders. We conduct experiments to evaluate
the PEI attack against different image/text encoders in three
downstream tasks: image classification, text classification, and
text-to-image generation. Results show that the PEI attack
successfully reveals correct hidden encoders from 24 out of 24
image classification services, 14 out of 24 text classification
services, and 4 out of 4 text-to-image services. The PEI attack
also demonstrates a strong capability in avoiding false-positive
predictions: it seldom infers incorrect encoders as the hidden
ones even when the correct hidden encoder is not in the
candidate set. This feature is handy for adversaries as they
do not need to waste time in tackling false-positive signals
and thus will always have a good chance to find a victim in a
short time after many unsuccessful but quick tries. In addition
to the significant attack performance and practicality, the cost
of black-box synthesizing PEI attack samples is also low, with
an estimated price of no more than $400 per candidate encoder.

We further argue that the PEI attack is useful in practice by
conducting a case study on how the PEI attack can assist ad-
versarial attacks against LLaVA [28, 29], a recent multimodal
model. The overall attack goal is to synthesize visually benign

adversarial images to induce LLaVA to generate malicious
textual content. Concretely, the adversary will first use the PEI
attack to reveal the image encoder hidden in LLaVA. With
direct access to this hidden encoder, the adversary will then
synthesize adversarial images that contain only benign mosaics
but enjoy embeddings very similar to images that contain
pre-defined harmful texts. As a result, when feeding these
synthesized mosaic images to LLaVA, the model will generate
texts that are similar to the pre-defined harmful contents. Such
a PEl-assisted adversarial attack can be used to stealthily
spread harmful information such as false medical/health in-
formation or hate speeches, since the spreading mediums, i.e.,
the mosaic adversarial images, do not contain visually harmful
information and thus are difficult to be detected and filtered.
As a result, there is indeed a practical need to develop general
defenses against the PEI attack.

Finally, as a preliminary investigation, we discuss potential
defenses against the PEI attack, which include methods that
sanitizing or detecting PEI attack samples, or re-designing
downstream models to be natively robust to the PEI attack.

Contributions. In summary, our work makes the following
contributions: (1) We unveil a new vulnerability of pre-trained
encoders named Pre-trained Encoder Inference (PEI) attack
that can reveal what encoder is secretly used by a targeted
downstream ML service (Section III-B). (2) We propose a
general framework to implement the PEI attack in a black-
box and downstream task-agnostic manner (Section IV), and
instantiate it for image encoders and text encoders (Section V).
(3) We empirically verify the effectiveness of the PEI attack
on three families of downstream tasks, which are image/text
classifications (Section VI), and text-to-image generation (Sec-
tion VII). (4) We conduct a case study on LLaVA to show how
the PEI attack can assist adversarial attacks against multimodal
models (Section VIII). The result demonstrates the usefulness
of the PEI attack and thus calls for a practical need to develop
defenses against the PEI attack. (5) Finally, we discuss several
potential defenses against the PEI attack (Section IX).

II. RELATED WORKS

Privacy attacks. Existing ML privacy attacks can be
roughly divided into two categories, which are data privacy
attacks and model privacy attacks. Concretely, data privacy
attacks include membership inference attacks (MIA) [30, 31,
32, 33, 34, 35] which aim to infer whether a given sample
comes from training set or not, and data reconstruction attacks
(DRA) [36, 37, 38] which aim to extract exact training samples
based on model outputs or gradients. Recent studies find
that data privacy attacks can be enhanced through poisoning
targeted models [39]. On the other hand, model privacy attacks
focus on extracting private information of models such as
training hyperparameters [40], architectures [41, 42, 43, 44],
model parameters [45, 46], and functionalities [47, 48, 49].
Our PEI attack also falls under the category of model privacy
attacks. Unlike existing approaches, the PEI attack aims to
infer a specific component of the architecture of downstream
ML services, i.e., the used pre-trained encoder.

Privacy attacks against pre-trained encoders. For data
privacy attacks, many efforts have been made to design MIA
against encoders. When the pre-training strategy is known, [13]



successfully performs membership inference attacks (MIA)
against targeted encoder based on membership scores calcu-
lated with the pre-training loss function and shadow train-
ing techniques. [14] extends MIA against semi-supervisedly
learned encoders. [15] studies a more challenging setting
where the adversary has no knowledge about pre-training
algorithms and proposes to calculate the embedding similarity
between global and local features as the membership score for
each sample. [11] and [12] show that backdoored encoders
can increase the privacy vulnerabilities of downstream models
built upon them. Besides, for model privacy attacks, studies
mainly focus on stealing the powerful encoding functionality
of encoders. By simply querying the targeted encoder and
collecting return embeddings, [16] succeeds in retraining an
encoder that reproduces the functionality of the target with a
reasonable query budget. [17] adopted a contrastive learning-
based method to further improve the encoder stealing perfor-
mance. However, all these data/model privacy attacks usually
require detailed information about the downstream tasks, such
as the number of classes in downstream classification tasks or
prior knowledge of potential targeted training data, which may
limit their practicality in the real world. As a comparison, our
PEI attack can work in a downstream task-agnostic manner.

III. PRELIMINARIES
A. Pre-trained Encoders

A pre-trained encoder is a function f : X — £ that can
encode any sample point z € X' to an informative embedding
vector f(x). This powerful encoding ability can be used to
facilitate building downstream ML services, (e.g., image/text
classification, and text-to-image generalization). Specifically,
suppose there is a downstream task-specific dataset D =
{(xl,yz)}lgll, where z; € X is the i-th downstream sample
and y; € Y is its corresponding label. To build an ML service
to handle the downstream task, the service supplier will encode
each downstream sample z; to f(x;), and train a downstream
model hy on these encoded embeddings as follows,

min ﬁ > Uho(f(xi), vi),

(zi,y:)ED

where £ : Y x Y — RT is a downstream task-dependent loss
function and 6 is the downstream model parameter. After that,
the downstream ML service will be made online and provide
API access to end users, in which the API is powered by the
composite function hg(f(-)) : X — Y. Whenever a query z
comes, the service API will return hy(f(z)) as the response.

B. Threat Model

The threat model of the PEI attack is illustrated in Figure 1,
which consists of two parties: (1) a targeted downstream ML
service g : X — ), and (2) the adversary. We next introduce
them in detail.

Downstream ML service g. The service can be seen
as a composite function g(-) := hg(f*(:)), where f* is the
encoder secretly used in the downstream service and hyg is the
downstream model trained following the pipeline described in
Section III-A. It is notable that this targeted service g can only

be accessed through APIs: for any query sample = from end-
users, the service will only return g(z) as the response. Other
operations are not allowed.

Adversary’s goal. The overall goal of the adversary is to
reveal the encoder f* hidden by the targeted service g. Con-
cretely, suppose the adversary holds a set £ = {f1, -, fn}
consisting of N publicly accessible pre-trained encoders that
may come from online model repositories or EaaSs. Then, the
adversary aims to: (1) determine whether the hidden encoder
f* comes from the candidates set F, and (2) if it is determined
that f* € F, infer which candidate f; € E is the hidden f*.

Adversary’s capabilities. We assume that the adversary
has the following capabilities:

e API access to the targeted service. The adversary can
query the targeted service g with any sample = and
receive the return g(x). It is notable that the adversary
has no prior knowledge about the downstream model
hg and the hidden encoder f* and is not allowed to
directly interact with the hidden f* through g.

e API access to candidate encoders. For each can-
didate f; € E, the adversary can query it with any
sample = and receive the return f;(xz). However, the
adversary could not access the model parameter of
fi- We argue that the size of the candidate set would
not be too large, as real-world applications usually
tend to use EaaSs/pre-trained encoders provided by a
few reputable tech companies (e.g., OpenAl, Hugging
Face, Microsoft, and Google).

IV. PEI ATTACK FRAMEWORK

In this section, we present a general framework to perform
the PEI attack. At a high level, our designed framework is
motivated by the hypothesis that for a certain encoder and
a pre-defined embedding, there may exist samples that look
different but enjoy embeddings similar to that pre-defined one
only under this certain encoder. Further, when the encoder is
changed, the embeddings of these samples will again become
different. We named such kind of samples as PEI attack
samples corresponding to the certain encoder, and they will
be the key ingredient of our attack framework.

The idea is that for a targeted downstream service that is
built upon this certain encoder, the corresponding PEI attack
samples are very likely to make the downstream model produce
a specific behavior determined by the pre-defined embedding.
Besides, when the hidden encoder behind the targeted service
is not the aforementioned certain encoder, such a specific
behavior is less likely to be produced by the downstream
model. Therefore, the adversary can exploit this behavior
discrepancy to perform the PEI attack against downstream
ML services. Such an idea is also illustrated in Figure 2,
which includes examples of the PEI attack against image
classification, text classification, and text-to-image generation.

A. General Framework

As explained before, finding PEI attack samples for dif-
ferent (candidate) encoders is a vital step in the PEI attack.
In our attack framework, we propose to synthesize such attack
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Fig. 2: Examples of the PEI attack against image classification service (ResNet-50 (Hugging Face) + CIFAR-10), text classification
service (BERT (base) + TREC), and text-to-image generation service (StableDiffusion v2-1 with OpenCLIP ViT-H/14). The high-
level attack idea is to first synthesize PEI attack samples that enjoy embeddings similar to that of a pre-defined objective sample,
and then perform the inference attack by evaluating whether the synthesized attack samples can make downstream targeted

service produce behaviors similar to that of the objective sample.

Algorithm 1 PEI Attack Framework

Input: Targeted downstream ML service g, candidate en-
L (obj) (obj)
coders fi,---, fn, objective samples 7 ", , )",
Downstream sefvice behavior similarity function £, .
Qutput: Encoder f* inferred via the PEI attack.

1: // PEI Attack Samples Synthesis Stage

2: foriin 1,--- N do

3: Synthe51ze {:c(atk)} via first randomly initializing
them and then minimizing Eq (1) based on f;, x; (b7 " and
a zeroth-order optimizer.

4: end for

5: // Hidden Encoder Inference Stage

6: foriin 1,--- | N do

7: Calculate the PEI score (; following Eq. (2) based on

g. fi {330 and {7}
8: end for
9: Calculate z, - - -,z following Eq. (4).
10: [ {i:z>1.7}
11: if [I| = 1 then
12: return f* < f;» > 4* is the only element in set [.
13: end if
14: return f* < ()

.]S Mlak S M2}

samples for each encoder independently. This results in a two-
stage PEI attack design: (1) PEI attack samples synthesis
stage, and (2) hidden encoder inference stage. The overall
implementation of the attack is presented as Algorithm 1. We
now introduce the two stages in detail.

PEI attack samples synthesis stage. In this stage, the
adversary first collects M; samples azgom ), e ,xg\f[ﬁj ) named
objective samples from public data domains. Then, for each

encoder-sample pair (f;,z; (o J)) where f; € E (1 <i < N)

is the i-th candidate encoder and (%% (1 <j < M)is
the j-th objective sample, the adversary synthesizes a set of

M, PEI attack samples {33 atk)}i\fl. Each PEI attack sample

1,9,k
(a k) for the pair ( fZ, ) is first randomly initialized and
then obtained via nnnnnlzlng the following squared loss £; ;,

Lis(a)) = £ = £GEE O
Intuitively, Eq. (1) aims to make the embeddings of the PEI
attack sample x( J“Z) and the objective sample 2% under the
candidate encoder fi similar to each other in Z] -distance. To
minimize Eq. (1), a naive solution is to use gradient descent
methods. However, since our threat model only assumes black-
box access to the candidate encoder f;, the adversary is not
able to calculate first-order gradients of Eq. (1), which thus
makes simple gradient descent methods become invalid. We
skip this for now and will show how to tackle Eq. (1) via
zeroth-order optimization [27, 26, 25] in Section V.

Hidden encoder inference stage. In this stage, for the pre-
trained encoder f* hidden in the targeted downstream ML ser-
vice g(-) := ho(f*(+)), the adversary exploits the synthesized
PEI attack samples to infer (1) whether f* € E or not and (2)
if so, which f; € E is f*. We argue that these two goals can be
solved simultaneously. Concretely, we propose to first calculate
N PEI scores (1, - ,(n for the N candidates, where each (;

is calculated based on objective samples z{*” ), — ,scg\’}b] ) and

PEI attack samples {x (atk) 1§ < My, k < My} corresponding
to the candidate f; € EJ as follows,

My Ms

G = MlMQZZE%m( (")), 9(x§°”j))), )

=1k=1

where £y, 1 Y x Y — RT is a task-dependent function that
measures the similarity of behaviors produced by the targeted
downstream service g. A larger output £y, (-,-) means the
corresponding two inputs are more similar to each other. Then,
among these N PEI scores (1, --- ,(y, if there happens to be
a single PEI score, denoted as (;-, that is significantly higher
than others, one can thus conclude that f* € F and f* = f;«,



otherwise conclude f* ¢ E. After that, the aforementioned
two PEI attack goals have been accomplished.

Based on the above analysis, the remaining task to com-
plete the PEI attack is to find a way to assess whether a
given PEI score is truly significantly higher than others. Here
we leverage a simple yet efficient one-tailed z-test to realize
our goal. Specifically, for each PEI score (;, if the candidate
encoder f; is not the hidden one f*, then the score (; would
be relatively low. As a result, we can check whether (; is
significantly high by testing the following null hypothesis,

Héi) :The PEI score (; is NOT calculated based on
PEI attack samples for the hidden encoder f*. (3)

It Héi) is rejected, then (; will be determined to be signifi-
cantly high and f; will be inferred as the hidden f*.

To use the one-tailed z-test to evaluate the null hypothesis,
one needs to construct the following statistic z-score,

G —E[G]0,
SD[Q’L]'Y:1 ’

where E[¢;/]7_, and SD[(;/])_; are the mean and the sample
standard deviation of the IV candidate PEI scores (1,--- ,(n.
If the z; is above a chosen threshold, then the null hypothesis
Hél) will be rejected. We further assume that the distribution
of PEI scores calculated based on non-hidden encoders’ PEI
attack samples can be approximated by a normal distribution.
In this case, if we chose z; > 1.7 as the rejection criterion,
then it will lead to a one-sided p-value, which is also the false-
positive rate, of 4.45%. Since such a p-value is smaller than the
typical statistical significance level threshold (which is 5%), we
thus set the criterion as z; > 1.7, which eventually leads to
the following inference attack,

- {f ({i:2 >17} =1and z+ > 1.7)
=0

(otherwise) ’
where () means that no candidate is inferred as the hidden
encoder f* by the PEI attack.

“)

Zi =

®)

B. Discussions

Hyperparameters selection. There are three hyperparam-
eters in the PEI attack framework, which are: (1) N the
number of candidate encoders, (2) M; the number of objective
samples, and (3) M, the number of PEI attack samples (per
candidate encoder and objective sample). Increasing N will
make the z-test in the inference stage of the PEI attack more
robust while increasing M; and M5 will make the calculated
PEI scores more reliable. In our experiments (Sections VI, VII,
and VIII), N is set as 6 or 7. We also empirically find that
only setting M; to be 10 (for image encoders) or 20 (for text
encoders) and M to be 20 is enough to synthesize effective
PEI attack samples to launch the attack.

Query budget. We here focus on analyzing the black-box
query budget of synthesizing PEI attack samples for single
candidates. According to Algorithm 1, such a query budget for
a single candidate encoder is O(M; - Mz - C), where O(C) is
the query budget for solving Eq. (1), which will be discussed
in Section V. Combining with the aforementioned practical
settings of M; and M, leads to a query budget of at most

Algorithm 2 Black-box PEI Attack Sample Synthesis (via
Solving Eq. (1)) for Image Encoder

Input: Candidate image encoder f;, objective image sample
2" random sampli ber S bati di
T pling number 5, perturbation radius
€ > 0, training iteration 7, learning rate 7.

Output: Synthesized PEI attack sample xf“f’z)

1: Initialize xgafl,z) with uniform distribution [0, 1]4™ (%),

2 Denote L;j(x) := || fi(z) — fu(e'*™))|I3.

3: fortinl,---,T do

4. Draw S directions pq,- - - , prg ~ SIM(X) =1,

5 Estimate gradient Vmﬁu(xgaflz)) following Eq. (6)
based on € and pq,- -, us-

6: Update synthesized sample with gradient normaliza-
tion:

W'Vwﬁi,j(wizt;i))

vtk .
1V L (@) oo

(atk) (atk)
.4,k i,k

8: Clip xgiti) into the range [0, 1]4™(X),
9: end for ")

a
10: return Tk

7: x

O(400-C). In Sections VI-B and VII-B, we will further show
that such a query budget is cheap in terms of price.

Comparison with existing works. We acknowledge that
the idea of synthesizing data of similar embeddings has also
been adopted by [22] to design encoder watermarks that can
be verified in downstream services. However, their method is
only a watermarking method, while the PEI is a type of privacy
attack against pre-trained encoders. It is also worth noting
that [22] is a white-box protection that requires accessing
full parameters of pre-trained encoders to inject watermarks,
while our PEI attack is a black-box attack that can work as
long as black-box accesses to candidate encoders and targeted
downstream services are provided.

V. PEI ATTACKS ON DIFFERENT DATA-MODALITIES

This section presents detailed designs of the PEI attack
against pre-trained encoders on different data modalities. Con-
cretely, we will discuss how to solve Eq. (1) in Section IV-A
via zero-order optimization to synthesize PEI attack samples
for image encoders and text encoders.

A. Black-box Attack Samples Synthesis for Image Encoders

When the candidate encoders fi,---, fy are image en-
coders, the objective function £, ;(x) in Eq. (1) can be
seen as a continuous function concerning the input image
x. Therefore, one can first leverage zeroth-order gradient
estimation techniques [26, 27] to estimate the gradient of the
objective function in a black-box manner and then use standard
stochastic gradient optimization methods to solve Eq. (1).
These techniques have also been widely adopted to attack
black-box ML image models [50, 49].

In this work, we use the two-point zeroth-order gradient
estimation [27, 26] method to solve Eq. (1) for the image
encoder f;. Specifically, for the objective function £; ;(z) in



Eq. (1), its gradient V, £, ;(x) can be estimated as
VaLij(x)

~ dim(X) ES: ‘Ci’j(x + €ps) — Li; (z — eps)

7e ts,  (6)

s=1

where S is the estimation random sampling number, € > 0
is the estimation perturbation radius, and pq,--- , ug are i.i.d.
random vectors in the same shape of X drawn from the unit
sphere SU(¥)=1 Here, a larger sampling number S will
result in a more accurate gradient estimation but a higher
encoder querying budget, and vice versa. We further adopt /-
norm gradient normalization during the optimization to relieve
the difficulty of turning learning rate 7 (since now we can
explicitly specify the maximum pixel updating values). The
overall procedures of solving Eq. (1) for image encoders are
presented as Algorithm 2.

Query budget. Combine Algorithm 2 with Algorithm 1,
we have that the query budget of synthesizing PEI attack
images is O(M; - Ms - T - 2S) per candidate encoder. Our
experiments show that setting M;, Ms to 10 ~ 20 and T, S
to 100 ~ 200 is enough to perform an effective PEI attack
against image encoders. This results in an attack cost estimated
based on real-world EaaS prices of only hundreds of dollars
per candidate encoder (see Section VI-B).

B. Black-box Attack Samples Synthesis for Text Encoders

When the candidate encoders f1,- - , fj are text encoders,
minimizing the objective function £, ;(x) in Eq. (1) becomes
a discrete optimization problem since the input x is discrete
text data. This prevents one from applying the previous zeroth-
order gradient estimation to text encoders.

To this end, we generalize the beam-search-based adver-
sarial text synthesis method by [25] from a white-box method
to fit our black-box attack setting. Specifically, in our attack,
the adversary will synthesize PEI attack texts of length 7" > 0
character by character. During the whole synthesis process, at
most K1 > 0 candidate attack texts will be retained. In the
t-th synthesis step, for each candidate text sample of length
(t—1), the adversary will concatenate it with K3 > 0 randomly
sampled characters to construct Ko new samples of length t.
This will result in (K; x Ka) new text samples of length ¢
at all. Then, the adversary will retain the /i samples from
the (K7 x K2) ones with the smallest optimization losses (see
Eq. (1)) to form the new candidate attack samples. The overall
procedures of synthesizing PEI attack text samples via Eq. (1)
are presented as Algorithm 3.

Comparison with [25]. The original beam-search attack
[25] is designed against white-box generative language mod-
els (GLMs) and thus could not be applied to our attacks against
black-box text encoders. This is mainly due to the fact that
the original method requires access to the tokenizer of the
targeted models, which, however, is not known to the PEI
adversary. We tackle this issue by introducing a new beam-
search sampling strategy that performs uniform sampling on a
pre-defined character set. Besides, it is also worth noting that
currently, our new Algorithm 3 can only synthesize gibberish
texts while [25] can synthesize legible ones since it leverages
the natural generative ability of the targeted GLMs. We believe

Algorithm 3 Black-box PEI Attack Sample Synthesis (via
Solving Eq. (1)) for Text Encoder

Input: Candidate text encoder f;, objective text sample L(Ob] ),

a character set C', beam-search hyperparameters K 1 and
K>, PEI attack sample text length 7.

Output: synthesized PEI attack sample (k).

N

1: Initialize an empty array arr.

2: Insert an empty text sequence to arr.

3: Denote L () == | fi(z) — fi(z\™)[I3.

4: fortin 1,--- ;T do

5: Initialize two empty array arr’ and scores.

6: for x in arr do

7: Uniformly randomly draw K  character
¢1,- -+ ,CKk, from C' without replacement.

8: for sin1,--- | K5 do

9: arr’.append(z & c;) > @ denotes
concatenation.

10: scores.append(L; j(z & ¢))

11: end for

12: arr < Top-K1(arr’, scores) > Select K

samples from arr’ with lowest scores to form a new arr

13: end for

14: end for

15: Initialize an empty array scores.

16: for z in arr do

17: scores.append(L; ;(x))

18: end for

19: < Top-1(arr, scores) > Select the sample from
arr with the lowest score as the eventual output.

20: return x( jtk)

by introducing additional GLMs, Algorithm 3 can be further
improved to also synthesize legible PEI attack texts.

Query budget. Combine Algorithms 1 and 3, we know the
query budget of synthesizing PEI attack texts is O(M; - Mo -
T K; - K3) per candidate. Our experiments show that setting
My, My <20, T <32, K; <200, and K5 < 32 is enough
to perform an effective PEI attack against text encoders. This
results in an estimated attack cost of hundreds of dollars per
candidate encoder (see Sections VI-B and VII-B).

VI. EXPERIMENTS ON IMAGE AND TEXT
CLASSIFICATIONS

This section empirically analyzes PEI attack against image
or text encoders hidden in image or text classification services.

A. Experimental Setup

Downstream datasets. For image classification, we adopt
four image datasets as the downstream data, which are:
CIFAR-10 [51], SVHN [52], STL-10 [53], and Food-
101 [54]. For text classification, we adopt four text datasets as
the downstream data, which are: SST-5 [55], Yelp [56], AG-
News [56], and TREC [57]. Please refer to Appendix A-A for
more details about these datasets.

Pre-trained encoders. For image classification, six im-
age encoders are adopted as candidates in the PEI attack.



TABLE I: PEI scores and PEI z-scores of candidate encoders on different downstream image classification services. If a candidate
has z-score that is the only one above the threshold, then it is inferred as the encoder hidden in the downstream service.

Downstream Task Candidate Encoder PEI Score (%) / PEI z-Score (Threshold = 1.7) Inferred Attack
Dataset Encoder RN34 (HF) RN50 (HF) RN34 (MS) RN50 (MS) MobileNetV3 CLIP ViT-L/14 Encoder Success
RN34 (HF) 74.50 / 2.04 3.00 /-0.33 0.00 / -0.43 0.00 /-0.43 1.00 / -0.40 0.00 / -0.43 RN34 (HF) v
RN50 (HF) 11.50 / -0.46 57.50 / 1.98 10.50 7 -0.52 22.00 / 0.09 10.50 7 -0.52 9.50 / -0.57 RN50 (HF) v
CIFAR-10 RN34 (MS) 39.50 /-0.38  40.00 / -0.34 78.00 / 2.03 36.50 / -0.56 39.50 7 -0.38 39.50 / -0.38 RN34 (MS) v
RNS50 (MS) 2.00 / -0.56 15.50 / 0.03 0.50 / -0.62 60.50 / 1.99 3.50/-0.49 7.00 / -0.34 RN50 (MS) v
MobileNetV3 0.00 / -0.41 0.50 / -0.39 0.00 / -0.41 0.00 / -0.41 59.50 / 2.04 0.00 / -0.41 MobileNetV3 v
CLIP ViT-L/14 | 20.00 / -0.41 20.00 / -0.41 20.00 / -0.41 20.00 / -0.41 20.00 / -0.41 57.50 / 2.04 CLIP ViT-L/14 v
RN34 (HF) 75.00 / 2.03 15.50 / -0.41 16.00 / -0.39 15.00 / -0.43 20.50 / -0.20 11.00 7 -0.59 RN34 (HF) v
RNS50 (HF) 28.50 / -0.52 64.00 / 2.03 30.50 /-0.38  32.00/-0.27 30.50 / -0.38 29.00 / -0.49 RN50 (HF) v
SVHN RN34 (MS) 23.00 / -0.07 15.00 / -0.58 55.00 / 1.95 15.00 / -0.58 24.50/ 0.02 12.50 / -0.74 RN34 (MS) v
RN50 (MS) 20.50 /-0.21 19.00 / -0.40  21.50 / -0.08 35.50 / 1.74 24.00/ 0.25 12.00 / -1.31 RN50 (MS) v
MobileNetV3 18.50 /-0.92  20.50 / -0.16 21.00 / 0.03 19.50 / -0.54 26.00 / 1.93 20.00 / -0.35 MobileNetV3 v
CLIP ViT-L/14 10.50 / -0.32 9.00 / -0.46 9.00 / -0.46 10.50 / -0.32 9.00 / -0.46 36.00 / 2.04 CLIP ViT-L/14 v
RN34 (HF) 88.50 / 2.04 49.00 /-0.43  49.50/-0.40  50.00/-0.37 49.50 / -0.40 49.00 / -0.43 RN34 (HF) v
RNS50 (HF) 13.00 / -0.49 79.50 / 1.84 10.00 / -0.60 41.00 / 0.49 10.00 / -0.60 9.00 / -0.64 RNS50 (HF) v
STL-10 RN34 (MS) 14.50 / -0.52 17.50 / -0.38 70.50 / 2.03 19.50 / -0.29 15.00 / -0.50 18.50 / -0.34 RN34 (MS) 4
RN50 (MS) 9.50 / -0.59 37.50 / 0.47 11.50 /7 -0.52 73.50 / 1.85 7.50 / -0.67 11.00 / -0.54 RN50 (MS) 4
MobileNetV3 2.00 /-0.43 3.00 / -0.40 3.00 / -0.40 5.50/-0.31 72.00 / 2.04 0.00 / -0.50 MobileNetV3 v
CLIP ViT-L/14 6.00 / -0.50 8.50 /-0.39 6.00 / -0.50 9.50 /-0.35 11.00 / -0.29 65.00 / 2.03 CLIP ViT-L/14 v
RN34 (HF) 43.50 / 2.04 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 RN34 (HF) v
RNS0 (HF) 1.00 / -0.38 27.50 / 2.04 0.50 /-0.43 1.50 /-0.33 0.50 / -0.43 0.00 / -0.47 RNS50 (HF) v
Food-101 RN34 (MS) 0.00 / -0.41 0.00 / -0.41 25.00 / 2.04 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 RN34 (MS) v
RN50 (MS) 0.50 / -0.36 0.00 / -0.44 0.00 / -0.44 15.00 / 2.04 0.50 / -0.36 0.00 / -0.44 RNS50 (MS) v
MobileNetV3 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 24.50 / 2.04 0.00 / -0.41 MobileNetV3 v
CLIP ViT-L/14 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 0.00 / -0.41 9.50 / 2.04 CLIP ViT-L/14 v

They are: ResNet-34 (HF) [58], ResNet-50 (HF) [58], Mo-
bileNetV3 [59], ResNet-34 (MS) [58], ResNet-50 (MS) [58],
and (the vision encoder of) CLIP ViT-L/14 [2]. The first
three encoders are pre-trained by Hugging Face, the forth
and fifth ones are pre-trained by Microsoft, and the last one
is pre-trained by OpenAl. Besides, for text classification, we
also leverage six text encoders as the candidates, which are:
BERT (base) [1], BERT (large) [1], T5 (small) [5], T5
(base) [5], RoBERTa (base) [60], and (the language encoder
of) CLIP ViT-L/14 [2]. The first four encoders are pre-trained
by Google, the fifth one is pre-trained by Facebook, and the
last one is pre-trained by OpenAl. These pre-trained image/text
encoders can be downloaded from the Hugging Face Model
Repository. See Table IX in Appendix C for details.

Building downstream services. For each pair of encoder
and downstream dataset, we fix the encoder and train a
downstream classifier based on embeddings of downstream
training data obtained from the encoder. For each service,
the downstream classifier is an MLP consisting of three fully-
connected layers, where the dimension of each hidden layer is
512. We use Adam to train the classifier for 10, 000 iterations,
where the batch size is set as 512 and the learning rate is set
as 0.001 and decayed by a factor of 0.1 every 4, 000 iterations.

PEI attack image synthesis. For image encoders, we ran-
domly select M; = 10 images from the PASCAL VOC 2012
dataset [61] as the objective samples x(ObJ ), xg&?j ), They
are collected and presented as Figure 13 in Appendix A-B. For
each pair of candidate encoder f; and objective sample 2ot ),

we follow Algorithm 2 to synthesize M, = 20 PEI attack
. (atk) (atk)
images x; ;' -&; . For the hyperparameters, without

explicitly statmg, the perturbatlon radius € is set as 5.0, the

sampling number S is set as 100, the training iterations number
T is set as 200, and the learning rate is fixed to 0.1. The shape
of each synthesized PEI attack image is 64 x 64.

PEI attack text synthesis. For text encoders we man-
ually construct M; = 20 sentences as the objective texts

x(IObj ), e x%‘}ﬁj ), where each sentence follows the structure
{Adjectlve} + {Noun}. They are collected in Table V

in Appendix A-B. For each pair of candidate encoder f;

and objective text :c(-Obj ), we follow Algoritm 3 to synthesize
(atk) . For the hy-

My = 20 PEI attack texts x(atli), LT
perparameters without exphc1tly stating, the character set is

“abcdefghijklmnopgrstuvwxyz!?.,”, the text length
T is set as 16, and the beam-search parameters K; and Ko
are set as 150 and 16 respectively.

PEI score calculation. To calculate the PEI score (; via
Eq. (2), the adversary needs to have a task-dependent similarity
function ¢,;,,. In this section, for classification tasks, we
leverage the indicator function 1[- g and calculate the PEI score

ob atk
as G = 5k Y0 Soal g(al™)) = g (")),

B. Results Analysis

Classification accuracies of the 24 built image classification
services (6 image encoders X 4 downstream image datasets)
and the 24 built text classification services (6 text encoders
X 4 downstream text datasets) are reported as Table VI and
Table VII in Appendix A-C. We next show how PEI attacks
can reveal encoders hidden in these downstream targets.

The PEI attack is extremely effective against hidden
image encoders. The PEI scores and PEI z-scores of candidate



TABLE II: PEI scores and PEI z-scores of candidate encoders on different downstream text classification services. If a candidate
has z-score that is the only one above the threshold, then it is inferred as the encoder hidden in the downstream service.

Downstream Task Candidate Encoder PEI Score (%) / PEI z-Score (Threshold = 1.7) Inferred Attack
Dataset Encoder BERT (base) BERT (large) TS5 (small) T5 (base) RoBERTa (base) CLIP ViT-L/14 Encoder Success
BERT (base) 38.50 / 1.92 22.50 /-0.01 21.50/-0.13 20.50 / -0.25 15.00 / -0.91 17.25 / -0.64 BERT (base) v
BERT (large) 28.25/-0.31 43.75 / 2.02 27.25/-046  29.25/-0.16 26.25/-0.61 27.00 / -0.49 BERT (large) v
SST-5 T5 (small) 33.25/0.11 31.50 /-0.79 35.75/ 1.38 31.50 7/ -0.79 35.00 / 1.00 31.25/-091 0 X
T5 (base) 38.50/0.14 38.75/0.21 35.25/-0.77 38.50/0.14 33.25/-1.33 43.75 / 1.60 0 X
RoBERTa (base) | 24.50 /-0.63 19.75/ -1.53 28.00 / 0.04 29.00 / 0.23 3525/ 1.42 30.25/0.47 0 X
CLIP ViT-L/14 27.75 1 -0.57 25.25/-0.88 33.50/0.14 32.00 / -0.05 28.00 / -0.54 47.75 / 1.90 CLIP ViT-L/14 v
BERT (base) 63.75 / 2.00 30.00 / -0.39 27.00/-0.60  30.25/-0.37 35.00 / -0.04 27.00 / -0.60 BERT (base) v
BERT (large) 35.25/7-0.13 50.25 / 1.35 43.75 /1 0.71 33.25/-0.32 36.50 / 0.00 20.25 / -1.60 0 X
TREC T5 (small) 12.00 / -1.16 10.50 / -1.27 43.75/1.18 37.00 / 0.68 32.25/0.33 31.00 / 0.24 0 X
T5 (base) 22.751/-1.33 29.00 / -0.47 34.00 / 0.21 45.00 / 1.71 32.75 7 0.04 31.25/-0.17 T5 (base) v
RoBERTa (base) 36.50 / -0.39 37.25/-0.30 40.75 / 0.14 46.50 / 0.87 49.50/ 1.24 27.25/-1.56 0 X
CLIP ViT-L/14 24.00 / -0.42 24.50 / -0.35 24.75/-032  26.50/-0.10 21.00 / -0.80 42.75 / 1.99 CLIP ViT-L/14 v
BERT (base) 46.50 / 1.80 31.25/-0.73 30.00/-0.94  32.75/-0.48 36.00 / 0.06 37.50 / 0.30 BERT (base) v
BERT (large) 38.50 / -1.63 55.50/1.20 52.7570.74 45.00 / -0.55 48.25 /7 -0.01 49.75 1 0.24 0 X
Yelp T5 (small) 26.00 /-0.71 26.25 / -0.68 44.25 / 1.77 34.75/0.48 25.25/-0.82 31.00 / -0.03 T5 (small) v
T5 (base) 25.50/0.11 17.00 7/ -0.97 28.50 / 0.49 38.00 / 1.70 18.75 /1 -0.75 20.00 / -0.59 T5 (base) v
RoBERTa (base) | 26.00 / -0.88 26.25 /-0.81 29.75/0.16 27.75 1 -0.39 3575/ 1.84 29.50 / 0.09 RoBERTa (base) v
CLIP ViT-L/14 13.50 / -0.94 20.00 / -0.18 19.75 7 -0.21 21.25/-0.03 16.75 / -0.56 38.00 / 1.93 CLIP ViT-L/14 v
BERT (base) 59.25/1.32 57.00 / 0.96 48.50/-0.39  45.50/-0.87 52.00/0.17 43.50 / -1.19 0 X
BERT (large) 27.75 /1 -0.37 49.25 / 1.98 31.75 / 0.06 27.00 / -0.46 26.00 / -0.57 2525/ -0.65 BERT (large) v
AG-News TS5 (small) 54.75 1 0.97 54.00 / 0.73 54.75 1 0.97 4775/ -1.26 49.25 /7 -0.78 49.75 /1 -0.62 0 X
TS5 (base) 39.00 / -1.05 41.75 /1 -0.44 46.50 / 0.61 51.50 / 1.71 41.00 / -0.61 42.757-0.22 TS5 (base) v
RoBERTa (base) 84.75 1 -0.77 86.25/-0.13 89.25/1.17 85.50 / -0.45 89.50 / 1.27 84.00 / -1.10 0 X
CLIP ViT-L/14 40.50 / -0.77 45.00 /-0.13 47.00 / 0.15 39.50 7/ -0.92 44.50 / -0.20 59.00 / 1.87 CLIP ViT-L/14 v
CIFAR-10
RN34 (HF) + CIFAR-10 RN50 (HF) + CIFAR-10 RN34 (MS) + CIFAR-10 RN50 (MS) + CIFAR-10 MobileNetV3 + CIFAR-10 CLIP ViT-L14 + CIFAR-10
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Fig. 3: PEI z-scores of candidate encoders on different CIFAR-10/SST-5 classification services where the correct hidden encoder
is not in the PEI candidates set. z-scores that are above the preset threshold 1.7 are highlighted. Ideally, none of the reported

z-score should go beyond the preset threshold.

image encoders in different image classification services are
reported in Table I, which shows that our PEI attack succeeds
in revealing hidden encoders in all 24 services. Specifically, in
every attack case, the PEI z-score of the correct hidden encoder
is always the only one that is above the preset threshold of 1.7
and in most cases, is around 2.0, which is significantly higher
than the preset threshold. This indicates that the PEI attack is
very confident in its (correct) predictions.

While the PEI attack is a bit less effective in revealing
hidden text encoders, it is strong in avoiding false-positive
inferences. For text classifications, the PEI scores and z-

scores of candidate text encoders are reported in Table II.
In all the 24 downstream cases, the PEI attack correctly
infers 14 hidden encoders, which, however, is less effective
than that in image classifications. Further, in some failure
cases, although the PEI score of the hidden encoder is the
highest among all candidates, its corresponding z-score is not
above the threshold 1.7 (e.g., RoOBERTa (base) + SST-5) and
thus resulted in failure. We deduce this is due to the fact
that current synthesized PEI attack texts are gibberish, which
makes them difficult to recognize by text encoders pre-trained
on meaningful text data and thus could not enjoy semantic



embeddings similar to that of the human-readable objective
texts (see Table V in Appendix A-B). A potential remedy is
to improve the readability of synthesized PEI attack texts.

Nevertheless, it is also worth noting that the PEI attack
does not make false-positive inferences at all against text
encoders. In every failure case in Table II, the inferred result
of the PEI attack is simply “0” (which means no significant
candidate is found) rather than a wrong candidate encoder.
Such a capability of avoiding false-positive inferences is very
useful to adversaries, as they would thus not need to make
meaningless efforts in tackling false-positive signals. It enables
a PEI adversary to try many targets quickly and thus will have
a good chance of finding a victim among them in a short time.

The PEI attack seldom makes mistakes when the
targeted hidden encoder is not included in the candidate
set. We now turn to analyzing the PEI attack in a more
challenging setting where the targeted hidden encoder is not
in the candidate set. We take the CIFAR-10 dataset for image
classifications and the SST-5 dataset for text classifications
as examples. In each case, we remove the correct hidden
encoder from the candidates set and then launch the PEI attack
following Algorithm 1 as usual with the remaining candidates.
The z-scores of different candidates are presented as Figure 3.

Ideally, since the correct hidden encoder is excluded from
the candidate set, all z-scores of remaining candidates should
not go beyond the preset threshold 1.7 as none of these
candidates are correct. From Figure 3, we find that the PEI
attack only makes mistakes in inferring out incorrect candi-
dates in 2 out of 6 cases on CIFAR-10 (i.e., RN50 (HF) and
MobuleNetV3), and makes all correct inferences (i.e., returning
“) on SST-5. Combined with Table II, all results demonstrate
that the PEI attack enjoys a strong and robust capability in
avoiding false-positive inferences.

Query budget prices of both image and text encoders
can be as low as hundreds of dollars. For image encoders,
based on the query budget equation in Section V-A, the exact
budget in this part of the experiments is 4 million per image
encoder. According to Table VIII in Appendix D, the price of
commonly used real-world EaaSs for images is usually around
$0.0001 per image. Thus, the estimated price of synthesizing
PEI attack images would be no more than $400 per encoder.

Besides, for text encoders, based on the query budget
equation in Section V-B the exact budget in this part of the
experiments is no more than 15.4 million per text encoder.
According to Table VIII in Appendix D, the price of commonly
used real-world EaaSs for texts is at most $0.014 per 1,000
queries or $0.1 per 1 million characters, which thus means the
estimated price of synthesizing PEI attack texts in this section
is an acceptable price of no more than $215 per encoder.

C. Ablation Studies

Effect of downstream classifier initialization. The PEI at-
tack in Tables I and II is conducted against single downstream
classifiers. Yet, it remains unknown how the PEI attack would
be affected by the random initialization of these classifiers.
To investigate this, we conduct case studies on CIFAR-10 and
SVHN datasets for image classification services and SST-5 and
TREC datasets for text classification services. For each dataset-
encoder pair, we retrain 5 downstream models, perform the PEI
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Fig. 4: Rates of different PEI attack results on CIFAR-10,
SVHN, SST-5, and TREC datasets. Rates of attack success,
false-negative, and false-positive are colored in different colors.
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(a) RN34 (HF) + CIFAR-10. (b) BERT (base) + SST-5.

Fig. 5: PEI z-scores of candidates on classification services
built with downstream classifiers of 4 different architectures. z-
scores associated with different services are in different colors.

attack against all of them, and report rates of attack success,
false-negative, and false-positive in Figure 4. This leads to a
total of 24 analyzed cases.

From the figure, we have two observations. Firstly, PEI
attacks never made false-positive inferences in all analyzed
cases. As explained in the previous section, this capability is
useful for PEI adversaries to quickly find victims from a large
number of targeted services. Secondly, in most of the cases
(except three cases “RN50 (MS) + SVHN”, “RoBERTa (base)
+ TREC”, and “CLIP ViT-L/14 + TREC”), the attack achieved
consistent results, i.e., either attack success or false-positive,
with a possibility of at least 80%, in 21 out of 24 analyzed
cases. This suggests that the PEI attack is generally insensitive
to the initialization of downstream classifiers in image/text
classification services.

Effect of downstream classifier architectures. So far,
the architecture of downstream classifiers used in image/text
classification services is fixed to a 3-layer MLP with a width
of 512. We now analyze how the architecture of this classifier
would affect the PEI attack performance. The analysis is
conducted on two cases: “RN34 (HF) + CIFAR-10” and
“BERT (base) + SST-5". For each analyzed case, we build
classification services with the targeted encoder and four
different downstream classifiers, which are MLP-1, MLP-
2, MLP-3, and MLP-4. Here, “MLP-z” denotes an MLP
architecture of x layers, where dimensions of all hidden layers
(@if it has) are fixed to 512. The training of these downstream
classifiers follows that described in Section VI-A. After that,
we attack each service with PEI attack samples originally used
in Section VI-B. PEI z-scores are reported in Figure 5.

From the figure, one can find that the downstream classifier
architecture has little effect on attacks against vision services
(i.e., “RN34 (HF) + CIFAR-10"): the PEI z-scores of each
candidate are almost the same across different downstream
classifier architectures, and the PEI attacks can always reveal
the correct hidden encoder. However, for language services
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(a) RN34 (HF) + CIFAR-10. (b) RN50 (MS) + CIFAR-10.

Fig. 6: PEI z-scores of candidates on image classification
services with different gradient estimation sampling number
S (see Algorithm 2) varies in {25, 50, 75,100}.
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(a) BERT (base) + SST-5. (b) TS5 (base) + SST-5.

Fig. 7: PEI z-scores on text classification services with dif-
ferent beam-search parameter K; (see Algorithm 3) varies in
{50, 100, 150, 200}.

(i.e., “BERT (base) + SST-5"), PEI z-scores are significantly
affected by downstream classifier architectures. In the worst
case where the downstream classifier is MLP-1, the PEI attack
even failed to infer the correct hidden encoder. Nevertheless,
the PEI attack still succeeds in the remaining 3 cases.

Effect of zeroth-order gradient estimation. We now
investigate how the zeroth-order gradient estimation in Algo-
rithm 2 would affect the PEI attack against image encoders.
Since the gradient estimation accuracy depends on the random
sampling number S, we thus vary S in the set {25, 50,75, 100}
(in Section VI-B, S = 100) to see how the attack performance
would change. This study is conducted on “RN34 (HF) +
CIFAR-10” and “RN50 (MS) + CIFAR-10", and PEI z-scores
of different encoders under different S are plotted in Figure 6.
For the first case (Figure 6a), the sampling number .S has little
effect on PEI z-scores, while the z-score of the correct hidden
encoder always stays in high level (around 2.0). For the second
case (Figure 6b), one can find that as the sampling number S
increases, the PEI z-score of the correct encoder significantly
increases, while those of other candidates remain at low levels.
These imply that when the PEI attack is weak, it can benefit
from a large sampling number S. However, one should also
notice that a large .S would increase the query budget and the
adversary needs to carefully trade-off between the utility and
efficiency of the PEI attack.

Effect of beam-search-based optimization. Finally, we
analyze how the improved black-box beam search (i.e., Algo-
rithm 3) would affect the PEI attack against text encoders. As
the beam search only has two parameters, K; and K5, and we
usually fix K5 to be the half size of the character set C, here we
only analyze the impact of K; on the PEI attack. The analysis
is based on “T5 (base) + SST-5” and “BERT (base) + SST-5”,
where the parameter K varies in the set {50, 100, 150,200}
and PEI z-scores on different encoders are plotted in Figure 7.
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Intuitively, a high K; should lead to a strong PEI attack.
However, from the figure, we find that as K7 increases, the
PEI scores of both correct and incorrect encoders change either
slightly (Figure 7a) or without regular patterns (Figure 7b). We
deduce this may be partially because current synthesized PEI
texts are gibberish, and no matter how well the algorithm is for
synthesizing gibberish, they are, in general, difficult to enjoy
similar embeddings with those human-readable objective texts.
Thus, improving the readability of PEI attack texts may also
enhance the PEI attack. We leave this to future studies.

VII. EXPERIMENTS ON TEXT-TO-IMAGE GENERATION

This section empirically analyzes the PEI attack against
text encoders hidden in real-world text-to-image services.

A. Experimental Setup

Pre-trained encoders. We adopt text encoders from six
vision-language models to form the PEI candidate set. They
are: CLIP ViT-B/16 [2], CLIP ViT-B/32, CLIP ViT-L/14,
OpenCLIP ViT-B/32 [62], OpenCLIP ViT-H/14, and Open-
CLIP ViT-L/14. All these pre-trained encoders can be down-
loaded from the Hugging Face Model Repository. See Table IX
in Appendix C for details.

Downstream tasks. We directly use stable diffusion mod-
els [63] on the Hugging Face Model Repository as the down-
stream text-to-image generation task in our experiments (see
Table IX in Appendix C for download links). They are: Stable
Diffusion-v1.2, Stable Diffusion-v1.4, Stable Diffusion-v2.1
(base), and Stable Diffusion-v2.1. The first two adopt the text
encoder in CLIP ViT-L/14, while the last two adopt that in
OpenCLIP ViT-H/14.

PEI attack samples synthesis. We use the same K; = 20
objective texts (see Table V in Appendix A-B) as that in
text classification experiments. For each pair of objective text
and candidate encoder, we synthesize Ko = 20 PEI attack
texts via Algorithm 3. For the chosen of hyperparameters,
without explicitly stating, the character set C' consists of all 26
lowercase alphabets, all 10 numbers, and additional characters
“12.,1@#$% & () —=+7, the text length 7" as 32, and the
beam-search parameters K; and K5 are set as 64 and 32.

PEI score calculation. We use the image encoder in
CLIP ViT-B/16 to evaluate the behavior similarity in the PEI
score calculation in Eq. (2). Concretely, for each pair of input
objective and PEI attack texts, we first use the targeted text-to-
image service to generate 4 pairs of images and then calculate
the averaged cosine similarity of the 4 pairs of generated
images. This leads to the PEI score calculation as

M4 Cosine(CLIP(g(a\*)()), CLIP((g{%}))()))

4.9,k

4M; Mo ’

Gi

7,k,0=1

where Cosine(+,-) is the cosine similarity function, CLIP

denotes the image encoder in CLIP ViT-B/16, and g(a:;()bj ))(O)
(atk)

and g(:ch ik )(©) denote the o-th pair of generated images.



TABLE III: PEI scores and PEI z-scores of candidate encoders on different downstream text-to-image services. If a candidate
has z-score that is the only one above the threshold, then it is inferred as the encoder hidden in the downstream service.

Downstream Task

Candidate Encoder PEI Score (%) / PEI z-Score (Threshold = 1.7)

Model Text Encod CLIP CLIP CLIP 0-CLIP O-CLIP O-CLIP fnferred Suack
ode ext Bncoder ViT-B/16 ViT-B/32 ViT-L/14 ViT-B/32 ViT-L/14 ViT-H/14 fieoder uccess
SD-v1.2 CLIP VITL/14 | 041/-024 039/-064 047/195  040/-044  0.39/-0.73 042 / 0.09 CLIP ViT-L/14 v
SD-vl.4 CLIP ViLL/14 | 039/-0.10 038/-053 045/198  038/-039  037/-079  0.39/-0.17 CLIP ViT-L/14 4
SD-v2.1 O-CLIP ViTH/14 | 039/-0.50 037/-093 040/-041  0.41/-023 043 /0.16 0.51/191 | O-CLIP ViT-H/14 v
SD-v2.1 (base) ~ O-CLIP ViTH/I4 | 039/-0.50 037/-091 039/-050  040/-0.12 0.41/0.11 0.50 /1.91 | O-CLIP ViT-H/14 4
StableDiffusion-v1.2 StableDiffusion-v1.4 StableDiffusion-v2.1 StableDiffusion-v2.1 (base) . . . .
: Treshold= 17 Trestold = 17 Theshod- 17 experiments is no more than 26.5 million per text encoder.
g H ﬂ H ﬂ According to the pricing data collected in Table VIII in
: N - . - Appendix D, the price of commonly used real-world EaaSs for
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Fig. 8: PEI z-scores of candidate encoders on different text-to-
image services where the hidden encoder is not in the PEI
candidates set. No z-score go beyond the preset threshold (i.e.,
1.7) means that the attack makes no false-positive inference.
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(a) Stable Diffusion v1.4. (b) Stable Diffusion v2.1.

Fig. 9: PEI z-scores on text-to-image services with different
beam-search parameter K7 (Algorithm 3) in {32, 64, 100}.

B. Results Analysis & Ablation Studies

Attack performance. PEI scores and z-scores of candidate
text encoders on the four targeted downstream text-to-image
models are reported in Table III, in which we find that the PEI
attack succeeds in revealing hidden text encoders in all of the
four targeted models. Additionally, in all cases, PEI z-scores
of the correct candidates are around 1.9, which is significantly
higher than the preset threshold 1.7. These results demonstrate
that the PEI attack is very effective against text encoders in
downstream text-to-image services.

The PEI attack does not make mistakes even when the
targeted hidden encoder is excluded from the candidate set.
For each of the 4 analyzed diffusion models, we remove its
corresponding text encoder from the PEI candidates set and
perform the PEI attack with the remaining candidates. The
results are shown in Figure 8, from which we find that on all
the 4 targeted services, no z-score of the incorrect remaining
candidates is above the preset threshold 1.7. That means no
incorrect candidate is inferred as the hidden encoders, and
the PEI attack does not make a false-positive prediction in
all analyzed attack scenarios.

Query budget in price. Based on the query budget
equation in Secion V-B, the exact budget in this part of the
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texts is at most $0.014 per 1,000 queries or $0.1 per 1 million
characters. This results in an acceptable price of synthesizing
PEI attack texts of no more than $370 per encoder.

Effect of beam-search-based optimization. Finally, we
conduct an ablation study on the impact of the improved black-
box beam search (i.e., Algorithm 3) on the PEI attack against
text encoders. Similar to that for text classification services
(see Section VI-C), here we also focus on analyzing the beam
search parameter K; (as Ky is always fixed to be around the
half size of the character set C). Specifically, the analysis is
on the Stable Diffusion v1.4 and v2.1, where the parameter
K varies in the set {32,64,100}. From the figure, we find
that keeping the K; to be sufficiently large (e.g., set K; =
64 in Figure 9b) is necessary to ensure the PEI z-score of
the correct hidden encoder is significantly above the preset
threshold. However, further improving K has little effect on
the PEI attack performance but increases the query budget.

VIII. CASE STUDY: PEI-ASSISTED ADVERSARIAL

ATTACKS AGAINST LLAVA

So far, we have justified the effectiveness of the PEI attack
in revealing hidden encoders in downstream services through
extensive experiments. In this section, we further show that the
PEI attack itself is useful, by conducting a case study on how
the PEI attack can assist adversarial attacks against LLaVA [28,
29], one of the most advanced multimodal models. Our results
demonstrate there is indeed a need to design general defenses
against the PEI attack.

Overview of LLaVA. The case study is based on the
multimodal model LLaVA-1.5-13B [28], which is built upon a
finetuned version of the Vicuna-1.5-13B language model [64]
and the official version of the CLIP ViT-L/14-336px image
encoder [2]. It takes images and texts as inputs and outputs
texts, and thus can be used for multimodal tasks such as
chatting or question-answering. Both of the LLaVA model and
its CLIP image encoder can be downloaded from the Hugging
Face model repository (see Table IX in Appendix C).

Overview of the attack. We consider an adversarial attack
that aims to use visually benign adversarial images to induce
LLaVA to generate harmful information. For instance, as
shown in Figure 10, although the adversarial images only
contain visually benign mosaics, LLaVA can read out mislead-
ing health/medical information from them. These adversarial
images can be used to stealthily spread harmful information,



Vaccine is very Instruction: Please read out the

dangerous to text in this image.

human beings!!! | LLaVA: vaccine is very

dangerous to human beings!

Targeted image that contains preset harmful content.

Instruction: Please read out the
text in this image.

LLaVA: vVaccine is dangerously
toxic to human beings!

Adversarial image synthesized based on PEI-revealed encoder.

Hospitals are

Instruction: Please read out the

creating virus text in this image.

weapons LLaVA: Hospitals are creating

viruses weapons.

Targeted image that contains preset harmful content.

Instruction: Please read out the
text in this image.

LLaVA: Hospitals are weapons
factories.

Adversarial image synthesized based on PEI-revealed encoder.

Fig. 10: Two examples of adversarial attacks against LLaVA with adversarial iamges synthesized based on the hidden image
encoder revealed by the PEI attack. The synthesized adversarial images contain visually benign mosaics, but can induce LLaVA

to generate predefined false health/medical information.

TABLE IV: PEI scores and z-scores of candidate image
encoders on the LLaVA-v1.5-13b. If a candidate has z-score
that is the only one above the threshold (i.e., 1.7), then it is
inferred as the encoder hidden in the downstream service.

Candidate Image Encoder ~ PEI Score PEI z-Score
(Threshold = 1.7)
CLIP-ViT-B/16 0.55 -1.50
CLIP-ViT-B/32 0.64 0.22
CLIP-ViT-L/14 0.60 -0.46
CLIP-ViT-L/14-336px 0.72 1.76
OpenCLIP-ViT-B/32 0.60 -0.47
OpenCLIP-ViT-L/14 0.65 0.45
OpenCLIP-ViT-H/14 0.63 0.00

as their harmfulness is difficult for humans to detect. To
launch such an adversarial attack with the assistance of the
PEI attack, the adversary will first use the PEI attack to
reveal the hidden image encoder (i.e., CLIP-ViT-L/14-336px)
used by LLaVA-1.5-13B. Then, the adversary will synthesize
adversarial examples directly based on the hidden CLIP image
encoder. We then discuss the two stages of the attack in detail.

Results of the PEI attack against LLaVA. We consider
a PEI candidates set consists of seven image encoders, which
are: CLIP ViT-B/16 [2], CLIP ViT-B/32, CLIP ViT-L/14,
CLIP ViT-L/14-336px, OpenCLIP ViT-B/32 [62], Open-
CLIP ViT-H/14, and OpenCLIP ViT-L/14. For the synthesis
of PEI attack images, we adopt the same objective images
and hyperparameters described in Section VI-A. For the PEI
score calculation, to evaluate the behavior similarity in Eq. (2),
we propose to leverage the question-answering capability of
LLaVA to directly score the similarity between objective image
and PEI attack images (in the range [0, 1]). See Appendix B-A
for the detailed design of the PEI score calculation.

The PEI attack results are presented in Table IV, in which
the correct hidden encoder, i.e., CLIP Vit-L/14-336px, is the
only one that enjoys a z-score above the preset threshold 1.7.
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That means our PEI attack successfully reveals the image
encoder hidden in LLaVA-1.5-13B.

Results of the PEI-assisted adversarial attack against
LLaVA. After the image encoder (i.e., CLIP ViT-L/14-336px)
used by LLaVA-1.5-13B is revealed by the PEI attack, we
then synthesize adversarial images that can induce LLaVA
generating harmful contents solely based on the revealed
image encoder. Specifically, as shown in Figure 2, to launch
the attack, we first construct a targeted image that contains
predefined harmful plain text content. Then, since the revealed
hidden CLIP image encoder is an open-source model, we can
synthesize an adversarial image by minimizing its embedding
difference from that of the targeted image in a white-box
manner. This will result in an adversarial image that contains
benign mosaics but LLaVA can read out the predefined harmful
content from it. Please refer to Appendix B-B for more details
about the adversarial image synthesis.

We present two attack examples in Figure 2, in which one
can find that LLaVA reads out false medical/health informa-
tion from PEl-assisted adversarial images. This verifies the
effectiveness of the PEI-assisted adversarial attack and further
demonstrates the usefulness and hazards of the PEI attack.

IX. POTENTIAL DEFENSES

Finally, in this section, we discuss several potential de-
fenses against the PEI attack.

A. Transforming PEI Attack Samples

A possible direction of defending the PEI attack is to
perform data transformation on PEI attack samples before
feeding them to the protected downstream service to sanitize
their harmfulness. While many existing filtering-based meth-
ods [65, 66] could be used to remove malicious information in
PEI attack samples, they may also reduce model performance
on clean data. However, a series of works also focus on making
adversarial examples robust to data transformation [67, 68,
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(a) RN34 (HF) + CIFAR-10. (b) RN50 (MS) + CIFAR-10.

Fig. 11: PEI z-scores of candidates on image classification
services. (1) “Origin”: original PEI attack results. (2) “JPEG-
Def”: results of PEI attack against JPEG defense. (3) “JPEG-
Def v.s. Resize-128": results of PEI attack strengthened by
image resizing (to shape 128 x 128) against JPEG defense.

69, 70]. Nevertheless, here we focus on analyzing two simple
plug-and-play and downstream task-agnostic attack samples
sanitizing methods for image and text encoders, respectively.

A plug-and-play preprocessing defense for image en-
coders. As PEI attack samples can somewhat be seen as
adversarial examples [71], one may naturally seek to leverage
defenses originally proposed for adversarial attacks to tackle
the new PEI attack. As a preliminary investigation, here we
adopt a task-agnostic and plug-and-play method named JPEG
defense [72, 73] to protect downstream services from the PEI
attack. Concretely, for each query image, the service supplier
will first process it with the canonical JPEG compressing
algorithm before feeding it into the real downstream service g.
Since JPEG compression is found to be effective in destroying
malicious information within adversarial images [72, 73], it
may also be able to mitigate hazards of PEI attack images. A
case study is conducted on two image classification services,
“RN34 (HF) + CIFAR-10” and “RN50 (MS) + CIFAR-10".

The results of JPEG defense against the vanilla PEI at-
tack are presented in Figure 11, in which we plot z-scores
of different candidates with and without the JPEG defense
(denoted as “Origin” and “JPEG-Def” respectively). From the
results, we find that the JPEG defense effectively defeats the
PEI attack: in all cases, under the JPEG defense, the PEI z-
scores of the correct hidden encoder are suppressed to low
levels and no candidate goes beyond the preset threshold 1.7.
However, we also discovered a simple method to bypass the
JPEG defense for PEI attack: we just rescale each PEI attack
image from 64 x 64 to 128 x 128 before sending them to
the target service. Results are also presented in Figure 11
(denote as “JPEG-Def v.s. Resize-128"), which show that this
rescaling approach enables the PEI attack to succeed again
in all analyzed cases. We deduce the mechanism behind this
is that resizing an attack image to a larger scale can prevent
local features that contain malicious information from being
compressed by JPEG defense.

A Plug-and-play preprocessing defense for text en-
coders. As a preliminary investigation, here we analyze a
simple character-flipping defense. Specifically, for each input
text, the service supplier will randomly select and flip a part of
its characters to other (lowercase) alphabets before feeding it
to the downstream service g. We conduct case studies on SST-5
with encoders BERT (base), BERT (large), and CLIP ViT-L/14,
with a flipping proportion of 20%. In these three settings, the
PEI attack originally succeeds in revealing the correct hidden
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(a) BERT (base).  (b) BERT (large).  (c) CLIP ViT-L/14.

Fig. 12: PEI z-scores of candidates on SST-5 text classifi-
cation services. (1) “Origin”: original PEI attack results. (2)
“Flipping-Def (20%)”: results of PEI attack against character
flipping defense (with a proportion of 20%).

encoders (see Table II). Results are presented as Figure 12,
from which we find that while the random-flipping strategy
effectively defeats the PEI attack in most settings, it could not
always succeed (e.g., in the case “BERT (base) + SST-5"). In
addition, while a larger flipping proportion may improve the
defense, it may also compromise the qualities of benign inputs.

B. Detecting PEI Attack Samples

Another direction of potential defenses is to leverage Out-
of-distribution (OOD) detection methods to identify and drop
malicious queries toward protected ML services. For image
data, a series of detection methods [74, 75, 76, 77, 78] against
adversarial images or backdoor images could be applied to
defend against the PEI attack. For text data, it is found that
perplexity filtering [79] can effectively identify gibberish but
malicious texts from human-readable texts, while gibberish
text is indeed used in PEI against text encoders.

However, PEI attack samples can also be made stealth to
bypass potential detection defenses. For example, for image
data, one may be able to exploit detection bypassing methods
originally designed for adversarial images [80, 81, 82] to
PEI attack images. For text data, by leveraging the strong
natural language generation ability of LLMs, the adversary
may further synthesize PEI attack texts that enjoy strong
human-readability [69, 25, 83] and could thus be made to be
robust to gibberish text detection-based defenses.

C. Architecture Resistance

More reliable defenses may be re-designing the pipeline
of building downstream ML services to make them natively
robust to the PEI attack. For example, since the current version
of the PEI attack assumes that the targeted downstream service
is built upon a single encoder, one may leverage multiple
upstream encoders to build a single service to bypass the PEI
attack. The idea of using multiple pre-trained encoders to build
downstream models has already been adopted to improve the
downstream model performance (e.g., SDXL [84]). Our results
suggest that apart from improving performance, there is also
a great need to use multiple pre-trained encoders for the sake
of downstream model security.

X. CONCLUSIONS

This paper unveils a novel privacy attack named pre-trained
encoder inference (PEI) attack, which aims to reveal pre-
trained encoders that are hidden in downstream ML services.



We design a general framework to perform the PEI attack in a
black-box manner and further instantiate it for image encoders
and text encoders. Extensive experiments on three downstream
tasks, i.e., image classification, text classification, and text-
to-image generation, empirically verify the effectiveness of
our new PEI attack. We further conduct a case study on a
recent and advanced multimodal model, i.e., LLaVA, to show
the usefulness of the the PEI attack in assisting other ML
attacks, such as adversarial attacks, against LLaVA. Results
demonstrate the great need to design general defenses against
the PEI attack. Additionally, we discuss several potential
defenses against the PEI attack.
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APPENDIX A
ADDITIONAL EXPERIMENT DETAILS IN SECTION VI

A. Details of Datasets

1) Downstream Datasets for Image Classification: Four
image datasets are used as the downstream data. They are:
CIFAR-10 [51] that consists of 50,000 training images and
10, 000 test images from 10 classes; STL-10 [53] that consists
of 5,000 training images and 8,000 test images from 10
classes; SVHN [52] that consists of 73,257 training images
and 26,032 test images from 10 classes; and Food-101 [54]
that consists of 75, 750 training images and 25, 250 validation
images (used as test data) from 101 classes.

2) Downstream Datasets for Text Classification: Four text
datasets are used as the downstream data. They are: SST-5 [55]
consists of 8, 544 training sentences and 1, 101 validation sen-
tences (used as test data) from 5 classes; Yelp [56] consists of
650, 000 training sentences and 50, 000 test sentences from 5
classes; AG-News [56] consists of 120, 000 training sentences
and 7,600 test sentences from 4 classes; and TREC [57]
consists of 5,452 training sentences and 500 test sentences
from 6 classes.

B. Objective Samples in the PEI Attack

1) Objective Images: For the PEI attack against image
encoders, we randomly sampled 10 images from the PASCAL
VOC 2012 dataset [61] as the objective image samples. They
are presented in Figure 13.

Fig. 13: The 10 objective images used in the PEI attack against
image encoders.

2) Objective Texts: For the PEI attack against text en-
coders, we manually constructed 20 sentences following the
template {Adjective} + {Noun} as the objective text
samples. They are listed in Table V.

C. Downstream utilities of classification tasks

We collect and present the classification accuracy of down-
stream image/text classification services built on different
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TABLE V: The 20 objective texts used in the PEI attack against
text encoders.

1 black bridge red sunflower 11
2 | dark battery dirty battery 12
3 orange cherry black mobilephone 13
4 yellow rabbit heavy carcamera 14
5 white network green aircraft 15
6 | hot fish muddy album 16
7 dirty softdrink purple network 17
8 green album hot house 18
9 beautiful oven yellow bridge 19
10 purple dragon ice opera 20

TABLE VI: Test accuracy (%) of downstream image classifi-
cation services built upon different pre-trained encoders.

Upstream Pre-trained Encoder

Downstream
Dataset RN34 RN50 RN34 RN50 MobileV3 CLIP
(HF) (HF) MS) MS) ViT-L/14
CIFAR-10 91.24 91.88 9044  91.05 91.34 98.11
SVHN 6293 6722 6099  69.67 71.23 82.58
STL-10 97.16 97.86 96.74 9792 96.44 99.83
Food-101 6440 68.66 6326  68.67 71.20 94.66

TABLE VII: Test accuracy (%) of downstream text classifica-
tion services built upon different pre-trained encoders.

Downstream Pre-trained Encoder

Downstream
Dataset BERT  BERT T5 T5 RoBERTa CLIP
(base)  (large) (small)  (base) (base) ViT-L/14
SST-5 40.51 43.14 40.69 43.42 43.87 39.15
TREC 92.20 85.00 93.40 94.40 94.00 91.80
Yelp 51.20 46.52 55.28 59.86 60.00 55.08
AG-News 89.46 79.71 91.39 93.07 93.30 93.07

downstream data and pre-trained encoders. The results of
downstream image classification services are reported in Ta-
ble VI, while those of downstream text classification services
are reported in Table VII.

APPENDIX B
ADDITIONAL EXPERIMENT DETAILS IN SECTION VIII

A. PEI Score Calculation

To calculate PEI scores following Eq. (2), one has to
carefully design how to calculate the behavior similarity

ésim(g(xz(.fljfl,?),g(x;Obj))) between PEI attack image xgajt’,?
(ob3)

and z; for the LLaVA model g. To this end, we propose
calculating the behavior similarity by directly questioning
LLaVA about the similarity between objective and attack
images (in the range [0, 1]). Specifically, we ask LLaVA with
the following prompt template:

USER: <image>\n<image>\nScore the similarity (in
the range [0,1], higher score means more similar)
of the given two images\nASSISTANT:

where the two “<image>" in the prompt are placeholders for
input images. We then construct the function £g4(-,-) : X X
X — [0, 1] that maps the two (ordered) images to a similarity



TABLE VIII: Pricing data of common real-world EaaSs.

Type Supplier Model Name Price Link
Vertex Al multimodalembeddings $0.0001 / Image Input https://cloud.google.com/vertex-ai/generative-ai/pricing
Image (by Google) Accessed Date: 2024-04
Encoder , . - . . -
Azure Al Image Embeddings $0.10 / 1,000 Transactions https://azure.microsoft.com/en-us/pricing/details/
(by Microsoft) cognitive-services/computer-vision/ Accessed Date: 2024-04
OpenAl text-embedding-3-small ~ $0.02 / IM Tokens https://openai.com/pricing Accessed Date: 2024-04
OpenAl text-embedding-3-large $0.13 / 1M Tokens https://openai.com/pricing Accessed Date: 2024-04
OpenAl ada v2 $0.10 / 1M Tokens https://openai.com/pricing Accessed Date: 2024-04
Text Vertex Al multimodalembeddings $0.0002 / 1K Characters Input  https://cloud.google.com/vertex-ai/generative-ai/pricing
Encoder  (by Google) Accessed Date: 2024-04

Azure Al
(by Microsoft)

Text Embeddings

$0.014 / 1,000 Transactions

https://azure.microsoft.com/en-us/pricing/details/
cognitive-services/computer-vision/ Accessed Date: 2024-04

score based on LLaVA and the above prompt. The eventual
similarity function /g, in Eq. (2) is defined as follows,

atk obj
Es%m(g(xgyjt,k))vg(ag J)))
1 tk bj bj tk
= L (a8 ) (D )

B. PEl-assisted Adversarial Example Synthesis

To synthesize adversarial examples based on the PEI-
revealed image encoder (i.e., CLIP ViT-L/14-336px), we
propose to minimize their embedding difference with that
of a targeted image containing preset harmful text content.
Specifically, we aim to minimize the squared loss defined
by embeddings of the adversarial image and targeted image.
Since the hidden CLIP model is an open-source model, one
can further leverage first-order gradient descent to optimize
the objective squared loss. We use sign gradient to minimize
the objective loss for 2,000 iterations, in which the learning
rate is fixed to 0.01. Besides, to further improve the success
rate of obtaining valid PEI-assisted adversarial images, for
each targeted image, we will first synthesize 16 candidate
adversarial images, and then choose a single image that enjoys
the best attack performance among them as the eventual output.

APPENDIX C
PRE-TRAINED MODELS DOWNLOAD LINKS

All pre-trained encoders and downstream models in our
experiments are available on the Hugging Face Model Repos-
itory. We list the download links to these models in Table IX.

APPENDIX D
PRICES OF ENCODER-AS-A-SERVICE IN THE WILD

To better estimate the cost of conducting PEI attacks in
the wild, here we collect and list the prices of some common
real-world EaaSs in Table VIII. Combined with analyses in
Sections VI-B and VII-B, the estimated price of the PEI attack
is no more than $400 per encoder.
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TABLE IX: Download links of all pre-trained encoders and
downstream models adopted in our experiments.

Model Type Name Link
ResNet-34 (HF) https:/huggingface.co/timm/resnet34.al_
inlk
ResNet-50 (HF) https:/huggingface.co/timm/resnet50.al_
Tmage inlk
Encoder ResNet-34 (MS) hutps:/huggingface.co/microsofUresnet- 34
ResNet-50 (MS) https://huggingface.co/microsoft/resnet- 50
MobileNetV3 https:/huggingface.co/timm/mobilenetv3_
large_100.ra_inlk
BERT (base) https:/huggingface.co/google-bert

bert-base-uncased

BERT (large) https:/huggingface.co/google-bert,
bert- large-uncased
Text Encoder
TS (small) https://huggingface.co/google-t5/t5-small
TS (base) https://huggingface.co/google-t5/t5-base
RoBERTa (base) https://huggingface.co/Facebook AL
roberta-base
CLIP ViT-B/16 https:/t co/openai/

clip-vit-ba tch16

CLIP ViT-B/32

https://hug 1ce.co/openai

clip-vit-base-patch32

CLIP ViT-L/14

hitps://F \ce.co/openai
clip-vit-large- patch 14
CLIP ViT-L/14-336px https:/huggingface.co/openai/
CLIP Model -
clip-vit-large- patch14-336
OpenCLIP ViT-B/32 htps://t co/laion
CLIP- ViT- B-32- laion2B- s34B-b79K
OpenCLIP ViT-H/14 https:/huggingface.co/laion/
CLIP-ViT-H- 14-laion2B-s32B-b79K
OpenCLIP ViT-L/14 https://hug 1ce.collaion/
CLIP-ViT-L- 14-laion2B-s32B-b82K
Stable Diffusion-v1.2 https:/huggingface.co/CompVis
stable- diffusion-v1-2
Stable Diffusion-v1.4 https:/hug, .co/CompVis/
Text-to-image stable-diffusion-v1-4
Model Stable Diffusion-base-v2.1 https:/huggingface.co/stabilityai/
stable-diffusion-2- 1-base
Stable Diffusion-v2.1 https:/huggingface.co/stabilityai/
stable-diffusion-2- 1
LLaVA [28, 29] LLaVA-1.5-13B https://huggingface.co/llava-hf/llava- 1
5-13b-hf
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https://azure.microsoft.com/en-us/pricing/details/cognitive-services/computer-vision/
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