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Abstract

Deep neural networks are known to be vulnerable to security
risks due to the inherent transferable nature of adversarial ex-
amples. Despite the success of recent generative model-based
attacks demonstrating strong transferability, it still remains a
challenge to design an efficient attack strategy in a real-world
strict black-box setting, where both the target domain and
model architectures are unknown. In this paper, we seek to ex-
plore a feature contrastive approach in the frequency domain
to generate adversarial examples that are robust in both cross-
domain and cross-model settings. With that goal in mind,
we propose two modules that are only employed during the
training phase: a Frequency-Aware Domain Randomization
(FADR) module to randomize domain-variant low- and high-
range frequency components and a Frequency-Augmented
Contrastive Learning (FACL) module to effectively separate
domain-invariant mid-frequency features of clean and per-
turbed image. We demonstrate strong transferability of our
generated adversarial perturbations through extensive cross-
domain and cross-model experiments, while keeping the in-
ference time complexity.

Introduction

Deep neural networks have brought forth tremendous im-
provements in visual recognition tasks. However, the in-
herent transferable nature of adversarial examples still ex-
poses the security vulnerability to malicious attackers tar-
geting such susceptible classifiers, causing serious threats
and undesirable outcomes in real-world applications. The
majority of current attack methods can be primarily classi-
fied into two main categories: iterative or optimization-based
approaches, and generative model-based approaches. Over
the past years, iterative attack methods (Goodfellow, Shlens,
and Szegedy 2015; Madry et al. 2017; Croce and Hein 2020;
Lorenz et al. 2021; Dong et al. 2018; Xie et al. 2019; Lu et al.
2020; Naseer et al. 2020) have been the standard attack pro-
tocol for its simplicity and effectiveness. However, this iter-
ative approach is frequently constrained by inefficient time
complexity and the potential risk of over-fitting to the train-
ing data and models. Moreover, it has shown limited appli-
cability in practical situations due to the low transferability

to unknown models and domains.
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Figure 1: To boost the transferability of adversarial ex-
amples, we exploit band-specific characteristics of natural
images in the frequency domain. Our method randomizes
domain-variant low- and high-band frequency components
(FCs) in the data space, and contrasts domain-invariant mid-
range clean and perturbed feature pairs in the feature space.

Regarding the transferability of adversarial attacks, threat
model is typically carried out in three different settings (i.e.,
white-box, black-box, and strict black-box) depending on
the prior knowledge of the model architecture and data dis-
tributions by the adversary. In each respective setting, the
adversary has either complete knowledge of the target model
profile (i.e., architecture and weights) and data distributions
reflecting the target domain, query access to the limited
black-box only, or no information at all. In this work, we
specifically consider the strict black-box case in which the
victim attributes are completely unknown to the attacker
since such a scenario is commonly encountered in practi-
cal real-world settings. We believe that crafting adversarial
examples in this strict black box setting has practical values
towards stronger transferabilty, as well as safe and reliable
deployment of deep learning models.

In this light, generative attacks (Poursaeed et al. 2018;
Naseer et al. 2019; Nakka and Salzmann 2021; Naseer et al.
2021; Zhang et al. 2022) have recently gained attention,
demonstrating the high transferability across unknown mod-
els and domains. Moreover, generator-based attacks yield
lower time complexity than iterative or optimization-based
methods in the inference stage, which is also a crucial part



for real-world attacks. While the current chain of genera-
tive attack methods (Poursaeed et al. 2018; Naseer et al.
2019, 2021; Nakka and Salzmann 2021; Zhang et al. 2022;
Wau et al. 2020) are time-efficient and effective against vari-
ous black-box settings, we remark that their methods do not
actively leverage domain-related characteristics to facilitate
more transferable attacks.

In that sense, our work is inspired by frequency domain
manipulations (Yin et al. 2019; Wang et al. 2020a,b) in do-
main adaptation (DA) (Yang and Soatto 2020) and gener-
alization (DG) (Huang et al. 2021; Xu et al. 2021), demon-
strating the superior generalization capabilities of the trained
model. As we target transferable attack on unknown target
domains and victim models to boost the transferability in a
similar setting, we seek to exploit domain-related character-
istics from simple yet effective frequency manipulations.

Several recent studies have focused on frequency-based
adversarial attacks to manipulate adversarial examples,
aimed at deeper understanding of their dataset depen-
dency (Maiya et al. 2021), adversarial robustness (Duan
et al. 2021), and the security vulnerability (Dziugaite,
Ghahramani, and Roy 2016). With a slightly different mo-
tive, SSAH (Luo et al. 2022) aims to improve the percep-
tual quality, whereas (Guo, Frank, and Weinberger 2019) de-
signs low-frequency perturbations to enhance the efficiency
of black-box queries. Although low-frequency perturbations
are efficient, they are known to provide less effective trans-
fer between models (Sharma, Ding, and Brubaker 2019). As
such, we delve deeper into frequency-driven approaches that
effectively enhance the transferability of adversarial exam-
ples, especially crafted in a generative framework.

To this end, we propose a novel generative attack method,
FACL-Attack, to facilitate transferable attacks across var-
ious domains and models from the frequency domain per-
spective. In our training, we introduce frequency-aware do-
main randomization and feature contrastive learning, ex-
plicitly leveraging band-specific characteristics of image at-
tributes such as color, shape, and texture, as illustrated in
Figure 1. We highlight our contributions as follows:

* We propose two modules to boost the adversarial trans-
ferability, FADR and FACL, in which FADR randomizes
domain-variant data components while FACL contrasts
domain-invariant feature pairs in the frequency domain.

* We achieve the state-of-the-art attack transferability
across various domains and model architectures, demon-
strating the effectiveness of our method.

* Our plug-and-play modules can be easily integrated into
existing generative attack frameworks, further boosting
the transferability while keeping the time complexity.

Related Work
Generator-based Adversarial Attack

Generative attack (Poursaeed et al. 2018) employs the con-
cept of adversarial training (Goodfellow et al. 2020) to
create perturbations across entire data distributions. This
is achieved by regarding a pre-trained surrogate model as
a discriminator, and it is advantageous due to the ability

of generating diverse forms of perturbations across mul-
tiple images simultaneously. Existing methods aim to en-
hance the generator training by leveraging both the cross-
entropy (CE) loss (Poursaeed et al. 2018) and the relativis-
tic CE loss (Naseer et al. 2019), improving the transferabil-
ity across domains and models. Recent studies (Nakka and
Salzmann 2021; Zhang et al. 2022) utilize features extracted
from the mid-level layers of the surrogate model, which en-
compass a higher degree of shared information among dif-
ferent model architectures. We follow the traces of the recent
works and explore a method to further enhance the trans-
ferability by introducing a novel perspective from the fre-
quency domain.

Frequency-based Approach for Generalization

Convolutional neural networks are known to exhibit in-
triguing attributes within the frequency domain (Yin et al.
2019; Tsuzuku and Sato 2019; Yin et al. 2019; Wang et al.
2020a,b), demonstrating proficient generalization capabil-
ity by effectively harnessing the band-specific information
derived from Fourier filtering (Dziugaite, Ghahramani, and
Roy 2016; Guo et al. 2017; Long et al. 2022). Spectral ma-
nipulations for enhancing the generalization capability can
be achieved through simple yet powerful transformations
like the Fast Fourier Transform (FFT), which dissects an
image into amplitude components that vary across domains
and phase components that remain consistent across differ-
ent domains (Xu et al. 2021). The Discrete Cosine Trans-
form (DCT) also serves as an efficient technique to decom-
pose spectral elements into domain-agnostic mid-frequency
components (mid-FCs) and domain-specific low- and high-
FCs, which contributed to the effective spectral domain ran-
domization in FSDR (Huang et al. 2021). In our work, we
also employ the DCT to decompose images into domain-
agnostic and domain-specific frequency components, facili-
tating the effective domain randomization and feature-level
contrastive learning for transferable attacks.

Feature Constrastive Learning

Manipulating image representations in the feature space has
demonstrated significant performance improvement in real-
world scenarios characterized by domain shifts. In the field
of DA and DG, common approaches such as feature align-
ment (Yang et al. 2022) and intra-class feature distance min-
imization with inter-class maximization (Kang et al. 2019;
Luo et al. 2022; Jeong and Kim 2022) are successful in
mitigating the domain discrepancies. Specifically, several
studies (Wang et al. 2022; Kim et al. 2021) have directly
addressed the domain gap issue by manipulating pairs of
domain-invariant representations from various domains that
correspond to samples of the same class. Continuing in the
realm of generative attacks, recent studies have employed
CLIP-based (Aich et al. 2022) and object-centric (Aich et al.
2023) features for effective training of the perturbation gen-
erator. In our work, we leverage frequency-augmented fea-
ture contrastive learning on domain-agnostic mid-band fea-
ture pairs. Simultaneously, we reduce the significance of
domain-specific features in the low- and high-bands to im-
prove the adversarial transferability.



Proposed Generator Training || G S S
“TERCL T
: Surrogate Perturbed _
Perturbation — pA
Model i
Generator Ad ial z, | Z;h
Perturbation vcrsarl !
(Fmmmmms \ Projector I ¥ -
1
i FADR — (ro }— { Spectral
1 h '\ {Decomposition
N ——— ’ 1 N e
® .‘
‘xS
Go() L_(l
|
Zm 1V Lz
1,
_______ Ll
— (Clean —> Adversarial <—> Push >—< pull {7 Proposed Module 8 Frozen M e S
Inference Stage Cross-Model Transferability , t
. V4 1 V4
Cross-Domain Transferability Perturbation /¥ a, " | th
Generator _Unknown I mf-'(;; L
Unknown Perturbation vietim model 1 Perturbed Perturbed
domain 1 Projector = features features
(mid-freq) (low&high-freq)
Cro— o (e
Unkn(_ywn 3 victim model 2 I E 71
domain 2 L, L i (I
z 1z
Go(") m 11yt
7. L
Unknown Unknown 'rﬁ:, Clean Clean
domain N victim model N I E fe_atures features
Ll (mid-freq) (low&high-freq)

Figure 2: Overview of FACL-Attack. From the clean input image, our FADR module outputs the augmented image after spectral
transformation, which is targeted to randomize only the domain-variant low/high FCs. The perturbation generator Gy(-) then
produces the l-budget bounded adversarial image z!, with perturbation projector P(:) from the randomized image. The
resulting clean and adversarial image pairs are decomposed into mid-band (domain-agnostic) and low/high-band (domain-
specific) FCs, whose features f () extracted from the k-th layer of the surrogate model are contrasted in our FACL module to
boost the adversarial transferability. The adversarial image x’, is colorized only for visualization.

Proposed Attack Method: FACL-Attack

Problem definition. Generating adversarial examples re-
volves around solving an optimization problem, whereas
generating transferable adversarial examples addresses the
challenge of generalization. Our goal is to train a gener-
ative model Gy(-) to craft adversarial perturbations J that
are well transferable to arbitrary domains and victim mod-
els aimed to trigger mispredictions on the image classifier
f(). Specifically, the generator maps the clean image x to
its corresponding adversarial example ' = Gy(x) contain-
ing perturbations constrained by [|6||oc < €.

Overview of FACL-Attack. Our method aims to train a
robust perturbation generator that yields effective adversar-
ial examples given arbitrary images from black-box domains
to induce the unknown victim model to output misclassifi-
cation. It consists of two key modular operations in the fre-
quency domain, each applied to the input image data and
features extracted from the surrogate model only during the
training stage, as illustrated in Figure 2.

As inspired by the power of frequency domain augmen-
tation in domain generalization (Huang et al. 2021; Xu
et al. 2021), our first module, Frequency-Aware Domain
Randomization (FADR), transforms a pixel-domain image
to the frequency-domain components using DCT. It random-
izes domain-variant low- and high-frequency band compo-
nents and preserves domain-invariant mid-frequency com-

ponents in the input image. Then a perturbation generator
is trained to craft bounded adversarial images ', i.e., per-
turbation § added to the clean image x; and constrained by
perturbation projector P(-). We then spectrally decompose
the randomized x s and &/, into each low- and high-band, and
mid-band frequency component, which are inversely trans-
formed to the image domain by IDCT and passed through
the pre-defined surrogate model for feature extraction. Fol-
lowing the recent line of works (Nakka and Salzmann 2021;
Zhang et al. 2022) on transferable generative attacks, we
leverage the mid-layer features f(-) for feature contrastive
learning. Each band-specific clean and perturbed feature
pair is contrasted in our Frequency-Augmented Contrastive
Learning (FACL) module, whereby domain-agnostic mid-
band FC pair is to repel and domain-specific low- and high-
band FC pair is to attract each other. This straightforward
but effective data- and feature-level guidance in the fre-
quency domain significantly contributes to boost the adver-
sarial transferability as demonstrated in the following sec-
tions.

Frequency-Aware Domain Randomization

This subsection describes our FADR module designed to
boost the robustness of perturbation generator Gy (-) against
arbitrary domain shifts in practical real-world scenarios.
Inspired by recent works that convert the training image



Figure 3: Visualization of spectral transformation in FADR.
From the clean input image (column 1), our FADR decom-
poses the image into mid-band (column 2) and low/high-
band (column 3) FCs. The FADR only randomizes the
low/high-band FCs, yielding the augmented output in col-
umn 4. Here we demonstrate transformations with large
hyper-parameters of p = 0.5 and o = 8 for visualization.

from pixel space into frequency space for boosting the do-
main generalization capabilities (Huang et al. 2021; Xu
et al. 2021), we decompose the input training images into
multiple-range FCs by leveraging DCT, and apply random
masked filtering operation on domain-specific image at-
tributes that lie in the low- and high-frequency bands. While
FSDR (Huang et al. 2021) and FACT (Xu et al. 2021)
each employs histogram matching and Fourier-based am-
plitude mix-up, our proposed FADR module explicitly ma-
nipulates the DCT coefficients to diversify input images,
aligning with a recent work (Long et al. 2022) that nar-
rows the gap between the surrogate model and possible vic-
tim models via spectrum transformation. We remark that
our approach applies domain randomization exclusively to
domain-specific FCs that are subject to change from vari-
ous domains, whereas the existing work (Long et al. 2022)
applies spectral transformation over the whole frequency
bands containing not only domain-specific information, but
also domain-agnostic semantic details.

In converting the input images into the frequency domain,
we apply DCT to each channel separately. We then apply
random masked filtering to diversify the input images for
boosting the cross-domain transferability. Our spectral trans-
formation operation Tpapr () for source images x5 can be
mathematically expressed as follows:

Toapr () = 07 ((Gl@ + © M), ()
with the mask M defined as follows:

U(l—p,l-ﬁ-p), iff<fl7
M=11, if fi < f < fu, 2)
U(].*p,l+p), lffth,

where ©, ¢, qﬁ_l denote Hadamard product, DCT, and
inverse DCT (IDCT) operation, respectively. The random
noise & ~ N (0,02I) is sampled from a Gaussian distribu-
tion, and the mask values are randomly sampled from Uni-
form distribution, denoted as 4. For the random mask matrix

M which has same dimension with the DCT output, we as-
sign its matrix component values as defined in Equation 2,
where we set the low and high thresholds as f;, and f3,
respectively, to distinguish low-, mid-, and high-frequency
bands. Note that we can parameterize our FADR module
with hyper-parameters p and o. The spectral transformation
in our FADR module is conceptually illustrated in Figure 3.

The augmented image output from FADR is then fed as
input to the generator Gy(+) to yield the adversarial image
z!, = P(Go(Trapr(xs))), after the perturbation projection
within the pre-defined budget of ||d]|o < €.

Frequency-Augmented Contrastive Learning

Recent works on multi-object scene attacks have highlighted
the importance of feature-level contrast for transferable gen-
erative attacks. In a similar approach to their ideas of ex-
ploiting local patch differences (Aich et al. 2023) or CLIP
features (Aich et al. 2022), our FACL module seeks to ap-
ply feature contrast specifically in the domain-agnostic mid-
frequency range for improving the generalization capability
of the trained perturbation generator Gy (-).

Spectral decomposition. According to the training
pipeline of our FACL-Attack in Figure 2, the generated
adversarial image « undergoes spectral decomposition
before feature extraction from the surrogate model. This
process is carried out by using a band-pass filter M,, and
a band-reject filter M },,, to decompose the surrogate model
inputs into mid- and low/high-band FCs, respectively. The
spectral decomposition operator is defined as follows:

17 if fl § f < fh7
M =
bp {0, otherwise,

3)

where My, is the opposite of My, holding its values in
reverse. Then the spectrally decomposed features from the
surrogate model f are defined as:

Zband = fk (¢_1 (¢(fﬁinput) ©) Mband))7 €]

where Myana is set to either My, or My,, and fi(-)
denotes the k-th layer of f. Given x4 and z/ as input,
we finally obtain two pairs of band-specific frequency-
augmented features to contrast, i.e., (2, z),) for repelling,
and (2, z};,) for attracting each other.

Loss function. The baseline loss L,.ig for attacking the
surrogate model via contrasting clean and adversarial feature
pairs is defined as follows:

£0rig = Slm(fk(ws)vfk(w.lg))a (5)

where sim refers to the standard cosine similarity metric. To
boost the attack transferability, our FACL module effectively
exploits the spectrally decomposed feature pairs in our pro-
posed FACL loss function defined as follows:

Leacr, = sim(z,, z,,,) — sim(z,, 2,), (6)

where the goal of Lpacy is to reinforce the effectiveness
of domain-agnostic mid-band feature contrast (z,,z.,),
while minimizing the importance of domain-specific low-



Figure 4: Clean image, unbounded adversarial images
from baseline and FACL, and the final difference map
(Diff(baseline, baseline+FACL)), from left to right. Our
generated adversarial perturbations are more focused on
domain-agnostic semantic region such as shape, facilitating
more transferable attack.

and high-band feature difference (z;,, z),,). In this approach,
our Lpacr facilitates the push-pull action among the band-
specific feature pairs, further guiding the perturbation gen-
eration towards more robust regime, as shown in Figure 4.

Final learning objective. We train our perturbation gen-
erator by minimizing the total loss function as follows:

min (Aorig - Lorig + AracL - LracL), (N

where \orig and Apacr, are loss coefficients. The objective
guides our generator G(+) to generate more robust pertur-
bations to domain shifts as well as model variances.

Experiments
Experimental Setup

Datasets and attack settings. We evaluate our method
over challenging strict black-box settings (i.e., cross-domain
and cross-model) in the image classification task. We set
the target domain and victim model to be different from the
source domain and surrogate model. The perturbation gen-
erator is trained on ImageNet-1K (Russakovsky et al. 2015)
and evaluated on CUB-201-2011 (Wah et al. 2011), Stan-
ford Cars (Krause et al. 2013), and FGVC Aircraft (Maji
et al. 2013). As BIA (Zhang et al. 2022) highlights the im-
portance of using a large-scale dataset for training, we train
on ImageNet-1K accordingly. For the cross-model setting,
we evaluate our method over black-box models but white-
box domain (i.e., ImageNet-1K) setting. The details for the
datasets are described in Table 1.

Surrogate and victim models. Our perturbation gener-
ator is trained against ImageNet-1K pre-trained surrogate
models (e.g., VGG-16 (Simonyan and Zisserman 2015)).
For the cross-model evaluation, we investigate other ar-
chitectures including VGG-19 (Simonyan and Zisserman
2015), ResNet50 (Res-50), ResNet152 (Res-152) (He et al.
2016), DenseNetl121 (Dense-121), DenseNet169 (Dense-
169) (Huang et al. 2017) and Inception-v3 (Inc-v3) (Szegedy

Dataset # Class # Train/Val. Resolution
ImageNet-1K 1,000 1.28 M /50,000  224x224
CUB-200-2011 200 5,994 /5,794 448 <448
Stanford Cars 196 8,144/ 8,041 448 x448
FGVC Aircraft 100 6,667 /3,333 448 <448

Table 1: Description of datasets.

et al. 2016). For the cross-domain setting (i.e., CUB-201-
2011, Stanford Cars, and FGVC Aircraft), we use fine-
grained classification models trained under DCL frame-
work (Chen et al. 2019) with three different backbones,
which include Res-50, SENet154 and SE-ResNet101 (SE-
Res101) (Hu, Shen, and Sun 2018).

Implementation details. We closely follow the imple-
mentation of recent works on generative attacks (Naseer
et al. 2019; Nakka and Salzmann 2021; Zhang et al. 2022;
Aich et al. 2022) for fair comparison. Our perturbation gen-
erator consists of down-sampling, residual, and up-sampling
blocks that translate clean images into adversarial examples.
The surrogate model layer from which we extract features is
Maxpool.3 for VGG-16. We train with an Adam optimizer
(B1 = 0.5, o = 0.999) (Kingma and Ba 2015) with the
learning rate of 2 X 104, and the batch size of 16 for 1
epoch. The perturbation budget for crafting the adversarial
image is [, < 10. For the FADR hyper-parameters, we fol-
low a prior work (Huang et al. 2021) to set the low and high
frequency threshold to f; = 7 and f;, = 112, respectively.
We use p = 0.01 and o = 8 for spectral transformation and
describe more details in Supplementary.

Evaluation metric and competitors. We choose the top-
1 classification accuracy after attacks as our main evaluation
metric, unless otherwise stated. The reported results are the
average values obtained from three random seed runs. The
competitors include the state-of-the-art generative attacks
such as GAP (Poursaeed et al. 2018), CDA (Naseer et al.
2019), LTP (Nakka and Salzmann 2021), and BIA (Zhang
et al. 2022). We set BIA as our baseline.

Main Results

Cross-domain evaluation results. We compare our
FACL-Attack with the state-of-the-art generative-model
based attacks on various black-box domains with black-
box models. During the training stage, we leverage the
ImageNet-1K as the source domain to train a perturbation
generator against a pre-trained surrogate model. In the infer-
ence stage, the trained perturbation generator is evaluated on
various black-box domains (i.e., CUB-200-2011, Stanford
Cars, and FGVC Aircraft) with black-box victim models.
The victim models include pre-trained models which were
trained via DCL framework with three different backbones
(i.e., Res-50, SENet154, and SE-Res101).

As shown in Table 2, our FACL-Attack outperforms
on most cross-domain benchmarks, among which are also
cross-model, by significant margins. This demonstrates the
strong and robust transferable capability of the generator
trained by our novel approach with data- and feature-level



Method CUB-200-2011 Stanford Cars FGVC Aircraft AVG.
Res-50 SENet154 SE-Res101 Res-50 SENet154 SE-Res101 Res-50 SENet154 SE-Res101
Clean 87.35 86.81 86.56 9435 93.36 92.97 9223  92.08 91.90 90.85

GAP (Poursaeed et al. 2018)  68.85  74.11 72.73 85.64 84.34 87.84 81.40  81.88 76.90 79.30
CDA (Naseer et al. 2019) 69.69  62.51 71.00 75.94 7245 84.64 71.53  58.33 63.39  69.94
LTP (Nakka and Salzmann 2021) 30.86  52.50 62.86 34.54  65.53 73.88 1590 60.37 52.75 4991
BIA (Zhang et al. 2022) 32.74 5299 58.04 39.61 69.90 70.17 28.92  60.31 46.92 51.07

FACL-Attack (Ours) 24.74  44.06 53.75 26.58 65.71 61.40 19.72  52.01 48.51 44.05

Table 2: Cross-domain evaluation results. The perturbation generator is trained on ImageNet-1K with VGG-16 as the surrogate
model and evaluated on black-box domains with black-box models. We compare the top-1 classification accuracy after attacks
with the perturbation budget of [, < 10 (the lower, the better).

Method Venue VGG-16 VGG-19 Res-50 Res-152 Dense-121 Dense-169 Inc-vd AVG.

Clean - 70.14 70.95 74.61 77.34 74.22 75.75 76.19 74.17

GAP (Poursaeed et al. 2018) CVPR’18 23.63 28.56 57.87 65.50 57.94 61.37 63.30 55.76
CDA (Naseer et al. 2019) NeurIPS’ 19 0.40 0.77 36.27 51.05 38.89 42.67 54.02 32.01
LTP (Nakka and Salzmann 2021) NeurIPS’21 1.61 2.74 21.70 39.88 23.42 25.46 41.27 22.30
BIA (Zhang et al. 2022) ICLR’22 1.55 3.61 25.36 42.98 26.97 32.35 41.20 24.86
FACL-Attack (Ours) - 1.45 2.92 19.72 36.61 21.34 25.61 29.97 19.66

Table 3: Cross-model evaluation results. The perturbation generator is trained on ImageNet-1K with VGG-16 as the surrogate
model and evaluated on black-box models including white-box model (i.e., VGG-16). We compare the top-1 classification

accuracy after attacks with the perturbation budget of [, < 10 (the lower, the better).

guidance in the frequency domain. We posit that the re-
markable generalization ability of FACL-Attack owes to
the synergy between our two proposed modules that effec-
tively guide feature-level separation in the domain-agnostic
mid-frequency band (i.e., FACL), complemented by data-
level randomization only applied to the domain-specific fre-
quency components (i.e., FADR). In other words, our spec-
tral approach does help improve the generalization capabil-
ity of the perturbation generator to other black-box domains
as well as unknown network architectures. Moreover, our
proposed training modules are complementary with existing
generative attack frameworks and can further improve the
attack transferability, as shown in Supplementary.

Cross-model evaluation results. Although we demon-
strated the effectiveness of FACL-attack on boosting the
transferability in strict black-box settings (i.e., cross-domain
as well as cross-model) as shown in Table 2, we further in-
vestigated on the black-box model scenario in a controlled
white-box domain (i.e., ImageNet-1K). In other words, the
generator is trained against a surrogate model (i.e., VGG-
16) and evaluated on various victim models which include
VGG-16 (white-box), VGG-19, Res-50, Res-152, Dense-
121, Dense-169, and Inc-v3.

As shown in Table 3, ours also outperforms on most gen-
erative attacks where they seem to partially overfit to the
white-box model (i.e., VGG-16). Our outperforming results
validate the strong transferability in cross-model attacks,
in addition to cross-domain. We posit that the frequency-
augmented feature learning could help the perturbation gen-
erator craft more robust perturbations, which exhibit bet-
ter generalization capability to unknown feature space. This

Method | Lorig Trapr LrFAcL | Cross-Domain Cross-Model

Clean | | 90.85 74.17
Baseline| v 51.07 24.86
FADR | vV v 46.24 20.28
FACL | V v 45.36 20.70
Ours v v v 44.05 19.66

Table 4: Ablation study on our proposed modules. TpaDR
and Lpacy, are defined in Eq. 1 and 6, respectively.

aligns with a recent finding (Long et al. 2022) that spectral
data randomization contributes to enhance the transferability
via simulating diverse victim models.

More Analyses

Ablation study on our proposed modules. We examined
different attack designs to find out how our proposed mod-
ules contribute to the attack transferability. As shown in Ta-
ble 4, we trained the perturbation generator by employing
each method and evaluated under realistic black-box set-
tings. Cross-Domain is defined as ImageNet-1K — {CUB-
200-2011, Stanford Cars, FGVC Aircraft} and Cross-Model
indicates VGG-16 — {VGG-16, VGG-19, Res-50, Res-152,
Dense-121, Dense-169, Inc-v3}. Baseline is trained with
Lorig Without any data randomization or band-specific fea-
ture contrast. FADR is trained with L, and frequency-
aware domain randomization using Tpapgr. FACL is trained
with L. and band-specific feature contrast using Lracr.
As shown in Table 4, Baseline trained with naive mid-



Method | Clean Baseline All-Rand Ours

Cross-Domain | 90.85 51.07 47.24 44.05
Cross-Model 74.17 24.86 21.68 19.66

Table 5: Comparison with domain randomization on the en-
tire frequency band.

Method | Accuracy | | SSIMT PSNRT LPIPS|

BIA (I, < 10) 24.86 0.73  28.71 0.49
Ours (I < 10) 19.66 072 28.61 0.49

Ours (I.c <9) | 2385 | 075 2948 0.47

Table 6: Comparison on image quality of adversarial exam-
ples with cross-model accuracy on ImageNet-1K.
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Figure 5: Average cross-domain evaluation results across
various frequency thresholds.

layer feature contrast (i.e., Loyig) does not perform well due
to the domain bias and model over-fitting. FADR and FACL
each outperforms Baseline by a large margin, demonstrat-
ing the importance of selectively randomizing the domain-
variant data components and contrasting domain-invariant
feature pairs for boosting the black-box transferability, re-
spectively. Furthermore, Ours performs the best consis-
tently. We speculate that FADR and FACL are complemen-
tary since data augmentation through our FADR facilitates
the stable feature contrastive learning.

Comparison with full-band randomization. We further
investigated on the effectiveness of our domain random-
ization scheme, comparing with the full-band frequency
randomization as practiced before (Long et al. 2022). As
shown in Table 5, our novel domain-aware approach is su-
perior to the naive full-range randomization method (i.e.,
All-Rand). Remarkably, All-Rand is closely related to a
recent work, namely SSA (Long et al. 2022), which im-
proves the iterative attack transferability by full-range spec-
tral augmentation. Compared to SSA, our method exclu-
sively randomizes the domain-specific low/high-FCs and ex-
ploits the frequency-augmented feature contrast. Ours out-
performs All-Rand by 3.19%p and 2.02%p in each cross-
domain and cross-model evaluation. Without identifying and
preserving domain-agnostic information, even the state-of-
the-art method could excessively randomize images, result-
ing in the degradation of image semantics and leading to the
sub-optimal adversarial perturbation generation.

Sensitivity on frequency thresholds. We investigated the
sensitivity of the chosen frequency thresholds to verify the

Figure 6: Qualitative results. Clean images (row 1), un-
bounded adversarial images (row 2), and bounded (lo, <
10) adversarial images (row 3) are shown for various do-
mains. All of the final unbounded adversarial image samples
cause victim classifier models to make incorrect predictions.

robustness of our approach. As shown in Figure 5, our
method shows robust attack performance across adjacent
threshold values, surpassing the baseline performance. This
implies that mid-frequency range contains domain-agnostic
information that is effective in generating transferable per-
turbations against arbitrary domains and models.

Analysis on image quality. Although our work is focused
on generating more powerful adversarial perturbations, the
image quality of the crafted adversarial examples should
also be carefully examined. As shown in Figure 6, FACL-
Attack can craft effective and high-quality adversarial im-
ages with imperceptible perturbations. We also conducted
a quantitative evaluation of image dissimilarity metrics be-
tween clean and adversarial image pairs, including SSIM,
PSNR, and LPIPS. As shown in Table 6, we found that ours
with a lower perturbation of [, < 9 demonstrates superior
image quality than the baseline with [, < 10 while achiev-
ing better attack performance. In other words, it can yield
better attack transferability with lower perturbation power
and better image quality, which are very remarkable assets
for real-world black-box attacks. We refer to Supplementary
for more qualitative and quantitative evaluation results.

Conclusion

In this paper, we have introduced a novel generator-based
transferable attack method, leveraging spectral transforma-
tion and feature contrast in the frequency domain. Our work
drew inspiration from domain generalization approaches
that utilize frequency domain techniques, adapting and en-
hancing them for the attack framework. In our method, we
target spectral data randomization on domain-specific image
components, and domain-agnostic feature contrast for train-
ing a more robust perturbation generator. Extensive evalua-
tion results validate the effectiveness in practical black-box
scenarios with domain shifts and model variances. It can also
be integrated into existing attack frameworks, further boost-
ing the transferability while keeping the inference time.
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Supplementary Material

In this supplementary material, we provide contents that
were not included in our main paper due to space limita-
tions. This includes additional experimental details, adapt-
ing FACL-Attack to other attacks, additional quantitative re-
sults, and additional qualitative results.

Additional Experimental Details

In this section, we provide additional experimental specifics
on the algorithm details, implementation details, the FADR
module, and the FACL module.

Algorithm Details

We outline the algorithm details of FACL-Attack in Alg. Al.
The learning objective is to train a robust perturbation gen-
erator Gy(-) from which the crafted adversarial examples
transfer well to unknown target domain regardless of data
distributions or model architectures. The training is entirely
conducted in ImageNet-1K (Russakovsky et al. 2015) source
domain with the data distribution of X;.

To elaborate on our training strategy, we first randomly
initialize our perturbation generator Gy(-). Next, we ran-
domly sample a mini-batch o, with batch size N, derived
from the source data distribution X;. To prevent excessive
spectral transformation in 7papr (+) and ensure stable train-
ing, we exclusively transform N/2 samples within the mini-
batch in our FADR module. The augmented samples &
are then forward-passed through Gy(-) and the unbounded
adversarial examples &/, are crafted. To ensure impercep-
tibility, the adversaries are constrained by the perturbation
projection operator P(-). Then, we forward-pass «’, and &
through the pre-trained surrogate model f(-) after under-
going spectral decomposition D(-). Finally, we train the per-
turbation generator with the total loss objective that includes
the baseline loss Lyig and our contrastive loss Lracr,.

Implementation Details

Regarding the implementation of our generative attack, we
adhere to the training pipeline and the generator architec-
ture outlined in recent studies (Poursaeed et al. 2018; Naseer
et al. 2019; Nakka and Salzmann 2021; Zhang et al. 2022)
for fair comparison. Elaborating on the framework, a pertur-
bation generator crafts an adversarial example from a clean
input image, and the resulting unbounded adversarial exam-
ple is constrained by a perturbation budget of I, < 10. Sub-
sequently, the final pairs of adversarial and clean image are
fed into the surrogate model for the attack.

For GAP (Poursaeed et al. 2018), we used their official
code for the training. As for CDA (Naseer et al. 2019), we
also used their pre-trained models for evaluation. We re-
implemented LTP (Nakka and Salzmann 2021), utilizing the
same generator architecture as BIA, but with their proposed
Lo loss. We set BIA (Zhang et al. 2022) as our baseline and
implemented our proposed modules upon their code. We

Algorithm Al: FACL-Attack

Require: Source data distribution X, surrogate model f%(-), per-
turbation generator Gy (-), perturbation projector P(-), pertur-
bation budget €, spectral transformation 7rapr (), spectral de-
composition D(+)

Ensure: Randomly initialize the generator Go(-)

1: repeat

2: Randomly sample a mini-batch s ~ X w/ batch size N

3: Transform Trapr () the N/2 samples in each mini-batch

4: Prepare the augmented samples s = Trapr ()

5: Forward-pass &5 through Gy (-) and generate unbounded
adversarial examples &/,

6: Bound the adversarial examples with P(-) such that:

7: Forward-pass x/, and & through fi(+) for Lorig
Forward-pass D(x) and D(&) through fx(-) for Lracr,
9: Compute the total loss £

*®

L = Xorig * Lorig + AracL - LracL

10: Backpropagate gradients and update Gy (-)
11: until Go(-) converges

Method \ Cross-Domain Cross-Model
Baseline 49.73 +1.18 24.20 £ 0.71

+ FADR only 46.24 +0.21 20.28 +1.25
+ FACL only 45.36 £ 0.38 20.70 & 0.61
+ FADR + FACL 44.05 +1.25 19.66 4 0.67

Table A1l: Multiple random runs with three different seeds.
We report the averaged top-1 classification accuracy after
attacks (the lower, the better) with the standard deviation.

conducted three different random runs to ensure reliability
and reproducibility of our proposed method, which are re-
ported in Table Al. Note that our re-training of BIA (base-
line) shows a slight better performance than the reported one
in the paper. The training takes around 14 hours when using
a single NVIDIA RTX A6000 GPU. The S/W stack includes
PyTorch 1.8.0, CUDA 11.1, and CUDNN 8.4.1.

Details on FADR Module

The objective of our FADR module is to convert a source-
domain image x into an augmented sample &, within the
frequency domain. This process is designed to to improve
the training of the perturbation generator Gy (-) and thereby
generate a more robust adversarial example with the same
input dimensions. Our spectral transformation Tgapgr(-)
randomizes domain-variant low- and high-frequency com-
ponents (FCs) while keeping the domain-invariant mid-FCs.
Building upon the insights from frequency threshold selec-
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Figure Al: The averaged cross-domain (left) and cross-
model (right) top-1 classification accuracy after attacks ({
is better) with respect to FADR hyperparameters of p and o.

Method  |Low-Rand Mid-Rand High-Rand All-Rand |[FADR

Cross-Domain| 47.06 48.17 47.78 47.24 | 46.24
Cross-Model 21.25 22.99 22.79 21.68 | 20.28

Table A2: Comparison with various band randomization.
We report the averaged top-1 classification after attacks (the
lower, the better).

tion to segment frequency bands into low, mid, and high
ranges as discussed in (Huang et al. 2021), we set the low
and high frequency thresholds at f; = 7 and f;, = 112 for
an input image of dimensions H x W = 224 x 224 after re-
sizing. These thresholds have been adjusted proportionally
in accordance with our input image size.

Our randomization scheme is closely related to the previ-
ous spectrum simulation attack (SSA) (Long et al. 2022),
which randomizes the Discrete Cosine Transform (DCT)
converted frequency coefficients as a whole. In contrast,
FACL-Attack is designed to specifically randomize the FCs
in the domain-variant low- and high-frequency bands. More-
over, SSA (Long et al. 2022) trains on a set of image samples
augmented multiple times. In contrast, our approach applies
randomization to only half of the samples within a mini-
batch. This strategy is employed to enhance training stabil-
ity and alleviate the risk of potential over-fitting. Note that
we use the whole ImageNet-1K (Russakovsky et al. 2015)
(~128K) although they use ImageNet-compatible dataset
(~1K) for the training dataset.

Hyperparameter selection. The spectral transformation
operator Tpapr(+) has two hyperparameters: p and o. We
conducted experiments to select an optimal combination of
these hyperparameters, using Dense-169 as the surrogate
model. We used a different surrogate model from the one
mentioned in the main paper (i.e., VGG-16) to ensure that
the chosen randomization scheme is applicable in a broader
context. For the p, we vary the value from 0.001 to 0.1, in-
creasing by a factor of ten. For the o, we vary the value from
4 to 16, increasing by a factor of two. We evaluated the per-
formance for each combination of p and o in Figure Al.
Given the significance of both of p and o, we set the com-
bination of p = 0.01 and 0 = 8 as the optimal values for
achieving superior improvements in the cross-domain set-
ting. We speculate that excessive transformation could dis-
turb the training of the generator.

Figure A2: Clean image, unbounded adversarial image
from baseline+FACL, and the difference map (Diff{baseline,
baseline+FACL)), from left to right. Our generated perturba-
tions are more focused on domain-agnostic semantic region
such as shape, facilitating more transferable attack.

Comparison with various band randomization. We fur-
ther investigated on the effectiveness of our domain ran-
domization scheme with respect to each frequency band. As
shown in Table A2, our novel frequency-aware randomiza-
tion with domain knowledge is superior to other naive band-
specific or full-range randomization (Long et al. 2022) meth-
ods. As Mid-Rand degrades the performance compared to
Low-Rand and High-Rand, we note that mid-band FCs con-
tain more domain-invariant information to be preserved than
domain-variant FCs in the low- or high-band. Nonetheless,
the overall performance is boosted compared to the baseline,
and this could potentially be attributed to the Gaussian noise
augmentation in our randomization module.

Details on FACL Module

The FACL module is designed to boost the robustness
by leveraging the surrogate model f(-) to push apart the
domain-invariant mid-FCs feature pairs from clean and ad-
versarial examples, while attract the domain-variant low-
and high-band FCs pairs each other. We have named this
module “frequency-augmented” since the contrasted feature
pairs are augmented within the frequency domain before be-
ing fed into the surrogate model. We use the same frequency
thresholds as FADR for spectral decomposition D(+), which
is used to decompose the input images into mid-FCs and
low-/high-FCs with band-pass and band-reject filters, re-
spectively. For implementing the baseline loss Loig, We ex-
tract mid-layer features from Maxpool.3 of VGG-16 (Si-
monyan and Zisserman 2015) as in BIA (Zhang et al. 2022).
For implementing our contrastive loss Lpacr, we employ
the 512-dimensional mid-layer features (i.e., ReLLU after
Conv4_1) in line with the contrastive loss implementation
of GAMA (Aich et al. 2022).

Difference map analysis. As discussed in BIA (Zhang
et al. 2022), we also utilize the difference map based on the



Method

Cross-Domain

Cross-Model

Adapting to BIA (Zhang et al. 2022)

BIA 51.07 24.86
BIA+DA 40.65 19.60
BIA+RN 43.17 17.87

Ours 44.05 19.66
Ours+D A 38.46 16.93
Ours+ RN 50.06 18.51

Adapting to LTP (Nakka and Salzmann 2021)

LTP 49.91 22.30

+Ours 47.81 19.74

Table A3: The averaged top-1 classification accuracy after
attacks (the lower, the better), with adapting FACL-Attack
to existing generative attacks. The generator is trained on
ImageNet-1K against VGG-16 surrogate model and evalu-
ated on each black-box setting.

generator features to conduct a more comprehensive anal-
ysis of the effectiveness and contributions of our proposed
modules. We employ a ResNet-based perturbation generator
model architecture consisting of a series of down-sampling
blocks, residual blocks, and up-sampling blocks. Specifi-
cally, we take the output features of the down-sampling
feature extraction block by applying cross-channel average
pooling to obtain a difference map between the baseline and
ours. From the perspective of the generator feature space, we
define the difference map as follows:

1, Fd  —Fi >0
D _ ? ours Orlg ’ Al
i1 (P Fi) = {7 o (An
with FOrlg and F¢  defined as:
o | o G ()]
orig — C ’
k)
Fﬁurs | S C"““( 2 (A2)

where G (ki and G ) each denotes k" channel output of

the down-samphng block of baseline and ours, respectlvely
In Figure A2, we present difference maps across various
domains to compare our FACL with the baseline. It is no-
ticeable that the object is more highlighted with our method
compared to the baseline. As this phenomenon is consistent
across domains, we posit that our improved transferability
could stem from the successful generation of perturbations
in the domain-agnostic semantic region.

Adapting FACL-Attack to Other Attacks

To explore the versatility of our proposed modules with
other existing generator-based methods, we conducted plug-
and-play studies involving BIA (Zhang et al. 2022) and
LTP (Nakka and Salzmann 2021). With both our FADR and
FACL modules in place, we evaluated the efficacy of our
FACL-Attack by integrating it into the established training
strategies, as depicted in Table A3.
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Figure C1: Comparison on the attack accuracy and the im-
age quality metrics. The perturbation generator is trained on
ImageNet-1K against VGG-16 surrogate model and evalu-
ated on the various domains (i.e., CUB-200-2011, Stanford
Cars, FGVC Aircraft). We report the averaged top-1 classi-
fication accuracy after attacks (the lower, the better) with a
perturbation budget of [, < 10. Ours achieves superior at-
tack accuracy with competitive image quality scores.

Adapting to BIA. Since we set BIA (Zhang et al. 2022)
as our baseline, we already demonstrated the effectiveness
of our proposed modules (i.e., FADR, FACL) when incorpo-
rated into BIA in the paper. As there are two module variants
in BIA (i.e., DA for domain-agnostic attention, and RN
for random normalization), we conducted additional experi-
ments with our FACL-Attack utilizing each BIA variant. For
the DA, “Ours+D.A” is superior to “BIA+D.A”, implying
that our method could be compatible with D A. For the RN/,
we conjecture that our FADR conflicts with the RA mod-
ule, which additionally simulates different data distributions
in the training pipeline. We also note that D.A and RN mod-
ules are not compatible together, as addressed in BIA (Zhang
et al. 2022).

Adapting to LTP. We conducted another plug-and-play
study on LTP (Nakka and Salzmann 2021), which leverages
mid-level features of the surrogate model to learn an effec-
tive and transferable perturbation generator. As shown in Ta-
ble A3, our method can further enhance the attack transfer-
ability in both cross-domain and cross-model setting.

Additional Quantitative Results

Attack accuracy and the image quality. We conducted
additional quantitative evaluation on the image quality
of the generated adversarial examples across domains
in Figure Cl. Across the three perceptual metrics (i.e.,
SSIM, LPIPS, and PSNR), our method aligns with both
LTP (Nakka and Salzmann 2021) and BIA (Zhang et al.
2022) and does not exacerbate the image quality, while im-
proving the attack accuracy. On the other hand, while there
are slightly better quality scores with GAP (Poursaeed et al.
2018) and CDA (Naseer et al. 2019), their attack perfor-
mance falls below the expected standard.

Comparison with iterative attacks. We compared our
method against iterative-based adversarial attacks in Ta-
ble Cl. The competitors include projected gradient de-
scent (PGD) (Madry et al. 2017), diverse inputs method



CUB-200-2011

Stanford Cars FGVC Aircraft

Method AVG.
Res-50 SENetl154 SE-Res101 Res-50 SENetl154 SE-Resl01 Res-50 SENet154 SE-Res101

Clean 87.35 86.81 86.56 94.35 93.36 92.97 92.23 92.08 91.90 90.85

PGD (Madry et al. 2017) 80.65 79.58 80.69 87.45 89.04 90.30 84.88 83.92 82.15 84.30

DIM (Xie et al. 2019)  70.02 62.86 70.57 74.72 78.10 84.33 73.54 66.88 62.38 71.49

DR (Lu et al. 2020) 81.08 82.05 82.52 90.82 90.59 91.12 84.97 87.55 85.54 86.25

SSP (Naseer et al. 2020) 62.27 60.44 71.52 58.02 75.71 83.02 54.91 68.74 63.79 66.49

FACL-Attack (Ours) 24.74 44.06 53.75 26.58 65.71 61.40 19.72 52.01 48.51 44.05

Table C1: Comparison with iterative attacks. The perturbation generator is trained on ImageNet-1K against VGG-16 surrogate
model and evaluated on black-box domains with black-box models. We compare the top-1 classification accuracy after attacks

with the perturbation budget of [, < 10 (the lower, the better).

Method WRN-50 MNasNet MobileNetV3 ConvNeXt ViT-B/16 ViT-B/32 ViT-L/16 ViT-L/32
Clean 77.24 66.49 73.09 83.93 79.56 76.91 80.86 76.52
GAP (Poursaeed et al. 2018) 59.72 42.47 56.54 79.68 72.89 71.10 76.69 71.40
CDA (Naseer et al. 2019) 35.85 33.10 36.21 66.05 68.73 71.14 74.22 71.76
LTP (Nakka and Salzmann 2021) 22.66 45.28 43.30 70.43 72.44 72.69 76.75 72.73
BIA (Zhang et al. 2022) 33.30 34.31 35.26 69.17 67.05 68.15 73.23 69.78
FACL-Attack (Ours) 29.59 26.12 25.57 67.17 65.21 64.82 71.48 67.25

Table C2: Evaluation on the state-of-the-art models. The perturbation generator is trained on ImageNet-1K against VGG-16
surrogate model and evaluated on different network architectures. We compare the top-1 classification accuracy after attacks

with the perturbation budget of [, < 10 (the lower, the better).

(DIM) (Xie et al. 2019), dispersion reduction (DR) (Lu et al.
2020), and self-supervised perturbation (SSP) (Naseer et al.
2020). Following DR (Lu et al. 2020), we set the step size
« = 4, and the number of iterations 7" = 100 for all the iter-
ative methods. For DIM, we set the decay factor 4 = 1.0 and
the transformation probability p = 0.7. The results demon-
strate the superiority of our novel generative method in terms
of attack transferability.

Evaluation on the state-of-the-art models. We re-
port additional cross-model evaluation results on various
state-of-the-art networks in Table C2, including WRN-
50 (Zagoruyko and Komodakis 2016), MNasNet (Tan et al.
2019), MobileNet V3 (Howard et al. 2019), ConvNeXt (Liu
et al. 2022), and Vision Transformer (ViT) (Dosovitskiy
et al. 2021). Our method achieves superior cross-model
transferability to other baselines. Note that for the ViT, we
used ImageNet-1K fine-tuned models that were pre-trained
on ImageNet-21K.

Training against other surrogate models. We included
additional evaluation results with training against other sur-
rogate models (i.e.,VGG-19 and Dense-169) on the final
page: Table C1, C3, C2, and C4. As shown in the results,
our method consistently enhances the attack transferability
across various settings, demonstrating the generalization ca-
pability of our approach.

Additional Qualitative Results

We show our generated adversarial samples crafted using
FACL-Attack in Figure D1 for multiple datasets, including

CUB-200-2011 (Wah et al. 2011), Stanford Cars (Krause
et al. 2013), and FGVC Aircraft (Maji et al. 2013). As evi-
dent from the visualization of unbounded adversarial exam-
ples, FACL-Attack encourages the generator to focus more
on the object itself. This phenomenon becomes more no-
ticeable when the background color is uniform and solid.
For the unbounded adversarial examples in the middle row
with the ground truth class labels “767-400” and “Poma-
rine Jaeger,” the perturbations are concentrated more on the
domain-agnostic semantic region, such as the object’s shape.
While the visually displayed unbounded adversarial exam-
ples seem to undergo significant transformations, the re-
sulting bounded examples maintain an almost imperceptible
level of visual distortion, adhering to a perturbation budget
of lx < 10. Most importantly, our generated adversarial im-
ages are successful in inducing misclassification in the un-
known victim models and domains.



CUB-200-2011 Stanford Cars FGVC Aircraft

Method AVG.

Res-50 SENet154 SE-Res101 Res-50 SENetl154 SE-Res101 Res-50 SENet154 SE-Res101
Clean 87.35 86.81 86.56 94.35 93.36 92.97 92.23 92.08 91.90 90.85
GAP (Poursaeed et al. 2018) 77.39 77.29 77.34 87.30 87.48 88.27 79.45 80.86 76.36 81.30
CDA (Naseer et al. 2019) 59.48 61.08 68.50 58.53 70.70 80.70 59.26 52.24 62.26 63.64
LTP (Nakka and Salzmann 2021) 42.70 55.09 68.59 37.74 68.44 80.54 32.13 61.78 62.05 56.56
BIA (Zhang et al. 2022) 48.90 52.33 56.47 66.34 72.45 75.08 50.95 54.04 51.79 58.71
FACL-Attack (Ours) 41.96 42.60 52.26 37.78 68.61 63.84 25.98 53.11 44.64 47.86

Table C1: Cross-domain evaluation results. The perturbation generator is trained on ImageNet- 1K with VGG-19 as the surrogate
model and evaluated on black-box domains with black-box models. We compare the top-1 classification accuracy after attacks
with the perturbation budget of [, < 10 (the lower, the better).

Method Venue VGG-16 VGG-19 Res-50 Res-152 Dense-121  Dense-169 Inc-v3  AVG.

Clean - 70.14 70.95 74.61 77.34 74.22 75.75 76.19  74.17

GAP (Poursaeed et al. 2018) CVPR’18 36.56 29.44 61.10 67.49 60.77 64.69 65.50  55.08
CDA (Naseer et al. 2019) NeurIPS’19 1.09 0.26 24.95 44.64 39.00 42.97 55.22  29.73
LTP (Nakka and Salzmann 2021)  NeurIPS’21 2.40 1.84 21.61 41.17 30.09 31.87 46.39  25.05
BIA (Zhang et al. 2022) ICLR’22 2.50 1.88 25.40 41.60 29.81 37.08 46.59 26.41
FACL-Attack (Ours) - 2.07 1.18 25.40 44.07 29.01 34.00 34.17 24.27

Table C2: Cross-model evaluation results. The perturbation generator is trained on ImageNet-1K against VGG-19 surrogate
model and evaluated on black-box models including white-box model (i.e., VGG-19). We compare the top-1 classification
accuracy after attacks with the perturbation budget of /o, < 10 (the lower, the better).

Method CUB-200-2011 Stanford Cars FGVC Aircraft AVG.

Res-50 SENet154 SE-Res101 Res-50 SENet154 SE-Res101 Res-50 SENetl54 SE-Res101
Clean 87.35 86.81 86.56 94.35 93.36 92.97 92.23 92.08 91.90 90.85
GAP (Poursaeed et al. 2018) 60.87 72.39 68.17 77.63 83.72 84.84 75.46 80.02 72.64 75.08
CDA (Naseer et al. 2019) 52.92 60.96 57.04 53.64 73.66 75.51 62.23 61.42 59.83 61.91
LTP (Nakka and Salzmann 2021) 19.97 34.09 45.48 4.81 47.61 46.05 5.19 19.71 26.16 27.67
BIA (Zhang et al. 2022) 21.79 29.29 39.13 9.58 44.46 49.06 8.04 27.84 33.87 29.23
FACL-Attack (Ours) 9.65 28.13 33.71 4.04 39.07 25.87 3.54 14.67 12.78 19.05

Table C3: Cross-domain evaluation results. The perturbation generator is trained on ImageNet-1K with Dense-169 as the sur-
rogate model and evaluated on black-box domains with black-box models. We compare the top-1 classification accuracy after
attacks with the perturbation budget of [, < 10 (the lower, the better).

Method Venue VGG-16 VGG-19 Res-50 Res-152  Dense-121  Dense-169 Inc-vd  AVG.

Clean - 70.14 70.95 74.61 77.34 74.22 75.75 76.19  74.17

GAP (Poursaeed et al. 2018) CVPR’18 39.11 39.62 50.72 58.33 49.04 42.67 48.08  46.80
CDA (Naseer et al. 2019) NeurIPS’19 7.26 791 6.46 15.56 5.13 0.63 4378  12.39
LTP (Nakka and Salzmann 2021)  NeurIPS’21 5.93 7.52 6.34 10.73 6.68 4.39 40.92 11.79
BIA (Zhang et al. 2022) ICLR’22 4.76 7.15 6.97 13.833 6.60 6.45 38.58  12.05
FACL-Attack (Ours) - 2.78 3.68 3.78 5.07 3.56 2.84 25.74 6.78

Table C4: Cross-model evaluation results. The perturbation generator is trained on ImageNet-1K with Dense-169 as the surro-
gate model and evaluated on black-box models including white-box model (i.e., Dense-169). We compare the top-1 classifica-
tion accuracy after attacks with the perturbation budget of [, < 10 (the lower, the better).
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Figure D1: Additional qualitative results. Clean images (row I), unbounded adversarial images (row 2), and bounded adversarial
images (row 3; actual inputs to the classifier) are shown for various domains. The ground truth and each mis-predicted class
label are shown on the top and bottom.



