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Abstract

Diffusion-based personalized visual content generation
technologies have achieved significant breakthroughs, al-
lowing for the creation of specific objects by just learning
from a few reference photos. However, when misused to
fabricate fake news or unsettling content targeting individ-
uals, these technologies could cause considerable societal
harm. To address this problem, current methods generate
adversarial samples by adversarially maximizing the train-
ing loss, thereby disrupting the output of any personalized
generation model trained with these samples. However, the
existing methods fail to achieve effective defense and main-
tain stealthiness, as they overlook the intrinsic properties of
diffusion models. In this paper, we introduce a novel Dual-
Domain Anti-Personalization framework (DDAP). Specif-
ically, we have developed Spatial Perturbation Learning
(SPL) by exploiting the fixed and perturbation-sensitive
nature of the image encoder in personalized generation.
Subsequently, we have designed a Frequency Perturbation
Learning (FPL) method that utilizes the characteristics of
diffusion models in the frequency domain. The SPL dis-
rupts the overall texture of the generated images, while the
FPL focuses on image details. By alternating between these
two methods, we construct the DDAP framework, effec-
tively harnessing the strengths of both domains. To further
enhance the visual quality of the adversarial samples, we
design a localization module to accurately capture atten-
tive areas while ensuring the effectiveness of the attack and
avoiding unnecessary disturbances in the background. Ex-
tensive experiments on facial benchmarks have shown that
the proposed DDAP enhances the disruption of personal-
ized generation models while also maintaining high quality
in adversarial samples, making it more effective in protect-
ing privacy in practical applications.
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Figure 1. Illustration of adversarial examples generated by the
state-of-the-art (SOTA) Anti-DB [33]], and our method. The first
row displays the original images, the second row features adversar-
ial samples produced by Anti-DB, and the third row showcases ad-
versarial samples from our method. Both methods operate within
a noise budget of 12/255.

1. Introduction

In recent years, text-to-image generation models have
made significant advancements [}, [30, 24} [5]], and enabled
creation of photorealistic images from a given textual de-
scription [24] 27]. A notable application of these models
is personalization, where the aim is to customize text-to-
image diffusion models with user-provided subject images
[6,25L[12]. Giving just a few reference images, one can gen-
erate countless high-quality images containing the specified
subject.

The advancements in personalized generative models
have significantly enhanced the ability to create visual
content, presenting a convenient method to produce high-
quality and desirable images. However, the development
of this technology has also raised concerns about privacy
and the authenticity of information. Personalized generative
models like DreamBooth [25] and Textual Inversion [[6] en-
able the production of highly realistic images by fine-tuning



specific facial datasets. Such capabilities can be misused to
invade privacy, spread misinformation, or harm reputations
[35)]. Additionally, these technologies are sometimes ex-
ploited to illegally replicate the artistic styles of others and
create unauthorized artwork, violating intellectual property
rights [2l]. Thus, it is imperative to develop effective mea-
sures to safeguard users against these malicious applica-
tions.

To address these issues, recent proposals[28 [15} 14, 37,
33| 134] have introduced proactive protections that disrupt
fake image generation through adversarial attacks. These
methods aim to design perturbations that mislead the per-
sonalized diffusion model generation process, thereby im-
pairing its ability to generate. Specifically, Anti-DB[33]] fo-
cuses on disrupting personalized generation methods that
utilize fine-tuning, such as DreamBooth[25]. Anti-DB im-
proves attack performance by alternately using a surrogate
or fine-tuned fixed model with adversarial perturbations.
Although Anti-DB degrades the visual quality of the im-
ages, facial features remain recognizable, which is obvious
to both human observers and detection algorithms. Addi-
tionally, balancing the effectiveness of protection with im-
age quality proves challenging. As shown in Figure[l] de-
spite the same perturbation limits set, the disturbances intro-
duced by Anti-DB are more visually detectable. In practical
applications, users tend to choose high-quality images for
fine-tuning, and because the disturbances from Anti-DB are
prominent, the generated samples are often excluded, weak-
ening its privacy protection in real-world scenarios. Given
these limitations, this paper proposes a new solution.

In this paper, we present the Dual-Domain Anti-
Personalization framework (DDAP), addressing the chal-
lenges discussed earlier through a three-phase approach.
Initially, we refined spatial domain attack methods to de-
velop the Spatial Perturbation Learning (SPL) strategy. Us-
ing a dual-layer optimization strategy from Anti-DB[33]] ,
we effectively targeted fine-tuned personalized models. We
introduced a novel loss function to bridge the gap between
surrogate and actual models, enhancing defense effective-
ness. Inspired by SimAC[34], which highlighted the dif-
fusion model’s sensitivity to image frequency domains, we
created the Frequency Perturbation Learning (FPL) method.
This method focuses attacks on detailed areas, improving
efficiency and reducing irrelevant disturbances. By alternat-
ing between SPL and FPL, we established a robust model
disruption approach. Additionally, we incorporated Diffu-
sion Attentive Attribution Maps (DAAM)[31] and devel-
oped a precision localization module that identifies new
concept positions learned by personalized models in im-
ages. Targeting these areas optimizes the effectiveness of
the disruption and minimizes background disturbances. Our
main contributions are summarized as follows:

* We introduce the DDAP, a novel anti-personalization

framework that integrates our proposed SPL and FPL
methods. This framework disrupts the generation pro-
cess of personalized models by introducing impercep-
tible perturbations in both the spatial and frequency
domains, effectively disturbing the overall texture and
fine details of the generated images.

* We design an innovative localization module that can
precisely identify the positions of new concepts fo-
cused on by personalized models during fine-tuning.
By targeting these specific positions for attack, we
avoid disturbances in the background and ensure the
effectiveness of the attack.

» Extensive experiments demonstrate that our method
not only enhances the effectiveness of defending per-
sonalized models but also maintains the quality of the
images, making it better suited for practical applica-
tions in protecting user privacy and security.

2. Related Work
2.1. Diffuion Models for Text-to-Image Generation

Significant advancements have been achieved in text-to-
image (T2I) generation, largely thanks to the emergence
of large-scale training datasets such as LAIONS5B [29] and
the rapid development in diffusion-based generative models
[8, 15, 30]. GLIDE [20]] is the first T2I work on diffusion
models, which incorporates classifier-free guidance [9] into
text-conditioned image synthesis diffusion models, enhanc-
ing image quality in terms of photorealism and text-image
alignment. DALL-E2 [23] trains the text encoder jointly
with a diffusion prior using paired text-image data. Addi-
tionally, several studies [[18, |38} [39]] enhance the controlla-
bility of T2I synthesis by integrating extra conditional in-
puts, such as pose, depth, and normal maps.

Diffusion models typically involve iterative denoising
through a large U-Net, making the training computation-
ally intensive. For better trade-off between quality and effi-
ciency, both cascaded diffusion models, as seen in Imagen
[27]], and Latent Diffusion Models (LDMs [24]) have been
introduced. Imagen utilizes cascaded diffusion models in
pixel space to produce high-definition videos. Conversely,
LDMs compress image data with an autoencoder and ap-
ply diffusion models to the resulting latent space, enhanc-
ing efficiency. Stable Diffusion, standing out as the first
open-source project on latent space, significantly enhances
the widespread appllications of T2I generation.

2.2. Personalization

Customizing the model to generate a specific person or
subject has emerged as a prominent aspect within the field
of generative Al In the era of diffusion model, Textual
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Figure 2. Overall architecture: To integrate the advantages of both perturbation learning methods, we sequentially calculate gradients
from the two domains and update the perturbations after filtering through the localization module. We then switch the order of domains.
After several iterations, the adversarial samples accumulate gradients from both domains, resulting in improved defense capabilities and

maintained stealthiness.

Inversion [6] was proposed to optimize a textual embed-
ding of unique identifiers to represent the input concepts.
While DreamBooth [25], standing out as a popular diffu-
sion based methods for personalization, finetunes the the
pre-trained Stable Diffusion model with 3 ~ 5 reference
images to connect a less commonly used identifier (e.g.,
a sks person”) to the new concepts (e.g., a particular per-
son). Aiming to imporve finetuning efficiency, many stud-
ies focus on optimizing weight subsets or introducing ad-
ditional adapters. For instance, CustomDiffusion [12] only
optimizes the cross-attention layers in the U-Net. SVDiff
[[7] finetunes the singular values of weights. LoRa [10] ac-
celerates the finetuning of personalized models by modi-
fying cross-attention layers based on low-rank adaptation
techniques. HyperDreamBooth [26]] represents the input ID
images as embeddings further improving the efficiency and
speed of the personalization process. Recently, some plug-
and-play methods that do not require additional finetuning
or training have been proposed. For example, MagicFu-
sion [40] introduces a noise blending method between a
pre-trained diffusion model and a T2I personalized model.
DreamMatcher [19]] enhances the performance of T2I per-
sonalized models through semantic matching.

2.3. Privacy Protection for Diffusion Models

To prevent private images from being maliciously ex-
ploited by Stable Diffusion-based personalization methods,
researchers have proposed various techniques to guide mod-
els to produce irrelevant outputs. Photoguard [28]], as a
pioneering solution, attacks the encoder of the latent dif-
fusion model to prevent it from simulating user-provided
images. Building on Photoguard, AdvDM [135] protects
user images by generating adversarial samples. Mist [14]
combines semantic loss and textural loss to safeguard im-

age privacy. SDS [37] enhances protection speed and
reduces memory usage by introducing Score Distillation
Sampling [21]. These methods focus on attacking text-to-
image synthesis methods that use fixed diffusion models.
In contrast, Anti-DB [33] proposes an adversarial strategy
to counter fine-tuning-based personalized generation meth-
ods like Dreambooth, enhancing protection through alter-
nate training. Building on this, SimAC [34] employs adap-
tive greedy search to improve protection efficiency. Meta-
Cloak [[16] uses a meta-learning framework to address the
bi-level poisoning issue in Anti-DB, creating perturbations
that are both transferable and robust.

Although these methods can mitigate the malicious use
of Stable Diffusion for personalized customization to some
extent, there are still some limitations that hinder their prac-
tical application. The main drawbacks can be summarized
in three aspects. Firstly, these methods primarily utilize
reconstruction loss for generating adversarial samples, ne-
glecting the unique properties of diffusion models. Sec-
ondly, techniques such as the bi-level optimization in Anti-
DB [33]) disrupt the overall texture without effectively eras-
ing the user-provided identity and structural details, com-
promising privacy protection. Lastly, the approach of per-
turbing all image pixels results in excessive and irrelevant
disturbances, degrading the visual quality particularly in
delicate areas like facial features.

Different from existing works suffering from either weak
anti-personalization or poor quality, the proposed DDAP
effectively disrupts the generation process of personalized
generative models while maintain the balance between per-
turbation effectiveness and visual quality.



3. Methodology

In this section, we first cover the basics of our task in
Section 3.1, including the Latent Diffusion Model (LDM)
[8] principles and current adversarial attack methods. In
Section 3.2, we discuss our Spatial Perturbation Learning
(SPL) that introduces disturbances into pixel space. Section
3.3 details our method for adding disturbances to the fre-
quency domain through Frequency Perturbation Learning
(FPL). Section 3.4 describes how we enhance defense by
combining SPL and FPL. Lastly, in Section 3.5, we intro-
duce our new localization module. The overall architecture
is shown in Figure[2}

3.1. Preliminary

Latent Diffusion Model (LDM). The Diffusion Model
[8] represents a category of generative models. The LDM
[24] is a variant that functions within the latent space de-
fined by an autoencoder, as opposed to operating directly in
the pixel space. Specifically, an encoder maps the input im-
age to a latent space zp = (), and a decoder reconstructs
it back to xp. During the forward process, noise is added
at each time step to generate a sequence {z1, 22,..., 27},
where zr can be considered as a standard Gaussian distri-
bution. The backward process trains model €p(z;, t) to pre-
dict the noise added in z; to infer z;_;. During denoising,
the training loss is [2 distance, as shown in Eq. ().

Lcond(GaZO) = lz‘zo,t,P,eG./\f((),l)||6 - GB(ZtJrlatvP)H%' (1)

where t is uniformly samples within {1,...,T}, text
prompt P is the condition. By iteratively sampling 2z;_1,
Gaussian noise zp is transformed into latent zy. The fi-
nal image is generated by the decoder 2o = D(zg). Stable
Diffusion [24] is one of the few open-sourced LDM and is
widely used in the community. Our research predominantly
focused on the experimentation with this model.

Adversarial Examples.

Unlike adversarial examples in image classification tasks
[13]], which introduce perturbations to cause misclassifi-
cation, adversarial defense methods for diffusion models
aim to prevent personalized generative models from accu-
rately learning image features during training. Additionally,
the parameters 6 of the model require finetuning to be ob-
tained. Therefore, the Alternating Surrogate and Perturba-
tion Learning (ASPL) algorithm was proposed in Anti-DB
[33]] to incorporate the training of the surrogate personaliza-
tion model with the perturbation learning in an alternating
manner. The adversarial attack process is shown below:

Spatial Perturbation Learning (SPL)
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Figure 3. The pipeline of Spatial Perturbation Learning (SPL).
This method uses gradients derived from the latent loss of the im-
age and the reconstruction loss of the diffusion model to progres-
sively adjust the generated noise.
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First, the backbone Stable Diffusion model 6 (Eq. ()
is copied to 6’. Then, the surrogate personalized gener-
ative model 0’ is obtained by minimizing the adversarial
loss Ly, which is the loss function for fine-tuning. Subse-
quently, the adversarial perturbation § is obtained by max-
imizing the conditional loss L.,,4. Finally, the model pa-
rameters ¢ are updated by minimizing the fine-tuning loss
Lyn. This process alternates between the surrogate model
and the adversarial perturbation to enhance the effectiveness
of the adversarial attack.

3.2. Spatial Perturbation Learning (SPL)

Personalized generative models, such as Dreambooth
[25]], require thousands of fine-tuning iterations to learn new
concepts, typically around 1000 iterations. In contrast, the
surrogate model in ASPL [33]] undergoes only a few fine-
tuning iterations, leading to differences between the surro-
gate and real models. Inspired by [37], we propose using
a latent loss to target the image encoder module within the
LDM. This module remains fixed during fine-tuning and is
more vulnerable to perturbations than the denoiser module.
The spatial adversarial attack aims to maximize the spa-
tial difference between clean and protected images, causing
misidentification in subsequent uses. The process is illus-
trated in Figure 3] and the objective function includes latent
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Figure 4. The Frequency Perturbation Learning (FPL) pipeline be-
gins by splitting the input image into blocks and transforming each
into the frequency domain using the DCT. Perturbations are added,
and then the blocks are converted back to the spatial domain using
the IDCT and merged to form the adversarial example. In each
iteration, we calculate the adversarial loss and update the pertur-
bations accordingly.

loss and reconstruction loss as follows.

‘Ccond = E‘”6 - eadv”; (6)
Ligtens = Bl|2° — 22%|13, ()
‘Cs = Lcond + é.‘clatenta (8)

where € and z respectively represent the predicted noise and
latent codes generated from images, and £ represents the
weight of the attack on the text encoder. The objective func-
tion of the SPL algorithm is formulated to iteratively update
noise for N times to maximize the £ loss to achieve distinct
spitial difference.

3.3. Frequency Perturbation Learning (FPL)

Experiments show that SPL-protected images exhibit
significant texture disruption when fine-tuning the Dream-
Booth model, though details like facial contours remain rec-
ognizable. This is because VAE encoders capture high-level
features rather than details, and using MSE emphasizes
large-area differences at the encoding level. Perturbations
introduced by PGD are uniformly distributed, affecting the
overall texture. Inspired by SIimAC [34], we found that dif-
fusion models have strong perception in the frequency do-
main of images. Using smaller denoising time steps sig-
nificantly enhances the effect of adversarial noise, as high-
frequency components become more prominent. Therefore,
we propose Frequency Perturbation Learning (FPL), which
modifies the image’s frequency domain distribution to dis-
rupt high-frequency areas. Compared to previous meth-
ods, our approach hides adversarial perturbations within
frequency bands, reducing pixel-level redundant noise and
making the attack more stealthy while effectively damaging
the details of generated images. The FPL process is shown
in Figure l] We summarize the optimization process as fol-
lows:

arg max L(D’(A(D(x“d”))), 0,1y,
5.t D(2) — D2, < e, ©)

Hxadv _ mmit”p <,

where D(-) denotes the discrete cosine transform (DCT),
D’ represents the inverse discrete cosine transform (IDCT),
A(+) is the adjustment module to modify the distribution of
the image in the frequency domain. We use I, — norm to
constrain the perturbation in the frequency domain of the
original image.

We first transform the image from the spatial domain to
the frequency domain using DCT. To balance efficiency and
quality, we follow the method in [22]] and split the image
into K x K blocks before transformation. For each block,
the DCT transformation is performed as follows:

G(i,j) = cos [W} cos [(2];—]\;)1)77} ,  (10)
N-1N-1

D(u,v) = c(u) - c(v) D Y (i, ))G(,5), (D
i=0 j=

where G(i,7) is the product of the cosine components,
x (4, 7) is the image value at coordinates (¢, 7), c(u) and ¢(v)
are coefficients, and N is the block size. We then generate
the initial adversarial perturbation P ~ A(0,1) and add it
to the frequency domain information of the image. To opti-
mize the attack, we propose a weight matrix )V that adapts
to different images and attack steps. This matrix dynami-
cally adjusts based on the energy distribution of the image’s
spectrum, assigning greater weight to high-frequency com-
ponents and less to low-frequency ones, thereby enhancing
attack efficiency. The complete Adjustment module is de-
fined as follows:

A(xadv) _ 'D(.%‘adv) +TWoe 7)7 (12)

where ® denotes the Hadamard product. During the opti-
mization process, Pp1 is updated as follows:

Pot1 = Pn + A sign(Vp L(D'(A(D(z"))), 0,y"¢)), (13)

where ) is the step size, and n is the iteration number. After
that, we apply the IDCT to transfer each block back to the
spatial domain. Once the maximum number of iterations is
reached, we obtain the final adversarial example.

3.4. Dual-Domain Perturbation Learning (DDPL)

Multimodal learning [36] extracts and integrates infor-
mation from different data sources to enhance learning
task performance. Inspired by this, we developed a Dual-
Domain Perturbation Learning (DDPL) method that com-
bines information from both the spatial and frequency do-
mains. This approach merges spatial domain structure with



Figure 5. The results of the localization module. The first row
displays the original image, while the second row visualizes the
areas of focus for new concepts learned by the personalized model
during the fine-tuning process.

frequency domain details, leveraging diffusion model char-
acteristics to improve the stealth and effectiveness of adver-
sarial samples. We will outline our method using formulas.

We denote Asp, and Arp, as adversarial defends in
the spatial domain and frequency domain, respectively. We
first update the adversarial perturbation in the frequency do-
main based on gradient information. The update process is
as follows:

7'=1 +f - vIL-AFPL (Ia 0)» (14)

where Z’ is frequency domain information, vy is the step
size. We update the adversarial perturbation in the spatial
domain based on the updated frequency domain informa-
tion. The update process is as follows:

T' =T+~ VoL, (T.0), (15)

where Z"” is the updated spatial domain information, and
~; is the step size. The details of the attack in the two do-
mains follow the methods described above. After each it-
eration, we adjust the sequence between FPL Axp, and
SPL Agsp., continuing until a set number of iterations are
completed.

3.5. Localization Module

To enhance the stealth of adversarial examples and bal-
ance the attack’s effectiveness with visual quality, we de-
signed a Localization Module that generates attack area
masks using Diffusion Attentive Attribution Maps (DAAM)
[31]. DAAM employs cross-attention maps to show how
textual tokens influence image pixels, guiding image gener-
ation in diffusion models. As shown in Figure[5] we obtain
a heatmap associated with the new concept by running De-
noising Diffusion Implicit Models (DDIM) [30]] inversion
on the training image. The attack region mask for adding
perturbations is represented as a binary matrix, as shown
below:

1, Ma(i,j) =7

0, otherwise (16)

Mo (i) = {

where My, is the heatmap of the personalized genera-
tive model trained by DreamBooth [25]] relative to the new
concept S*, and 7 is the threshold. By integrating the mask
with DDPL, as illustrated in Eq. @]), we introduce noise
into areas related to personalized concepts.

2 = 2+ 5O M-, (17)

where § is the adversarial perturbation obtained through
optimization and ® denotes the Hadamard product. This
approach reduces perturbations in regions irrelevant to the
background, making the generated adversarial examples
more akin to real images and enhancing the visual effect.

4. Experiments
4.1. Setup

Datasets. We use two facial datesets for experiments:
VGG-Face? [1] and CelebA-HQ [[11] dataset. We randomly
selected 50 individuals from these two datasets, consistent
with the settings in Anti-DB [33]]. For each selected indi-
vidual, we randomly picked 8 images and divided them into
two groups: a reference clean image set and a target protec-
tion set.

Models. Since the most popular open-source LDM [24]
is Stable Diffusion, our experiments are mainly conducted
on the latest version of Stable Diffusion 2.1.

Baselines. To comprehensively evaluate our method, we
compared it with several open-source strategies that prevent
T2I generation models from being abused, including Anti-
DB [33]], PhotoGuard [28], and AdvDM [15]. We used the
default configurations of these methods in the experiments
to ensure fairness and consistency in the comparison. All
experiments were conducted under the same hardware and
software environment to ensure the uniformity of the exper-
imental conditions.

Evaluation Metrics. We assess the effectiveness of our
method in protecting users from both quantitative and qual-
itative perspectives. By adding small perturbations to mis-
lead the model’s generation process without compromising
image quality, we prevent the model from learning user-
specific image details. Our evaluation metrics include as-
sessing the quality of the input image after perturbation,
evaluating the generated image quality, and measuring the
similarity between the generated and input images. To eval-
uate the perturbed image quality, we use LPIPS for per-
ceptual similarity and PSNR for signal-to-noise ratio. We
employ Retinaface[3]] to determine the Face Detection Fail-
ure Rate (FDFR) in generated images, indicating how many
faces remain undetected. For detected faces, ArcFace[4]
calculates the average Identity Score Matching (ISM) with
the user’s clean image set. For evaluating the generated



Dateset Method Quality “a photo of sks person” “a dslr portrait of sks person”
PSNRT | LPIPS| | ISM| | FDFRT | BRISQUET | SER-FIQJ | ISM| | FDFRT | BRISQUET | SER-FIQJ
PhotoGurad [28] | 27.68 | 045 | 0.29 | 0.29 20.27 0.47 025 | 0.17 28.52 0.55
VGGFace2 | AdvDM [13] 2944 | 042 | 032 | 0.63 38.51 0.21 0.30 | 0.68 37.58 0.35
Anti-DB [33] | 28.77 | 040 | 0.21 | 0.76 37.33 0.22 0.23 | 0.86 40.92 0.26
DDAP (Ours) | 3193 | 0.25 | 0.23 | 0.90 40.19 0.15 0.15 | 0.88 43.95 0.18
PhotoGurad 29.0 040 | 025 | 040 19.27 0.55 0.20 | 0.29 29.52 0.59
CelebA-HQ | AdvDM [13] 29.12 | 043 | 032 | 0.67 38.17 0.22 025 | 0.65 37.80 0.41
Anti-DB [33] | 2998 | 031 [ 032 ] 0.73 38.83 0.30 024 | 0.67 38.96 0.36
DDAP (Ours) | 31.97 | 0.24 | 0.31 | 0.75 33.87 0.25 023 | 0.67 39.51 0.41

Table 1. Comparison with other open-sourced anti-personalization methods on VGGFace2 [1] and CelebA-HQ dateset.
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Figure 6. Quantitative results under two prompts. The first row is “a photo of sks person”, the second row is “a dslr portrait of sks person”.

image quality, BRISQUE[17] assesses naturalness, while
SER-FIQ[32] evaluates authenticity.

Implementation Details. We have set the same noise
budget for all methods, which is n = 12/255. Addition-
ally, the optimization steps and step sizes are aligned with
those specified in each benchmark test. Our training regi-
men spans 50 epochs, each consisting of three steps to train
the surrogate model and nine steps to optimize the adver-
sarial noise. The default step lengths for adding noise to
the spatial and frequencies are set at 0.005 and 0.1, respec-
tively. For attacks targeting the encoder module, we have set
A = be — 3. The default configuration involves using Sta-
ble Diffusion v2.1 combined with DreamBooth, where we
fine-tuned the text encoder and U-Net model with a learning
rate of 5 x 10~7 and a batch size of 2, over 1000 iterations.
For each prompt, we generated 16 images and used them to
compute the metrics.

4.2. Comparison with Baseline Methods

Here are some results shown in Figure[§] It is evident that
DDPM combined with Anti-DB achieves strong image dis-
ruption effects, providing optimal privacy protection for in-
put portraits. In contrast, PhotoGuard operates attacks in the
latent space, often generating images that exhibit patterns
similar to the target latent space. Additionally, both Ad-
vDM and Anti-DB optimize noise using DM’s training loss,
resulting in similar outcomes where the overall texture of

generated images is disrupted. Despite the decrease in im-
age quality, AdvDM and Anti-DreamBooth retain many de-
tails from the user input images, potentially compromising
user privacy. In comparison, our method leverages both spa-
tial and frequency domain characteristics and achieves su-
perior facial privacy protection compared to all other meth-
ods under the same noise budget.

Quantitative Results. As shown in Table [T} our pro-
posed method outperforms other baselines in most met-
rics. Particularly, on the crucial metrics FDFR and ISM,
our method achieves a 14% improvement in FDFR on the
VGGFace2 dataset compared to the SOTA method. It
also maintains good efficiency on the CelebA-HQ dataset.
Furthermore, quantitative results from PSNR and LPIPS
demonstrate that our method effectively preserves image
quality while retaining strong defense capabilities. Overall,
our method performs well in protecting user privacy. How-
ever, due to the higher quality of images in the CelebA-HQ
dataset, the protection effectiveness under the same noise
budget is not as strong as observed in the results from the
VGGFace?2 dataset.

4.3. Ablation Study

We conduct a series of ablation studies on the proposed
attack method. For simplicity, we only use VGG-Face2
dataset for the ablation study. More ablation study are listed
in supplementary materials.



Method Quality “a photo of sks person”

PSNRT | LPIPS] | ISM] | FDFRT | BRISQUET | SER-FIQJ)
SPL 29.09 | 035 | 024 | 092 38.88 0.20
FPL 3201 | 021 | 039 | 0.60 20.62 0.37
DDAP | 3193 | 025 | 0.23 | 0.90 40.19 0.14

Table 2. Ablation results on VGGFace?2 [1].

Method Quality “a photo of sks person”

PSNRT | LPIPS| | ISM| | FDFR? | BRISQUET | SER-FIQJ
w/o 30.10 | 0.29 | 0.23 | 0.83 36.88 0.12
4 3193 | 025 | 023 | 090 40.19 0.15

Table 3. The influence of Localization Module on VGGFace2 [1]].

DreamBooth prompt “a photo of sks person”

ISM| | FDFRT | BRISQUET | SER-FIQ]
“sks” — “sks” 023 | 0.90 40.19 0.15
“sks” — “t@t” 025 | 0.71 39.95 0.52

Table 4. Prompt mismatch which during training and testing on
VGGFace2 [1]]. The training prompt is “a photo of sks person” and
the inference prompt is combined with the rare identifiers “sks” or
“t@t”.

Variants of Qur Method. We have designed several
variants to assess the efficacy of our approach and to ex-
plore the impact across different domains. Specifically, we
have introduced the following variants: 1) SPL used exclu-
sively for adversarial attacks in the spatial domain; 2) FPL
employed solely for adversarial attacks in the frequency do-
main; 3) DDAP applied for adversarial attacks across both
spatial and frequency domains. The average scores for
these variants are presented in Table [2] It is evident that
the approach focusing solely on the spatial domain exhibits
inferior performance in terms of adversarial sample qual-
ity, whereas the approach limited to the frequency domain
shows weaker defensive capabilities. This underscores the
effectiveness of our method’s integration across both do-
mains.

Effectiveness of Localization Module. In order to ver-
ify the effectiveness of the proposed Localization Module in
enhancing the stealthiness of adversarial examples, we con-
ducted an ablation study. Specifically, we removed the Lo-
calization Module from our method and conducted experi-
ments on the VGG-Face2 dataset. As shown in Table[3] the
method without the Localization Module performs poorly
in PSNR and LPIPS, indicating that the Localization Mod-
ule is effective in enhancing the stealthiness of adversarial
examples.

4.4. Black-Box Attack

In this subsection, we investigate the performance of our
method in black-box attacks, i.e., whether the proposed de-
fense is still effective when some components are unknown.
All our experiments will use Stable Diffusion v2.1 and be

Model “a photo of sks person”

ISM] | FDFRT | BRISQUET | SER-FIQJ
v2.1 = v2.1| 023 | 0.90 40.19 0.15
v2.1 = v15| 0.0l | 9975 | 55.63 0.02
V15— v2.1| 027 | 0.77 39.03 0.44

Table 5. Model versions mismatch during training and testing on
VGGFace2[1]]. The training prompt is “a photo of sks person”.

conducted on the VGGFace?2 dataset. We divide black-box
attacks into two cases: 1) prompt mismatch, where the at-
tacker uses different prompts; 2) model mismatch, where
the attacker uses a different Latent diffusion model.

Prompt Mismatch. When attackers employ stable dif-
fusion for concept customization, the prompts they use dur-
ing the addition of noise may vary from our initial assump-
tions. Therefore, we utilize the prompt ”a photo of sks
person” in our perturbation learning phase and replace the
unique identifier "sks” with ’t@t” during the fine-tuning of
the DreamBooth model. The data shown in Table 4l reveal
a performance decline under these conditions, but we no-
tice that the ISM, representing identity similarity remains
consistent.

Model Mismatch. The models used to add adversar-
ial noise may also mismatch with the model fine-tuned by
Dreambooth. We examine the effectiveness of adversarial
noise learned on stable diffusion v2.1 against customiza-
tion based on stable diffusion v1.5, or vice versa in Table[3]
We observed a decline in performance when training on SD
v1.5 and testing on SD v2.1. We suspect this may be due to
differences between the v2.1 and v1.5 datasets, resulting in
reduced perturbation performance on person.

5. Conclusion

In this paper, we introduce a novel Dual-Domain Anti-
Personalization approach to safeguard user privacy in text-
to-image generation models. This method synergistically
combines the strengths of both the spatial and frequency
domains, substantially improving the confidentiality and ef-
fectiveness of the adversarial samples. Additionally, we de-
velop a Localization Module that further enhances the bal-
ance between attack efficiency and visual quality. Extensive
experiments validate the efficacy of our approach in pro-
tecting user privacy. Future work will focus on enhancing
transmission defenses against unauthorized personalization
across various scenarios.
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