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Abstract—We develop a new integrated communications and
security (ICAS) design paradigm by leveraging the concept
of reconfigurable intelligent surfaces (RISs). In particular, we
propose RIS-assisted simultaneous transmission and secret key
generation by sharing the RIS for these two tasks. Specifically,
the legitimate transceivers intend to jointly optimize the data
transmission rate and the key generation rate by configuring the
phase-shift of the RIS in the presence of a smart attacker. We
first derive the key generation rate of the RIS-assisted physical
layer key generation (PLKG). Then, to obtain the optimal RIS
configuration, we formulate the problem as a secure transmission
(ST) game and prove the existence of the Nash equilibrium
(NE), and then derive the NE point of the static game. For the
dynamic ST game, we model the problem as a finite Markov
decision process and propose a model-free reinforcement learning
approach to obtain the NE point. Particularly, considering
that the legitimate transceivers cannot obtain the channel state
information (CSI) of the attacker in real-world conditions, we
develop a deep recurrent Q-network (DRQN) based dynamic ST
strategy to learn the optimal RIS configuration. The details of
the algorithm are provided, and then, the system complexity is
analyzed. Our simulation results show that the proposed DRQN
based dynamic ST strategy has a better performance than the
benchmarks even with a partial observation information, and
achieves “one time pad” communication by allocating a suitable
weight factor for data transmission and PLKG.

Index Terms—Deep reinforcement learning, endogenous secu-
rity, ICAS, physical layer key generation, RIS.
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ITH the evolution of the sixth-generation (6G) wireless
Wnetworks, we are moving towards the Internet of
Everything (IoE) era. The frequent access of the mobile edge
devices, the tremendous connectivity of the heterogeneous
Internet of Things (IoT) devices and the peak throughput
requirements of Tbps level are emphatically underscoring the
unprecedented importance of data security [1]]. Traditionally,
the data integrity, confidentiality and non-repudiation rely
mainly on the key encryption form the upper layers. The
classical key generation techniques, such as Diffie-Hellman,
depend typically on the complexity of the mathematical prob-
lem. However, the large number of IoT devices escalates
the difficulty of key distribution and update via the public
key infrastructures (PKI). Furthermore, with the discovery of
Shor’s algorithm, the traditional cryptographic protocols face
the risk of being cracked by quantum computers.

In recent years, physical layer key generation (PLKG) is
regarded as a very promising technology to address the key
distribution and update by using the endogenous stochastic and
reciprocal properties of the wireless channel [2]. Due to the
fact that the key source comes from the physical propagation
channel, PLKG stands out as the most promising strategy for
achieving Shannon’s perfect “one time pad” communication.
The standard process of PLKG can be divided into four
steps, which are: channel sounding, quantization, information
reconciliation and privacy amplification [2[]-[4]. First, in a
channel coherence time, the transceivers probe the channel
and extract the channel reciprocity feature by sending the
pilot sequences. Next, the channel features are independently
quantified into binary bit sequences at transceivers, which are
used as raw bit sequences for key generation. Note that due
to quantization accuracy, noise and imperfect synchronization,
etc., the mismatched bits in the raw bit sequences should be
corrected by using an error correcting code, i.e., low density
parity check (LDPC) code, during information reconciliation.
Finally, privacy amplification is necessary to remove the pos-
sible information leakage of the raw bit sequences in previous
steps. After the privacy amplification, the final symmetric key
is obtained at the transceivers, which can be applied to protect
the data security.

A. Related Works

For PLKG, the key generation rate is a pivotal performance
indicator to realize the “one time pad” encryption. In general,



the key generation rate mostly relies on the endogenous nature
of the fading channel and cannot be guaranteed in harsh propa-
gation environments. For example, in unmanned aerial vehicle
(UAV) communication [5]], [6]], the high mobility of UAVs
results in an extremely short channel coherence time, which
entails formidable challenges to bidirectional channel probing
and information reconciliation. For other harsh propagation
environments, such as static indoor environments, negotiat-
ing a sufficiently random raw bit sequences is a laborious
and time-consuming task due to the fact that the channel
based attenuations are almost predictable [7]]. To address this
problem, some previous works have tried to increase the
randomness of the wireless fading channel by utilizing a single
relay and/or cooperative relays [8]]. The approach of using
relays can effectively increase the key generation rate, yet
the participation of untrusted relays can cause an information
leakage of the secret key and the identification of the untrusted
relays bring an additional overhead.

We now recall that a reconfigurable intelligent surface (RIS)
is made of a planar digitally programmable metasurface, which
can realize different wireless propagation functions by using
a programmable field-programmable gate array (FPGA) as a
smart controller [9]]. In the last few years, RISs have been
widely studied to improve the data transmission and wireless
coverage [[10]—[12]. Very recently, RISs are gradually investi-
gated in the field of PLKG to increase the resilience of key
generation with their excellent ability on the customization of
channel environments [13]]. On one hand, the dynamic control
of RIS on channel environments increases the wireless channel
endogenous randomness, thereby improving the key generation
rate in harsh propagation environments. On the other hand,
the passive nature of RISs, that have no radio frequency
chains, can help avoid the information leakage of the raw
bit sequences, thereby relieving the issue of trustworthiness of
relays. Furthermore, the plug-and-play scheme of RIS-assisted
PLKG enhances the scalability and compatibility of the off-
the-shelf devices.

Some existing works have utilized the electromagnetic wave
control of RISs to improve the key generation rate. The RIS-
assisted wireless communication security was originally dis-
cussed in reference [|14f], where a programmable metasurface,
namely HyperSurface, was developed to show groundbreaking
security potential in indoor wireless communication. Most
recently, to release the potential of RISs on improving the
PLKG performance, RIS-assisted PLKG has been studied in
some works [15]-[17]. In [15], the authors deployed a RIS
near the user and utilized the statistical channel information to
adjust its phase-shift, thereby increasing the achievable secret
key capacity. One of the major challenges for PLKG is to
guarantee the desirable key generation rate in low-entropy
environments, i.e., static indoor environments [13[]. A wireless
key generation architecture based on randomized channel
responses from a RIS was proposed in [17], that it is generic
for arbitrary devices and compatible with the existing PLKG
implementations. The authors in [18]] proposed a novel secret
key generation scheme assisted by a RIS with discrete phase-
shifts, where the dynamic time-varying channel environment
is constructed by rapidly and randomly switching the phase

of RIS elements. To verify the theoretical frameworks, the
measurements of the actual performance of the RIS-assisted
PLKG have been studied via proof-of-concept experiments
and the practical design challenges have been discussed in
[13], [19]. Different from arbitrary control, the RIS phase-
shifts, active and passive beamforming, and transmit power,
etc., have also been jointly optimized to maximize the key
generation rate [20]-[22]. For example, considering a general
spatially correlated multi-antenna channel, the authors in [21]]
proposed a joint transmit and reflective beamforming scheme
to maximize the key generation rate. A RIS-assisted PLKG
scheme was proposed in [22], which optimizes both the
RIS reflecting coefficients and the transmit power to obtain
a desirable key generation rate. Furthermore, the optimal
RIS reflecting coefficients for multiuser or multi-eavesdropper
PLKG have also been investigated in [23] and [24].

B. Motivation and Contributions

Nowadays, with the development of the 6G wireless net-
works, the endogenous security is becoming one of the crit-
ical concepts. Interestingly, by availing of the endogenous
characteristics of wireless communications, i.e, channel state
information (CSI), the air interface is given endogenous se-
curity capability. For example, by integrating the PLKG and
data transmission, the data transmission can create the secret
key for data encryption and in turn, the data encryption
can enhance the trustworthiness of data transmission, which
achieves the purpose of mutualism. Thus, the dual functions
of communication and security can be mutually benefited by
sharing spectrum, power and hardware resources, etc., achiev-
ing an ability of security and communications symbiosis. In
our previous work, we have proposed the acronym integrated
communications and security (ICAS) [13]. By sharing the
resource of RISs, an ICAS design paradigm that can simulta-
neously transmit and generate secret key with mutual benefit is
possible. However, most of the related works ignore the design
idea of this endogenous security, which can be an inefficient
system design. Obviously, the RIS optimal configuration for
PLKG may not be suitable for the optimal data transmission,
and vice versa. The idea of ICAS system design is the main
motivating factor behind this work. In this paper, we consider
a novel RIS-assisted system that can simultaneously transmit
and generate secret keys under the threats of a smart attacker.
Specifically, the phase-shift of the RIS is configured to jointly
optimize the data transmission rate and the key generation rate
according to the malicious behaviors of the smart attacker.
We formulate this attack-and-defense procedure as a secure
transmission (ST) game based on game theory [25], [26],
and propose the optimal ST strategy in a static and dynamic
game, respectively. By configuring the phase-shift as per the
weight factor allocation, a mutual beneficial “one time pad”
communication can be achieved. Our main contributions are
summarized as follows:

e As one of the first works, by sharing the hardware
resources of a RIS for two different tasks, we propose
a novel ICAS design paradigm that can simultaneously
guarantee the key performance indicators of transmitting



and generating secret key to achieve a mutual beneficial
“one time pad” communication. In the proposed ICAS
system, a smart attacker is considered, which can choose
a sleeping or eavesdropping behavior based on the time-
varying wireless environment.

o To maximize the data transmission rate and the key
generation rate, we formulate the problem as a ST game
and prove the existence of the Nash equilibrium (NE)
point, and then derive the NE point of the static game
with respect to the malicious behavior and the optimal
RIS phase-shift. For the dynamic game, we model the
problem as a finite Markov decision process and propose
a model-free reinforcement learning approach to obtain
the NE point. Particularly, due to the fact that legitimate
users cannot obtain the CSI of attacker in real-world,
we develop a deep recurrent Q-network (DRQN) based
dynamic ST strategy to configure the optimal RIS phase-
shift with only partial observation information.

o The details of the proposed algorithm are discussed
and its system complexity is analyzed. Simulations are
conducted to evaluate the performance of the network
convergence, the strategy gain and the RIS parameters,
respectively. Our simulation results show that the pro-
posed DRQN based dynamic ST strategy has a better
performance than the benchmarks even with the partial
observation information, and achieves the “one time pad”
communication by allocating a suitable weight factor for
data transmission and PLKG.

C. Overview

The rest of this paper is organized as follows: The system
model is presented in Section [, We derive the key generation
rate and formulate the optimization problem in Section [II]
Section discusses the optimal solutions. The simulation
results are provided in Section [V] and the paper is concluded
in Section [VII

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we first give the channel model, and then
illustrate the attack model. For ease of reference, Table [I] lists
the important notations used in this paper.

A. Channel Model

We consider a static three component RIS-assisted ICAS
system that consists of the legitimate transceivers Alice and
Bob, and malicious user Eve. All of the participants are
resource-limited devices with a single antenna. Alice and Bob
intend to both transmit data and generate physical layer key,
simultaneously, while the malicious Eve eavesdrops the key
information over the wireless fading channel. In addition, a
RIS is deployed in this network to improve both the com-
munication and PLKG performances. In this case, the signal
received at Alice can be denoted as

ya = (hf,®hpr + hpa) Tp +n, (D

hBRrRA

TABLE I
LIST OF IMPORTANT NOTATIONS
Symbols Notations
D,d Scalar
d Vector
D Matrix
chx1 Dimension of the complex vector
P Phase-shift matrix of RIS
K Malicious behavior indicator
S,s State space, state
A, a Action space, action
r Immediate reward
Size of state space
n Weight parameter of evaluated network
n- Weight parameter of target network
¥ Discount factor
Bt Learning rate in time step ¢
& Episode of DRQN
T Time steps in each episode
Pr(-|") Transition probability operator
[T Transpose operator
> Sum operator
E[] Expectation operator
Il Euclidian norm operator
[ -] Size operator
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Fig. 1. The schematic diagram of the three component RIS-assisted simul-
taneous transmission and generation of secret key in the presence of a smart
attacker.

where hgr € CV*! is the channel gain from Bob to RIS,
hra € CN*1 ig the channel gain vector from RIS to Alice,
hpa € C is the channel gain of the direct link from Bob to
Alice, hpr4 is the equivalent channel, z g is the transmission
signal of Bob and n 4 is the noise at Alice following zero-mean
complex Gaussian distribution with variance 2. In particular,
we consider the phase-shift of the RIS with finite resolution
of b bits, where the nth reflection element of the RIS can be
denoted as 6,, = {22”—17”|0 <p<2°—1,peZ} [12]. Then, the
diagonal phase-shift matrix of RIS with N reflection elements
is represented by ® = diag[ay €%, azei?2, ... anel?] with
the amplitude «,, = 1,n € {1,...,N}. As all links are
reciprocal, the received signal from Alice to Bob can be



represented by

yp = (hLp®har + hap) 4 + n, (2)

harB

where x4 is the transmission signal of Alice. We focus
on a narrowband fading channel, where the channel gains
hra,hpr,hrp, har and the direct link channel hg 4, hap
are independent and identically distributed complex Gaussian
random vector (variables) having zero-mean and unit variance
entries. Similarly, the received signal of Eve from Bob or Alice
can be written by exchanging the subscripts A in or B in
with E, respectively. For example, the received signal from
Alice to Eve is given by

yp = (hp®har + hap) x4 +n. 3)

hare

B. Attack Model

We consider that the malicious Eve is a smart attacker who
has two types of behaviors, including a sleeping behavior
and eavesdropping behavior. We refer to this as a smart
eavesdropping attack and define these behaviors as Kk = 1
for eavesdropping and x = 0 for sleeping. Specifically,
the behaviors of Eve are executed based on the observation
of the time-varying wireless environment with the Bayesian
inference. For instance, the malicious Eve can keep silent
to save resources when the quality of the wiretap channel is
inferred to be bad. On the contrary, Eve chooses to monitor
the process of PLKG over the wireless fading channel when
the quality of the wiretap channel is inferred to be good. The
transition probability of malicious behavior in time step ¢ can
be denoted as

Pr(ﬁtmt_l) = Pr(thRBvthREWfXRlehf;RlE)- “)

Furthermore, the PLKG protocol is assumed to be public to
both the legitimate transceivers and adversary. We point out
that the transition probability of malicious behavior is assumed
to be unknown to Alice and Bob.

III. KEY GENERATION RATE AND PROBLEM
FORMULATION

In this section, we first provide the key generation proce-
dure, and then derive the closed-form expression of the key
generation rate with the assistance of RIS. After that, we
formulate the optimization problem.

A. Key Generation Procedure

Compared with RSS, the CSI is a fine grained quantity,
which can provide more refined features for PLKG. Thus,
we use the CSI as the endogenous random source of key
generation. The key generation procedure for RIS-assisted
ICAS system includes the following steps.

First, Alice sends the pilot signal 2%} to Bob, and Bob probes
the CSL In this case, the received probing signal at Bob is
given by

yh = (th‘l‘hAR + hap)ahy + n. &)

Then, Bob obtains the estimated CSI via the least squares (LS)
channel estimation, which is denoted as

harp = y%a"y = hhp®hag + hap +naly, (6)

where the pilot signal satisfies 225" = 1 and na’)" is the
channel estimation error.

Second, for the reverse channel probing from Bob to Alice,
Alice can obtain the CSI estimate by calculating the pilot
signal 2%, which is given b

}ALBRAZh%A(I’hBR—FhBA—&—nJC%*. (7)

The next step is to quantize the channel estimation, i.e.,
BARB and fLBRA into raw bit sequences, i.e., q4 and qp,
based on the bit quantization methods [3[]. Due to the influence
of estimation error, noise, and asymmetry of radio frequency
fingerprint, etc, the raw bit sequences between Alice and Bob
are inconsistent. Then, Alice and Bob conduct the information
reconciliation and privacy amplification steps based on the
raw bit sequences to generate the final secure bits. The
information reconciliation and privacy amplification are, thus,
not particularly studied, and we refer the interested readers
to the related literature (see for example [4] and references
therein).

B. Key Generation Rate

Given the channel reciprocity of all links in time division
duplex (TDD) systems, the key generation rate from Alice
to Bob, and Bob to Alice are equal. Therefore, we assume
that Bob is the active initiator of key generation and data
transmission, thus, taking the key generation rate at Alice
side as a case. Due to the loss of bit quantization, we have
the mutual information I(ﬁARB;ﬁBRA) > I(qa;qp). In
this case, the key generation rate can be characterized by a
upper bound, which is the mutual information of CSI given
the observation of Eve. When x = 1, which indicates the
behavior of Eve is eavesdropping, the key generation rate can
be expressed as [27]]

1 R " ~
Ri = 7 1(hars; hpralhare)

S

- il ¢ det(RAE) det(RBE)

T, 082 det(RE) det(RABE) (bit/s), ®)

where Ty is the time for each channel estimation round, det(-)
is the matrix determinant, while R 4g, Rpg, R and Ragg
are the covariance matrixes. When s = 0, Eve is in the sleep
state, and the key generation rate can be given by

1 . .
Ry = ?I(hARB§ hBra)

1 det(RA) det(RB)

=1
T, ®27 det(Rap)

(bit/s). 9)

Proposition 1. For a RIS-assisted SISO wireless communi-
cation system, the cross-correlation of the CSI between the

'In this case, the key generation at Alice can be executed via wireless
control channel, i.e., CSI feedback, acknowledgement (ACK), etc.



transmitter t and two receivers r1,12, i.e., hip,, and hip,,
is given by

Reiy2 = Vi Ry1r2ve + RE Lo, (10)

while the auto-correlations between the transmitter t and
receiver r1, r2 are given by

H D
R = Vg Ri1ve + era
Ry =v§'R RS
r2 = Vg r2 Ve + r2)

Y

where the vector vy = 179 ape??, ... anelV]T Ry o
is the cross-correlation matrix of the RIS links and Rﬂﬂ is
the cross-correlation of the direct link. Moreover, R,; and R,,»
are the auto-correlation matrices of the RIS links, while Rﬂ,
RE, are the auto-correlations of the direct links, respectively.
Proof: See Appendix [A] [ |
Based on Proposition [T} we can rewrite Eq. (8) as

1
Rip=—
ko

S

[2 log, det(Rag) — logdet(Rg) — log det(RABE)},
(12)
where

det(Rap) = (Ra + 02)(Rg + 02) — |Rapl,
det(Rp) = Rg + 07,
det(Rapg) = (2Ra0” + o) (Rg + 02) — 20%|Ra p|>.

Similarly, we can rewrite Eq. (9) as

1
RY = T [21og, det(Ra) — logdet(Rap)],  (13)

where

det(Ra) = (Ra + 0'2),
det(Rap) = (2Ra0? + o*).

Without loss of generality, we normalize the variance of the
noise to o2 = 1 for simplicity and use the symbol A, i.e.,
harp, uniformly as the CSI observation. According to @)
and (TT)), the key generation rate is given in (T4), (I3) and the
leaked key generation rate at Eve is given in (I6), which can
be found at the top of the next page.

C. Problem Formulation

According to the derived key generation rate, we can formu-
late the optimization problem as follows. The considered RIS-
assisted ICAS system, simultaneously transmits and generates
a secret key, which is shown in Fig. |Zl On one hand, we
consider to maximize the upper bound of the data transmission
rate R4 to maintain consistency of the indicator with the key
generation rate. Due to the reciprocity of all links, the data
transmission rate at Alice can be denoted as

Ra = Blog, (1 +E{|v§ Arahggr + hpa|’}) (bitss), (17)

where B is the available bandwidth of the transmit signal.
On the other hand, the transceivers are to maximize the key
generation rate Rj, with the potential eavesdropping threat of
a smart Eve. To this end, we optimize the phase-shift vector

| Pilot_|
>
Key pool

Fig. 2. The schematic diagram of the simultaneously transmitting and
generating secret key at the receiver side. The secret key is generated from CSI
estimation via pilot and stored in the key pool. The receive data is decrypted
by the secret key of the key pool in real time via an XOR operation.

Receive
frames

vy of the RIS to maximize the dual performances of the ICAS
system. The optimization problem can be written as

P max wgRyg —i—kaz, (18)
Vo

s.t. 0<0,<2m ¥Yne{l,...,N}, (19)

k € {0, 1}, (20)

where R} is a unified representation of Rf, R, and can
be found in (2I) at the top of the next page, and wq, wy, =
1—wq € [0, 1] are the weight factors balancing the importance
of transmitting and generating secret key. The constraint (T9)
guarantees that the phase-shift range of each reflection element
is [0, 27] and the constraint (20) shows that the smart Eve has
two behaviors to choose from. In our system model, the RIS-
assisted communication in the presence of a smart attacker is
a typical attack-and-defense procedure, which can be mathe-
matically expressed via game theory. Thus, we transform the
optimization problem into a non-cooperative game, which we
refer to as a ST game. In the formulated ST game, Alice
chooses its own best strategy to mitigate the attack of Eve,
whilst the smart Eve chooses its malicious behavior to balance
its benefits, such as saving resources or eavesdropping the key
information. Specifically, the ST game can be defined as a
tuple G({A, E},{ve,x},{ua,ug}), where

(22)
(23)

'LLA(VQ, Ii) = wqRq + kaZ,

ug(ve, k) = K(Ri,p — Ck),

is the utility function with Cr being the cost for wireless
channel eavesdropping.

IV. PROPOSED SOLUTIONS

In this section, we derive the NE point existence of the ST
game and then study a case of the static game which corre-
sponds to the snapshot of the ST game. Then, corresponding
to the whole evolutionary process of the ST game, we consider
the dynamic ST game and propose a DRQN based dynamic ST
strategy, thereby obtaining the RIS optimization configuration
for simultaneously transmitting and generating secret key.



1 1 ((VgRAVQ-l-RE—I—l)( HREVQ—I—Rg—‘r ) |V9 Ry EV0+RA El )
Rk T 10g2 I7i D D H D
(v'Rgveg + Ry + 1)((2v9 Ravy +2RE + 1) (vEREvg + RE 4+ 1) = 2|vER 4 pve + RY
R0~ Lo (Vo Rave+ RE +1)°
FT T, %2 v Roavy + 2RD + 1

gREVQ + RB +1)

. (14)
)

5)

viIR svy + RD + 1)(v
T
((vg'Ravo + RE +1)(v

gIREVQ —i—Rg +1) -

) (16)

Vi’ Ra.pve + RY gl )’

((VgIRAVQ + RD + 1)(

HREV‘9+R§+1)K—H‘V£{RA EVa—I—RD |2)2 )
VfREV‘g + Rg + 1)“((2V9 Ravy + QRD + 1)(V

gIREVQ —|—Rg + 1) — 2I€‘V9 Ry LEVY + RA E| )
(21)

A. NE of ST Game

Definition 1. Ler 11(A;) be the set of all probability distribu-
tions over A;, while the set of mixed strategy for participant i
can be denoted as P; = I1(A;). Then, the set of mixed strategy
profiles is denoted as the Cartesian product of the individual
mixed strategy sets, P =Py x ... X P;.

For the formulated ST game G, a mixed strategy is used for
the game participants. Thus, the expected utility of the mixed
strategy profile P(vg, k) € P for the participants Alice and
Eve can be written as

ia(ve, k) =y uala) [[ Pila)

AaxAg i€{A,E}
ip(ve,r) = Y ug(a) [[ Pia). @4
AaxAg i€{A,E}

To investigate the game from an individual participant’s point
of view, this leads to the most influential solution concept, i.e.,
Nash equilibrium. The Nash equilibrium point is one of the
most important concepts in a game, which can be defined as
follows [25].

Definition 2. For the ST game G, the mixed strategy profile
(v}, Kk*) is represented as the NE point, if and only if

ua(vy, k") > ua(ve, k%), 0< 6, <2m

up(vy, K );ﬂ (vy, k), Vk € {0,1}. (25)

The above equation presents the convergence conditions of
the NE point for the ST game, where neither Alice or Eve have
the motivation to break the balance in the game. To validate
the existence of a Nash equilibrium in our formulated game,
we give the following proposition.

Proposition 2. The formulated ST game with a finite number
of participants and action profiles has at least one Nash
equilibrium.

Proof: See Appendix [ |
Next, we define the duration of one type of malicious
behavior as one time step. Then, for one time step, the
formulated ST game can be regarded as a static game, where
a NE point for the static game is given as follows.

Proposition 3. There is a NE point (v},0), where v} satisfies

ViFRAV) = Npax(Ra). (26)

The following condition must hold
C'E > Rk,E|V9:vg~ (27)
Proof: See Appendix [C] [ |

Remark 1. We cannot attain a specific NE point in the
formulated ST game, except for a static ST game. At the
NE point (v};,0), Eve is in the sleeping state which means
there is no eavesdropping behavior in the RIS-assisted ICAS
system, which is a pure strategy. Specifically, the optimal
v, indicates that all the RIS phase-shifts should be aligned
with the direction of the maximum eigenvalue of the RIS link
auto-correlation matrix, which can bring a N order gain.
Interestingly, in this static game, and given the monotonicity
of the optimization objective with respect to the channel
auto-correlation, the optimal vy can simultaneously maximize
the data transmission rate and the key generation rate, no
matter what the weight factors is. That is, in this static
game, separately optimizing thr RIS phase-shift for the data
transmission rate or the key generation rate can also achieve
the same mutualistic purpose as the joint optimization.

B. DRON for Dynamic Game

Considering the dynamic wireless environments and the dy-
namic malicious behavior of smart Eve, the whole evolutionary
process of the ST game is a dynamic game. On one hand, from
(), we can find that the transition probability of malicious
behavior Pr(xt|k'™1) is equal to the transition probability
between the current CSI observation hlp ,, hlppe and the
previous CSI observation h'; 4, h's sy, Thus, the transition
probability of malicious behavior has a Markov property and
the smart attack by Eve is usually represented by a two-state
Markov decision process [28]. On the other hand, from the
perspective of the legitimate user, Alice observes the current
malicious behavior «‘, and the CSI hip 4, h'spp which are
a function of the previous RIS phase-shift ®!~!. Next, Alice
chooses a RIS phase-shift ®* to feedback the environment
observation. Then, after configuring the current RIS phase-
shift ®?, the CSI transfers from h; 4, ht pp to Kip 40 K pg.



Therefore, it can be found that the action change of Alice
produces a finite state Markov decision process, which is
illustrated in Fig.|3| For example, the state transfers from s’i_l
to s’ after taking the RIS phase-shift ‘If:‘]_l in time step ¢t — 1,
and from s’ to sh"' after taking the RIS phase-shift ®} in
time step ¢, which is represented as the red state transfer path.

Fig. 3. Schematic diagram of the Markov decision process for RIS-assisted
simultaneous transmission and generation of secret key.

It has been shown that reinforcement learning is a powerful
tool to solve the NE point of the dynamic game which
satisfies a Markov decision process [6], [29]. For example,
reinforcement learning has been utilized in different RIS-
assisted physical cross-layer security scenarios to optimize
the RIS phase-shift in time series [30]—[33], such as anti-
jamming, secure communication, etc. Therefore, we herein
adopt reinforcement learning to design the optimal dynamic
ST strategy. Since the legitimate user Alice cannot know
the transition probability of the finite state Markov decision
process in time, we use a model-free reinforcement learning
such as Q-learning to optimize the ST strategy of RIS phase-
shift to maximize the data transmission rate and key generation
rate, simultaneously. By regarding Alice as an intelligent
agent, in each time step, Alice perceives its surrounding
dynamic environment and adjusts the RIS phase-shift based
on the environment feedback. We define a 3-tuple (S, A, ) to
characterize such interaction loop and omit the subscript A in
A4 for simplicity of expression. The details are characterized
as follows:

Action: The action of Alice for time step ¢ can be written
as a’, which corresponds to the optimization parameters,
including the reflection elements of ®. Thus, an action of
Alice for time step ¢ can be written as a' = {®'},a € A.

State: The wireless environment interaction among Alice,
Bob and Eve is represented by state s. Based on the analysis of
Fig.[3] in time step ¢, Alice observes the current environment
information with respect to the CSI of the game participants,
the malicious behavior k! and the action of the previous time
step, which are represented as the state st. Thus, the state of

Alice for time step ¢ can be given by

t t t t t t t t—1
s = {hBthRAvhREvhBAvhBEvff , P}

= {hpapa-1, 5 hpap e}, (28)

where s € S.

Reward: The immediate reward of the dynamic game for
Alice in any time step is represented by r, which is set to be
proportional to the weighted sum of the data transmission rate
and key generation rate. In this case, the reward function of
Alice is given by

r=wgRq + w;ﬂ%@ 29)

where Ry in is the combination of and (I3)), shown
at the top of the previous page.

Remark 2. From the state space, action space and reward,
we can find that the receiver only needs to know the CSI of
the equivalent channel related to h'yp , and hlyp . Thus, in
our system, there is no need to consider the CSI acquisition
problem of the RIS segmented channel.

The goal of the Q-learning is to find an optimal policy
m that maximizes the value function which is defined as
V(s) = Ex[2 g7 riry1|8" = s] with the discount factor .
Specifically, the agent performs exploration and exploitation
with the e-greedy policy to determine the policy 7, which maps
the states to the actions, i.e., 7 : S — A. The Q-function can
be used to evaluate the performance of a policy that represents
V(s) following the policy 7 by performing action a in state
s. That is, Q(s,a) = B[22 v 71r11|s" = s,a’ = a] and
the one step ahead Q-function is updated by

Qs a) ¢ Q(s,a) + B'[re + ymax Q(s', a') = Q(s, a)], (30)

where 3¢ is the learning rate and a’ is the action selected by the
policy on the next state s’. Here, we use a convolutional neural
network (CNN) to approximate the action-value function based
on the following two considerations.

On one hand, when the state space is large, Q-learning
can suffer the curse of high dimensionality. On the other
hand, since the smart attack of Eve is a passive attack, the
legitimate users Alice and Bob cannot obtain the CSI of
Eve in the real-world, i.e., hgr and hpg. Therefore, Q-
learning cannot work well with only a partial observation
state. To deal with these problems, we model the dynamic ST
game as a partially observation Markov decision process and
propose a deep recurrent Q-network (DRQN) based dynamic
ST strategy, which combines Q-learning with CNN and long
short term memory (LSTM) for the optimal policy learning.
In the training stage, we train a DRQN to approximate the
optimal policy with the observation state s € S. Then, in the
deployment stage, we apply the pre-trained DRQN to perform
the optimal policy with only a partial observation state, i.e.,
o = s/{hgrg,hpg,x}. Specifically, the framework of the
training stage for DRQN is shown in Fig. f] including the
evaluated Q-network and the target Q-network with the LSTM
layer to choose the possible phase-shift of the RIS. First, by
observing the environment state s’ at time step ¢, the state
is preprocessed into a matrix. Then, the Q-value with respect
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Fig. 4. Illustration of the DRQN based dynamic ST strategy for the RIS-assisted ICAS system in the presence of a smart attacker.

to the action space A is calculated via the evaluated network.
The agent performs the action a® with the e-greedy policy and
obtains the reward rt according to @) After that, the state
is changed from s’ to s'*!. Therein, a replay memory D is
adopted to store the experience of Alice, where the experience
e(st,al,rt,s*1) records the transition among state, action
and reward in time step ¢t. To reduce the complexity, we
use the bootstrapped random update strategy [34]. With a
randomly minibatch sample from replay memory with size |e|,
the weight parameter 7 can be updated via a stochastic gradient
descent (SGD). The loss function of the weight parameter 7
is given by

1 =e =e =e
L(n) = HZIY“ —Q(s'=,a"=% ), 31)
le]
where
t ! -
Yt: T't+'7maXQ(S,a777 )7 t<|e‘7 (32)
rt t=lel,

with ™~ being the weight parameter of the target network. The
policy gradient of the loss function with respect to the weight
parameter 7 is given by

VL(n)

le|
(33)

The weight parameter of the evaluated network is updated by
n + n+ uVL(n) and the weight parameter of the target
network is updated by n~ < n~ + uVL(p™) in every S
steps, respectively, where p < 1 is a small constant. When
the DRQN is trained, we can deploy the evaluated network on
Alice or Bob side to conduct the phase-shift control of the RIS.
In this stage, the legitimate users Alice and Bob cannot obtain
the CSI of Eve, thus, they only utilize the partial observation
state o to perform the control policy of RIS phase-shift. The
details of the proposed DRQN based dynamic ST strategy can

(YT = Qs " m) Vi Q(s'4 a5 )

be summarized as Algorithm [I] which includes the training
stage and the deployment stage.

Remark 3. The partial observation state o is the lossy
information of the observation state s, which lacks the CSI
and malicious behavior information of Eve. Fortunately, the
CSI sequences of the legitimate channel and the eavesdropping
channel are spatially correlated, while the malicious behavior
information and the CSI observation are temporally corre-
lated. Thus, the LSTM layer can predict the loss information of
the partial observation state o by learning the context relation
of the observation state s in time sequence, and then handle
the loss information of the partial observation state o via the
recurrent control.

C. System Complexity

1) Computational Complexity: The computational com-
plexity of the proposed algorithm is evaluated by the floating
point operations per second (FLOPS), which counts addition,
subtraction, multiplication, division, exponentiation, etc., as a
single FLOP. Specifically, the total computational complex-
ity includes training complexity and deployment complexity,
which are analyzed in the following.

1) Training complexity: First, we derive the computations
of activation layers. The computations are “1” for Relu
layer, “4” for sigmoid layer and “6” for tanh layer.
We assume that the total nodes for state normalization
layer, Relu layer, sigmoid layer and tanh layer are
|S|, 7, Ns and 7y, respectively. Thus, the training
complexity for node computation can be calculated by
O(|S| + 7 + 4ns + 67n¢). Furthermore, we assume
that both evaluated network and target network are M
fully connected layers in total and the mth layer has
N, nodes. The training complexity for one forward
propagation and two backward propagation can be calcu-
lated by O(Z%;Ol 37 n+1). Therefore, the training



Algorithm 1 DRQN based dynamic ST strategy training

1: Initialization: Initialize the RIS in the appointed two-
dimensional space and set the phase-shift of RIS, ran-
domly. Let the neural network parameters of the evaluated
network 70 and the target network 1, as 19 = 7, .

2: TRAINING STAGE:

3: for each training episode do

4:  Select an initial state s € S.

5 for each time step t =1,2,...,7 do

6: Observe state st according to the wireless environ-

ment interaction;
t

7: Choose action a* according to the e-greedy policy;

8 Perform action a?, observe the state stt! and obtain
the reward r* feedback from the environment;

9: Store the experience e(st,a’,r!, s'*1) in replay
memory D;

10: Sample a random minibatch of |e| experiences from
replay memory D;

11: Calculate the target Q-value by using (32));

12: Train the evaluated network 7 by performing a gra-
dient descent step (33);

13: Update the weight parameter 1 of the evaluated
network;

14: Update the state s* < s*+1;

15:  end for

16:  Update the weight parameter n~ of the target network
every S steps;

17: end for

18: DEPLOYMENT STAGE:

19: for each time step ¢t = 1,2,... do

20:  Observe the state o according to the real-world wireless
environment interaction;

21:  Perform the optimized ST strategy with respect to the
phase-shift of RIS.

22: end for

complexity of the evaluated network for 7' time steps is
O(T - le|- ((|S] 4o + 4715 +671¢) + S0 Bfignfim1) )
with samples |e| form replay buffer. On the other hand,
the training complexity of the target network for T
time steps is 1/S of the former. Therefore, for &
episodes, the training complexity of the proposed DRQN
based dynamic ST strategy can be approximated as
O(E-T-le| - (ZmZ fimfimt1 +1S]))-

2) Deployment complexity: For the deployment stage, there
is no target network and replay buffer used, thus only the
computation complexity of the state normalization and
one forward propagation are considered. In this case, for
either Alice or Bob, the total deployment complexity is
approximated as O(X" M) A, itmi1) + O(|S]).

Remark 4. The computational complexity of the proposed
DRON based dynamic ST strategy mostly depends on the
weight parameter updating for forward and backward prop-
agation. In addition, for a fixed neural network structure,
the computational complexity is increased linearly with the
number of episodes £, time steps T, the size of the minibatch

sample |e| and state space |S|, which indicates that the
running time is polynomial.

2) Hardware Complexity: The hardware complexity of the
proposed algorithm is discussed from the power consumption
and the hardware resource aspects. To achieve an excellent
ICAS performance, significant power consumption and hard-
ware resources are required for the offline training with a
state set as large as possible, including the communication
consumption, RIS configuration, network forward propagation
and backword propagation, and step iteration among others.
Nevertheless, in the online deployment, this hardware com-
plexity can be substantially reduced, where the power source
and the hardware resources are mainly used to support the
communication consumption, network forward propagation
and RIS configuration. Thus, the hardware complexity is
acceptable when the trained neural network is deployed online.
However, integrating the proposed algorithm into the hardware
platform still faces some challenges in practice, which is due
to the limitations of the current hardware technology. For
example, the computing ability of the artificial intelligence
(AI) chips for exploring the real-world unknown boundary
state set is not strong enough, while the real-time processing
capabilities of FPGAs for configuring RISs to construct a fast
time-varying channel environment are also weak.

V. SIMULATION RESULTS

In this section, the performance of the proposed algorithm
is evaluated via simulations. We first provide the details of the
simulation setup, and then analyze the simulation results.

A. Simulation Setup

We utilize the compute unified device architecture (CUDA)
in PyTorch as the computational software platform and the
NVIDIA GTX 1660 Ti as the computational hardware plat-
form. The high-quality computational platforms can accelerate
the network training, and then contribute to the smoother
simulations. For the structure of the neural network, both the
target network and the evaluated network are designed with
three layers. The input and output layers are linear layers
with the dimensions corresponding to the state space and the
action space, respectively. Moreover, an intermediate LSTM
layer is utilized for memory retention. The ReLU activation
function is applied in each layer of the network. Specifically,
for the end-to-end data training, the input is first subjected
to a linear transformation through the Linearl layer, followed
by activation through ReLU function. Then, the result is fed
into the LSTM layer, generating the output, along with the
new LSTM hidden state and the cell state. Finally, the LSTM
output is fed into the output layer Linear2, yielding the output
of the network, which represents the estimated Q-value. The
main parameter settings are shown in Table

For the channel environments, we set three types of arrays
which are the diagonal phase-shift matrix, the channel gain
vector between RIS to users and the direct link channel gain
of user. The dimensions of them are N x N, N x 1, and
1 x 1, respectively. The diagonal matrix of the RIS phase-shift



TABLE II
THE MAIN PARAMETER SETTINGS OF THE DEVELOPED NETWORK
Parameters Value
Size of hidden layer 64
Learning rate 0.1
Batch size 32
Episodes 1500
Max episode step 20
Starting epsilon 1.0
End epsilon 0.001
Epsilon decay rate 0.995
Max episode step 20
Random update True
Optimizer SGD
Neural network layer 2Linear, 1LSTM
Activation function ReLU

is generated from the range (0, 27] with the finite resolution of
b bits. The other matrices for the channel gains are generated
using the random variables with complex Gaussian distribu-
tion. The bandwidth of the transmit signal is set to be B =1
Hz and the time for each channel estimation round is set to
be Ts = 1 s. Based on this, the real and imaginary parts of
the matrices are stored in separate arrays, which establishes
the state space. The dimension of the state space is related
to the number of RIS reflecting elements and the dimension
of each channel. The reward is calculated by the expressions
of the data transmission rate and the key generation rate. It
is worth noting that the calculated reward may exhibit some
deviation due to the use of different random generation data for
the state space, however, this does not impact the performance
evaluation of the proposed DRQN based dynamic ST strategy.
Furthermore, to mitigate the effect of noise in the experimental
results, we utilized a moving average function to smooth the
reward curve. Furthermore, the max episode step is defined as
the maximum number of steps allowed per episode.

B. Performance Analysis

1) Performance of Network Convergence: For the perfor-
mance analysis of the network, the action space consists of a
randomly generated set of actions with the dimensions 8 x 8,
which corresponds to a continuous finite RIS phase-shift. This
implies that we have 8 actions to choose from, where each
action comprises the phase-shift of 8 RIS reflecting elements.
In Fig. /] we study the convergence of the proposed DRQN
based dynamic ST strategy for different learning rates. By
observing all reward curves, we can see that the reward curves
fluctuate largely at the beginning of the 600 episodes, and
then, the fluctuations of the reward curves tend to flatten out.
When the episodes reach to about 800, each reward curve
gradually converges to a fixed point but still with a slight
fluctuation. With the increase of the episodes, the trend of the
convergence is more obvious. For example, when the number
of episodes is 1500, the reward curve with learning rate 0.1
converges to 4.27 bits/s. On the other hand, by observing each
reward curve, it can be found that the convergence value of the
reward curve is not proportional to the decrease of the learning

rate. If the learning rate is not suitable for the state space, the
fluctuation of the Q-function is very large and the evaluated
network cannot accurately estimate the reward feedback form
the Q-function. As a result, the evaluated network can fall into
a local optimal strategy at the end of the episode. Therefore, it
is very important to select a proper learning rate for network
training.

Reward

600 800 1000 1200 1400

Episode

0 200 400

Fig. 5. The convergence of the proposed DRQN based dynamic ST strategy
for different learning rates.

Figure [f illustrates that the value of the loss function
fluctuates in the first 100 episodes and then decreases rapidly
in the following episodes. The reason is that at the beginning
of the iterations, the evaluated network is mainly exploring
and exploiting the state space, which causes the fluctuation
of the loss function within a specific range. However, after
this period, the exploiting process of the evaluated network
is dominant, and the value of the loss function decreases
significantly with the number of the episodes. Specifically,
when the learning rate reduces, the final value of the loss
function increases. This shows that a small learning rate
may cause overfitting of the neural network and leading to a
local convergence value. Furthermore, with the increase of the
episodes, we can observe that the values of the loss function
for learning rates 0.1, 0.01 and 0.001 are almost overlapped.
However, small differences in the value of the loss function
can cause large differences in convergence performance. This
insight also demonstrates the importance of selecting a suitable
learning rate for network training.

2) Performance of Proposed Strategy: Based on the above
network parameter settings, we now compare the performance
of the proposed DRQN based dynamic ST strategy with four
benchmarks, which are the DQN based strategy, the greedy
strategy, the random strategy and the exhaustive search strat-
egy. From Fig.[7] it is straightforward to see that the exhaustive
search strategy is optimal since it sweeps the whole action
space in each episode. We can observe that the performance
of the proposed DRQN based dynamic ST strategy is almost
consistent with the optimal exhaustive search strategy. Notably,
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Fig. 6. The variation of the loss function with respect to the number of
episodes for different learning rates.

although the exhaustive search strategy can achieve a desirable
performance, the computational overhead is very large. For
the proposed DRQN based dynamic ST strategy, when the
neural network is well trained, we can deploy the evaluated
network to perform the dynamic ST strategy, which has a low
overhead. Thus, our proposed strategy has a strong advantage
in optimizing the dynamic ST strategy. Furthermore, it can
be found that the performance of the proposed DRQN based
dynamic ST strategy is better than of both the greedy strategy
and the random strategy. Since the random strategy lacks the
interaction with the wireless environment, the performance of
the random strategy is the worst among the benchmarks. We
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Fig. 7. The reward of the proposed DRQN based dynamic ST strategy vs.
four benchmarks.

now analyze the robustness of the proposed DRQN based
dynamic ST strategy in Fig. [§] Specifically, we use the full
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Fig. 8. The reward of various deep reinforcement learning based dynamic
ST strategies with full observation and partial observation information.

observation information and the partial observation informa-
tion to test the reward of the trained DRQN based dynamic
ST strategy and DQN based strategy. From the figure, it can
be found that the rewards of the proposed strategy for full
observation information and partial observation information
are about 4.4 bit/s and 4.38 bit/s, respectively. Moreover,
the rewards of the DQN based strategy for full observation
information and partial observation information are about
4.31 bit/s and 4.15 bit/s, respectively. The result shows that
although the performance of both ST strategies deteriorates,
our proposed DRQN based dynamic ST strategy also has a
better performance than the DQN based strategy with only
partial observation information, i.e., the performance loss are
0.02 bit/s and 0.16 bit/s, respectively. The essential reason
is that the LSTM layer of the DRQN can learn the history
relations of the states in time series by the recurrent control.
When the state cannot be full observed, the trained DRQN
still can infer more dynamic relations of the state form the
partial observation information than the trained DQN, thereby
maintaining a better performance.

Next, the rules of weight factors for the proposed DRQN
based dynamic ST strategy are analyzed. Figure 9] shows the
reward of the proposed DQN based strategy with different
weight factor trade-offs. For the first case, when the ICAS
design tends to be promote the communication mode, i.e.,
wg = 1,w, = 0, we can find that the reward is about 6.19
bit/s at the convergence point. In this case, the phase-shift is
optimized to maximize the data transmission rate, thus, the key
generation rate is low. For the second case, when the weight
factor trade-off is wg = 0,wy = 1, the design objective is
to maximize the key generation rate without considering opti-
mizing the data transmission rate. We observe that the reward
is about 2.89 bit/s. For the third case, when both the data
transmission rate and the key generation rate are considered,
such as the weight factor trade-off is wg = 0.5, wy, = 0.5, the
phase-shift is optimized to maximize the data transmission rate
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Fig. 9. The reward of the proposed DRQN based dynamic ST strategy with
different weight factors.

and the key generation rate, simultaneously. We infer that the
reward of the third case is between the first case and the second
case which represent the upper bound and the lower bound of
the proposed DRQN based dynamic ST strategy, respectively.
Therefore, there is an interesting performance tradeoff between
the data transmission rate and the key generation rate by
allocating the weight factor. The trade-off principle of the
weight factor depends on whether the design purpose is to
conduct the data transmission task or the secret key generation
task.
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Fig. 10. The variations of the data transmission rate and the key generation
rate with respect to different weight factors.

The result in Fig. [I0] shows the influence of the weight
factor wy on the optimal data transmission rate and the
key generation rate, respectively. We observe that different
weight factor trade-offs can lead to different design purposes

for simultaneous transmission and secret key generation. For
example, when the weight factor is wy = 0, the design purpose
is to maximize the data transmission rate. Similarly, when the
weight factor is wy = 1, the design purpose is to maximize the
key generation rate. The rewards of these cases are consistent
with the result in Fig. 0] Changing the weight factor wy,
from O to 1, it can be observed that the reward is almost
a monotonically decreasing function with respect to weight
wy. However, we can further observe that the variation trend
of the key generation rate is not exactly proportional to that
of the data transmission rate. Particularly, when the weight
factor is wy € (0.6,0.7), both the data transmission rate and
the key generation rate are improved, simultaneously. This
observation implies that the ICAS design of simultaneously
transmitting and generating secret key produces the effect of
mutualism. When the weight factor wy changes from O to
0.9, we find that the transmission rate is decreased sharply
from wy = 0.7, yet it remains always higher than the key
generation rate. Thus, the key generation rate cannot satisfy the
requirements of the data transmission rate for “one time pad”
communication. As a consequence, selecting an appropriate
weight factor trade-off is an important task to achieve a
“one time pad” communication. Interestingly, when the weight
factor w;, is between 0.9 to 1, it can be found that the data
transmission rate can be equal to the key generation rate,
which indicates that the “one time pad” communication is
possible via an ICAS design. For instance, in our simulation
settings, we notice that w; = 0.973 is a suitable weight
factor for designing simultaneous transmission and generation
of secret key to realize the “one time pad” communication.
Although this “one time pad” communication compromises a
part of the communication performance, it is very necessary in
some scenarios with strong security requirements, i.e., military
communications.

3) Performance of Different RIS Parameters: As the RIS
is the pivotal hardware platform for the realization of si-
multaneous transmission and generation of secret keys, we
analyze the different RIS parameters effect on the proposed
DRQN based dynamic ST strategy, including the number
of RIS refection elements and the finite resolution of the
RIS phase-shift, respectively. To ensure the fairness of our
performance analysis, we use the same parameter settings
of the network, except from the state space, action space
and the finite resolution which are populated due to the RIS
parameters settings. It can be observed from Fig. |1 1] that with
the increase of the RIS refection elements, the reward increases
significantly. A larger RIS can improve the system reward, but
also entails heavier energy consumption and cost overhead.
For the finite resolution of the RIS phase-shift, we notice
that the convergence rewards of 1 bit resolution and 2 bit
resolution are almost consistent. This interesting result is due
to that both the 1 bit and 2 bit resolutions are lower, and
thus have the same effect on the system reward improvement.
Theoretically, the continuous RIS phase-shift can significantly
increase the reward due to the largest phase-shift degrees of
freedom. However, as shown in the figure, since the DRQN
framework cannot deal with the continuous action, the reward
of the continuous finite RIS phase-shift can be lower than that



of the 1 bit and 2 bit resolutions, which is attributed to the
sampling data of the action space.
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Fig. 11. The system reward with different RIS parameter settings.

VI. CONCLUSION

We have studied the potential of simultaneous transmission
and generation of secret key for RIS-assisted ICAS system
in the presence of a smart attacker, where the phase-shift of
the RIS has been optimized. Specifically, we formulated the
problem as a ST game for the dynamic wireless environments,
and proved the existence of the NE point. Next, considering the
snapshot of the ST game, we derived the NE point of the static
game. On the other hand, considering the whole evolutionary
process of the ST game, we proposed a DRQN based dynamic
ST strategy to learn the optimal phase-shift of RIS. Then,
we provided the details of the algorithm and analyzed the
system complexity. The simulation results demonstrated that
the proposed DRQN based dynamic ST strategy can approach
the optimal exhaustive search strategy. In particular, it has
been proved that the proposed DRQN based dynamic ST
strategy has a better performance than the benchmarks even
with partial observation information. By allocating the suitable
weight factor to balance the data transmission and the secret
key generation, we have shown that the “one time pad”
communication becomes possible.

APPENDIX A
PROOF OF PROPOSITION 1

The channel cross-correlation among transmitter £ and two
receivers r1, 72 can be expressed as

Ry1 2 = B{(hf, ®hig + hy) (Bho®hyy + hyo) ™}

= E{(hf ®hyg) (W0 ®hip) '} + E{hz hi o).

(34)
Let the cascaded channels be
hgm‘I’hER = VgARTlhER
h,,®hip = v§ Areohyp, (35)

where Agq1 = diag(h%,,), and Ag,o = diag(h% ,). Then,
the cross-correlation of the cascaded channel can be rewritten
as

E{(v§ Arrihig)(vG Agrohip) ™}
=E{ (Vgl *RT‘Qh:ffR) (nger th)T}

= E{vg]A*RTth hT Aﬁrlve}'

iRMR (36)

Thus, the cross-correlation between the transmitter ¢ and two
receivers 71,72 is

Re1p2 = Vi Re1ove + RY Lo, 37)

where the symbols R,1,o = E{A%,hih] AL} and

D _ _
R 0 = E.{hfﬂh;ﬂ}. When 71 = r2, we can calcu'late the
channel variance of between the transmitter and receiver r1,

r2 as

er = VéqulVe + RrDla
Ry = viR,ovy + RE, (38)

where the syr;1b01; R.1 = E{%*erththAgrl}’ RTDQ =
E{A%ohi by AR,o}, while Ry = E{h;, by} Ry
E{hioh} .} respectively.

APPENDIX B
PROOF OF PROPOSITION 2

Definition 3. A set P C R? is a convex set if for every
P',P" € P and p € [0,1), it satisfies pP' + (1 — p)P" € P.

Definition 4. A set P C R? is called compact if the set is
closed and bounded [35|].

Lemma 1. Let a function f : P — P be continuous, then
there exists some P’ € P, satisfying f(P) = P’, that is, the
function f has one fixed point.

For i € {A,E} and a given mixed strategy profile P €
P, we can define p; 4, (P) = max{0,a;(a;, P—;) — w;(P)},
where P_; is the strategy profile of all participants except <.
According to Lemmal[T] we formulate the function f : P — P
as f(P) = P’, where

Pi(a;) + ¢ia,(P)
Pasen (Pi(@i) + ¢ia, (P))
__Pi(ai) +via(P)

1+ Z&ieAi @ia;(P)

The above equation suggests that 0 < P/(a;) < 1,Vi €
{A,E} and f is a self mapping. This means that the actions
that have better response to P can increase its probability
distributions. In the formulated ST game, since i € {A, E},
the set of the mixed strategy P € R? is in a closed and
bounded rectangular region, which is convex and compact.
On the other hand, the function f is continuous since each
©i.q; is continuous. Thus, the function f has one fixed point.

Next, we prove that the fixed points of f are the Nash
equilibria. Obviously, when the mixed strategy profile P is a
Nash equilibrium, we have ¢; ,,(P) = 0,Vi € {4, E}, which
shows that P is one fixed point of f. On the contrary, assuming
P is an arbitrary fixed point of f, there must exist at least one

P/(a;) = (39)




action a} in the support of P, satisfying u;(a}, P—;) < @;(P).
From the definition of ¢, we have ¢; ./ (P) = 0. Moreover, as
per the property of the fixed point, we have P/(a}) = P;(a}),
which implies that the denominator must be 1 and ¢; 4, (P)
must be 0,V € {A, E},a; € A;, thatis Y, 4. wia, (P) =0.
These conditions are confirmed only when no participant can
improve the expected utility by moving to a pure strategy.
Then, the proof is completed.

APPENDIX C
PROOF OF PROPOSITION 3

If (v},0) is a NE point for the static ST game, we have
up(vy,0) —up(vy,1) =0 — (Ri,elve=v; — Cr) > 0. (40)

Thus, this inequality condition supports wug(vj,0) >
ug(vy, k), Ve € {0,1}. After algebraic manipulations, the
data transmission rate in (I7) can be rewritten as

Ra
= Blog,(1 + E{(vj Arahpr)(vjg Arahpr)” + hpahp,})
= Blogy(1 + vER 4vy + RE). 41)
Next, let z = VIR 4vy + RY. Substituting this into (T3) and

(@T), the function of optimization objective u4(vg,0) can be
denoted as

T 1422

Then, the first derivative of f(z) with respect to z is derived
as

2
F(2) = waBlogy(1 + 2) + 2k Jog, ((1“)> (42)

Of(z) 1 2waBz+27Ez+weB "
9z 2 (z4+1)(2z+1) “43)
Obviously, for z > 0, we can find that 8}(;22) > 0 always

holds, which indicates that the function f(z) is monotonically
increasing with z > (0. On the other hand, Vvy, we have
vgl R vy > 0, which indicates that R4 > 0 is a positive
semi-definite Hermitian matrix. For every non-zero v in a
Rayleigh quotient, we have the following inequality

viAR 4v

; < <
)\mln(RA) = VHV > )\max(RA)y (44)

where Apin(R ) and Apax(Ra) are the minimum and max-
imum eigenvalues of matrix R4, respectively. For a given
matrix, the Rayleigh quotient reaches its maximum value
Amax(R ) when v corresponds to the maximum eigenvector,
ie., V.= Viax With vI v, = 1. Then, by setting v}
VNVpax, it is straightforward to show that the maximum
value of z can be obtained when v3fvy = NvZ v... By
substituting v;7 v} into @), we have

ViHR AV = Nmax(Ra).

(45)

As a consequence, when {@3)) holds and Cp > R, Elve=vy>»
we have
ua(vy,0) > ua(vy,0), V0< 0, <27
ug(vy,0) > ug(vy, k), vk € {0,1}. (46)

The proof is completed.
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