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The concept of distributed consensus gained widespread attention following the publication of “Byzantine Generals Problem” by
Leslie Lamport in the 1980s. This research topic has been active and extensively studied over the last four decades, particularly since
the advent of blockchain technology in 2009. Blockchain technology employs Proof-of-X (PoX) or Byzantine-fault-tolerant (BFT)
systems, where all participants follow a protocol to achieve a common state (i.e., consistency) eventually. However, because PoX
consensus such as Proof-of-Work is is resource-intensive with high power consumption, most permissioned blockchains employ BFT to
achieve consistency. In this article, we provide an introduction to the fundamental principles and history of distributed consensus. We
then explore the well-known fault-tolerant state machine replication (SMR) in partially synchronous networks, as well as consensus
protocols in asynchronous models and recently proposed DAG-based consensus. Additionally, we examine the relationship between
BFT consensus and blockchain technology and discuss the following questions: What is the history and evolution of BFT? Why
are BFT protocols designed in the way they are and what core components do they use? What is the connection between BFT and
blockchain technology, and what are the driving needs for future BFT research?
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1 INTRODUCTION

In the 1960s, engineers were considering using computers in space vehicles and aircraft control systems that comprised
a central multiprocessor, dedicated local processors and multiplexed buses connect them. All these systems are mission-
critical and processors in the multiprocessor are duplicated for error detection [75]. However, a challenge arose regarding
how to ensure that all the multiple processes and machines could make consistent decisions on a consistent view. A
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process refers to an instance running on a computer system that independently executes a specific task or a set of
tasks. Subsequently, the problem of reaching an agreement in the presence of faults in a distributed system appears in
the NASA-sponsored Software Implemented Fault Tolerant Project (SIFT) in the 1970s. The project aimed to create a
resilient aircraft control system that could tolerate faults within its components. The famous work that introduced
“Byzantine generals problem” by Leslie Lamport [100] in 1982 originated from this project. Since then, this problem has
become a widely researched topic that has remained active for over four decades.

The network model in “Byzantine generals problem” is a synchronous network. In order to achieve synchrony,
Lamport’s early work [109] focused on synchronising the clock of a group of processes. Based on the synchronous
network, the problem can then be reduced to “reaching coordination despite Byzantine failure”, which is also named
Byzantine agreement. However, Fischer, Lynch and Paterson (FLP) proved in 1985 that there is no deterministic algorithm
that can solve Byzantine agreement in asynchronous network models even only one node has crash failure, known as
FLP impossibility [61]. To solve this problem in the asynchronous model, several techniques have been utilised. Failure
detector [29, 87, 110] and ordering oracle [36, 124] was introduced to reach consensus in the presence of crash-fault
and Byzantine fault in asynchronous network. These oracles and detectors allow the protocols to circumvent FLP
because they encompass some degree of synchrony, e.g., synchrony to detect the crash of a single process. However, it
is still impossible to achieve the level of encapsulation of the original crash failure detector model when Byzantine
failure exists [48]. Another way to achieve consensus is to use randomised consensus algorithm which was originally
presented by Ben-Or [13]. The randomised consensuses not efficient, and its speed can be significantly boosted by
the shared coin [17] (also known as Common Coin). Nevertheless, the most commonly used method is to relax the
asynchrony assumption, i.e., utilising partially synchrony [52] or weakly synchrony. These network models are widely
considered in many famous protocols, including practical Byzantine fault tolerance (PBFT) [26] and its variants, i.e.,
PBFT-based systems require weak synchrony to guarantee liveness.

SMR paradigm, which representing the state of the system as a state machine and ensuring that all replicas perform the
same sequence of operations such that these replicas are consistent at all times, was initially introduced by Lamport [97]
when he was finding solutions to correctly distributively replicate a service for critical systems. It was realised that
the complex task of duplicating a service over multiple servers can be degraded to a simple task [97]; that is, when
the user gives the same sequence of commands to all replicas, these commands must be processed with an identical
succession of states in each replica. Unlike the Byzantine agreement, which focuses on one-time consensus, SMR offers
a consecutive distributed replicated service. Later, fault-tolerant SMR solutions, including crash-fault-tolerant (CFT) and
Byzantine-fault-tolerant (BFT) approaches, were proposed during the last decades. One of the most re-known CFT-SMR
solutions is Paxos [98], which inspired subsequent works of Raft [122], Apache’s Zookeeper [77] and more. This
paradigm has been used by many companies such as Google and Microsoft to replicate their computing infrastructure.
The most famous BFT-SMR is PBFT [26], the introduction of which marked a significant turning point, demonstrating
that BFT could be practically implemented to real-world systems, rather than remaining a purely academic interest.
The throughput of PBFT has been improved by quorum-related hybrid solutions, especially when there is no fault
in system, including Q/U [1], HQ [40] and Zyzzyva [93]. Furthermore, other forms of BFT protocol such as trusted
hardware-based PBFT, certificate-based BFT and parallel BFT were investigated in [32, 35, 36, 83, 94, 156]

In 2008, the advance of Bitcoin [116] by Satoshi Nakamoto rekindled the interest of distributed consensus dramatically.
Then, blockchain and distributed ledger technology (DLT) were abstracted from Bitcoin. Although it utilised a novel
Proof-of-Work (PoW) consensus, Bitcoin is still in essence an SMR. Therefore, besides cryptocurrency consensus
based on Proof-of-X (PoX), distributed fault tolerant algorithms used in SMR also became a highly researched area
Manuscript submitted to ACM
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in blockchain. A large amount of novel blockchain-oriented fault-tolerant consensus built upon SMR protocols were
proposed, including BFT-SMaRt [15] and HotStuff [156], while related studies for practical asynchronous BFT includes
Honey Badger BFT [113], BEAT [50], Dombo [72], etc. Recently, synchronous and asynchronous DAG-based BFT like
DAG-Rider [86], Narwhal and Tusk [41] and Bullshark [137] were proposed, which are promising in terms of improving
the parallel performance of BFT protocols by utilising graph architecture. In this article, we review the Byzantine fault
tolerance consensus, from the origin to the recent development arouse by blockchain.

Why another review on distributed fault tolerance consensus? There are several existing surveys related to
the topic of this article [10, 23, 69, 118, 144, 153, 157], which covers the utilisation and design of BFT in blockchain.
Additionally, the traditional fault-tolerant SMR has been fully reviewed and discussed in [39, 44, 132, 157] in terms of
its pros and cons. Compared with previous review papers, our article makes the following additional contributions.
First, our article gives a comprehensive review of the origin and development of fault-tolerant consensus and SMR
before and after the advent of blockchain, and it introduces easily-confused concepts such as Byzantine agreement and
Byzantine broadcast from the perspective of the historical evolution of consensus. Second, this article categorises recent
fault-tolerant consensus to different types, including synchronous, partial synchronous and asynchronous ones. It also
introduces the important components of fault-tolerant consensus, such as randomness, and explains how they could
be used to deal with different system and network assumptions. Third, the paper discussed the consensus designed
for blockchain scenarios and analyses their design rationales, working principles and core elements. Furthermore, it
explores future BFT research issues and potential use cases of blockchains. Readers can benefit from this article by
gaining an understanding of the history and evolution of fault-tolerant consensus, from early solutions to current
improvements, and how they can be utilised in practical blockchain systems. In addition, readers will develop insights
into the different components of a consensus protocol, the principles guiding their design, and how to design a novel
fault-tolerant protocol pecific deployment environments.

The development path of distributed fault-tolerance consensus that we have identified is illustrated in Fig. 1. Following
the path, the rest of the paper is organised as follows. In section 2.1, we begin with the origin of (synchronous) Byzantine
agreement and Byzantine generals problem . Then we introduce the famous FLP impossibility result and present how
early solutions address this issue and give a introduction on state machine replication. Next, in section 3 we introduce
the milestone PBFT and similar variants that use partially synchronous network model before and after blockchain.
Following that, in section 4 we present practical consensus in asynchronous model which is conducted before the birth
of blockchain but is again getting popular under the different requirements of blockchain from traditional SMR. In the
next section 5, we explore recently proposed DAG-based BFT solutions and then summarise different fault-tolerant
consensus. We then give guidance on future research issues, and summarise blockchain use cases with web3 visions to
show the importance of the continuous research of BFT in section 7 and section 8.

2 CONSENSUS IN THE EARLY YEARS

2.1 Byzantine Agreement in Synchronous Model

In the 1960s, it becomes clear that computers will be used in space vehicles and aircraft control systems, such as those in
the Apollo Project. These systems are mission-critical, and processors are duplicated for error detection. To ensure the
multiple machines in the system share a consistent view or decision, NASA sponsored the Software implemented Fault
Tolerant (SIFT) project [147] in the 1970s to build the ultra-reliable computer for critical aircraft control applications.

Manuscript submitted to ACM
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Fig. 1. Development path of consensus.

In SIFT for an aircraft controller, interactive consistency was needed to synchronise different processes, where each
sensor supplies its local reading values of an environment of interest as the input.

Definition 2.1. Interactive Consistency: Each process 𝑝𝑖 inputs a value 𝑣𝑖 , and each process outputs a vector 𝑉 or

such values, which satisfies:

• Agreement: Each correct process outputs the same vector 𝑉 of values.

• Validity: If a correct process outputs 𝑉 and a process 𝑝𝑖 is correct and inputs 𝑣𝑖 , then 𝑉 [𝑖] = 𝑣𝑖 .

After reaching the agreement on an output vector, each process can derive its actions deterministically based on it.
Later, in 1982, Lamport wrote the paper [100] that inspired widespread interest in this problem by introducing the

“Byzantine Generals Problem”. This paper introduced an agreement problem: Imagine several divisions of the Byzantine
army planning to attack an encircled city. However, to win the war, the divisions must agree on a battle plan: attack
or retreat. Some generals might want to attack, while others might choose retreat; some generals are loyal, and some
might be traitors, preventing the loyal generals from reaching an agreement. The generals can only communicate with
one another by messenger. An algorithm was needed to address the following conditions:
Manuscript submitted to ACM
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• CD1: All loyal generals decide on the same action.
• CD2: A small number of traitors cannot cause the loyal generals to adopt a bad plan

However, Lamport et al. found the second condition difficult to formalise as it requires a predefined “bad plan”. Therefore,
they consider how the generals reach a decision. Byzantine generals problem can thus be abstracted as follows: A
commanding general must send an order to his 𝑛 − 1 lieutenant generals such that

• CD3: All loyal lieutenants obey the same series of orders. (Agreement)
• CD4: If the commanding general is loyal, then every loyal lieutenant obeys the order he sends. (Validity)

The Byzantine generals problem is equivalent to Byzantine broadcast, a broadcast primitive where a sender starts
with an input value 𝑣 and others have no input. During the broadcast, the sender conveys its input to all processes in
such a way that, at the end of the broadcast, all processes output the same value.

Readers might wonder, what if in CD4 the commanding general is not loyal? In fact, the commanding general does
not have to be loyal. When Byzantine broadcast is solved, to address CD1 and CD2, we only have to build 𝑛, (i.e., the
total number of generals) Byzantine broadcast instances in parallel, one for each process. CD1 can be achieved by
having all the generals use the Byzantine broadcast method to gather information, and CD2 can be achieved by a robust
method, e.g., if the only decision is whether to attack or retreat, (i.e., the decision value is binary), then the final decision
can be achieved based on a majority vote among all the orders gathered during the Byzantine broadcast.

Following Byzantine generals problem, we introduce the notion of Byzantine agreement:

Definition 2.2. Byzantine Agreement. In this primitive, every process holds an input value and outputs again a

single value, and all processes satisfy

• Agreement. Each correct process outputs the same value.

• (All-Same) Validity. If all the correct processes have the same input value 𝑣 , then they output the same output 𝑣 .

Note that the notion of validity encompasses many subtle definitions. The original validity condition mentioned
above may not be practical when correct processes start with different input values, as this could result in no agreed
output. One possible solution is to set the output value to a default value ⊥ in such cases. Other validity terminologies
include requiring that the output value was input by any process, known as Any-Input Validity [146], or ensuring
that the output value is the input from a correct process, referred to as Correct-Input Validity [146]. In some contexts,
external-validity [21] is necessary, which requires that the agreed value is legal according to a global predicate known to
all parties and determined by the specific higher-level application. Different subtle definitions of validity are considered
based on varying assumptions and research questions.

Lamport proposed two solutions for the (synchronous) Byzantine agreement problem and its variations: an oral
message solution and a signature based solution [100]. These solutions incur exponentially large communication
costs, hence are also called exponential information gathering [108]. After the pioneering work of Lamport, Byzantine
agreement solutions with polynomial complexity were developed [46]. Synchronous Byzantine agreement protocols
were rarely implemented in real systems, and this problem was considered to be primarily of academic interest until
the introduction of PBFT [26]. Therefore, we will not elaborate on these solutions in detail but only introduce the key
concepts behind them.

⊲ Remark. It is important to note that even though the Byzantine Generals Problem does not explicitly state timing
assumptions, it inherently necessitates that all generals make their decisions prior to executing their attacking or
retreating. In other words, all messages must be delivered before the final decision is made, which essentially assumes a
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synchronous system. Working on synchronous algorithms for Byzantine agreement made Lamport realise that clock
synchronisation among the processes was necessary [109].

Byzantine agreement could be built on top of interactive consistency [109]. In this approach, the processes
first run interactive consistency to agree on an input value for each process, after which every process locally runs
a deterministic procedure to determine the output according to the validity requirement of Byzantine agreement.
Byzantine broadcast could be built on top of Byzantine agreement [109]. Here, the sender process 𝑝𝑠 first sends
its value to each process, then all processes run Byzantine agreement once, whereby each correct process uses the
value received from 𝑝𝑠 as its input. Intuitively, Byzantine broadcast could also be extended to build interactive
consistency, where each correct process uses Byzantine broadcast once to finally construct the same vector. In
summary, interactive consistency, Byzantine broadcast, and Byzantine agreement can be implemented based on
one another. All of these three notions presented here are designed for a synchronous network; note that there is no
explicit termination property, as they all implicitly assume that every message arrives within a bounded time and the
processes terminate naturally.

2.2 FLP Impossibility and Asynchronous Solutions

In 1985, Fischer, Lynch, and Paterson (FLP) [60, 61] proved a famous result in the field of distributed systems, stating
that in an asynchronous system, a deterministic consensus protocol is impossible to achieve even in the simple case of
having only one Fail-Stop (crash) process. Readers can refer to the original papers for the formal proof. To help readers
understand the theory, we will give a simplified, informal example:

Assume five processes A, B, C, D, and E that need to decide whether to submit a transaction. Every process has
a binary initial value, namely submit (1) or rollback (0). They will send their initial values to each other to reach an
agreement. Therefore, each process needs to make a decision based on their received messages from other processes.
We assume that at most one process can crash, and thus the requirement of agreement is that all of the other four
correct processes must get a consistent decision (either 0 or 1). Consider a deterministic algorithm P, in which every
process makes the decision based on the majority value. Now, C’s initial value is 0, so C broadcasts 0 and it receives 1
from A and B, and 0 from D. Now, both 0 and 1 have two votes, and the value from E will determine the final result.
Unfortunately, E crashes, or E is suffering from a network partition and the message from E is delayed forever. In this
scenario, C can decide to wait forever until it receives the message from E, but in an asynchronous network, C will
not be able to know if E has crashed or is simply slow. As a result, it is possible that C may never make a decision.
Alternatively, C might choose a decision based on some predefined deterministic rule; w.l.o.g., we say, C decides on 1.
Unfortunately, C crashes just after it makes the decision, and the decision is not sent to the others. Meanwhile, E just
recovers from the network partition, and receives 1 from A and B, and 0 from C and D. Now, E’s decision depends on its
initial value; w.l.o.g., the initial value of E is 0, so E decides on 0, which violates the agreement requirement that all
processes must decide on the same value, either 0 or 1.

FLP impossibility is regarded as a milestone in distributed system research. Several solutions have been proposed
to avoid the FLP impossibility and enable practical implementations. One possibility is to add failure detectors and
oracles [29, 36, 52, 87, 110, 124], but it was later realised that although this approach works fine in a crash-fault
environment, it is impossible to achieve the same level of encapsulation as the original crash failure detector model
when Byzantine failures exist [48]. Moreover, these oracles generally require a trusted environment, e.g., trusted
hardware. Another possibility is to loosen the network assumptions, moving from asynchrony to partial synchrony
(a.k.a. almost-asynchrony, weak synchrony). Partial synchrony was implicitly considered in many famous practical
Manuscript submitted to ACM
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CFT and BFT consensus protocols, including PBFT [26]. Apart from these solutions, randomisation can be used to
achieve agreement in a completely asynchronous network, the idea of which was originally presented by Ben-Or [13].
In summary, the solutions for asynchronous network guarantee whether the network is synchronous, no honest process
will be different from each other (i.e., agreement), but the asynchronous network might make the system halt forever
(influence termination), and therefore, they make one of the following trade-offs regarding termination:

• Termination is guaranteed only if the network is partially synchronous (such as PBFT).
• Termination is guaranteed with probability 1 (such as Ben-Or’s).

2.3 Early Randomised Protocols in Completely Asynchronous Model

In the previous section 2.1, all the protocols assume synchronous communication, so termination is ignored, as all
processes have a global clock and are expected to follow the protocol until the final bounded step. In other words, all
correct processes decide within 𝑟 rounds, for some previously known constant 𝑟 [17]. However, the situation changes in
the asynchronous model. As presented in 2.2, it is impossible to find a deterministic solution to address the problem in an
asynchronous model, and most solutions loosen the termination condition to avoid the FLP impossibility. In this section,
we focus on solutions that apply the loosened termination requirement, guaranteeing termination with probability 1.
This means that a protocol may never terminate, but the probability of this occurring is 0, and the expected termination
time is finite. Two approaches are widely adopted: The first approach is to add random steps into the protocol[13],
while the second postulates some probabilistic behaviour about the message system [17]. Before we proceed, we would
like to introduce the notion of consensus, which is easily confused with the term “Byzantine agreement”.

Definition 2.3. Consensus Protocols: A consensus protocol is a protocol used in a group of processes where each

process has an initial value and can propose this valueṪhe protocol satisfies the following properties:

• Agreement: If two (correct) processes 𝑎 and 𝑏 decide values 𝑣𝑎 and 𝑣𝑏 , respectively, then 𝑣𝑎 = 𝑣𝑏 .

• Validity: If a (correct) process decides a value 𝑣 , then 𝑣 must be the initial value of some process.

• Termination: If a (correct) process decides a value, then all correct processes eventually decide a value.

Note that the definition could be slightly different for crash failures and Byzantine failures. In crash failures, all
processes follow the code, but in Byzantine failures, processes could behave arbitrarily. The correct processes means
these properties only hold for correct nodes, because a faulty node especially a Byzantine one can do anything, but
some times “correct” is not written but known as a implicitly requirement. Therefore, in the definition for Byzantine
failures, we only require that the correct processes satisfy the properties.

Recall that the definition 2.2 of Byzantine agreement (in a synchronous model does not include a “termination”
condition. In recent research, especially in SMR and blockchain, consensus is sometimes required to be “totally ordered”,
which we will introduce later in Section 2.4.

2.3.1 Ben-Or’s Randomised Consensus. In 1983, Ben-Or proposed the first probabilistic solution to the asynchronous
agreement problem [13]. The protocol of Ben-Or uses binary values for the initial value and decision value, which are
elements of 0,1. In this work, due to the asynchronous assumption, there are no global time or clocks. Instead, this
protocol advances in rounds, and in each process 𝑝’s local view, a round could be regarded as a local clock for 𝑝 . During
the protocol, a message is assumed to eventually be delivered. We now take a brief look at Ben-Or’s original protocol
with crash failures:

Manuscript submitted to ACM
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0. In the initial step, process 𝑝 sets value 𝑣 as the proposal at local round number 𝑟𝑝 = 1.
1. Phase 1:

(a) Broadcast <𝑝ℎ𝑎𝑠𝑒 = 1, 𝑟𝑜𝑢𝑛𝑑 = 𝑟𝑝 , 𝑣𝑎𝑙𝑢𝑒 = 𝑣𝑝>.
(b) Wait to receive more than 𝑁 − 𝑡 different messages <𝑝ℎ𝑎𝑠𝑒 = 1, 𝑟𝑜𝑢𝑛𝑑 = 𝑟𝑝 , 𝑣𝑎𝑙𝑢𝑒 = ∗> from others (where 𝑁 is

the total number of processes).
(c) If all the received messages in (b) contain the same value 𝑣 , then 𝑝 sets 𝑣𝑝 = 𝑣 , otherwise it sets 𝑣𝑝 = ⊥.

2. Phase 2:
(a) Broadcast the message <𝑝ℎ𝑎𝑠𝑒 = 2, 𝑟𝑜𝑢𝑛𝑑 = 𝑟𝑝 , 𝑣𝑎𝑙𝑢𝑒 = 𝑣𝑝>.
(b) Wait for more than 𝑁 − 𝑡 different messages <𝑝ℎ𝑎𝑠𝑒 = 2, 𝑟𝑜𝑢𝑛𝑑 = 𝑟𝑝 , 𝑣𝑎𝑙𝑢𝑒 = ∗> from others.
(c) Choose one of the following actions:

(i) If all messages contain the same non-⊥ value 𝑣 , then decide 𝑣 .
(ii) If one of the messages contains a non-⊥ value 𝑣 , then accept 𝑣 by setting 𝑣𝑝 = 𝑣 . Otherwise, accept a random

estimate by setting 𝑣𝑝 ∈ 0, 1 randomly with 50% probability.
3. 𝑟𝑝 = 𝑟𝑝 + 1 and goto Step 1.

In the following paragraphs, we explain how Ben-Or’s protocol work for asynchronous environment. First, let us
check the weak validity in crash-fault model.

Definition 2.4. Weak Validity. If all processes are honest and start with the same initial value 𝑣 , then the decision

value must be 𝑣 .

It is clear that if all processes are non-faulty and start with the same 𝑣 , they will all send <𝑝ℎ𝑎𝑠𝑒 = 1, 1, 𝑣> and will
receive more than 𝑁 − 𝑓 <𝑝ℎ𝑎𝑠𝑒 = 1, 1, 𝑣> messages after one round. Consequently, they will send and receive enough
<𝑝ℎ𝑎𝑠𝑒 = 2, 1, 𝑣> messages and thus decide on 𝑣 .

Before verifying agreement property, we introduce the notion of Quorum:

Definition 2.5. Quorum, and Quorum system. Let 𝑃 = {𝑝1, ......, 𝑝𝑛} be a set of processes. A quorum 𝑄 ⊆ 𝑃 is a

subset of these processes. A quorum system 𝑆 ⊂ 2 |𝑃 | is a set of quorums such that every two quorums intersect, i.e., for any

𝑄1, 𝑄2 ∈ 𝑆 , 𝑄1 ∩𝑄2 ≠ ∅.

Then, we introduce the notion of quorum intersection that is used in Ben-Or’s consensus.

Definition 2.6. N/2+1-Quorum Intersection Let 𝑆1 with |𝑆1 | ≥ 𝑁
2 + 1 and 𝑆2 with |𝑆2 | ≥

𝑁
2 + 1. Then, there exists

at least a correct process in 𝑆1 ∩ 𝑆2.

Next, we verify the agreement property, which states every process must decide on the same value. The agreement
property can be proven by the following claims:

Lemma 2.1. It is impossible for <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 1> and <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 0> messages to exist simultaneously due to quorum

intersection. W.l.o.g., sending <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 1> requires at least 𝑁
2 + 1 processes to have the same value, so <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 1> and

<𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 0 >, 0> is impossible to exist simultaneously, as this would require 𝑁 +2 > 𝑁 processes, which is a contradiction.

Lemma 2.2. If some process receives 𝑁
2 + 1 messages of the form <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 𝑣>, then all processes will receive at least

one message of the form <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 𝑣>. This is because at least one of the 𝑁
2 + 1 processes that sent <𝑝ℎ𝑎𝑠𝑒2, 𝑟𝑝 , 𝑣> is

non-faulty, which again follows from quorum intersection.
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Combining both lemmas, we can conclude that for some round 𝑟 , if a process decides 𝑣 in step (c)(i), then all other
non-faulty processes will decide 𝑣 within the next round.

Finally, let us check why this protocol satisfies termination. Consider the worst case, where no process decides in
round 𝑟 and only ⊥ messages are received in phase 2. In this case, processes will accept a random value, so there is a
chance, albeit small, that all processes accept the same random value 𝑣 in the next round, and the protocol terminates
(by weak validity). Each round has a nonzero chance of deciding, and although the chance could be small, if the protocol
runs for an infinite number of rounds, it will satisfy termination with probability 1. Note that this protocol is not
efficient, but it proves that it is possible to find a solution to the consensus problem in a completely asynchronous
model. The correctness of Ben-Or’s protocol was proven in 1998 [4]. This kind of solution is also called a random coin
protocol, as it resembles every node tossing a coin, and the protocol terminating when every node’s coin lands on the
same side. The performance could be improved if we set every process toss the same coin, called a Shared Coin (a
similar notion is Common Coin[134]). The concept of the Shared coin is based on the notion of shared memory[28].
With the development of cryptography and after the invention of threshold cryptosystems [43], a shared coin can also
be built on the threshold signature scheme (TSS) or the verifiable random function (VRF) [112].

Definition 2.7. A (𝑡, 𝑛)-Threshold Signature Scheme (TSS) is a signature scheme that generates a valid and

unforgeable single digital signature only if at least 𝑡 out of the 𝑛 participants provide their approvals.

Definition 2.8. A Verifiable Random Function (VRF) is a function in which each participant 𝑖 is equipped with a

secret key 𝑠𝑘𝑖 and the corresponding public key 𝑝𝑘𝑖 , and for any input 𝑥 , 𝑉𝑅𝐹𝑠𝑘𝑖 (𝑥) returns two values: ℎ𝑎𝑠ℎ and 𝑝𝑟𝑜𝑜 𝑓 .

The ℎ𝑎𝑠ℎ is a fixed-length value determined by the pair (𝑠𝑘𝑖 , 𝑥) and is indistinguishable from random values to anyone who

does not know 𝑠𝑘𝑖 . The 𝑝𝑟𝑜𝑜 𝑓 enables anyone who knows 𝑝𝑘𝑖 to verify that the ℎ𝑎𝑠ℎ corresponds to 𝑥 without needing to

know 𝑠𝑘𝑖 .

Ben-Or’s protocol also has a Byzantine version if slight modifications are made into the quorum intersection. In the
Byzantine environment, Ben-Or’s protocol can tolerate 𝑓 = 𝑁

5 Byzantine processes. Readers can refer to [13] for the
Byzantine version modification.

2.3.2 Asynchronous Reliable Broadcast Protocol.

It is widely known that Byzantine consensus can tolerate up to 𝑓 = 𝑁
3 Byzantine processes, where 𝑁 is the total total

number of processes. Bracha and Toueg proved this lower bound in [18]. However, in Ben-Or’s protocol, whether there
are asynchronous consensus protocols that can tolerate up to 𝑡 < 𝑁

3 remains an open question. Bracha [17] extended
the maximum number of tolerated Byzantine processes to meet the lower bound of 𝑓 = 𝑁

3 . As introduced in the last
paragraph, Ben-Or’s Byzantine version modified the quorum intersection to tolerate Byzantine processes. Different
from Ben-Or’s protocol, which deals with Byzantine processes directly (by quorum intersection), Bracha uses a novel
technique to reduce the effect of Byzantine processes, to limit their behaviour. This technique is composed of two
parts, a broadcast primitive and a validation mechanism. By utilising the reliable broadcast primitive, a crash process
or a Byzantine process can either send no messages or the same message to all correct processes. In other words, the
behaviour of a Byzantine process is filtered by the reliable broadcast primitive, thereby reducing the affect of faulty
processes. Then the validation mechanism forces faulty processes to send messages that could have been sent by correct
processes. We now give the definition of reliable broadcast:

Definition 2.9. Reliable Broadcast (RBC). A protocol is a reliable broadcast protocol if:
Manuscript submitted to ACM
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• If process 𝑝 is correct, then all correct processes agree on the value of the message it broadcasts. (Validity)

• If 𝑝 is faulty, then either all correct processes agree on the same value or none of them agree on any value 𝑝 broadcasts.

(Totality/Agreement)

We briefly review of Bracha’s reliable broadcast.

0. initial. leader (sender) with input 𝑣 and sends <v> to all processes.
for each process 𝑝 (including the leader): echo=ture, vote=true

1. Phase 1: on receiving <v> from leader
if echo == true: send <echo, v> to all processes and set echo = false

2. Phase 2: on receiving <echo, v> from 𝑁 − 𝑓 distinct processes:
if vote == true: send <vote, v> to all processes and set vote = false

3. Phase 3: on receiving <vote, v> from 𝑓 + 1 distinct processes:
if vote == true: send <vote, v> to all processes and set vote = false

4. Phase 4: on receiving <vote, v> from 𝑁 − 𝑓 distinct processes: deliver v.

Next, we explain why this reliable broadcast mechanism works. First, we check the validity property. If the sender is
correct, it will send 𝑣 to everyone, then all correct processes will send <echo, v> and every correct one will eventually
receive at least 𝑁 − 𝑓 echoes for 𝑣 and at most 𝑓 echoes for other values. Therefore, all correct processes will send
<vote, v> in step 2 and will receive 𝑛 − 𝑓 <vote, v> and at most 𝑓 votes for other values. Hence, all correct processes
will eventually deliver 𝑣 .

Next, we verify the totality/agreement property. We first prove by contradiction that no two correct processes will
vote for conflicting values: consider two votes sent in phase 2 for 𝑣 and 𝑣 ′ (𝑣 ≠ 𝑣 ′) from processes 𝑎 and 𝑏, respectively.
Process 𝑎 must have seen 𝑁 − 𝑓 echoes for 𝑣 , and process 𝑏 must have observed 𝑁 − 𝑓 echoes for 𝑣 ′. However, this is
impossible due to quorum intersection, as 2 × (𝑁 − 𝑓 ) ≥ 𝑓 + 1, which means at least 𝑓 + 1 processes must have sent
an echo to both 𝑣 and 𝑣 ′, which is a contradiction. Now, we know that correct processes only vote for the same value.
Therefore, if a correct process delivers a value (i.e., agrees on a value), it must have seen 𝑁 − 𝑓 votes, of which at least
𝑁 − 𝑓 − 𝑓 ≥ 𝑓 + 1 votes come from correct processes. Thus, every correct process will eventually deliver the same value
𝑣 , either due to observing 𝑁 − 𝑓 echoes for 𝑣 or due to seeing 𝑓 + 1 votes for 𝑣 from 𝑓 + 1 correct processes. Otherwise,
no correct process will ever deliver/agree on any value. Readers can refer to [17] for the complete correctness proof.

By utilizing the reliable broadcast primitive, the power of faulty (Byzantine) nodes is restricted. Hence, Bracha’s
protocol improves upon Ben-Or’s protocol by reducing the required number of processes from 𝑁 > 5𝑓 to 𝑁 > 3𝑓 .

2.4 State Machine Replication

To begin with, we first consider the most simplified State Machine Replication (SMR) model with crash failure and a
synchronous network. The notion of SMR first appeared in a report [80]. The authors aimed to keep different copies of
a database eventually consistent while allowing different copies to update operations independently. The solution to
this problem was first introduced in Lamport’s paper [96], which is notable for defining logical time and causality in
distributed systems. However, it also introduced the insight that by applying commands in the same order at all the
copies in a distributed system, the copies can remain consistent with each other. In other words, each replica contains a
local copy of a state machine. If initialised to the same initial state, SMR is achieved when different replicas execute the
Manuscript submitted to ACM
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same commands in the exact same order on their local copies. The algorithm that implements a universal state machine
in a distributed system by replication is called the SMR algorithm. The first solution for implementing SMR [96] did
not consider failures. Algorithms addressing failures were proposed later. The well-known the crash-fault-tolerant
algorithm Paxos [98] and the Byzantine-fault-tolerant algorithm PBFT [26] were introduced successively.

Generally, there are two approaches to implementing an SMR: consensus protocols and total ordering protocols.
These two approaches are essentially equivalent. We provide the definition of a total ordering protocol:

Definition 2.10. Total Ordering Protocols. A total ordering protocol is a protocol in which processes broadcast

messages to one another, while the following properties are satisfied:

• Agreement. If two (correct) processes deliver the same two messages, they deliver them is in the same order.

• Validity. If a (correct) process delivers a message, it must be a message sent by some process.

• Termination. A message delivered by a correct process is eventually delivered to all correct processes.

A total ordering protocol only needs to be start once to build an SMR, as it is a protocol delivers consecutive messages
(commands), once these commands are delivered with order and executed by each process with the same sequence, SMR
is built. Instead, consensus protocols needs to be triggered for each time slot in the sequence of commands to an SMR.
In short, SMR could also be built on “repeated consensus”. Total ordering protocol could be built out of a consensus
protocol and vice versa.

A total ordering protocol only needs to start once to build an SMR, as it delivers consecutive messages (commands).
Once these commands are delivered in order and executed by each process in the same sequence, SMR is built. In
contrast, consensus protocols need to be triggered for each time slot in the sequence of commands for SMR. In short,
SMR can also be built on “repeated consensus”. In another word, the total ordering protocol is a service to deal with
consecutive requests, while consensus could be used once for each request, and needs to be triggered for every message.
A total ordering protocol can be built out of a consensus protocol and vice versa.

We then give the definition of a related broadcast primitive.

Definition 2.11. Atomic Broadcast, a.k.a. Total Order broadcast. Atomic Broadcast is a type of broadcast primitive

that where all correct processes receive the same set of messages in the same order while satisfying the following properties:

• Validity. If a correct process broadcasts a message, all correct processes eventually receive it.

• Agreement. If a correct process receives a message, then all correct processes eventually receive it.

• Integrity. A message will be received by each process only once, and only if it was broadcasted previously.

• Total order. If two processes 𝑝1 and 𝑝2 deliver two messages𝑚1 and𝑚2 such that one correct process receives𝑚1
before𝑚2, then every other correct process must receive𝑚1 before𝑚2.

Note that Atomic Broadcast can be used to realise SMR with an even stronger guarantee by ensuring that all
broadcasted messages are included. It is a sender-receiver model broadcast primitive where each process has no an
initial value except the sender. Similar to the total ordering protocol, atomic broadcast can be converted to consensus,
and conversely, consensus can be reduced to atomic broadcast.

Although synchronous network assumption simplifies the SMR problem, it is not practical as the assumption is
unrealistic for real computing environment. In addition, recall that the FLP impossibility result shows that solving
deterministic consensus problems in an asynchronous network is impossible. Therefore, most protocols provide only
agreement (safety) during asynchrony and make one of the following trade-offs for termination (liveness):
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• Guarantees termination only when the network is partial synchronous (the network will sometimes be synchro-
nous anyway, e.g., PBFT).
• Guarantees termination with probability 1 (e.g., Ben-Or’s consensus).

Here we introduce safety and liveness properties [121]:

• Safety: A safety property states that something “bad” never happens. In a BFT context, this means behaving like
a centralised implementation that executes operations atomically one at a time, i.e., the nodes agree on a valid
value proposed by one of the nodes.
• Liveness: A liveness property states that something “good” eventually happens. In a BFT context, the nodes
eventually reach agreement, i.e., the system must make progress.

3 PRACTICAL BFT IN PARTIAL SYNCHRONOUS NETWORK

As introduced above, no deterministic consensus algorithm exists in a fully asynchronous network, and two trade-off
schemes are used to address this problem. In this section, we focus on deterministic protocols in a partial synchronous
network. Most practical BFT protocols, including PBFT, provide the safety property consistently, but liveness is only
guaranteed when the network is synchronous (after applying the Global Stabilisation Time, GST). These protocols
are generally leader-based, meaning that one of the replicas acts as a leader while others are followers. This kind
of protocol usually has three sub-protocols: the normal-case agreement protocol, the view change protocol, and the
garbage collection protocol (checkpoint/snapshot). A “view” is a configuration of replicas, i.e., who is the leader and
who are the followers. We focus on the former two protocols as they are important to safety and liveness. If the leader
is correct, followers run the normal-case agreement protocol, and when the leader is suspected to be faulty, followers
run the view change protocol to elect a new leader. If a sufficient number of followers trigger the view change protocol,
a correct leader will be elected.

In this section, we categorise BFT in partially synchrony into broadcast-based message-passing BFT, parallel BFT
and trusted hardware-based BFT. For each category, we analyse several widely known algorithms as examples to
demonstrate in detail how they work.

3.1 The Most Popular Type of BFT: Broadcast and Message-Passing-based BFT

Broadcast-based message-passing BFT generally consist of several one-to-all and all-to-all phases, indicating that in
these protocols, every process needs to exchange information with others through a communication channel. Message-
passing is the most commonly used form of BFT protocols. This category of BFT protocols is divided into different
phases, and each process gathers information through different phases. The follower processes also need to monitor the
behaviour of the leader to ensure that current leader is correct.

3.1.1 SMR-based Total Ordering Protocol: PBFT.

PBFT is the first and perhaps the most instructive practical BFT protocol to achieve SMR in the presence of Byzantine
nodes. Only after its development did people realise BFT is not only a complex problem of academic interest but also a
practically solvable issue.

We first examine the cryptography assumptions in PBFT. In this protocol, cryptographic techniques are used to
prevent spoofing and replays and to detect corrupted messages. Each PBFT message contains public-key signatures,
message authentication codes (MACs), and message digests generated by collision-resistant hash functions. All replicas
know each other’s public keys to verify signatures, meaning that a pre-set public key infrastructure (PKI) is needed.
Manuscript submitted to ACM
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PBFT assumes that although the adversary is strong enough to coordinate faulty processes, it is bounded by computing
power and cannot subvert the cryptographic techniques. This means, for example, the adversary cannot produce a
valid signature of a non-faulty node or break the hash (digest) function. In early consensus protocols, there was an
assumption that the receiver can distinguish the message sender, e.g., by Media Access Control (MAC) address and
IP. Note this assumption is different from the cryptographic assumptions in PBFT. For example, a process in PBFT
observing two messages from the same sender with different values but valid signatures can prove the sender is faulty,
but identifying the sender does not mean faulty messages equivocal messages can be detected.

Other assumptions employed by PBFT include: replicas are connected by a network, where an adversary can
coordinate faulty nodes, delay communication, or delay correct nodes in order to cause the most damage to the
replicated service [26]. The network model is mostly asynchronous, meaning the delay between the time 𝑡 when a
message is sent and the time it is received by its destination does not increase indefinitely. However, the asynchronous
network also has periods of synchrony to ensure liveness. The bound on the number of faulty nodes is 𝑓 ≤ 𝑁−1

3 , where
𝑁 is the total number of nodes.

Before exploring the agreement protocol of PBFT, readers should be aware that PBFT is a total ordering protocol in
which the safety property is ensured by guaranteeing all non-faulty replicas agree on a total order for the execution
of requests despite failures. Recall that a total ordering protocol is equivalent to a consensus protocol but differs in
operation when building an SMR. Now, we examine how PBFT achieves agreement on a unique order of requests
within a view (when the leader is correct). Our introduction of PBFT is based on the simplified version (without
checkpoint) [146].

client c

primary p

backup n1

backup n2

backup n3

request pre-prepare prepare commit reply

Fig. 2. Agreement protocol in PBFT

(1) The leader 𝑙 receives a request 𝑟 from a client, picks the next sequence number 𝑠 , and sends pre-prepare(s,r,l) to
all followers, informing them of the intended execution of the request with the specified sequence number.

(2) For a backup follower 𝑏, upon receiving pre-prepare(s,r,l), if 𝑙 is the leader and 𝑏 has not yet accepted a pre-prepare
for the sequence 𝑠 , it sends prepare(s,r,b) to all other processes to confirm they agree with the leader’s suggestion.
Once the backup 𝑏 has sent prepare, we say 𝑏 is pre-prepared for (𝑠, 𝑟 ).

(3) After being pre-prepared for (𝑠, 𝑟 ), a backup follower 𝑏 waits until it collects 2𝑓 prepare (including its own) and,
together with the pre-prepare one, they form a certificate of prepare with |certificate of prepare| = 2𝑓 + 1.

(4) Once the certificate is gathered, a process 𝑝 (leader and follower) sends commit(s,p) to all processes.
(5) Process 𝑝 waits until 2𝑓 + 1 commit messages matching sequence 𝑠 have been accepted, and executes request 𝑟

after all previous requests with lower sequence numbers have been executed.
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(6) Process 𝑝 sends reply (𝑟, 𝑝) to the client.

Then, we analyse how this agreement protocol works within a view 𝑣 when the leader is correct.

Lemma 3.1. (PBFT: Agreement within a view) Within a view when the leader is correct, if a process gathers a certificate

for pre-prepare (𝑠, 𝑟 ), where 𝑠 is the sequence number and 𝑟 is the request, then no process can gather a certificate for

pre-prepare (𝑠, 𝑟 ′) with 𝑟 ≠ 𝑟 ′. This ensures that PBFT achieves a unique sequence number within a view.

Proof. Assume two (even one is enough) processes gather certificates for (𝑠, 𝑟 ) and (𝑠, 𝑟 ′). Because a certificate for
prepare contains 2𝑓 + 1 messages, a correct process must sent a pre-prepare or prepare message for (𝑠, 𝑟 ) and (𝑠, 𝑟 ′),
respectively (quorum intersection). However, a correct leader only sends a single pre-prepare for each (𝑠, 𝑟 ), and a
correct follower only sends a single prepare for each (𝑠, 𝑟 ). This creates a contradiction. □

It might raise a concern about why the commit message is necessary, since pre-prepare and prepare seem sufficient to
tolerate Byzantine faults as proven in Lemma 3.1. Note that Lemma 3.1 only guarantees agreement on the unique order
within a single view when the leader is correct, whereas commit protects agreement across views, i.e., when the leader is
faulty and a new one is elected.

If the leader is faulty, the system needs a view change to move to the next leader’s view to continue progress. In the
original design, a faulty-timer is embedded in each follower to detect the failure of the leader. The fault of the leader
could also include malicious behaviors, e.g., sending conflicting sequences. Now we introduce how PBFT handles the
view change phase. We first describe the protocol for followers during view change.

(7) When a follower backup 𝑏’s local timer expires or it detects faulty behaviour from the leader in view 𝑣 , it enters
view change phase and stops accepting pre-prepare/prepare/commit messages from view 𝑣 .

(8) 𝑏 Gathers 𝑃𝑐 , the set of all certificate of prepare that 𝑏 has collected since system started. Note this could be
optimised by checkpoint, the certificates since system started could be reduced to certificate since last valid
checkpoint in this way. Here we only consider the simplest mechanism to help better understanding.

(9) 𝑏 sends view-change(v+1, 𝑃𝑐 , b).

The protocol for the new leader 𝑝𝑛 in view 𝑣 + 1 is:

(10) Accept 2𝑓 + 1 view-change messages(?) (possibly including 𝑝𝑛 ’s) in a certificate-for-new-view set 𝑉 .
(11) Gather 𝑂 , which is a set of pre-prepare(s,r,𝑝𝑛) messages in view 𝑣 + 1 for all pairs (𝑠, 𝑝), where at least one

certificate for prepare for (𝑠, 𝑟 ) exists in 𝑉 .
(12) Find 𝑠𝑚𝑎𝑥 , which is the highest sequence number for which 𝑂 contains a pre-prepare message.
(13) Add a message pre-prepare(s’,null,𝑝𝑛) to 𝑂 for every sequence number 𝑠′ < 𝑠𝑚𝑎𝑥 for which 𝑂 does not have a

pre-prepare message.
(14) Send a new-view (𝑉 ,𝑂, 𝑝𝑛)message to all nodes and start processing requests for view 𝑣 +1 starting from sequence

number 𝑠𝑚𝑎𝑥 + 1.

After the new leader is elected, other backups 𝑏 need to check if the newly elected leader is correct.
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(15) Upon receiving a new-view (𝑉 ,𝑂, 𝑝𝑛) , a backup follower stops accepting any messages from the previous view
𝑣 , and sets its local view to 𝑣 + 1.

(16) Check if the new-view message is from the new leader, and check if 𝑂 is correctly constructed from 𝑉 . If yes,
respond to all the pre-prepare messages in 𝑂 just as in the last view 𝑣 and start accepting messages from the
current view 𝑣 + 1. Otherwise, if the current leader is still faulty, trigger a new view change to 𝑣 + 2.

Now we check how PBFT guarantees agreement for a unique sequence number during the view change phase.

Lemma 3.2. (PBFT: Agreement during view change). If a view change is triggered in view 𝑣 and the new view is 𝑣 ′ > 𝑣 in

which the leader is correct, if a correct process executes a request 𝑟 in 𝑣 with sequence number 𝑠 , then no correct process will

execute any request 𝑟 ′ ≠ 𝑟 with sequence number 𝑠 in 𝑣 ′.

Proof. If any correct node executed request 𝑟 with sequence number 𝑠 , there must be at least 2𝑓 + 1 processes that
have sent a commit message regarding (𝑠, 𝑟 ); we denote them by the set 𝑆1 (this is why a commit phase is required).
The correct processes in 𝑆1 must have all collected a certificate-for-prepare. When going through the view change phase,
a certificate-for-new-view must contain view-change messages from at least 2𝑓 + 1 processes, denoted by 𝑆2. Recall the
notion of a quorum system and quorum intersection; 𝑆1 and 𝑆2 are two quorums which intersect with at least one
correct process 𝑐𝑝 . (2 × (2𝑓 + 1) − (3𝑓 + 1) = 1). Therefore, there is at least one correct process 𝑐𝑝 ∈ 𝑆1 ∩ 𝑆2 that has
collected a certificate-for-prepare regarding (𝑠, 𝑟 ) and whose view change message is contained in 𝑉 . Therefore, if some
correct node executes request 𝑟 with sequence 𝑠 , then 𝑉 must contain a certificate-of-prepare regarding (𝑠, 𝑟 ) from 𝑐𝑝 .
Thus, a newly elected correct leader 𝑝𝑛 sends a new-view(𝑣 ′,𝑉 ,𝑂, 𝑝𝑛) message where 𝑂 contains a pre-prepare message
for (𝑠, 𝑟 ) in the new view 𝑣 ′. □

Correct followers will enter the new view 𝑣 ′ only when the new-view message for 𝑣 ′ contains a valid certificate-

for-new-view and 𝑂 is constructed from 𝑉 as introduced in step (16). They will then respond to the messages in 𝑂

before they start accepting pre-prepare messages in 𝑣 ′, as introduced in step (16). Therefore, for any sequence numbers
that are included in 𝑂 , correct followers will only send prepare messages to respond to the pre-prepare messages in 𝑂 .
Consequently , in the new view 𝑣 ′, correct followers can only collect a certificate-for-prepare for (𝑠, 𝑟 ) that appears in𝑂 ,
while for some (𝑠, 𝑟 ′) where 𝑟 ′ ≠ 𝑟 , no process can collect a certificate-for-prepare because there is a lack of pre-prepare
messages for 𝑟 ′ (recall that in step (3), a certificate-for-prepare needs 2𝑓 prepare messages together with the pre-prepare
message).

Theorem 3.1. PBFT guarantees a unique sequence number.

Proof. When PBFT is going through the normal case in which the leader is correct, by Lemma 3.1, PBFT guarantees
a unique sequence number. When the leader is faulty and a view change is triggered, by Lemma 3.2, PBFT guarantees a
unique sequence number through the view change phase. By combining these two lemmas, we obtain Theorem 3.1. □

⊲ Remark. We have shown that PBFT guarantees safety. Recall the notion introduced in Section 2.4, that is, as long
as nothing bad happens, the correct processes always agree (never disagree) on requests that were committed with the
same unique sequence number. It is important to be clear that PBFT is a total ordering protocol for SMR in which all
correct processes agree on the unique sequence for different requests as a consecutive service; it is not a Byzantine
agreement protocol in which every process has an initial value and all of them finally agree on the same value once. In
addition, to achieve liveness, PBFT assumes that the message delays are finite and bounded , which indicates that the
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network of PBFT is partially synchronous . In other words , in a completely asynchronous network, PBFT might have
no progress at all. However, a partially synchronous network is sufficiently practical for deployment.

3.1.2 Quorum-based Total Ordering Solutions: Q/U and HQ.

Q/U [1] (Query/Update) points out that the PBFT protocol is not fault-scalable, i.e., its performance decreases rapidly
as more faults are tolerated. Therefore, Q/U adopts another mechanism to achieve replication: the operations-based
interface, which can achieve SMR in a similar manner (but different from the notion of SMR, as recalled in Section 2.4).
Q/U has two kinds of operations: queries and updates. The former do not modify objects, but the latter do . To reduce
message and communication complexity, Q/U shifts some tasks from replicas to the clients. Unlike PBFT, the clients in
Q/U not only send the requests, but are also responsible for selecting the quorum, storing replica histories returned
by servers, and dealing with contention. When performing operations on an object in Q/U, clients issue requests to
a quorum of servers. If a server receives and accepts a request, it invokes a method on its local object replica. The
servers do not directly exchange information as in PBFT. Each time a request is sent by a client, the client needs to
retrieve the object history set. This set is an array of replica histories indexed by server and represents the client’s
partial observation of the global system state at some time point. Quorum intersection guarantees that for any client
requests, there is at least one correct node that has the newest system state. Through client-server communication,
replica histories are communicated between servers via the client; if some server does not receive some update requests
(it is possible because each request is only sent to a quorum by the client), it synchronises the newest system state with
the help of the client. In this way, system overhead is transferred from servers to clients.

Q/U also tolerates Byzantine failures (including clients and servers). If a server crashes, some quorums might be
unavailable. Consequently , the clients need to find a live quorum to collect a quorum of responses. Cryptography
techniques are used to limit the power of faulty components. No server can forge a newer system state that does
not exist; the forged faulty information can be detected by any correct client. Therefore, from the perspective of a
correct client, as long as enough correct servers exist, it can continue to make progress. If some replicas are not up
to date, correct clients will help them reach the current state. If any faulty client only issues update requests to a
subset of a quorum, correct clients will repair the consistency by updating correct servers to the current state in a
quorum. In addition, any faulty client that fails to issue update requests to all nodes in a quorum can be detected by
techniques like lazy verification [2]. The total order property is guaranteed by the quorum system and cryptography,
i.e., at least one correct replica has the correct history due to quorum intersection. This is used in conjunction with
a cryptography-based validation mechanism to prevent forged requests and ensure the system agrees on the same
sequence for every update request (query requests do not influence system consistency). If contention occurs , correct
clients are responsible for the repair operation. Q/U can tolerate up to 𝑓 < 𝑁

5 faulty replicas.
In summary, Q/U relies on correct clients to make progress, which is leaderless that does not contain a leader to

accept and forward clients’ requests. The clients are responsible for selecting quorum, storing the history and prove the
validity of its history, repairing inconsistency, solving contention, etc. This design reduce the overhead when some
replicas are faulty because the correct clients only needs enough (a quorum) correct replicas’ response, and no all-to-all
communication between replicas is needed. However, this design also leads to the inability to batch clients’ requests.

To summarise, Q/U relies on correct clients to make progress and is leaderless, meaning it does not contain a leader
to accept and forward clients’ requests. The clients are responsible for selecting quorum, storing the history, proving the
validity of their history, repairing inconsistency, solving contention, etc. This design reduces the overhead when some
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replicas are faulty because the correct clients only need enough (a quorum) correct replicas’ responses, and no all-to-all
communication between replicas is needed. However, this design also leads to the inability to batch clients’ requests.

HQ [40] (Hybrid Quorum) argues that although Q/U has better performance with increasing faulty processes than
PBFT, it needs more replicas (5𝑓 + 1) to tolerate faulty nodes than PBFT (3𝑓 + 1). In addition, when contention exists,
Q/U performs poorly because it resorts to exponential back-off to resolve contention. Therefore, HQ proposes a hybrid
quorum replication protocol. In the absence of contention, HQ uses a quorum protocol where reads (a.k.a. queries
in Q/U) and writes (updates in Q/U) require different communication between clients and replicas. The read/write
operations in HQ are similar to those in Q/U, in which the clients send requests to a quorum, but HQ adds an additional
round to make two rounds for the write operation to tolerate 𝑓 < 𝑁

3 faulty nodes. Similar to Q/U, the total order
property is ensured by quorum intersection together with cryptography techniques. In HQ, certificates are used to
ensure that write operations are properly ordered. Quorum intersection guarantees that at least some correct replicas
have the newest state, and certificates are used to convince other replicas. When contention occurs , HQ utilises a BFT
state machine replication protocol to reach agreement on a deterministic ordering of the conflicting requests. Hence,
the total order property is always guaranteed as the system makes progress.

client c

replica 0

replica 1

replica 2

replica 3

Write 1 Write 1 OK Write 2 Write 2 OK

Fig. 3. Quorum-based solutions

⊲ Remark. The quorum-based solutions reduce the overhead on replicas. These protocols require clients to execute
more operations, which helps avoid excessive message communication between replicas, and thus improves performance
in the existence of faulty replicas. These protocols rely on correct clients to ensure system progress. The drawback,
however, is also caused by their leaderless design: the clients’ requests cannot be batched because each client’s request
is also responsible for dealing with local state updates in replicas and repairing inconsistency through client-server
communications. In addition, they do not have a leader funnelling all requests to other replicas. In summary, if accepting
5𝑓 + 1 replicas, Q/U is the best choice; otherwise, if accepting 3𝑓 + 1 replicas, HQ is the best with a batch size of 1.
Otherwise, PBFT is the best option to outperform Q/U and HQ due to its ability to process requests in batches [40].

3.1.3 Leader-based Total Ordering with SMR design and Speculation: Zyzzyva.

In real applications, faults do not usually exist. Therefore, some practitioners hesitate to deploy BFT systems, partly
due to the perception that BFT imposes high system overheads. Zyzzyva [93] is based on the SMR approach with a
leader-based design, since quorum-based solutions cannot batch concurrent client requests, which limits throughput.
Different from PBFT, which runs an expensive agreement protocol on the requests’ deterministic final order before
execution, Zyzzyva utilises speculation and immediately executes requests. The motivation for this is that, the possibility
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of the existence of a failure is small in a real environment, and thus Zyzzyva proposes to make fast progress based on
the speculation that every node is working properly and only exchanges messages when faults exist.

A response from a replica not only contains an application-level reply, but also includes the history on which the
reply depends. This allows the client to determine when a request has completed . A request completes in one of two
ways. The first way is the fast case: if the client receives 3𝑓 + 1 matching responses, it considers the request complete
since all correct nodes must have responded to this request in this case. The second one is the two-phase case: if the
number of received matching responses is between 2𝑓 + 1 and 3𝑓 , the client gathers 2𝑓 + 1 matching responses and
forms a commit certificate, which includes a cryptographic proof that 2𝑓 + 1 replicas agree on a linearizable order of the
request and all preceding requests. Due to quorum intersection, the commit certificate of 2𝑓 + 1 replicas ensures that no
other ordering can get 2𝑓 + 1 matching responses to contradict this order. Once 2𝑓 + 1 replicas acknowledge receiving
the commit certificate, the client considers the request complete. Safety is also guaranteed through clients. A faulty
client may alter the commit certificate or fail to send a commit certificate. The altered certificate will be detected and
ignored by correct replicas with the property of cryptography. If a faulty client fails to deliver a commit certificate, it
may not learn when its request completes, and a replica whose state has diverged from its peers may not discover the
situation immediately. However, if in the future a correct client issues a request, it will either complete that request or
trigger a view change if it finds an inconsistency (in the history of a response). If the view change is triggered, i.e., the
inconsistency causes less than 2𝑓 + 1 matching responses, the correct client will resend its request to all replicas, which
then forward the request to the primary in order to ensure the request sequence guarantees the request is eventually
executed. Additionally, all previous requests are delivered to every replica, and the request is completed. If the primary
is faulty and a correct client receives responses indicating inconsistent ordering by the primary, it gathers a proof of
misbehaviour and initiates a view change.
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Fig. 4. Zyzzyva: Fast case and two-step case

⊲ Remark. Zyzzyva follows the leader-based paradigm with an SMR design in which all replicas eventually execute
the requests in the same order. It also utilises a similar idea to guarantee total ordering: it ensures a unique sequence
within a view and through the view change, which guarantees a unique sequence through the system ’s execution .
Zyzzyva uses speculation to improve performance when the system is working properly , which is the case during
most of the time. However, Zyzzyva utilises heavy cryptography in the existence of a fault to ensure a unique sequence,
which causes performance in the faulty case to drop sharply.

3.2 Make BFT Scaling: Parallel and Sharding/Partition-based BFT

BFT-SMR is considered slow as replicas need to agree on a global total order of client requests with the help of the
leader node. It is identified in [7] that PBFT and other leader-based solutions could be attacked by the leader, i.e., the
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leader might be maliciously smart and degrade system throughput while not being detected by follower replicas. Aublin
[7] proposed a novel solution called Redundant BFT (RBFT), which executes 𝑓 + 1 multiple BFT instances, where each
instance has a different leader assigned to it at different machines. Every leader will order the requests, but only the
requests ordered by the master leader will be executed. Multiple instances assigned to different leaders make them able
to monitor the performance of the master leader. If the performance of the master leader is considered slow, a new
master leader will be selected.

Parallel instances are not only used to monitor the performance of the leader, but also deployed to speed up system
performance. In this kind of deployment, the motivation is to relax the requirement to execute the client requests
following a deterministic sequence, i.e., these approaches usually run concurrent instances to execute non-overlapping
requests [83, 94]. The core idea in CBASE [94] is to relax the order requirement on state machine replication to allow
concurrent execution of independent requests without compromising safety. To accomplish this, the authors introduce
a paralleliser that leverages application-specific rules to identify and execute concurrent requests in parallel. By doing
so, the replicated system’s throughput scales with both the level of parallelism exposed by the application and the
available hardware resources. In comparison, Eve [83] uses a system-level approach. Their execute-verify approach
uses a similar speculation improvement as Zyzzyva: replicas first speculatively execute requests concurrently, and then
verify that they have agreed on the state and the output produced by a correct replica. If too many replicas diverge, Eve
rolls back and re-executes the requests.

BFT has high client scalability, but it however suffers from low server scalability, i.e., BFT cannot scale to a large
number of replicas. Two main streams of scalability solutions are proposed: hierarchical BFT and sharding/partition
BFT. The idea of these two kinds of solutions follows the optimisation mechanism of reducing all-to-all messages, which
is a common approach in distributed systems [20]. Hierarchical BFT protocols usually involve several phase(s) of BFT
instances at different hierarchies [5, 6, 88, 151]. The representative example Steward [5] divides replicas into several
groups, each group has 𝑛 > 3𝑓 + 1 replicas. One group serves as the leader group, and will be changed by view change
protocol if it is detected to be faulty. A client inside a group send requests to the representative node in this group if it
is not in a leader group. The requests will be forwarded to the leader group and will be assigned a sequence number
through PBFT in leader group. The order will be send back to all groups and finally every replica execute the requests
with the same order. The core idea of Steward is each group is fault-tolerant and could be logically regarded as a replica
therefore reduce all-to-all communication to enhance scalability.

BFT has high client scalability; however, it suffers from low server scalability, i.e., BFT cannot scale to a large number
of replicas. Two main streams of scalability solutions are proposed: hierarchical BFT and sharding/partition BFT. The
idea of these two kinds of solutions follows the optimisation mechanism of reducing all-to-all messages, which is a
common approach in distributed systems [20]. Hierarchical BFT protocols usually involve several phase(s) of BFT
instances at different hierarchies [5, 6, 88, 151]. The representative example Steward [5] divides replicas into several
groups, where each group has 𝑛 > 3𝑓 + 1 replicas. One group serves as the leader group, and will be changed by a
view change protocol if it is detected to be faulty. A client inside a group sends requests to the representative node
in its group if it is not in the leader group. The requests will be forwarded to the leader group and will be assigned a
sequence number through PBFT in the leader group. The order will be sent back to all groups and finally every replica
executes the requests in the same order. The core idea of Steward is that each group is fault-tolerant and could be
logically regarded as a replica, thus reducing all-to-all communication to enhance scalability. It is worth noting that the
fault-tolerant capacity is reduced in this pattern, as it requires each group to have 3𝑓 + 1 replicas, which is essentially a
more strict assumption than requiring the total system to have 3𝑓 +1 replicas. EZBFT [6] utilises a leaderless mechanism:
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each replica can receive requests from clients and assign a sequence number to each request, then forward the requests
to other replicas. Each replica has an instance space which contains all the sequence numbers it can assign to a request.
The conflict is resolved at the client side: like Q/U and HQ, a request from a client not only contains the request itself,
but also includes the dependencies of this request. The dependencies are used to identify if this request does not conflict
with others (e.g., a read request) and can be executed immediately. If a request might have a conflict, replicas will
execute it in sequence. In ME-BFT [151], the PBFT protocol is only deployed within a fixed number of full replicas,
while other light replicas follow a full replica as a representative and rely on it to forward their requests to other full
replicas. If a light replica detects that the full replica it relies on is faulty, it will change its representative.

The above design also follows the idea of reducing all-to-all communication overhead to achieve scaling, but the
request data needs to be Conflict-free Replicated Data Types (CRDT)[133]. In [88], the authors design a novel protocol
that replaces electing a leader with electing a random vector; combined with secret-sharing, the adversary needs to
collude with more replicas to influence the system, and the possibility of this happening decreases with an increasing
number of replicas. The messages sent by each replica are reduced from𝑂 (𝑛) to𝑂 (

√
𝑛) to directly reduce communication

overhead and achieve scaling. SBFT[71] also considers reducing communication complexity. In order to avoid complex
all-to-all communication, SBFT assigns one or several nodes as collectors to collect a threshold signature and distribute
the aggregated signature to every participant, which reduces the communication complexity from linear to constant. It
also uses redundant servers for the fast path , similar to Zyzzyva; it allows a fast agreement protocol when all replicas
are non-faulty.

Sharding/partition based BFT divides replicas into several partitions according to different application states to
achieve scaling [16, 53, 104]. The core idea of these schemes is to improve performance by allowing write requests to be
executed concurrently by different partitions. If write requests cause contention, i.e., different write operations access the
same partition or a write request accesses multiple partitions [104], it needs to be resolved. When contentions need to be
resolved frequently, the performance will degrade due to heavy conflict resolution procedures. Some solutions have been
proposed to mitigate the conflict problem; for example, [74] designed a conflict-free sharding-based Byzantine-tolerant
total ordering protocol. It first pre-executes cross-shard requests, then delegates a random shard to sequence the
pre-executed requests for a global order based on prerequisite information. Cross-shard verification is used to verify
the pre-execution result. Mir-BFT[138] is a BFT protocol that combines parallel and partition optimisation schemes. It
uses parallel leaders to order clients’ requests concurrently to handle scalability. To multiplex PBFT instances into a
single total order, Mir-BFT also partitions the request hash space across replicas to prevent request duplication.

⊲Remark. Parallel and sharding/partition optimisationmechanisms generally consider reducing all-to-all messages[5,
71, 74, 88, 151] and increasing concurrency[6, 138, 151] to enhance server scalability. The overall structures follow
the typical BFT-SMR paradigm with a leader and followers to execute requests in the same order to achieve the
same state. Cryptography, such as threshold signatures, is used [71, 88] to reduce communication complexity; this
works well in environments with powerful computation, such as blockchain systems, but might be a bottleneck for
computation-restrained environments such as wireless [25, 154]. In addition, in some parallel BFT protocols, the fault
model has also been changed. For instance, in [5], it is assumed that each group of 𝑛 replicas is fault tolerant and has up
to ⌊𝑛−13 ⌋ faulty replicas, which is different from (in essential a harsher assumption than) assuming the whole system
has up to one-third faulty nodes.
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3.3 The Power of Trusted Component: Trusted Execution Environment-based BFT

In the early years (c.f.2.3.2), Bracha’s asynchronous reliable broadcast[17] techniques to restrict Byzantine nodes’
behaviour to a crash failure mode. However, Bracha’s reliable broadcast and related solutions that restrict Byzantine
nodes’ ability rely on message passing, which could result in high communication overhead. The use of a trusted
execution environment (TEE) shares a similar motivation: to shift tasks from replica software (i.e., communication) to
special trusted hardware in order to restrict the power of a faulty node.

Recall that in Section 2.2, we introduced three mechanisms to bypass the FLP impossibility: loosening the asynchrony
assumption (e.g., PBFT), utilising randomness (e.g., Ben-Or’s randomised algorithm), and adding detectors or oracles.
Correia et al.’s solution[36] employs the third mechanism; it relies on an oracle to circumvent FLP and increase resilience.
Correia et al. extend the asynchronous system with an oracle called the Trusted Timely Computing Base (TTCB). The
TTCB is a real-time, synchronous subsystem capable of timely behaviour and provides a small set of basic security
services to achieve intrusion tolerance [38]. It could be implemented on RTAI [35], which is protected by hardening the
kernel. Based on TTCB, the authors proposed a Trusted Multicast Ordering (TMO) service . TMO is implemented in
TTCB, making it secure against malicious attacks ; thus, only crash faults exist . The messages are passed through the
payload network, which is assumed to be asynchronous but reliable, meaning that the messages will not be altered and
will eventually be received. In addition, messages are verified by Message Authentication Codes (MACs) to protect
their integrity. The TMO service assigns a unique sequence number to each request, and the messages of TMO are
passed through the TTCB control channel, which is reliable and synchronous. The whole procedure is as follows: when
a process calls a send or receive operation in its local TTCB, information about this call is broadcasted to everyone. If
the processes acknowledging this operation (by sending a cryptographic hash digest of this request to the coordinator,
which is also a local TTCB service) reach the threshold of ⌊𝑛−12 ⌋, the coordinator will assign a sequence number to the
operation. Other nodes can obtain this sequence number through the TTCB channel. If the coordinator crashes (as
previously mentioned, no malicious faults exist ), another coordinator will take over . This is possible because the other
coordinator is aware of the broadcast made by the crashed coordinator through the reliable channel.

Correia et al.’s work achieves SMR for several reasons. Recall the definition of atomic broadcast in Definition 2.11:
validity is guaranteed by the reliable payload network; agreement is achieved by the reliable payload network and
the TMO service, as a sequence number is only assigned to a request when the number of correct processes reaches a
threshold; integrity is guaranteed by the reliable payload channel, the TTCB control channel, and MACs; and total
order is provided by the TMO. Therefore, Correia et al.’s scheme achieves atomic broadcast (a.k.a. total order broadcast),
which can be used to build an SMR if all processes started with the same initial state.

Similar to TMO, which restrains the power of malicious nodes, A2M [32] introduces Attested Append-Only Memory.
This memory pool equips a host with a set of trusted, undeniable, ordered logs, which only provide append, lookup, end,
truncate, and advance operation interfaces and has no method to replace values that have already been assigned (a
sequence number). In implementation, A2M could be a trusted virtual machine, trusted hardware, etc. A2M can be
integrated into various BFT protocols, including PBFT and Q/U. For instance, in the A2M-integrated PBFT protocol,
A2M-PBFT-EA, every message needs to be inserted into the corresponding message memory (i.e., the Pre-Prepare

message memory pool). With the help of A2M, no equivocation exists, i.e., every replica is forced to send consistent
messages to others. Therefore, when utilizing the same flow as PBFT, A2M-PBFT-EA only needs 2𝑓 + 1 replicas to
tolerate 𝑓 Byzantine faulty nodes.
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TMO and A2M prove that by deploying tamper-proof components to extend the server in SMR, one can reduce the
number of replicas from 3𝑓 + 1 to 2𝑓 + 1. However, TMO and A2M are both locally installed services on each computer
(server), instead of being distributed deployments . To tackle this problem, MinBFT and MinZyzzyva were proposed by
Veronese et al. [142]. They designed a local service called the Unique Sequential Identifier Generator (USIG). Its function
is to assign a counter value to each message. USIG guarantees three properties even if the replica becomes faulty: (1)
It will never assign the same identifier to two different messages; (2) It will never assign an identifier lower than a
previous one; and (3) It will always attribute a sequential identifier. USIG can be built on public-key cryptography,
and it needs to be deployed on an isolated, tamper-proof component that is assumed to be incorruptible. As reviewed
in Section 3.1.1, we analysed how the prepare and pre-prepare phases guarantee a unique sequence within a view. In
MinPBFT, the unique sequence is guaranteed by USIG, so the pre-prepare phase is not needed. The flow is similar to
PBFT: the client first sends a request message to all replicas, then the leader obtains a sequence number from USIG and
broadcasts a prepare message to all replicas. After receiving the prepare message, a replica verifies whether the message
and sequence are valid, and broadcasts a commit message if the verification passes. When a replica receives 𝑓 + 1 valid
commit messages, it accepts the request and sends a reply after execution. If the leader is faulty and a view change is
triggered, replicas stop receiving messages, obtain a unique identifier from USIG for the view change message, and then
start to listen to the new leader if it is correct. Similar to PBFT, all requests since the last checkpoint will be stored in a
new view certificate of the new leader to be broadcast to every replica, and requests will be executed starting from the
latest one. However, unlike in PBFT, the unique sequence is not guaranteed by a quorum as proven in Lemma 3.2, but
rather is assigned by the USIG. MinZyzzyva is designed in a similar way, following the flow of Zyzzyva, and is not
described repeatedly.

Based on the idea of MinBFT, CheapBFT [82] was proposed as an optimisation of MinBFT. Similar to MinBFT,
CheapBFT also relies on a trusted component named the Counter Assignment Service in Hardware (CASH) to manage
a monotonically increasing counter, and guarantee node identity and message authentication. By utilising CASH, no
equivocation exists. In the normal case when no faults exist , CheapBFT utilises an optimised flow where only 𝑓 + 1
(𝑓 = ⌊𝑛−12 ⌋) nodes act as active replicas that send and receive prepare and commit messages. Passive replicas only need
to listen to update messages that include the execution result and the commit certificate. When a fault is detected or the
system fails to reach agreement, CheapBFT falls back to MinBFT to achieve correctness.

⊲ Remark. TEE-based approaches can enhance the resilience and performance of BFT protocols as well as simplify
them. By utilizing trusted components, the power of malicious participants is restricted. Achieving non-equivocation is
a core design goal of TEE-based BFT protocols. The power of non-equivocation is introduced in [34]; combined with the
transferable authentication of messages in the network, e.g., digital signatures , it is possible to use non-equivocation
to transform CFT protocols to tolerate Byzantine faults. In these TEE-based works [32, 36, 82, 142], the cost of fault-
tolerance is reduced from 3𝑓 + 1 to 2𝑓 + 1. [32, 36] use local trusted components, which means replicas should be
physically connected. [82, 142] use a similar flow as PBFT such that they can be deployed in a distributed manner.
However, the trusted environment itself is a challenge and a drawback, as the trusted components themselves are
required to participate in the protocols. In addition, since all known TEEs have vulnerabilities [27, 56], the protocols
should not rely on the trusted components to make progress.

3.4 Partially Synchronous BFT for Blockchain

Blockchain is essentially a form of SMR. The fast development of blockchain has triggered research interest in traditional
SMR and consensus protocols. However, blockchain has different requirements and challenges than traditional SMR and
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consensus. One simple difference is that in a blockchain system, computational power is much cheaper than in general
distributed systems, so more complex cryptographic techniques can be used. Another difference is that blockchain
requires ‘fairness” and chain quality [67], which necessitates regular leader rotation, while in SMR there is no need to
change a leader if it is working properly. In addition, blockchain has a higher demand for scaling because the number
of participants is generally larger than in traditional SMR.

3.4.1 Tendermint: BFT in Blockchain arena with Voting Power.

Tendermint [19] is a PBFT-like consensus mechanism designed for the blockchain context. Similar to PBFT, it assumes a
partially synchronous network model in which the communication delay is bounded . However, Tendermint identifies
several different requirements for blockchain compared to standard SMR. First, in the consensus mechanisms like PBFT,
the value for a decision that every correct process considers acceptable is not just the value sent by someone, but a set
of 2𝑓 + 1 messages with the same value ID . Therefore, each message can be regarded as an “endorsement” or “vote”
for a value. In blockchain, each participant has a different amount of voting power. This makes the scenario different
from traditional SMR, where voting power in SMR is completely identical, with each message having an identical
weight. It can also be challenging to scale, as the total number of messages being sent in traditional SMR depends
on the total number of processes. To address this issue, in Tendermint, the 2𝑓 + 1 quorum intersection is replaced by
2𝑓 + 1 voting power, with the total system voting power being divided into 𝑁 = 3𝑓 + 1. Another difference is that
in PBFT, the requests from clients will be executed, but in Tendermint, any transaction in the proposed block needs
application-level validity verification. In Tendermint, one or more proposer(s) will propose a block until a majority
(2N/3) of voting power approves it, and the block will be solidified through several rounds of communication involving
voting, corresponding to several rounds of message passing in PBFT.

3.4.2 Algorand: Byzantine Agreement with VRF and Common Coin.

Unlike most BFT blockchains that generally operate in a permissioned network, Algorand [68] tries to design a BFT
protocol that can be used for the deployment of a permissionless blockchain. They argue that a permissionless blockchain
requires “fairness”, which indicates that a participant with a higher balance amount should be more likely to be elected.
Therefore, the authors invented a cryptographic sortition scheme using a VRF to secretly elect some participants based
on priority (which is positively correlated with their balance amount) as the committee to validate the block sent by the
proposer (which has the highest priority). Either only one of the proposed blocks or an empty block should be approved.
Because the committee members change each round, and the value that needs to be approved is not a sequence number
or an order, but a block, the authors propose using Byzantine Agreement (Definition 2.2) to reach agreement on the
block. The procedure of the proposed Byzantine agreement protocol is voting-based. Once a proposed block receives a
voting threshold , it is approved. Recall that Byzantine Agreement is a synchronous protocol, as introduced in 2.1, and
its “validity” property requires that all correct nodes have the same initial value (a.k.a. all-same validity).

The author clearly states that the best-case scenario happens when the network is under strong synchrony and only
a same block was sent to everyone by the proposer, and in this scenario Byzantine agreement protocol directly reaches
𝑓 𝑖𝑛𝑎𝑙 consensus. If a worse-case scenario happens, either in an asynchronous network or the proposer is malicious,
binary agreement is used to decide if the decision is one of the proposed blocks or an empty block. Intuitively, the
decision of a binary consensus is simply from {0, 1}. 1 represents one selected block, and 0 is an empty block. The
selection scheme follows: when the proposer proposes different blocks and sends them to others, but one of them
receives enough votes will be chosen, or simply one of the proposed blocks is selected if none of them receives enough
votes. Recall that in section 2.3.1, Ben-Or’s randomised binary consensus can reach consensus with the probability of 1,
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although it could be slow, but a shared coin (common coin) can significantly boost the consensus. In Algorand, the
authors applies a randomised binary consensus with the deployment of common coin. The common coin is calculated
by the “ℎ𝑎𝑠ℎ” produced by VRF which has the least priority. If the committee that yields ℎ𝑎𝑠ℎ is honest, all correct
participants will observe the same coin and terminate fast. The probability for each loop that the committee is honest
excels 2

3 due to the utilisation of VRF. In addition, even if the this committee is malicious, binary consensus will
terminate with the probability of 1 anyway with more loops to be executed.

The authors state that the best-case scenario happens when the network is under strong synchrony and only the
same block is sent to everyone by the proposer; in this scenario, the Byzantine agreement protocol directly reaches a
𝑓 𝑖𝑛𝑎𝑙 consensus. If a worst -case scenario occurs , either in an asynchronous network or when the proposer is malicious,
binary agreement is used to decide if the decision is one of the proposed blocks or an empty block. Intuitively, the
decision of a binary consensus is simply from 0, 1, where 1 represents one selected block, and 0 is an empty block. The
selection scheme is as follows: when the proposer proposes different blocks and sends them to others, the block that
receives enough votes will be chosen; otherwise, one of the proposed blocks is selected if none of them receives enough
votes. Recall that in Section 2.3.1, Ben-Or’s randomised binary consensus can reach consensus with a probability of
1, although it may be slow, but a shared coin (common coin) can significantly boost the consensus. In Algorand, the
authors apply a randomised binary consensus with the deployment of a common coin. The common coin is calculated
by the “hash” produced by the VRF output . If the committee that yields the ℎ𝑎𝑠ℎ is honest, all correct participants will
observe the same coin and terminate fast. The probability for each loop that the committee is honest exceeds 2

3 due to
the use of the VRF. In addition, even if this committee is malicious, binary consensus will terminate with a probability
of 1 regardless, but more loops will need to be executed.

3.4.3 HotStuff: BFT with Quorum Certificate and Frequent View Change.

In blockchain, there is sufficient calculation power available for cryptographic mechanisms, and the leader node needs
to be frequently rotated to ensure chain quality [67]. Therefore, HotStuff [156] was proposed to utilize a cryptographic
threshold signature scheme to reduce authenticator complexity, which refers to the number of authenticators a replica
must reach to make a consensus decision. Similar to PBFT, HotStuff is a leader-based SMR protocol which includes
several phases, namely prepare, pre-commit, and commit. The core idea of HotStuff is also quorum intersection, but it
uses a Quorum Certificate (QC) instead of a quorum of messages as in PBFT. A QC is essentially a certificate that is
signed by a sufficient number of (i.e., 𝑛 − 𝑓 ) replicas to demonstrate their agreement on a view; each view corresponds
to a unique QC. Another difference is that view change is triggered after reaching a consensus decision each time , to
address the demand for fairness in blockchain.

HotStuff is similar to PBFT in that it does not require synchrony for safety but does for liveness. Each replica stores a
tree of pending commands as a local data structure. The commands are linked by parent links. As a tree structure, the
command tree can fork, just like a fork in Bitcoin. A branch led by a given tree node is the path from this node all the
way back to the tree root following parent links. Only one branch will be chosen during each round of the decision
process. The main procedure is as follows:

(1) Prepare Phase: For each new view, a leader will be elected by a certain scheme known to everyone, and each
replica sends a new view message that carries the highest prepareQC from the last view, which records the last
branch that received 𝑛 − 𝑓 votes.
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(a) The leader will find the one with the highest view, namely highQC, and choose a branch that extends from
the tail of the last QC, i.e., choosing a new leaf node from the command tree. The selected leaf, together with the
highQC, will be embedded into a prepare message as the current proposal curProposal and sent to the replicas.
(b) Once a replica receives the prepare message, it performs a safeNode predicate to verify if the prepare message
is acceptable. The safeNode predicate has two rules. One is to check if the proposed leaf node directly extends
from a previously decided node; if so, the replica is synchronised with the leader and no gap exists. The other
rule is to check if its current view of lockedQC is smaller than that of the prepare message; if so, the replica might
be stuck at a previous view and should try to synchronise with the leader. If safeNode predicate returns true, the
replica accepts the prepare message.

(2) Pre-Commit Phase: Once the leader receives 𝑛− 𝑓 prepare votes for curProposal, it combines them into a prepareQC
for the current view. Then, the leader broadcasts the prepareQC in a pre-commit message. Replicas will respond
to the leader with a vote for pre-commit along with their signature for the proposal.

(3) Commit Phase: Similar to the Pre-Commit Phase, when the leader receives 𝑛 − 𝑓 pre-commit votes, it combines
them into a precommitQC and broadcasts them in the commit messages. Then, replicas respond with commit

votes. At this point, a replica becomes locked on this precommitQC and sets lockedQC to precommitQC.
(4) Commit Phase: Once the leader receives 𝑛 − 𝑓 commit votes, it combines them into a commitQC and sends it

with the decide messages to all replicas. After receiving decide messages, a replica considers the proposal in the
commitQC a committed decision and executes the commands in the committed branch. Then, every replica starts
the next view.

client c

replica 0

replica 1

replica 2

replica 3

replica 4

prepare pre-commit commit decide

replica 5

replica 6

R0

R2 R3

R1 R4

R6 R5

Fig. 5. Communication pattern and topology of HotStuff

The communication pattern with seven processes and the topology are illustrated in Fig. 5. The topology is a
star-topology where the leader disseminates and aggregates information from others. In the whole procedure, three
kinds of QC exist: prepareQC, lockedQC (equal to precommitQC), and commitQC. Readers might be curious about the
second one: why do we need lockedQC? This question is similar to the question of “why is the commit message needed ”
in PBFT. Remember, the answer for PBFT is that the commit message is for ensuring the safety of a unique sequence
during a “cross view” transition. Similarly, lockedQC is for safety during a “cross view” transition in the command tree.
As introduced, the command tree forks, and only one branch will be selected. Therefore, to achieve safety, HotStuff
needs to ensure:

If𝑤 and 𝑏 are conflicting nodes, i.e.,𝑤 and 𝑏 are on two different branches where none of the branches is an extension of

the other, they cannot both be committed, each by a correct replica.
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As shown in Fig.6, if𝑤 and 𝑏 are at the same view, for example, both at 𝑣1 in Fig.6, it is obvious that they will not be
committed simultaneously, as each commit needs 𝑛 − 𝑓 = 2𝑓 + 1 votes from correct nodes (comparable to the unique
sequence within a view in PBFT). If𝑤 and 𝑏 are at different views, as illustrated in the figure (𝑣1 and 𝑣2, respectively),
we will show how lockedQC protects safety.

We assume𝑤 is at 𝑣1 and 𝑏 is at 𝑣2. 𝑠 is a node that is the lowest node higher than𝑤 and conflicts with𝑤 . 𝑠 comes
with a valid prepareQC which is at 𝑣𝑠 . 𝑞𝑐1 and 𝑞𝑐2 are valid commitQCs, and 𝑞𝑐𝑠 is a valid prepareQC. We already know
that a commitQC is composed of 𝑛 − 𝑓 lockedQCs, and a prepareQC needs to pass safeNode checks by 𝑛 − 𝑓 replicas. If
𝑤 and 𝑏 are both committed,𝑤 and 𝑠 are also both committed. Therefore, the intersection of commitQC and prepareQC

is 𝑛 − 𝑓 lockedQCs and 𝑛 − 𝑓 safeNode predicates, 2 × (𝑛 − 𝑓 ) − (3𝑓 + 1) = 𝑓 + 1, which has at least 𝑓 + 1 − 𝑓 = 1 correct
replica 𝑟 that updates lockedQC to precommitQC (i.e., 𝑞𝑐1) at view 𝑣1. As for safeNode, as𝑤 and 𝑠 are conflicting, the
first rule in safeNode cannot be matched. For the second rule, it is impossible for the correct replica 𝑟 to have a lockedQC
view smaller than 𝑞𝑐1 because it has already updated its lockedQC to precommitQC, which is exactly 𝑞𝑐1; hence, 𝑛 − 𝑓

safeNode predicates can never be gathered, which is a contradiction. Therefore, safety during a cross view” transition is
achieved with the help of lockedQC, just like with the commit” messages in PBFT.

W
qc1

qcs

qc2

v1

b

vs

v2

Fig. 6. Safety for conflicting nodes

⊲ Remark. Partially synchronous BFT protocols have been improved for blockchain scenarios. Although blockchain
is essentially an SMR system, it has different requirements from traditional SMR. The proposed blockchain-oriented BFT
schemes are inspired by traditional agreement and consensus protocols. Tendermint applies quorum intersection but
uses voting power instead of the message count. Algorand combines Byzantine agreement and binary consensus with a
common coin, which originate from the Byzantine Generals Problem and Ben-Or’s randomised consensus. HotStuff
uses a Quorum Certificate, a cryptographic scheme to reduce messages, and is inspired by PBFT’s quorum intersection
principle to guarantee safety within a view and across different views.

4 PRACTICAL BFT IN FULLY ASYNCHRONOUS NETWORK

The FLP impossibility theorem [61] states that in an asynchronous environment, even if only one failure exists,
a consensus protocol might never be able to achieve correctness. Intuitively speaking, partially synchronous and
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synchronous protocols might achieve zero throughput against an adversarial asynchronous network scheduler [144].
This is why although partially synchronous protocols like PBFT and HotStuff do not need synchrony for safety, they
require partial synchrony and GST for liveness. Thanks to the findings by Ben-Or [13], we know that randomised
asynchronous protocols solve this problem by using a probabilistic approach to ensure that the protocol terminates
with a probability of 1. These protocols usually involve a common coin to boost termination speed, which can be
collectively generated using threshold cryptography [43] and VRF [112]. Asynchronous consensus is considered to
be more robust than partially synchronous consensus in the presence of timing and denial-of-service (DoS) attacks,
making them appropriate solutions for mission-critical distributed applications and blockchain systems. Before digging
into asynchronous consensus protocols, we first introduce the technical components that can be utilised.

4.1 Building Atomic Broadcast on Binary Agreement and Multi-Valued Byzantine Agreement

In this section, we give a brief overview of how to build an atomic broadcast protocol on top of vector consensus and
multi-valued consensus, which can eventually be reduced to binary consensus. Note that atomic broadcast is equal
to SMR, which we have introduced in Section 2.4. In addition, there are no timing assumptions on atomic broadcast,
which makes it asynchronous.

Definition 4.1. (Asynchronous) Binary Agreement (ABA) performs consensus on a binary value 𝑣 ∈0,1. It satisfies
the following properties:

• Validity: If all correct processes propose the same value 𝑣 , then any correct process decides on 𝑣 .

• Agreement: No two correct processes decide on different values.

• Termination: Every correct process eventually decides.

Note that Ben-Or’s randomised consensus is a typical binary agreement, meaning binary agreement can work in a
fully asynchronous network. Note that all of the following ABA schemes utilise the common coin technique to boost
termination.

Definition 4.2. Multi-Valued Consensus (a.k.a. Multi-Valued Byzantine Agreement,MVBA) performs consensus

on a value 𝑣 ∈ V with arbitrary length, where 𝑣 can be a value proposed by some process in a domainV or a default value

⊥∉ V in case correct processes fail to propose the same value. The following properties are satisfied:

• All-Same Validity: If all correct processes propose the same value 𝑣 , then any correct process decides on 𝑣 .

• Validity1: If a correct process decides on 𝑣 , then 𝑣 was proposed by some process or 𝑣 =⊥.
• Validity2: If no correct process ever proposed 𝑣 , then no correct process will decide on 𝑣 .

• Agreement: No two correct processes decide on different values.

• Termination: Every correct process eventually decides.

Correia et al. [37] showed that an asynchronous multi-valued consensus could be built on top of binary consensus.
The main procedure of the protocol for each process 𝑝𝑖 is:

(1) (Asynchronously) reliable broadcast its initial value and wait until 2𝑓 + 1 initial values have been delivered.
The received values will be stored in a vector 𝑉𝑖 . Note that reliable broadcast guarantees that two processes
will not receive different values from the same sender process, but the vectors might be different for each process
because the first 2𝑓 + 1 initial values do not have to be the same.
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(2) If in the vector 𝑉𝑖 there are at least 𝑓 + 1 instances of the same 𝑣 value in the 2𝑓 + 1 initial values received
previously , then 𝑝𝑖 sets𝑤 = 𝑣 and broadcasts𝑤 together with 𝑉𝑖 . Otherwise, 𝑝𝑖 selects ⊥ and also broadcasts it
with 𝑉𝑖 .

(3) If 𝑝𝑖 does not receive two different values 𝑤 ≠ 𝑤 ′ broadcasted in the last step, and it receives at least 𝑓 + 1
messages with the same𝑤 , then it proposes 1 for the next binary consensus; otherwise, it proposes 0.

(4) If the binary consensus decides on 0, then the multi-valued consensus returns ⊥. Otherwise, 𝑝𝑖 waits for (𝑓 + 1)
messages with𝑤 in case it has not already received them .

After the multi-valued consensus is built on top of binary consensus, we consider building vector consensus on
top of multi-valued consensus. The goal of vector consensus is to reach agreement on a vector containing a subset
of proposed values. In a Byzantine system, vector consensus is useful only if a majority of its values are proposed
by correct processes. Therefore, the decided vector must have at least 2𝑓 + 1 values. Vector consensus is similar to
interactive consistency in a synchronous environment, which also reaches agreement on a vector. The difference is
that interactive consistency reaches agreement on a vector with the values proposed by all correct processes, while
vector consensus only guarantees that majority of the values are proposed by correct processes. The reason is that in
an asynchronous network, it is impossible to ensure that a vector has the proposals of all correct processes due to the
possibility of arbitrary delays. Remember that FLP states that one can never distinguish whether a message is lost or
delayed in an asynchronous network.

Definition 4.3. Vector Consensus performs consensus on a vector containing a subset of proposed values, which

satisfies the following properties:

• Vector Validity: For every correct process that decides on a vector 𝑣𝑒𝑐 of size 𝑛,

- ∀𝑝𝑖 , if 𝑝𝑖 is correct, then either 𝑣𝑒𝑐 [𝑖] is the value proposed by 𝑝𝑖 or ⊥.
- At least 𝑓 + 1 elements in 𝑣𝑒𝑐 are proposed by correct processes.

• Agreement: No two correct processes decide on different vectors.

• Termination: Every correct process eventually decides.

Correia et al. [37] implemented the vector consensus on top of multi-valued consensus using the following steps:

• Every process 𝑝𝑖 sets 𝑟𝑖 = 0 and reliable broadcasts an initial message < 𝑖𝑛_𝑚𝑠𝑔𝑖 , 𝑣𝑖 > with initial value 𝑣𝑖 .
• 𝑝𝑖 waits until at least 2𝑓 + 1 + 𝑟𝑖 𝑖𝑛_𝑚𝑠𝑔 messages have been delivered. If < 𝑖𝑛_𝑚𝑠𝑔 𝑗 , 𝑣 𝑗 > is delivered, 𝑝𝑖 sets
𝑣𝑒𝑐𝑖 [ 𝑗] = 𝑣 𝑗 , otherwise it sets 𝑣𝑒𝑐𝑖 [ 𝑗] =⊥.
• 𝑝𝑖 calls multi-valued consensus with 𝑣𝑒𝑐𝑖 as the input and repeats this step until it returns a value other than
⊥; if ⊥ is returned, 𝑝𝑖 increments 𝑟𝑖 by 1 and goes back to the second step to wait for more 𝑖𝑛𝑚𝑠𝑔 messages.

Note that when vector consensus repeats the second step, it does not re-start the second step but rather waits until the
required number of messages has cumulatively been received since the beginning. As 𝑖𝑛_𝑚𝑠𝑔 messages are reliable
broadcasted, all correct processes will eventually receive the same 𝑖𝑛𝑚𝑠𝑔 messages and build an identical 𝑣𝑒𝑐 . When
enough processes propose the same 𝑣𝑒𝑐 tomulti-valued consensus, 𝑣𝑒𝑐 will be decided, and then vector consensus
immediately decides. Once vector consensus is implemented, atomic broadcast can be built on top of it. Recall
the definition of atomic broadcast (definition 2.11) and reliable broadcast (definition 2.9), and atomic broadcast
can be seen as reliable broadcast plus the integrity and total order properties. We can utilize a Secure Hash Digest
function [59] to achieve integrity, thanks to the properties of a secure hash function. Then, we only need to guarantee
the order of all delivered messages to implement atomic broadcast.
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Correia et al. [37] give their solution for building atomic broadcast on top of vector consensus. The protocol is as
follows:

(1) First, use a Hash function to guarantee that if a malicious process tries to call reliable broadcast twice with the
same message, reliable broadcast delivers the message only once. Once a message is delivered to a process by
reliable broadcast, the process adds it to a message pool R_delivered, which is initially ∅. Note that each message
in an atomic broadcast is assigned a unique sequence number.

(2) When R_delivered ≠ ∅, 𝑝𝑖 sets a vector 𝐻𝑖=Hashes of the messages in R_delivered. Then, the 𝐻 vector from each
process is sent to the vector consensus protocol. The vector consensus protocol decides on a vector 𝑋𝑖 after
receiving at least 2𝑓 + 1 𝐻 vectors from different processes, where 𝑋𝑖 is a vector containing different 𝐻 vectors
as elements.

(3) After receiving 𝑋𝑖 , every process 𝑝𝑖 waits for all messages𝑀 whose𝐻𝑎𝑠ℎ(𝑀) is in at least 𝑓 + 1 cells in 𝑋𝑖 , where
a cell is an element of an 𝐻 vector. Then, 𝑝𝑖 adds these messages to a message pool 𝐴_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖 .

(4) 𝑝𝑖 atomically delivers𝐴_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖 messages in a deterministic order for each message. Then, 𝑝𝑖 removes𝐴_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖
messages from 𝑅_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖 .

How does this atomic broadcast work?W.l.o.g., we consider one message𝑀 in 𝑅_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖 to be atomically broadcasted.
Because reliable broadcast is used, it is guaranteed that in some execution, the hash 𝐻𝑎𝑠ℎ(𝑀) will be put in 𝐻 vectors
by all correct processes, and the vector consensus protocol will decide on a vector 𝑋𝑖 that includes at least 𝑓 + 1 entries
with 𝐻𝑎𝑠ℎ(𝑀), since 𝑋𝑖 has at least 2𝑓 + 1 elements and there are at most 𝑓 malicious processes. Therefore, 𝐻𝑎𝑠ℎ(𝑀)
will be added to 𝐴𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖 , and𝑀 will be delivered by every correct process. To ensure the total order property, note
that before each atomic broadcast decides, an execution of the vector consensus protocol is done, and each vector
consensus instance is identified by a unique sequence number assigned to each atomic broadcast. Each vector consensus
instance decides on a value only when a sufficient number of processes (at least 2𝑓 + 1) propose the same vector; it
is impossible for a different vector to be decided because there cannot be 2 × (2𝑓 + 1) processes in total . Because
each vector consensus instance terminates in the same order, each atomic broadcast instance will decide in the same
order. Combined with the deterministic order of messages within one atomic broadcast instance, the total order of each
message is guaranteed.

⊲ Remark. Atomic broadcast could also be directly built on top of MVBA, but the properties of vector consensus
would be realized nonetheless . We have shown that atomic broadcast can be built on top of vector consensus and
multi-valued consensus, which can in turn be implemented on top of binary consensus. Readers can refer to [37] for the
complete protocol and proofs. Although [37] might not be practical due to its complexity and latency, it demonstrates
that asynchronous consensus primitives can be reduced from one level to another, which can finally be reduced to the
level of asynchronous binary consensus.

4.2 Building Atomic Broadcast on Binary Agreement and Asynchronous Common Subset

The asynchronous common subset (ACS) is arguably one of the most practical frameworks for asynchronous BFT. ACS
was first proposed by Ben-Or et al.[14], and recently made practical by HoneyBadgerBFT[113] and BEAT [50].

Definition 4.4. textbfAsynchronous Common Subset (ACS) assumes a setting with a dynamic predicate 𝑄 that assigns

a binary value to each process, and ensures that a correct process 𝑖 will (eventually) be assigned the value 𝑄 (𝑖) = 1. Every
process is guaranteed to agree on a subset of at least 2𝑓 + 1 processes for whom 𝑄 (𝑖) = 1. ACS satisfies:
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• Validity: If a correct process 𝑝𝑖 outputs a set 𝑆𝑢𝑏𝑆𝑒𝑡𝑖 , then |𝑆𝑢𝑏𝑆𝑒𝑡𝑖 | ≥ 2𝑓 + 1 and 𝑆𝑢𝑏𝑆𝑒𝑡𝑖 contains the input of at
least 𝑓 + 1 correct processes.
• Agreement: If a correct process outputs 𝑆𝑢𝑏𝑆𝑒𝑡 , then every node outputs 𝑆𝑢𝑏𝑆𝑒𝑡 .

• Totality: If 2𝑓 + 1 correct processes receive an input, then all correct processes produce an output.

The original ACS protocol by Ben-Or [14] is quite simple. We now give a brief description.

(0) Execute an ABA for each process to determine whether it will be in the agreed set.
(1) For process 𝑝𝑖 , participate in 𝐴𝐵𝐴 𝑗 with input 1 for each 𝑝 𝑗 for which 𝑝𝑖 knows 𝑄 ( 𝑗) = 1.
(2) Upon completing 2𝑓 + 1 ABA protocols with output 1, enter input 0 to all ABA protocols for which 𝑝𝑖 has not yet
entered a value.
(3) Upon completing all 𝑛 ABA protocols, output 𝑆𝑢𝑏𝑆𝑒𝑡𝑖 which is the set of all indices 𝑗 for which 𝐴𝐵𝐴 𝑗 had output 1.

Ben-Or’s ACS was designed for multiparty computations. Miller et al. adapted it for use in asynchronous BFT protocols
in HoneyBadgerBFT [113]. HoneyBadgerBFT’s ACS uses the same 𝑛-ABA parallel execution as Ben-Or’s ACS, but
makes an adjustment to the predicate 𝑄 . HoneyBadgerBFT’s ACS adds a RBC phase before ACS. For each process
𝑖 , it first inputs value 𝑣𝑖 to 𝑅𝐵𝐶𝑖 . Upon delivery of 𝑣 𝑗 from 𝑅𝐵𝐶 𝑗 , if input has not yet been provided to 𝐴𝐵𝐴 𝑗 , then
it provides input 1 to 𝐴𝐵𝐴 𝑗 . After that, the procedure is identical to Ben-Or’s ACS. In other words, the predicate is
implemented by 𝑅𝐵𝐶 . After the 𝑆𝑢𝑏𝑆𝑒𝑡𝑖 is output, i.e., all instances of ABA have completed, 𝑝𝑖 waits for 𝑣 𝑗 from 𝑅𝐵𝐶 𝑗

such that 𝑗 ∈ 𝑆𝑢𝑏𝑠𝑒𝑡𝑖 .
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Fig. 7. ACS of HoneyBadgerBFT

HoneyBadgerBFT’s ACS solution executes 𝑛 RBC and 𝑛 ABA in parallel. In the RBC phase, each process broadcasts
its value; in the ABA phase, the 𝑖-th 𝐴𝐵𝐴 is used to agree on whether 𝑝𝑖 ’s value has been delivered in the RBC phase.
Once the 𝑆𝑢𝑏𝑆𝑒𝑡 is output by ACS, every process will be aware of whose value is already determined to be accepted
by BA, and will wait for these values to be delivered by RBC. The RBC guarantees these values will eventually arrive,
so every process can build the same vector 𝑣𝑒𝑐 that contains all these values. Therefore, an atomic broadcast can be
achieved by having every process input its value to RBC and delivering values in 𝑣𝑒𝑐 in a deterministic sequence.

⊲ Remark. ACS and MVBA are two frameworks for implementing asynchronous atomic broadcast. Both ACS and
MVBA can be built on ABA. Note that the atomic broadcast built on MVBA could be used for a scenario in which,
during a specific time period, only a small subset of processes (e.g., one or two) are broadcasting, because there is
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no assumption on how many processes trigger RBC. However, for ACS in HoneyBadgerBFT, there is a requirement
that 𝑛 processes propose values in parallel, and each correct process must propose something during the RBC phase,
as illustrated in Fig.7 (otherwise, for example, if only a small number of processes trigger RBC, step (2) in ACS that
requires 2𝑓 + 1 ABA with output 1 will never be satisfied). Intuitively, HoneyBadgerBFT’s ACS is suitable for the “batch”
settings, particularly in blockchain scenarios. In addition, the complexity of these two protocols is different, and MVBA
is considered less efficient than ACS in blockchain scenarios[113]. Since we focus on how these BFT protocols work ,
we do not delve into the details in this paper.

4.3 Asynchronous BFT for Blockchain

Recent research trends on asynchronous BFT problems are also driven by the surprising success and development
of cryptocurrencies and blockchains. The motivation for implementing asynchronous BFT protocols in blockchains
instead of partially asynchronous protocols is that conventional wisdom, like PBFT and its variations, rely critically on
network timing assumptions, and only guarantee liveness after GST, which is considered ill-suited for the blockchain
scenario as blockchain systems face a much stronger adversary [113].

4.3.1 HoneyBadgerBFT: An ACS-based Practical Asynchronous BFT for Blockchain.

As an optimisation for cryptocurrency and blockchain scenarios, HoneyBadgerBFT considers network bandwidth to
be the scarce resource but computation to be relatively ample. Therefore, HoneyBadgerBFT could take advantage of
cryptography that is considered expensive in classical fault-tolerant settings.

The authors first argue that an adversary could thwart PBFT and its variations. In PBFT, the designated leader
is responsible for proposing the next batch of transactions at any given time, and if progress isn’t made, either due
to a faulty leader or a stalled network, the nodes attempt to elect a new leader. Because PBFT relies on a partially
asynchronous network for liveness, one can construct an adversarial network scheduler that violates this assumption,
resulting in PBFT making no progress at all. For example, when a single node has crashed, the network scheduler delays
messages from all the newly elected correct leaders to prevent progress until the crashed node is the next one to be
elected as the leader, then the scheduler immediately heals the network and delivers messages very rapidly among
correct nodes. However, as the next leader has crashed, no progress is made in this case . In addition, any partially
synchronous protocols that rely on timeouts have the problem that they are very slow when recovering from network
partitions, because the delay assumption and timeout implementation are bound by a polynomial function of time. The
core BFT protocol HoneyBadgerBFT uses is ACS, which we have introduced before, so we do not repeat the core idea
here. Next, we take a look at how HoneyBadgerBFT adapts to the blockchain scenario.

The theoretical feasibility of ACS has been demonstrated in [14, 21], but the utilization of ACS could cause a
censorship problem in blockchains. As described, the ACS used by HoneyBadgerBFT has an RBC phase and an ABA
phase. An adversary might find a transaction 𝑡𝑥𝑖 (which is delivered during RBC, but the attacker receives it earlier
than others) that is disadvantageous to them and attempt to exclude it and whoever proposed it. The adversary can
then quickly control 𝑓 faulty nodes to input 0 to 𝐴𝐵𝐴𝑖 for which 𝑖 is the sender of this transaction, in an attempt to
stop it from being agreed upon. Next, the adversary delays 𝑅𝐵𝐶𝑖 that corresponds to 𝑡𝑥𝑖 , resulting in correct nodes
receiving other 2𝑓 + 1 (including those from the adversary) transactions first. As a result, 𝑡𝑥𝑖 is censored as the index of
its sender will not be included in 𝑆𝑢𝑏𝑆𝑒𝑡 , and all correct nodes will ignore 𝑡𝑥𝑖 .

The authors first improve the efficiency by ensuring nodes propose mostly disjoint sets of transactions. As mentioned
before, in HoneyBadgerBFT’s ACS, every correct process should propose something due to the 𝑛-parallel design and
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there is no leader to handle the transactions. Therefore, every process receives all transactions and stores them locally,
and randomly chooses a sample such that each transaction is proposed by only one node on average. The authors then
propose to use (𝑓 + 1, 𝑛)-threshold encryption such that the network nodes must work together to decrypt transactions ,
i.e., only after 𝑓 + 1 (at least one honest) nodes compute and reveal decryption shares for a ciphertext, can the plaintext
can be recovered. Prior to this, the adversary knows nothing about the encrypted transactions. Finally , the authors
argue that selecting a relatively large batch size can improve efficiency, because one ABA instance is needed for every
batch proposed by a process, regardless of the size.

4.3.2 BEAT: Adaptations and Improvements on HoneyBadgerBFT.

HoneyBadgerBFT provides a novel atomic broadcast protocol and the basic adaptation of using it in a cryptocurrency-like
blockchain. BEAT [50] implements a series of adaptations that adapt to different blockchain scenarios, e.g., append-only
ledger (BFT storage) and smart contract (general SMR). Although these two types of blockchains share the same security
requirements, their storage requirements are different. The former focuses on decentralised storage, and might use
redundancy-reducing mechanisms such as allowing servers to keep only fragments [54, 102, 136, 151], while in contrary,
the smart contract form has a more strict requirement on storage as each participant is expected to keep a full redundant
copy of all contract states to support contracts executing [117, 149, 160].

To meet the requirements of these two major types of application scenarios, BEAT proposes five protocol instances,
BEAT0-BEAT4. BEAT0 utilizes a more secure threshold encryption, and a threshold coin-flipping instead of threshold
signature as used in HoneyBadgerBFT, and adopts flexible and efficient erasure-coding support for reliable broadcast.
The erasure-coding reduces the bandwidth requirement as the sender only has to send a fragment to any other
process instead of the whole batch. BEAT1 replaces the erasure-coded broadcast used in BEAT0 with another erasure-
coded broadcast protocol to reduce latency when the batch size is small. BEAT2 opportunistically offloads encryption
operations of the threshold encryption to the clients to reduce latency, and achieves causal order [49] that ensures a
“first come, first served” manner, which could be useful for financial payments. BEAT0-BEAT2 are designed for general
SMR-based blockchains. Besides, BEAT3 and BEAT4 are suitable for BFT storage. Since BFT storage usually only requires
each process to store only a fragment, BEAT3 uses a fingerprinted cross-checksum-based [73] bandwidth-efficient
asynchronous verifiable information dispersal protocol to broadcast messages, which significantly reduces bandwidth
consumption. BEAT4 is optimised for scenarios where clients frequently read only a fraction of the stored transactions,
e.g., a portion of a video. It further extends fingerprinted cross-checksum techniques together with a novel erasure-coded
asynchronous verifiable information dispersal protocol to reduce access overhead.

4.3.3 Dumbo: Reduction on ABA and Carefully-Used MVBA.

It is found in Dumbo [72] that the 𝑛 ABA instances terminate slowly when 𝑛 gets larger and the network is unstable,
and the slowest ABA instance determines the running time of HoneyBadgerBFT. Dumbo proposes an improved protocol
instance, Dumbo1, which only needs to run 𝜅 ABA instances, where 𝜅 is a security parameter independent of 𝑛. 𝜅 is
an adjustable parameter; if 𝑛 is relatively large, the probability that none of 𝜅 = 𝜅0 nodes is honest is at most (1/3)𝜅0

which is safe to neglect, so 𝜅0 could be selected; otherwise, 𝜅 = 𝑓 + 1 is used . Committee election is implemented using
pseudo-randomness.

The ACS of Dumbo1 is revised from that of HoneyBadgerBFT, as illustrated in Fig. 8. After the 𝑛 RBC phase, every
process executes committee election and 𝜅 processes are elected as the committee 𝐶 , among which at least one process
is honest. If an honest process 𝑐 𝑗 in the committee receives 2𝑓 + 1 values from the RBC phase, it initiates an index-RBC.
Each index-RBC is used by 𝑐 𝑗 to broadcast 𝑆 𝑗 , the set of 2𝑓 + 1 RBC instance 𝑐 𝑗 has already received values from . Finally
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, 𝜅 ABA instances are still needed because there might be two or more honest nodes in the committee, resulting in
any two honest nodes ∉ 𝐶 receiving 𝑆𝑖 ≠ 𝑆 𝑗 , which are both sent from honest committee members (due to asynchrony
and different latency). The 𝜅 ABA instances are then used to reach agreement on 𝑆 that contains 2𝑓 + 1 values. For a
process 𝑝𝑖 ∉ 𝐶 , once it receives the indices in 𝑆 𝑗 from 𝑐 𝑗 that indicate which 2𝑓 + 1 values in the RBC phase should be
agreed upon , it waits until all these values are received. Note that 𝑝𝑖 might have received 𝑆𝑖 ≠ 𝑆 𝑗 ; in this case, it will
input 1 to only one 𝐴𝐵𝐴𝑖 once the 2𝑓 + 1 values in 𝑆𝑖 are all received. Then, once 𝑝𝑖 has received 1 from any 𝐴𝐵𝐴 𝑗 , it
inputs 0 to all other 𝜅 − 1 ABA instances. As a result, all correct processes will agree on the same 2𝑓 + 1 values and wait
for them to be delivered. Because in 𝐶 at least one process is honest, and this honest process must have received all
input values corresponding to the index set 𝑆𝑖 . Thus, following the properties of RBC, all other honest nodes will also
eventually receive those values.
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Fig. 8. ACS of Dumbo1

In addition, Dumbo also gives another instance, Dumbo2. As we introduced in 4.1, it has been demonstrated that
asynchronous BFT could be built on MVBA, although it is considered complex and impractical in [113]. The authors of
Dumbo examine MVBA again and point out that if the message size of the input value becomes small, the situation
changes. Therefore, the authors propose Dumbo2 that utilises MVBA in another way: to agree on a set of indices rather
than the proposed values themselves. To guarantee that the output of MVBA is valid (the output might be a fake set of
indices for which some processes with those indices are faulty and have never broadcast), Dumbo2 uses a variation of
RBC called provable RBC, which is realised by combining RBC and threshold signatures. This guarantees that once a
message is delivered by provable RBC, it is indeed the case that at least 𝑓 + 1 processes have received this message.
Once this set of indices is decided by MVBA, it is guaranteed that at least one honest process has received all values
corresponding to these indices. The following idea is similar to that of Dumbo1.

⊲ Remark. MVBA and ACS are two techniques for realising asynchronous BFT. Both of these two mechanisms
could be reduced to ABA, which is a randomised consensus protocol. Generally, a common coin is used to facilitate the
termination of ABA. Threshold cryptography is widely used in all these protocols, including for generating the common
coin and building provable RBC. The MVBA protocols were originally used in asynchronous BFT solutions [21, 22, 37]
to agree on the proposed values directly, which was found impractical for blockchain scenarios [113]. Then, a number
of works[50, 72, 105, 106, 113] utilise ACS, which was initially used for multiparty computation [14], to realise atomic
broadcast in blockchain scenarios. In addition, inspired by the notion of ACS, [72] uses MVBA to agree on the indices
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of RBC rather than the proposed values themselves to improve performance. The core idea of ACS-based asynchronous
BFT is simple: input values to RBC first, and then use ABA to agree on which values should be accepted and wait until
these values are eventually delivered by RBC. More optimisation works have been done on ACS and asynchronous
BFT [51, 66]; due to content limitation and since our focus is the core ideas of these protocols, we do not introduce
them in this paper.

5 TREE AND DAG-BASED BFT

Conventional BFT protocols like PBFT are considered to have scaling problems, as well as recent advanced BFT protocols
for blockchain like HotStuff [103, 139]. Researchers have made efforts to improve scalability by applying sharding
and partition techniques, as we introduced in Section 3.2. These solutions change the deployment of participants,
and achieve scaling at the cost of reduced resilience. A t ree is the most intuitive data structure that could improve
scaling, and it has been utilised in many cryptocurrency blockchains[89, 90] to address the bottleneck at the leader by
organising processes in a tree topology. In addition, the more parallel-looking DAG structure is used in blockchain [152]
to organise transactions and ledgers , allowing participants to propose different blocks simultaneously. Since we focus
on BFT protocols, we introduce the tree and DAG based solutions in BFT in detail.

5.1 Tree and DAG-based Message Dissemination and Memory Pool Abstraction

Tree and DAG are considered more efficient in nature than a chain due to their parallel structure for organising
transactions and blocks [152]. Researchers are also inspired by these structures and have attempted to utilise them to
improve efficiency in BFT. Recently, some proposals have optimised data dissemination schemes [119] and memory
pool [41] as extensions of existing BFT protocols.

5.1.1 Kauri: Tree-based Message Dissemination and Aggregation.

Kauri [119] is typically designed as an extension of HotStuff [156]. Recall the communication model of HotStuff (see
Section 3.4.3), which has four phases. In each phase, the leader performs dissemination and aggregation procedures
during each phase, as shown in Fig.5. Kauri assumes that most commonly the number of consecutive faults is small
and the network is partially synchronous. It proposes a tree-based dissemination and aggregation scheme to reduce
bandwidth consumption on the leader’s side, where the leader is at the tree root. Essentially , Kauri is a speculation-
based optimisation mechanism. Because if a process is faulty, all its children could fail to receive the message from the
leader. Thus, every process will decide on its own value through a broadcast process anyway, either the value from
its parent or a default value ⊥ (if it receives no value from its parent before a timeout, which is used to guarantee
liveness). The tree-based aggregation process is similar: a parent will collect all signatures from its children, form
them into an aggregate signature, and send it back to its parent recursively until reaching the tree root. The topology
and communication pattern are illustrated in Fig 9. If a correct leader fails to collect enough signatures, Kauri tries to
reconfigure the system a certain number of times (determined by a specific mechanism based on an evolving graph;
we do not introduce this detail here) to find a correct tree configuration, and will return to the original HotStuff star
topology if no correct configuration can be found.

5.1.2 Narwhal: DAG-based Memory Pool.

The authors in [41] pointed out that some consensus protocols in which the leader is expected to broadcast and collect
information lead to uneven resource consumption. This phenomenon is also discussed in Kauri, as we introduced above.
In addition, it is found in [41] that consensus protocols group a lot of functions into a monolithic protocol, such as
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Bitcoin and LibraBFT [12]. In these protocols, the transactions will be shared among participants and then a subset of
them are periodically re-shared and committed as part of the consensus protocol, which causes redundancy. Narwhal
is proposed as a better memory pool that separates transaction dissemination (message delivery) from ordering in
the consensus protocol. This is theoretically feasible; recall that we pointed out in Section 4.1 that atomic broadcast
(could be converted to consensus) could be realised by the reliable broadcast protocol plus the total ordering property.
Similarly, Narwhal separates the monolithic consensus protocol into reliable transaction dissemination and sequencing,
and the sequencing could be realised by any consensus protocol such as HotStuff or LibraBFT. The consensus protocol
used only needs to be performed on a very small amount of metadata instead of the complete transactions/block to
increase performance.

We first check how Narwhal realises reliable transaction dissemination. Initially, it assumes clients send transactions
to different validators (processes). Ideally, a transaction only needs to be sent to one validator to save bandwidth. Each
validator will accumulate the transactions to form a block. Then, validators reliably broadcast [17] each block they
create to ensure the integrity and availability of the block. Each block corresponds to a round 𝑟 (column in the DAG)
and contains certificates for at least 2𝑓 + 1 blocks of round 𝑟 − 1. These certificates are used to confirm that the validator
has received these blocks and prove they will be available. In addition, the authors propose that every block includes
certificates of past blocks, from all validators. By doing this, a certificate refers to a block plus its full causal history
(i.e., all blocks directly and indirectly connected to it); therefore, when a block is committed, all blocks in its causal
history are committed simultaneously. An example of Narwhal is shown in Fig. 10. Even if the network is unstable
and asynchronous, the DAG-based memory pool continues to grow. Because reliable broadcast is used, every validator
eventually observes the same DAG and the same certificates. The Narwhal memory pool could be integrated with
various BFT protocols. Using HotStuff as an example, in the original HotStuff (see Section 3.4.3 a leader proposes a
proposal that is certified by other validators. To be integrated with Narwhal, a leader proposes to commit one (or several)
certificates corresponding to the block(s) created by Narwhal. Due to Narwhal’s design , once a block is committed,
all blocks in its causal history are committed as well . In Fig. 10, once C1 is committed, all blocks in its causal history
(blue vertices) are committed, and the same applies to the yellow and green vertices. Hence, a partial order is built:
blue vertices (C1)← yellow vertices (C2)← green vertices (C3). To build a total order, one can deploy any deterministic
algorithm on the partial order, e.g., by sorting by hash.

5.2 DAG-based BFT

Narwhal builds a DAG-based memory pool that abstracts the communication and could be integrated with any other
partially synchronous BFT protocols. Nevertheless, asynchronous BFT protocols are also proposed that could be directly
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deployed on the DAG abstraction. These protocols share a similar core idea: utilize the DAG abstraction with reliable
broadcast to build the communication history, then use threshold cryptography to build a common coin to select
an anchor block every several rounds (i.e., in each column in the DAG) to establish a partial order, and finally use a
deterministic algorithm to build the total order.

5.2.1 DAG-Rider: DAG-based Atomic Broadcast.

Similar to the DAG-based memory pool, DAG-Rider [86] also builds a DAG to abstract communication history. The
DAG of DAG-Rider is similar in structure , in which each vertex also refers to 2𝑓 + 1 vertices in the last round (called
strong edges in DAG-Rider). The difference is, these 2𝑓 + 1 edges have been included in a vertex when this vertex is
broadcasted, rather than being built after an availability certificate is created . In addition, with the goal of implementing
an atomic broadcast protocol (see definition 2.11), the validity property should be met . Therefore, for each vertex 𝑣 in
round 𝑟 , in addition to the 2𝑓 + 1 strong edges referring to the vertices in round 𝑟 − 1, it also refers to at most 𝑓 vertices
in round 𝑟 ′ < 𝑟 − 1 such that otherwise there would be no path from 𝑣 to them. The weak edges are used to guarantee
validity, as every message that has been broadcasted must be delivered and needs to be included in the total order.

DAG-Rider assumes that each process broadcasts an infinite number of blocks (vertices). Once a process 𝑝𝑖 invokes
atomic broadcast for a vertex 𝑣 , it reliably broadcasts 𝑣 . The round and source, a.k.a. sender, of the vertex are included in
the broadcasted message so that the receiver process knows its location in the DAG. Once 𝑝𝑖 receives a vertex, it adds it
to its buffer. Then, it continuously goes through its buffer to see if there is any vertex 𝑣 for which the DAG contains all
the vertices that 𝑣 has a strong or weak edge to. Once this requirement is met , 𝑣 can be added to the DAG. Once 𝑝𝑖 has
at least 2𝑓 + 1 vertices in the current round, it advances to the next round by creating and reliably broadcasting a new
vertex 𝑣 ′, which is the new atomically broadcasted one (𝑝𝑖 has an infinite number of vertices to be broadcasted).

Once the local DAG is built, each process needs to interpret it. The DAG is divided into waves, each of which consists
of four consecutive rounds. This is because after three rounds of all-to-all sending and collecting accumulated sets of
values, all correct processes have at least 2𝑓 + 1 common values, by the common-core abstraction [24]. Therefore, at
least 2𝑓 + 1 vertices ∈ 𝑉 in the last round of a wave have a strong path to at least 2𝑓 + 1 vertices ∈ 𝑈 in the first round
of the same wave. The 2𝑓 + 1 quorum intersection guarantees that if an anchor vertex in (the first round of) wave𝑤
is committed by some process 𝑝𝑖 , then for every process 𝑝 𝑗 and for every anchor vertex of a wave𝑤 ′ > 𝑤 , a strong
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path exists between these two anchor vertices. In each wave𝑤 , an anchor vertex will be selected by a globally known
common coin, and it is committed by a process 𝑝𝑖 if in 𝑝𝑖 ’s local DAG there are at least 2𝑓 + 1 vertices in the last round
of𝑤 . The common-core property guarantees that once an anchor vertex is selected, for any process 𝑝𝑖 , it has

2𝑓 +1
3𝑓 +1 ≈

2
3

probability that it has this vertex in its local DAG. It should be noticed that some processes might not have this anchor
vertex in their local DAG, so they simply advance to the next wave. However, it should be ensured that all correct
processes commit the same anchor vertices. In other words, if some processes committed an anchor vertex, those who
do not have it in their local DAG must commit it later. To ensure this, when 𝑝𝑖 commits an anchor vertex 𝑣 in some
wave𝑤 , and there is a strong path from 𝑣 to 𝑣 ′ such that 𝑣 ′ is an uncommitted anchor vertex in a wave𝑤 ′ < 𝑤 , then 𝑝𝑖

commits 𝑣 ′ in𝑤 as well. It is guaranteed by quorum intersection that if any process ever commits 𝑣 ′ there must be a
strong path, otherwise 𝑣 ′ is not committed by anyone. The anchor vertices committed in the same wave are ordered by
their round wave numbers, so the anchor vertices of earlier waves are ordered before the later ones. An example of
ordering is illustrated in Fig.11. Fig.11 shows the local DAG of 𝑝1. The highlighted vertices 𝑣2 and 𝑣3 are the anchor
vertices of waves 2 and 3, respectively. 𝑣2 is not committed in wave 2 since there are fewer than 2𝑓 + 1 vertices in round
8 with a strong path to 𝑣2, but it is met in wave 3 since there are 2𝑓 + 1 vertices in round 12 with a strong path to 𝑣3.
Since there is a strong path from 𝑣3 to 𝑣2 (highlighted), 𝑝𝑖 commits 𝑣2 before 𝑣3 in wave 3.

1

2

3

4

Wave 2 Wave 3
Fig. 11. Illustration of DAG-Rider

It’s important to note that although the common-core property guarantees the commit probability, it could be
attacked by an adversary who can fully control the network. Therefore, the common coin should be unpredictable. This
motivation is similar to the unpredictable property in HoneyBadgerBFT and Dumbo. In DAG-Rider, the authors also
use threshold signatures, and the elected anchor vertex in a wave𝑤 can only be revealed after the processes complete
𝑤 . Since reliable broadcast is used, every process will eventually observe the same DAG. After the anchor vertices and
all vertices in its causal history are committed, the remaining step is to add some deterministic ordering scheme to
order the causal history. Finally , every process only needs to atomically deliver the causal history vertices one by one,
which is guaranteed to be the same for everyone. It’s important to note that atomic broadcast guarantees that every
message, if broadcasted, will be delivered. Therefore, if one utilises DAG-Rider for blockchain, an external predicate is
needed to check the validity of blocks or transactions.

5.2.2 Tusk: The Asynchronous Consensus on Narwhal.

We introduced in Section 5.1.2 that the Narwhal DAG memory pool could be integrated with various partially
synchronous BFT protocols to propose several anchor blocks as well as their causal history to be committed. However,
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these partially synchronous BFT protocols make no progress when the network is asynchronous, such as under DDoS
attacks. Therefore, the authors propose an asynchronous consensus protocol called Tusk on the DAG. The core idea is
similar to that of DAG-Rider: the vertices are broadcasted by reliable broadcast to build the DAG (in Tusk this step has
been done by Narwhal), then use threshold signatures to generate a common coin that elects an anchor vertex every
several rounds, and processes try to commit the anchor together with all vertices in its causal history to build a partial
order, then apply any deterministic scheme to achieve total ordering. However, Tusk is a total ordering protocol on
Narwhal rather than an atomic broadcast protocol, which means it does not guarantee that once a vertex is broadcasted,
it is ensured to be delivered and ordered. Therefore, in Tusk no weak path exists. If a vertex arrives very late and no
certificate of availability is signed, it could be an orphan vertex and thus ignored.

In Tusk, a process (a.k.a. validator in Narwhal) interprets every three rounds of the DAG in Narwhal as a consensus
instance. The links in the first two rounds are interpreted as all-to-all message exchange and the third round produces
a common coin to elect a unique vertex from the first round to be the leader. To reduce latency, the third round is
combined with the first round of the next consensus instance. The goal of this interpretation process is the same as
DAG-Rider in that, with a constant probability, it aims to safely commit the anchor of each instance. Once an anchor is
committed, its entire causal history (a sub-DAG) in the DAG is also committed and could be totally ordered by any
deterministic ordering scheme such as topological sorting [81]. The commit rule is simple: a process commits an anchor
vertex 𝑣 of an instance 𝑖 if its local DAG includes at least 𝑓 + 1 nodes in the second round of 𝑖 with links to 𝑣 . Similar to
DAG-Rider, some processes might advance to the next round without observing the elected anchor vertex. To solve
this problem and guarantee that every process commits the same anchors, once an anchor vertex 𝑣 is committed, Tusk
also continuously checks if there are any previous anchor vertices in 𝑣 ’s causal history, and commits previous anchor
vertices if they exist . The commit rule is illustrated in Fig 12. The commit rule requires 𝑓 + 1, which is different from
DAG-Rider; the probability of each anchor meeting the commit rule is 1

3 .
⊲ Remark. All DAG-based BFT protocols are based on a similar idea: to divide consensus or atomic broadcast into

two separate protocols: a reliable broadcast protocol and a total ordering protocol. This scheme separates message
dissemination from ordering to improve performance and fit better in asynchronous networks. With this approach,
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Table 1. Comparison of core protocols under different timing assumption.

Protocol Timing Termination Resilience Components

Byzantine agreement (Sign)[100] Synchronous Deterministic N>2f Message, signature
Byzantine agreement (Oral)[100] Synchronous Deterministic N>3f Message
Ben-Or’s binary consensus[13] Asynchronous Eventually N>2f/N>5f Message, random coin
Bracha’s RBC[17] Asynchronous Eventually N>3f Broadcast message
Vector consensus[37] Asynchronous Eventually N>3f RBC, ABA, MVBA
ACS[14] Asynchronous Eventually N>3f RBC, multiple ABA
PBFT[26] Partial synchronous Deterministic N>3f Message, signature

Table 2. Synchronous protocols

Protocol Resilience Components Functions Additional Requirements

Byzantine agreement (Sign)[100] N>2f Message, signature Guarantees same value for honest participants None
Byzantine agreement (Oral)[100] N>3f Message Guarantees same value for honest participants None
SAFEbus/TTP[76, 92] N>3f Message Builds interactive consistency using Byzantine agreement Clock synchronisation
ScalableBA[88] N>3f with prob. 1 Message, secret sharing Significantly reduces communication complexity Private channels

each process only needs to check its local DAG to make progress and no further communication is needed. Recently, a
DAG-based asynchronous BFT protocol with optimisation for synchronous networks has been proposed [137], which
maintains the same core ideas as other asynchronous DAG-BFT protocols but adds timeouts to boost performance in
synchronous networks. The DAG-based abstraction of building a DAG to represent communication and interpreting
it locally has been considered before [30, 45], but was not realized in the Byzantine setting . Tree [131] and DAG-
based [9, 33, 135, 152] communication abstractions and system structures are also widely used in DLT, which is an
extended notion of blockchain where the structure is no longer required to be a “chain”.

6 SUMMARIES AND COMPARISONS OF DIFFERENT BFT PROTOCOLS

The comparison of core protocols of synchronous, asynchronous and partially synchronous systems is shown in Table. 1.
Originating from Lamport’s Byzantine generals problem, the distributed fault tolerance research could be classified

into three main categories: synchronous, asynchronous and partially synchronous, according to timing assumptions.
Synchronous algorithms were the earliest researched. However, due to the requirement of synchrony, synchronous
algorithms are generally deployed with clock synchronisation mechanisms. For example, in aviation control systems, a
time-triggered bus might be used [129], for which clock synchronisation is a fundamental requirement. Based on the
synchronous bus, applications that perform safety-critical functions must generally be replicated for fault tolerance.
For example, several computers need to perform the same computation on same data, and any disagreement could
be viewed as a fault; then comparisons can be used to detect faults. A vital requirement for this approach is that the
replicated computers must work on the same data. Therefore, the data distribution needs to be identical for every
computer. Byzantine agreement (or Byzantine broadcast) can then be used to achieve this requirement. In addition,
due to synchrony, the consensus problem which requires consistency and total order could be solved by executing
Byzantine agreement one by one, because everyone knows the order. The improvements and use cases of synchronous
Byzantine agreement protocols are shown in Table. 2.

However, due to the strong requirement of synchrony, synchronous Byzantine protocols have limited utilisation ;
they are typically implemented with physically proximate participants, such as in SAFEbus [76] and TTP [92]. However,
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when the timing assumption changes from synchronous to partially synchronous, the consensus problems could be
transformed into an agreement problem that ensures every honest participant has the same value of request plus an
ordering problem that ensures every honest participant executes the requests in the same order. In the representative
partially synchronous consensus protocol PBFT, each follower needs 2𝑓 prepare messages that match the pre-prepare
message before committing. In the worst case, a follower might receive 𝑓 prepare messages from Byzantine nodes first,
and in this scenario , it needs to gather all 3𝑓 prepare messages. This also shows why PBFT needs partial synchrony for
liveness: if the last 𝑓 messages are delayed for a long time before GST, during this period, the follower will be unable to
distinguish whether the mismatch is caused by the leader sending equivocal messages or 𝑓 Byzantine nodes sending
fake messages. Then, after GST, followers will detect if the mismatch is caused by the leader and propose a view change.
The agreement protocol is integrated within the PBFT consensus: the 2𝑓 prepare messages plus 1 pre-prepare message
guarantee that no honest participant will choose a different value after the prepare phase. After the agreement protocol,
the commit phase ensures that the order of requests is identical for all honest followers. The quorum size in PBFT is
2𝑓 + 1 out of 3𝑓 + 1 overall nodes; this is because the leader might be Byzantine, and 2𝑓 + 1 ensures that at least 𝑓 + 1
messages are from honest participants , hence at least 1 honest follower exists in any quorum. Because the honest
follower does not collude with the Byzantine leader, the leader will never be able to separate the system and convince
different quorums to commit two different values (Lemma. 3.2). However, if the leader cannot send equivocal messages
to followers, the quorum size could possibly be reduced in certain scenarios . If we can guarantee that all participants
cannot send equivocal messages to others, e.g., by using TEE [32], the quorum size could be reduced to 𝑓 + 1 among
2𝑓 + 1 nodes. BFT consensus protocols in the partially synchronous model are listed in Table. 3.

Table 3. Partial synchronous protocols

Protocol Resilience Components Functions Additional Requirements

PBFT[26] N>3f Message, signature Guarantees unique order for SMR GST for liveness
Zyzzyva[93] N>3f Message, signature, crypto proof Guarantees unique order for SMR Speculation
Q/U[1] N>5f Client, quorum, crypto validation Achieves similar SMR functionality using

quorums
Shifts tasks to client

HQ[40] N>3f Client, quorum, certificates Improves contention and resilience of Q/U Certificates for solving contention
RBFT[7] N>3f f+1 BFT instances Makes BFT scalable N>3f in each instance
CBASE[94] N>3f BFT with relaxed order Allows concurrent execution of indepen-

dent requests
A paralleliser for contention safety

Eve[83] N>3f Parallel requests with speculation Speculatively executes requests concur-
rently

Re-executes when executions diverge

EZBFT[6] N>3f Enhanced replicas and multiple BFT Multiple instances to boost throughput Clients need to resolve contention
ME-BFT[151] N>3f BFT, full and light replicas Reduces all-to-all communication to scale

by structure
N>3f in full replicas, CRDT

SBFT[71] N>3f BFT, threshold/aggregated signature Reduces all-to-all communication to scale
by signature

Collector to collect signatures

Mir-BFT N>3f BFT with parallel partition Multiple leaders to achieve scalability Partitions the request hash space
CNV[36] N>2f BFT, TMO Uses TMO to restrict Byzantine failures TTCB for basic security service
A2M[32] N>2f BFT, attested append only memory Uses append only memory to avoid equiv-

ocation
Realises the append only memory

MinBFT[142] N>2f BFT, USIG USIG assigns the sequence Public key crypto for USIG
CheapBFT[82] N>2f MinBFT, CASH CASH manages counters and can authen-

ticate messages
Falls back to MinBFT after failure

Tendermint[19] N>3f PBFT, power-based quorum intersection Replaces 2f+1 messages with 2f+1 voting
power

None

Algorand[68] N>3f Byzantine agreement, VRF, binary consensus Byzantine agreement for synchrony, bi-
nary consensus for asynchrony

Common coin for binary consensus

HotStuff[156] N>3f Threshold signature, quorum certificate Replaces message quorums with quorum
certificates

Sufficient computational power

Kauri[119] N>3f Tree-based dissemination and aggregation Extension of HotStuff, replaces the com-
munication model

Tree topology
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In the asynchronous settings, due to the restrictions of the FLP impossibility, which states that no “deterministic"
consensus protocol exists, consensus protocols relax the termination requirement i.e., the protocol eventually terminates
with probability 1 . In all the asynchronous consensus protocols we introduced , RBC is used to guarantee that any
sender cannot send equivocal messages (otherwise the protocols might be too complex). Therefore, beyond the RBC
protocol, every node is not a traditional Byzantine node; its malicious behaviour is restrained, and it can only either
broadcast same messages or not broadcast at all. Three research paths are being conducted: the first one is to utilise ABA
to construct MVBA, then implement vector consensus from MVBA. Once the vector is confirmed, atomic broadcast
(equivalent to BFT-SMR) could be built by delivering values in the vector in a deterministic order. Another path
is similar; it implements ACS using ABA, then implements atomic broadcast. The difference is that ACS is more
suitable for batching, i.e., 𝑛 participants exchange messages simultaneously. The third pathway does not utilise ABA for
randomisation to evade the FLP impossibility result. Instead, it first broadcasts messages by RBC to ensure that everyone
will eventually receive the same messages, then uses a DAG to build the message history and applies randomness by
utilising a VRF to select anchor vertices with a probability. Finally , a deterministic order could be built on the anchor
vertices to form atomic broadcast. The quorum size in asynchronous consensus is 2𝑓 + 1 among 3𝑓 + 1 nodes. However,
in contrast to partially synchronous consensus where GST exists, in asynchronous consensus a node might never have
the chance to receive 3𝑓 + 1 messages, and thus cannot rely on it for liveness. Therefore, once a node observes 2𝑓 + 1
messages (or that instances have terminated), it must move on to the next step as it can never determine whether the
remaining 𝑓 messages will be delivered or not, because in an asynchronous network, one can never distinguish if a
message is delayed or lost. BFT consensus protocols in the partially asynchronous assumptions are summarised in
Table. 3.

Table 4. Asynchronous protocols

Protocol Resilience Components Functions Additional Requirements

Ben-Or’s[13] N>2f/N>5f Message, random coin Terminates with probability 1 Binary value
Bracha’s RBC[17] N>3f Broadcast message Ensures that the sender cannot equivocate None
Vector consensus[37] N>3f RBC, ABA, MVBA RBC to restrain Byzantine failure, ABA for

asynchrony, MVBA for agreement, determin-
istic order for atomic broadcast

Common coin for binary consen-
sus

ACS[14] N>3f RBC, multiple ABA RBC to restrain Byzantine failure, multiple
ABA for agreement, deterministic order for
atomic broadcast

Suitable for batch settings

HoneyBadgerBFT[113] N>3f ACS, threshold encryption ACS for agreement, threshold encryption to
resist censorship

Suitable for blockchains

BEAT[50] N>3f Asynchronous atomic broadcast Implements asynchronous broadcast for dif-
ferent scenarios

Fingerprinted cross-checksum

Dumbo[72] N>3f Provable-RBC, ABA, MVBA, re-
vised ACS, threshold signature

Crypto election to reduce ABA instances;
uses MVBA to agree on indices rather than
on the requests

Suitable for blockchains/batch set-
tings

DAG-Rider[86] N>3f RBC, DAG, threshold signature,
common coin

DAG for communication abstraction,
common-core for committing anchor blocks
and their causal history, deterministic order
for atomic broadcast

Each process broadcasts an infinite
number of blocks

Tusk[41] N>3f RBC, DAG, VRF, common coin An ordering protocol for the DAG mempool Unlimited memory

7 FUTURE BFT RESEARCH ISSUES

The BFT problem has been a long-standing research field since Lamport [96] proposed it in the 1970s. A series of notions
and solutions have been proposed since then , including SMR, reliable broadcast, and randomised consensus, which
have built the cornerstone for distributed services. BFT has radiated energy again with the advance of blockchain,
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which, although it has more strict requirements, is essentially an SMR problem and could be built on BFT-SMR with
optimisations and justifications. It also turns out that with the fast development of the Internet of Everything [91],
networks are becoming more collaborative to support high-level applications, which generates demand for consensus
protocols to provide a consistent and trustworthy cooperative platform. In this section, we introduce future research
topics in BFT, including optimisations of the protocols themselves, adaptation to deployment on various applications,
and improvements for future communication environments.

7.1 Fundamental Research and Optimisations on the BFT Primitives

7.1.1 Fault Tolerance without Total Order.

Recently proposed BFT solutions [50, 72, 113, 156] are total ordering protocols for SMR. Although SMR is the gold
standard for implementing ideal functionality, it incurs higher overhead as in some cases, the cost of totally ordering all
transactions and requests is unnecessary. It was found by Lamport [99] that sometimes only a weaker problem than
total ordering consensus needs to be solved. This finding has led to fundamental research like EPaxos [114]. In addition,
this finding also appears in cryptocurrency blockchain settings [101]. Further, it is also considered in general blockchain
settings [84, 151] that Conflict-free Replicated Data Types [133] have weaker requirements on ordering. Releasing the
total ordering requirements could decrease system overhead. Thus, protocols based on weak ordering requirements, as
well as methods to achieve weak ordering in current total ordering protocols deserve further research efforts.

7.1.2 Scalability and Performance.

Scalability of BFT is bounded by complexity, including communication complexity and running time complexity.
Sharding technology and cryptography are used to reduce communication complexity (e.g., [5] and [156], respectively),
but sharding will alter the deployment structure and reduce the fault tolerance ability, while cryptography requires
more powerful computation . The balance between computation and complexity should be researched.

In the early work on asynchronous MVBA, the protocols had a communication complexity of 𝑂 (𝑛2) for agreement
on each message (𝑂 (𝑛3) if there are 𝑛 peers). Recently, asynchronous BFT protocols utilize ACS to reach asynchronous
agreement on a common core. HoneyBadgerBFT uses 𝑛-parallel ACS to reduce the communication complexity to𝑂 (𝑛2)
(𝑂 (𝑛) for each message). Dumbo reduces the number of ABA instances to optimise the time complexity and proposes
to carefully use MVBA to further reduce time complexity. However, an open question remains: due to the 𝑛-parallel
ABA instances, the time complexity of ACS is 𝑂 (𝑙𝑜𝑔𝑛) [72] (in Dumbo-ACS, it is reduced to 𝑂 (𝑙𝑜𝑔𝜅 ), 𝜅 is a constant).
However, we expect that the time complexity could be reduced to 𝑂 (1) in future work.

7.1.3 Configuration and Reconfiguration.

In nearly all of the recently proposed works [41, 50, 66, 72, 86, 113, 137, 156] that utilise cryptography, it is assumed
that a reliable third party exists to initially distribute keys and configure the Public Key Infrastructure (PKI). However,
this open problem needs to be solved in real implementations, as in some blockchain scenarios there are no trusted
third parties to initialise the platform. In addition, the participants might change during the system’s progress even
after initial configuration. Therefore, future research should consider methods for initial configuration without trusted
third parties and reconfiguration mechanisms during the system’s progress, both of which should not significantly
impact system performance.
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7.2 Deployment in Different Types of Blockchain applications

It is known that most of the permissioned blockchains are based on BFT-SMR [144]. This is because although BFT-SMR
protocols provide a higher throughput, they generally less scalable, which generally only support up to several hundred
of nodes. It is less decentralised due to the utilisation of PKI which is a centralised service to some degree. Nevertheless,
there are still efforts to implement BFT in permissionless blockchains. These works integrate BFT with Proof-of-Stake
(PoS) and PoW to resist Sybil attack [47]. To launch Sybil attack, an attacker creates multiple identities in the blockchain
to cause security issues. Sybil-resistance is unique in permissionless blockchains, and PoS, PoW are two widely used
techniques to realise it. By integrating PoS/PoW together with BFT, a blockchain can enjoy both Sybil-resistance and
high throughput. However, in permissionless blockchains, one can join or leave the system freely, which again leads
to the configuration and reconfiguration research issue. Except for the permissioned/permissionless classification,
blockchain can also be divided into different types according to different domains according to their use cases, such as
financial, medical, governmental blockchains, etc. Different types of blockchain have different property requirements.
For example, in financial applications such as cryptocurrencies [116], safety, decentralisation and fairness are strong
demands but throughput could be balanced. In governmental [85] and medical blockchains [111, 150], they usually take
throughput and safety into account while decentralisation is a supplement, while in Internet of Things (IoT) [8, 58, 78]
applications, an increasing number of heterogeneous devices are connected and their ability of communication is
better than that of complex cryptography algorithms, which makes rethink of the schemes such as HotStuff that
applies cryptography but reduces communication. In addition, IoT systems might be sensitive to latency, raising higher
requirements on reducing time complexity. Different requirements lead to to a common belief that no one-size-fits-all
BFT protocol exists. Research efforts are necessary on optimisations and adaptations on current protocols and even
novel protocols that could satisfy different requirements.

7.3 Deployment in Complex Application Structures

The original protocols of BFT assume a flat system structure in which every participant has completely the same
status. This includes the protocol design and the underlying peer-to-peer communication. This assumption holds for
distributed service models and cryptocurrencies. However, in some other real applications, such as Internet of Things
and Industrial Internet of Things [58, 78], healthcare [150], and autonomous driving [25, 57], the participants, for
example, vehicles and Road Side Units (RSU), have different resources including computation power, bandwidth and
may have different levels, i.e., leader-member relations that make the structure hierarchical. Reputation [158] and
sharding [95] techniques have been used in partial BFT protocols to mitigate these issues, but there is still a lack of
adaptations for asynchronous and DAG-based consensus in these contexts. In addition, research efforts are needed on
how to carefully deploy consensus protocols that adapt to the system structure and yield better performance .

7.4 BFT in Next Generation Communications

With the rapid development of communication technology and the gradual maturity of 5G technology, researchers
have various prospects for the development direction of the next generation communications. Among them, wireless
distributed consensus based on the idea of distributed consensus algorithms has been proposed in some research [159].
Most of this idea is aimed at the design of communication system architectures for the Internet of Things (IoT) systems.
Most current IoT systems adopt a centralised architecture, which requires a central controller to exchange data with
other nodes. However, the increasing number of IoT nodes brings more challenges to the reliability and stability of the
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central node. In addition to the centralised architecture, implementing a distributed consensus network in wireless
communication systems may be an alternative or supplementary solution [161]. In a wireless distributed consensus
system, the transmission and interaction of information no longer completely depends on the scheduling of the central
node but instead realises reliable execution request transmission according to the consensus algorithm. Since the design
of BFT algorithms leave a fault-tolerant space for Byzantine nodes, node failures and link failures in the wireless
communication system can be recovered within a certain limit [154]. Nevertheless, adapting and refining the original
consensus algorithms to suit the specific requirements of a given communication system is paramount.

8 USE CASES OF BLOCKCHAINS

Blockchains, sometimes being called DLT, originated from Bitcoin [116] and have been explored and used in different
domains. As the most popular killer application in blockchain, Bitcoin has driven the trend of research on cryptocurrency.
With the development of cryptocurrency, in 2013, Ethereum [149] was proposed, which provides a platform that
supports any extendable application based on consensus and cryptocurrency. At this stage, researchers also abstracted
blockchain from cryptocurrency as a decentralised, trustless platform or component that could be integrated with
various information systems, including financial, healthcare, cloud computing, Internet of Things , supply chain, etc.
With the power of blockchain, the trust, security, and privacy aspects of these information systems could be improved.
In addition, the decentralised idea has gradually become a novel paradigm for brand new design models based on
decentralisation and the crypto ecosystem. Building on the underlying blockchain infrastructure, Web3 , the next
generation of the internet, is emerging.

In the preceding sections, we systematically reviewed the BFT technology which originated nearly 40 years ago
before blockchain and is still heavily researched to empower blockchain systems. In this section, we shift our view
to post-blockchain use cases, including blockchain integrated with Web2 and general scenarios, and Web3 visions
which use blockchain as the underlying protocol layer. Our goal in this section is not to provide a comprehensive
review of as many blockchain systems as possible, nor to advocate any form of blockchain. Instead, we aim to present
use cases and demonstrate how blockchain could be used in the real world and how blockchain may evolve in the
future. The exploration of real-world applications and futuristic visions serves to illuminate the vital importance of
sustained research on enduring BFT problems. By offering a panoramic overview of the distributed and decentralised
system models before and after blockchain, we aspire to stimulate increased research that spans beneath (supporting
blockchain) and atop (constructing upon blockchain) the blockchain paradigm.

8.1 Web2 Applications and General Scenarios

8.1.1 Financial Applications. The financial application Bitcoin and its variants are exactly how blockchains became
famous as they offer a decentralised, trustless platform and environment for people to exchange value. Financial
applications are still a major focus in blockchain research. Financial use cases include asset management, insurance, and
payment. For example, RippleNet [128] is exploring financial trading and management on blockchain as well as new
business models. Another example in the insurance industry is OpenIDL [123], which is built on the IBM Hyperledger
Fabric blockchain platform [79]. OpenIDL was initiated in 2020 by the American Association of Insurance Services
(AAIS) and aims to solve data sharing, privacy, standardisation, and auditability challenges in the insurance industry.
These two use cases show that financial applications can be built on both cryptocurrency and general blockchain
platforms.
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8.1.2 Healthcare and Medical Services. With the need for building secure and reliable data storage systems , research has
been conducted to explore blockchain applications in healthcare and medicine . The intuitive idea is to use blockchain as
a tamper-resistant platform to store data so that all historical data and operations are immutable, thus improving trust
and safety. Numerous efforts have been made in this domain to build health records, medical data sharing and analysis
platforms, medical supply chain records, etc [3]. In addition, recent research has also considered the future Internet of
Medical Things (IoMT) [127]. Moreover, blockchain in healthcare and medicine has also attracted government agencies.
For example, the Centre for Surveillance Epidemiology and Laboratory Services of the Centres for Disease Control
(CDC) built a proof of concept to track the opioid crisis. The U.S. Department of Health and Human Services (HHS) is
also discussing the potential of blockchain in public and private healthcare[62].

8.1.3 Supply Chain Management. The blockchain naturally provides a tamper-proof, immutable, and transparent
history, which is a perfect match for supply chains. The U.S. Food and Drug Administration (FDA) launched pilot
programs to utilize blockchain as a solution to assist drug supply chain stakeholders with developing electronic,
interoperable capabilities that will identify and trace certain prescription drugs as they are distributed within the
United States [126, 141]. Blockchain-empowered supply chains are also being researched in industry. For example, a
fish provenance and quality tracking framework was proposed in [145]. The World Wildlife Fund (WWF) also launched
a supply chain project, OpenSC, which is a global digital platform based on blockchain that tracks the journey of food
along the supply chain.

8.1.4 Cloud Computing. Fusing blockchain with cloud computing has the potential to enhance security and privacy
aspects. Blockchain has been utilised in enhancing traditional cloud access control. The major drawback of traditional
cloud access control schemes is that they highly rely on centralised settings. Blockchain-based access control [120, 140]
has a few benefits, including traceability and immutable governance provided by the blockchain structure, and the
involvement of all stake holders by the requirement of consensus. Blockchain is also considered in cloud resource
allocation due to its economical nature; the tokenised incentive-based resource allocation could increase the resource
sharing rate and reduce the energy cost [64]. Some approaches have embedded blockchain to provide a secure and
reliable environment for data sharing and collection in deep learning algorithms [107].

8.1.5 Edge Computing and Internet of Things. As an extension of cloud computing, edge computing [152, 155] aims to
offload heavy centralised tasks from the cloud to decentralised edge servers. With the development of 5G, the Internet
of Things, and the Internet of Vehicles (IoV), edge computing has gradually played an important role in these system
models as the infrastructure to provide low latency computation and data processing, making it a key technology for
realising various visions for the next-generation Internet. Having the same distributed architecture, edge computing
is a perfect use case for blockchain applications. In addition to access control and resource allocation, which have
already been considered in cloud computing, blockchain-assisted decentralised data storage for IoT devices [152], secure
multi-party computation (MPC)[70], and self-sovereign identity (SSI)[11] are also being researched.

⊲ Remark. Some of the financial applications that require a completely decentralised permissionless network use
cryptocurrency consensus protocols such as PoW and PoS, while most of the general applications in a more controllable
network consider using permissioned blockchains, which tend to deploy BFT consensus for much higher efficiency.
Current BFT consensus protocols still have a long way to go to satisfy the increasing demands on throughput, security,
and latency requirements in various blockchain applications.
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8.2 Web3 Visions

8.2.1 Layer1 and Layer2 Blockchain. Layer1 and Layer2 blockchains are the fundamental layers for the web3 ecosystem.
Layer1 blockchains, a.k.a. smart contract platforms, are the settlement layer that provides decentralisation, security,
and decentralised programmability for the network through consensus, scripts, smart contracts, virtual machines, and
other protocols. For instance, Bitcoin [116] and Ethereum [149] are layer1 blockchains. Layer2 blockchains are based on
layer1, which could be regarded as off-chain protocols [42]. Generally, Layer2 utilizes technologies including side chains
and state channels to improve throughput without altering the basic layer1 blockchain rules. For example, Lightning
Network [125] is a layer2 implementation on Bitcoin, and Polygon [63] is a layer2 solution on Ethereum. In addition to
layer2 on permissionless blockchains, layer2 could also be built on permissioned blockchains [65]. The different layers
of the web3 ecosystem are illustrated in Fig. 13.

Web3 User 
Interface

Browser/Wallet Web2 Applications

Web3 Application 
Layer

NFT DAO DeFi

Other Applications

Blockchain & 
Protocol Layer

Layer1 and Layer2 Blockchain

Fig. 13. Illustration of Web3 Ecosystem

8.2.2 NFT. Non-fungible tokens (NFTs) are digital assets built on blockchain technology. Unlike cryptocurrencies such
as Bitcoin, NFTs represent not only monetary value but also unique digital assets, meaning that each NFT is distinct
from all others [143]. The uniqueness and ownership confirmation functions realised by blockchain technology have
enabled NFTs to be widely used in Web3. For example, since NFTs can be used to prove the ownership of digital content,
artists can convert their works into NFTs, ensuring their uniqueness and authenticity. Users can obtain ownership of
content by purchasing NFTs, and creators can break the shackles of traditional monopoly platforms and directly benefit
from their works [115]. Another example is that NFTs can endow items, land, characters, and buildings in virtual reality
environments with true value [115]. The virtual assets connected by NFTs can even be circulated across platforms,
providing users with more practical autonomy.

8.2.3 DAO. Decentralised autonomous organisations (DAOs) have their origins rooted in Ethereum. They are internet-
native communities/organisations that are executed through smart contracts and recorded by blockchain, and featured
as open and transparent [130]. In contrast to traditional Internet organisations, being supported and influenced by
blockchain technology, DAOs emphasise a flat personnel structure and a decentralised decision-making mechanism.
They decentralise decision-making rights to all members as much as possible, write execution logic into smart contracts,
and record all the critical activities on the chain [55]. The decentralisation of infrastructure and the decentralisation of
management spirit in DAOs are complementary to each other. Blockchain technology provides a reliable infrastructure
for decentralised autonomous organisations, enabling them to operate autonomously and make decisions without
trusted intermediaries.
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8.2.4 DeFi. Decentralised Finance (DeFi) is a newly emerged financial system built on blockchain technology. In
contrast to traditional financial services, DeFi services are usually built on decentralised smart contract platforms for
executing financial agreements and transactions, providing financial services that do not rely on traditional financial
institutions and intermediaries. There are various financial products in the DeFi ecosystem, such as lending agreements,
liquidity pools, decentralised exchanges, stablecoins, etc. [148]. These products can be realised through smart contracts,
enabling users to participate in a more open and diversified financial market. The openness and programmability brought
by blockchain to DeFi enables anyone to build and deploy their own financial applications, promoting innovation and
competition [31]. This provides users with more choices and drives the evolution of financial services.

⊲ Remark. Web2 and Web3 applications can be built upon both permissioned and permissionless blockchains.
Web3 is considered to potentially change the current Internet service model, and Web3 applications usually assume an
ideal underlying blockchain protocol layer and focus on the application layer. However, current blockchain consensus
protocols still encounter challenges, and ongoing research into consensus protocols, including Byzantine Fault Tolerance
(BFT) and hybrid approaches (e.g., BFT-based PoW), continues to be a focal point of interest.

9 CONCLUSION

This article provides a comprehensive review of BFT protocols for the long-term popular Byzantine fault-tolerance
problems, from the original ones to state-of-the-art protocols that were designed for general applications before
blockchain, such as distributed databases. In addition, we also review post-blockchain BFT protocols that are specifically
designed for blockchain and cryptocurrency scenarios. We introduce important concepts, properties, and technologies
in Byzantine fault-tolerance protocols, and elaborate on how BFT protocols achieve these properties by employing
specific designs and technologies in general applications and blockchain. After reviewing the development of BFT
before blockchain and discussing the research issues in BFT that span beneath blockchain, we finally summarise the
real-world Web2 and general use case scenarios and the rapidly developing Web3 visions that are constructed upon
blockchain to show the power of blockchain and demonstrate the necessity of BFT research in the future.
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