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Abstract
This article puts forward the use of mutual information values to

replicate the expertise of security professionals in selecting features
for detecting web attacks. The goal is to enhance the effectiveness of
web application firewalls (WAFs). Web applications are frequently
vulnerable to various security threats, making WAFs essential for
their protection. WAFs analyze HTTP traffic using rule-based ap-
proaches to identify known attack patterns and to detect and block
potential malicious requests. However, a major challenge is the
occurrence of false positives, which can lead to blocking legiti-
mate traffic and impact the normal functioning of the application.
The problem is addressed as an approach that combines super-
vised learning for feature selection with a semi-supervised learning
scenario for training a One-Class SVM model. The experimental
findings show that the model trained with features selected by the
proposed algorithm outperformed the expert-based selection ap-
proach in terms of performance. Additionally, the results obtained
by the traditional rule-based WAF ModSecurity, configured with a
vanilla set of OWASP CRS rules, were also improved.
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1 Introduction
A web application operates within a client-server architecture,

where the server handles computational tasks like data transmis-
sion, processing, and storage, while the client interacts via a web
browser. These applications face significant security risks [31]. Vul-
nerabilities, spanning from design through implementation and
configuration, pose threats to data integrity, confidentiality, and
availability.

To address these concerns, the Open Web Application Security
Project (OWASP) [28] maintains the OWASP Top Ten, listing the
most critical security risks to web applications. Web Application
Firewalls (WAFs), as defined by Ghanbari [14], act as security check-
points, analyzing and blocking HTTP traffic to identify potential
malicious requests. ModSecurity, a widely used open-source WAF,
relies on the Core Rule Set (CRS) compiled by OWASP to detect
known attack patterns. The CRS, recognized as a standard in the
industry, includes rules crafted by experts to detect variants of
attacks with different levels of severity [25].

WAF solutions like ModSecurity assess HTTP requests by com-
puting an overall score based on activated rules. However, false
positives remain a challenge, potentially disrupting legitimate traf-
fic and normal application functions. Addressing this issue involves
configuring the CRS, a task that can be complex for non-security
professionals. Recent research [7, 22, 26] indicates that machine
learning models can enhance attack detection, often outperforming
traditional methods such as rule-based static analysis and signature-
based attack patterns without requiring extensive security expertise
[26].

The biggest problem when trying to differentiate valid from
anomalous requests is their similarity. Consider the following ex-
ample: distinguishing between a valid request (Figure 1) and an
attack request, such as a SQL injection attempt (Figure 2). While
both requests may initially appear similar in terms of standard
HTTP headers and parameters, the fundamental distinction lies in
specific tokens within the query. For example, the presence of the
token OR ’1’=’1’ in a SQL injection request (Figure 2) denotes an
attempt to bypass authentication by injecting malicious SQL code,
a clear indicator of an attack. In contrast, valid request typically do
not feature these types of constructions.
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Figure 1: Valid Request

Figure 2: Attack Request (SQL Injection)

This differentiation underscores the importance of focusing ef-
forts to detect these anomalies on specific tokens. In this way, by
performing automated learning focused on prioritizing these critical
tokens, security systems could significantly improve the detection
of anomalous requests and will reduce the noise that similar tokens
can introduce between them and a valid request. This detection
strategy is focused on not only improving the ability to detect new
attack variants, but also mitigating the impact of false positives,
thus protecting web applications more effectively against evolving
security threats.

This article discusses how to enhance anomaly detection in web
applications by automatcally selecting specific features. We focus
on a methodology based on mutual information to identify and
prioritize critical features (tokens) that differentiate between benign
and malicious requests. While security experts traditionally make
this selection, relying solely on experience or human intuition
can introduce subjectivity and overlook emerging attack vectors
or subtle patterns. Therefore, our approach advocates for a data-
driven selection process that uses machine learning to objectively
identify and prioritize features with high discriminatory power.
Our research aims to improve the accuracy and effectiveness of
anomaly detection systems in web applications by identifying and
prioritizing critical features. This work contributes by providing a
reproducible methodology to enhance the security of various web
applications.

Two contributions are presented to the field of web application
security. These contributions strengthen web application security
against emerging threats and enhance the performance of WAFs:
• First, the use of a dataset with diverse attack types is intro-
duced, allowing feature selectionwithout relying on application-
specific data that is often difficult to obtain or requires expert
labeling.
• We introduce a method for selecting features based on mu-
tual information values, executed using only normal applica-
tion traffic and the aforementioned attack set. The selection
obtained by this method is used to train a one-class model,
which improves its performance in anomaly detection. This

improvement is achieved by more effectively identifying
unique features between benign and malicious traffic com-
pared to those chosen by experts.

The structure of the remainder of the article is as follows: Sec-
tion 2 addresses vulnerabilities in web applications and the use of
machine learning or deep learning to enhance WAF performance
by reducing false positives. Each stage of the learning process is
described, emphasizing how feature selection can optimize its ef-
fectiveness. Section 3 focuses on feature selection using mutual
information. The results obtained are discussed in Section 4, fol-
lowed by an analysis of related work in Section 5. Finally, Section
6 presents the study’s conclusions and outlines future research
directions.

2 Background
Below is a brief overview of web applications and their security

issues. We will examine attack detection models in web applications
for protection and the issues and limitations they face in terms of
generalization and adaptability. Additionally, we will delve into
various learning techniques used in anomaly detection to gain
a better understanding of their effectiveness and applicability in
web security environments. This analysis will form the basis for
exploring the techniques used in the later stages of the research.

2.1 Web Applications and Vulnerabilities
Web applications are fundamental in our lives, used in organizations
and daily activities, handling large amounts of data and personal
information. This type of information is crucial for the internal func-
tioning of organizations and is of interest to third parties and even
governments. However, accessing this information often comes at a
high cost, leading some individuals to resort to illegal means, such
as attacks on web applications, to obtain the desired information.
These attacks can have various intentions, from extortion, fraud,
and identity theft to manipulating the web application’s reputation.

The lack of security in web applications constantly exposes them
to risks as attackers exploit vulnerabilities in their infrastructure.
One of the leading causes is the absence of security properties, such
as logical correctness, input validity, state integrity, or adequate
security configuration. For example, the lack of input validation
and sanitization can introduce untrusted special characters, leading
to common attacks like SQL injection, cross-site scripting (XSS)
vulnerabilities, and cross-site request forgery (CSRF) attacks. This
topic is addressed in a survey conducted on [10], which provides a
state-of-the-art web application security analysis focusing on the
challenges of creating secure web applications. This study high-
lights the importance of addressing existing security vulnerabilities
to ensure adequate protection of web applications.

Therefore, it is essential to implement effective securitymeasures,
such as proper input validation and data sanitization, along with the
use of tools like Web Application Firewalls (WAFs), which, as pre-
viously mentioned, act as a security checkpoint between users and
the web application. Traditional WAFs use rule-based approaches
to identify known attack patterns. However, these systems have
significant limitations, especially against zero-day attacks, where
existing rules cannot recognize new threats. Moreover, configuring
and maintaining these systems can be complex and prone to errors,
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require the intervention of a security expert, and can result in high
rates of false positives and negatives.

The evolution of AI techniques has drawn attention to the ap-
plication of machine learning to anomaly detection through WAFs.
In an analysis conducted by Applebaum et al. [2], the issues with
signature-based systems are highlighted, such as their vulnerability
to zero-day attacks and the complexity of their configuration. The
effectiveness of machine learning-based WAFs as an alternative is
emphasized, and areas for improvement have been noted, such as
performance evaluation on current hardware and application to
different types of attacks.

2.2 Automated learning for improving WAF
performance

Recent research [7, 23, 26] indicates that the detection of attacks us-
ingmachine learningmodels reduces false positiveswhen compared
with the detection performed by the ModSecurity WAF configured
with the CRS as a baseline. The model discussed in [26] overcomes
these results without requiring extensive security experience using
a one-class approach combined with an automatic estimation of
the best operational point.

To build a machine learning model for attack detection, there
are two alternatives. Themulticlass approach assumes that you
have valid and attack requests for the application. We have imple-
mented this approach using several classifiers for attack detection
and including a preprocessing stage that uses knowledge of the
HTTP structure to improve feature extraction [6, 23]. Our experi-
ments have validated the effectiveness of this approach. However,
according to our extensive study, training the model with generic
data sets and testing it with application-specific data, has revealed
that classifiers built this way do not generalize well. This means
that a model trained for one application cannot be directly applied
to protect a different one.

In situations where there are only available requests that belong
to the valid or attack class, we have explored a one-class classi-
fication approach. This approach is discussed in [26] in which
requests are analyzed by counting the occurrence of specific at-
tributes. These attributes, which best define the different attacks
on web applications, were determined with the input of a security
expert. A key aspect of this approach is the threshold that adjusts
the classification into valid or attack. Each potential threshold value
represents an operating point of the model, allowing the expert to
modify the attack detection or false positive rate simply by altering
this value.

Regarding the one-class approachmodel, we have been exploring
alternatives to automatically select the optimal operating point
using sampling or synthetic attacks. We have experimented with
algorithms of a class like SVM and deep learning techniques to
extract the features. The first results of this line of work have been
presented in [26].

The article [15] delves into advances in anomaly detection us-
ing natural language processing techniques. It underlines the need
for an improved tokenizer capable of handling tokens beyond the
standard vocabulary, crucial for detecting emerging attack patterns.
While most data sets showed consistent results, there was a notable
decrease in the performance of the RoBERTa model, highlighting

a challenge associated with changing concepts. It also shows the
effectiveness of Bag-of-Words (BoW) in identifying abnormal seg-
ments within web request data, particularly with the integration of
percentage-encoded characters into an optimized dictionary, thus
improving the accuracy of local anomaly detection. Furthermore,
the importance of custom tokenization is emphasized to reinforce
the adaptability and effectiveness of BoW in real-world cybersecu-
rity scenarios.

2.3 Preprocessing and Tokenization
In the anomaly detection process, each stage can vary depending
on the specific approach applied, and errors or deficiencies in any of
these stages can significantly affect the performance of the resulting
models [32].

The tokenization stage is what allows a text to be divided into
smaller parts called tokens. These tokens are later used to find
patterns and are considered a basic step in stemming. Tokenization
also helps replace sensitive data elements with non-sensitive data
elements.

Below we will explore the most common techniques used for
representating or vectorizing of these tokens, which serve as input
for machine learning models.

Then, we will emphasize the next stage of feature selection and
its contribution to anomaly detection. We focus our work with the
hypothesis that the tokens selected in this stage influence the final
results of the methods.

2.3.1 Vectorization methods Vectorization methods are techniques
used to convert textual or categorical data into a numerical rep-
resentation that machine learning models can process. Below are
some of the most common vectorization methods used in machine
learning-based WAF implementations:

BoW. BoW (Bag-of-words) is a simple model that represents
a document using the frequency of words (every position in the
vector corresponds to a word) or, in our example, tokens obtained
from the tokenization stage. The vector size is limited by using
only the most common tokens. Ren et al. [29] demonstrate the
effectiveness of BoW in extracting features for web attack detection
using hidden Markov algorithms. Their research shows improved
detection rates and reduced false positives compared to previous
experiments utilizing N-grams. Mathematically, the vectorization
using BoW can be expressed as:

x𝑖 = [𝑥𝑖1, 𝑥𝑖2, . . . , 𝑥𝑖𝑀 ]

where
𝑥𝑖 𝑗 = count(𝑤 𝑗 , 𝑑𝑖 )

Here, count(𝑤 𝑗 , 𝑑𝑖 ) denotes the number of occurrences of the word
𝑤 𝑗 in the document 𝑑𝑖 .

The Bag-of-Words (BoW) model simplifies text analysis by rep-
resenting documents as word frequency vectors. It’s versatile, in-
terpretable, and efficient for various Natural Language Processing
(NLP) tasks. However, it loses context, creates high-dimensional
featue vectors, suffers from sparsity, and lacks semantic understand-
ing.

TF-IDF: (Term Frequency-Inverse Document Frequency) stands
as another common technique for feature extraction in cyber threat
detection. Unlike BoW, TF-IDF counts the frequency of occurrence
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of each word in a document and weights these frequencies based
on the word’s importance in the entire document corpus. Mathe-
matically, the vectorization using TF-IDF can be expressed as:

TF-IDF(𝑤 𝑗 , 𝑑𝑖 ) = TF(𝑤 𝑗 , 𝑑𝑖 ) × IDF(𝑤 𝑗 )

Where:

• TF(𝑤 𝑗 , 𝑑𝑖 ) represents the term frequency of word𝑤 𝑗 in docu-
ment 𝑑𝑖 , calculated as the ratio of the number of occurrences
of word𝑤 𝑗 to the total number of words in document 𝑑𝑖 .
• IDF(𝑤 𝑗 ) denotes the inverse document frequency of word
𝑤 𝑗 , calculated as the logarithm of the ratio between the
total number of documents in the corpus and the number of
documents containing word𝑤 𝑗 .

TF-IDF improves upon BoW by weighting word frequencies
based on their importance in the corpus. It is beneficial for capturing
the relevance of terms within documents and across the corpus,
aiding in feature interpretation and reducing the impact of common
terms. However, TF-IDF can still suffer from high dimensionality
and sparsity, especially in large datasets, and requires careful tuning
to achieve optimal performance.

Word2Vec: is a deep neural network-based technique that maps
vectors of real numbers to words in a low-dimensional vector space.
Word2Vec captures the semantic and syntactic relationships be-
tween words and represents similar words with vectors close to
each other in the vector space. An example of using these tech-
niques to transform the content of web pages into word vectors,
allowing the representation of words in a continuous vector space,
can be seen in the works [18, 19].

RoBERTa: is a transformer-based language model [20] that
builds upon the BERT architecture [12]. Unlike BERT, RoBERTa re-
moves the next-sentence prediction (NSP) objective and introduces
several enhancements. These include dynamic masking, training
on full sentences without NSP loss, using larger mini-batches, and
employing a larger byte-level Byte Pair Encoding (BPE). Addition-
ally, RoBERTa emphasizes the importance of the pretraining data
and the number of training passes through the data. These modi-
fications collectively improve token representation and end-task
performance in documents without clear sentence boundaries.

These are the four main text representation techniques in natural
language processing (NLP). Bag-of-Words and TF-IDF are simple
yet effective methods for feature extraction, whereas Word2Vec and
RoBERTa offer more advanced representations by capturing seman-
tic and contextual relationships in the text. Although Bag-of-Words
and TF-IDF are more straightforward to understand and apply, they
cannot model semantics and context. Conversely, Word2Vec and
RoBERTa can capture these linguistic complexities but require more
computational resources and may face challenges with rare words
or domain-specific contexts.

Since this study focuses on feature selection, we will evaluate its
effectiveness through a one-class model trained to classify normal
web application traffic. The selected features will be vectorized
using the Bag-of-Words technique to demonstrate that even with a
simple vectorization, the feature selection performs comparably to
a model trained with features chosen by security experts.

2.4 Feature Selection
Feature selection, as a dimensionality reduction technique, aims
to choose a small subset of relevant features from the original fea-
tures by removing irrelevant, redundant, or noisy features. Feature
selection can lead to higher learning performance, lower computa-
tional cost, and better model interpretability. Recently, researchers
in computer vision, text mining, etc., have proposed a variety of
feature selection algorithms and shown the effectiveness of their
works in terms of theory and experiment.

In a review of the state of the art on these techniques [24], a
comprehensive experiment is conducted to test whether feature
selection can improve learning performance by showing that fea-
ture selection benefits machine learning tasks. Feature selection
methods are usually classified into three main types: filter, envelope,
and embedded.

• Filtermethods evaluate features independently of the learn-
ing model, using statistical measures such as Pearson corre-
lation, Linear Discriminant Analysis (LDA), ANOVA, Chi-
square test, Wilcoxon Mann Whitney test, and Mutual In-
formation. Mutual Information measures the dependency
between two variables and selects features with the highest
dependency on the target variable [11]. These techniques
reduce dimensionality by selecting features based on their
relationship with the response variable before applying any
learning algorithm.
• Wrapper methods consider the interaction between fea-
tures and the learning algorithm. These methods evaluate
subsets of features by building and assessing a model. Al-
though potentially more accurate, wrapper methods are com-
putationally intensive. Examples include Recursive Feature
Elimination (RFE) [16] and forward selection algorithms
[17].
• Embedded Methods perform feature selection during the
model training process. Examples include decision trees [8]
and regularization methods like Lasso [33], which penalize
model complexity by including only significant features.

Among the various feature selection methods available, we have
specifically chosen mutual information because it can measure
the dependence between features and the target variable (class).
Mutual information is a powerful statistical measure that evaluates
the relevance of features based on their relationship with the target
variable before applying any learning algorithm.

Entropy and Mutual Information: Mutual information is
an effective statistical tool for performing feature selection using
filtering methods [5]. In this context we will introduce entropy and
mutual information.

The entropy 𝐻 (𝑋 ) of a random variable 𝑋 , with probability
density function 𝑝 , measures uncertainty:

𝐻 (𝑋 ) := E𝑋 [− log𝑝 (𝑋 )] = −
∫

𝑝 (𝑥) log 𝑝 (𝑥) 𝑑𝑥 .

The integral calculates the expected value of the quantity− log 𝑝 (𝑥),
which represents the "self-information" associated with each value
of 𝑋 . The result is the mean information of 𝑋 , or in other words, a
global measure of the uncertainty in 𝑋 .
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The mutual information 𝐼 (𝑋 ;𝑌 ) between two random variables
𝑋 and 𝑌 is defined as:

𝐼 (𝑋 ;𝑌 ) := 𝐻 (𝑌 ) − 𝐻 (𝑌 |𝑋 )
= E𝑋 [𝐷KL (𝑝 (𝑌 |𝑋 )∥𝑝 (𝑌 ))]

=

∬
𝑝 (𝑥,𝑦) log 𝑝 (𝑥,𝑦)

𝑝 (𝑥)𝑝 (𝑦) 𝑑𝑥 𝑑𝑦.

The double integral calculates the expected value of the quantity
log 𝑝 (𝑥,𝑦)

𝑝 (𝑥 )𝑝 (𝑦) , which represents how much the joint distribution
𝑝 (𝑥,𝑦) differs from the distribution of 𝑋 and 𝑌 if they were in-
dependent (𝑝 (𝑥)𝑝 (𝑦)). The result is a measure of the dependence
between 𝑋 and 𝑌 .

Intuitively, the Mutual Information (MI) between 𝑋 and 𝑌 repre-
sents the reduction in the uncertainty of 𝑌 after observing 𝑋 (and
vice versa). Notice that the MI is symmetric, i.e., 𝐼 (𝑋 ;𝑌 ) = 𝐼 (𝑌 ;𝑋 ).

3 Feature Selection using Mutual Information
In previous studies [23], supervised machine learning models

were implemented that required the intervention of a security ex-
pert to select features relevant to attack detection. Although these
studies demonstrated good results, the need for a labeled set of valid
traffic and attacks makes their application in real environments
difficult. As an alternative, a supervised model of one class [26]
was implemented that combined RoBERTa as a feature extractor
and One-Class SVM. This approach managed to reduce false posi-
tives and demonstrated good performance, as well as eliminating
the dependency on application-specific attack sets and the need
for experts for feature selection. However, once trained cannot
be reused in other applications and the training stage has a high
computational cost.

The implementation we present in this section proposes to train
a semi-supervised model of a One-Class SVM using Bag of Words
as an extraction method, and incorporate a feature selection stage
based on mutual information values.

To allow mutual information to capture distinctive features
present in attacks, distinguishing between a valid request and an
attack, we use a dataset with several types of attacks. This data
set is intended to increase the likelihood that the algorithm will
value tokens associated with attacks and not just limit itself to
tokens present in valid requests. The objective is to demonstrate
that these attacks do not necessarily have to be specific to the ap-
plication; they can be generic or evolve over time, incorporating
attacks from various applications, and still yield good results. This
approach is feasible because constructing this dataset is more prac-
tical than obtaining specifically labeled attacks for the application
being protected.

3.1 Datasets
To implement our proposed methodology for feature selection in
web attack detection, we have developed a dataset of diverse types
of attack. Additionally, to complement this attack dataset, it is
necessary to generate a set of normal requests from the target
application. These requests will represent the typical traffic that the
application experiences during legitimate use. The inclusion of this
normal data is crucial as it provides a clear contrast with attacks,

enabling the model to distinguish between benign behaviors and
suspicious activities.

Our proposed methodology relies on the combination of these
two datasets: the diverse attack dataset and the set of normal appli-
cation requests. By utilizing both datasets, we can select features
relevant to both attacks and normal application operations.

3.1.1 Attack Datasets Creating a dataset of attacks for a specific
application is a complex process involving the collection and la-
beling of representative data from various types of web attacks.
Samples of network traffic containing malicious activities are se-
lected for this purpose. This dataset should include a wide variety
of attacks such as SQL injections, cross-site scripting (XSS) and
Command Injection . Proper construction of this dataset requires
the involvement of cybersecurity experts to accurately label the
data, ensuring each instance is correctly classified.

Adding complexity to the process, it is essential that the dis-
tribution of attacks in the dataset is balanced to ensure detection
models are not biased towards a specific type of attack. A proper
representation of each type of attack is crucial for generalizing the
model to real-world scenarios.

The goal of constructing a generic attack dataset lies in the
need for a dataset that can be used in feature selection processes,
regardless of the specific application, combined with valid traffic
from the application itself. The advantages of a generic dataset
include its applicability across multiple contexts and the ability to
compare different detection methods under similar conditions.

3.1.2 Classification and Distribution of Attacks The construction
of the attack dataset used attacks present in the SR-BH 2020 [30]
datasets, which include a wide variety of attacks classified as seen
in the Figure 3.

Figure 3: SR-BH 2020 Attack Distribution [30].

The dataset is based on collecting real traffic in a honeypot
exposed to the Internet for 12 days. This dataset includes a set of
13 different labels, which provide information about the normality
of each web request and its possible classification into 12 different
CAPEC (Common Attack Pattern Enumeration and Classification)
categories. To create the set of attacks, 15% of each category was
taken.

Additionally, as a second dataset, we use the attacks from the
PKDD dataset created for the PKDD2007 challenge [1]. This dataset
includes real-world web traffic data collected during a specific pe-
riod, labeled as normal and attacks, as presented in the study by
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Gallagher et al. [13]. PKDD offers a variety of cyber attacks, and
the distribution of the dataset can be seen in Figure 4.

Figure 4: PKDD Attack Distribution [13].

The PKDD dataset contains less types of attacks compared to the
SR-BH 2020 dataset. Although the data quality is lower, it offers the
opportunity to investigate the use of a dataset with varied attack
types.

The reuse of previously labeled attack data allows leveraging the
prior work of data labeling and enrichment, significantly reducing
the cost and time required for creating new datasets. Furthermore,
data reuse facilitates the creation of representative and diverse
datasets, enhancing the ability to generalize to new situations and
detect a wide range of attacks.

3.2 Preprocessing Stage
This stage is aimed to enhance the quality and coherence of data,
which is crucial for the performance of anomaly detection models.
The following steps were applied:

(1) Header filters: Applied to control which information is
included in HTTP headers during analysis. This helps elim-
inate redundant or noisy data, improving the relevance of
the analyzed information.

(2) urlDecode: Next, decoding the input to prevent it from
being URL-encoded (e.g., converting "%20" to blank spaces)
to handle data from URLs. This ensures that information is
correctly interpreted and prevents errors due to malformed
data.

(3) decode(’utf-8’): Then, converting UTF-8 encoded byte se-
quences into Unicode strings. This is crucial for handling
data containing special or international characters, ensuring
subsequent analysis can properly process this data.

(4) urlDecode (second time): Similar to step 2, decoding the
input again in URL format to correctly interpret it and avoid
misinterpretation ormalicious datamanipulation errors from
URLs. Attackers often use double encoding to mask attacks
in the URL.

(5) lowercase: Finally, converting all input characters to lower-
case to normalize the data. This facilitates comparison and
feature search regardless of whether characters are upper-
case or lowercase, helping to avoid case sensitivity issues.

These steps adequately prepare the data for subsequent analysis
stages, improving the accuracy and efficiency of anomaly detection
models in web applications.

3.3 Dictionary Creation
The algorithm for constructing a dictionary of terms, described in
Algorithm 1, uses CountVectorizer to create a set of tokens from
generic attack datasets and valid application datasets. The process
is divided into three main steps: data preprocessing, tokenization,
and dictionary construction.

Algorithm 1 Dictionary Construction with CountVectorizer
Require: Generic_Attacks_Data, Normal_App_Data

Generic attack datasets and Normal application dataset.
Ensure: Set of tokens
1: Step 1: Data Preprocessing
2: for all request in input data do
3: Apply header filters
4: Decode using urlDecode
5: Decode to Unicode using decode(’utf-8’)
6: Decode using urlDecode
7: Convert request to lowercase
8: end for
9: Step 2: Tokenization
10: Use CountVectorizer to tokenize preprocessed requests.
11: Step 3: Dictionary Construction
12: Build a set of unique terms found.
13: return Sets of terms

In data preprocessing, each request for input data undergoes
several preprocessing steps to standardize and prepare the data for
tokenization. In this step, the processes previously detailed in sub-
section 3.2 are applied. After preprocessing, requests are tokenized
using CountVectorizer. Bearing in mind that some attacks use
specially crafted input with special characters (e.g., ., ;, <, >, =, /),
we implement the use of spaces as a separator as defined in [23].
This process breaks requests into individual tokens (terms), and
eventually a set of unique terms (tokens) is created from the tok-
enized requests. This set serves as a dictionary used for subsequent
analysis.

The goal of creating this dictionary is to ensure that tokens that
may be present in attacks, regardless of the specific application, are
considered during subsequent feature selection.

To validate our approach with a real-life application, we use the
DRUPAL dataset created in [23], based on real traffic to the public
website of a service of a Uruguayan university. This dataset was
generated by logging website traffic with ModSecurity for three
full days, resulting in a total of 65582 valid entries. This dataset was
used to build the dictionary and later in the training of the model.

3.4 Applying Mutual Information
Mutual Information is a measure used in data analysis to assess
the dependence between two random variables. It helps in select-
ing relevant features. In the context of web attack detection, it is
used to identify which features or tokens are more informative in
differentiating between normal requests and potentially malicious
ones.
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Algorithm 2Mutual Information with TF-IDF Vectorization

Require: Dataset D, Set of web requests 𝑅 = {𝑟1, 𝑟2, . . . , 𝑟𝑛}
Ensure: Set of tokens ordered by mutual information value T
1: 𝐷𝐼𝐶 ← dictionary initialization {𝐷𝐼𝐶 = {𝑓1, 𝑓2, . . . , 𝑓𝑛}}
2: 𝑋 ← 𝐷¬target
3: 𝑌 ← 𝐷target { 𝑌 is target vector {𝑡𝑖 }}
4: 𝑇𝐹𝐼𝐷𝐹 ← TfidfVectorizer(vocabulary=DIC)
5: 𝑋𝑡 𝑓 𝑖𝑑 𝑓 ← 𝑇𝐹𝐼𝐷𝐹 .fit_transform(𝑋 ) { where 𝑋𝑡 𝑓 𝑖𝑑 𝑓 is the fea-

ture matrix {𝑟𝑖 × 𝑓𝑖 }, applying TF-IDF vectorization to all re-
quests in 𝑅}

6: 𝐼𝐶𝑀 ← mutual_info_classif(𝑋𝑡 𝑓 𝑖𝑑 𝑓 , 𝑌 )
7: for 𝑓𝑖 ∈ 𝐷𝐼𝐶 do
8: Fi ← (𝑓𝑖 , 𝐼𝐶𝑀𝑖 )
9: end for
10: F← sorted(F)
11: return F

The feature selection process, described in Algorithm 2, utilizes
the set of valid web requests from the application and the set of
attacks defined in Subsection 3.1.1. The union of these sets is defined
as 𝑅 = {𝑟1, 𝑟2, . . . , 𝑟𝑛}.The dictionary is then constructed using
Algorithm 1. Subsequently, all requests are vectorized using TF-IDF,
generating the matrix 𝑋𝑡 𝑓 𝑖𝑑 𝑓 . Mutual information values between
each feature and the target are calculated for each feature in the
dictionary, using 𝑋𝑡 𝑓 𝑖𝑑 𝑓 and the set of labels 𝑌 . Finally, the ordered
set of feature, based on mutual information, F is returned.

Once the characteristics are ordered according to the correspond-
ing mutual information value, Algorithm 3 is applied, which uses a
bag-of-words model that tokenizes each request 𝑟𝑖 in a sequence
𝑟𝑖 = {𝑡𝑜𝑘𝑒𝑛𝑖1, . . . , 𝑡𝑜𝑘𝑒𝑛𝑖𝑛𝑖 }, where 𝑛𝑖 denotes the number of to-
kens selected in the request. These representations transform the
set of normal HTTP requests into input vectors for use in the one-
class classification (OCC) model using a one-class support vector
machine (OCSVM). This approach assumes a scenario where only
valid requests are available, without the need for labeled attack
samples. The OCSVM is trained using these representations, with
the goal of distinguishing normal traffic from possible anomalies.
By mapping data to the feature space defined by the kernel, OCSVM
identifies inliers (normal requests) and outliers (potential attacks)
based on their distance from a separating hyperplane.

The optimal operational threshold 𝜃 is determined using a grid
search approach, varying 𝜃 across a range and evaluating its impact
on the Receiver Operating Characteristic (ROC) curve to achieve
optimal performance metrics. Specifically, parameter optimization
involves selecting 𝜈 and 𝛾 , where 𝛾 defines the kernel’s frontier
and 𝜈 represents the probability of encountering a new, but normal,
observation outside this frontier. The grid search method employs a
modified performance metric 𝐹 , akin to the F1-score, derived from
normal and unlabeled examples, to determine the best parameters
𝜈 = 0.05 and 𝛾 = 0.5 for the OCSVM classifier, ensuring robust
anomaly detection in web application security contexts [26].

Algorithm 3 Anomaly Detection with BoW and One-Class SVM

1: Input: Set of normal HTTP requests 𝐷 = {𝑟1, 𝑟2, . . . , 𝑟𝑚}
2: Output: One-Class SVM Model𝑚𝑜𝑑𝑒𝑙

3: Step 1: Preprocessing
4: for each request 𝑟𝑖 ∈ 𝐷 do
5: Apply header filters, URL decoding, and Unicode conversion

to 𝑟𝑖
6: Convert 𝑟𝑖 to lowercase
7: end for
8: Step 2: Feature Selection and Tokenization
9: Select N relevant tokens T based on Algorithm 2
10: Tokenize 𝑟𝑖 into tokens 𝑟𝑖 = {𝑡𝑜𝑘𝑒𝑛𝑖1, . . . , 𝑡𝑜𝑘𝑒𝑛𝑖𝑁 }
11: Step 3: Vectorization using Bag of Words (BoW)
12: Create BoW representations for each request:
13: for each request 𝑟𝑖 ∈ 𝐷 do
14: Construct a BoW vector v𝑖 using selected tokens T
15: end for
16: Step 4: One-Class SVM Training
17: Train One-Class SVM model using BoW vectors {v1, . . . , v𝑚}
18: Step 5: Parameter Optimization
19: Perform grid search to optimize parameters 𝜈 and 𝛾 for the

OCSVM model
20: Output: Trained One-Class SVM Model𝑚𝑜𝑑𝑒𝑙

4 Discussion
This section discusses the outcomes of our experiment, which

was designed to assess the effectiveness of the proposed feature
selection algorithm in identifying web attacks.

As an initial stage of the experiment, we combined:
(1) Valid data from the Drupal application with the set of varied

attacks (in this case built with SR-BH 2020)
(2) Valid data from the SR-BH 2020 application with the set of

varied attacks (in this case built using PKDD)
Using Algorithm 2, feature sets of sizes 50, 100, 150, and 200

were selected to evaluate the effectiveness of training the model
with different dimensions. The experiment was conducted on both
sets to assess the adaptability of the approach to different attack
scenarios and traffic types.

Figures 5 and 6 show the top 50 features selected for the Drupal
and SR-BH 2020 datasets, respectively.

In a second stage, Algorithm 3 was used to train the One-Class
SVM models using the feature sets derived from the previous stage.
Each model was evaluated with a test set containing valid data
and application-specific attacks to assess its ability to distinguish
between normal traffic and potential attacks.

Although a set of attacks (generic attacks) is available, a multi-
class supervised model was not chosen. This decision is made
after training a Random Forest with n_estimators=100 and ran-
dom_state=42. This classifier produced a good performance in train-
ing (FPR: 0.00002, TPR: 1.00) but when evaluated with validation
data of the application to be protected, the accuracy decreased sig-
nificantly (FPR: 0.0161, TPR: 0.22) for the attack class. This indicates
that the model cannot generalize to new data and is ineffective in
real environments.

The test datasets were structured as follows:



LADC 2024,
,

Riverol et al.

Figure 5: Top 50 Feature Selection Drupal Figure 6: Top 50 Feature Selection SR-BH 2020

• Drupal Case:Containing 19,679 valid data and 382 incidents
identified as attack
• SR-BH 2020 Case: Containing 52,520 valid data and 38,262
incidents identified as attack

The performance of the proposed method is analyzed in terms of
True Positive Rate (TPR) and False Positive Rate (FPR). In our case,
TPR and FPR indicate the ratio of requests correctly and incorrectly
classified as attacks, respectively.

Table 1 presents performance metrics for the Drupal case. In-
creasing the features from 50 to 100 significantly improves the TPR
to 91.76%, maintaining a balanced FPR of 2.29% and a high AUC of
0.97. Beyond 100 features, the TPR decreases and the FPR varies,
indicating the 100-feature set selected by the algorithm is the most
effective.

Compared to the expert-assisted method, which achieves the
highest accuracy of 98.4%, it shows a TPR of 81.36% and an FPR of
1.23%. While accurate, this method demonstrates a trade-off in TPR
compared to the 100-feature set, highlighting the benefit of custom
feature selection in attack detection scenarios.

N ACC TPR (%) FPR(%) AUC
Expert assisted 0.984 81.36 1.23 0.93
50 0.977 76.99 1.83 0.90
64 0.968 84.75 2.80 0.92
100 0.978 91.76 2.29 0.97
150 0.973 76.75 2.24 0.92
200 0.714 71.42 0.90 0.92

Table 1: Performance Results Drupal

Figure 7 shows the ROC curves for different feature sets (50,
64, 100, 150, 200 tokens) and reference comparisons (ModSecurity
with CRS at PL1 and PL2 levels). Higher AUC values indicate better
performance, and curves closer to the upper-left corner represent
more accurate models.

Comparing these ROC curves, we identify that the optimal fea-
ture set for distinguishing between normal and malicious web re-
quests is the set of 100 tokens. This set is compared to a set of
64 tokens selected by an expert, shown in the blue curve, which
slightly improves the FPR but decreases the TPR across all other
curves of 64, 100, and 150 tokens.

The points on the curve represent the performance of ModSecu-
rity, showing that there are several points where the 100-feature

model outperforms both ModSecurity configurations. When com-
paring the results with the baseline, the best ModSecurity configu-
ration detects 75% of the attacks, while the model with 100 features
detects 91.76%. In terms of FPR, ModSecurity has a rate of 39.69%,
whereas the model achieves a significantly lower rate of 2.29%.
Therefore, the 100-feature model outperforms ModSecurity.

Figure 7: ROC curve - Drupal dataset

When comparing the model based on 100 selected features with
results from previous studies, such as [23] achieving a TPR of 94.43%
and an FPR of 6.00%, and the RoBERTa + OCSVM [26] model with
a slightly higher TPR of 95.00% and a higher FPR low of 3.73%, it is
observed that the 100-feature model achieves a comparable TPR of
91.76% with a significantly lower FPR of 2.29%. This demonstrates
good performance in maintaining a high attack detection rate while
minimizing false positives achieved with low computational cost
and without expert intervention. Furthermore, this was achieved
using a standard one-class classifier, showing that classic techniques
can produce good performance in this problem when the correct
set of features is selected.

Table 2 compares the performance results using different num-
bers of features in detecting attacks on the SR-BH 2020 dataset, as
in the previous case by increasing the number of features from 50
to 100 significantly improves the TPR, increasing from 66.92% to
78.87% while maintaining a reasonable FPR of 5.18% and a high
AUC value of 0.84, demonstrating a good discrimination capacity
between normal and attack traffic.

However, when increasing beyond 100 features, it is observed
that the 150 feature set achieves a TPR of 71.87% with a low FPR of
3.36%, and the 200 feature set shows a TPR of 73.54% with an FPR
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of 6.80%. , both have a comparable AUC of 0.81 but lower than that
of 100 features.

N ACC TPR (%) FPR(%) AUC
Expert assisted 0.783 51.39 2.08 0.72
50 0.839 66.92 3.70 0.70
64 0.843 68.20 3.92 0.67
100 0.881 78.87 5.18 0.84
150 0.861 71.87 3.36 0.81
200 0.849 73.54 6.80 0.81

Table 2: Performance Results SR-BH 2020

Figure 8: ROC curve - SR-BH 2020 dataset

Figure 8 shows the ROC curves for the SR-BH 2020 case. Fea-
ture sets of 100 and 150 dimensions offer the best performance,
balancing high TPR and low FPR, and outperforming the ModSe-
curity baselines. The 64-exp model, with 64 features selected by
experts, underperforms compared to higher-dimension sets. While
the ModSecurity baselines provide a reasonable FPR (1,47%), their
TPR(27,10%) is very low, indicating that custom feature selection
significantly improves precision. The experiments showed that the
new feature selection algorithm performs better than the expert-
assisted version in terms of performance, while also decreasing
the need for human involvement in the feature selection process.
This indicates that the new feature selection method can enhance
effective attack detection, particularly with feature sets containing
100-150 dimensions.

Results from models using 100-150 dimensions could suggest
that using wrapper methods for feature selection could potentially
improve performance in detecting web attacks by more effectively
prioritizing relevant features and achieving a better balance be-
tween the TPR and FPR values.

5 Related Work
The research discussed in [7, 23] uses machine learning and

pattern recognition methodologies to address false positives. The
study presents four different approaches to detect web application
attacks in various scenarios. It employs the Bag-of-Words model for
feature extraction, and feature selection is carried out by experts.
The study further evaluates the performance of several supervised

classification models in comparison to each other and a reference
ModSecurity web application firewall (WAF).

The application of deep learning techniques for the detection and
prevention of attacks on web applications is explored in the study
reported in [26]. Unlike prior research, this work frames the prob-
lem as a supervised classification task and employs a pre-trained
RoBERTa model to the dataset. This pre-trained model is utilized
to extract features from HTTP requests, which are subsequently
employed to train a one-class classifier.

While the approaches presented in [7, 23, 26] have shown promis-
ing results in terms of TPR/FPR, they both also have weaknesses.
The approach in [7, 23] is distinguished by its computational effi-
ciency and TPR/FPR rate, although it has limitations such as the
need for labeled data to train the model and a security expert to
define the set of features to be used. On the other hand, the method
presented in [26] has slightly better results without requiring the in-
tervention of a security expert considering contextual information.
However, this approach has the limitation of requiring training
the RoBERTa model for each dataset, which is computationally
expensive, and classification time increases significantly.

These limitations give rise to two distinct challenges. The first
challenge is to devise a pipeline design that makes use of RoBERTa
and enables the utilization of a RoBERTa model trained on one
dataset for a different one. One potential solution could involve
reducing dimensionality and disregarding certain context features,
instead focusing solely on the important ones. However, this gives
rise to the second challenge, which also existed in more traditional
approaches: the necessity for an expert to select relevant features.

In the work [21], SHAP is analyzed as a feature selection mech-
anism. SHAP is a model-agnostic approach that assigns feature
importance based on their contribution to the model’s outcome.
The proposal uses these contributions to rank features according
to their importance as a feature selection strategy, demonstrating
superiority over other more common mechanisms.

The comparative study conducted in [4] compares mutual infor-
mation with sensitivity analysis (DSA) for feature selection in a
banking telemarketing data set concluding that mutual information
efficiently identifies relevant features, which reduces the redun-
dancy and enables faster and more accurate customer subscription
modeling. It highlights the model’s ability to handle large data sets
by quickly evaluating the information content. It establishes that
despite MI’s older methodology, it competes favorably with newer
approaches in this case DSA proving to be effective and making it
a solid choice for applications that prioritize prediction accuracy
over computational complexity.

Thework presented in [3] investigates the use of feature selection
techniques to improve the detection of distributed denial of service
(DDoS) attacks employing machine learning algorithms. Features
are selected from the UNSW-NB 15 dataset[27] using methods such
as information gain and data reduction. Then, the selected features
are classified using Artificial Neural Network (ANN), Naïve Bayes
and Decision Table algorithms. Comparative analysis with previous
studies using the same data set confirms the effectiveness of the
feature selection approach, demonstrating higher accuracy of the
classifier in detecting DDoS attacks.
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6 Conclusion and Further Work
Wehave presented amethod for training and evaluating an anom-

aly detection model using One-Class SVM. The approach involves
using feature selection based on mutual information. The results
indicate that a 100-dimensional feature set achieved the best bal-
ance between true positive rate (TPR) and false positive rate (FPR),
outperforming the expert-assisted method. This demonstrates the
effectiveness of feature selection based on mutual information in
identifying the most relevant features and improving model perfor-
mance. Even though the expert-assisted method achieved higher
accuracy, it had a lower true positive rate, highlighting the impor-
tance of automated approaches in feature selection.

For future research, we aim to investigate feature selection using
wrapper-based methods , such as Recursive Feature Elimination
(RFE) and forward selection algorithms [9]. As observed in the
second experiment of the preceding section 4, these methods may
positively impact performance by considering feature interactions
with the learning algorithm, leading to more precise and tailored
model selection. Although more computationally intensive, they
can yield significant improvements inmodel performance compared
to the current mutual information-based approach.

The tokenizer used in this research is a general natural language
tokenizer. In future work, we intend to create a tokenizer tailored for
the HTTP language, which will consider the context and structure
of the language, potentially resulting in enhanced accuracy. This
specialized tokenizer would more effectively capture the syntactic
and semantic relationships between request features, consequently
helping to improve the overall effectiveness of anomaly detection
systems in web security.
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