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Abstract

Colocating high-priority, latency-sensitive (LS) and low-priority,

best-effort (BE) DNN inference services reduces the total
cost of ownership (TCO) of GPU clusters. Limited by bot-
tlenecks such as VRAM channel conflicts and PCle bus con-
tentions, existing GPU sharing solutions are unable to avoid
resource conflicts among concurrently executing tasks, fail-
ing to achieve both low latency for LS tasks and high through-
put for BE tasks.

To bridge this gap, this paper presents MISSILE, a gen-
eral GPU sharing solution for multi-tenant DNN inference
on NVIDIA GPUs. MissiLE approximates fine-grained GPU
hardware resource isolation between multiple LS and BE
DNN tasks at software level. Through comprehensive reverse
engineering, MIssILE first reveals a general VRAM channel
hash mapping architecture of NVIDIA GPUs and eliminates
VRAM channel conflicts using software-level cache color-
ing. It also isolates the PCle bus and fairly allocates PCle
bandwidth using completely fair scheduler. We evaluate 12
mainstream DNNs with synthetic and real-world workloads
on four GPUs. The results show that compared to the state-of-
the-art GPU sharing solutions, MIssILE reduces tail latency
for LS services by up to ~50%, achieves up to 6.1x BE job
throughput, and allocates PCle bus bandwidth to tenants
on-demand for optimal performance.

1 Introduction

With rapid technological advancements in machine intelli-
gence across various fields such as vision recognition [22, 26],
natural language processing [16, 52, 62] and autonomous
driving [24], an increasing number of industries are deploy-
ing large-scale deep neural network (DNN) inference ser-
vices in cloud data centers to support their businesses. Many
of these services are high-priority, latency-sensitive (LS)
services with stringent latency requirements, while others
are low-priority, throughput-oriented, best-effort (BE) batch
tasks.

To ensure the low tail latency of LS services, it is common
practice to place them on dedicated machines [30]. Since
the request rates for LS services fluctuate due to their user-
facing nature [80], compute resources are often under-utilizd,
leading to high total cost of ownership (TCO) within data
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centers. Consequently, many cloud service providers colo-
cate multiple LS services and BE tasks on the same machine,
overcommitting the idle computing resources of LS services
to BE tasks [35, 58, 61, 63, 80]. As the computational ca-
pabilities of newer GPUs continue to increase [40], it has
also become common to enhance GPU utilization by sharing
GPUs among multiple LS tasks [12, 20, 37, 57, 75] or between
LS and BE tasks [65, 69, 76, 80].

However, colocating DNN tasks with different priorities
can lead to challenging contention for GPU resources, ad-
versely impacting the service quality of LS tasks. Although
NVIDIA has introduced two GPU isolation schemes, Multi-
Process Service (MPS [50]) and Multi-Instance GPU (MIG [49]),
both have significant limitations:

1) MPS can partition computing units in all NVIDIA GPUs,
but it cannot isolate VRAM channels, resulting in severe
contention among colocated tasks.

2) MIG fully isolates compute units and VRAM channels
only in a few flagship GPUs (e.g., A100 and H100) through
dedicated architecture design. However, many IT giants
deploy DNNs on low-end GPUs (e.g., Tesla T4) to reduce
TCO [9, 41, 65, 69, 82]. Additionally, MIG can only recon-
figure resource allocation when GPU is idle [73], and its
granularity is too coarse (e.g., up to 7 instances of 10 GiB for
A100).

To circumvent these drawbacks, existing work has pro-
posed 4 kinds of software-based GPU sharing solutions (il-
lustrated as (a)~(d) in Fig. 1, where (a)~(c) are referred to as
GPU multiplexing):

a) Temporal multiplexing (e.g., TGS [67] and Clockwork [20])
allows only one DNN to be executed exclusively on the GPU
at a time [8, 20, 20, 67] to ensure low latency for LS tasks.

b) Spatial multiplexing (e.g., Reef [21]) uses MPS [14] or
kernel padding [21, 33, 66, 84] to enable concurrent execution
of multiple DNNs on a GPU, improving throughput.

c) Interference-aware multiplexing (e.g., Orion [19]) builds
on spatial multiplexing by predicting the interference among
colocated tasks and only allowing coexecution of mildly in-
terfering kernels. This ensures the tail latency of LS services
while achieving higher throughput for BE tasks compared
to temporal multiplexing.
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Figure 1. Illustration of existing GPU sharing schemes and MissiLE. The gray (colored) rectangles represent GPU resources
(DNN kernels). The width (height) of a colored rectangle represents the runtime (resource utilization) of a DNN kernel.

d) Software-controlled hardware partitioning (i.e., Fractional
GPU, FGPU [33]) eliminates inter-task resource interfer-
ence by statically partitioning the GPU’s compute units and
VRAM channels at the software level. This approach requires
reverse engineering of the GPU architecture and modifying
open-source GPU drivers (§ 3.2).

Through detailed analysis of the aforementioned four ap-
proaches (§ 3.1-3.2), we find that GPU multiplexing ((a)-(c))
cannot achieve both low latency for LS services and high
throughput for BE tasks. These solutions try to work around
the inevitable inter-task resource conflicts rather than isolat-
ing them. Although hardware partitioning using FGPU [33]
can isolate SM and VRAM channels, it is inapplicable to
most GPUs due to its strong assumptions about the GPU’s
VRAM channel mapping function, which do not hold for
most GPUs. Additionally, FGPU’s cache coloring granularity
is not suitable for newer GPU architectures (§ 5.2). Therefore,
GPU performance isolation has remained an obstacle in both
industry and academia for over a decade.

To bridge this gap, an intuitive idea emerges: using software-

controlled hardware partitioning to eliminate scheduling

constraints of interference-aware multiplexing and fine-grainedly

isolating GPUs’ compute units, VRAM channels, and PCle
bus. However, this is challenging because: 1) NVIDIA’s GPU
architecture is opaque, and its VRAM channel mapping is
still publicly unknown; 2) NVIDIA’s proprietary GPU driver
implementation disallows partitioning GPUs’ PCle bus.

This paper addresses these challenges and presents Mis-
SILE ((e) in Fig. 1), a general GPU sharing solution for multi-
tenant DNN inference on NVIDIA GPUs. MIssILE eliminates
resource contention among multiple LS and BE DNN infer-
ence tasks colocated on the same GPU. It ensures low latency
for LS services while achieving high throughput by making
the following contributions:

1) MissILE conducts the first, to the best of our knowledge,
full-spectrum reverse engineering, unearthing the general
VRAM channel architecture of black box GPUs.

2) MissiLE reduces inter-task VRAM channel conflicts with
low-overhead, fine-grained page coloring at the software
level, which is generally applicable to new NVIDIA GPUs.

3) MissILE isolates the PCle bus using temporal multi-
plexing and fairly allocates PCle bus bandwidth to multiple
tenants according to their weights.

Our experiments demonstrate that MissILE significantly
reduces the p99 latency of LS services by up to 50% and
achieves up to 6.1x throughput for BE tasks compared to
state-of-the-art GPU sharing solutions. Additionally, in sce-
narios of PCle bus congestion, M1ssILE exhibits the capability
to allocate PCle bus bandwidth to different tenants based on
their weights, reducing the p99 latency of PCle-bound LS
services by orders of magnitude.

This paper begins by providing research background (§ 2)
and elaborating on the motivation of our research (§ 3).

Secondly, we provide a brief overview of MissiLE (§ 4).

Thirdly, we discuss how to reduce inter-SM contention
between tasks via reverse engineering on VRAM channel
mapping and software-level page coloring (§ 5), and isolate
the PCle bus via the PCle completely fair scheduler (§ 6).

After that, we implement MissiLE (§ 7) and evaluate it
using synthetic and real-world workloads (§ 8).

Finally, we discuss MissiLE’s limitations and future work
(§ 9) and summarize related literature on our work (§ 10).

2 Background
2.1 A Primer on NVIDIA GPUs’ Architecture

NVIDIA’s official documents [46, 51] and previous work on
reverse-engineering NVIDIA GPUs [4, 17, 33, 44, 81] provide
an overview of NVIDIA GPUs’ architecture (Fig. 2):
Compute units. A Streaming Multiprocessor (SM, @) is a
basic compute unit of a GPU, which contains multiple SM
partitions (SMP). A Texture Processing Cluster (TPC, @) con-
sists of two SMs. More details about the kernel queue (&) and
execution engine ® can be found in [4].

Memory hierarchy. NVIDIA GPU’s memory is divided into
3 levels [44]: 1) L1 data cache and shared memory (private
to each SM); 2) L2 unified cache (shared by all SMs); and 3)
video RAM (VRAM, shared by all SMs). VRAM is composed
of multiple groups of GDDR or HBM chips, and each group
has an independent memory controller and maps to a set
of L2 cache (referred to as a VRAM channel [46], ®). A pair
of VRAM channels share an L2 cache controller (®). When
threads running on an SM read data stored in the VRAM,
the data is first populated into the L2 cache. Then threads
fetch the L2 cacheline through the Crossbar (@). The write
process is similar to the read process. Within the Crossbar,



Figure 2. NVIDIA GPU’s architecture.

there is a direct bus between each SM and each L2 cache
controller. This implies that the latency for any SM to access
the L2 cache on any channel is the same, making NVIDIA
GPU a Uniform Memory Access (UMA) architecture.
Host-device communication. Data is transferred between
the host and the GPU through the PCle bus (), with several
copy engines [4] (®) on the GPU responsible for transferring
data on the PCle bus. The PCle bus is full-duplex, meaning
that it can simultaneously perform host-to-device and device-
to-host data transfers.

2.2 DNN Inference Workloads

Dissecting DNN inference tasks. LS inference tasks uti-
lize small batch sizes to enhance responsiveness, whereas
BE inference tasks employ large batch sizes to maximize
throughput. Due to the characteristics of large batch size
and high throughput, BE inference tasks require more com-
pute resources and VRAM bandwidth compared to LS tasks.
DNN inference involves a series of kernels executed sequen-
tially on the GPU, along with PCle data transfer operations.
Poor, bursty, and unbalanced GPU utilization. Through-
out the execution of a DNN inference task, both compute unit
and VRAM bandwidth utilization display bursty patterns. LS
tasks notably underutilize the GPU (Fig. 3) [19]. The bursty
nature of GPU utilization and the significant underutilization
of the GPU emphasize the importance of sharing the GPU
among multiple LS and BE DNN inference tasks.

2.3 Resource Contention in GPU Sharing

Due to the generally low GPU utilization of LS inference
tasks (§ 2.2), many cloud providers choose to deploy multiple
DNN workloads on the same GPU, leading to contention for
the following resources:

Intra-SM conflicts (Fig. 4(a)). Kernel block threads of differ-
ent tenants running on the same SM could contend for intra-
SM resources. For instance, when all Floating-Point Units
(FPUs) are actively processing, additional floating-point op-
erations experience delays, hindering the progress of other
kernels. Apart from computational units, warps located on
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Figure 3. GPU resource utilization of MobileNetV3 (LS task)
and DenseNet161 (BE task) on Tesla V100.
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Figure 4. Micro-benchmarking of resource contention in
GPU sharing. One victim task is colocated with multiple in-
terference tasks. Then we measure the latency (throughput)
of the victim task. L1 Cache (Comp.) in (a) denotes intro-
ducing L1 cache (compute unit) interference tasks. Testbed:
Server A in Tab. 4.

the same SM also compete for SM-local memory resources,
such as the L1 cache, shared memory, and instruction cache.
Inter-SM contention (Fig. 4(b)). As described in § 2.1, dif-
ferent SMs share all VRAM channels. Consequently, physical
addresses accessed by threads in different SMs may map to
the same VRAM channel. Simultaneous access to these phys-
ical addresses leads to frequent contention for the limited L2
cache space. Additionally, since a DRAM bank only serves
one request in a clock cycle, memory requests from mul-
tiple threads to the same DRAM bank must be processed
sequentially [33], increasing the VRAM access latency.
PClIe bus congestion (Fig. 4(c)). To minimize the GPU
memory footprint, DNN inference systems typically pipeline
the loading of weight tensors from host memory to GPU
VRAM and swap out intermediate tensors not recently used
from GPU VRAM to host memory [6, 20, 25]. Multiple ten-
ants contend for the limited PCle bus bandwidth when si-
multaneously swapping tensors between the host and the
GPU.

3 Motivation

To elucidate the motivation behind our research, we begin
by presenting the limitations of GPU multiplexing through
micro-benchmarking experiments (§ 3.1), then elaborate on
the drawbacks of GPU partitioning through in-depth analysis
(§ 3.2). Afterward, we explore the necessity of fine-grained
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Figure 5. Limitations of GPU temporal and spatial multi-
plexing. (a) Temporal multiplexing [8, 20, 20, 67] cannot
achieve high throughput for BE tasks; (b) Spatial multiplex-
ing [21, 33, 66, 84] can achieve high throughput at the cost
of sacrificing service quality of the LS task due to resource
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Figure 6. Interference-aware multiplexing is not panecea.
(a) As the number of LS services increases, each LS service
maintains low tail latency. Because their p99 latency lin-
early correlates with the number of concurrent LS tasks.
(b) However, BE tasks’ throughput substantially declines.
LS Workload: MobileNet V3; BE Workload: ResNet152;
Testbed: Server A in Tab. 4.

PCle bus isolation (§ 3.3) and summarize the shortcomings
of state-of-the-art GPU sharing solutions (§ 3.4).

3.1 Limitations of GPU Multiplexing Solutions

Temporal multiplexing eliminates contention in shared GPU
resources and meets the low-latency requirements of LS
services [8, 86], but it can’t fully harness GPUs’ compute
capabilities, as BE tasks could be starved due to frequent
LS task preemption, leading to undesirable throughput [21]
(Fig. 5a).

Spatial multiplexing leads to intra- and inter-SM conflicts
when co-executing LS and BE kernels (Fig. 5b) [70], and PCle
bus congestion [10, 74] when loading weights [10, 68].

Compared to temporal multiplexing and spatial multi-
plexing, interference-aware multiplexing (e.g., Orion [19])
achieves a better trade-off between low latency of LS service
and high throughput. However, it is not perfect in all scenar-
ios. We take Orion [19] as an example. When multiple LS
services are executed concurrently on a GPU, the abundance
of LS kernels in execution makes it challenging for Orion’s
scheduler to select appropriate BE kernels to co-execute. As a

result, despite LS services keeping low tail latency (Fig. 6(a)),
the throughput of BE tasks decreases as the concurrency of
LS services increases (Fig. 6(b)).

This is because Orion imposes numerous constraints on
the co-execution of BE kernels to ensure low latency for LS
tasks, as it cannot avoid intra-SM and inter-SM interference.
These constraints limit BE tasks’ throughput. For BE models
listed in Tab. 5, 83.4% of their kernels are subjected to at
least one constraint. Therefore, excessive constraints lead to
decreased throughput for BE tasks as the concurrency of LS
tasks increases.

3.2 Limitations of GPU Partitioning Techniques

Although existing GPU multiplexing solutions all tried to
work around GPU hardware resource partitioning, they re-
sult in either undesirable performance of DNN inference, or
low GPU utilization, or both (§ 3.1). Unfortunately, software-
level GPU hardware partitioning is also flawed. Although
there are numerous mature software [21, 33, 45] or hardware-
based [7, 13, 53] solutions for partitioning computational
units, VRAM channel isolation and PCle bus scheduling are
challenging due to their close coupling with proprietary GPU
hardware and driver implementations.

Fractional GPU (FGPU) [33] stands out as the sole software-
based GPU sharing solution capable of partitioning both
compute units and VRAM channels on GTX 1080 and Tesla
V100. Here, we delve into an in-depth analysis of FGPU.
How FGPU works. FGPU isolates VRAM channels based
on cache coloring, a mature technique in CPU cache iso-
lation. Cache coloring on CPUs and GPUs both require
two steps: 1) intercepting memory allocation and manage-
ment, ensuring that memory addresses owned by a user
program are mapped to given cache sets; 2) reverse engi-
neering the hash mapping from physical addresses to cache
sets or VRAM channels. In CPU’s LLC cache coloring, the
first step can be easily achieved by allocating a contiguous
set of large pages in host memory. As for the second step,
Intel’s CPU LLC hash mapping has been fully decrypted [5,
18, 43]. For FGPU, the first step involves modifying NVIDIA’s
open-sourced GPU driver module nvidia-uvm (>2K LOC),
intercepting cudaMallocManaged() and utilizing the GPU’s
Memory Management Unit (MMU) to map virtual pages
allocated for each task to specific physical pages on the des-
ignated VRAM channel. In the second step, due to the un-
known structure of NVIDIA GPU’s hash functions, FGPU
assumes that the GPU’s hash mapping functions for VRAM
channels, DRAM banks, and L2 cache lines are all XOR func-
tions on the physical address bits. Then FGPU uses Gauss
elimination to solve a XOR equation system and gets the
exact XOR hash functions.

FGPU is inapplicable to most commodity GPUs and
new GPU architecture. We attempted to reverse engineer
other GPUs (Tesla P40, RTX A2000, and RTX A5500) using



Table 1. # VRAM channels of representative server GPUs.
FGPU [33] is compatible with italic GPUs.

GTX  Tesla Tesla RTX RTX

Specifications | 1,0, y100  Pa0  A2000  A5500
Architecture Pascal Volta Pascal Ampere Ampere
# VRAM Channels 8 32 12 6 12

FGPU’s approach, but all failed. This is because FGPU as-
sumes that the VRAM channel’s hash mapping function is
a pure XOR function. This assumption does not hold true
for many other NVIDIA GPUs (Tab. 1): XOR function is lin-
ear (i.e., mapping from a VRAM space with 2V bytes to 21
VRAM channels), but many GPUs’ hash mapping is non-
linear (i.e., mapping from a VRAM space with arbitrary size
to an arbitrary number of VRAM channels). Furthermore,
FGPU only supports page coloring based on 4 KiB granular-
ity, which is the minimum page size supported by NVIDIA
GPU’s MMU[51]. Our experience indicates that this granu-
larity is inapplicable to newer GPU architectures (§ 5.2).

3.3 The Necessity of PCIe Bus Isolation

In § 3.1 and § 3.2, we elucidated why existing GPU multiplex-
ing schemes cannot achieve both low latency for LS tasks
and high throughput for BE tasks, as well as the limitations
of existing software-based GPU partitioning. However, as
discussed in § 2.3, severe PCle bus conflicts could arise when
multiple tenants share a GPU because PCle data transfers
from multiple CUDA streams are parallel and unmanaged.
This issue is largely overlooked by most GPU sharing solu-
tions. While there has been some work discussing PCle bus
isolation on other PCle devices (e.g., NVMe SSDs [27]), fine-
grained GPU PCle bus isolation remains immature due to: 1)
lack of support for fine-grained PCle bus isolation in NVIDIA
MPS and MIG; 2) proprietary hardware and driver implemen-
tations of GPUs, making it challenging for software-based
GPU sharing solutions to control the number of copy engines
allocated for each PCle data transfer request.

Baymax [10] and StreamBox [68] have both discussed how
to avoid PCle bus interference between LS and BE tasks on
commodity GPUs. Baymax leverages MPS to support parallel
task coexecution, predicts PCle bus contention for different
tasks, and limits the PCIe bus data transfer rate for BE tasks
to avoid interference between LS and BE tasks’ PCle data
transfers. However, it does not support preempting the PCle
bus for LS tasks, resulting in unstable tail latency for LS tasks
(§ 8.1.2). StreamBox leverages temporal multiplexing to share
the GPU’s PCle bus among multiple serverless tasks, splits
CUDA memory copy requests into a series of data packets,
allowing LS tasks to preempt PCle buses. However, it does
not provide fine-grained scheduling for PCle bus among
multiple tenants.

3.4 Take Away

§ 3.1 and 3.2 emphasize the bottleneck of VRAM channel
isolation, and § 3.3 indicates that existing work overlooks
dynamic resource needs when sharing PCle bus under multi-
tenancy. Here, we summarize the most competitive GPU
sharing solutions for multi-tenant DNN inference in Tab. 2.
To address the aforementioned limitations of prior work, we
employ the following techniques in MISSILE:

1) Develop a universal reverse engineering approach for
GPU VRAM channel hash mapping to enable page coloring
applicable to all NVIDIA GPU architectures.

2) Implement fine-grained PCle bus management to allocate
bandwidth for tasks based on their scheduling weights.

It is essential to clarify that MIG [49] complements our
work, as M1ssILE provides QoS isolation for low-end GPUs.
Both Paella [45] and Reef [21] are orthogonal to our work.
Reef [21] primarily focuses on achieving fast BE task preemp-
tion. The primary contribution of Paella [45] lies in optimiz-
ing low-latency GPU kernel scheduling for DNN inference
based on spatial multiplexing. On the contrary, our focus
is on offering VRAM channel and PCle bus isolation for
multiple tenants.

4 MIissiLE Overview

MissiLE is a GPU sharing solution tailored for multi-tenant
DNN inference on NVIDIA GPUs. Based on the analysis of
four GPU sharing solutions, M1ssILE employs a completely
different approach from previous work: approximating fine-
grained, hardware-level GPU resource isolation at the soft-
ware level, enabling commodity GPUs to possess microar-
chitecture QoS management capability.

MissILE serves user-submitted DNN models in two phases
(Fig. 7). In the offline phase, users submit their models (e.g., in
ONNX or PyTorch format) to MissiLE. MISSILE compiles the
model, transforms its CUDA kernels to meet its requirements,
and uses nvcc to generate cubin binaries. It uses NVIDIA
Nsight Compute to profile kernels” VRAM bandwidth con-
sumption and decides to isolate which tensors (§ 5.3). In the
online phase, M1ssiLE eliminates three dimensions of GPU
resource conflicts (§ 2.3) in the following ways:

1) Intra-SM conflicts. M1ssILE prevents LS and BE tasks
from intra-SM conflicts by employing elastic SM multiplexing
(Fig. 8). MissILE uses libsmctrl [7], a library that manipu-
lates Task Meta Data (TMD [32], an NVIDIA’s little-known
interface), to control the set of TPCs to which each launched
kernel can be assigned. To enhance the utilization of SM
units, we allow different LS and BE tasks to share their re-
spective SM units in a time-multiplexed manner, and LS
kernels can preempt SMs occupied by BE kernels following
FLEP’s design [66]. When LS and BE kernels are co-executed,
the BE kernel can only use SMpr% (a tunable parameter) of
TPCs.



Table 2. A comparison of mainstream GPU sharing solutions.

GPU Sharin . Computing Unit VRAM Channel PCle Bus Support All Compute Unit
Method Scheme ¢ Implementation I;Jolatiogn Isolation Isolation NVIl]))PIA GPUs Sfaling
MPS [50] Native Hardware v X X v X
MIG [49] Native Hardware v v X X X
FGPU [33] Hardware partitioning Driver v v X X X
TGS [67] Temporal multiplexing User-space N/A N/A N/A v v
Reef [21] Spatial multiplexing Driver v X X v v
Paella [45] Spatial multiplexing User-space v X X v v
Orion [19] Interference-aware User-space X X X v v
MissiLE (Ours) | Fine-grained partitioning User-space v v v v v

Figure 7. MissiLE’s architecture. Modules with dashed
boarder are on the critical path of DNN inference. Italic texts
represent intercepted CUDA API calls.
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Figure 8. MissILE’s elastic SM multiplexing. LS;K; (BE;K;)
represents the j-th kernel of the i-th LS (BE) task.

2) Inter-SM conflicts. Through extensive reverse engi-
neering of black-box GPU VRAM channel architecture, Mrs-
sILE finds a general way to fit VRAM channel mapping and
isolates inter-SM conflicts by employing fine-grained VRAM
coloring based on shadow page table. (§ 5)

3) PClIe bus. MissILE intercepts cuMemcpy operations and
divides PCle requests into a series of packets, then uses PCle
completely fair scheduler to fine-grainedly allocate the PCle
bus bandwidth to tenants based on their weights. (§ 6)

5 Reducing Inter-SM Memory Conflicts

The solution to mitigating inter-SM contention involves pre-
venting memory-bound BE DNN kernels from competing
for VRAM channels, as this contention results in L2 cache
thrashing and VRAM bank conflicts [33, 70]. This is accom-
plished through reverse engineering GPUs’ VRAM channel
mapping and implementing fine-grained page coloring.

5.1 Managing GPU’s Physical VRAM Space

Taking over VRAM management from the GPU driver.
MissiLE utilizes the cuMemCreate() and cuMemReserve()
functions available in the CUDA API to allocate a contiguous
physical address space within the VRAM directly to a CUDA
program. This space is then mapped to a virtual address
space (reserved_memspace) of the CUDA program using
cuMemMap (). This approach allows MIsSILE to manage the
VRAM space directly within the user-space CUDA program
without needing to modify the GPU driver.

Getting VRAM physical address for CUDA programs.
MissiLE introduces an API GetPhysAddrFromVirtAddr (con-
sisting of only ~100 LOC) within nvidia-uvm. User-space
CUDA programs intercept the GPU device descriptor (/dev/
nvidia-uvm) to invoke this API and provide the querying
virtual address virt_addr. This API then utilizes uvm_page_
table_range_entry_address to access and parse the page
table entry [51] (stored in the GPU’s global memory) to
which virt_addr belongs, thereby retrieving its physical
address.

5.2 Reverse Engineering VRAM Channels

Some studies have reverse-engineered the hash mapping
functions of Intel’s last-level cache (LLC) for cache color-
ing [59, 71] or side-channel attacks [28]. They utilized the
CPU’s non-uniform memory access feature to exploit the la-
tency differences in accessing the last-level cache on different
CPU cores and match each cache line to the corresponding
CPU core. However, GPUs have uniform memory access,
rendering these solutions inapplicable. We observe that any
pair of physical addresses with a DRAM bank conflict or
an L2 cache line conflict must belong to the same VRAM
channel because a DRAM bank or L2 cache line is associated
with only one VRAM channel (as demonstrated in § 2.1).
Thus, identifying all addresses that reside in the same VRAM
channel as the virtual address Addr requires 3 steps:

1) Generating a set of addresses belonging to Addr’s
VRAM channel. Following FGPU’s approach [33], we find a
series of addresses DramConflictAddrs[] that have DRAM
bank conflicts with Addr (Algo. 1 in § A.1.1), then retrieve a
series of addresses CacheConflictAddrs[] that have cache
conflicts with DramConflictAddrs[] (Algo. 2 in § A.1.1).



2) Identifying a given address’s VRAM channel ID.
After generating a set of addresses belonging to each VRAM
channel, now we can identify the VRAM channel ID that
any given address Addr’ maps to following three steps: a)
Reading Addr’ to populate it into a cacheline; b) Reading
CacheConflictAddrs[] belonging to the i-th VRAM chan-
nel to refresh all cachelines in the VRAM channel where
Addr resides; and c) Reading Addr’ again and timing its la-
tency. If the latency exceeds the threshold (decided by micro-
benchmarking [44]), it indicates an L2 cache miss, and thus
Addr maps to the i-th VRAM channel (Algo. 3 in § A.1.1).

3) Cracking the VRAM channel’s hash mapping. Mark-
ing each address’s channel ID in the entire VRAM space is
extremely time-consuming. For example, if the VRAM size is
24 GiB, it would require marking 24 GiB/1024 B = 25 million
VRAM channels, which takes more than 1 year to complete.
Therefore, we need to crack the hash mapping of VRAM
channels using a non-brute-force solution. Although the
mapping functions of VRAM channels on many NVIDIA
GPUs are nonlinear, and the structure of these functions is
unknown, fortunately, we can use DNNs to offline approxi-
mate them. DNNs have already been theoretically proven to
be capable of statistically meaningful approximation of any
boolean function [64]. Therefore, for each GPU, we spend
one month to collect 15K samples of VRAM channel map-
ping and trained a 9-layer multi-layer perceptron network
to fit this mapping function. The results on the test set indi-
cate that our DNN can accurately label over 99.9% of VRAM
channel IDs when provided with an unseen physical address.

In a contiguous 10 MiB VRAM space, we attempt to mark
2 VRAM channels for RTX A2000 and 4 VRAM channels for
both Tesla P40 and RTX A5500, respectively. The findings
indicate that every contiguous 1 KiB physical address be-
longs to the same VRAM channel. We observe 24, 12, and
24 different permutations of VRAM channels uniformly dis-
tributed in VRAM space for Tesla P40, RTX A2000, and RTX
A5500 respectively (Fig. 9). The physical address structure
is illustrated in Fig. 15 of § A.1.2. In each permutation, at
most 4 KiB and 8 KiB space share the same set of VRAM
channels in any permutation of Tesla P40 and Tesla V100,
respectively. At most 2 KiB space shares the same set of
VRAM channels in any permutation of both RTX A2000 and
RTX A5500. Full reverse engineering results are presented
in § A.1.2 of supplementary materials.

5.3 Isolating VRAM Channel Conflicts

Once the VRAM channel mapping is available, M1SSILE uti-
lizes cache coloring to isolate VRAM channel conflicts be-
tween LS and BE kernels. As the physical address space
belonging to the same VRAM channel is not contiguous, we
need to remap the address space accessed by each task. This
maps the address space accessed by each task to the given set
of VRAM channels. An intuitive idea is to use the cuMemMap
API to manage the VRAM virtual address mapping in the
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Figure 9. A part of permutations of Tesla P40’s channels A-D
(a), RTX A2000’s channels A-B (b), Tesla V100’s channels
A-H (c), and RTX A5500’s channels A-B (d). Full results can
be found in § A.1.2 of supplementary materials.

user-space. However, the latest CUDA version only supports
minimal mapping granularity of 2 MiB for this APL

Another approach is to modify the GPU driver and control
the GPU’s memory management unit (MMU), as adopted by
FGPU [33]. Nonetheless, it supports mapping 4 KiB phys-
ical address pages within the same VRAM channel to the
GPU virtual address space, as 4 KiB is the minimal page size
supported by NVIDIA GPU’s MMU.

However, our reverse engineering results have revealed
limitations to these approaches. In the VRAM channel layout
of RTX A2000 and RTX A5500, the VRAM space is composed
of a series of paired VRAM channels, which means that on
new GPU architecture, the coloring granularity can only be
1 KiB or 2 KiB, and larger granularity is inapplicable.

To circumvent this problem and minimize invasive mod-
ifications to the GPU driver, M1ssILE opts to bind different
tasks to their corresponding VRAM channels by transform-
ing their CUDA kernel code. Specifically, we introduce the
shadow page table (SPT) into DNNs” CUDA kernels, i.e., the
mapping between the array index and the offset in reserved
_memspace. The arguments passed into the CUDA kernels
are replaced by their shadow page tables. An illustrative
example can be found in Fig. 10.

To minimize the extra memory access overhead incurred
by shadow page tables, MissILE adopts a 4 KiB coloring gran-
ularity for Tesla V100 and Tesla P40, and a 2 KiB granularity
for both RTX A2000 and RTX A5500, respectively. We discuss
how to decide coloring granularity in § A.1.3 of supplemen-
tary materials. Additionally, MissILE only isolates tensors
accessed by memory-bound kernels (identified by NVIDIA
Nsight Compute with DRAM throughput > Threspram%, a
tunable parameter). This metric is also adopted by Orion [19]
and SEER [39]. MissiLE binds 1 — Chgg and Chgg of channels
to memory-bound tensors accessed by LS and BE kernels,
respectively. Channelpg is a tunable parameter.

MissiLe employs grid search to tune SMpg (§ 4), Chgg,
and Thresprapy- The objective is to maximize SMgg, Chgg,
and Threspram (larger values improve BE tasks’ throughput)
while ensuring that the increase in latency for LS kernels



(a) Hllustration of shadow page table. LS and BE tasks are assigned
with 1 and 2 VRAM channel(s), respectively. Tensors m and n are used
by the LS task. Tensors A-C are used by the BE task.

__global__ void vectorAdd(float %A, float *B, float *C) {

int i = blockIdx.x * blockDim.x + threadIdx.x;

C[i] = A[i] + B[il; // Directly access the i-th elements in A ~ C
}

(b) The original BE kernel in (a), which performs vector addition.

__device__ voidx mem_space; // Pointer to VRAM space reserved for SPT
// Fetch the colored array index for array index offset in SPT pgt[]
__forceinline__ __device__ uint32_t translate_addr(
const uint32_tx __restrict__ pgt, uint32_t offset) {
return (pgtloffset>>81<<8) | (offset&(255));
}
// pgt_A and pgt_C are pointers to SPTs of memory-bound tensors A & C.
__global__ void vectorAdd(uint32_tx pgt_A, floatx B, uint32_t* pgt_C) {
int i = blockIdx.x * blockDim.x + threadIdx.x;
((floatk)mem_space) [translate_addr(pgt_C, i)] =
((floatx)mem_space) [translate_addr(pgt_A, i)] + BI[il]

b

(c) The transformed DNN kernel of BE task in (a). Memory-bound
tensors a and b are applied with shadow page tables.

Figure 10. Shadow page table and kernel transformation.

does not exceed 25% compared to running them indepen-
dently. MissiLe benchmarks over 200 pairs of LS and BE
kernels, and the search results yield SMpg = 30, Chgg = 1/3,
and Thresprap = 40.

6 Handling PCle Bus Congestion
6.1 Time-Sharing the PCle Bus

MissiLE decomposes PCle data transmission requests into a
series of packets based on 1 KiB granularity, the minimum
GPU coloring granularity (§ 5.2, A.1.1). Inspired by packet
transmission in network communication, M1ssILE employs
temporal multiplexing on the PCle bus: it allocates time slices
for the PCle transmission of data packets to different tasks,
rotating between them.

6.2 PCle Completely Fair Scheduler (CFS)

To ensure the fair allocation of time slices, considering the
weights of distinct tasks in the temporal multiplexing on the
PCle bus, M1ssILE leverages insights from the Completely
Fair Scheduler (CFS) within the Linux kernel [55]. In Mis-
siLE’s PCle CFS, each DNN task is assigned with a nice
value (i.e., the scheduling weight, where a larger value indi-
cates a higher priority) and a virtualized runtime (vruntime)
(i.e., normalized runtime elapsed in the PCle bus). When a

task submits a PCle transfer request (e.g., cuMemcpyHtoD),
PClIe CFS updates its vruntime to the globally minimum
vruntime value (Algo. 4 in § A.2). During each iteration,
PClIe CFS selects cfs_period memory requests with the
minimum vruntime from the queues of all tasks (i.e., the
task with the longest waiting time) (Algo. 5 in § A.2). After
that, it invokes cuMemcpy to transfer data (Algo. 6 in § A.2).

6.3 Auto-Tuning PCle CFS’s Parameter

CFS utilizes cf's_period as the length of a scheduling cycle.
As for PCle CFS, a smaller cf's_period refines the scheduling
granularity and provides higher responsiveness for small
LS requests, while a larger one can improve the PCle bus
throughput. We observe that as cfs_period increases, the
maximum throughput of the PCle CFS also increases until it
converges. To adapt PCIe CFS to PCle buses with different
generations and number of lanes, MiSsILE employs micro-
benchmarking experiments to binary search on the minimum
cfs_period that approaches the peak throughput. As for
PCle 3.0%x16, the optimum value of cfs_period found by
the auto-tuner is 2048 (equivalent to transmitting 2 MiB of
data in each CFS period).

7 Implementation

MissiLE is implemented in C++ with ~8K LOC, consisting
of ~1K LOC for reverse engineering the VRAM channels
and ~7K LOC for the inference server and client. It utilizes
TVM [11], a widely-used DNN compiler in the industry, to
generate CUDA kernels for DNNs, and employs auto sched-
uler [85] for kernel optimization. Following PipeSwitch’s
practice [6], MissiLE loads DNNs’ weights and executes
DNNss in parallel to hide a portion of PCle transmission
delay.

8 Evaluation

Having discussed how MissiLE addresses intra-SM, inter-
SM, and PCle bus conflicts for different tasks, and how we
implement it (§ 7), we now evaluate MrssILE (§ 8.1-8.5) to
address the following key questions:

1) What is the performance of MissiLE’s VRAM channel
isolation and PCle CFS? (§ 8.1)

2) Can MissiLE effectively mitigate inter- and intra-SM
contention between multiple LS services and BE tasks? (§ 8.3)

3) Can MissiLE effectively isolate PCle bus and optimize
PCle transmission requests based on given weights? (§ 8.3)

4) How does each design component in MIssILE contribute
to its performance improvements? (§ 8.5)

8.1 MissiLE Performance Deep Dive

We begin by analyzing the performance of MISSILE’s two
core components: VRAM channel isolation and PCle CFS.

8.1.1 Micro-benchmarking VRAM channel isolation.
We conduct tests on 4 GPUs in Tab. 4, use NVIDIA Nsight
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Figure 11. CDF of LS kernels’ runtime speed up after apply-
ing VRAM channel isolation. A memory-intensive BE kernel
is coexecuted with LS kernels. Larger values are better.

Compute to profile and randomly choose some kernels with
high DRAM throughput from BE models, to act as the source
of VRAM channel conflicts. We incorporate all kernels of
LS models in Tab. 5 to evaluate the extent of interference
they encountered from memory-bound BE kernels and the
overhead resulting from the shadow page tables.

We allocate 1 — Chgg and Chgg of the VRAM channels to
the memory-intensive tensors of LS and BE kernels, respec-
tively (in our setting, Chpgg is tuned to be 1/3). Then we coex-
ecute each LS kernel with the selected VRAM-consuming BE
kernels in a closed loop. In the control group, we launch the
original LS kernels and also utilize libsmctrl to partition SMs.
We compare the p99 latency of LS kernel runtime between
MissiLE and the control group (Fig. 11). The results reveal
that for all LS kernels on Tesla P40, Tesla V100, RTX A2000,
and RTX A5500, MissiLE’s VRAM channel isolation reduces
p99 latency compared to the non-isolated control group by
~28.9%, ~40.6%, ~42.2%, and ~63.5% on average, respectively.
The p99 latency decreases by up to ~62.7%, ~70.0%, ~72.9%,
and ~80.9%, respectively. Noted that these results have taken
wrong VRAM channel prediction into consideration, because
mispredicted VRAM channel IDs are randomly distributed
across the VRAM space.

Although MissiLe’s VRAM channel isolation exhibits out-
standing performance, the additional overhead introduced
by SPTs remains a focal point of concern, as it incurs extra
memory accesses. To address this concern, we conduct the
following experiments to assess the overhead of SPT. We
allocate all VRAM channels to each DNN kernel with SPT.
In the absence of colocated BE kernels, we compare their
runtime with that of the original DNN kernels. For all DNNs,
on Tesla P40, Tesla V100, RTX A2000, and RTX A5000, the
average overheads of SPT are 0.99%, 0.50%, 0.63%, and 0.82%
respectively.

8.1.2 Micro-benchmarking PCIe CFS. We compare the
peak performance of PCle CFS with the interference-aware
PCle scheduler of BayMax [10] and the PCle preemption
policy of StreamBox [68]. We set the LS task’s nice=10K
and BE task’s nice=1 to demonstrate the tail latency of LS
requests when LS tasks are assigned the largest weights in
PCle CFS. Tab.3 presents the p99 latency of LS PCle requests
and the throughput of BE requests under different workloads.

Table 3. Performance comparison between MissiLe’s PCle
CFS, BayMax’s PCle scheduler [10] and StreamBox’s PCle
preemption policy [68]. We measured LS copy requests’ p99
latency and BE copy requests’ throughput. HtoD: host-to-
device; DtoH: device-to-host copy; BM: BayMax [10]; SB:
StreamBox [68]; Testbed: Server A in Tab. 4.

QPS Size LS p99 Latency (us) Throughput (GiB/s)
(LS) LS BE BM SB CFS BM SB CFS
H 100 4K 40M 27718.1 177.0 177.0 11.2 11.2 11.2
to 1000 4K 40M 3385.9 177.0 177.0 11.2 11.1 11.1
D 100 2M  40M 3562.3 348.6 348.7 11.2 11.0 11.0
1000 2M  40M 3566.3  534.7 534.7 9.5 9.3 9.3
D 100 4K 40M  27789.2 170.5 170.5 12.0 11.7 11.7
to 1000 4K 40M 3167.3 170.6  170.5 12.1 11.7 11.7
H 100 2M  40M 33155 331.1 331.0 12.0 11.6 11.6
1000 2M  40M 3338.7 385.3 3854 10.3 10.1 10.1
Table 4. The specifications of testbeds.
Component Server
A B | <C [ D
CPU Intel Xeon® Intel Xeon®
Gold 6133 E5 2697V4
PCle PCle 3.0X16
Name Tesla V100 Tesla P40 | RTX A2000 | RTX A5500
Architecture Pascal Volta Ampere Ampere
VRAM 16 GiB 24 GiB 12 GiB 24 GiB
GPU # SMs 80 30 28 80
L1 Cache 128 KB 48 KB 128 KB 128 KB
L2 Cache 6 MB 3 MB 3 MB 6 MB
VRAM 346.0 360.0 768.0
Bandwidth | 870CP/s | Gps GB/s GB/s
Software Environment NVIDIA driver 535.129.03, CUDA 11.8

Compared to BayMax, both StreamBox and PCle CFS exhibit
better latency for LS requests and comparable throughput.
Since BayMax cannot preempt BE tasks’ PCle transfers with
LS requests, it results in LS request latency several orders of
magnitude higher than StreamBox and PCle CFS. The results
indicate that when LS tasks are given sufficiently high prior-
ity, the performance of PCle CFS is nearly identical to that
of StreamBox’s PCle preemption strategy, demonstrating
that PCIe CFS provides good responsiveness for LS tasks
with negligible overheads. The evaluation of PCle CFS with
different scheduling weights in real-world workloads will be
presented in § 8.4.

8.2 End-to-End Experimental Setup

Testbeds. We deploy and evaluate MissILE in 4 GPU servers
A~D (Tab. 4). To mitigate the impact of network latency, we
follow Reef’s practice [21] and deploy MissiLE’s server and
clients on the same host machine.

Workloads. We reference relevant literature [19, 21, 40,
45, 60, 67, 88] and select 12 representative computer vision,
natural language, and generative models as testing work-
loads (Tab. 5 and 6). These models are categorized into LS
and BE tasks based on their sizes. Models’ input sizes (i.e.,
batch size, image size, and sequence length) follow settings
of DISB [31], the DNN benchmark used by Reef [21]. Con-
sidering the varying computational capabilities and VRAM



Table 5. Testing DNN models (input image size: 224x224,
LS input sequence length: 32, BE input sequence length: 64).

Class Model Name
LS MobileNetV3 (A), SqueezeNet (B), ShuffleNet (C), EfficientNet (D),
ResNet34 (E), MobileBert (F), MobileViT (G), EfficientFormer (H)
BE ResNet152 (I), DenseNet161 (J), Bert (K), StableDiffusion(img2img) (L)

Table 6. Runtime (ms), size (MiB), and average utilization of
SM & VRAM bandwidth (%, on Tesla V100) of testing DNNZs.

Runtime (ms)

Type Task  Size —5i5—~r00  A2000 Asso0 OM  VRAM
A 209 3.8 4l 38 30 111 94
B 47 21 2.4 2.2 1.6 22,0 7.5
C 133 3.1 3.1 3.4 25 17.2 7.3

LS D 177 33 39 3.7 26 181  12.1
E 83.1 45 3.8 4.4 2.5 40.3 7.2
F 93.8  23.0 22.6 238 195 49 3.0
G 213 93 187 9.6 73 19.0 2.5
H 1099 135 109  11.8 9.5  24.1 9.9
T 2293 555 674 325 537 752 139

BE J 1092 69.9 83.0  35.9 57.7 470 217
K 4221 377 43.6 218 324 635 133
L 2382 289.2 1932 155.8 1404 86.6  10.4

bandwidth of the 4 GPUs, we set the batch size for BE tasks
to be 32 for both Tesla V100 and RTX A5500, 16 and 8 for
Tesla P40 and RTX A2000, respectively. LS services’ clients
send requests following two patterns: 1) Poisson distribution;
2) Apollo trace, which is a real-time DNN inference trace
collected from Baidu’s Apollo autonomous driving system.
Both were adopted by Reef [21] and Orion [19] to evaluate
their systems. BE tasks run in a closed-loop manner.
Testing scenarios. We evaluated MISSILE in 3 scenarios:

1) In-VRAM model serving. In this case, we evaluate whether
MIssILE can eliminate intra- and inter-SM contention with-
out considering the PCle bus congestion. On servers A-D, we
deploy LS models A-I and BE models J-M in GPU’s VRAM
before serving requests. As MissILE and baselines don’t sup-
port request batching, each LS model has 4 instances to serve
multiple requests concurrently. Each LS client sends requests
following two patterns: 1) Poisson distribution (QPS is fit to
Apollo trace’s value), and 2) Apollo trace.

2) Model swapping on PCle bus. In this scenario, we simu-
late the case where many DNNs are stored in host memory,
and a DNN needs to be preloaded into VRAM before serv-
ing a request, causing PCle bus congestion. This scenario is
common for multi-DNN serving [20, 57, 74]. Due to space
limitations, we only evaluate this scenario on server A, as
the performance of PCle-bound tasks mainly depends on
PCle bus bandwidth and PCle scheduling algorithms. We de-
ploy 8 LS models (A-H in Tab. 5, with each model running 2
instances) and 4 BE models (I-L) in host memory. The clients
for LS models send requests by replaying the Apollo trace.
We scale the Apollo trace’s request interval to 2X because
its average request interval is much smaller than the DNN’s
PCle transmission delay.

10

3) Ablation study. In this scenario, we use the settings

from scenarios #1 and #2, along with the Apollo trace, to
explore the effects of different components on MISSILE’s
performance.
Baselines. We select MPS [50], TGS [67], and Orion [19] as
baselines. Since TGS inherently supports the colocation of
one LS and one BE container, we forward CUDA requests
from each LS service and BE task to these two containers
in a round-robin fashion. As the maximum number of in-
stances supported by MPS is constrained, and too many MPS
instances concurrently executing on one GPU can lead to
severe contention, we evenly divide the GPU into two MPS
instances and serve LS and BE tasks on them separately
in a round-robin manner (we name it MPS+). Considering
that Orion’s open-source code only supports DNN inference
on PyTorch’s backend with outdated CUDA and cuDNN
libraries, we implement Orion’s scheduling policy within
MISSILE to ensure comparison fairness.

Scenario #2 needs to evaluate DNNs’ performance with
different nice and scheduling policies. Specifically, when
evaluating MissiLE, BE models’ nice is set to be 100, and
LS models’ nice are configured with 1/20/10K (the corre-
sponding settings are referred to as MissILE-1, -20, and -10K,
respectively). The implementation of StreamBox’s PCle pre-
emption policy is also incorporated into MISSILE as a baseline
(named as Mi1ssILE-SB). Its performance is regarded as the
optimum value when colocating LS and BE tasks.
Evaluation metrics. For LS services, we gather their p99
latency (including queueing delays), while for BE tasks, we
collect their throughput (# samples processed per second).

8.3 Evaluation of In-VRAM Model Serving

We present the results in Fig.12. In the Poisson and Apollo
workloads, MIssILE demonstrates the lowest p99 latency for
LS models compared to TGS, MPS+, and Orion, decreasing
by up to ~30%, ~50%, ~36%, and ~48% compared to Orion’s
results. Its BE throughput is higher than Orion, although
lower than TGS and MPS+ in some cases. That’s because
both TGS and MPS+ sacrifice LS services’ tail latency to
achieve higher overall throughput. TGS exhibits the highest
p99 latency for LS services. This can be attributed to: 1) the
substantial overhead resulting from frequent CUDA context
switches between GPU containers; 2) the feedback-based
dynamic sending rate control algorithm fluctuates contain-
ers’ resource allocation. The high LS p99 latency of MPS+
can be attributed to the fact that MPS+ isolates only SM re-
sources without addressing VRAM channel conflicts. Across
P40, V100, RTX A2000, and RTX A5500, the BE throughput
of MISSILE is up to ~2.0%, ~6.1X, ~2.3%, and ~1.7X compared
to Orion, respectively. This significant improvement can be
attributed to the challenges faced by Orion in identifying
suitable co-execution of BE kernels (as elaborated in §3.1).
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Figure 12. Evaluation results in In-VRAM Model Serving. Note: MPS is no longer supported on Tesla P40.

Figure 13. Results of Model Swapping on PCle Bus.

8.4 Evaluation of Model Swapping on PCle Bus

We have demonstrated that MissILE exhibits superior perfor-
mance compared to the baseline in both intra- and inter-SM
isolation. Now, we evaluate MissILE in terms of PCle bus
isolation. Owing to TGS’s inadequate performance in LS
tail latency, we omit it from the baselines in this experi-
ment. The results are shown in Fig.13. Orion demonstrates
the poorest LS p99 latency and BE throughput on all mod-
els. This is attributed to Orion’s multi-streaming execution
without implementing PCle bus control. For all LS models,
both MissiLE-10K and MissiLE-SB exhibit optimal p99 la-
tency. While the throughput of BE tasks running on both
MissiLE-SB and MissiLe-10K improved by up to ~2X com-
pared to MPS+, because NVIDIA’s MPS cannot isolate PCle
bus between different instances. Compared to M1ssILE-SB,
MissiLE-1, 20, and 10K exhibit a trend of decreasing latency
for LS services and reduced throughput for BE tasks. This
proves that MissiLe’s PCle CFS is capable of fine-grained
allocating PCle bandwidth among tenants based on their
weights (nice), which is unsupported by StreamBox’s[68]
PCle bus preemption. When LS tasks are assigned a larger
nice value, more PCle bus bandwidth is reserved for them.
The runtime of all LS models and the throughput of BE
models I-K are significantly correlated with LS tasks’ nice
values. But model L is least affected. This is because the run-
time of LS models and BE models I-K is significantly shorter
than their model transfer time (Tab. 6), thereby making the
PCle bus bottleneck more apparent. In contrast, L’s runtime
is much longer than its model transfer time, allowing the
model loading time to be hidden by the kernel’s runtime on
the GPU.
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Figure 14. Ablation study in scenarios #1 and #2.

8.5 Ablation Study

We utilize settings from scenarios #1 and #2 along with
Apollo trace to analyze the impact of various components
on MIssILE’s performance. By removing certain components
from MIssILE, we establish four baselines: i) Multi-streaming
(no resource isolation); ii) Multi-streaming + PCle CFS (not
necessary for reevaluating scenario #1); iii) Multi-streaming +
PCle CFS + elastic SM multiplexing; and iv) Multi-streaming
+ PCle CFS + elastic SM multiplexing + VRAM channel iso-
lation (full MissiLE). The results are depicted in Fig. 14.

In scenario #1, the introduction of elastic SM multiplexing
drastically reduces LS tasks’ latency, while enabling VRAM
channel isolation decreases LS tasks’ latency by approxi-
mately 20x. However, BE tasks’ throughput declines with
the introduction of SM and VRAM isolation due to these
techniques constraining excessive resource consumption by
BE tasks.

In scenario #2, introducing PCIe CFS reduces LS tasks’
latency significantly. Nevertheless, compared to the ablation
evaluation results in scenario #1, SM multiplexing and VRAM
channel isolation exhibit lesser improvement on LS tasks’
latency. This is because BE models spend more time loading
their weights, reducing the chances of intra- and inter-SM
conflicts with LS models. Furthermore, after enabling VRAM
channel isolation, BE tasks’ throughput diminishes. This is
because MissILE cannot adjust memory-bound BE kernels’
VRAM channel allocation when LS models are inactive or
awaiting PCle data transmission completion. We will elabo-
rate on the solution to this issue in § 9.



9 Discussions and Future Work

Integration with NVIDIA MIG. The objective of MISSILE
is to offer hardware resource isolation for DNN inference ser-
vices on mid-to-low-end GPUs lacking MIG support. In the
future, MISSILE may integrate with MIG on NVIDIA’s flag-
ship enterprise GPUs (e.g., A100, H100), enabling partition-
ing of VRAM channels within each MIG instance. However,
it’s crucial to acknowledge that the L2 caches in A100 [47]
and H100 [48] consist of multiple separate caches, making
their L2 caches a hybrid of UMA and NUMA. Consequently,
MIssILE’s reverse engineering approach requires slight adap-
tation for A100 and H100.

Extending to AMD GPUs. MissiLE has thus far been im-
plemented and evaluated only on NVIDIA GPUs. Neverthe-
less, we posit that extending MissiLE to AMD’s GPUs is
viable because: 1) AMD’s GPU architecture [15] closely re-
sembles NVIDIA’s; 2) AMD’s ROCm [3], HIP [1] (comparable
to CUDA), and kernel drivers [2] are fully open-sourced; and
3) AMD offers an official SM masking interface [54] (akin to
NVIDIA’s TMD [32]).

GPU L2 cache side-channel attacks. Reverse engineer-
ing the hash mapping of the CPU’s last-level cache (LLC)
[5, 34, 71] enables side-channel attacks on CPUs [34, 38].
MissILE poses side-channel threats for the GPU L2 cache.
Fully decrypting the GPU’s VRAM channel and L2 cacheline
hash mappings could facilitate side-channel attacks on the
GPU’s L2 cache, similar to those on the GPU’s TLB [81].
Fault isolation. Like Reef [21], Paella [45], and Orion [19],
MissiLE aggregates multiple workloads into one CUDA con-
text to reduce task switching overhead, MissiLE and these
solutions can’t isolate colocated DNNs’ GPU runtime errors.
However, we believe this is acceptable, as MISSILE relies on
TVM [11] to generate and check CUDA kernels, and runtime
errors due to incorrect kernel implementations are unlikely
to occur. In the future, MissiLE could isolate faults through
static analysis-based [42] or runtime-based [56] methods.

10 Related Work

CPU cache partitioning and memory bandwidth iso-
lation. In multi-tenant cloud data centers, contention in
CPU’s last-level cache (LLC) and main memory bandwidth
can significantly impact the service quality [80]. Many work
reverse engineered the hash mapping function of CPU Last-
level cache (LLC) [5, 18, 43] and partitioned LLC for different
tenants using cache coloring [18, 59, 72], which is inapplica-
ble to GPUs (we’ve elaborated the reason in § 5.2). In response
to the growing demand, Intel has introduced Cache Alloca-
tion Technology [23], Memory Bandwidth Allocation [29],
and Dynamic Resource Control [79] on its server CPUs to
partition the LLC and memory bandwidth.
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GPU compute unit partitioning. GPU compute unit par-
titioning has been supported at both hardware and soft-
ware level. Both NVIDIA [7, 32] and AMD [53] have ex-
posed their hardware interfaces to control a kernel’s SM
placement. A widely-used software-based solution is kernel
padding [21, 45], which merges multiple kernels into one
monolithic kernel for co-execution. This approach severely
limits the concurrency because it requires the colocated BE
kernel’s runtime to be smaller than LS kernel’s. This tech-
nique can help MissiLE extend to other vendors’ GPUs.
GPU VRAM channel isolation. Although some work has
proposed new GPU architectures in simulators to support
VRAM channel isolation [83], GPU’s VRAM channel iso-
lation is much more challenging than compute unit parti-
tioning on commodity GPUs, because only NVIDIA has so
far implemented static partitioning (a.k.a., Multi-instance
GPU, MIG [36]) for L2 cache and VRAM on a few flagship
server GPUs (e.g., A100, H100). FGPU [33] only implemented
VRAM channel isolation on GTX 1080 and V100, and we’ve
elaborated on its limitations in § 3.2.

11 Conclusion

This paper presents MIssILE, a general, hardware-level, and
fine-grained GPU isolation solution for multi-tenant DNN
inference on NVIDIA GPUs. MissiLE isolates conflicts of SM
units, VRAM channels, and the PCle bus by elastic SM multi-
plexing, fine-grained software-level cache coloring, and PCle
completely fair scheduler. M1ssILE mitigates the degradation
of BE throughput observed in other GPU sharing techniques
based on interference-aware multiplexing when multiple LS
services are concurrently executing. Compared to state-of-
the-art gpu sharing solutions, MissiLE reduces LS service
P99 latency by up to 50% and achieves up to 6.1x throughput
of BE tasks. When considering PCle bus contention, MISSILE
supports fine-grained bandwidth allocation among tenants
and shows the lowest LS latency and highest BE throughput.
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Algorithm 1 Find DRAM bank conflict addresses.

Algorithm 3 Mark the VRAM channel ID in address space.

function IsSDRAMBANKCONFLICTED(Addr0, Addr1)
0 [0,1,2,3,...... ] > Initialize pointer chase array v
RefreshL2(v) > Use P-chase to refresh the L2 cache
StartTime «— Clock()
Addr0 « v[Addro]
Addrl « v[Addr1]
EndTime < Clock()
if EndTime — StartTime > THRESHOLD then
return True
else
return False
end if
end function

Algorithm 2 Find L2 cacheline conflict addresses.

function IsCACHELINEEVICTED(array, Addr0, Addr1)
Pointer-chase[array[Addr0 : Addr1]
t = TimeElapse(addr «— array[Addro0])
if t > Thresry piss then
return True
else
return False
end if
end function
function FINDCACHECONFLICTADDRS(Addr)
array < [0,1,2,3,......]
ConflictAddrList « []
fori <« 0to MAX_ITER do
lower « 1, upper « 20480
ConflictAddr « Addr
while lower < upper do
EndAddr « (lower + upper) >> 1
if IsCachelineEvicted(Addr, EndAddr) then
upper «— EndAddr — 1
ConflictAddr « EndAddr
else
lower « EndAddr + 1
end if
end while
ConflictAddrList.insert(Conflict Addr)
end for
return ConflictAddrList
end function

> Indicating a L2 cache miss

> Indicating a L2 cache hit

> Initialize P-chase array

A Appendix
A.1 VRAM Channel Reverse Engineering

A.1.1 Algorithm. Here, we describe the algorithms used
for reverse engineering the VRAM channel hash mapping,
including: 1) Identifying a series of physical addresses that
have DRAM bank conflicts with a given physical address
(Algo. 1); 2) Identifying a series of physical addresses that
experience L2 cacheline conflicts with a given physical ad-
dress (Algo. 2); and 3) Assigning a VRAM channel ID to a
given physical address (Algo. 3).

A.1.2 Results. We firstly conclude the relationship be-
tween physical VRAM address bits, page offset, VRAM chan-
nel permutations, and the input of VRAM channel hash
mapping function, as shown in Fig. 15. Tesla P40 and RTX
A2000 have 12 and 6 VRAM channels, respectively. This can
be cross-validated by the number of GDDR chips on the
GPU (Fig. 16) and the theoretical calculation (i.e., VRAM
bandwidth divided by the bandwidth per GDDR chip). We
used Algo. 1, 2, and 3 to mark the VRAM channels for Tesla
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function MARKMEMORYCHANNEL(Addr)
DramConflictAddrs < [],Cnt < 0
for Addr’ = Addr + 1;Cnt < NeedNum; Addr’ + + do
if IsDRAMBankConflicted(Addr, Addr’) then
DramConflictAddrs.insert(Addr’), Cnt + +
end if
end for
CacheConflictAddrs « [],Cnt « 0
for Addr’ € DramConflictAddrs do
AddrList « FindCacheConflictAddrs(Addr")
CacheConflictAddrs.insert(AddrList)
end for
MarkedAddressList « []
for Addr’ € VRAM Address Space do
tmp «— array[Addr’]
for MarkedAddr € CacheConflictAddrs do
tmp < array[MarkedAddr]
end for
t = TimeElapse(tmp «— array[Addr'])
if t > THRESHOLD then
MarkedAddressList.insert(Addr’)
end if
end for
return MarkedAddressList
end function

> L2 cache miss occurs
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Figure 15. Structure of NVIDIA GPU’s physical address bits.

P40, RTX A2000, and RTX A5500, and utilized FGPU’s ap-
proach [33] to obtain the VRAM channel XOR hash function
for Tesla V100, as depicted in Fig. 17. For a GPU, the occur-
rence frequency of each VRAM channel permutation is uni-
formly distributed (Fig. 18), while the occurrence frequency
of each VRAM channel ID among all permutations is equal.
This indicates that VRAM channels are uniformly distributed
across the VRAM space. For Tesla P40, channels A-D, E-H,
and I-L form 3 independently distributed 24-permutations
(24° permutations in total). For RTX A2000, channels A-B, C-
D, and E-F form 3 independently distributed 12-permutations
(123 permutations in total). For RTX A5500, channels A-B, C-
D, .....,K-L form 6 independently distributed 24-permutations
(24° permutations in total).

A.1.3 Rules of Deciding the Coloring Granularity. Here,
we conclude the rules to decide the maximum coloring gran-
ularity for VRAM channel isolation. The minimum and max-
imum coloring granularity, maximum number of contiguous
VRAM channels of each GPU are listed in Tab. 7. We have
the following principles:

1) Minimum coloring granularity = DRAM bank size.
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(a) Tesla P40

(b) RTX A2000

(c) RTX A5500

Figure 16. Disassembly overview: (a) Tesla P40 (12 VRAM
channels), (b) RTX A2000 (6 VRAM channels), and (c) RTX
A5500 (12 VRAM channels). The number of GDDR chips
(highlighted with yellow dashed rectangles) in each GPU, is
equivalent to the number of VRAM channels.
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Figure 17. VRAM channel permutations (hash mapping
function) of (a) Tesla P40, (b) Tesla V100, (c) RTX A2000, and
(d) RTX A5500.
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Figure 18. The frequency histogram of Tesla P40’s 24 VRAM
channel permutations. All permutations are uniformly dis-
tributed across the 24 GiB VRAM space.

2) Maximum coloring granularity = (Max # contiguous
VRAM channels) KiB.

If we allocate 2V (N=0,1,2,...) channels to any tasks, the
coloring granularity should be min(2V, Maximum coloring
granularity) KiB. If we want to allocate N (not a power of 2)
channels to any tasks, the granularity can only be 1 KiB.

Minimum Maximum # Contiguous
GPU Coloring Coloring VRAM é}:; I::gi[s
Granularity  Granularity Channels
GTX 1080 1KiB 4 KiB 4 8
Tesla P40 1 KiB 4 KiB 4 12
Tesla V100 1KiB 8 KiB 8 32
RTX A2000 1 KiB 2 KiB 2 6

Table 7. Minimum and maximum coloring granularity, max-
imum # contiguous VRAM channels, and # VRAM channels
of 4 GPUs.

A.2 PCle Completely Fair Scheduler

Here, we describe the PCle Completely Fair Scheduler (Algo. 4,
5, and 6).

Algorithm 4 Sending CUDA memory requests to PCle CFS.

1: function AppTasks(queue, Task)

2 if len(CopyQueues) == 0 then
3 CopyQueues.append(queue)
4: Task.vruntime = 0

5: else

6: min_vruntime = 1e9

7 SelectQueue = None

8 for queue in CopyQueues do

9: if queue.vruntime < min_vruntime then
10: SelectQueue = queue
11: min_vruntime = queue.vruntime
12: end if
13: end for
14: Task.vruntime = min_vruntime
15: queue.push(Task)
16: end if

17: end function

Algorithm 5 Selecting the CUDA memory copy requests.

1: function FETcHTASKs(CopyQueues)
2: min_vruntime ¢ oo
3: SelQueue «— None
4: sum_nice < 0
5: for queue in CopyQueues do
6: sum_nice «— sum_nice + queue.nice
7: if queue.vruntime < min_vruntime then
8: SelQueue «— queue
9: min_vruntime <— queue.vruntime
10: end if
11: end for
12: if SelQueue # None then
13: AllocTime « cfs_period/CopyQueues.size()
14: SelQueue.vruntime — SelQueue.vruntime + AllocTime X
sum_nice/SelQueue.nice
15: return SelQueue.Front(AllocTime)
16: else
17: return (
18: end if

19: end function

Algorithm 6 Scheduling CUDA memory copy tasks.

1: function CrsScHEDULE(cfs_period, CopyQueues)
2 while True do
3 Remain « cfs_period
4 while Remain > 0 do
5: Alloc, Tasks «— FetchTasks(CopyQueues)
6: Remain <— Remain — Alloc
7: cuMemcpy (Tasks, copy_stream)
8 end while
9 cuStreamSynchronize (copy_stream)
10 end while
11: end function
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