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On the Efficacy of Surface Codes in Compensating
for Radiation Events in Superconducting Devices
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Abstract—Reliability is fundamental for developing large-scale
quantum computers. Since the benefit of technological advance-
ments to the qubit’s stability is saturating, algorithmic solutions,
such as quantum error correction (QEC) codes, are needed
to bridge the gap to reliable computation. Unfortunately, the
deployment of the first quantum computers has identified faults
induced by natural radiation as an additional threat to qubits
reliability. The high sensitivity of qubits to radiation hinders the
large-scale adoption of quantum computers, since the persistence
and area-of-effect of the fault can potentially undermine the
efficacy of the most advanced QEC.

In this paper, we investigate the resilience of various imple-
mentations of state-of-the-art QEC codes to radiation-induced
faults. We report data from over 400 million fault injections
and correlate hardware faults with the logical error observed
after decoding the code output, extrapolating physical-to-logical
error rates. We compare the code’s radiation-induced logical
error rate over the code distance, the number and role in
the QEC of physical qubits, the underlying quantum computer
topology, and particle energy spread in the chip. We show that,
by simply selecting and tuning properly the surface code, thus
without introducing any overhead, the probability of correcting
a radiation-induced fault is increased by up to 10%. Finally, we
provide indications and guidelines for the design of future QEC
codes to further increase their effectiveness against radiation-
induced events.

Index Terms—surface code, quantum error correction, quan-
tum reliability, quantum fault injection

I. INTRODUCTION

Ever since its theoretical inception, quantum computing
(QC) has promised unprecedented improvements in compu-
tation efficiency and time to solution for both computationally
hard and classically intractable problems [1]], [2]. Despite the
tremendous technological advancements in recent years, quan-
tum hardware designers are still facing issues in merging the
reliability and scalability aspects of quantum computers [3[|—
[6]l. Significant improvements are still necessary to fill the gap
between current Noisy Intermediate Scale Quantum (NISQ)
devices and large-scale fault-tolerant quantum machines.

There are various reliability challenges associated with
quantum computing, either intrinsic to the implementation
of quantum bits (qubits) or caused by the inevitable in-
teraction with the environment [7]], [8]]. Current advanced
qubit implementations grant a quantum state stability slowly
transitioning towards coherence times greater than 1.4 ms
[9]-[11]], and thanks to special gate composition and pulse
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scheduling techniques, quantum gate fidelity now ranges from
~ 85% to upwards of ~ 99% [12]]-[16].

Technological improvements, however, are reaching their
limits and any further upgrade is bound by design and de-
velopment costs [17]-[19]. Quantum circuit designers have
thus developed quantum error correction (QEC) strategies to
mitigate hardware faults in software. Various physical qubits
are intertwined in a surface code and their properties are then
combined to encode a single logical qubit. QEC approaches
have lowered the error rate of quantum devices [20]-[25] but
require high resource cost: multiple physical qubits are needed
to encode a single quantum logical qubit, with an overhead
going from 7x [26] to upwards of 49x [24], [25], [27].

Unfortunately, the deployment of the first quantum com-
puters has highlighted an incredibly high susceptibility of
superconducting qubits to radiation [28||-[36]. Any particle
interaction can alter the qubit(s) state, forcing them into a
decoherent state for long periods of time (up to 100s of sec-
onds) [37]]. The rate of occurrence of radiation events in qubits
has been measured to be every fens of seconds [36]], several
orders of magnitude greater than in CMOS transistors [38].
Crucially, while significant effort has been made to reduce the
radiation impact in classical computation, the transient error
detection/correction in quantum circuits is largely unexplored.

Given the advances in software QEC and the available
knowledge about radiation corruption in quantum chips, this
work aims to answer the following research questions:

¢ RQL1: Are state-of-the-art error correction codes, designed

for intrinsic noise, effective for radiation-induced events?

o RQ2: How can we tune and configure the surface code to

improve the chance of correcting also radiation strikes?

e« RQ3: Which are the main insights to design future

reliability solutions for radiation-induced corruptions?

To provide a realistic evaluation, we modelled the radiation-
induced fault following its theoretical definition and experi-
mental observation, considering both the fault’s temporal and
spatial distributions. We translate this model into a flexible and
easy-to-use quantum fault injection toolkit, which is part of our
contribution and will be disclosed as open-source code [39].

Our extensive analysis is based on over 400 million faults
injections and considers both the repetition and XXZZ surface
codes implemented in various fashions. We detail how physical
level faults spread up to the higher-abstraction logical layer



and correlate the code performance with the surface code
distance, the number of physical qubits affected, and the
architectural interconnection pattern of qubits. Overall, we
consider more than 12 different configurations.

We show that surface code performance degrades signif-
icantly in the presence of radiation-induced transient faults,
reaching logical error rates of up to 54% and that a single par-
ticle interaction that spreads to neighbour qubits has an effect
on the code output which is worse than corrupting half of the
available qubits. Our analysis highlights that, with a constant
number of physical qubits, the bit-flip repetition code is up to
10% more effective against radiation than XXZZ. Moreover,
by properly selecting the underlying hardware topology we
can improve the radiation fault correction by up to 7% in the
repetition code and 9% in the XXZZ code.

While several works have evaluated radiation’s effect in
quantum devices [28]-[36] and propose some physical im-
plementation improvements [36], [40]—[44], to the best of our
knowledge this is the first paper to target the effectiveness of
surface codes in correcting radiation-induced events.

The remainder of the paper is organised as follows. Sec-
tion [II sums up domain specific knowledge of quantum noise
modelling and surface code formalism, whilst Section [II|
describes the implementation of both the intrinsic noise and
radiation-induced fault models. In Section we define the
surface code classes that have been tested, to later present an
analysis of the collected data in Section [V] We conclude the
work by summarising the main results and digressing on the
future investigation paths in Section

II. BACKGROUND AND RELATED WORKS

In this Section we summarize the background and formalism
on quantum computing, reliability, and surface codes necessary
to follow along with the remainder of the paper.

A. Quantum Computing

Quantum computing encodes information in controllable
two-level quantum mechanical systems, generally referred
to as qubits. Amongst the physical systems employed for
implementing quantum computers, we find superconducting
qubits implemented with Josephson junctions, trapped ions,
neutral atoms, photonic devices and many more [18]. This
paper focuses on the superconducting qubit, as it is the most
adopted and promising technology currently available and the
only one for which the radiation impact has been extensively
characterized [28[]-[36].

Given their quantum nature, qubits exhibit special properties
that can be leveraged to gain a computational advantage over
classical algorithms, namely superposition and entanglement.
Superposition ties into the probabilistic nature of quantum
information, as a qubit can simultaneously exist in the two
basis states at once with a given probability amplitude.

U)=al0)+8(1), o®+p>=1 (1)

Entanglement describes the ability of two qubits to share a
non-classical correlation that acts on the information stored

in two or more qubits. This lets us infer information about
the state of multiple qubits by only measuring a subset of
them. Measuring a qubit inherently destroys the quantum
information it stores, projecting it to a classical bit.

Sequences of qubits, often referred to as quantum registers,
can be acted upon through the application of unitary operators,
or quantum gates. Algorithms described through this gate-
based formalism take the name of quantum circuits, as shown
in Figures [T] and 2] Given the probabilistic nature of qubits,
quantum computers’ results are expressed as probability distri-
butions of observed bit-strings over multiple (read: thousands)
of identical circuit executions.

Quantum computers have a specific hardware topology, i.e.,
possible inter-qubits connectivity. The process of transpilation
maps the logical circuit in the underlying topology, adapting
the logical connections with the available ones.

B. Decoherence, thermal noise and measurement errors

Each qubit implementation has intrinsic reliability issues.
Superconducting quantum computers, which are the focus
of our paper, to sustain the superconducting regime of the
Josephson junction, are to be operated at temperatures in
the mK regime, and need to be completely isolated from
the environment to correctly retain their quantum properties,
something that can hardly be reached due to engineering lim-
its [[7]. These requirements stand in stark contrast with device
operability, as interacting with it will necessarily introduce
unwanted noise. This gives rise to two main time metrics used
to describe noise in quantum computers: spin-lattice coherence
time (11) and spin-relaxation time (1) [45]. T1 rules the
time dependent exponentially decaying probability distribution
over which a qubit can retain quantum information before
collapsing to the ground state. T, defines the time dependent
exponential decay during which a qubit will transition from
a superposition state to a classical mixture of basis states.
These metrics are used to model the decoherence of a two-
level quantum system. Intrinsic noise also encompasses the
accuracy of the controllers that initialise and read the state of
qubits, with state preparation and measurement errors.

Pauli-based noise models are universally employed to sim-
ulate intrinsic noise properties of quantum computers through
unitary operators, since they have been validated to be suffi-
ciently accurate [46]. As detailed in Section this is the
model of intrinsic noise we adopt.

C. Radiation-induced faults

Particle impacts, which naturally occur as a byproduct of
cosmic ray decay, have been shown to induce faults in quantum
devices [30]-[37], [47]. These unavoidable stochastic natural
alter the state of qubit(s) by forcing them into decoherence
for long periods of time. The fault mechanism involves the
generation of electron-hole pairs in the silicon substrate of
the quantum chip, which in turn break cooper pairs in the
Josephson junction forming quasiparticles, that rapidly give
rise to long-lasting phonons, responsible for spreading the
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Fig. 1: Quantum circuit representation. The Distance-(3,3) XXZZ surface code.
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Fig. 2: Quantum circuit representation. The Distance-5 bit-
flip protected repetition code.

energy across the lattice of the quantum computer’s substrate
and interconnections [30]-[32].

The fault generation in qubits and the consequent impact
on the logic value are significantly different from classical
CMOS technology. A transistor state is momentarily reversed
if (and only if) the deposited charge is higher than a threshold
value (critical charge) that depends on the technology [48].
Most impinging particles (such as muons, gamma rays, or
low energy neutrons) do not deposit sufficient charge to
trigger the fault in a transistor [48]. In a qubit, even a
single Cooper pair break is sufficient to disturb the quantum
equilibrium, thus modifying the logic status [31]], [32]. Since
the energy required to break a Cooper pair is in the order
of milli-electronvolts (meV), even very light interactions are
sufficient to induce a fault [37]], exacerbating the probability of
observing a radiation-induced fault in quantum devices. Field
experiments performed by Google Al on a 25 qubits array
showed radiation-induced faults every tens of seconds [49].
The reported error rate is several orders of magnitude higher
than the one of modern CMOS technology. As a reference, the
whole Titan supercomputer (composed of 14,000 nodes) has
an error rate in the order of one error every few hours [50].

Radiation is known to corrupt various devices, in the
sense that one single impinging particle interacts with various
transistors or qubits. With the shrink of CMOS transistors
feature size, the probability of having multiple bit upsets is
increasing [48]], being over 10% in 28nm or newer technolo-
gies [51]], undermining Error Correcting Code (ECC) efficacy.
Because a significantly lower charge is sufficient to affect the
qubit and since the charge spread isotropically in the silicon
substrate from the particle impact, the probability of having
multiple qubits affected by a single particle is exacerbated. In
the experiment performed by Google Al each radiation strike
modified the state of the vast majority of the qubits [49].

The radiation impact is transient in nature, as the energy

absorbed by the (quantum) chip is gradually dissipated by re-
combination soon after the impact and by diffusion later [48]].
Unfortunately, while for CMOS devices the fault duration is in
the order of nanoseconds [48]], in qubits the observed effects
last from 25 ms to upwards of 100 seconds [37]. This time
scale is orders of magnitude greater than the execution time
of a single quantum circuit, making repetition ineffective.

A particle impact, then, induces a correlated stochastic event
that affects multiple neighbouring qubits and lasts for upwards
of seconds. We use these facts and the physical laws that
rule energy deposition and distribution in silicon to model the
radiation-induced transient fault detailed in Section

Up to now, most of the solutions proposed to tackle radiation
issues are relative to alternative qubit hardware implementa-
tions, by employing charge trapping wells and better isolating
the Josephson junctions [36], [40]—[42], to the usage on-chip
hardware solutions for simultaneous error correction that target
only frequent and small uncorrelated errors [43], [44], or to
employing deep underground facilities [52]. These solutions,
albeit promising, inevitably incur in an increase production
costs due to additional engineering and fabrication processes.
This may be bound to follow a similar trend to what happened
in the case of transistors, as it is preferable to find flexible
software solutions, rather than expensive hardware ones.

D. Surface codes

Quantum computers can be error-corrected, through the
usage of dedicated codes. The main caveat is that, due to
the no-cloning theorem [53|], one cannot copy an arbitrary
quantum state. As such, error correction in quantum systems is
not as straightforward as adapting classical correction codes to
quantum circuits. The idea is to use a portion of data qubits to
encode the information, and use a portion of observer qubits
to detect error syndromes. At the foundation of quantum error
correction (QEC) we find the stabiliser formalism. A stabiliser
is the combination of CNOT gates applied to some data qubits,
storing the information we wish to preserve, and observer
qubits, that give us information about an error syndrome in
a given basis. Commonly used syndrome bases are the Z-
basis for bit-flips and the X-basis for phase flips, although it
must be noted that the set of possible syndromes is infinite,
as it is possible to define an infinite number of arbitrary
unitary operators on a qubit. As such, the error correction



capabilities of surface codes are always going to be limited
by the expressiveness of the syndrome set chosen.
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By measuring and comparing observer qubits through a sta-
biliser measurement, it is possible to infer the presence of error
syndromes in the data qubits, and consequently applying the
reverse operators to undo the error [20]-[22].

Surface codes spread information over multiple physical
qubits, where data qubits share sentinel qubits following a
specific pattern. The first such implementation of a surface
code was presented on a bidimensional mesh with periodic
boundaries (i.e. a torus) [54]. The idea of this approach is to
spatially relate all of the stabiliser measurements that detect an
error over a decoding step. This is done by matching the error
syndromes closest to each other, forming loops that can be
shrunk down to a point and then applying the corresponding
syndrome correcting operators.

The technique generally employed in the literature to per-
form error syndrome decoding consists in using minimum
weight perfect matching (MWPM) algorithms [S5]-[59]. Other
approaches exist, such as ones based on tensor-networks [60],
belief propagation [[61]], union-find [|62], or machine learning
[63]]. However, given that MWPM offers the better trade-off
between high accuracy and low time-to-solution, testing other
decoders it outside of the scope of this article.

III. NOISE AND FAULT MODEL FORMALISATION

This Section describes how the previously introduced intrin-
sic and radiation noise have been modelled to perform efficient
and accurate simulations of the quantum computer’s behaviour.

A. Intrinsic noise model

A superconducting device’s ability to retain information
varies over time, and depends on the accuracy associated
with performing each quantum gate operation. As such, noise
models are necessary in order to accurately simulate the
behaviour of real quantum computers.

Following the common practices found in the literature, we
decided to use a depolarisation error model based on unitary
Pauli operators, adapted from [46]. The uncorrelated nature
of this noise model’s faults follows the definitions of intrinsic
noise provided in the literature [45], and surface codes are
built and optimised against this kind of depolarisation noise.
The model we use is parameterised over a physical error rate
p, and acts by appending an X, Y or Z operator after each gate
operation O with probability £, thus producing uncorrelated
errors in time and space:

Oy = EO )y with € = \/1—pT++/p/3 (X +Y + Z). (4)

When performing two-qubit gate operations, we append after
each of them an error gate obtained as the tensor product of
two independent £ noise operators: £ = E ® .

Such an error model is frequently used in literature to
benchmark the performance of surface codes, and is inherently
defined as one of the main examples of a nice error basis.
Given that surface codes have relatively low circuit depth, their
execution time is orders of magnitude lower than the charac-
teristic T1 and T2 times of modern superconducting quantum
computers [11]], [64]]. As such, the state coherence difference
between the first and last gate operation in the circuit can be
approximated as being constant without incurring a loss in
simulation fidelity.

B. Radiation-Induced fault model

As detailed in Section the impact of radiation breaks
the quantum equilibrium, causing a loss of coherence. To
model the impact of radiation in the logic state of a qubit, we
append a non-unitary reset operation to each quantum gate
acting on that qubit with probability p,,, with ¢ being the
qubit’s index. The energy deposited by the impinging particle,
and thus the probability of applying the reset operation on a
qubit, depend on the distance from the point of impact and
decays over time. As such, the fault event we model evolves
both in the spatial and temporal domains from the root impact
point, i.e. the qubit from which the fault spreads.

In the time domain, since the deposited charge in Silicon
recombines and diffuses [48|], the fault event evolves as a
decaying exponential [47]], [48], [65] that spikes at the root
impact point and wears off to zero as time goes on. In
Equation |5| we detail the temporal decay function T'(t) over
continuous time ¢ € [0, 1], that outputs the probability of
generating quasiparticles in the Silicon substrate:

T(t)=e ", ~ =10, te0,1] . )

The factor v = 10 defines the exponentially decaying
presence of quasiparticles in the Silicon substrate, following
the experimental rates highlighted in the literature [31]], [35],
[49]. The estimated time required to execute a shot of the
surface code on a real quantum computer ranges, on average,
from ~ 14 us to ~ 125 ps [36]], [66], [67]]. Transient radiation-
induced faults can last for upwards of 100 seconds [37]], [49].
Given this order of magnitude difference, we can approximate
the time evolution of 7'(¢) with a step function 7'(t), by
sampling the temporal decay 7'(t) over ns number of samples,
as shown in Figure [3] We selected n; = 10, meaning that the
function T'(t) has been sampled over 10 equidistant points in
time, granting a reasonable trade-off between accuracy and
performance. Increasing the number of samples comes at the
expense of computational overhead.

In the spatial domain, the deposited charge spreads from
the root impact point throughout the quantum chip, dimin-
ishing in intensity the further a qubit lies from the impact
point [32]. By following the qubit interconnections in the
quantum computer’s architecture, we devise an undirected
graph, called architecture graph. We consider a fixed weight on
each edge of n = 1. This behaviour approximates the electron
hole pair distributions induced by particle impacts in Silicon
over a normalised integer distance d [32]]. We then define a
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Fig. 3: Intensity of the radiation-induced fault according
to time. The temporal decay function 7'(¢) parameterised
over time and the approximated function 7'(t) over n, = 10
samples. The time axis is in arbitrary units.

spatial damping function S, parameterised by the minimum
distance between two qubits in the architecture graph:

n2

S(d) = CEESER n=1.
To parameterise the application of faults on a qubit, the root
injection probability sampled from 7' is thus multiplied by
the output of S. The product of the temporal and spatial
domain fault evolution functions is collectively defined as F',
the transient error decay function:

F(t,d) = T(t)S(d) .

(6)

(7

The fault probability p,,, obtained from sampling F'(¢,d), is
computed on a per-qubit basis and it is used to parameterise
the application of a reset operator after each gate applied to
that qubit. An example of the spatial evolution of the root
injection probability at time ¢ = 0 is presented in Figure [

IV. EXPLORATION OF DESIGN SPACE

For our anayslis we considered two of the most widely
employed surface codes: the repetition and the XXZZ surface
code. The library used to generate the parameterised correction
codes and decoding their output with the MWPM algorithm is
courtesy of the Qiskit Topological Codes project [[68]]. While
we present an extensive evaluation on two cornerstone codes,
the methodology we employ and the analysis we propose are
not tightened to a specific code or implementation and can be
easily adapted to future QEC codes, as they become available.

A. Repetition code

The quantum repetition code employs n data qubits to
encode the state of one single logical qubit, by repeating
information in what is called a GHZ state, and additional n
qubits to perform stabiliser measurements, necessary to extract
error syndromes. The overall distance of the code is defined
as d = (dz,dx), with either dz = 1 for phase-flip protection
codes and dx = 1 for bit-flip protection codes.

10) = [00)®™,  [1) — [11)®" (8)

This code can either offer protection from bit-flips or phase-
flips, according to the basis chosen for the GHZ state: by using
the Z-basis, we have bit-flip protection, whilst by choosing
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Fig. 4: Intensity of the radiation-induced fault according
to distance. The spatial decay function S(d) parameterised by
the distance from the root impact point at coordinate (0,0),
with a peak of 100%. Both distance axes are in arbitrary units.

the X-basis we have phase-flip protection. The repetition code
can detect only the corresponding encoding basis error on
up to |[(n —1)/2] qubits, so long as those error events are
uncorrelated (ndr, radiation events are correlated). The total
number of qubits required to encode a repetition code is
Qrep = 21, wWith n = max(dz, dx ) being odd, and either d or
dx being equal to 1. This code is one of the few that have been
extensively tested on superconducting quantum computers
[35[I, [36], [69]. As an example, the circuit structure for
the distance-(5, 1) quantum circuit bit-flip protected repetition
code, which uses 10 qubits, is shown in Figure @ The circuit
pattern contains a first stabilisation component, represented
by the chain of nearest neighbour CNOTs controlled by the
data qubits and targeting the stabilisation qubits, followed
by a round of syndrome measurements. At the centre of the
quantum circuit, in green, we find the replicated application
of a logical operation (an X gate) to all the logical qubits,
followed by a second round of syndrome measurement. The
code raw output is extracted by applying an ancilla readout.

B. XX77 code

The XXZZ surface code is a rotated surface code generated
by XXZZ and ZZXX Pauli strings, clockwise associated with
the vertices of each face in a two-dimensional mesh, with
one qubit in each vertex. It is virtually identical to the XZZX
code, only varying in terms of Pauli strings generators for the
stabiliser plaquettes [70]. It is an adaptation of the toric code
with non-periodic boundaries [54]. The mesh is defined over
two odd integers dz and dx, one for the Z-error stabilisers (i.e.
bit flips) and one for the X-error stabilisers (i.e. phase flip).
The overall distance of the code is defined as d = (dz,dx),
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Fig. 5: Logical error landscape. The two plots show the combined impact of intrinsic device noise and radiation-induced
faults. On the bottom right axis we see the time evolution of the radiation fault parameterised by the root injection probability
(100% at time of impact), whilst on the bottom left axis we see the physical error rate, i.e., the intrinsic noise model.

with the total number of qubits required to encode these
circuits being gxxzz = 2dzdx. This code has been tested
on superconducting quantum computers, letting researchers
achieve logical error rates lower than those of the physical
qubits they are encoded with [67]], [71]. As an example of
the code’s structure, specifically for the distance-(3,3) XXZZ
surface code, is shown in Figure [} A total of n = dzdx

(dzdx)=1 df;)*l J qubits

qubits are used to encode the data, m =
are used for measuring Z-basis errors, m qubits are used to
detect X-basis errors and one final ancilla qubit is used to

perform the raw code readout.

C. Simulation parameters

To provide realistic injection data, we model the quan-
tum computer’s intrinsic noise as a depolarising channel,
as detailed in Section This intrinsic noise model is
parameterised with probability p = 1% , unless otherwise
noted. In absence of radiation-induced events all the tested
configurations do not present output errors.

The approximated temporal damping function 7'() has been
sampled over ng = 10 equidistant points in time.

All simulations refer to a 5 x 6 bidimensional lattice as
the architecture graph, except for the architectural analysis in
Section

For both of the analysed surface code classes, we initialise
each data qubit to |0) and encode a logical X-gate operation.
The surface code’s circuit is repeated over multiple execution
shots, over a simulated radiation event that lasts for 100
ms. The expected logical output post-decoding of the surface
code is a logical |1) state, as detailed in the example circuit
diagrams shown in Figures 2]and [T} Measurements are decoded
through the MWPM algorithm and a logical error is detected

whenever the output of the decoder is a logical |0) state. The
logical error rate is computed as the number of shots that are
decoded as a |0) state divided by the total number of shots.

V. RESULTS

We performed a total of four different analyses over two
quantum error-correcting code classes. When referring to
injection data, we consider the whole time and space evolution
of a given fault, unless otherwise noted.

A. Noise vs. radiation-induced faults analysis

Surface codes, in their various implementations, have been
designed to correct intrinsic noise. With this first analysis,
to answer the research question whether surface codes are
effective in correcting radiation-induced faults, we evaluate:
(1) how intrinsic noise and radiation-induced faults interoper-
ate and (2) if the two events show interference patterns that
influence the output logical error of the surface code. To do
this, we correlate the logical error rate of surface codes with
respect to radiation-induced transient faults and the intrinsic
noise model of a quantum computer. We report data on the
distance-(5,1) repetition code and the distance-(3,3) XXZZ
code. Both surface codes are transpiled over a square lattice
architectural layout. Specifically, the repetition code lattice was
of size 5 x 2, whilst the one for the XXZZ code was 5 x 4. Data
from simulations with alternative parameters have unveiled a
similar behaviour, and will not be further commented on. The
root injection point has been deterministically chosen to be
the qubit with index two for reproducibility reasons. A further
analysis on the choice of the injection point is discussed in
Section

In Figure [5} we plot the post-decoding logical error as a
3D plot. One ground axis represents the injection probability,
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i.e. the radiation-induced fault time evolution, which has a
one-to-one mapping with time as seen in Section [[II-B} at
the time of strike, the probability to modify the qubit state is
100%, exponentially diminishing as time passes. The second
ground axis represents the noise threshold p of the intrinsic
noise model introduced in Section [[II-Al We test the intrinsic
noise model over a range of values for p, the physical error
rate, going from 1078 up to 10~'. The higher extreme for the
physical error rate has been selected to highlight the effects
of intrinsic noise on a scale similar to that of the transient
error, whilst the lower extreme of 1078 is the target error
rate required to reach fault tolerance in quantum computers.
A physical error rate on the order of 10~2 well approximates
the noise behaviour of current quantum devices [35]. We also
consider the full range of the time evolution of the transient
fault, represented as the root injection probability at a given
point in time. We then interpolate the post-decoding logical
error of the surface code at each coordinate.

As shown in Figure [3] at the particle strike, when the root
injection probability is close to 100%, the considered error
correction codes show an average logical error rate 27% and
50%, respectively. In the case of the repetition-(5,1) code,
the highest value for the logical error rate of 48% is reached
when maximising both the intrinsic noise model’s error rate,
at 1071, and the root injection probability on the repetition
qubit, at 10° (100%). Similarly, the XXZZ-(3,3) code peaks
at 54% under the same conditions. Both surface codes achieve
a logical error rate lower than the physical error rate only
when the latter is smaller than 10~% [35]. This matches the
surface code performance metrics presented in surface code
simulation works [59]]. Crucially, when reducing the physical
error rate of the simulation to a regime which is unreachable
for current quantum computers, such as 108, we still see
the detrimental effects of the radiation-induced fault, as the
logical error reaches 24% for the repetition-(5,5) code and
52% for the XXZZ-distance(3,3) code. This gives us a clear
insight: regardless of the gate level accuracy of current or
future quantum computers, radiation-induced faults will still
catastrophically corrupt the outputs of error correction codes.

As such, reaching extremely low qubit error rates will not be
sufficient to counteract radiation-induced fault events.

Observation I

Particle impacts undermine surface code performances
regardless of intrinsic qubit physical error rate.

The interaction of intrinsic noise and radiation-induced
faults only show constructive interference, amplifying the
overall error rate of the quantum computer, as we notice no
sudden pits on the surface. This lets us infer that no recorded
injection event has positively altered the output of the surface
code. As such, the intrinsic noise model has proven to act as
a lower limit to the accuracy of the surface code.

Observation 11

Radiation-induced faults do not cause positive alterations
of the surface code’s output by reversing the effects of
intrinsic noise, but rather amplify the logical error.

B. Code Distance analysis

The repetition and XXZZ code classes are parameterised by
distance, which is represented by the tuple (dz,dx). dz rep-
resents the number of qubits devoted to correct bit-flip errors,
while dx represents the same statistic for phase-flip errors.
There are two research questions we aim to answer: (1) Does
a larger surface code provide better protection from radiation-
induced faults? (2) Does using both bit-flip and phase-flip
protection in the XXZZ code improve the performance over
the exclusively bit-flip protected repetition code?

To answer the two research questions, we correlate the code
distance with the logical error over the two considered surface
code classes. For each surface code distance, we considered
one corrupted qubit, highlighting the fault’s magnitude at time
of impact (¢t = 0). We furthermore removed the fault’s spatial
expansion to neighbouring qubits, whose impact is analysed
in detail in Section [V-C| This has been done in order to
highlight the moment of maximal criticality of the non-unitary
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reset error, which occurs at the beginning of the event. Each
code followed the interconnection constraints of a lattice of
size 5 x 6, scaled down according to the qubit requirements
of each code class and distance. We selected a subset of
connected subgraphs in the lattice, then treated each subgraph
as a hypernode inside of which each qubit would undergo the
same fault event. The results have then been grouped by the
size of the subgraphs, extrapolating the median error across
all subset sizes.

In Figure [6] we plot the post-decoding logical error on the
x-axis, and the surface code distance on the y-axis. The bit-
flip repetition code class boasts a logical error rate of ~ 8%
at distance-(3,1). For higher distance versions of the code,
the logical error steadily increases, reaching a peak of 20.5%
in the distance-(13,1) repetition code. A slight logical error
difference is observed in the distance-(15,1) repetition code,
with a logical error of 19.5%, which is to be attributed to
statistical noise.

The XXZZ code boasts both bit-flip and phase-flip error
correction capabilities, as detailed in Section In the
distance-(1,3) case, we see a logical error rate of ~ 12%,
while in the distance-(3,1) case an error rate of ~ 7.5% is
registered instead. When considering the distance-(3,3) case,
the logical error reaches about ~ 21%. In the distance-(3,5)
and distance-(5,3) codes, we see a similar behaviour as for the
distance-(1,3) and the distance-(3,1) codes, only with higher
logical error rates, of ~ 29.5% and ~ 26%.

Observation II1

Larger surface codes are more sensitive to radiation-
induced faults, reaching larger logical error rates in the
presence of the same fault intensity.

This is especially highlighted in the bit-flip repetition code
plot in Figure [6] as given a single non-unitary and non-
spreading erasure error, the code will generally perform worse.
This goes in contrast with the fact that under sufficiently low
intrinsic noise thresholds, larger surface codes would imply
lower error rates.

For like-sized surface codes, bit-flip protection stabilisers
are up to 10% more effective at dealing with radiation-induced
errors when compared to phase-flip protection stabilisers.

Observation IV

bit-flip protection in surface codes is more efficient at
dealing with radiation-induced faults.

This is noticeable in the XXZZ code plot of Figure [6] as
the distance-(3,1) code and the distance-(5,3) code outperform
their respective distance-(1,3) and distance-(3,5) counterparts.
This checks out as the erasure error introduced when mod-
elling qubit corruption is a Z-basis transformation.

C. Spreading fault vs. erasure fault

Particle strike events can hinder multiple qubits at once,
spreading throughout the quantum chip as radiation-induced
faults, a behaviour starkingly different from that of events
characterising intrinsic noise. In this analysis we answer
these questions: (1) How many simultaneous reset operations
are needed to approximate the effects of a single spreading
radiation-induced fault? (2) What is the impact of a spreading
radiation-induced fault when compared to a fault that does not
evolve over the spatial domain?

To answer these questions, we select the connected sub-
graphs over a 5 x 6 lattice architectural graph, then inject all
qubits in the subgroup with the same reset event, extracting
the median error across all subset sizes, comparing it to the
horizontal line of the radiation-induced logical error. We high-
light the surface code performance at time ¢t = 0, as it is the
most critical moment in the evolution of the radiation-induced
fault. On this configurations, we consider the reset errors to
impact only the root injection points, leaving neighbouring
qubits unaffected.

In Figure [/} we plot the post-decoding logical error for the
distance-(15,1) repetition code and the distance-(3,3) XXZZ
code only, as emblematic cases. The repetition code, when
only one qubit is reset, shows a logical error rate of ~ 17%,
an absolute difference of ~ 17% with respect to the radiation-
induced fault. Increasing the number of qubits being reset
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monotonically increases the logical error rate for the correlated
case, reaching a value of ~ 25% when 15 qubits are erased.
As soon as more than half of the total number of qubits in
the circuit are reset, which in the case of the distance-(15,1)
repetition code is 15 qubits, the logical error rate reaches
~ 80%, a value larger than the radiation-induced logical error
rate of ~ 34%.

The XXZZ code, when a single qubit is reset, shows a
logical error rate of ~ 21%, which is almost one third of
the logical error rate obtained with a radiation-induced fault.
As the number of erasure errors increases, the logical error
rate worsens, and once ten qubits are corrupted, the logical
error rate reaches ~ 36%. Performance degrades again once
at least 15 qubits are corrupted, reaching an error rate of
~ 80%, a logical error rate that exceeds the one of a single-
qubit radiation-induced fault.

A single radiation-induced fault, despite a rapid damping in
intensity as distance grows (shown in Figure [), has shown
significantly more detrimental effects than multiple erasure
faults. This further highlights the danger of radiation-induced
faults.

Observation V

A single spatially correlated radiation-induced fault is
more detrimental than multiple uncorrelated erasure
events.

Our analysis highlights that limiting the spatial spread of
radiation-induced faults is crucial to guarantee the perfor-
mance of surface codes. Hardware solutions that promise to
prevent radiation events from spreading over the substrate
[40]-[42], [47], can then improve the performance of surface
codes. Given that qubit isolation solutions will have a signif-
icant impact on the production cost of quantum computers,
it is fundamental to be able to test and validate their effect
beforehand. While completely removing the spatial spread of

transient errors through complete isolation of each qubit on the
substrate is an unreachable task, these techniques may prove
to have a positive impact on the error correction capabilities of
surface codes. However, rarer events, that can independently
corrupt multiple physical qubits at the same time, will still
pose a threat to quantum reliability.

Observation VI

Limiting the spatial spread of the radiation-induced errors
significantly improves the error correction capabilities of
surface codes, increasing the threshold for the number of
concurrent erasure errors that they can withstand.

D. Hardware architecture analysis

Quantum circuits need to be transpiled following the ar-
chitecture constraints of a quantum computer to be executed.
We ask ourselves: (1) Does the choice of the architectural
connectivity graph impact the logical error rate? (2) Are
specific qubits in the surface code more critical than others?
To answer these questions, we transpile the surface codes to
various architectural connectivity graphs, injecting a single
radiation-induced fault on each possible root injection point,
and following its evolution over the temporal and spatial
domain. The transpilation process has been done with the
default optimisation factor and without forcing the qubit
positioning in the initial or final layouts. The architecture
graphs we tested include a 5 x 6 mesh, a linear graph and a few
of the hardware connectivity patterns publicly available from
the Qiskit library [72]. These latter graphs have been filtered
according to the number of qubits required to represent the
surface code and communication constraints. We consider a
one-to-one mapping between the architectural graph and each
qubit’s physical position on the quantum chip, and a constant
weight of one on each edge.

We plot the results over each architectural graph. The hue of
each node represents the median logical error over the fault’s



duration obtained from a particle impact in that qubit. The
shape of the node represents the qubit’s function in the surface
code: data qubit nodes are enclosed by a circle, stabiliser qubit
nodes are enclosed by a square and the ancilla qubit nodes
are enclosed by a pentagon. We show results for the distance-
(11,1) repetition code and the distance-(3,3) XXZZ code.

The repetition code, due to its 22 qubit size constraint, has
been tested on these architecture graphs: linear, mesh (5 x
6), Brooklyn, Cairo and Cambridge. The linear architecture
boasts the lowest median logical error range. It ranges from
~ 15% when injecting either the ancilla qubit or the lower
indexed data and stabiliser qubits, to ~ 17% for the injections
on higher indexed qubits. The mesh architecture highlights a
similar correlation, as the ancilla and the lower indexed data
and stabilisation qubits show slightly larger median errors of
~ 17% than their higher indexed counterparts (~ 16%). This
correlation is true, albeit for slightly different error ranges,
across all the other architecture graphs. The Cairo architecture
has the worst performance, reaching 23% error at its peak,
and lower thresholds of ~ 21.5%. The Brooklyn architecture
shows a relatively stable median logical error rate of ~ 19%,
while the Cambridge architecture’s median logical error ranges
from ~ 17% to ~ 19%. The linear and mesh architectures
boast the lowest error rates since they better support the nearest
neighbour interactions of the repetition code, which requires
that stabiliser qubits are placed on nodes with degree > 2.

The XXZZ code, given the smaller size requirement of 18
qubits, has been tested on the following architecture graphs:
complete, linear, mesh (5x4), Almaden, Brooklyn, Cambridge
and Johannesburg. In this case, the mesh architecture sports the
lowest median logical error, with a peak at ~ 24.5%, and the
lowest logical error at ~ 22%. The Johannesburg and Almaden
architectures show higher error rates, ranging from ~ 23% to
~ 26%. The Cambridge architecture has a higher logical error
variation, which peaks on lower indexed qubits at ~ 27%,
whilst the Brooklyn architecture performs worse, at upwards
of ~ 28% logical error rates and little variation with respect
to the position of the corrupted qubit. The linear architecture
has a significantly worse performance when compared with
the others. This is due to the fact that the XXZZ code, being
a rotated code, requires that the stabiliser qubits are placed on
nodes with degree > 4, while the linear architecture has an
average node degree < 2, thus introducing a large overhead
in SWAP operations.

This analysis unveiled a correlation between the index
of the qubit in the surface code, and the median logical
error rate registered when that qubit acts as the locus of a
transient fault event. This matches the flow of information
across qubits during the execution of the surface code’s circuit.
Such behaviour can be explained by looking at the Directed
Acyclic Graph (DAG) representation of the circuits analysed,
which highlights the sequential dependence across multiple
gate operations, as qubits get linked together by successive
CNOT and SWAP gates. When a single particle hits a qubit
and spreads over the code, it will affect also the descendants in
the DAG. The lower error rate in higher indexed qubits is then

just a matter of ordering convention in the temporal sequence
of quantum gates applied.

Observation VII

Radiation-induced transient errors have a stronger impact
on qubits that are used earlier in the sequence of gates in
a quantum circuit.

No circuit rewriting or reordering technique, such as the
ones performed by a transpiler, can avoid this effect. This is
because the sequential dependence across gate operations in
the analysed surface codes is intrinsic to their formalism.

Moreover, the choice of a quantum computer architecture
significantly impacts the performance of surface codes ac-
cording to their connectivity requirements, that is the average
qubit degree required to represent the quantum circuit. While
the repetition code works exceptionally well when transpiled
on a linear architecture, the XXZZ code suffers from a large
overhead of SWAP operations, thus increasing the number of
gate operations and the chance for a radiation-induced fault to
propagate.

Observation VIII

If the architecture graph of a quantum computer is suffi-
ciently connected, there will be less communication over-
head, preventing radiation-induced faults from spreading.

VI. CONCLUSIONS AND FUTURE WORKS

In this paper, we have presented an analysis of the impact
of radiation-induced faults on the efficacy of two classes
of QEC codes, namely the repetition and XXZZ codes. We
answer three main research questions and found that (RQI1)
QEC surface codes cannot withstand the faults introduced by
radiation. The extrapolated post-QEC logical error peaks we
have observed reach 24% and 54%. (RQ2) We can indeed
tune the QEC code to improve the reliability to radiation
strikes. Our analysis shows that, given an equivalent number
of physical qubits, the bit-flip correction codes are up to
10% more effective against radiation than bit-phase correction
codes. Moreover, choosing properly the underlying hardware
topology can further increase the radiation fault correction ca-
pability from 7% to upwards of 10%. These improvements do
not introduce any additional overhead to the QEC. (RQ3) We
found that, to increase a surface code’s resistance to radiation
faults, bit-flip protection should be prioritised. Moreover, qubit
charge wells are a promising solution to reduce the impact of
transient faults, by preventing their spread. These insights can
guide the design of future QEC codes able to cope also with
radiation-induced errors.

Future research directions include the usage of the presented
post-QEC logical error rates to perform post-QEC logical layer
fault injection. We intend to propagate the logical fault induced
by radiation in the coded qubit status in quantum circuits. The
aim is to identify the critical logical shifts for a given circuit
to further better tune the QEC correction capabilities.
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