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Abstract—Deep generative models have demonstrated im-
pressive performance in various computer vision applications,
including image synthesis, video generation, and medical analysis.
Despite their significant advancements, these models may be used
for malicious purposes, such as misinformation, deception, and
copyright violation. In this paper, we provide a systematic and
timely review of research efforts on defenses against AI-generated
visual media, covering detection, disruption, and authentication.
We review existing methods and summarize the mainstream
defense-related tasks within a unified passive and proactive
framework. Moreover, we survey the derivative tasks concerning
the trustworthiness of defenses, such as their robustness and
fairness. For each task, we formulate its general pipeline and
propose a taxonomy based on methodological strategies that are
uniformly applicable to the primary subtasks. Additionally, we
summarize the commonly used evaluation datasets, criteria, and
metrics. Finally, by analyzing the reviewed studies, we provide
insights into current research challenges and suggest possible
directions for future research.

Index Terms—Visual Media Forensics, Detection, Disruption,
Authentication, Deepfake, Diffusion Models, GANs.

I. INTRODUCTION

THE authenticity of digital vision media has become
increasingly challenging due to advancements in deep

generative models, given their remarkable capabilities in image
and video synthesis and editing. These deep generative models
primarily include variational autoencoders (VAEs) [1], [2],
generative adversarial networks (GANs) [3], flow models [4],
autoregressive models [5], and diffusion models (DMs) [6]–
[8]. Initially, constrained by their limited generative ability
to generate diverse content [9], [10], most generative models
focused on single-class generation. This leads to the develop-
ment of a manipulation technique known as Deepfake [11]–
[14], which particularly generates visual content containing
human faces. More recently, impressive advancements, partic-
ularly in DMs, have enabled the generation of visual media
depicting complex objects and scenes with high fidelity and
diversity [15]–[17]. These breakthroughs have been applied
to various computer vision tasks, including image and video
generation [17], [18], image super-resolution [19], [20], and
anomaly detection [21], [22].
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While generative content offers positive impacts, it also
poses risks of technology abuse [23], such as misinforma-
tion [24], deception [25], and copyright violations [26], raising
ethical concerns to society [25], [27]–[29]. Additionally, the
proliferation of generative media on the Internet leads to data
contamination [30], [31], posing new challenges for the re-
search community. Consequently, ensuring media authenticity
and identity traceability is crucial to mitigate the potential
misuse, prompting numerous explorations.

One popular way to mitigate the threat of generative
media is to (passively) detect the authenticity of a given
visual media. Early approaches primarily aimed at identify-
ing Deepfake [32]–[36] and GAN-generated [37]–[40] me-
dia, commonly relying on hand-crafted artifact features for
detection [32], [33], [35]–[38]. However, due to the lack of
acknowledged benchmarking datasets, these methods were
difficult to compare directly. Since 2019, various large-scale
datasets have been gradually proposed [41]–[44], offering
larger scale, better manipulation quality, and greater diversity.
Accordingly, hand-crafted artifact features have been circum-
vented, and deep learning-based discriminative representations
have been exploited [44]–[46]. During this development, most
detection approaches have achieved superior in-domain but
relatively poor cross-domain detection performance. This has
led to the generalization ability becoming a significant eval-
uation criterion for detection. Particularly, with the advances
in generative models, detection methods now require to gen-
eralize to a broader range of generative media types. Except
for generalizability, detection robustness has become another
critical evaluation criterion, given that media encountered in
real-world social networks often suffer from lossy quality.
Throughout these developments, fine-grained detection tasks
(e.g., forgery localization, forgery attribution) and trustwor-
thiness of detection have also been explored, collaboratively
contributing to the advancement of detection technologies.

Another effective way to prevent the malicious use of
generative media is to (proactively) modify the generative
media before they are released. On the one hand, one can
directly disrupt the potentially generated outputs by adversar-
ially perturbing the inputs to generative models [47], [48],
thereby preventing their generation and potential misuse. On
the other hand, digital watermarks can be injected into the
inputs, generative models, and generative media to embed
identification information or highlight forgery traces for fur-
ther media verification [49], [50]. This provides traceability
of generative media and mitigates misuse. Additionally, the
trustworthiness of proactive defense is also explored [51], [52].
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TABLE I
COMPARISONS BETWEEN EXISTING RELATED SURVEYS AND OURS. OURS DISCUSSES THE DISRUPTION AND AUTHENTICATION TASKS IN ADDITION TO

THE DETECTION. OURS ALSO COVERS A MORE COMPLETE REVIEW OF DATA DOMAINS AND EVALUATION METHODOLOGY.

Surveys Year Detection Disruption Authentication Method Taxonomy Evaluation Methodology
Subtask Trust Subtask Trust Subtask Trust Perspective Uniform Methods Datasets Criteria Metrics

Tolosana et al. [53] 2020 1 – – – – – – – ✓ ✓ – ✓
Misky et al. [54] 2021 1 1 – – – – 1 – ✓ – – –
Xu et al. [56] 2022 2 1 – – – – 1 – ✓ ✓ – ✓
Seow et al. [57] 2022 1 – – – – – 1 – ✓ ✓ – ✓
Cardenuto et al. [59] 2023 1 1 – – – – 1 – ✓ – – –
Chen et al. [63] 2023 – – 1 – 1 – 1 – ✓ – – –
Wang et al. [62] 2023 2 – 2 – 1 – 1 – ✓ – – –
Lin et al. [60] 2024 3 1 – – – – 1 – ✓ – – –
Tariang et al. [61] 2024 2 – – – – – 1 – ✓ ✓ ✓ –
Ours 2024 4 3 2 1 3 1 2 ✓ ✓ ✓ ✓ ✓
* Detection subtasks include forgery detection, passive forgery localization, forgery attribution, and sequential manipulation prediction.

Trustworthiness of detection includes robustness and fairness.
* Disruption subtasks include distorting disruption and nullifying disruption. Trustworthiness of disruption includes robustness.
* Authentication subtasks include copyright protection, forgery authentication, and proactive forgery localization. Trustworthiness of

authentication includes robustness.
* The method taxonomy perspective indicates the number of methodological strategies on which the taxonomy based. Uniform method

taxonomy indicates it is uniformly applicable for all subtasks.

With the growing interest in the passive and proactive
defenses against AI-generated visual media, several existing
surveys [53]–[62] aim to analyze and categorize existing
works. Nevertheless, these surveys have several limitations that
prevent them from providing systematic and comprehensive
summaries. First, they either lack coverage of proactive de-
fense tasks [53]–[63], such as authentication and disruption, or
consider a limited set of detection subtasks [62], [63]. Second,
for each defense task, they lack a multidimensional taxonomy
uniformly applicable to all defense subtasks. For instance,
while Lin et al. [60] and Xu et al. [56] propose a taxonomy on
detection, their taxonomy is only based on a single perspective
and does not apply to detection subtasks. Third, they do not
discuss the trustworthiness and evaluation methodologies of
various defenses from a systematic perspective. Specifically,
although Xu et al. [56] and Lin et al. [60] have discussed the
evasion of detection, they lack a comprehensive discussion
of trustworthiness concerns. Detailed comparisons between
existing surveys and ours are summarized in Table I.

This paper aims to address these limitations by providing
a systematic and comprehensive review of the up-to-date
literature. Our main contributions are summarized as follows:

• We provide the first systematic and comprehensive review
of various defenses against diverse AI-generated media in
computer vision. It covers both passive and proactive de-
fenses (i.e., detection, disruption, authentication) and their
trustworthiness, within a unified framework following the
generation pipeline.

• For each defense task, we construct a common method-
ological pipeline to illustrate its involved subtasks and
trustworthiness. Moreover, we develop a novel taxonomy
for each defense task based on methodological strategies
and categorize the reviewed methods.

• We provide an overview of common evaluation methodol-
ogy for detection, disruption, and authentication, includ-
ing datasets, criteria, and metrics.

• We summarize the ongoing challenges in current research
and present our outlook on potential areas and directions
for future research.

The remainder of this paper is organized as follows:
Section II provides a brief background on defenses against
AI-generated visual media, including the targeted genera-
tion techniques and definition/formulation of involved defense
tasks; Section III summarizes detection and its trustworthiness;
Section IV summarizes disruption and its trustworthiness;
Section V summarizes authentication and its trustworthiness;
Section VI reviews the evaluation methodology, covering
datasets, criteria, and metrics; Section VII discusses the rec-
ommendations for future work; and Section VIII concludes
with a discussion.

II. BACKGROUND

This section presents background on defenses against AI-
generated visual media. We first briefly introduce the genera-
tion techniques that most defense approaches against. Then we
define and formulate detection, disruption, authentication, and
their trustworthiness within a passive and proactive unified
framework following the common generation pipeline, as
shown in Fig. 1.

A. Generation of AI-generated Visual Media

Deep generative models aim to capture the probability
distribution of given data and generate new, similar samples.
These models include variational autoencoders (VAEs) [1], [2],
generative adversarial networks (GANs) [3], flow models [4],
autoregressive models [5], and diffusion models (DMs) [6]–
[8].

Early applications of VAEs [13], [64] and GANs [65], [66]
families mainly focus on single-class generation [67], partic-
ularly face content manipulation, leading to the prevalence of
deepfake. Specifically, most deepfake defense methods target
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Fig. 1. Framework of proactive and passive defenses against AI-generated
visual media, which consists of three defense strategies: disruption, authenti-
cation, and detection. Within each task, we review related mainstream subtasks
and also discuss the trustworthiness of defenses.

fake face content generated by four main deepfake genera-
tion techniques: entire face synthesis, attribute manipulation,
identity swap, and expression swap. With the rise and maturity
of various deep generative models, universal generative visual
media with complex scenes can be synthesized and edited with
high quality and diversity [19], [68]. Deep generative models
such as GANs, flow models, autoregressive models, and DMs
can generate such visual media. Consequently, early defense
methods mostly focus on deepfake content [44], [69], [70]
and recent methods required to deal with universal generative
contents [67], [71].

In this paper, we model a general generation pipeline
that most defense methods target, as shown in Fig. 1. This
pipeline includes an optional encoding process performed by
encoders E to encode inputs and conditions into embeddings
in the latent space, a generation process achieved by specific
generators G, such as VAEs, GANs, and DMs, an optional
decoding process implemented by decoders D to decode the
generative embeddings into generative media.

B. Definition and Formulation

Preventing the misuse of AI-generated visual media can be
achieved by proactive and passive defenses through detection,
disruption, and authentication, as shown in Fig. 1. Detection
is a passive defense strategy that identifies forgeries after the
generated media are released, while disruption and authen-
tication are proactive defense strategies that either disrupt or
watermark generated media before they are released. The liter-
ature distribution of these defenses, their involved mainstream
subtasks, and their trustworthiness are illustrated in Fig. 2.

1) Detection: Detection identifies whether a visual media is
generated by generative models, i.e., forgery detection, alter-
natively along with fine-grained forgery detection if the media
is fake (e.g., passive forgery localization, forgery attribution,
sequential manipulation prediction). Forgery detection is a
coarse-grained binary classification task that predicts media-
level fakeness score using the detection head HD. Fine-grained
forgery detection predicts detailed forgery information with
different detection heads.

Beyond detection, the mostly focused detection trustworthi-
ness issues include detection robustness and detection fairness.

Detection

Disruption

Authentication
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Disruption: 14.0% Authentication: 16.0%

Forgery Detection

Fine-grained Forgery 
 Detection

Trustworthiness of 
 Detection

Distorting Disruption
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Trustworthiness of 
 Authentication: 4.0%

Fig. 2. Literature distribution of three defenses, their involved subtasks, and
their trustworthiness: disruption (23 papers), authentication (26 papers), and
detection (115 papers).

2) Disruption: Disruption disrupts the generation process
by guiding the generative models to generate perceptually ab-
normal media. This is achieved by adding small perturbations
η to the inputs and conditions of generative models, resulting
in adversarial inputs Iadv and conditions Cadv . Then the
generative media Oadv = G(Iadv, Cadv) would be perceived
as distorted or nullified by human eyes HE .

Beyond disruption, its trustworthiness of robustness is
threatened by adversarial purification, eliminating disrupted
perturbations and leading to ineffective disruption.

3) Authentication: Authentication involves injecting water-
marks into AI-generated visual media before they are released,
followed by decoders and detectors to verify the watermarks
for specific purposes, such as copyright protection, forgery
authentication, and forgery localization. Specifically, a water-
mark w can be embedded before, during, or after generation to
obtain a watermarked generative media Ow. When performing
verification, a decoder DW decodes the estimated watermark
ŵ from Ow, denoted as ŵ = DW (Ow). Then based on w and
ŵ, different authentication subtasks can be performed with
various detection heads.

Beyond authentication, the trustworthiness issue of robust-
ness is focused, as watermarks are vulnerable to attacks to
evade authentication.

III. DETECTION

Detection includes subtasks of forgery detection and fine-
grained forgery detection. In this section, we first introduce the
taxonomy of detection methods, then we overview methods in
each subtask based on the proposed taxonomy. Finally, we
review the trustworthiness of detection. The structure of this
section is shown in Fig. 3 and we summarize an overview of
detection subtasks and their trustworthiness in Fig. 4.

A. Taxonomy of Detection

Detection methods identify various generative artifacts
based on discriminative features learned by different repre-
sentation learning strategies. Therefore, we divide the existing
detection methods from two perspectives: detected generative
artifacts and adopted discriminative representation learning
strategies.
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Fig. 3. Structure of our paper on detection.

1) Generative Artifacts: Based on the modality of explored
generative artifacts, generation artifacts can be divided into
image-level and video-level artifacts, along with subdivided
specific artifacts that can be explored exclusively or jointly
for detection.

a) Image-level Generative Artifacts: Image-level arti-
facts are static forgery traces contained in a generative image
or a frame image extracted from generative videos. This
section summarizes the most commonly detected image-level
generative artifacts.

• Physical Characteristics-based Artifacts. Physical charac-
teristics, such as facial features, fingerprints, and iris, are
commonly used in biometrics to identify individuals [72].
Generated media contain anomalous artifacts due to the
difficulty of generating natural physical characteristics.

• Generation Pipeline-based Artifacts. Deep generative
models and generation processes often share common
operations, such as the image blending operation in iden-
tity swap deepfake generation [45], [46] and up-sampling,
convolution, and batch normalization operations generally
employed in generative models [73]–[75]. These common
operations usually leave artifacts that generalize across
multiple types of synthesized data.

• Semantic Artifacts. Universal generative media contains
complex semantic contents, which can introduce anoma-
lous semantic artifacts [76], [77] that can be used for
detection.

• Spatial Artifacts. Multi-scale spatial artifacts generally
exist in generative images, from low-level features (e.g.,
corners, edges, and textures) [78], [79] to high-level
features (e.g., objects, scenes, and their parts) [79]. We
indicate artifacts other than the physical characteristics-
based, generation pipeline-based, and semantic artifacts
in the spatial domain as spatial artifacts, which can be
explored in RGB images.

• Frequency Artifacts. The spectra patterns of high-pass
filtered images differ between real and fake images, as
well as among different types of fake images [80]–
[82], as evidenced by the observation that fake spectra
usually contain various periodic patterns while real spec-
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Fig. 4. Overview of detection. Mainstream detection subtasks include (a)
forgery detection (Section III-B) and fine-grained forgery detection (e.g., (b)
passive forgery localization (Section III-D1), (c) forgery attribution (Section.
III-D2), (d) sequential manipulation prediction (Section III-D3)). Mainstream
trustworthiness issues of detection include (e) detection robustness (Section
III-E1) and (f) detection fairness (Section III-E2)). This figure merely depicts
the key generation components for detection.

Snippet

Intra-Snippet

Inter-Snippet

(a) Global-spatial Artifacts

(b) Local-spatial Artifacts (c) Global-and-local-temporal Artifacts

Fig. 5. Illustration of global and/or local spatial-temporal artifacts in video-
level detection.

tra decay gradually from high to low frequency bands.
This suggests the existence of frequency artifacts. While
high-frequency artifacts are prone to be easily degraded
by common data augmentation techniques (e.g. JPEG
compression, Gaussian blur) [80] and spectral correction
operations [81], [83], which should be carefully consid-
ered when incorporating frequency artifacts.
b) Video-level Generative Artifacts: Cross-frame con-

sistency issues generally exist in AI-generated videos [84].
Therefore, video-level generative artifacts, indicating temporal
discontinuity between frames, are extensively explored. These
artifacts consist of spatial-temporal artifacts in specific set-
tings, including global-spatial, local-spatial, and global-and-
local temporal artifacts, and multimodality artifacts, including
physical characteristics-based, frequency, audio-visual, and
optical flow-based artifacts. This section introduces the video-
level specific artifacts that can be leveraged individually or
jointly to guide detection.

• Spatial-temporal artifacts. Depending on the differences
in the receptive fields of the spatial/temporal dimen-
sions, spatial-temporal artifacts can be explored based
on local or global spatial/temporal receptive fields. In
this line, as shown in Fig. 5, the commonly explored
artifacts in methods are (a) global-spatial artifacts, (b)
local-spatial artifacts, and (c) global-and-local-temporal
artifacts, where (c) defines a unit of sampling sequential
frames as a snippet and explores intra-snippet and inter-
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TABLE II
A LOOKUP TABLE FOR OUR SURVEYED PAPERS ON DETECTION. THESE PAPERS ARE CATEGORIZED BY THEIR USED ARTIFACTS FOR DETECTION AND

ADOPTED DISCRIMINATIVE REPRESENTATION LEARNING STRATEGIES.

Taxonomy Discriminative Representation Learning Strategies
Generative
Artifacts

Feature
Engineering

Multi-task
Learning

Transfer
Learning

Data/Feature
Augmentation

Self-supervised
Learning

Module
Design

Image-
level

Artifacts

Physical
Characteristics [85, 86, 87, 88] [88] – – – [88]

Generation
Pipeline [73, 74]

[45, 89, 90, 91,
92, 93, 94, 95,
96, 97, 98, 99]

[100] [101]
[45, 102, 89, 103,
36, 46, 104, 40,

105, 75, 100, 106]

[107, 44, 94, 95,
99, 108, 109]

Frequency [90, 91, 110, 111,
112, 113, 114] [115] [116] – – [69, 111, 117, 114,

112, 115, 81, 118]
Semantic [77] [76] – [76] – –

Spatial
[71, 119, 110, 120,

121, 122, 123,
111, 124, 125]

[79, 115, 126,
127, 121, 128]

[129, 130, 131,
132, 133] [80, 134, 135, 136] [137, 127]

[79, 111, 138, 78,
139, 117, 140, 112,

113, 141, 128]

Video-
level

Artifacts

Physical
Characteristics [142, 143, 144] – – – [142] [144]

Frequency – – – [70] – [70, 145]
Audio-visual – [146, 147, 148] – [146, 149, 148] [150]
Optical Flow – [151] – – – [152, 153]
Global-spatial – – [154] [155, 141] [156, 157, 158]
Local-spatial – – – [159] – [160, 161, 162, 163]
Global-and-

local-temporal – [164] – – – [165, 164]

snippet artifacts.
• Audio-visual Artifacts. Generation can introduce an asyn-

chrony between visual and audio signals. Therefore, the
correspondence artifacts of audio-visual signals can be
explored for detection.

• Optical Flow-based Artifacts. Optical flow represents
the pixel motion of adjacent frames [166] and can be
leveraged to learn temporal inconsistencies.

2) Discriminative Representation Learning Strategies: Ex-
isting detection methods leverage various strategies to capture
discriminative representations between real and fake media,
as well as fine-grained forgeries. We summarize the most
commonly used strategies in detection in this section.

• Feature Engineering. Feature engineering [167] is a pre-
processing step in detection that transforms visual media
into a more effective set of inputs before discriminative
representation learning. These effective feature inputs
include physical characteristics [86], [88], frequency fea-
tures [73], [114], fixed deep representations [71], [77],
and so on.

• Multi-task Learning. Multi-task learning jointly tackles
multiple tasks through learned generalizable representa-
tions, with detection serving as the main task and other
related tasks serving as auxiliary tasks [168]. These aux-
iliary tasks assist in exploring specific artifacts [90], [91],
regularizing feature representations [79], [115], [127],
and so on.

• Transfer Learning. Transfer learning transfers knowledge
from a source task to a target task [168], where de-
tection typically serves as the target task. This learning
paradigm assists in learning robust and generalizable
features that enable fast adaptation to unseen data dis-
tributions. The commonly incorporated transfer learning
strategies include knowledge distillation [116], [130],
meta-learning [129], test-time training (TTT) [100], and
so on.

• Data/Feature Augmentation. Data/Feature augmenta-
tion increases the number and variance of training
data/features to improve model generalizability [169].
Some detection methods incorporate this strategy into the
data pre-processing or feature extraction pipeline to guide
models in exploring more discriminative representa-
tions. These augmentation strategies include mixup [76],
dropout [159], and so on.

• Self-supervised Learning. Self-supervised learning trains
models with pseudo-labels generated from the data it-
self [170]. In detection, this strategy helps learn dis-
criminative representations by generating pseudo-fake
data [45], [89], [102], guiding pre-task learning [147],
[149], or guiding auxiliary task learning [89].

• Module Design. Detection methods can design modules
to improve representations, such as attention module [44],
[94] and specific network architectures for artifact explo-
ration [78], [113], [139].

B. Forgery Detection

Forgery detection performs media-level identification of AI-
generated visual media. As illustrated in Fig. 4, given a media
M , forgery detection performs HD : M → {0, 1}, where 0
and 1 typically denotes the real and fake media. In this sec-
tion, according to the detection taxonomy, we review forgery
detection methods primarily based on the detected generative
artifacts and then elaborate them based on the cooperated
representation learning strategies. The summarization of these
methods is listed in Table II.

1) Image-level Artifact-based Detection: Image-level
artifact-based detection detects image-level artifacts to
perform detection.

a) Physical Characteristics-based Artifacts: Anomalies
of physical characteristics are usually detected in early deep-
fake detection methods [85]–[87] due to the explicit visual
artifacts exhibited in deepfake content. These artifacts include
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inconsistent eye color, missing reflections, lack of details in
the eye and teeth areas [85], inconsistent HeadPose [86],
3D decomposed facial details [88], as well as abnormal eye
blinking patterns [87].

b) Generation Pipeline-based Artifacts: The most ex-
plored generation pipelines include blending operation and
up-sampling operation.

The blending operation in face swap deepfake generation
blends regions from different image origins, i.e., the face
regions from manipulated images and the background regions
from target face images. Consequently, two types of resulted
forgery traces are detected: (i) blending boundary and (ii)
region inconsistency.

Blending boundary-related detection usually serves as auxil-
iary tasks in the multi-task learning framework to assist forgery
detection [45], [89]. These auxiliary tasks include blending
boundary segmentation [45] as well as blending type and ratio
prediction [89]. They help models recognize the presence of
blending boundaries and classify images accordingly.

Region inconsistency masks between face and background
regions can serve as attention maps [44] on the one hand. On
the other hand, they can provide supervision for auxiliary tasks
in multi-task learning to guide the learning of specific artifacts.
In this line, Chen et al. [90], SOLA [91], Patch Diffusion [92],
DCL [93], and UIA-ViT [94] use region inconsistency masks
to guide the learning of local patch inconsistencies. Chen et
al. [89] and Chen et al. [90] employ region inconsistency
masks to supervise the learning of manipulated region segmen-
tation, exploring fine-grained artifacts. FST-Matching [95],
ICT [97], and Huang et al. [96] utilize masks to learn identity
inconsistency.

Typically the ground truth mask of region inconsistency can
be obtained by computing the pixel-level difference between
manipulated and target face images. However, such annota-
tions may not be available in public deepfake datasets [42],
[74]. To address this issue, some methods exploit self-
supervised pseudo fake samples to guide forgery detection.
These fake samples are usually generated by blending real
images, simulating blending and regional inconsistency arti-
facts, as well as providing fine-grained regional annotations.
Specifically, Face X-ray [45], PCL [102], Chen et al. [89],
OST [100], and Dong et al. [103] blends different real images
to generate fake samples, by searching real faces with similar
facial landmarks [45], [89], [102] or structures [103]. While
FWA [36], SBI [46], and AUNet [104] use single pristine
images to generate fake samples. Furthermore, OST [100]
leverages the transfer learning strategy of test-time training
(TTT) with meta-learning to adapt the detector to test charac-
teristics learned from one-shot self-supervised fake samples.

The Up-sampling operation is a non-negligible step in
multiple generative models (e.g., VAEs, GANs, DMs) and
usually leaves frequency artifacts. Studies [40], [73], [107]
manifest that up-sampling operations in GANs result in the
replication of frequency spectra. Therefore, classifiers trained
on the frequency spectrum instead of the raw RGB pixel, are
more robust and have better generalization ability. Based on
this idea, AutoGAN [40] and FingerprintNet [105] propose a
self-supervised fingerprint generator to generate pseudo fake

samples, reproducing GAN fingerprints. Moreover, SPSL [74]
leverages the phase spectrum for detecting the up-sampling
artifacts. Instead of considering the influence of up-sampling
across the entire image, NPR [75] explores these traces at the
level of local image pixels in the spatial domain.

c) Frequency Artifacts: In addition to the up-sampling
operation causing frequency artifacts, some detection methods
design specific modules to explore frequency clues. F3Net [69]
leverages frequency-aware decomposed image components
and local frequency statistics to mine the forgery patterns via
a two-stream collaborative learning framework. Li et al. [115]
develop an adaptive frequency feature generation module and
adopt a single-center loss to cluster intra-class variations of
real images while separating inter-class differences. Luo et
al. [112] devise a multi-scale high-frequency feature extraction
module to extract high-frequency forgery traces, completing
spatial forgery features. M2TR [117] incorporates a frequency
filter to explore frequency artifacts. PEL [114] learns fine-
grained clues from the spatial and frequency domain, followed
by a self-enhancement and a mutual-enhancement module
to improve features from separate domains. FrePGAN [81]
adopts a generator to apply frequency-level perturbation maps
to prevent frequency-level artifacts causing overfitting, mak-
ing generated images indistinguishable from the real images.
By updating this frequency perturbation, detectors iteratively
detect the image-level and frequency-level artifacts. Wang et
al. [118] develop a two-stream module to explore content-
guided features in both spatial and frequency domains and
employ dynamic graph learning to exploit relation-aware
features in both domains. Besides, ADD [116] employs the
transfer learning strategy of knowledge distillation to perform
frequency attention distillation and multi-view attention dis-
tillation, transferring high-frequency information from high-
quality to low-quality images.

d) Semantic Artifacts: Detection methods can utilize
large pre-trained vision-language models [171] to assist in
semantic artifact exploration. DE-FAKE [77] focuses on de-
tecting and attributing images generated by text-to-image
models. They utilize the image and text encoder of pre-trained
CLIP-ViT model [171] to encode images and corresponding
prompts and measure the similarity of these embeddings.

e) Spatial Artifacts: Spatial artifacts are usually explored
in combination with different representation learning strate-
gies.

Some methods adopt feature engineering to extract effective
spatial artifacts. LGrad [119], DIRE [123], Ojha et al. [71],
SeDID [124], and AEROBLADE [125] employ pre-trained
models to transfer images to spatial features highlighting the
important pixels for discriminative representation learning.
Moreover, FatFormer [111] utilizes the pre-trained CLIP-ViT
model [171] and forgery-aware adapter module to extract
spatial artifacts.

Multi-task learning with auxiliary tasks can assist in spatial
artifact exploration. Multiple-attention [79] designs a regional
independence loss and three key module components to exploit
fine-grained spatial artifacts. Liang et al. [126] design a
reconstruction loss and a content consistency constraint loss to
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supervise the disentanglement for content information, guiding
the detector to focus on spatial artifacts.

Some detection methods incorporate data/feature augmen-
tation to guide models in exploring more representative dis-
criminative features. CNNDetection [80] applies data augmen-
tation of Gaussian blur and JPEG compression to prevent the
model from learning domain-specific high-frequency artifacts.
Face-Cutout [134] and RFM [135] occludes facial regions to
prompt the detector to explore more comprehensive forgery
clues in potentially neglected areas. Nadimpalli et al. [131]
combine supervised and deep reinforcement learning to train a
reinforcement learning agent for test-time data augmentations
selection, reducing the impact of domain shifts in cross-dataset
evaluations.

He et al. [137] and REECE [127] perform self-supervised
reconstruction learning over real images to isolate fake images.

For methods designing specific modules to explore spatial
artifacts, Patch-forensics [78] uses patch-based truncated clas-
sifiers with limited receptive fields to ensemble the patch-wise
decisions into an overall prediction. Liu et al. [139] develop
a new network leveraging global image texture representa-
tions for robust fake image detection. SIA [140] designs a
plug-and-play self-information attention module to help the
model locate informative regions and reaggregate channel-
wise feature responses. M2TR [117] utilizes a multi-scale
self-attention module to capture subtle manipulation artifacts
at different scales. Luo et al. [112] devise a residual-guided
spatial attention module to highlight the spatial manipulation
traces. Liu et al. [113] design a denoising module to extract the
noise pattern and transform it into the amplitude and phase fre-
quency spectrum to highlight distinguishable representations.

Some methods leverage transfer learning to LTW [129] uti-
lizes a meta-learning framework to assign different weights to
face images from various domains, balancing the model gen-
eralizability across multiple domains. FReTAL [130] employs
knowledge distillation and representation learning to distill
feature and prediction distributions, preventing catastrophic
forgetting of different distributions.

C. Video-level Artifact-based Detection
Video-level artifact-based detection detects spatial-temporal

discontinuity artifacts and multimodality artifacts to perform
detection.

1) Global-spatial Artifacts: STIL [156] designs spatial and
temporal inconsistency modules to capture spatial-temporal
inconsistencies. TD-3DCNN [154] devises a temporal dropout
augmentation combined with a 3-Dimensional Convolutional
Neural Network (3DCNN) to improve the model generaliza-
tion ability. Song et al. [157] propose a symmetric trans-
former to ensure the temporal consistency of channel and
spatial features. AltFreezing [158] divides the spatiotempo-
ral model weights into temporal-related and spatial-related
weights, freezing them alternatively during training to prevent
the overestimation of one type of artifact. FInfer [155] uses
an autoregressive model to predict the future facial represen-
tations of sequential frames based on current frames, thereby
the representation prediction loss between the predicted and
referenced representations is used to perform classification.

2) Local-spatial Artifacts: DIANet [160] explores global
and local spatial inter-frame inconsistency information to
detect deepfake videos. FTCN [161] devises a 3D convolution
network with a limited spatial convolution kernel size to
explore temporal artifacts. Zhang et al. [159] perform a patch-
level spatiotemporal dropout augmentation to diversify the
spatiotemporal inconsistency pattern and decrease the trans-
former token sizes. LTTD [162] models temporal consistency
on sequences of restricted spatial regions with a transformer
model [172] and further considers spatial cross-patch incon-
sistency to emphasize spatial forgery parts. DeMamba [163]
designs a plug-and-play module based on Mamba [173] to
explore local and global spatial-temporal inconsistencies.

3) Global-and-local-temporal Artifacts: Gu et al. [165]
define snippets and explore intra-snippet and inter-snippet
inconsistencies to identify deepfake videos. HCIL [164] pro-
poses a two-level contrastive paradigm to capture local intra-
snippet and global inter-snippet inconsistencies between real
and fake videos.

4) Physical Characteristics-based Artifacts: Anomalies in
physical characteristics among sequential frames can indicate
fake videos. LipForensics [142] learns high-level semantic
irregular representations in mouth movements. LRNet [143]
captures temporal artifacts on precise geometric features,
such as facial landmarks by a two-stream Recurrent Neural
Network. DeepRhythm [144] incorporates sequential features
represented by heartbeat rhythm signals with spatiotemporal
features for detection.

5) Frequency Artifacts: Frequency artifacts are usually ex-
plored as a complementary perspective to the spatial-temporal
artifacts. Masi et al. [70] propose a two-branch network to cap-
ture temporal artifacts in the spatial and multi-band frequency
domain. Song et al. [145] mine the potential consistency
representations across multiple frames from both spatial and
frequency domains and adjust the discriminative results to
correct the false predictions.

6) Audio-visual Artifacts: Using asynchrony between vi-
sual and audio signals, Zhou et al. [146] directly fuse visual-
audio pairs jointly for deepfake detection. RealForensics [147]
and Feng et al. [149] first learn the temporal synchronization
between visual and audio signals with only real data, then
perform detection based on the learned cross-modality repre-
sentations.

7) Optical Flow-based Artifacts: Optical flow-based arti-
facts indicate temporal anomalies and are typically explored
jointly with spatial-temporal artifacts [151]–[153].

D. Fine-grained Forgery Detection

In addition to identifying the media-level authenticity,
fine-grained forgeries such as pixel-level, segment-level, and
generator-level forgeries can be further explored. This section
summarizes mainstream fine-grained forgery detection tasks,
including passive forgery localization, forgery attribution, and
sequential manipulation prediction. A pipeline overview and
subtask summarization are illustrated in Fig. 4 and Fig. 3.
Moreover, we summarize the included methods in Table II.
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1) Passive Forgery Localization: Passive forgery localiza-
tion includes spatial and temporal forgery localization. As
shown in Fig. 4 (b), given a media M ∈ RV , where V is
the number of pixels in an image or segments in a video,
localization head HL performs pixel-level or segment-level
classification, denoted as HL : M → {0, 1} ∈ RV .

a) Spatial Forgery Localization: FakeLocator [108] in-
vestigates the fake texture produced by the upsampling opera-
tion of GAN-based face generation and proposes an encoder-
decoder network with a face parsing-based attention mecha-
nism to localize these fake textures. HiFi-Net [99], targeting
CNN-synthesized images and edited images, proposes an
image forgery detection and localization framework containing
three components: multi-branch feature extractors, forgery lo-
calization module, and detection module. TruFor [122] adopts
RGB images and learned noise-sensitive fingerprints to predict
pixel-level forgery localization maps, image-level integrity
scores, and confidence estimations.

b) Temporal Forgery Localization: ForgeryNet [141]
adopts existing frame-based [174] and video-based [175],
[176] models for temporal localization. You et al. [148]
propose a 3DCNN-based multimodality temporal forgery lo-
calization method using video and audio information. UM-
MAFormer [150], targeting video inpainting scenes, designs
a transformer-based encoder-decoder network with a temporal
feature reconstruction module and an FPN-based module [177]
to capture the subtle temporal anomaly.

2) Forgery Attribution: Forgery attribution attributes the
used generative models or training data source of a generative
media, namely model attribution and data attribution. Specifi-
cally, as shown in Fig. 4 (c), the attribution head HA performs
the function HA : M → C, where C = {c0, c1, c2, ..., cn}
denotes real and fake data generated by a set of n distinct
generative models or training datasets.

a) Model Attribution: Early approaches focus on GANs
attribution. Yu et al. [106] combine image fingerprints ob-
tained by an autoencoder and GAN fingerprints obtained by
analyzing components of GANs for image attribution. Guarn-
era et al. [132] exploit prior knowledge of different models of
StyleGAN2 architecture and use metric learning paradigm in
a multi-stream manner for model attribution. DNA-Det [133]
attributes GAN-generated images at the architecture level
using patchwise contrastive learning to exploit globally con-
sistent fingerprints. RepMix [76] performs semantic feature
mixing to augment forgery features and perform mixing ratio
prediction to assist classification and attribution. Asnani et
al. [121] perform reverse engineering to infer the hyperpa-
rameters of generative models from their generated images.
ManiFPT [110] and Huang et al. [120] use transform models
to extract manifold-based and generator-specific artifacts for
discriminating various generative methods.

Considering most attribution approaches are limited to a
closed set scenario, studies targeting open-set manipulation
attribution are proposed [101], [128], [136]. Girish et al. [136]
design an iterative algorithm containing network training,
out-of-distribution detection, clustering, merging, and refining
to discover unseen GAN images from available features.
POSE [101] progressively augments closed-set samples to

open-set samples using augmentation models simulating con-
volution layers in GANs. With the diversification of generative
models, recent research has focused on multiple face forgery
attribution [128]. OW-DFA [128] trains an attribution model
on labeled and unlabeled samples to generalize to known
and unknown manipulation attacks in open-world scenes with
multiple face forgery methods and types.

b) Data Attribution: It has been demonstrated that DMs
are prone to memorizing training images and reconstructing
them [26], [178]. Consequently, Georgiev et al. [109] propose
attributing DM-generated images back to their training data
to detect data leakage and protect copyright. They attribute
the final images and their distribution evolves across the
diffusion process to the training images and specific features.
D-TRAK [179] evaluates several data attribution approaches
and reports that incorporating theoretically unjustified de-
sign choices for attribution leads to superior performance.
AbC [180] evaluates text-to-image model attribution through
customization methods.

3) Sequential Manipulation Prediction: Sequential manip-
ulation prediction targets multi-step manipulated data, aiming
to predict a sequential vector of facial manipulation operations
and perform a reversal recovery [98], [138]. Specifically, as
shown in Fig 4 (d), given media M , prediction head HS

predicts the manipulation sequence, denoted as HS : M → S,
where S = {S1, S2, ..., Ss} represents s step sequential
operations. Then, a recovery decoder RS uses M and the
predicted manipulated sequence S to recover an image that
closely resembles the pristine image I .

Seq-DeepFake [138] casts the sequential manipulation pre-
diction as an image captioning task, employing an auto-
regressive-based encoder-decoder model with a spatially en-
hanced cross-attention module to sequentially predict the
manipulation vector. MMNet [98] achieves detection and
recovery simultaneously by introducing a multi-stream frame-
work to locate manipulation regions, predict manipulation
sequences, and recover original faces.

E. Trustworthiness of Detection

Detection performance would be untrustworthy when en-
countering specific inputs, such as perturbed inputs [181],
[182] or inputs with specific demographic groups [183], [184],
which raises trustworthiness concerns. This section reviews
the most focused trustworthiness issues of detection, including
detection robustness and fairness.

1) Detection Robustness: Detection robustness can be
threatened by adversarial attack [83], [181], [185]–[190] and
backdoor attack [182]. As shown in Fig. 4 (e), adding ad-
versarial perturbations or trigger patterns δ to forged media
can bypass detection, resulting in an erroneous prediction, i.e.,
HD : (Mfake + δ) → {0}.

a) Adversarial Attack: Adversarial attack aims to
fool detectors using adversarial examples with human-
imperceptible perturbations. These fake adversarial examples
can evade detection during inference. Based on the knowledge
of target detection models, we divide detection evasion into
detector-based attack and detector-free attack.
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Fig. 6. Structure of our paper on disruption.

Detector-based attack includes white-box and black-box at-
tacks. Both of them require knowledge of the victim detectors,
with white-box attacks having access to model architectures
and parameters, while black-box attacks rely on access to
training data or model predictions.

In this setting, some studies perform spatial domain detec-
tion evasion. Carlini et al. [181] reveal that forensic classifiers
are vulnerable to both white-box and black-box adversarial
attacks. Hou et al. [188] generate adversarial examples by
minimizing the statistical differences between real and fake
images. Instead of adding adversarial perturbations to images,
Li et al. [185] perform gradient-descent in the latent space
of a generative model to search adversarial points on the face
manifold, creating adversarial examples that are more invisible
to human eyes. Additionally, Shamshad et al. [191] guide the
search for adversarial points in the latent space by a text
prompt or a reference image to generate attribute-conditioned
adversarial face images.

Some methods also inject adversarial perturbations in both
the spatial and frequency domain, performing dual domain de-
tection evasion. Jia et al. [186] inject adversarial perturbations
into the frequency band and spatial and frequency domain,
combined with meta-learning to benefit from both domains.
Zhou et al. [190] design a GAN architecture that incorporates
both spatial and frequency features to generate adversarial
examples. Specifically, they adopt skip connections of high-
frequency components in the encoder-decoder generator to
preserve fine details.

Detector-free attack evades detectors with minimal model
knowledge, neither accessing detector information nor query-
ing the detector. These methods typically inject perturbations
to perform artifact removal to mislead detectors. FakePol-
isher [192] proposes a shallow reconstruction method based
on dictionary learning to reduce artifacts. Dong et al. [83]
correct the power discrepancy between real and fake images
to mitigate the frequency spectral artifacts in GAN-generated
images, leading to a significant performance decrease in
spectrum-based detectors. Liu et al. [187] propose a detector-
agnostic trace removal attack that removes deepfake traces of
spatial anomalies, spectral disparities, and noise fingerprints.
Specifically, they design a trace removal network involving one
generator and multiple discriminators to parallelly learn and
remove the trace representations. TraceEvader [193] proposes
a training-free evasion attack for forgery model attribution
under a non-box setting. They inject perturbations in low-
frequency and high-frequency bands to confuse the extraction
of certain traces for model attribution.

Nullified Output ON

Adversarial 

Input Iadv

Condition C

Encoder

E
Generator G

Input I

(c) Disruption Robustness

Distorted Output OD

(a) Distorting Disruption

(b) Nullifying DisruptionDecoder

W

Fig. 7. Overview of disruption. Mainstream disruption subtasks include (a)
distorting disruption (Section IV-B) and (b) nullifying disruption (Section
IV-C). The most studied disruption trustworthiness issue is (c) disruption
robustness (Section IV-D1). Disruption can be performed by attacking ( )
different modules of generative models, such as the encoder, generator, and
decoder, by adding perturbations ( ) to the inputs or input embeddings. This
figure merely depicts the key generation components for disruption.

b) Backdoor Attack: Backdoor attack on detection aims
to embed backdoors into models during training, allowing
adversaries to deceive detectors by employing specific trigger
patterns to produce erroneous predictions for forged faces
when inference. Liang et al. [182] propose a poisoned forgery
detection framework that enables clean-label backdoor attacks
on face forgery detectors. Considering backdoor label conflicts
in blending artifact-detection methods and trigger stealthi-
ness, they develop a scalable trigger generator to produce
transformation-sensitive trigger patterns and limit trigger per-
turbations to facial landmarks.

2) Detection Fairness: Detection fairness ensures con-
sistent inference performance across different demographic
groups (e.g., gender, age, ethnicity). Recent works reveal the
fairness issues in deepfake detection [183], [184]. Trinh et
al. [183] provide the first evaluation of bias in deepfake
datasets and detection models across different races and gen-
ders. Pu et al. [184] adopt metamorphic testing to examine the
robustness and fairness of MesoInception-4 [34], revealing that
this model is generally unfair towards females.

Several studies [194], [195] introduce datasets with anno-
tations or balances of demographic groups to further support
fairness evaluation and promote the development of fairness-
aware detectors. Hazirbas et al. [194] introduce a dataset
with annotations of age, gender, apparent skin tone, and
ambient lighting. They provide a comprehensive study of five
detection methods on this dataset, finding that these methods
have lower performance on some specific groups of people.
GBDF [195] reveals the unequal performance of deepfake
detectors across genders and introduces a gender-balanced and
annotated deepfake dataset.

Accordingly, fairness-aware detectors are proposed to en-
sure effective detection across demographic groups [196],
[197]. Ju et al. [196] propose novel loss functions to achieve
fairness among demographic groups under in-domain test-
ing. They provide two methods to handle both the setting
where demographic information is available and absent. Lin et
al. [197] propose a framework to preserve fairness for cross-
domain evaluation. They employ a disentanglement learning
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module and an optimization module to extract demographic
and domain-agnostic forgery features, achieving a flattened
loss landscape.

IV. DISRUPTION

Disruption includes subtasks of distorting and nullifying dis-
ruption. This section first introduces the taxonomy of disrup-
tion methods and then reviews methods in each subtask based
on the taxonomy. Finally, the trustworthiness of disruption is
reviewed. The structure of this section is shown in Fig. 6 and
the overview of disruption subtasks and their trustworthiness
is shown in Fig. 7.

A. Taxonomy of Disruption

Disruption is achieved by adding perturbations to different
positions to attack different generation modules. Accordingly,
we categorize the existing disruption methods from two per-
spectives: attacked module and perturbation position.

1) Perturbation Position: Disruptive perturbations can be
added to inputs and conditions.

• Input. Perturbations can be added to input in two man-
ners: (i) directly adding perturbations to input to obtain
perturbed input, i.e., Iadv = I+η; (ii) mapping inputs to
representations, applying perturbations to these represen-
tations, and then reconstructing the perturbed input from
the altered representations [198].

• Condition. Perturbations can be added to conditions in a
manner similar to that used for inputs.

2) Attacked Module: Based on our formulated generation
pipeline, commonly attacked modules include the encoder,
generator, and decoder.

• Encoder/Decoder. In specific generation scenarios such
as conditional generation [199] or generation in latent
space [19], attacks can be realized by maximizing the
distances between perturbed and clean intermediate fea-
ture maps encoded by the encoder/decoder.

• Generator. Generator attack aims to maximize the dis-
tances between perturbed and clean generative media
or intermediate generative products, such as feature
maps [200] or estimated noise in the reverse process of
DMs [201], [202].

B. Distorting Disruption

Distorting disruption forces generative models to generate
perceptually deteriorated outputs OD. These disruption meth-
ods are summarized in Table III.

Some works focus on deepfake distortion and they are usu-
ally achieved by adding perturbations on inputs and attacking
deepfake generators. Ruiz et al. [47] first propose a spread-
spectrum disruption on GANs to combat malicious deepfakes
by maximizing the distortion of disrupted and clean outputs.
Huang et al. [48] propose a two-stage training framework with
an alternating training strategy for the surrogate manipulation
model and perturbation generator, preventing the perturbation
generator from trapping in the local optimum. To address the
low image-level and model-level transferability of existing

TABLE III
A LOOKUP TABLE FOR OUR SURVEYED PAPERS ON DISRUPTION. THESE

PAPERS ARE CATEGORIZED BY THE PERTURBED POSITION AND ATTACKED
MODULES FOR DISRUPTION.

Taxonomy Attacking Module
Perturb
Position Encoder Generator Decoder

Input
[206, 208,
207, 209,

216]

[47, 48, 217, 203, 206, 205,
206, 208, 207, 210, 213, 201,
204, 212, 214, 215, 198, 200]

[208, 216]

Condition – [202] –

methods, CMUA-Watermark [203] proposes a cross-model
universal attack pipeline with an automatic step size tuning
algorithm to find suitable step sizes for attack. TAFIM [204]
develops a manipulation-aware protection method that causes
the manipulation model to produce a predefined manipu-
lation target, with perturbations robust to common image
compression. ARS [205] designs a two-way protection stream
to generate robust perturbations in a single forward process
through perturbation replication and information preservation.

Recent works also focus on DMs distortion, particularly
distortion against latent diffusion models (LDMs) [19], by
adding perturbations on inputs or conditions [202] to at-
tack fixed or fine-tuned diffusion models. Fixed LDMs
disruption can be implemented by attacking the image
or condition encoders [206]–[209], generator (diffusion
model [206], condition-guided cross-attention module [210],
denoiser [200]–[202]), and decoder [208]. Fine-tuned diffusion
models are utilized for personalized text-to-image synthesis
(e.g. DreamBooth [211]) and their disruption can be performed
by attacking generators through methods such as UDP [212],
Anti-DreamBooth [213], MetaCloak [214], SimAC [215] or
attacking encoders and decoders through the method of
DUAW [216].

C. Nullifying Disruption

Nullifying disruption guides generative models to generate
outputs ON nearly identical to the inputs. LaS-GSA [217]
attacks GANs by adding perturbations on images, using a
limit-aware strategy and a gradient-sliding mechanism to limit
the gradients of adversarial perturbations. They also extract
the self-guiding prior from the threat model and the target
image to guide the gradient estimation. LAE [198] inverts
face images into latent codes by an auto-encoder and searches
for adversarial embeddings in their neighbor using gradient
descent for attacking deepfake models, then reconstructs face
images from substitute embeddings.

D. Trustworthiness of Disruption

The most studied trustworthiness issue of disruption cur-
rently is disruption robustness.

1) Disruption Robustness: Disruption is achieved by
adding imperceptible perturbations to real images, while these
methods may be ineffective by adversarial purification. Zhao et
al. [52] evaluate disruption effectiveness under complex DMs-
fine-tuning scenarios and propose a purification method to
remove protected perturbations, resulting in failed protection.



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 11

Authentication Semi-fragile Authentication

Data Protection

Model Protection

Authentication Robustness
Adversarial Attack

Trustworthiness of Authentication

Forgery Authentication

Proactive Forgery Localization

Robust Authentication

Copyright Protection

Reconstruction Attack

Taxonomy of Authentication

Fig. 8. Structure of our paper on authentication.

Xue et al. [218] reveal that the vulnerability of LDMs is due to
their encoders, while pixel-space diffusion models are robust.
They propose a purifier by applying SDEdit [219] in the pixel
space.

V. AUTHENTICATION

Authentication includes subtasks of robust and semi-fragile
authentication, based on the fragility levels of embedded
watermarks. Further, watermarks embedded for robust authen-
tication resist the manipulation of generative models and are
therefore used for copyright protection. While watermarks
for semi-fragile authentication are destroyed after generation,
creating discrepancies between real and generated media, and
therefore are used for forgery authentication and localization.
In this section, the taxonomy is first introduced, followed by a
method review of each subtask. Finally, the trustworthiness is
reviewed. The paper structure of this section is shown in Fig. 8
and the overview of subtasks and trustworthiness is illustrated
in Fig. 9.

A. Taxonomy of Authentication

Authentication embeds different types of watermarks into
different generation positions. Therefore, we divide the exist-
ing authentication methods from two perspectives: watermark
position and watermark type.

1) Watermarking Position: Watermarks can be embedded
into inputs, input embeddings, generators, and generative
media, where watermarks embedded into generative media are
typically realized by off-the-shelf watermarking methods [220]
and thus are not discussed here.

• Input. Watermarks can be embedded in two manners:
(i) directly added to inputs; (ii) embedded into input
representations, followed by a reconstruction.

• Encoder/Decoder. In specific generation scenarios such
as generation in latent space [19], watermarks can
be injected into encoder/decoder [221] or intermediate
generative products such as feature maps in the en-
coder/decoder [222], [223].

• Generator. Watermarks can be embedded into generators
or intermediate generative products of generators [224].

2) Watermark Type: Watermarks commonly include three
types: (i) Bit string w ∈ {0, 1}k, where k is the bit size; (ii)
Spatial-domain watermarks w embedded into spatial domain,
where w ∈ RV and V is the number of pixels in an image

Watermark Decoder Dw

Copyright Protection 

Head HC

Forgery Authentication 

Head HD

Forgery Localization 

Head HL

Real/Fake

Input I Generator G Output Ow

Watermark w

Decoded Watermark ෝ𝑤

ෝ𝑤 ≈ w

ෝ𝑤 ≈ w

Watermarked 
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(d) Authentication Robustness

(b) Forgery Localization(a) Forgery Authentication (c) Copyright Protection
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D

Fig. 9. Overview of authentication. Authentication involves embedding
watermarks (semi-fragile watermarks for or robust watermarks for ) in
synthetic media, followed by watermark decoding and detection for various
purposes. These watermarks can be embedded in inputs, input embeddings,
generators, and generative media. The mainstream authentication subtasks
include (a) forgery authentication (Section V-C1), (b) forgery localization
(Section V-C2), (c) copyright protection (Section V-B1). The most studied
authentication trustworthiness issue is (d) authentication robustness (Section
V-D1). This figure merely depicts the key generation components for authen-
tication.

TABLE IV
A LOOKUP TABLE FOR OUR SURVEYED PAPERS ON AUTHENTICATION.
THESE PAPERS ARE CATEGORIZED BY THEIR EMBEDDED WATERMARK

POSITION AND TYPE FOR AUTHENTICATION.

Taxonomy Watermark Type
Watermark

Position Bit String Spatial
Watermark

Frequency
Watermark

Input [49, 225, 226, 227,
228, 229, 228, 230, 231]

[232, 233, 234,
50, 235, 236] –

Encoder [222] – –
Generator – – [224]
Decoder [221, 223, 237] – –

or feature map; (iii) Frequency-domain watermarks embedded
into Fourier space.

B. Robust Authentication

Robust authentication embeds watermarks resistant to the
generation process and achieves copyright protection by com-
paring the similarity of the decoded watermarks to the original
watermarks held by the copyright owner. These methods are
summarized in Table IV.

1) Copyright Protection: Copyright protection protects the
source training data or the used generative model of generative
media. Specifically, a copyright owner embeds a robust wa-
termark w before, during, or after generation. Then the output
Ow with the transferable watermark is generated by generative
models and a decoded watermark ŵ can be obtained from it.
By comparing ŵ with w, the copyright owner can protect their
copyright if the matching score is larger than a threshold τ .

Source data protection typically embeds watermarks into
source training data (inputs) of generative models. Early works
focus on GAN watermarking. Yu et al. [49] trains an encoder
and decoder independent of GAN training to embed and
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verify bit string watermarks. FakeTagger [225] designs an
encoder-decoder watermarking framework to inject bit string
watermarks into the channel codings of input representations
and then reconstruct the inputs. Recent works also concen-
trate on DM watermarking, in which some works tailored
for training-from-scratch setting [232] while others for fine-
tuning setting [233], [236]. DiffusionShield [232] introduces
watermarks with pattern uniformity and joint optimization to
improve the reproduction of watermarks in generated images.
GenWatermark [233] adds spatial watermarks into training
data and incorporates a detector fine-turned along with the im-
age synthesis process to decode watermarks. FT-Shield [236]
embeds watermarks at the early stage of fine-tuning and
devises a detector mixture effective for various fine-tuning
models.

Model protection signs the generative model used by gener-
ative media, where the traceable watermarks can be embedded
into all discussed watermarking positions. Input watermarking
requires retraining generative models to produce watermarks
for generators [49], [226], [227]. For encoder watermarking,
Zhang et al. [222] propose a training-free plug-and-play bit
string watermarking method performing in latent space. For
generator watermarking, Tree-Ring [224] embeds frequency
watermarks into the initial noise vectors of DMs and de-
codes them by inverting the diffusion process. For decoder
watermarking, methods typically require partial retraining.
Fernandez et al. [221] fine-tune the latent decoder of LDMs
guided by the watermark decoder to embed bit string wa-
termarks in generated images. Xiong et al. [223] encode bit
string watermarks into massage-matrix and embed it into the
intermediate feature maps of the LDM decoder. WOUAF [237]
encodes watermarks via a mapping network and embeds them
into decoders via weight modulation.

C. Semi-fragile Authentication

Semi-fragile authentication typically embeds watermarks w
in the input I , while the subsequent generation destroys w
and generates an output Ow with destroyed watermarks. Based
on the discrepancy of original watermark w and generative
watermark ŵ, forgery authentication and forgery localization
can be performed. These methods are summarized in Table IV.

1) Forgery Authentication: Forgery authentication detects
forged watermarks ŵ with a detection head HD, denote as
HD : ŵ → {0, 1}, where ŵ = DW (G(I, w)).

Watermarks for forgery authentication are typically embed-
ded into inputs. Asnani et al. [234] estimate a set of spatial
watermarks using certain constraints to perform encryption
of real images. SepMark [228] proposes a framework with
a watermark encoder and two decoders with different levels
of decoding robustness for source tracing and detection. Zhao
et al. [229] embed bit string watermarks into the facial
identity features for identifying Deepfake manipulation. Adv-
Mark [238] proposes bit string adversarial watermarking to en-
hance image detectability without compromising provenance
tracking. FaceSigns [230] embeds bit string watermarks into
a real image to identify deepfake modification.

2) Proactive Forgery Localization: Proactive forgery lo-
calization uses a localization head HL to predict the pixel-
level classification results based on the decoded watermarks
ŵ, denoted as HL : ŵ → {0, 1} ∈ RV , where ŵ =
DW (G(I, w)) ∈ RV .

These methods typically embed spatial watermarks into
inputs to perform proactive forgery localization. MaLP [50]
watermarks real images with a learnable template leveraging
local and global-level features estimated by a two-branch ar-
chitecture, assisting in estimating the manipulated regions and
binary prediction on both GMs and GANs. EditGuard [231]
embeds a robust bit string and a semi-fragile spatial watermark
for simultaneous copyright protection and tamper localization
by incorporating a joint image-bit steganography technique.
Waterlo [235] applies a semi-fragile watermark that disappears
in modified regions to identify and localize image modifica-
tions.

D. Trustworthiness of Authentication

The trustworthiness of authentication explored currently
concentrates on authentication robustness.

1) Authentication Robustness: Authentication watermarks
AI-generated content for subsequent verification. However,
these watermarks can be removed by traditional distortions
such as JPEG compression and cropping [221], or destroyed
by reconstruction attacks, and adversarial attacks.

For reconstruction attacks, Zhao et al. [239] and Saberi
et al. [240] add noise to watermarked images and then
reconstruct images by generative models. For adversarial
attacks, PTW [227] reveals that watermarking is not robust
against an adaptive white-box attack. WEvade [51] leverages
an adversarial post-process layer to attack watermark detectors
under white-box and black-box settings. Lukas et al. [241]
apply adaptive attacks by creating surrogate keys to attack
the authentication optimally. WAVES [242] benchmarks the
robustness of image watermarks against multiple types of
attacks.

VI. EVALUATION METHODOLOGY

To comprehensively evaluate defense methods against AI-
generated visual media, extensive evaluation methodologies
are employed in existing literature. This section reviews the
popular and commonly used evaluation datasets, criteria, and
metrics.

A. Datasets

Proactive defense strategy-based disruption and authentica-
tion methods benchmarked on real datasets (e.g. FFHQ [65],
[198], CelebA [11], [198], COCO [228], [256]) and different
generative models, which is not in line with the focus of
generative visual media of this paper. Therefore, this sec-
tion concentrates on datasets containing AI-generated data,
specifically those used for detection. These datasets are briefly
summarized according to the generation techniques discussed
in Section II-A.
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TABLE V
OVERVIEW OF POPULAR DEEPFAKE DATASETS.

Dataset Year Media
Modality

Total Media Total
Subj

Deepfake Types Multi-
face

Extra
Test Set Perturb Multi-

Modal Anno
Real Fake

Entire
syn.

Attri.
Mani.

Id.
Swap

Exp.
Swap

UADFV [33] 2018 Video 49 49 49 – – 1 – – – – – 1
DF-TIMIT [243] 2018 Video 640 320 32 – – 1 – – – 1 Audio 1
FaceForensics++ [41] 2019 Video 1,000 4,000 977 – – 3 2 – – 1 – 2
DFD [244] 2019 Video 363 3,068 28 – – 5 – – – – – 1
DFDC-preview [245] 2019 Video 4,073 1,140 66 – – 2 – – – 3 – 1
Celeb-DF-v2 [42] 2020 Video 590 5,639 59 – – 1 – – – – – 1
WildDeepfake [246] 2020 Video 3,805 3,509 – unk. unk. unk. unk. – – – – 1
DeeperForensics-1.0 [247] 2020 Video 50,000 10,000 100 – – – 1 – ✓ 7 – 1
DFFD [44] 2020 Video 59,703 243,336 – 2 2 3 1 – – – – 1
DFDC [43] 2020 Video 104,500 23,654 960 – – 8 – – ✓ 19 Audio 1
ForgeryNet [141] 2021 V + I 99,630 121,617 5,400 – 5 7 3 – ✓ 36 – 4
FFIW [248] 2020 Video 10,000 10,000 – – – – 3 ✓ – – – 2
OpenForensics [249] 2021 Image 45,473 70,325 – – – – 2 ✓ ✓ 6 – 5
KoDF [250] 2021 Video 62,166 175,776 403 – – 3 3 – ✓ – Audio 1
DF-Platter [251] 2023 Video 764 132,496 454 – – 3 – ✓ ✓ 1 – 6

* V + I: The dataset contains videos and images.

TABLE VI
OVERVIEW OF POPULAR UNIVERSAL GENERATIVE VISUAL MEDIA DATASETS, WHICH GO BEYOND FACE MANIPULATIONS IN DEEPFAKE DATASETS.

Dataset Year Media
Modality

Total Media Generator Types Public
Avail

Extra
Test Set Perturb Multi-

Modal AnnoReal Fake GAN Diffusion Others
CNNDetection [80] 2020 Image 362,000 362,000 6 – 5 ✓ – – – 2
PAL4Inpaint [252] 2022 Image – 4,795 3 – – ✓ – – – 2
HiFi-IFDL [99] 2023 Image 100,000 100,000 4 4 5 Part – 2 – 3
DIRE [123] 2023 Image 232,000 232,000 – 10 – ✓ – – – 2
DE-FAKE [77] 2023 Image 20,000 60,000 – 4 – – – – Text 2
AutoSplice [253] 2023 Image 3,621 2,273 – 1 – ✓ – 1 Text 3
PAL4VST [254] 2023 Image – 10,168 6 5 1 ✓ ✓ – – 2
GenImage [255] 2024 Image 1,331,167 1,350,000 1 7 – ✓ – 3 – 2
GenVideo [163] 2024 Video 1,223,511 1,078,838 1 9 4 – – 8 – 1

1) Deepfake Datasets: Deepfake datasets consist of images
or videos containing real and manipulated faces. With the
development of deepfake datasets, the scale and diversity
of manipulated data and subjects have increased to prevent
model overfitting. Additionally, unseen test sets with complex
perturbations are constructed to simulate real-world inference
scenarios. Various annotations are also provided to support
more complex tasks. These basic information are summarized
in Table V.

2) Universal Generative Visual Media Datasets: With the
impressive improvements of GANs and DMs, datasets contain-
ing universal objects and scenes have been proposed recently,
supporting more complex detection tasks. As the informa-
tion listed in Table VI, except for PAL4Inpaint [252] and
PAL4VST [254] designed for perceptual artifacts localization
for inpainting images, the remaining datasets are applicable for
the benchmarking forgery detection methods. Besides, HiFi-
IFDL [99] and AutoSplice [253] are extensively applicable for
evaluating forgery localization.

B. Evaluation Criteria and Metrics

Evaluation criteria and metrics for passive and proactive
defense methods are summarized in this section.

1) Detection: Detection is typically a classification task,
in which forgery detection performs media-level binary clas-

sification and fine-grained forgery detection conducts fine-
grained classification. Therefore, most detection evaluation
metrics are traditional performance evaluation metrics used in
machine learning, such as accuracy, area under the ROC curve
(AUC), and average precision. However, considering diverse
application scenarios, the superiority of detection methods is
generally evaluated under different settings to benchmark them
from various criteria. This section reviews the commonly used
evaluation criteria and corresponding metrics in the literature.

a) Detection Ability: Detection ability is the fundamental
evaluation criterion for evaluating detection methods. It is typi-
cally measured in both in-domain and cross-domain scenarios.

In-domain detection ability evaluates models on data with
a distribution identical to the training data. This includes
intra-manipulation evaluation [71], [80], [126], [159], [164]
and intra-dataset evaluation [46], [67], [140], [157]. Intra-
manipulation evaluation evaluates models on data generated
by a single generator, while intra-dataset evaluation involves
data within a dataset with multiple manipulations. Both can
be evaluated on deepfake datasets [46], [164] and universal
generation datasets [67], [71], [80].

Cross-domain detection ability measures the generalization
ability of detection methods by evaluating models on unseen
manipulated data. In terms of the number of types of ma-
nipulation in the training and evaluation data, cross-domain
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evaluation can be divided into 1-to-n [71], [80], [127], n-to-
1 [67], [93], [129], and n-to-m [94], [164] evaluations.

Commonly used metrics for evaluating detection ability
include area under the ROC curve (AUC), accuracy (ACC),
average precision (AP), equal error rate (ERR), F1 score,
and LogLoss [43], [127]. Some metrics (e.g., ACC) are
threshold-dependent, while some (e.g., AUC and AP) are
threshold-less and ranking-based. Given that the base rate
of real media is extremely larger than that of fake media
in real-world distributions [43], [80], [134], threshold-less
metrics are more appropriate and prevalent for measuring
detection performance since using thresholds during training
for imbalanced evaluation tends to be biased [257]. Besides,
some metrics are particularly designed for evaluating forgery
detection, such as weighted precision (Weight PR) [43] and
simulated generalizability evaluation (SGEs) [134]. Weight
PR [43] considers class imbalance and the video magnitude
difference between organic traffic and an available dataset,
proportionally emphasizing true positives. SGEs [134] uses
a randomized self-supervised algorithm to generate pseudo-
fakes with spatial and temporal deepfake artifacts, simulating
unseen manipulations to evaluate detection generalizability.

b) Detection Robustness: Detection ability is typically
evaluated on high-quality visual media. However, when de-
tectors are deployed on online social networks in real-world
scenarios, they often encounter lossy media. Therefore, the
robustness of detection methods is a significant evaluation
criterion.

Detection robustness is generally evaluated on lossy me-
dia with various image-level and video-level post-processing
operations. Common image-level perturbations include JPEG
compression, Gaussian blurring, and resizing [43], [80], [158],
[247]. The most common video-level distortion is video com-
pression [41], [247]. These perturbations are applied at varying
strengths, from low to high levels. Consequently, a perfor-
mance variation curve can be plotted to represent detection
robustness against media degradation [80], [97], [158], [258].

c) Qualitative Analysis: Qualitative analysis commonly
includes visualizations of saliency maps and feature spaces.
Saliency maps can be generated using methods like Grad-
CAM [259] and Grad-CAM++ [260], highlighting the fea-
ture map locations that the detection models focus on for
identifying different classes [46], [126], [127], [261]. Feature
space visualization is commonly performed using t-SNE [262],
which shows the distribution of feature vectors [46], [71],
[127], [159], assisting in evaluating the separation between
samples of different classes.

2) Disruption: Disruption involves attacking generators to
induce them to produce distorted or nullified outputs. Evalua-
tion is conducted between the original generative outputs and
the disrupted outputs. The commonly adopted disruption per-
formance evaluation metrics include Lp-norm distance [47],
[48], [198], Mean Square Error (MSE) [204], [205], Peak
Signal-to-Noise Ratio (PSNR) [204], [205], Learned Percep-
tual Image Patch Similarity (LPIPS) [204], [205], and Success
Rate (SR) [47]. These metrics are calculated against the
fundamental disruption setting and common media processing
pipelines, where the latter evaluates the disruption robustness.

Additionally, the transferable disruption performance across
multiple generators and qualitative analysis are also commonly
used evaluation measures [204], [205].

3) Authentication: Authentication involves embedding wa-
termarks in generative media and verifying them through de-
coded watermarks. The commonly adopted evaluation criteria
include verification performance evaluation and media quality
evaluation. Verification performance evaluation typically eval-
uates the detection and identification performance of water-
marks, where the former is used for semi-fragile authentication
and the latter for robust authentication. They can be measured
using accuracy [221], AUC [224], [242], and TPR@x%FPR
(the True Positive Rate at the False Positive Rate x%) [224],
[242] on clean and post-processed watermarked media, where
the post-processing are used for robustness evaluation. Media
quality evaluation evaluates the generation quality of the
watermarked images, typically measured by PSNR, Frechet
Inception Distance (FID), and Structural Similarity Index
(SSIM) [221], [224], [242].

VII. RECOMMENDATIONS FOR FUTURE WORK

This paper presents an exhaustive survey of defense methods
and their trustworthiness against AI-generated visual media.
While significant progress has been made, several gaps remain
that should be addressed in future research.

A. Passive Defense

1) Greater Efforts for Exploring Fine-grained Forgery De-
tection: Fine-grained forgery detection can assist and pro-
vide interpretations for forgery detection within a multi-task
learning framework [70], [89]. Moreover, some fine-grained
forgery detection tasks, such as sequential manipulation pre-
diction [98], [138] and perceptual forgery localization [254],
can help forgery recovery, which in turn contributes to the
generation.

2) Greater Efforts for Exploring Trustworthiness towards
Diverse Detection Tasks: Most existing studies on the trust-
worthiness of detection focus on forgery detection. However,
fine-grained forgery detection also has trustworthiness con-
cerns. For example, TraceEvader [193] focuses on adversarial
attacks on forgery attribution. Considering different detection
tasks explore distinct forgery traces, trustworthiness towards
diverse detection tasks should be seriously explored.

3) Improvement of Detection Benchmarks for Univer-
sal Generative Visual Media: While comprehensive and
fair benchmarks of deepfake detection are extensively ex-
plored [263], [264], the systematic benchmark evaluating uni-
versal generative visual media detection remains ambiguous.
On the one hand, most existing detection methods [77],
[113], [123] prefer constructing new datasets for evaluations.
Therefore, an authoritative and acknowledged dataset for
benchmarking these methods is scarce. On the other hand,
existing universal datasets lack publicly available extra test
sets to evaluate method performance in realistic scenarios.
These universal extra test sets should include high-quality fake
images generated by diverse types of generative models and
perturbed by common degradation operations.



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 15

4) Exploring for Comprehensive Evaluation Criteria: Most
evaluation criteria used in current defense approaches are
qualitative or quantitative evaluations representing defense
performance. However, considering that defense methods are
required to be applied to a large number of visual media on
social platforms, the practicability metrics, such as inference
time, FLOPs, and parameter size, should also be explored as
evaluation criteria.

B. Proactive Defense

1) Exploring Diverse Semi-fragile Authentication Tasks:
Generative models destroy the semi-fragile watermarks em-
bedded in real images, creating a discrepancy in watermarks
between real and fake media. Based on this discrepancy,
forgery detection and fine-grained forgery detection can be
performed in a proactive manner. Therefore, the authentication
tasks corresponding to fine-grained forgery detection tasks
introduced in Section III-D can be explored under this semi-
fragile watermarking scheme. Moreover, the robustness of
semi-fragile authentication can be further explored as the
damaged watermark may be reconstructed [265], [266].

2) Exploring Diverse Trustworthiness Issues of Proactive
Defense: The trustworthiness issues explored for passive de-
fense include robustness and fairness. Correspondingly, diverse
trustworthiness issues for proactive defense should be focused
on, while currently mere robustness is concerned.

VIII. CONCLUSION

This survey provides a comprehensive overview of research
on proactive and passive defenses against AI-generated visual
media, covering the mainstream defense tasks of detection,
disruption, and authentication, as well as their trustworthiness.
We define and formulate these defense tasks within a unified
framework. For each task, we propose a novel taxonomy
based on their methodological strategies, which is uniformly
applicable for subtasks. Furthermore, we review the evaluation
methodologies of these defense strategies, including evaluation
datasets, criteria, and metrics. Finally, we discuss recommen-
dations for future work to indicate potential directions. We
hope this survey provides researchers with an in-depth under-
standing of defenses against diverse types of deep generative
visual forgeries and appeals to further contributions in this
field.
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