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Collective remote attestation (CRA) is a security service that aims to efficiently identify compromised (often
low-powered) devices in a (heterogeneous) network. The last few years have seen an extensive growth in
CRA protocol proposals, showing a variety of designs guided by different network topologies, hardware
assumptions and other functional requirements. However, they differ in their trust assumptions, adversary
models and role descriptions making it difficult to uniformly assess their security guarantees.

In this paper we present CATT, a unifying framework for CRA protocols that enables them to be compared
systematically, based on a comprehensive study of 40 CRA protocols and their adversary models. CATT char-
acterises the roles that devices can take and based on these we develop a novel set of security properties for
CRA protocols. We then classify the security aims of all the studied protocols. We illustrate the applicabil-
ity of our security properties by encoding them in the TAMARIN prover and verifying the SIMPLE+ protocol
against them.

1 INTRODUCTION

An increasing number of heterogeneous devices are deployed in distributed and autonomous net-
works with applications including medical systems [23] to robotics [76]. These pervasive devices
often operate in large, dynamic, and self-organising networks, called swarms [22]. The devices
themselves are typically low cost and have limited memory and processing capabilities. This un-
fortunately, makes them targets for a wide range of attacks [47, 64, 77, 78].

One way to monitor these attacks is remote attestation (RA) [19, 20, 88] whereby a device, called a
verifier, checks the software state of a remote device, called a prover. In RA protocols, a prover sends
areport containing a measurement (e.g., of its software state) to the verifier, which can be matched
against expected values to determine whether the prover can be trusted. However, when attesting
multiple provers, an RA protocol must be executed for each prover individually, which is not
scalable. Therefore, collective remote attestation (CRA) protocols (aka swarm attestation protocols)
have been developed, which allow a verifier to efficiently attest a large number of provers [15,
22, 64]. CRA protocols can support heterogeneous systems (e.g., IoT networks) where provers may
have different hardware and software configurations (e.g., [58]). Moreover, the provers may not
be stationary (e.g., as part of an autonomous drone [53]), which further increases the design space
for CRA protocols (e.g., as found in [59]).

Since the first CRA protocol, SEDA [22] was proposed, many new protocols have been developed
to address different assumptions on interactivity, network topologies, device mobility, verifier be-
haviour, and reporting and validation requirements. The large number of protocols and their vast
design space led to several efforts to classify the protocols. Carpent et al. [29], Ambrosin et al. [15],
and Kuang et al. [64] have compared CRA protocols with respect to operational assumptions and

Authors’ addresses: Sharar Ahmadi, b.dongol@surrey.ac.uk, University of Surrey, Guildford, UK; Jay Le-Papin, jay.le-
papin@surrey.ac.uk, University of Surrey, Guildford, UK; Liqun Chen, liqun.chen@surrey.ac.uk, University of Sur-
rey, Guildford, UK; Brijesh Dongol, b.dongol@surrey.ac.uk, University of Surrey, Guildford, UK; Sasa Radomirovic, s.
radomirovic@surrey.ac.uk, University of Surrey, Guildford, UK; Helen Treharne, h.treharne@surrey.ac.uk, University of
Surrey, Guildford, UK.


http://arxiv.org/abs/2407.09203v1
HTTPS://ORCID.ORG/
HTTPS://ORCID.ORG/
HTTPS://ORCID.ORG/0000-0003-0446-3507
HTTPS://ORCID.ORG/0000-0003-0446-3507
HTTPS://ORCID.ORG/
HTTPS://ORCID.ORG/
https://orcid.org/
https://orcid.org/
https://orcid.org/0000-0003-0446-3507
https://orcid.org/0000-0003-0446-3507
https://orcid.org/
https://orcid.org/

2 Sharar Ahmadi, Jay Le-Papin, Liqun Chen, Brijesh Dongol, Sasa Radomirovic, and Helen Treharne

design features such as the network’s topology and dynamicity, hardware requirements and cost,
and quality of attestation.

Contributions. We present CATT a new unifying framework for Collective Attestation. CATT is
the result of our findings from our systematic review of the adversary models, trust assumptions
and security requirements of 40 CRA protocols and related literature on RA protocols. Namely, we
make the following contributions with CATT.

(1) Unified Protocol Model (§2). The literature on CRA protocols (including the aforementioned
reviews [15, 64]) has generally evolved from RA protocols. However, different authors have applied
extensions to the RA terminology in an ad hoc (often inconsistent) manner. CATT includes a novel
protocol model, building on the RATS RFC [26], that clarifies the existing terminology and defines
new roles such as a relying party and delegated trusted party for CRA protocols. We show that the
CATT protocol model serves as a framework within which all of the protocols that we study can
be characterised.

(2) Trust and Threat Models (§3). We review the possible targets of attestation from which a mea-
surement is generated and clarify how validation of measurements can be trusted. Additionally,
we take the existing threat models [4, 15, 52] and recast them within CATT.

(3) Defence Mechanisms Against Software and Physical Attacks (§4). We review techniques to de-
fend against software attacks and systematise the mitigation and detection techniques for physical
attacks, condensing approaches into five broad categories.

(4) Security Definitions (§5 and §6). Unlike previous works, which have introduced ad hoc (informal)
security definitions, CATT introduces a novel set of a security properties for CRA protocols based
on our unified model, which we use to classify the security goals of all 40 of the protocols that
we study. The framework comprises one authentication property and eight attestation properties.
The former is used by many protocols to prevent unauthorised parties from starting the costly
attestation process. The latter properties capture the main security goals, enabling comparison
of CRA protocols across three dimensions: (i) accuracy with respect to the attestation target, (ii)
granularity of the attestation result, and (iii) synchronicity of attestation reports.

(5) Property Encoding (§7). Finally, we illustrate the CATT security properties by showing that they
can be encoded in the Tamarin prover and demonstrate which ones hold for one of the reviewed
CRA protocols, SIMPLE+ [16]. The significance of the encoding is that the properties can then be
used directly in formal analyses of other CRA protocols.

2 A UNIFIED PROTOCOL MODEL FOR CRA

In the literature, CRA is often considered to be a protocol between a non-empty set of provers and
a verifier (or set of verifiers) [15, 22, 64]. However, in our study, we discover that this formulation
is not suitable for describing CRA protocols in general, because the precise trust assumptions
and functionality of a verifier varies. This is unlike RA protocols, where a verifier is generally
assumed to be trusted and have a fixed role of deciding whether the prover it interacts with is
healthy [26]. CRA protocols follow a variety of designs ranging from untrusted verifiers [63] to
not using verifiers at all [50]. Even when trusted verifiers are assumed, their functionalities often
differ from verifiers in RA protocols, e.g., verifiers in a CRA protocol may only collect results
generated by provers [16].

In CaTT, We thus define a CRA protocol as one that specifies the behaviour of a set of provers
and some intermediary devices to enable a relying party [26, 32] to determine whether the provers
are trustworthy.

The core of a CRA protocol is the measurement, which provides information about the prover’s
state at some time. The notion of time used by protocols is typically a real-time clock [14, 52, 60]
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Fig. 1. Summary of roles and security properties in the CATT model. The prover(s) (yellow box) generate
measurement(s) in response to request(s) from the initiator(s). Measurement(s) are verified by a range of
mechanisms (green box) to generate result(s) that are sent to the relying party. We used dashed boxes to
indicate that there are several design choices when selecting components that generate result(s) from mea-
surement(s).

or a sequence number [12, 16, 29]. The measurement is sent by a prover in an attestation report,
usually signed or alongside a MAC to authenticate the report. Attestation reports can be combined
to create an aggregated report, and an aggregated report can be combined with other attestation
or aggregated reports to create a more informative aggregated report. In the literature and also in
this paper, the term report is overloaded to mean both a single attestation report and an aggregated
report.

A CRA protocol depends on a (potentially abstract) list of expected states and a corresponding
list of expected measurements, i.e., measurements that indicate the provers to be trustworthy. We
say that a prover has a healthy (or uncompromised [22]) status at a particular time iff, the prover’s
state at that time is in the list of acceptable states for that prover at that time. Conversely, a prover
has an unhealthy (or compromised [22]) status if the state is not an expected state. Depending
on the CRA protocol, the prover might be considered by the relying party to be unhealthy if a
response is not received in a timely manner [16, 22], be that due to the prover not completing
the protocol, interference by an adversary, or other reasons. Other protocols distinguish between
unhealthy and unresponsive [14]. The definition of the expected measurements varies between
protocols and many CRA schemes keep it abstract, which we follow.

We assume that the attestation procedure is triggered by an initiator that signals provers to take
their measurements for validation. There are a wide range of options for initiating attestation and
the initiator and the provers are not always distinct devices (see §5.1 for details). Other common
roles in CRA protocols may include a verifier (or sometimes group of verifiers) that performs
attestation on behalf of the relying party; a validator (or sometimes group of validators) that checks
whether the measurement generated by the provers are healthy; and an aggregator (or sometimes
group of aggregators) that combines different reports into a single report to improve scalability.

As we shall see in §3.2, a CRA protocol may also use a trusted third party, which we refer to
as a delegated trusted party, that may (but not always) include a verifier. An overview of the roles
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is given in Fig. 1. This use of a delegated trusted party means that our systematisation for CRA
protocols remains compatible with the roles assumed by RA protocols [26].

As highlighted in Fig. 1, CATT includes several security properties, split into two types. The first
is an authentication property between initiators and provers, and the second describes security
between the provers and the relying party.

3 DEVICE INTEGRITY

The purpose of the measurement in a CRA protocol is to provide evidence of the integrity of the
prover’s software. Different CRA protocols differ in their attestation targets (see §3.1). We describe
how trustworthiness of the verification (of the measurement) is achieved in terms of the CATT
model in §3.2, and models of attacks and adversaries in §3.3. These considerations lead to different
protocol designs which we summarise in Table 1.

Note 1 (Table 1). The following provides some additional notes on Table 1.

X: The protocol does not use a delegated trusted party.

Provers™: In Poster and PADS, attestation includes a convergence phase where all provers obtain
information about all other provers. The relying party can obtain the attestation result
by querying any of the provers after convergence. In MVS-D2D the delegated trusted
party is the initial prover.

Verifier': These protocols additionally use edge verifiers. The edge verifiers are untrusted in SHeLA
(and must be attested separately), but trusted in FeSA.

(1): The validator is the Verifier in SeED but Self-L in SEDA, and it is not clear from the
paper [52] who the validator is when the protocols are coupled.

(2): ESDRA uses cluster heads chosen by a reputation mechanism to make decisions about
provers. However, cluster heads’ reputation may change over time.

(3): The validator in SHeLA is the same as the validator of the underlying RA protocol.

3.1 Attestation Target

A prover device is typically specified as a single entity in CRA protocols but, in most cases, it
logically consists of two entities: a trusted environment (e.g., Trusted Platform Module (TPM)[21],
Trusted Execution Environment (TEE) [82], TrustLite [57], SMART [43]), which serves as the root
of trust, and an untrusted environment to be verified [91]. We give a summary of these environ-
ments for the reviewed protocols in the Appendix (Appendix A). Attestation code running inside
the trusted environment is assumed to produce correct results except under the physical adver-
sary threat model (§3.3). In the latter case, weaker, conditional trust assumptions are made, e.g.,
that the secure environment does not act arbitrarily or reveal secrets unless a physical adversary
(see §3.3.4 for the definition of the adversary) takes the prover offline [51]. We discuss detection
and mitigation measures against physical adversaries in §4.

The target of attestation is generally the memory in the untrusted environment. However, there
is some variety on exactly what is measured in CRA protocols.

Program-memory (PM) attestation generates a measurement for the entire region in which the
prover’s program (binary) instructions reside (e.g., DADS [93]). Some protocols generate the mea-
surement by reading through the program memory locations in a randomised order (e.g., AT T-Auth [11]
and SHOTS [25]).

Data-memory (DM) attestation aims to protect against compromise of the prover’s data memory

at run-time (e.g., SADAN [7]).

Entire-memory (EM) attestation aims to protect against malicious code injection by measuring

the entire memory including the data and program memory and free space. A protocol may first
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Table 1. Summary of CRA protocol designs

Protocol Year Attestation DTP (§3.2) Validator Interactivity Attestation QoSA
Target (§3.1) (§3.2) (§5.1) Set (§6.1) (§6.4)
SEDA [22] 2015 PM Verifier Self-L Interactive-T All Binary
DARPA [51]+SEDA [ 2016 PM Verifier Self-L Interactive-T All Binary
[22]
SANA [12] 2016 PM Verifier Self-V Interactive-T All List
LISA-s [29] 2017 PM Verifier Self-L Interactive-T All List
LISA-a [29] 2017 PM Verifier Verifier Interactive-T All List
SeED [52]+SEDA|2017 PM Verifier (1) Noninteractive All Binary
[22]
SCAPI [58] 2017 PM Verifier Self-V Interactive-T All Binary, List
ERASMUS 2018 PM Verifier Verifier =~ Noninteractive All List
[31]+LISA-a
[29]
ERASMUS+OD 2018 PM Verifier Verifier Interactive-T All List
[30]+LISA-a [29]
Poster [13] 2018 PM Prover* Self-LC Noninteractive All List
PADS [14] 2018 PM Prover* Self-LC Noninteractive All List
SALAD [59] 2018 PM Verifier Self-V Interactive-T Sample List
WISE [17] 2018 PM Verifier Verifier Interactive-T Sample List
slimIoT [18] 2018 PM Verifier Verifier Interactive-T All List
US-AID [49] 2018 PM X Neighbour  Interactive-U All List
ATT-Auth [11] 2018 PM Verifier Verifier Interactive-T Sample Binary
MVS-D2D[92] 2018 PM Prover* Verifier Interactive-U All List
MVS- 2018 PM X Verifier Interactive-U All List
Consensus[92]
HSEDA [75] 2018 PM Verifier Neighbour  Interactive-T All List
SAP [34] 2019 PM,DM Verifier Verifier Interactive-T Sample Binary
MTRA [90] 2019 EM Verifier Self-L Interactive-T All List
RADIS [33] 2019 PM, DM, SF  Verifier Verifier Interactive-T All Binary
ESDRA [65] 2019 PM 2) Neighbour  Interactive-U Sample List
EAPA [95] 2019 PM Verifier Neighbour Noninteractive All List
SHeLA [80] 2019 PM Verifier" (3) Interactive-T All List
HEALED [50] 2019 PM X Neighbour  Interactive-U Sample List
SADAN [7]+DIAT|2019 DM, CF X Jury Interactive-U Sample List
(6]
SFS [94] 2019 PM Verifier Self-V Interactive-T All List
PASTA [60] 2019 PM X Neighbour  Interactive-U All List
DADS [93] 2019 PM Verifier Neighbour  Interactive-T All List
SIMPLE+ [16] 2020 PM Verifier Self-V Interactive-T All List
CoRA [38] 2020 PM Verifier Verifier Interactive-T All Binary, List
SARA [40] 2020 PM, SF Verifier Verifier Interactive-T Sample List
FADIA [72] 2021 PM Verifier Self-L Noninteractive All Binary, Intermediate, List
BFB [45] 2021 PM Verifier Self-LC Noninteractive All Binary
M2N [70] 2021 PM X Neighbour  Interactive-U All List
SWARNA [67] 2022 PM Verifier Verifier Interactive-T All List
SHOTS [25] 2022 PM Verifier Verifier Interactive-T All List
HolA [91] 2022 PM X Neighbour  Interactive-U All List
FeSA [63] 2022 PM Verifier’ Verifier Interactive-T Sample List
SCRAPS [79] 2022 PM, SF X Proxy Verifier Interactive-T Sample List

fill the free space with random values (unknown to the adversary) before taking a measurement.
As with PM above, EM protocols may also attest a (possibly random) memory set of locations (e.g.,
MTRA [90]).
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Control-flow (CF) attestation aims to protect the control-flow of instructions at run time, defend-
ing against tampering of the runtime stack or heap may be tampered with (e.g., causing the order
of instructions that are executed to be modified), without changing the binaries. There are many
control-flow protocols for RA [3, 36, 37, 66, 89], however, to the best of our knowledge, the only
CRA in the category is SADAN (7], which is built on a data integrity RA, called DIAT [6].

Service-flow (SF) attestation aims to protect against adversaries that change the performed ser-
vice, which is an expected functionality of a prover performed by an independent software. In this
case, the attestation verifies the flow of data communicated between devices to assure that provers
are not taking actions based on data from malicious services (e.g., RADIS [33], SARA [40]).

3.2 Trustworthiness of Verification

Devices executing a CRA protocol may take on more than one role. For example, a device may be
both a prover and a verifier [13], both a prover and an aggregator [16], or both a verifier and an
aggregator [80]. In many protocols, the role of the aggregator is implicitly included in the prover’s
role [16]. This requires a careful consideration of the trust assumptions that are made in the CRA
protocol.

Ultimately, unhealthy devices must be identifiable to a relying party [26]. Our trust assumptions
are therefore made from the perspective of this relying party.

The relying party may assume a special entity to provide a trustworthy judgement on the health-
iness of provers (see Table 1). In this paper, we refer to this entity as a Delegated Trusted Party (DTP).
In RA protocols, the DTP is usually referred to as a verifier, which receives a measurement from
the attestors (provers) and provides a result to the relying party [26]. Following this idea, the most
common approach in CRA protocols is to designate a special verifier to perform the attestation
(e.g., SEDA [22], SARA [40]). However, CRA protocols that use centralised verifiers may have a
single point of failure, scale poorly or require maintenance of a specific network topology, which
may not be possible in dynamic networks. Therefore, a variety of other mechanisms for building
trustworthiness of verification have been developed.

A CRA verifier (when used) may store information about the swarm, such as the number of
provers, shared and private keys with the provers, expected measurements, etc. As such, a CRA
verifier is often assumed to be a more powerful computational device than the provers, with a
greater range of capabilities [90]. Even when a verifier is used, the functionality assumed of a veri-
fier is not fixed, and often differs from an RA verifier. For example, in SIMPLE+, a prover generates
its own attestation results, and the verifier is only tasked with collecting these and reporting them
to the relying party [16].

We therefore consider the task of validating a measurement to be separate from the verifier.
As we shall see below (and in the Validator column of Table 1), judging the acceptability of a
measurement may be carried out using a range of techniques, e.g., in Poster [13] and PADS [14] all
provers share the attestation results of all other provers and converge to a decision about the entire
swarm. After convergence, the relying party may query any of the provers to obtain the attestation
result. SHeL A [80] and FeSA [63] use edge verifiers and ESDRA [65] uses cluster heads to split the
swarm into sub-networks. FeSA [63] assumes that the edge verifiers are trusted, but SHeLA [80]
and ESDRA [65] ensure trustworthiness by periodically attesting the edge verifiers [80] or using
a reputation score over the cluster heads to determine whether they need to be attested [65].

Several protocols (e.g., [49, 50, 60, 92]) do not use a DTP, and instead assume that validation is
carried out by a (group) of other provers, e.g., using a consensus protocol to build up trustwor-
thiness of the result. In general, after a prover generates a measurement there are many options
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for validating (i.e., verifying in RA terms [26]) whether it matches an expected one (i.e., a healthy
status) and producing a trusted result. We classify these as follows.

Self protocols, where the measurement is validated by prover device itself. The prover therefore
needs to know the expected measurements, and here there are two options: (1) Self verifier (Self-V)
protocols, where a verifier sends the set of expected measurements to provers, and (2) Self local
(Self-L) protocols where the expected measurements are stored locally within the prover itself.
Both Self-L and Self-V protocols assume a trust anchor (see §4.1) within the provers themselves
to ensure trustworthiness of the validation. When such a root of trust is not available, a CRA
protocol may run a consensus algorithm to come to agreement about on the validation results. We
categorised these as Self-Local Consensus (Self-LC) CRA protocols.

External protocols, where the provers send their measurements to a third party for validation.
We classify these as follows: (1) Verifier protocols, where the measurements are validated by a
centralised verifier, (2) Neighbour protocols, where the measurements are validated by the prover’s
neighbouring provers, and (3) Jury protocols, where the measurements are validated by a jury of
provers. The recently developed SCRAPS [79] protocol delegates validation to an untrusted proxy
verifier implemented as a smart contract on a blockchain. The proxy verifier interacts with the
(trusted) manufacturer smart contract to perform validation.

3.3 Threat Models

An adversary can interfere with inter-device communication and compromise any untrusted ones
- being able to read their memory and modify their behaviour. In this section, we discuss possible
attacks on CRA protocols, then present adversary models to capture different attacker capabilities.

3.3.1 Software Attacks. By exploiting software vulnerabilities, a remote attacker can read from or
write to any unprotected memory regions on a device. As well as enabling the attacker to execute
arbitrary code, the following are examples of attacks that may be performed on an attestation
protocol if there are no hardware (such as SMART [43] or TrustLite [57]) or software restrictions
(such as in SIMPLE+ [16]) in place to prevent it (i.e., if the attestation code is in the untrusted
rather than trusted environment, §3.1).

o [llegitimate results, where an attacker may modify the measurement algorithm, which may result
in the prover generating an incorrect attestation result [16, 43].

e Forged results, where an attacker may read the secret keys of a prover and forge a measurement
for that prover [29, 43].

o Pre-generated results, where an attacker may trick a prover into generating measurements of
the current (healthy) software state for future use by manipulating the prover’s clock. These
measurements are then used as responses during an attack, when the true software state is
unhealthy [52].

3.3.2  Physical Attacks. If a device is physically attacked, the attacker can modify attestation code
or extract information such as secret keys, even if restrictions exist to protect these from software-
based attacks. A physical attack can either be intrusive or non-intrusive. Non-intrusive attacks
include fault injection or side-channel attacks to extract a device’s secret keys without interfering
with its normal operation [5, 81, 87]. This generally requires the help of a physical tool (e.g., an
oscilloscope or EM-receiver/demodulator) that is attached to the victim prover or installed in close
proximity [51]. Intrusive attacks involve taking the target device offline for a non-negligible amount
of time to extract information and/or modify a device’s software and/or hardware.
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3.3.3  Network Attacks. Without compromising any provers, an attacker can exploit any vulner-
abilities in a CRA protocol at the network level. For example, as described by Ibrahim et al. [52]
this includes the following attacks.

o Delay attacks, where an attacker delays an attestation request to evade detection until the at-
tacker’s goal is achieved.

e Dropping attacks, where an attacker drops every report that does not indicate a healthy status
to prevent detection of compromised provers.

o Record and replay attacks, where an attacker records and drops healthy attestation results and
later replays them to make an unhealthy prover appear healthy.

To avoid such attacks, a protocol can utilise nonces, counters, or timestamps stored in a secure
memory [28]. In the case of timestamps, provers and verifiers must have synchronised clocks to
provide them with attestation times.

3.3.4 Adversary Models. CRA adversary models have been inherited from RA adversary models,
e.g., Abera et al. [4], and further discussed in the CRA context in [15, 28, 52]. The following adver-
sary capabilities summarise the capabilities found in the CRA protocol literature and are written in
the context of the trusted/untrusted environments described in §3.1. The mapping of the reviewed
CRA protocols to these adversary models is shown in Table 2.

Software Adversary (Advsw), which can modify any memory in the untrusted environment. How-
ever, once it has done so, this adversary cannot restore the memory to the original (presumably

expected) state.

Mobile Software Adversary (Advyisw), which inherits the abilities of Advgy, but can restore mem-
ory to its original state. Advysw may use its abilities to try to avoid detection. E.g., if a piece of

malware knows when a prover is going to perform attestation, it can erase itelf to make the device

appear healthy when attestation is performed.

Physical Non-Intrusive Adversary (Advpyr), which can read from but not write to any memory

location on the target device, including memory in the trusted environment.

Physical Intrusive Adversary (Advp), which can read from and write to any memory location
on the targeted device, including memory in the trusted environment by taking a device offline
for some amount of time.

Dolev-Yao Adversary [39] (Advpy), which is assumed to have full control over the communica-
tion network. It can eavesdrop on, modify, delay, drop and inject messages.

4 PROTECTION AND MITIGATION

In this section, we identify how CRA protocols mitigate software threats using their underlying
minimal secure hardware (see §4.1) and consider scenarios where the secure hardware itself is
physically attacked, and present a systematisation of techniques found in the literature to mitigate
or detect such attacks (see §4.2). Finally we discuss DoS attack mitigation (see §4.3).

4.1 Defending Against Software Attacks

As discussed in §3.1, CRA protocols assume that provers are also equipped with a root of trust [49,
50, 79, 91] to protect against software attacks. CRA protocols are designed in three different ways,
based on assumptions on the underlying architecture of the root of trust of the provers: soft-
ware, hardware, or hybrid. Software-based protocols (e.g., [62, 69, 83-86]) do not have any spe-
cific hardware requirements; thus they are cheap, however, they rely on strong assumptions that
may be hard to achieve. These assumptions themselves are the root of trust for software protocols.
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Hardware-based protocols (e.g., [46, 61, 73]) rely on a secure hardware such as TPM [21] or Physi-
cally Unclonable Functions (PUFs) [48] where attestation code is executed in a secure environment.
Such hardware components play the role of the root of trust but may be too complex and expensive
for medium- and low-end devices.

Almost all CRA protocols are implemented on hybrid RA architectures, e.g., SANA [12] is im-
plemented on SMART [43] and TyTAN [27], EAPA [95] on TrustLite [57], and FeSA [63] on HY-
DRA [42]. Hybrid architectures combine software and a minimal amount of hardware to create
a root-of-trust [44]. This hardware may include a Read-Only Memory (ROM) to prevent modifica-
tion of attestation code and a Memory Protection Unit (MPU) [24] to guarantee non-interruptability
(aka atomicity) of the attestation procedure as well as privileged access to secret keys, session ids,
nonces, counters, time stamps, and clocks. For example:

e SeED [52] assumes hardware-protected Reliable Read-Only Clocks (RROCs) that are (loosely) syn-
chronised within devices running the CRA protocol. Without an RROC, Advsy may manipulate
the clock and pre-generate healthy attestation results for future use when the prover is actually
unhealthy.

e ERASMUS+LISA-«a [29, 31] and SeED [52] assume hardware-protected Pseudo Random Number
Generators (PRNGs) that are initialised with a secret seed and used to generate attestation times.
Without these, an Aduvysy that knows the time interval between attestation rounds may be able
to hide by deleting itself prior to measurements being taken. The PRNG and secret seed are used
to perform attestation at random time intervals that cannot be predicted by Advpsw .

Ammar et al. [16], propose a design that deviates from the above classification. They implement
a root of trust using a formally verified software-based memory isolation hypervisor (SuV) to
implement a root of trust that claims to provide the same guarantees as traditional architectures,
without specific hardware requirements.

4.2 Defending Against Physical Attacks

A physical attack allows an attacker to bypass a device’s hardware restrictions to gain access to
any secrets stored on a device. These secrets can be used to impersonate the captured device, or
malware on the device can perform arbitrary operations using the secrets.

A CRA protocol with no protection against physical attacks may leave the entire swarm vul-
nerable if just one prover is physically compromised. An example is SIMPLE+ [16] where two
symmetric keys are shared by all provers and a verifier. The physical compromise of any prover
gives the adversary access to both keys, with which it can impersonate the entire swarm and send
the verifier seemingly legitimate reports as the verifier cannot tell whether this has occurred.

Few CRA protocols consider a non-intrusive physical adversary rather than a intrusive physical
adversary.! Although devices spread over a large area are difficult to monitor, non-intrusive at-
tacks require physical tools to be attached to the victim device, making them difficult to perform.
Several protocols do provide mitigation and detection against intrusive physical adversaries (e.g.,
SCAPI [58]). We discuss existing mitigation and detection approaches next and show the mapping
of the reviewed CRA protocols to their protection strategies in the middle column of Table 2. It is
worth noting that in dynamic wireless environments with a deployed swarm of devices, e.g., en-
vironmental sensors in remote unmonitored areas, an adversary could tamper with some devices.
However, the details of hardware tamper resistance [8, 55], industry certification practices (e.g.,
Common Criteria [1]), and open source designs (e.g., OpenTitan [2]) are outside of the scope of
this paper.

ISALAD [59] is an exception, which considers side-channel attacks.
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4.2.1  Physical Attack Mitigation. The minimal defence against physical intrusive attacks is to
prevent the compromise of one device from affecting the security of other devices. For exam-
ple, SANA [12] gives each prover its own asymmetric key to sign its report with. If a prover is
physically compromised, giving its key to an adversary, the adversary can impersonate the com-
promised prover, but not the provers it has not physically compromised because they use different
secrets. Mitigation techniques make it difficult for adversaries to forge reports for compromised
devices, enhance security against invasive physical attack on conventional memories, or prevent
attackers from decrypting previous messages.

Mitigation via unique keys (M-UK). SALAD [59] authenticates each device’s attestation report
with a unique key. This protocol mitigates physical attacks by executing code inside devices’ TEEs
and authenticating reports with unique attestation keys, making it difficult for adversaries to forge
reports of compromised devices.

Mitigation via PUFs (M-PUF). Physically Unclonable Functions (PUFs) are functions embedded
into circuits, producing different outputs in each device. They can be used to generate secrets,
eliminating the need to store secrets in memory. The authors of SHOTS [25] and ATT-Auth [11]
claim this makes their schemes resistant to physical attacks; however, their physical adversary
can only read from and not write to memory, unlike ours (in §3.3.4). As each PUF is unique, this
mitigation inherits the properties of M-UK.

4.2.2  Physical Attack Detection. A stronger defence against physical intrusive attacks is to detect
them. CRA protocols use different techniques to detect physical attacks under the assumption
that performing such an attack requires the victim device to be taken offline for a non-negligible
amount of time [18, 49, 51, 58, 72, 91, 95], which we refer to in this paper using dp;. These tech-
niques broadly fall in to three categories: frequent heartbeats; frequent secret updates; and frequent
attestation?.

Heartbeat protocol (D-HB). A heartbeat protocol frequently checks that provers are online. If
a prover is not reached for more than dpy, that prover is considered physically compromised. A
heartbeat protocol may be standalone (e.g., DARPA [51]) or it may be incorporated into a CRA
protocol (e.g., HolA [91], US-AID [49]).

Secret updates (D-SU). A CRA protocol can frequently update the secrets required to participate
in attestation (e.g., keys in SCAPI [58]). If a prover fails to receive the updated secret (e.g., due to
being offline), it can no longer participate in the protocol and be successfully attested.

Attestation (D-ATT). If Op; is large enough, and the attestation time short enough, it is feasible
to simply ensure that provers attest themselves more frequently than &p;. If a prover fails to attest
itself, it may be presumed to be physically compromised.

HolA [91] uses a combination of D-HB and D-ATT, and assumes that the attestation protocol is
executed significantly more frequently than dp;. If a device fails to participate in the attestation
protocol, a heartbeat protocol begins until the device either responds, or is missing for > Jpj.
slimloT [18] uses a combination of D-ATT and D-SU. Attestation is performed frequently but the
attestation procedure also updates a secret. This both detects the absent device by attestation and
prevents the captured device from participating in future rounds of the protocol.

4.3 Defending Against DoS Attacks

Denial of Service (DoS) is a threat to all networked devices. It is not within the capability of a
CRA protocol to prevent all DoS attacks, however CRA protocols should (and do) consider appli-
cation layer DoS attack vectors introduced by the CRA protocol itself (e.g., LISA [29], SeED [52]).

2By frequently, we mean at least every Spy.
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Because provers in CRA protocols are envisioned as low-power devices, performing attestation is
an expensive (and blocking) task for provers. If an adversary can induce provers to attest more
often than the protocol intends, they can easily perform a DoS attack on the swarm, preventing
devices from performing their intended function. In the next section, we will explore two ways of
preventing such an attack, namely, designation of Non-interactive CRA protocols and the Initiator
Authentication security property.

5 INTERACTIVITY AND INITIATOR AUTHENTICATION

We now turn to initiator authentication, the first security property described in Fig. 1. It ensures
that provers only perform attestation if legitimate initiator(s) kick-start the attestation process.
As provers are assumed to be low-power devices, attestation is an expensive (and blocking) task
for them and generally cannot be interleaved with other tasks. An adversary that induces provers
to attest more often than planned or attest at inopportune times can disrupt the services these
devices are expected to provide. Whether initiator authentication is an appropriate mechanism to
prevent such an attack depends on the CRA protocol’s design. We therefore first discuss the notion
of interactivity (§5.1) before defining initiator authentication (§5.2).

5.1 Interactivity

Attestation procedures may be initiated in several ways. The categories below are inspired by Am-
brosin et al. [15], who distinguish between interactive and non-interactive CRA protocols. Unlike
Ambrosin et al. [15], who only consider protocols with a trusted initiator, we additionally consider
protocols that may be initiated by an untrusted device to better understand how protocols ensure
the legitimacy of attestation requests (summarised in Table 1).

In Interactive (aka on-demand) protocols provers perform attestation after receiving a specific at-
testation request message. We distinguish two subtypes: (i) interactive trusted, denoted Interactive-
T, where requests originate from trusted devices and (ii) interactive untrusted, denoted Interactive-
U, where requests may originate from untrusted devices.

In non-interactive protocols provers decide for themselves when to perform attestation, e.g., by
using a secure clock to trigger attestation at set points in time.

In Interactive-T protocols, attestation requests are by definition assumed to be legitimate. However,
in Interactive-U protocols, the initiator may be a compromised neighbouring prover device. A
mechanism to ensure in this case that the attestation is only initiated when desired, is to protect the
initiation code within the initiating prover’s trusted environment (e.g., US-AID [49]). Interactive-
U protocols also use other techniques to counter illegitimate attestation requests. ESDRA [65]
and M2N [70] use a reputation mechanism to choose cluster heads and only provers with a high
enough reputation score may initiate the attestation. In PASTA [60], the initiator sends attestation
requests after a timeout, but only after verifying that its software state is trustworthy. Moreover,
attestation requests are only sent to prover devices that were known to be healthy in the previous
attestation round. In SADAN [7], a device may blame other devices and request a jury to attest
them. However, any prover that blames a healthy device will itself be blamed by the jury of the
current round and hence attested in the next round.

Interactive CRA protocols may be used in settings where initiators make decisions based on
some event, e.g., when an intrusion detection system shows that a prover is suspected of being
compromised [9, 10], or when a monitoring mechanism requests attestation in response to demand
[30]. Non-interactive protocols reduce the communication overhead of attestation requests (and
hence energy costs and run-time). They also mitigate computational DoS attacks, as there is no
attestation request that originates from the initiator (e.g., SeED+SEDA [22, 52]). The frequency
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of an initiator’s requests can also be decoupled from the frequency of a prover’s measurements
allowing for the implementation of a simple collection phase on the provers (e.g., ERASMUS [31]).

5.2 Initiator Authentication

To prevent an adversary from exploiting the initiation mechanism, it is necessary that provers only
perform attestation in response to legitimate requests. We define initiator authentication based
on Lowe’s injective agreement [71] to ensure a prover only accepts requests genuinely from the
initiator (as defined in §2), and each unique request no more than once.

Definition 1 (Initiator Authentication (IA)). A CRA protocol guarantees IA to a prover p iff, when-
ever p completes a run of the protocol, apparently having received an attestation request from an
initiator i, then i has previously been running the protocol, sending an attestation request to p.
Furthermore, each run of the protocol by p corresponds to a unique attestation request sent by i.

On its own, IA only prevents replay attacks. To prevent the above DoS attack, where the adver-
sary replays attestation requests, the initiator i must be honest. If i is dishonest, it can spam a
prover with legitimate attestation requests, causing a DoS attack without violating IA. In practice,
this assumption may take the form of requests coming from a trusted third party (e.g., such as
in SEDA [22], SIMPLE+ [16], SANA [12]), LISA [29]), or some secure attestation trigger on the
attested device (e.g., such as in SeED [52], PADS [14]).

To prevent legitimate attestation requests from being replayed, a CRA protocol may employ
standard techniques such as counters (e.g., SALAD [59]), timestamps (e.g., SANA [12]), or nonces
(e.g., SCRAPS [79]).

Non-interactive protocols assume the existence of secure hardware on the device to initiate
attestation, such as SeED’s timeout circuit and non-maskable interrupt [52]. Abstractly, in our
model (Fig. 1), this device could be considered both an Initiator and a Prover, but there is no actual
request message sent. As there is no message to forge, we assume IA cannot be violated in non-
interactive protocols. Ensuring the security of the attestation trigger (abstractly, the honesty of
the initiator) is a hardware/software level problem, not a protocol level one.

6 ATTESTATION CORRECTNESS

We now present different techniques used by CRA protocols to select the provers to be attested
(§6.1). Then, we present our eight security properties (Def. 6 and Def. 7) that address attestation
correctness between the provers and the relying party (see Fig. 1). Our definitions are hierarchi-
cal and first consider the correct status of an individual prover at particular point in time (§6.2).
Then we consider synchronisation aspects, which yields two further definitions that reflect when
a collection of provers has a particular status (§6.3). These are then combined with the notion of
Quality of Swarm Attestation (QoSA) [29] to give rise to two distinct sets properties depending on
whether the CRA procedure can determine the status of an individual prover or a group of provers
as a whole (§6.4).

Although the QoSA dimension has been extensively discussed in prior works, our contribution
is to define status correctness and synchronicity, which lack formal definitions in the literature.

Note 2 (Table 2). The following provides some additional notes on Table 2.
v': adversary model applies
v/: aims to hold
X: does not aim to hold
—: the property is not inferable from the paper
NI: non-interactive protocol thus IA is not applicable
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Table 2. Summary of adversary models, physical protection and aimed security properties
Protocol Name Adversary Model (§3.3) Physical IA |Individual/Group Sync/ASync Weak/Strong
Advsw | Aduoyisw | Advpnr | Advpr | Advpy | Protection (§4) ((§5)| Attestation (§6)  Attestation (§6) Attestation (§6)
SEDA [22] v v X v | Group Async Weak
DARPA [51]+SEDA [22]| v v D-HB v | Group Async Weak
SANA [12] v v v M-UK v |Individual (*) Async (*) Strong (*)
LISA-s [29] v v X v |Individual Async (1) Strong
LISA-ar [29] v v X v |Individual Async Strong
SeED [52]+SEDA [22] v v v X NI | Group Async Weak
SCAPI [58] 4 4 v D-SU v |Individual/Group  Async Weak
EI;RAAS_ZM[JZS’;][S 1+ v v v X NI |Individual Async Strong
fli?ssggs[;?f (30] v v v X / | Individual Asyne Strong
Poster [13] v X NI |Individual Sync Strong
PADS [14] 4 4 4 X NI |Individual Sync Strong
SALAD [59] v v v M-UK v |Individual (*) Async (*) Weak (*)
WISE [17] 4 4 X v |Individual Async Strong
slimloT [18] v v v/ |D-SU + D-ATT (t)| ¢ |Individual Async Weak
US-AID [49] v v v D-HB v |Individual Async Strong
ATT-Auth [11] v v v M-PUF (X) | Group Async Strong
MVS [92] v X — |Individual (2) Async (2) Strong (2)
HUSEDA [75] v 4 X v |Individual Async Strong
SAP [34] v X (X) | Group Sync Weak
MTRA [90] v v X v |Individual Async Weak
RADIS [33] v v X v | Group (3) Async (3) Weak (3)
ESDRA [65] v v X (X) |Individual Async Weak (4)
EAPA [95] v v v D-HB NI |Individual Async Strong (5)
SHeLA [80] v v X — |Individual Async Weak
HEALED [50] v v X (X) |Individual Async Strong
SADAN [7] 4 v X — |Individual Async Strong (6)
SFS [94] v v v M-UK (%) v |Individual (*) Async (*) Strong (*)
PASTA [60] v v v D-ATT v |Individual Sync Weak
DADS [93] 4 v X v/ |Individual Async Strong
SIMPLE+ [16] v v X v |Individual Async Weak
CoRA [38] 4 v X v/ |Individual/Group ~ Async Weak
SARA [40] 4 v v X v |Individual (7) Async (7) Strong (7)
FADIA [72] 4 4 v D-ATT NI |Individual/Group —— Strong
BFB [45] 4 v v X NI | Group Async Weak
M2N [70] v v X v |Individual Async Strong
SWARNA-agg [67] 4 v X v |Individual = Strong
SHOTS [25] v v v M-PUF v |Individual (*) Sync (*) Strong (*)
HolA [91] v v v/ |D-ATT + D-HB ()| ¢ |Individual Async Strong
FeSA [63] v v v X NI |Individual Async Weak
SCRAPS [79] v v X v |Individual Async Strong

(")
(F):
($):

(X):

These properties are not guaranteed but it is likely to be achieved.

As described in §4.2.2.

SFS [94] additionally uses a puncturable forward-secure signature scheme to prevent an
attacker from forging signatures from previous attestation rounds.

These properties are conditional. Although ATT-Auth claims “mutual authentication be-
tween a prover and the verifier” as a security objective, it does not prevent replay attacks
because it does not use any known countermeasure (e.g., nonce or timestamp). SAP ac-
knowledges that it does not handle replay attacks (but gives suggestions of how to change
the protocol). ESDRA and HEALED use nonces but only to prevent replay attacks on the
response, not the challenge.

: LISA’s definition of synchronicity, which is different from ours, means each device waits

for all of its children’s attestation responses before submitting its own.

: For MVS (consensus), we may adapt our definition for attestation property so that a group

of untrusted verifiers collaborate to attest the swarm.
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(3): For RADIS, we adapt the attestation definitions so that the verifier attests a set of services
as a group. We infer from the paper that services are asynchronous and if a prover does
not respond, the corresponding service is marked as unhealthy, since it does not match to
unexpected healthy one.

(4): ESDRA uses some probabilistic parameters to increase the fault tolerance against false
positive reports, yet it does not claim that it prevents them all.

(5): In EAPA, the verifier accepts the absence message of healthy devices and deletes the sus-
picious devices in absence message from the swarm topology.

(6): For SADAN, we may adapt our definition for attestation property so that the verifier will
be a random jury of untrusted devices.

(7): SARA’s attestation target is service flow plus program memory. We may adapt our attesta-
tion definitions like the way we do for RADIS.

6.1 Attestation Set

When initiating the attestation procedure, there are several options for selecting the attestation set,
i.e., the set of provers to be attested. Ideally, one would only attest provers when strictly necessary
since attestation itself prevents the prover devices from performing useful work. Attestation may
have significant performance implications in resource-constrained devices and settings where the
prover devices execute time-sensitive operations.

Most of the CRA protocols studied in this paper attest all of the provers. However, to improve
scalability, the set of all provers may be partitioned into different classes [18], e.g., based on geo-
graphical locations in static networks, common tasks among devices, network traffic distribution,
etc.

Some protocols only attest a sample of provers, using various techniques to select the attes-
tation set. One option is to simply pick a random subset of provers, e.g., as in ATT-Auth [11])
and HEALED [50]. More sophisticated CRA designs such as WISE [17] use Al-based classification
techniques over features such as the maximum amount of time between attestation requests and
prover features such as its geographical location and underlying hardware. In ESDRA [65], cluster
heads assign and update reputation scores on the provers. The protocol attests provers when their
reputation drops below a certain threshold. In SADAN [7] each prover monitors other provers in
the network and triggers attestation on any prover that it finds suspicious. WISE [17] provides
probabilistic guarantees about the healthiness of all provers in the network even after sampling a
subset of provers, where the history of previous attestation periods and device characteristics are
used to select the attestation set.

In the remainder of this section, we define attestation properties between the prover(s) selected
for attestation (irrespective of the selection strategy) and the relying party.

6.2 Status Correctness

A CRA protocol must maintain a list of states that are considered acceptable for each prover. This
list may be updated over time, e.g., to reflect new software versions.

If a prover’s state at some time is in the list of acceptable states for that prover at that time, then
the prover has a valid state at that time and is considered healthy. If not, the prover is unhealthy.
The condition of being healthy or unhealthy is the prover’s status.

In some protocols, each status (i.e., Healthy or Unhealthy) observed by the relying party must
match the actual state of the associated prover. Other protocols only require this for the Healthy
case, allowing false-positive results. This gives rise to a weak and a strong version of status cor-
rectness.
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Definition 2 (Weak Status Correctness). We say that s is a weakly correct status for prover p at
time ¢ iff, whenever s = Healthy, p had a valid state at .

Definition 3 (Strong Status Correctness). We say that s is a strongly correct status for a prover p
at time ¢ iff, (1) it is a weakly correct status for p at ¢, and (2) whenever s = Unhealthy, p did not
have a valid state at ¢.

6.3 Synchronicity

(A)synchronicity enables the categorisation of CRA protocols based on their ability to compute
provers’ measurements at different or the same time in an interval. The execution of CRA protocols
proceeds over a period of time often between devices with no real-time clocks [12, 16, 22, 40], or
only loosely synchronised ones [18, 49, 60]. This means that we need to be able to determine the
correctness of a set of provers depending on when the results from the provers are collected. A
verifier typically knows the result was produced within a known time interval T but it does not
know at exactly what time the result was generated.

Definition 4 (Asynchronous Weak/Strong Correctness). The statuses for a set of provers P are
asynchronously weakly/strongly correct in T iff, for all p € P there is some time ¢t € T where the
decided status of p is weakly/strongly correct for p at t.

According to this definition, the state of each prover in P can be measured at a different time
in T - there is no guarantee that all provers are ever simultaneously healthy, even if the decided
statuses of all provers in P are Healthy. If malware were to hop between devices during T it would
be possible for every prover in the swarm to be correctly viewed as Healthy in T, even though at
no single time in T is every prover in P Healthy [35].

The stronger synchronous correctness property avoids this limitation, requiring all statuses to
be correct at a single time ¢ € T.

Definition 5 (Synchronous (Weak/Strong) Correctness). The statuses for a set of provers P are
synchronously weakly/strongly correct in T iff, there is some time t € T such that for all p € P
the status of p is weakly/strongly correct for p at ¢.

6.4 Attestation properties

Information about the provers’ software states may be collected in several ways. Carpent et al. [29]
define the notion of a Quality of Swarm Attestation (QoSA), which describes how much information
a relying party is able to retrieve from a report it receives (see Table 1). QoSA can be used to
distinguish protocols as follows?’.

Binary QoSA (B-QoSA) protocols, where the report only allows the relying party to distinguish
between two states: all provers are healthy, or some prover is unhealthy.

List QoSA (L-QoSA) protocols, where report only allows the relying party to identify the healthy
or unhealthy provers, or both.

Intermediate QoSA (I-QoSA) protocols, which lie between B-QoSA and L-QoSA. Here the provers
are partitioned into sets of provers, and the report allows the relying party to identify the healthy
sets without distinguishing the individual provers within the set.

As summarised in Table 1, the majority of CRA protocols are L-QoSA, since in most applications,

it is necessary to precisely locate unhealthy provers to take further action, e.g., restoring healthy
code [50] or disconnecting them from their neighbouring provers [49]. Furthermore, some CRA

3Carpent et al. [29] also define the notion of a Full QoSA, where a report identifies a list of attested devices along with their
connectivity, i.e., swarm topology. However, as far as we are aware, there is no CRA protocol that implements Full QoSA.
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protocols may have more than one QoSA, e.g., CoRA [38] is initially a Binary protocol and if the
result of the attestation is 1, it concludes that the entire swarm is healthy, otherwise, the protocol
concludes that at least one device is unhealthy and proceeds to the detection phase where CoRA is
List-QoSA. In SCAPI [58], the QoSA metric is a parameter of the protocol, referred to as attestation
type, whose value can be either Binary or List, and the relying party decides on the value of this
parameter. FADIA takes a parameter for how many measurements should be aggregated. This
number can be 0 (L-QoSA), greater than the number of provers being attested (B-QoSA), or an
intermediate value (I-QoSA).

QoSA gives rise to two different ways for performing CRA: the protocol can deliver to the relying
party the status of each prover in the swarm individually; or the relying party can be given one
or more statuses, each representing the trustworthiness of a group of provers. We define security
properties for each type of assessment. In these definitions we use the term run, which is a single
execution of a protocol role by a device.

6.4.1 Individual Attestation. Individual Attestation is the simplest form of CRA, where the relying
party receives one status per prover. This corresponds to L-QoSA.

Definition 6 (Individual (A)Sync. Weak/Strong Att.). A protocol ensures Individual (A)Synchronous
Weak/Strong Attestation to a relying party for a set of provers P during a time interval T iff, when-
ever the relying party completes a run of the protocol believing that each p; € P has some status
s; during the time interval T, then the statuses for P are (a)synchronously weakly/strongly correct
inT.

While in many protocols P is decided when attestation is initiated (corresponding to the attes-
tation set in §6.1), our property is flexible and only requires it to be fixed at the end of the protocol
run, when the claim is made. In PADS [14] for example, allows some provers in the attestation set
to have an "unknown” status. In this case, P will contain only the provers that are reported to be
healthy or unhealthy.

6.4.2 Group Attestation. In B-QoSA and I-QoSA protocols, a set of provers can have a group status
- a single healthy/unhealthy value assigned to a set of provers as a group, based on the state of
each prover in that set.

Definition 7 (Group (A)Sync. Weak/Strong Att.). Let Gy,...,G, C P forn > 1be one or more sets
of provers. Suppose a relying party completes a run of a protocol obtaining, for a time interval T,
the statuses sy, . .., s, for the sets of provers Gy, . . ., G, respectively. Then the protocol guarantees

o weak asynchronous group attestation iff, for all group statuses s;, if s; = Healthy then for all
p € G;j there is a time ¢t in T where p had a valid state at ¢,

o weak synchronous group attestation iff there is a time ¢ € T such that, for all group statuses s;,
if s; = Healthy then for all p € G;, p had a valid state at ¢,

e strong (a)synchronous group attestation iff (1) it guarantees weak (a)synchronous group attes-
tation and (2), for all group statuses s;, if s; = Unhealthy then at some time ¢ in T, at least one
p € G; had an invalid state.

Existing CRA protocols predominantly define a group to be unhealthy if one or more provers in
that group have an invalid state and our property follows this. The one exception among the CRAs
included in this paper is BFB [45], which allows more than one prover (up to some threshold) to
have an invalid state, but still for the group to be considered healthy. Def. 7 can be relaxed to allow
one or more provers not to be in a valid state for all times in T. We assume this modified version
of Def. 7 in Table 2. We also note that for B-QoSA protocols it is possible to simplify this property
as there is only one group G; = P.
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7 EXAMPLES AND VALIDATION

In §7.1, we present particular CRA protocols that exemplify the security properties that we pro-
posed in §5 and §6 and map to these protocols in Table 2. In §7.3 we focus on one of the examples,
SIMPLE+ [16], and validate the implementability of our security properties in a formal analysis of
SIMPLE+ with respect to the properties.

7.1 Security Properties Examples

In the following descriptions (and in Table 2), we say that the considered CRA protocols aim to
satisfy (rather than satisfy) our security properties for two reasons. First, while our properties are
derived from the reviewed protocols’ security goals, except for SIMPLE+, we have no proof that a
considered protocol’s claimed security property implies our security property. Second, most of the
reviewed CRA protocols use proof sketches or informal reasoning to justify their security claims.
Note that the attestation properties stated in Defs. 6 and 7 encompass eight types of attestation
correctness properties. However, we offer a concrete CRA example for only six of them because
none of the protocols we study address Group Asynchronous Strong or Group Synchronous Strong
attestation.

Initiator Authentication (IA). CoRA [38] aims to satisfy IA under Advsy and Advpy by using
an algebraic message authentication code scheme with a counter on each device, which is incre-
mented by the verifier and each prover after each attestation procedure. The counters are stored
in the trusted environment of all devices and are used to monitor the attestation sequence number,
preventing replay attacks.

Individual Asynchronous Weak Attestation (IAW).

SIMPLE+ [16] aims to satisfy IAW under Advsy and Advpy. Here, all devices have shared attesta-
tion and authentication keys secured within their Trusted Computing Module (TCM), isolated by
a SuV. The TCM also safeguards attestation code and a counter for report freshness. Provers calcu-
late measurements asynchronously using the attestation key and generate reports, which include
the counter and are signed with the authentication key. These reports consist of 1-bit binary val-
ues, and the final aggregated report comprises n-bit values. A ‘1’ in the i-th bit indicates a healthy
status for i-th prover, while ‘0’ denotes unhealthiness. Thus, the verifier can determine the status
of the individual provers contributing to the report. Unresponsive provers are considered to be
unhealthy.

Individual Asynchronous Strong Attestation (IAS).

US-AID [49] aims to satisfy IAS under Advsy, Advpy and Advp;. It operates without a trusted
centralised verifier, relies on network owner providing devices with attestation details, and se-
cures protection through SMART [43] or TrustLite [57] architectures. US-AID detects absence
using DARPA’s heartbeat protocol, with neighbouring devices mutually authenticating through
encrypted messages and checking each other’s measurements asynchronously. Successful attesta-
tions result in reports stored in separate lists for healthy and unhealthy devices.

Individual Synchronous Weak Attestation (ISW). PASTA [60], already explained in §4.2, aims
to satisfy ISW under Advsy, Advpy and Advp.

Individual Synchronous Strong Attestation (ISS). PADS [14] aims to satisfy ISS under Advsy,
Adovpsw, and Advpy. Here, each prover performs a local attestation through its internal TEE. Pe-
riodically, each prover shares its observations representing the statuses of provers in the swarm.
Other provers receiving these messages verify their authenticity, check their validity within a spec-
ified time interval, and use a consensus algorithm to share their knowledge with the swarm. Each
prover keeps track of responsive unhealthy, responsive healthy, and unresponsive provers. Over
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All V PO P1 att@ attl cntr #att_end
Attestation_Complete_I (V, PO, P1, atto, attl, cntr) @
#att_end ==> Ex #att_start . (

Attestation_Start (V, P@, P1, cntr) @ #att_start
& (att@=healthy ==> IsHealthy(P0, #att_start))
& (att@=unhealthy ==> IsNotHealthy (P0, #att_end))//Strong
& (attl=healthy ==> IsHealthy(P1, #att_start))
& (attl=unhealthy ==> IsNotHealthy (P1, #att_end)))//Strong

Fig. 2. Lemma for IAS. The Lemma for IAW is obtained by omitting the cases (marked //Strong)

time, the view of every prover converges to the true state of the swarm, allowing a verifier to query
a final report from any of them.

Group Asynchronous Weak Attestation (GAW). SEDA [22] aims to satisfy GAW under Advswy
and Advpy. It employs a spanning tree topology where parent devices have separate shared keys
with their child devices. Attestation results are generated asynchronously. When a parent attests
its children, each child sends a report signed with the shared key stored in its ROM, protected
by an MPU. The final aggregated report includes information about the number of successfully
attested provers and the total number of provers attested in the subtree rooted at the initial prover.
A verifier, aware of the total number of provers (s), checks if these two are equal to s — 1 and if
the status of the initial prover is healthy. If these conditions are met, the verifier determines the
overall group health status as healthy, unhealthy otherwise. Unresponsive provers are assumed to
be unhealthy in this protocol.

Group Synchronous Weak Attestation (GSW). SAP [34] aims to satisfy GSW under Advgy. It
employs a balanced binary tree topology where the root is the verifier. Attestation requests propa-
gate through the tree, and secure clocks on devices ensure proper verification timing. Each device,
upon receiving the request, performs attestation and sends the result to its parent. The parent
combines the received results with its own attestation result and forwards an aggregated report
to its parent. Eventually, the verifier receives the final report and validates it. The binary value in
the report indicates whether the entire swarm is trustworthy (all provers are healthy) or not (one
or more provers are unhealthy or unresponsive).

7.2 Encoding of Properties

We encode our security properties: IAS, IAW, GAS and GAW, as generic TAMARIN lemmas that
are independent of any particular protocol. The TAMARIN lemma encoding IAS and IAW is shown
in Fig. 2, while the Group Asynchronous Attestation lemmas can be found in Fig. 3.

In the Advsy adversary model, once a prover becomes unhealthy, it can never become healthy
again. Therefore, if a prover is healthy at any time in an interval, it must be healthy at the start of
the interval. Conversely, if a prover is unhealthy at any time in an interval, it must be unhealthy at
the end of the interval. We exploit this to limit the possible values of t to #att_startor #att_end,
depending on whether the observed status is healthy or unhealthy, respectively. #att_startistied
to when the verifier first sends an attest request message for a round (each round is uniquely iden-
tified by a monotonically increasing counter cntr), while #att_end denotes the verifier V complet-
ing the attestation protocol and deciding on the status of the provers (P@ and P1). IsNotHealthy
and IsHealthy are predicates that check whether the state of the prover has been modified.
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7.3 Verification of SIMPLE+

We analyse the SIMPLE+ protocol using the lemmas encoded in §7.2, showing that SIMPLE + satis-
fies Individual Weak Asynchronous Attestation and Group Weak Asynchronous Attestation, but
fails to satisfy the Strong variants of these properties under the Advsy and Advpy adversary mod-
els.* We build on Le-Papin et al.’s [68] symbolic protocol analysis of SIMPLE+ using TAMARIN [74],
which was the first symbolic analysis of a CRA protocol. In particular, we reuse Le-Papin et al.’s
TAMARIN model of SIMPLE+, implement our security properties within this model, then verify
them automatically. Like Le-Papin et al., our analysis considers a scenario comprising two provers
and up to two rounds. This extension shows that our properties can be used in the formal analysis
of CRA protocols. A more detailed description of Le-Papin et al’s model, can be found in Appen-
dix C.

8 DISCUSSION AND FUTURE WORK

The CatT framework proposed in this paper offers protocol designers guidance on tailoring CRA
protocols to specific needs. For instance, if the goal is to minimise false positive attestation results,
designers should opt for a CRA ensuring strong status correctness. Similarly, if the aim is to reduce
complexity by exchanging shorter attestation messages, a CRA evaluating the status of a group of
provers collectively is preferable. Additionally, in scenarios where adversaries may evade detection
by moving between provers, a promising choice is a CRA guaranteeing a synchronous security
property, showcasing the practical applications and benefits of CATT’s unified approach.

Examining Table 2, we find that the majority of CRA protocols ensure Individual Asynchronous
Weak Attestation. Three primary reasons contribute to this trend. (1) CRA designers prefer to
enable relying parties to take additional steps, such as healing or disconnecting unhealthy provers
from the rest of the swarm, necessitating individual detection [50]. (2) Achieving synchronicity is
challenging, especially in dynamic environments. While it is great in theory;, it is difficult to achieve
in practice as it requires strong clock synchronisation (such as in SAP [34]) or dedicated hardware
(such as in RATA [35]). As shown in Table 2, almost all CRA protocols only aim for asynchronous
correctness. (3) The primary concern for relying parties is ensuring that if an attestation report
indicates a prover’s health at a specific point, the prover was genuinely healthy at that time, and
the concern is not avoiding false positives—if an attestation report indicates a prover is unhealthy,
but the prover was genuinely healthy at that time.

By developing our CATT framework we identify several possible research challenges. We split
these into three main themes.

Protocol robustness. The security properties proposed in this work are specifically applicable to
CRAs where attestation failure may be attributed to adversarial attacks or network delays. How-
ever, it is acknowledged that attestation failures can also occur due to bugs in an implementation.
Addressing this presents a research challenge, exploring the possibility of verifying that attestation
is bug-free, particularly in swarms with multiple devices where multiple states may need resetting.
Additionally, certain CRA protocols assume bug-free attestation code, posing a vulnerability and
suggesting another area for research within the community.

Formal verification. In§7.2 and §7.3, we have shown that CATT’s security properties are amenable
to formal verification. The next steps for future work are to formally prove that the security prop-
erties shown in Table 2 are indeed satisfied by the CRA protocols. We anticipate that this may

4Our models are submitted as supplementary material and will be made available.
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require significant effort since the assumptions made by the protocols must be faithfully repre-
sented. Given the complexity of many of the protocols, there are also scalability challenges that
must be overcome.

Protocol design. Tables 1 and 2 highlight numerous unexplored CRA protocol possibilities, such
as protocols that guarantee group (a)synchronous strong attestation. Other possibilities include
use of special hardware such as DICE (Device Identifier Composition Engine), which is a secu-
rity control for assuring the trustworthiness of IoT devices. There are RA protocols that use TCG
DICE [41, 54, 56] so an interesting line of research is to find out if these can be used to implement
CRA protocols. Another promising avenue for future research is to investigate if the efficiency
trick of CoRA [38] can be extended to other CRA protocols. This way, in the common case where
all devices are healthy, the protocol just reports a simple healthy statement and it only goes into
per-device status if at least one device is unhealthy.
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Table 3. Underlying hybrid environment for specific implementations in the CRA papers

On the Design and Security of CRA Protocols

architecture protocol name

ARM TrustZone SHeLA [80], RADIS [33]

HYDRA ERASMUS [31]+LISA-« [29], FeSA [63]

SMART DARPA [51], HEALED [50], SANA [12], SEDA [22], SeED [52]+SEDA [22], SFS [94],
US-AID [49]

SMART+ ERASMUS [31]+LISA-a [29], LISA-a [29], LISAs [29]

Software+PUF SHOTS [25], US-AID [49]

TrustLite BFB [45], DADS [93], EAPA [95], ESDRA [65], HEALED [50], PADS [14], SANA [12],
SAP [34], SEDA [22], SeED [52]+SEDA [22], US-AID [49]

TyTan SANA [12]

hardware protocol name

Arduino slimIoT [18], WISE [17]

ATmega1284P-Xplained SCRAPS [79]

ESP32-PICO-KIT V4 PASTA [60]

InteIN5000 SADAN [7]

LPC55569-EVK SCRAPS [79]

MicroPnP slimloT [18], WISE [17]

Microship STK 600 WISE [17]

Odroid XU4 MTRA [90]

Raspberry Pi ESDRA [65],FADIA [72], HEALED [50],HolA [91],
MTRA [90],MVS [92],US-AID [49],WISE [17]

Raspberry Pi + PUF SHOTS [25]

Stellaris EK-LM4F120XL SCAPI [58]

Stellaris LM4F120H50R SALAD [59]

Teensy 3.2 CoRA [38]

Tmote Sky FADIA [72], SARA [40]

Xilinx FPGA SHeLA [80]
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A UNDERLYING HYBRID ENVIRONMENT

The underlying hybrid environment for specific implementations in the CRA papers are shown
in Table 3. This provides a useful summary of the different environments and shows that TrustLite
is currently the most popular which is applicable across all types of protocols.

B ADDITIONAL METRICS

The metrics referred to in this appendix have been identified in the previous literature [15, 29], but
their systematic inclusion here serves to contextualise existing knowledge to show that there is
little correspondence between the strength of the security properties of a protocol and how they
align to particular network topologies, dynamic configurations of devices and considerations of
how the final attestation report is recorded.

B.1 Network Topology

Depending on the application, there may be many different (logical) arrangements of devices. The
network topology assumed by a CRA protocol can be constrained by several factors, e.g., the com-
munication and computation capability of devices, the environment in which the protocol is used,
the adversary capabilities, and the need to support device mobility. CRA protocols may assume
any of the following topologies (shown in Column 2 of Table 4).

Spanning-tree (S. Tree) protocols maintain a structure where the root of the tree is the (set of
trusted or untrusted) verifier(s) and the leaf nodes are provers. Devices corresponding to inter-
mediate nodes may take the role of a prover or aggregator, or both. We distinguish between the
following, which are specialised forms of spanning-tree topologies: (1) Aggregation Layer (Agg.
Layer) protocols, where all devices in the intermediate nodes are aggregators and (2) Balanced Bi-
nary Tree (BB. Tree) topologies that maintain a balanced binary tree to ensure that the distance
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from the verifier (root) to the provers (leaves) is logarithmic with respect to the number of devices
in the swarm.

Distributed protocols allow devices to communicate with many neighbouring devices via an
interconnected network.

Cluster protocols partition connected devices into clusters (aka classes) that are periodically at-
tested. The clustering is based on various factors (e.g., geographical locations in static networks,
common tasks among devices, network traffic distribution, etc.). Devices in each cluster interact
with a cluster head device, and cluster heads may interact among themselves and/or with a cen-
tralised verifier.

Hierarchy protocols maintain different layers where each layer contains several clusters of de-
vices with a set of cluster heads (aka edge verifiers). The provers in each cluster can be attested
using (potentially different) attestation protocols. The reports are aggregated and received by the
edge verifiers, which in turn, aggregate them with their own report and forward them to the up-
per layer. Finally, a set of verifiers (potentially singleton) receive the final reports from the cluster
heads. Note that CRA protocols may leverage a mixture of topologies, e.g., SHeLA [80] may utilise
a different attestation protocol within each of its clusters and each of those protocols may work
with a different topology.

Publish/subscribe (PubSub) protocols allow devices to take the role of a publisher or subscriber
of topics, and asynchronous communication to take place through an intermediate broker. Publish-
ers send messages tagged with a topic to the broker, and the broker forwards these to all subscribers
on that topic.

Ring protocols allow devices to be logically linked to their predecessors and successors, thus
creating a ring.

Spanning-tree is the most widely used topology in the CRA protocols and is a good fit in settings
where devices do not have enough memory to store the reports of other devices but can aggregate
and forward them (e.g., LISA [29]). Such CRA protocols typically require a reliable network where
the devices maintain their connections with other devices, and are effective in a centralised set-
tings. However, they perform poorly under device mobility, since the tree topology may be hard
to maintain.

Aggregation layer CRA protocols allow untrusted aggregators as in the case of untrusted routers
or cloud servers (e.g., SANA [12]). In interactive CRA protocols attestation requests have to travel
down the leaf and reports back up to the root. To this end, balanced binary tree CRA protocols
have been suggested (e.g., SAP [34]) to minimise the furthest path from the root verifier to a leaf
prover, and hence minimise the communication overhead.

Ensuring resilience is also challenging for spanning trees since the loss or delay of a device
affects its entire subtree. An initiator is particularly susceptible to DoS attacks via fake attestation
requests generated by an adversary. Spanning-trees are not recommended in particular for CRA
protocols that aim to detect physical attacks via a heartbeat protocol, since if each prover sends
out a heartbeat to its neighbouring provers and receives from them an accumulated heartbeat, the
number of exchanged messages per periodically executed heartbeat period scales quadratically
with the number of provers [51], which causes scalability issues in large swarms. A single failure
in the transmission of a heartbeat suffices to cause a false positive, where a healthy device is
mistakenly regarded as unhealthy [58].

Distributed topologies are good fit for swarms with mobility and are resilient to devices (re)joining
or leaving the swarm, i.e., swarm can be scaled as required (e.g., SALAD [59]). They also provide
resilience against device failure (e.g,. SCAPI [58] uses absence detection scheme to identify physi-
cally captured provers). But they do not require initiators to be trusted (e.g., MVS [92]). Distributed
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Table 4. Topology, Dynamicity, and Centralisation

Protocol Topology (Appen- Dynamicity (Appendix B.2) Centralisation (Ap-
dix B.1) pendix B.3)
SEDA [22] S. Tree Static Centralised
DARPA [51]+SEDA [22] S. Tree Static Centralised
SANA [12] Agg. Layer Static Centralised
LISA-s [29] S. Tree Q. Static Centralised
LISA-« [29] S. Tree Q. Static Centralised
SeED [52]+SEDA [22] (S. Tree) Static Centralised
SCAPI [58] S. Tree H. Dynamic Centralised
ERASMUS [31]+LISA-a [29] (S. Tree) H. Dynamic Centralised
ERASMUS+OD [30]+LISA-« [29] (S. Tree) H. Dynamic Centralised
Poster [13] Distributed H. Dynamic Decentralised
PADS [14] Distributed H. Dynamic Decentralised
SALAD [59] Distributed H. Dynamic Decentralised
WISE [17] S. Tree Q. Static Centralised
slimIoT [18] S. Tree H. Dynamic Centralised
US-AID [49] Distributed Dynamic Decentralised
ATT-Auth [11] S. Tree — Centralised
MVS-D2D[92] Distributed — Decentralised
MVS-Consensus[92] Cluster — Decentralised
HSEDA [75] S. Tree H. Dynamic Centralised
SAP [34] BB. Tree Static Centralised
MTRA [90] Cluster Static Decentralised
RADIS [33] Distributed Static Centralised
ESDRA [65] Cluster Dynamic Decentralised
EAPA [95] Distributed — Decentralised
SHeLA [80] Hierarchical H. Dynamic Decentralised
HEALED [50] — — Decentralised
SADAN [7]+DIAT [6] Distributed Static Decentralised
SFS [94] S. Tree — Centralised
PASTA [60] S. Tree H. Dynamic Decentralised
DADS [93] S. Tree H. Dynamic Decentralised
SIMPLE+ [16] S. Tree Static Centralised
CoRA [38] S. Tree — Centralised
SARA [40] PubSub Static Centralised
FADIA [72] S. Tree Static+ join/leave Centralised
BFB [45] Distributed H. Dynamic Decentralised
M2N [70] Cluster — Decentralised
SWARNA [67] S. Tree Static Centralised
SHOTS [25] S. Tree Static Centralised
HolA [91] Ring Dynamic Decentralised
FeSA [63] Hierarchy H. Dynamic Decentralised
SCRAPS [79] PubSub Dynamic Decentralised

protocols are much more difficult to design since it can be difficult to ensure correct synchronisa-
tion and timing, which may introduce additional communication overhead.

Cluster CRA protocols allow provers with greater memory and/or computational power act as
cluster heads to perform more complicated tasks (e.g., MTRA [90]), however, if cluster heads need
to communicate with each other, there is an increased cost of maintaining synchrony across them.

Hierarchical CRA protocols (e.g., SHeLA [80]) partition swarms into sub-clusters and are effec-
tive when edge verifiers have more computational resources than other devices. These protocols
let a swarm be geographically widespread, with a single cluster head attesting devices locally.
However, there is an increased cost of maintaining synchronicity across cluster heads.

In publish/subscribe CRA protocols, while the use of a broker potentially may reduce network
communication (since subscribers will only be forwarded relevant messages), the broker itself be-
comes a potential point of attack [79]. A solution to this is decentralised publish/subscribe topology
that guarantees events ordering among operations performed by devices that collaborate to deliver
a distributed service [40].
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Ring CRA protocols are efficient where there is no centralised verifier (see Appendix B.3) and
each device is attested by its predecessor/successor device in the ring, otherwise the attestation
results of all the devices must travel through other devices in the ring to reach the verifier; thus,
if one device fails, the entire network is impacted. Ring protocols can be easily managed when a
prover wants to (re)join.

B.2 Dynamicity

The structure of connections between devices may vary as they may be disconnected and (re)join
due to network effects, device mobility or malicious actors. In this paper, we use the term dynam-
icity to refer to the level of change in swarm topology that can be tolerated while attestation is
taking place and not between consecutive attestation procedures. CRA protocols often support
dynamicity between two consecutive attestation procedures, however, some of them support dy-
namicity during attestation procedures (e.g., DADS [93]), and some not (e.g., SARA [40]). In the
former case, the underlying assumption is that the connections between devices remain static, and
there is no device leaving or (re)joining the swarm. We classify dynamicity as follows (showin in
Column 3 of Table 4).

Static protocols, where the topology does not change during an attestation procedure.
Quasi-static (Q. Static) protocols, where the topology may change during an attestation proce-
dure, as long as changes do not influence message exchange between devices. For example, a link
may disconnect after a device finish sending a message and reconnect before any other message
is exchanged between the same pair of devices.

Dynamic protocols, where the swarm may change during an attestation procedure in a limited
way. A device may move gradually and change its set of neighbouring devices, but never disappears
from one neighbourhood and reappears in a remote neighbourhood at once. Moreover, each device
is always reachable in the swarm.

Highly Dynamic (H. Dynamic) protocols, where the topology may change unpredictably dur-
ing an attestation procedure. Devices may be disconnected, (re)join, and freely move around to
establish new connections with new neighbouring devices.

Static CRA protocols are often simpler to design, e.g., regarding aspects such as key manage-
ment among adjacent devices, and are a good fit when devices are not mobile. However, they
often require that the underlying network is reliable (e.g., SEDA [22]). Quasi-static CRA protocols
inherit the pros/cons of static CRA protocols but are a good fit for networks where links may be
disconnected then reconnected before sending a subsequent message (e.g., LISA [29]). Dynamic
CRA protocols are useful when devices have continuous reachability, but may increase the com-
munication costs, and should not be used when devices may be completely disconnected (e.g.,
autonomous swarms as in ESDRA [65]). Highly dynamic CRA protocols can cope with unreliable
and disruptive networks and support device mobility (e.g., swarms of drones as in US-AID [49]).
In both dynamic and highly dynamic CRA protocols, key management and routing mechanism
become much more sophisticated.

B.3 Centralisation

Centralised CRA protocols usually accumulate the final aggregated report in an initial prover that
directly exchanges messages with a verifier. The verifier requests the report from the initial prover
(e.g., ATT-Auth [11]). There are also decentralised CRA protocols where the final (aggregated) re-
port(s) is recorded by more than one device (possibly all devices) in the swarm and a verifier can
query that report from any of them (see column 4 in Table 4). Decentralised CRA protocols may be
fully distributed, where untrusted neighbouring provers attest each other and share their reports
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with other provers, and provers use consensus algorithms to come to an overall conclusion about
the swarm’s status (e.g., PADS [14]). CRA protocols with cluster or hierarchical topologies are also
decentralised as a verifier queries the status of the provers in each cluster from the corresponding
cluster head, which could be either an edge verifier (e.g., SHeLA [80]), or a prover with enough
computation resources, which aggregates reports received from the provers in the corresponding
cluster and will itself be attested later by the verifier (e.g., MTRA [90]).

C FURTHER DETAILS OF TAMARIN ENCODING

Here we give additional detail on our TaAMARIN work. In Appendix C.1 we describe our lemma for
Asynchronous Group Attestation. For completeness, in Appendix C.2 we describe Le-Papin et al’s
approach to modelling SIMPLE +.

C.1 Asynchronous Group Attestation

While SIMPLE+ is an L-QoSA (See §6.4) protocol, we can trivially produce a group result by AND-
ing all the individual results. This allows us to verify Group Asynchronous Weak/Strong Attesta-
tion, shown in Fig. 3.

prus is the set of provers that att is a result for, referred to as G in Def. 7. However, as SIMPLE+
does not give the Relying Party information about which provers contributed to a report, it has no
choice but to assume that all provers did, causing it to fail Group Asynchronous Strong Attestation.

C.2 SIMPLE+ Model

Le-Papin et al.’s model reflects assumptions, common in CRA protocols, that the protocol code
execution is atomic (a prover cannot become compromised in the middle of the attestation pro-
cedure) and has controlled invocation (a prover never starts from the middle of the attestation
procedure). The untrusted environment is modelled as follows. The state of the attestation target
is represented by a constant (with the prover checking that this constant matches the one sent by
the verifier). Software compromise of the prover is modelled by the state being replaced with a
different constant. The remaining capabilities of a software adversary are subsumed by Advpy.

Le-Papin et al. consider a threat model where some provers can reveal their secrets to an attacker.
The threat models we consider for SIMPLE+, Advsy and Advpy, do not permit this.

SIMPLE+ uses bitwise OR to aggregate reports. Le-Papin et al. faithfully models OR, with onee/0
and zeroo/0 functions representing '1” and ’0’. Then, the or/2 function works with these values
as one would expect. In Fig. 4 we show this and our AND/2 function and equations, as used
in Appendix C.1, which work in the same way.

The bitvector report is modelled as a pair < attesty, attest; >, with each value in the pair being
either onee or zeroo, representing one bit in the bitvector. Each prover has an id, represented
as the constants ‘0’ and "1’. Each id represents a subtly different role, rather than all provers
being the same. This is because they each create different initial reports < attest, zeroo > and
< zeroo, attest >, respectively. For tractability, "0’ is the only prover able to aggregate reports.
This represents a restriction of the possible topologies, with the variations being V — P0 — P1,
V — PO, and V — P1. Furthermore, the model is analysed with no more than two rounds. As the
model was written before TAMARIN provided support for natural numbers, the counter is modelled
as a multiset ("1’ =0,’1" ++'1" =1, etc.).

Our method has the advantage of directly proving the main security goal of a CRA protocol, as
opposed to a set of properties® that have not yet been proven to yield the primary security goal.
However, this comes at a cost of taking longer to verify in TAMARIN (14.1 hours for Individual

5Le Papin et al. refer to these as Prover Authentication, Legitimate Response, and Result Timeliness.
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All V prvs att cntr #att_end
Attestation_Complete_G (V, prvs, att, cntr) @ #att_end ==>
(
Ex #att_start . Attestation_Start(V, cntr) @ #att_start
&
(
/1 All provers in prvs are healthy at #att_start
att = healthy ==> not(
/1 case: |prvs| > 1
(Ex PO z . (PO ++ z = prvs)
& IsNotHealthy (Po, #att_start))
|

/] case: |prvs| =1
(Ex P0 . (P@ = prvs) & IsNotHealthy(Po, #att_start))
)
)
&
( //Strong

/]l At least one prover is unhealthy by #att_end
att = unhealthy ==> (
/1 case: |prvs| > 1
(Ex PO z . (PO ++ z = prvs)
& IsNotHealthy (Po, #att_end))
|
/] case: |prvs| =1
(Ex P0 . (PO = prvs) & IsNotHealthy(Po, #att_end))

Fig. 3. Lemma for Asynchronous Group Strong Attestation. Asynchronous Group Weak Attestation is similar,
omitting the att = unhealthy case.

functions: or/2, and/2, onee/@, zeroo/0

equations: or(onee, onee) = onee,
or(onee, zeroo) = onee,
or (zeroo, onee) = onee,
or(zeroo, zeroo) = zeroo,
and(onee, onee) = onee,
and(onee, zeroo) = zeroo,
and(zeroo, onee) = zeroo,
and(zeroo, zeroo) = zeroo

Fig. 4. Functions and equations for modelling binary OR and AND.

Attestation lemma versus a combined 4.6 hours for Le-Papin et al.’s analogous properties on the
same hardware).
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