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Abstract

In this paper, we address the challenge of differential privacy in the context of graph cuts,
specifically focusing on the minimum k-cut and multiway cut problems. We introduce edge-
differentially private algorithms that achieve nearly optimal performance for these problems.

For the multiway cut problem, we first provide a private algorithm with a multiplicative
approximation ratio that matches the state-of-the-art non-private algorithm. We then present
a tight information-theoretic lower bound on the additive error, demonstrating that our algo-
rithm on weighted graphs is near-optimal for constant k. For the minimum k-cut problem, our
algorithms leverage a known bound on the number of approximate k-cuts, resulting in a private
algorithm with optimal additive error O(klogn) for fixed privacy parameter. We also establish
a information-theoretic lower bound that matches this additive error. Additionally, we give
an efficient private algorithm for k-cut even for non-constant k, including a polynomial-time
2-approximation with an additive error of O(k-%).
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1 Introduction

Cuts are a fundamentally important object of study in graph theory and graph algorithms. In
the context of private graph analytics, where we attempt to analyze a graph in some way while
preserving privacy of the individual elements of the graph, there has been significant work on
private cuts. In particular, there is an important line of work in which we attempt to essentially
release all cuts by privately answering “cut queries” of the form “given an (S, T) cut, what is its
weight?” [GRU12, BBDS12, EKKL20, LUZ24]. However, there is a different perspective on cuts
based on optimization: instead of trying to privately estimate all cuts, we instead wish only to
return the “best” cut, for some notion of best. This includes, for example, classical problems such
as max-cut, min-cut, min s-t cut, min k-cut, multiway cut, etc. While there is some important work
on private versions of these problems, they have not been explored nearly as extensively as the cut
query setting.

In this paper we explore private versions of two of these classical problems: multiway cut and
minimum k-cut. In multiway cut we are given a (possibly weighted) graph G = (V,E) and k
terminals T C V, and the goal is to find the minimum cut which separates all the terminals from
each other. Note that this can be phrased as either a set of edges whose removal puts each terminal
into a separate connected component, or a partition of V into k pieces where each piece contains
a unique terminal and the cost is the sum of the edge weights between the piece. The minimum
k-cut problem is similar in that we need to partition V into k pieces and we pay the sum of the edge
weights between the pieces, but in this problem there are no terminals; we are free to partition
without any constraints (other than that there are k parts).

Both of these problems (and other related problems) have been studied extensively in the non-
private setting; see Section 1.2 for more discussion. Moreover, both of these problems are par-
ticularly important for graph analytics, where they naturally are relevant to clustering, commu-
nity detection, and other important tasks. In that context, ensuring the privacy of individuals
while extracting useful insights from datasets is of paramount concern. Over the last decade, there
have been many works considering problems related to private graphs, e.g., [HLM]09, RHMS09,
GRU12,BBDS13, KRSY11, KNRS13, BNSV15, AU19, US19, BCSZ18, EKKL20, BEK21, NV21, FHS21,
CFL*22,FLL22,Liu22, DLR"22, CGK"23, DGUW23, IEM 23, CCd *23, DKLV23, DMN23, LUZ24].
Differential privacy [DMNS06] is a rigorous mathematical framework designed to provide strong
privacy guarantees for individuals in a dataset. We consider the standard notion of edge-level pri-
vacy [HLM]J09], in which G and G’ are neighboring graphs if they differ by one edge weight of 1!
(see Section 2 for a formal definition). An algorithm A is (e, §)-differentially private if the probabil-
ities of obtaining any set of possible outputs S of A when run on two neighboring inputs G and
G' are similar: Pr[A(G) € S] < ¢ - Pr[A(G’) € S] + 6. When 6 = 0, we say that .A preserves pure
differential privacy.

Private multiway cut has been studied recently by [DMN23], who gave an algorithm with op-
timal additive loss but with a multiplicative loss of 2. This is in contrast to the non-private setting,
where the best-known multiplicative loss is 1.2965 [SV14]. This extra multiplicative loss can easily
overwhelm the additive loss when OPT is large (e.g., in the presence of edge weights). So there is
a natural question: can we achieve the optimal multiplicative loss privately?

Minimum k-cut, on the other hand, has not been studied in the context of privacy. This is
somewhat surprising, since global min-cut (or minimum 2-cut) was one of the first combinatorial
optimization problems to be studied in the context of privacy [GLM*10]. So we initiate the study

IFor unweighted graphs, edge-level privacy corresponds to adding or deleting a single edge. Consequently, the
graph’s topology remains unknown to the public, which contrasts with weight-level privacy [Seal6].



of private minimum k-cut in this work.

A key difficulty for both of these problems is our desire to output a structure, rather than just
a value. It is easy to privately compute the cost of the optimal multiway cut or k-cut using, e.g.,
the Laplace mechanism. But for many tasks (community detection, clustering, etc.) we want the
cut itself. We clearly cannot output the edges in the cut since we are trying to satisfy edge-level
differential privacy, but for many applications what we want is actually the vertex partition. So
that is the structure that our algorithms will return.

1.1 Ouwur results

We provide edge-level differentially private algorithms for the multiway cut and minimum k-cut
(abbreviated as k-cut) problems. We also demonstrate that these algorithms are nearly optimal
with respect to specified parameters by providing matching lower bounds.

1.1.1 Private multiway cut

The private multiway cut problem was first studied in [DMN23], where they surprisingly demon-
strated that by adding edges between terminals and non-terminals with weights following an ex-
ponential distribution, differential privacy for min s-t cut (i.e., k = 2) could be preserved. This
approach achieved an optimal additive error of O(n/¢) with high probability. For k > 3, the non-
private multiway cut problem becomes NP-hard, and they show that the private version of this
problem can be solved by running logk rounds of the private algorithm for min s-t cut, which
yields a 2-approximation with an O(nlog? k/¢) additive error (see [DMN23, Theorem 4.2]).

However, the 2-approximation ratio is far from optimal. The best non-private approximation
ratio for multiway cut is achieved by solving the simplex embedding linear program of [CKR00]
and then rounding the fractional solution, which gives a (~ 1.3) approximation ratio [SV14]. While
2 and 1.3 might not seem far apart when the additive error is ()(1), in the presence of edge weights
the multiplicative loss can easily outweigh the additive loss. Thus it is important to minimize the
multiplicative loss in addition to minimizing the additive loss.

Unfortunately, the state-of-the-art rounding schemes used by [SV14] are quite complex, so to
achieve their approximation ratio privately a natural idea is to solve the linear program privately,
since then any rounding scheme functions as post-processing and so we do not need to worry about
making it private. However, the obvious attempts under this idea do not yield the optimal O(n/¢)
error, even if k > 3 is a constant. For example, a folklore approach is to add Laplace or Gaussian
noise between each pair of vertices, then find a fractional multiway cut on the noisy graph. For
fixed k, this gives an O(n'5/¢) additive error because of the concentration of noise and the union
bound among all cuts®. Alternatively, Hsu et al. [HRRU14] provide a general method for solving
linear programs with approximate differential privacy. For fixed k, their approach also results in
an O(n'3 /¢) error for the simplex embedding linear program of multiway cut®. Therefore, we have
the following natural question:

Question 1: For fixed k > 3, is it possible to privately and efficiently solve multiway cut with
both optimal additive error and the best-known non-private approximation ratio?

2 Also, negative edge weights might make the simplex embedding linear program not polynomial time solvable.

3Solving the simplex embedding linear program of multiway cut under edge-level DP corresponds to the objective
private LP in [HRRU14]. In the simplex embedding program, there are nk variables and the sum of them is n. Applying
the upper bound for the objective private LP in Section 4.5 of [HRRU14] gives an 5(71 V/nk) additive error.



In this paper, we provide a positive answer to this question for any constant k > 3 by showing
that the particular structure of the [ CKR00] relaxation allows us to solve it with pure differential
privacy and smaller additive loss. In particular, we give the following theorem:

Theorem 1 (Informal). For any weighted graph G, there exists a polynomial time (e,0)-differentially
private algorithm for multiway cut which outputs a solution with cost at most 1.2965 - OPT + O(nk/¢),
where OPT is the value of the optimal multiway cut.

Note that the approximation ratio for the private multiway cut in Theorem 1 matches that of
the state-of-the-art non-private algorithms. Additionally, for any fixed k > 3, we show that the
additive error of our algorithm is optimal with respect to the dependence on n and & by proving the
following lower bound for pure differential privacy, which applies even to non-efficient algorithms.

Theorem 2 (Informal). Fix any 2 < k < n/2. Any (g, 0)-differentially private algorithm for multiway
nlog(k/3)

cut on n-vertex graphs has expected additive error at least —55

The above information-theoretic lower bound on the additive error for private multiway cut is
optimal in terms of 1, k, and ¢, as it asymptotically matches the upper bound given by an inefficient
exponential mechanism. Italso generalize the lower bound in [DMN23] from k = 2toallk = O(n).
We remark that for k = O(1), this lower bound implies that no private algorithm achieves non-
trivial error on unweighted graphs. Including the results of this paper, we summarize the current
known conclusions about private multiway cut problem in Table 1.

Table 1: Current known results for private multiway cut with fixed k.

Value of k Category Reference | Privacy Error rate Efficient?

—o Upper bound | [DMN23] | (¢,0)-DP O(n/e) Yes
Lower bound | [DMN23] | (¢,0)-DP Q(n/e) —

Upper bound ];:;(gcir;i?;il (¢,0)-DP Ok(n/e) No

K>3 Upper bound | [HRRU14] | (¢,6)-DP | (= 1.3)OPT + Ok(n'~/¢) Yes
- Upperbound | [DMN23] | (¢0)-DP 20PT 4 Ok(n/e¢) Yes
Upper bound | Theorem1 | (¢,0)-DP | (= 1.3)OPT + Ok(n/¢) Yes

Lower bound | Theorem2 | (¢ 0)-DP O (n/e) —

1.1.2 Private minimum k-cut

The private minimum cut problem (or minimum 2-cut) was first introduced by [GLM10], who
proposed a (g, 0)-private algorithm that incurs an expected additive error cost of @(logn/¢). This
additive error is far below the Q)(n/¢) lower bound for private min s-t cut proved by [DMN23],
showing that the two problems are fundamentally different and require different techniques. Their
algorithm consists of two stages: (1) adding random edges to the input graph G in a private manner
to increase the optimal cut cost to Q(logn/¢), and (2) applying the exponential mechanism over
all cuts in the augmented graph. There is also a matching lower bound, and so the private min-cut
problem is essentially solved. On the other hand, there are no known bounds (upper or lower) for
minimum k-cut. Therefore, we ask the following question:

Question 2: What is the “correct” dependence on k, n, and € that characterizes the error rate of
the private minimum k-cut problem?



To answer the above question, we first give an upper bound on the private minimum k-cut
problem. In particular, we give algorithms where the additive loss is a function of the number
of approximate k-cuts. Bounds on this number have been studied extensively [Kar00, CQX20,
GHLL?22], and when we plug in the known bounds we get the following theorem:

Theorem 3 (Informal). For any unweighted graph G, there is an inefficient (¢,0)-DP algorithm for k-
cut which outputs a solution with cost at most OPT + O(klogn/€) with high probability. Further, al-
lowing approximate differential privacy, there is an (g, 6)-DP algorithm achieving the same utility in time

O(n°®) (1og n)°*)). Here, OPT is the value of the minimum k-cut on G.

Surprisingly, our approach is tight in terms of the error it achieves. Specifically, we complement
our upper bound with the following tight lower-bound result:

Theorem 4 (Informal). Fixany?2 < k < n'/2. Any (e,0)-differentially private algorithm on approximat-
ing k-cut on n-vertex graphs has expected error Q(klogn/e).

Combining Theorem 3 and Theorem 4 answers Question 2. Unfortunately, our pure DP al-
gorithm is inefficient, and our approximate DP algorithm is inefficient when k = w(1) (which
is unsurprising since k-cut is NP-hard when k = w(1)). So we complement Theorem 3 with an
efficient algorithm with sub-optimal bounds.

Theorem 5 (Informal). For any weighted graph G, there exists a polynomial time (e, d)-differentially
private algorithm for k-cut which outputs a solution with cost at most 2 - OPT + O(k' /¢), where OPT is
the value of the minimum k-cut.

We remark that unlike the multiway cut, the 2-approximation for the minimum k-cut is es-
sentially optimal [Man17]. Including the results of this paper, we summarize the current known
bounds for the private minimum k-cut problem in Table 2.

Table 2: Current known results for the private minimum k-cut problem.

Value of k Category Reference | Privacy Error rate Efficient?
ko Upper bound | [GLM*10] | (¢, 6)-DP O(logn/e) Yes
N Lower bound | [GLM™10] | (¢,0)-DP Q(logn/e) —
Upper bound | Theorem 3 | (g, 6)-DP O(klogn/e) (for co\;esstan th)
k=23 Lower bound | Theorem 4 | (¢g,0)-DP Q(klogn/e) —
Upper bound | Theorem 5 | (g,6)-DP | 20PT + O(k!/¢) Yes

1.2 Related Work

The cut problems that we study have been studied extensively in the non-private setting. Mini-
mum cut refers to the smallest set of edges that, if removed, would disconnect a graph into two
disjoint subsets. One of the most popular algorithms for finding the minimum cut in graphs is
Karger’s Algorithm [Kar93] and its subsequent refinements [ KS96, BK96, Kar00], which have set
benchmarks in this domain. For state of the art deterministic algorithms, please refer to the near-
linear time algorithms described in [KT19, HRW20] for simple graphs, and in [Li21, HLRW24] for
weighted graphs.

Minimum k-cut generalizes the concept of minimum cut, seeking the smallest set of edges
whose removal partitions the graph into k disjoint subsets rather than just two. This problem is par-
ticularly relevant in clustering, parallel processing, and community detection in social networks,

4



where we aim to identify multiple distinct groups or clusters. Karger and Stein demonstrated
that their randomized contraction algorithm finds a minimum k-cut in O(n%~2) time [KS96], and
their analysis was surprisingly improved to O(n*) time [GHLL22], which also works for weighted
graphs. For simple graphs, this n* barrier was overcome by [HL22].

The s-t cut problem, also known as the minimum s-t cut problem, is a specific case of the min-
imum cut problem that aims to find the smallest set of edges that, when removed, disconnects
two designated nodes, s (source) and t (sink). Minimum s-t is polynomially solvable using max-
flow algorithms [CKL"22]. Multiway cut extends the concept further by dealing with multiple
terminal nodes. The objective is to disconnect a given set of k terminal nodes by removing the
smallest possible set of edges, ensuring that no two terminals remain connected. Multiway cut
was shown to be NP-hard when k > 3 [DJP194]. Approximation algorithms for the multiway cut
problem include a 1.5-approximation [CKROO]| based on LP relaxation and rounding methods, a
(2 — 2/k)-approximation [ZNIO05] using a greedy splitting strategy, and a 1.2965-approximation
[SV14] employing a more sophisticated rounding technique for LP relaxation. The current lower
bound for approximating the multiway cut problem is 1.20016 [BCKM20].

1.3 Outline

We begin with basic definitions in Section 2. We then give a technical overview to explain some
of the main ideas of our results in Section 3: we give an overview for private multiway cut in
Section 3.1 and for private k-cut in Section 3.2. We then give our analysis for multiway cut in
Section 4 and for k-cut in Section 5.

2 Preliminaries

Here, we give the formal definition of edge-level differential privacy.

Definition 6 (Edge-level differential privacy). Let A : D — R be a randomized algorithm, where
R is the output domain. For fixed ¢ > 0 and é € [0,1), we say that A preserves (¢, §)-differential
privacy if for any measurable set S C R and any pair of neighboring graphs G, G’ € D,

Pr[A(G) € S] < Pr[A(G') € §] - ¢ + 6.

If & = 0, we also say A preserves pure differential privacy (denoted by e-DP). Here, G = (V, E, w)
and G' = (V,E',w') with w,w’ € RY are neighboring if |w — w'|jp < 1 and |[w — w'|l < 1. That
is, G and G’ differ in one edge by weight at most one.

Important properties of differential privacy that we use include post-processing, adaptive and
advanced composition, and the Laplace and exponential mechanisms. Since these are standard,
we defer their discussion to Appendix A.

Given a graph G = (V,E,w) and a partition S = (S1,S2,...,5¢) of V, let 6(S) = {e € E :
endpoints of e are in different parts of S}. The two problems that we study are Multiway Cut and
Minimum k-Cut. They are formally defined as follows (we note that as for most cut problems there
are equivalent definitions in terms of edges and node partitions; due to edge-level privacy, we will
use the node partition-based definitions).

Definition 7. In the Multiway Cut problem, we are given a weighted graph G = (V,E,w) and a
collection of terminals T = {t1,f,...,f} C V. A feasible solution is a partition S of V into k parts
(51,52,...,S) such that t; € S; for all i € [k]. The cost of a partition is }_.c5(5) w(e), and we want
to find the feasible solution of minimum cost.



Definition 8. In the Minimum k-Cut problem (or just k-cut), we are given a weighted graph G =
(V,E,w). A feasible solution is a partition S of V into k parts (51, Sa, . . ., Sk). The cost of a partition
is Y ecs(s) w(e), and we want to find the feasible solution of minimum cost.

3 Technical Overview

In this section, we introduce the technical ingredients that underpin our results and discuss the
key concepts behind our analysis of privacy and utility guarantees. For both the multiway cut and
minimum k-cut problems, we remark that we employ the standard notion of edge-level differential
privacy [GLM 110, BBDS12, EKKL20, LUZ24].

3.1 On private multiway cut

Under edge-level privacy, there might be a difference in the edge weights between any pair of ver-
tices. A trivial idea is to add noise between each pair of vertices, which incurs an additive error
of @(n'®) for privately solving optimization problems related to cuts, which is usually far from
optimal. In particular, we give an information theoretical lower bound by a simple packing argu-
ment in Section 4.4, showing that the ©(nlog k) bound is tight for privately outputting a solution
for multiway cut, which can be achieved by the non-efficient exponential mechanism. To get a so-
lution efficiently, the elegant work by [DMN23] proposes a private algorithm which builds on a
well-known 2-approximation algorithm for multiway cut. This approach involves finding the min
s-t cut at most O(log k) times. As a result, their algorithm naturally incurs a multiplicative error of
2 but achieves a nearly tight additive error of O(nlog? k), as stated in their Theorem 4.2.

To break the barrier of 2-approximation for efficient and private multiway cut, the most natural
idea is to first relax the problem to finding the optimal simplex embedding, which can be formulated
as a linear program. After this, a randomized rounding procedure is applied as post-processing
to obtain an integral solution for the multiway cut. In particular, for any k € IN, we define the
k-simplex to be Ay := {x € RY: Yiclk] x' = 1}. Then, given a weighted graph G = ([n], E,w) and
asetof terminals T C [n] where T = {s1,52, - - , Sx}, we consider the following linear program for
embedding vertices into the k-simplex:

) 1
min = = w(e)||xy — xol|1-
i, 3 Dl
st. x;, =e;, Vi€ k|

Xy € Ay, Vu € [n].

Here, each vertex u € [n] is attached with a k-dimensional vector in Ay, and for each terminal s € T,
Xs is fixed as the i-th canonical basis vector e;. Then, if for every non-terminal vertex u € [n]\T, x,,
chooses the integral solution, i.e., x, isone of {ej1, ey, - - - , ex}, itis easy to verify that the value of the
objective is the size of multiway cut specified by such integral solutions. Rounding the fractional
solution of the above linear program into an integral solution has been extensively studied [ CKR9S,
KKS*04, BNS13, SV14]. It is indicated that an approximation ratio of approximately 1.3 can be
achieved [BNS13, SV14], and this process can be considered as post-processing.

Therefore, the main step is to privately solve the linear program for simplex embedding while
minimizing the additive error. As discussed earlier, adding noise between each pair of vertices or
applying the results in [HRRU14] incurs an error of O(1'%). To achieve a linear dependency on 7,



inspired by [DMN23], our approach is to add Laplace noise only between each terminal and non-
terminal vertex to achieve pure differential privacy.* In this case, the amount of noise is dramati-
cally reduced, and we will show later that an optimal fractional solution is still solvable efficiently
even with negative edge weights between terminals and non-terminals. However, this method of
adding noise makes the analysis for privacy challenging, as it requires comparing the probabili-
ties of being selected as optimal for each possible fractional solution x € (Ax)" between a pair of
neighboring graphs with Laplace noises partially added.

Let G; and G, be a pair of neighboring graphs that differ by 1 in the edge weight between ver-
tices u and v. We consider the most non-trivial case where both u and v are non-terminal vertices,
meaning there is no noise added between them. The main idea behind our privacy analysis is to
consider a set of “correction” coefficients added to the edge weights between u (or v) and each
terminal in T, so that the effect of the extra edge weight between G; and G, can be canceled out.
More specifically, let G be the noisy graph obtained by adding Laplace noise to the edge weights of
G in this manner. For any possible solution x* € (Ar)", let jic, (x*) and g, (x*) be the probability
densities that x* is the optimal solution on G; and G, respectively (we will introduce a tie-breaking
rule later to handle the case when x* is not the unique solution). Here, the randomness comes from
the independent Laplace noises Zy; ,,, forallw € [n]\T and t € T. Then, we need to give an upper
(x")

bound of fl Z’l €2 (the lower bound case is similar). Notice that if we let
2
hx)= Y, w({a bl —xlhi+). Y Zpwlre—xl
{a,b}€E teT wen]\ ({u,0}UT)

and G be the graph that has an extra unit edge weight, then the objective function with respect to
Gq and G; can be written as

g1(x) =h(x)+ Y Zywllxw —xilli + Y Z o llxo — x]|1, and

teT teT

(%) = h(x) + |lxy — xoll1 + Y Zgeanllxw — xelli + ) Z oy lxo — xe]n
teT teT
respectively, since the objective for G, has an extra term ||x,, — x,||1. Here w(e) is the weight of edge
ein G;. The core step in our privacy analysis is that, for any fixed x* € (Ax)" such that x* minimizes
g1(x), we can always find a set of correction coefficients (in terms of x*) ays = {a(;u} fwefu,0} reT
with bounded scale. These coefficients can be used to adjust the terms ||x, — x¢||1 (where w €
{u,v} and t € T) such that

82(x) = h(x) 4 [lxu = xolls + Y (Zuy + agiuy) 1% = xellt + Y (Zgioy +ag10)) 1% — x¢ |0
teT teT

also achieves the optimum at x*. Further, let Z be the k(n — k) Laplace noises and A be the feasible
set of the simplex embedding LP; we define S,S’ € R¥("=k) such that

ZeS«e {argming(x) =x"} and Z €S & {argming(x) = x*}.
XEN XENA

4In [DMN23], the authors aim to privately output a solution of the minimum s-t cut problem. They add noise from
an exponential distribution between the two terminals and all other vertices. However, since exact minimum s-t cut can be
found in polynomial time, they do not consider using a linear program, which means we need a significantly different
analysis.



Then, the existence of such correction coefficients indicates that Z € S = Z + a,, € S’ and thus
S+au C S'. Here, we expand a,, to k(n — k) dimensions by padding zeros. By the definition,
this is saying that

He,(x*) =Pr(Z€S') >Pr(Z €S+ay). (1)

On the other hand, since Z are i.i.d. Laplace noises, then by the basic Laplace mechanism with
appropriately chosen ¢ with respect to a,,, we have

Pr(Z €S+aw)>e Pr(Ze€S)=e ‘ug(x*). (2)

Combining eq. (1) and eq. (2) gives an upper bound of pg, (x*)/pc,(x*). Overall, the main idea
behind our analysis on privacy is to “transfer” the difference between any pair of vertices into the
difference between terminals and non-terminals, and thus adding appropriately scaled noises only
between terminals and non-terminals is enough to preserve privacy.

In Section 4.2.1, we will demonstrate that to preserve (¢, 0)-differential privacy, the standard
deviation of each noise must be set to O(k/¢). Consequently, the expected amount of the largest
noise is @ (k). Given the infinite number of fractional cuts (which precludes the use of the union
bound) and the fact that there are at most O(nk) noises on each cut, the cumulative error across
each cut will be at most O(nk?). To save an extra k factor and obtain the O(nk) upper bound,
our observation is that since we are adding noises between terminals and non-terminals, then the
noises are very “sparse” on each uncut. To better understand this, consider a star graph where
there are k terminals and only one non-terminal u. Then there are k uncuts and each uncut is just
one edge connecting u# and each terminal, containing one noise. However, each cut contains k — 1
noises. In the case of the star graph, choosing a minimum multiway cut is equivalent to selecting
the largest edge, that is, maximizing the uncut, which only incurs O(logk) error. In section 4.2.2,
we extend this intuition to general graphs, and derive the O(nk) error bound by actually analyzing
the utility loss in maximizing uncut rather than minimizing the multiway cut.

3.2 On private minimum k-cut

In this section, we provide an overview of our proofs for the results on the private minimum k-
cut problem. Our main technical contribution in this part is an Q(klog(n)/¢) lower bound on the
additive error of privately approximating a solution for minimum k-cut. When k = 2, it recovers
the lower bound in [GLM"10]. We also give a matching upper bound, which closely follows the
minimum cut algorithm of Gupta et al. [GLM10].

3.2.1 The lower bound on private minimum k-cut

In [GLM"10], a regular graph is used to construct the lower bound for the private minimum cut

problem. Specifically, they consider a lOﬂ—regular graph, such that each cut except singleton cuts

3e
has size of at least lofgn. Then there exists at least one vertex u such that, if we remove all edges

incident to it, any e-differentially private algorithm for the minimum cut problem will, with high

probability, not select the singleton cut on u. Since all other cuts have size at least 106%, it implies
a O(logn/e) lower bound. However, this argument does not apply to the private minimum k-cut
problem. Since creating a k-cut involves removing more edges, the second smallest cut can be very
small in regular graphs, making it difficult to establish a meaningful lower bound. Therefore, we
consider a new graph construction to establish the lower bound: (i) first, we divide n vertices into
approximately O(n/ logn) cliques, each of size O(logn); and (ii) second, we connect these cliques
to form a “path”, with each bridge between two cliques consisting of d = O(logn/¢) edges.

8



By analyzing the execution of the 2-approximation algorithm in [SV95] on this graph (call it
Go), we conclude that the minimum k-cut on Gy is at least d(k — 1) /2. Next, let G; and G, be two
graphs with k connected components, formed by removing k — 1 bridges from Gy. Denote the
sets of edges removed from Gy to form G; and G, as E; and E, respectively. Now, let C be any

kl)

k-partition of n vertices such that the cut of G; specified by C has size less than 4D Since the cut

specified by C on Gy, denoted by C(Gy), has s1ze at least ( U thenC (Gp) must 1ntersect with E;

on at least “-1) 3 1 edges. Suppose |[E; N Ey| <! 6 (=14 Then, 1t can be shown that at least =14 ) edges
will be cut off by C on Gy, and thus the size of C(Gy) is at least (k — 1)d /6. This is saying that if an
algorithm selects a small cut on G, this cut must cause large error on G,. Due to the arbitrariness
in selecting the bridges to remove we can construct an exponential number of graphs that satisfy

the condition [E; N Ej| <! ) . These ingredients enable us to use the packing argument to give
an Q(dk) = Q(klog n/s) lower bound.

3.2.2 The optimal algorithm and the efficient algorithm on private minimum k-cut

Our algorithm for private minimum k-cut extends the ideas of the private min-cut algorithm of
Guptaetal. [GLM10] to k-cut. The privacy guarantee of [GLM " 10] relies on a theorem of Karger,
which bounds the number of a-approximate minimum cuts by n>*. They deploy the exponential
mechanism across all cuts, and argue that the cut selected is unlikely to be much larger than OPT
by bounding the number of cuts within additive t of OPT, so long as the minimum cut is not too
small. In the case that it is, they first augment the graph in a privacy-preserving way.

In the k-cut case, we employ the same ideas, but instead select among all possible k-cuts. We
tirst assume a black-box bound for the number of approximate minimum k-cuts. Under this assump-
tion, we give the general form for a private k-cut algorithm, and prove its additive error guarantee
relative to the black-box bound. We then apply a known bound of [CQX20] on the number of
approximate k-cuts, yielding an e-differentially private algorithm for k-cut with O(klogn/¢) error,
detailed in Theorem 3.

We also give a more efficient (¢, §)-private version of the near-optimal algorithm that achieves
the same error guarantees. To avoid enumerating the exponential number of k-cuts in the expo-
nential mechanism, we draw on the ideas of [GLM 10] and only select from the set of sufficiently
small k-cuts while maintaining (e, 5) -privacy. These can be generated via a modified contraction
algorithm of [GHLL21] in time O(n¥).

For k = w(1), such an algorithm remains inefficient. To address this, we propose an efficient
algorithm for any k < n, based on the 2-approximation algorithm SPLIT from [SV95]. In our al-
gorithm, we sequentially run the private algorithm for approximately finding the minimum cut k
times. More formally, we start with the input graph G = ([n], E). If there are already i connected
components of [n] where 1 < i < k — 1, we first use the exponential mechanism to find the con-
nected component with the lightest minimum cut. We then privately output the minimum cut on
this subgraph and split it into two new connected components. This process continues until the
graph is divided into k components. We will demonstrate that this approach yields a polynomial-
time algorithm, albeit introducing a multiplicative error of two and a slightly larger, yet non-trivial,
additive error of O(k' /¢).

4 Private Simplex Embedding and Multiway Cut

In this section, we show the following theorem for privately approximating the solution of multi-
way cut on weighted graphs:



Theorem 9. There exists a polynomial time (g, &)-differentially private algorithm such that on any input
weighted graph G, it outputs a solution x € {1,2,--- ,k}" on multiway cut of G such that

E(x) = (= 1.3)OPTL(G) + O(nk/e),

where OPTT(G) is the optimal value of multiway cut on G with respect to terminals T, and & (x) is the sum
of edge weights that need to be removed in G to form the solution x.

To prove Theorem 9, we first propose the algorithm and analysis for solving private simplex
embedding. Then, we use the rounding scheme in [SV14] as post-processing to generate an ap-
proximate solution for multiway-cut.

4.1 The algorithm for private simplex embedding

Given an integer k € N, we define the k-simplex tobe Ay = {x € R¥: Y*_ x() = 1 Ax() > 0,Vi}.
Suppose there are n > k points in the k-simplex Ay, and exactly k points among them are known as
“terminals”, where the i-th (1 < i < k) terminal has value 1 at its i-th coordinate and 0 at all other
terminals. That is, if T = {s1,s2,- -, s} is the collection of terminals, then s; = e;. For each point
u € [n],let x, € Ay be the position of u. For any two different points in [1], we define a non-negative
and symmetric cost function ¢ : [n] x [n] — R>¢. For each pair u,v € [n], the cost between them is
defined as ¢(u, v)||x, — x,|/1, which decreases as x,, and x, approach each other.

The problem of simplex embedding is to find the optimal placement of the n — k non-terminal
points in Ay in order to minimize the total sum of costs. This problem can be formalized by the
following linear program LPO0:

min u, v Xy — X
e (REy {;}:} H u vH1

u#v
st. x;, =e, Viek
Xy € Ay, Yu € [n].

We note that the absolute values in the objective can be eliminated using standard techniques when
¢ : [n] x [n] — R is non-negative, thus LPO0 is a linear program.

For the privacy notion, we define two cost functions ¢, ¢’ as neighboring if there is at most one
pair of points u,v € [n] such that |c(u,v) — ¢’(u,v)| < 1. When considering points as the vertices
of an undirected graph and costs as the edge weights, this definition is exactly the standard notion
known as edge-level differential privacy [GRU12, BBDS12, EKKL20, LUZ24]. Given k,n € N (k <
n), a set of terminals T C [n], the cost function ¢ and privacy budget ¢ > 0, we give the following
mechanism for private simplex embedding that runs in polynomial time.

Algorithm 4.1: Simplex Embedding with Pure-DP

1. Generating Noise: For each terminal t € T and each non-terminal u € [n]\T, sample

Z¢yuy ~ Lap(b) independently. Here, b = @

2. Solving LP: Run the solver for the following linear program LP1:

min -~ g(x) = ) c(wo)lxu—xoli+ ). Y Zywyllxe—xullr.
xe(RE)" {uz) teT uen|\T
st. x;, =e;, Vielk]

Xy € DNy, Vu € [n].

10



We remark that the solver in the second step of Algorithm 4.1 will output an optimal solution
in polynomial time if c(u,v) > 0 for all u, v € [n]:

Remark 10. Notice that for any terminal t € T and non-terminal u € [n]\T,

xe — xulli =2(1 - x) > 0
where xb(f) is the t-th entry of x,,. Thus, the optimization problem in step 2 is indeed a linear pro-
gram and can be solved in polynomial time.

4.2 Analysis of private simplex embedding

As opposed to trivially adding noise to the cost between any pair of vertices, our Algorithm 4.1 only
adds noise between terminals and each non-terminal point. We will show later that this approach
dramatically reduces the scale of noises, but also makes the privacy analysis highly non-trivial.
Below, we give the privacy and utility guarantees of Algorithm 4.1.

4.2.1 Privacy analysis

In this section, we provide a proof of the following privacy guarantee for Algorithm 4.1 in terms
of the privacy notion defined in Section 4.1:

Theorem 11. Fix any e > 0. Algorithm 4.1 preserves (e, 0)-differential privacy.

In the following discussion, without loss of generality, we assume that the fractional optimal
solution of LP1 in step 2 is unique. If this is not the case, we define a tie-breaking rule that selects the
optimal solution closest to the origin with respect to the ¢, distance.” Indeed, it is also well known
that by adding small random perturbations to the objective, the optimal solution of LP1 will almost
surely be unique [Man84, ST04], since an LP has infinitely many optimal solutions only if two basic
solutions attain the same value.

The simplest cases are that the difference lies between two terminals, or between a terminal and
a non-terminal. In both cases, it is straightforward to verify that outputting the optimal solution
in step 2 is (¢, 0)-differentially private. (In particular, changing the cost between any two terminals
does not affect the optimal solution set at all.)

Now, suppose ¢ and ¢ are a pair of neighboring cost functions that differ in cost for any two
non-terminals u and v. We separate all k(n — k) random Laplace noises added in step 1 into two
categories Z,, and Z\ Z,,, where Z,, = {Z (ta} P X E {u,v},t € T} is the random noises added
between terminal and u (or v), and Z contains all the k(n — k) noises. Next, we use a coupling
trick. Consider the following protocol of sampling noise in Z,, and Z\ Z,, for both ¢; and ¢;:

1. Sample k(n — k — 2) random Laplace variables in Z\ Z,, independently.
2. Add the same noise on both ¢; and ¢; according to Z\ Z,.
3. Sample 2k i.i.d. random Laplace variables in Z,,, and add noise on c¢; according to Z,,,.

4. Resample 2k i.i.d. random Laplace variables in Z,,, and add noise on ¢, according to Z,.

5Tn particular, it has been proved in [Man84] that by adding a quadratic perturbation 7x " x to the linear objective
c " x for a sufficiently small 7, the perturbed problem solves the original problem. Further, the optimal solution of the
program would be the unique 2-norm projection of the origin on the original optimal solution set.

11



In the procedure above, the random costs added to this pair of neighboring datasets partly shares
the same randomness, specifically in Z\ Z,,. In the meanwhile, the distribution of the random
noises added to each cost function follows precisely the same distribution as described in the al-
gorithm. We remark that this procedure is used solely for analysis and does not occur during the
actual execution of the algorithm.

Suppose every noise in Z\ Z,,, is decided. We observe that if x,, and x, are fixed, then changing
the value of the cost between u and v or sample noise in Z,, will change the same value in the
objective for all feasible solutions (with the same fixed x, and x,), since once x, and x, are settled,
then the value of all ||x, — x¢||; where a € {u,v} and t € T are all fixed as constants. Therefore,
the optimal solution does not change. Given this fact, we let x*(x,, x,) be the optimal solution of
LP1 for some fixed x,, and x,, and let

X* = {x"(xy, x0), Xy, Xp € Mg}

be the set of optimal solutions for both the simplex embedding problem parameterized by c; and
c2, given all possible pairs x,, and x,. It is easy to verify that the global optimal solution for either
¢1 or ¢; lies within X'*.

Next, we consider the probability ratio that the LP1s for both ¢; and ¢, choose the exact same
unique optimal solution x* € X’*, under the coupling strategy mentioned above. Let

gx) =Y c@blxa—xli+), Y Zywlre—xl

{aa:b} teT wen]\ ({u,0}UT)
+ ) Zoupllve — 2l + ) Zgoy o — xella
teT teT
and .
§x)= 3, c@b)lxe—xli+) ) Z iy X0 — xefla
{a,bii[{;u,v} teT weln]\ ({u,0}UT)
+ (c(u,0) + ) lxu = Xolli + Y Zpuyllvw — 2l + Y Zg oy llxo — 21y
teT teT

be the objective function of LP1 in terms of ¢; and c; respectively. Here, max{—1, —c({u,v})} <
A < 1is the difference. In the following argument we always assume A = 1, since the proof for all
possible A simply follows from the case where A = 1.

Suppose all noises in Z\ Z,, have been decided, say Z\Z,, = s € R
Xy, Xy € Ng, let S C R%* be the range in R%* such that

(n—k=2)k Fixing any

Zuw € S(s) ©@ min{g(x) : x € X*} = x*(xy, x0),

and
Ziw € S'(s) & min{¢ (x) : x € X*} = x*(xy, xp).

We will abbreviate S(s) (and S’(s)) as S (and S’) if we do not have to specify s. Since both LP1s for
¢1 and ¢, have a unique optimal solution, then S(s) and S'(s) are well-defined for any s € R("~2-%)k,
Then, we have the following lemma:

Lemma 12. Fix any ¢ > 0. If, for any fixed Z\ Z,, = s € RO 2k e have
Pr[Z,, € S(s)] < ePr[Z,, € 5'(s)],

then Algorithm 4.1 preserves (&, 0)-differential privacy.
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Proof. Notice that Algorithm 4.1 outputs a solution for LP1. To show that Algorithm 4.1 is (¢,0)-
differentially private, it is equivalent to showing that for an arbitrary x*(x,, x,) € X'*,

Pr [g(x) is minimized by x*(x, x,)] < €° - Pr [¢'(x) is minimized by x*(xy, x)] . (3)
We note that

Pr [¢(x) is minimized by x*(x,, x,)] = /

scR(n—2-k

)kpde\ZuU(S)Pr [Zuo € S(s)]ds
and

Pr [¢'(x) is minimized by x*(x,, x,)] = /

scR(n—2-k

)defZ\zw (s)Pr [Z4 € S'(s)] ds.

Therefore, by the coupling argument and the fact that all Laplace noises in Z are i.i.d. sampled,
eq. (3) holds when
Pr[Z,, €S| <ePr[Z, € 5],

which completes the proof of Lemma 12. O

In the inspiration of Lemma 12, we only need to find the proper variance of Laplace random
variables in Z,, such that Pr[Z,, € S| < e¢‘Pr[2,, € S'] for all ¢ > 0. However, we cannot directly
compare S and S’ since they may have complicated structures (after all noises in Z\ Z,,, have been
decided), but we can still analyze the ratio between the probabilities Pr [ Z,, € S] and Pr[Z,, € S']
by the following lemmas and facts. The first lemma states that the sum of distances between any
point and all terminals is invariant.

Lemma 13. Forany x € Ayandt €T,

1

5 Z |x — x¢lh = k—1.
teT

Proof. For any x € Ay, we have that ¥, x(*) = 1. Thus,

1
EZHX—XtHl: Z|1—x(t)| :k—Zx(t):k—l,

teT teT teT

which completes the proof. O

The following lemma indicates the existence of the “correction” coefficients as described in
Section 3.1.

Lemma 14. Fix any integer k > 2. Let {dy; }ic(q and {dy,; }ic ) be two sets of variables such that
1. Foranyw € {u,v}andi € [k]: 0 < d,,; < 1.
2. Foranyw € {u,v}, Yicpg dwr =k — 1.

Then, for any fixed {d;, .}icjq and {d};}icx that satisfy both conditions, there always exist a,,a, € R¥

u,i

with ||ay |2 < Vk/2 and ||ay||2 < Vk/2 such that

1
Y ayidui+ Y aoidyi+ 5 Y |dui — du,i| (4)
ie k] ie k] ielk]

achieves minimum value on {dy ;}icig and {d; ;}icp-
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Proof. Before getting into the proof, we note that Lemma 14 does not ask that {d; ; }icq and {d; ; }ic[x
are the only minimum choices. Let U C [k] be the set of coordinates that d;;; > d; ; forany i € U

u,i -
and U = [k]\U be the set of other coordinates. Without loss of generality, we assume |U| < |U].
(Since the subscript u and v are essentially symmetric, if [U| > |U|, we replace u and v for all
variables.) We construct the correction vectors a,, and a, as follows:

1. Foreachi € U,leta,; = —1landa,;, = 1.
2. Foreachi € U, let a,; = ay; = 0.

Since |U| < k/2, then clearly with such construction we have ||a, || = ||a,]]2 < Vk/2.
First, it is easy to verify that with this assignment on the coefficients, the minimum value of
eq. (4) is at least 0. Because }_;c(y duk = Lick dox = k — 1, then forany T C [k],

Z du,i - dv,i = Z dv,i - du,i-

ieT ie[k]\T

Thus, we see that

1
’du,i - dv,i| = Z |du,i - dv,i’ -5 Z |du,i - dv,i’-
)y 5
iek]

ield icl
Therefore,
1 1
Z au,idu,i + Z av,idv,i + E Z ’du,i - dv,i| = - Z du,i + Z dv,i + E Z |du,i - dv,i’
iek] iek] ielk] iel iel iek]
1
2 - Z ’du,z' - dv,i| + E Z |du,i - dv,i’
el ic[k]
= - Z ’du,i - dv,i| + Z ’du,i - dv,i’ =0.
iel iel

Next, we show that eq. (4) achieves O on all {d, ;}'sand {d,;}'s aslongas {i : d,,; > d,;} is exactly
U, which includes {d; . };c(y and {d} }icy- Indeed, if {d,;} and {d,;} satisfy {i : dy; > dy,;} = U,

then
Yo ldui—doil =) dyi—doi+ Y doi—dyi =2 (dyi—dy;).
i€[k] icUu il icl
Thus,
1
Z au,idu,i + Z av,idz},i + E Z ’du,i - dv,i’ - - Z du,i + Z dv,i + Z(du,i - dv,i) =0.
ielk] ielk] ielk] iel iel ield

O

Fact15. Leta : R — Rand b : R — R be two real-valued function on some range R. Suppose x* € R
is the unique solution that minimizes a(x) and x* is also one of the solutions that minimize b(x), then x* is
the unique solution that minimizes c¢(x) = a(x) + b(x).

Proof. Suppose x # x*; thena(x) > a(x*) and b(x) > b(x*), which is saying that ¢(x) > c(x*) and
thus x* is the only minimizer, completing the proof. O
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Let
h(x) =Y. c({a,b})llxa —xplli + ) Y. Ziwyl1xw — xil1,

{ab}<E teT wen]\ ({u,0}UT)
then we rewrite g(x) and ¢’ (x) as
g(x) =h(x)+ Y Zypullxu — xilli + Y Zig oy o — xelly
teT teT
and
§'(x) = g(x) + [|xu — xol1.
In the context of Fact 15, let a(x) be g(x) and let

b(x) : = |lxy — xo[l1 + Z au,inu —x¢1 + Z av,inv — x|
ielk] ielk]

= Y 11 =2 = (1= )+ Y awillxe — xelh + Y anillxo — xidh
ielk] ie k] ie k]

_y [l = xiellr = flxo — ¢l
2

+ Y aillxn —xelli+ ) aoillxe — xelh-
ik ie[k]

i€[k]

Then, we can just let dy, = M forany w € {u,v} and t € [k]. By Lemma 13, such assignment
satisfies both conditions in Lemma 14. Therefore, by applying Lemma 14 together with Fact 15, we
conclude that if the objective ¢(x) is minimized by any fixed solution x*(x,, x,) € X', then there
exist 2k correction coefficients {a,, a,} with ||a,||3 + ||, |3 = k such that

(%) + llxu — xolli + Y awillxu — xell1 + ) aillxo — x¢l1
iek] ielk]

= h(x) + |12 = xolli + Y (Zgey + au)llxu — xellt+ Y (Zgp o + a0,) 120 — x¢[12
teT teT

is minimized by the unique minimizer x*(x,, x,). Then by the definition of S and S’, we have
Zw€S=>Zptawes,
where a,, € R is the concatenation of 4, and a,. This is saying that S + a,, C S, and thus
Pr [Zw = S'] >Pr|[Z, €S+ay. (5)

Next, to compare the probability of Z,, € S and Z,, € S + a,,, we apply the basic Laplace mech-
anism. In the context of Lemma 42, if we set R = S, v = 0y and v/ = —a,,, and considering that

we have ||ay |1 < V2k||auo||2 < v/2k from Lemma 14, it is clear that if Z,,, are i.i.d Laplace random
variables from Lap(b) with b = @,

€

Pr(Z,, € S] <ePr[Z,, —ay, € S| = e Pr[Zy, € S+ ayy]

<ePr[Z,€5]. ©)

Here, the first inequality comes from the Laplace mechanism and the last inequality comes from
eq. (5). Thus, eq. (6) together with Lemma 12 completes the proof of Theorem 11.

Remark 16. We note that the range S does not depend on the randomness of noise, instead it only
depends on the values of the input cost function. This is why we could let R in Lemma 42 be just
S and directly apply the Laplace mechanism.
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4.2.2 Utility analysis

Let the non-negative and symmetric function ¢ = [n] x [n] — R>( be the input cost function. We
define the total sum of costsas W := 2} (1,0} c(u,v), in which the cost between each pair of points
is counted twice. Given any fractional placement of the points x € (Ax)", we define £(x) be the
size of the total cost of such placement, that is:

E(x) =} c(u,0)llxu — xo]l1.

{uo}
u#v

We give the following of the utility guarantee of Algorithm 4.1:

Theorem 17. Fix any ¢ > 0. For any given k,n € IN4 (k < n), set of terminals T C [n] and cost function
¢, Algorithm 4.1 outputs a placement £* € (Ay)" such that

E[£(2)] — OPT(c,n, k) < O (M) .

Here, OPT (c, n, k) is the optimal value of the simplex embedding problem defined by ¢, n and T. Further, we
have that with high probability, £(2*) — OPT(c,n, k) < O <M) .

If we consider c as the weights of edges of an undirected graph, then it can be verified that £(x)
is equivalent to the size of the fractional cut specified by the placement x (up to of coefficient 1/2).
We denote by U (x) the size of “uncut” specified by x, thatis, U (x) = W — E(x) for any x € (A)".
We first consider the following linear program LP2:

min Zc u,0)(2 —||xy — x0|1)
XG( ) {u,v}
u#v

s.t. x5, = e Vi e [k]
Xy € Ay, Yu € [n].

Clearly, since (with a slight abuse of notation),

Z c(e)(2 = lxu — xo|l1) + Z e)||xu — xol1 =2 Z c(u,v) =

e={u,v} e={u,v} {u,v}
then U(x) = Yqy01 c(4,0)(2 — [[xu — xu[[1). Therefore, solving LP2 is equivalent to maximizing
uncut U (x).

Similarly, suppose all noises in Z are fixed as Zy;,,; = z:u € R, and let ¢ be the noisy costs
(whose cost between any pair of terminal t and non-terminal u has an extra z;,, additive noise).
We write £ (x) and U/ (x) as the size of cut and uncut with the noisy costs specified by x respectively.
Clearly, the total sum of costs in ¢ is

W=w+2Y" Y z.,

teT uen)\T

A~ ~

and W = ¢& (x) 4 U (x). Now, we write the following linear program LP3 which maximizes the
uncut U (x):
min ¥ @@l -xl)+ L Yz - xh)
YR o (i) (€T ue\T
st. x;, =e;, Viek
Xy € Ay, Yu € [n].



We have the following lemma on the difference between ¢/(x) and I/ (x).

Lemma 18. With high probability, for any fractional partition x € (Ay)", we have

U(x) ~8(x) <O (M) .

Proof. Suppose for any pair of terminal f and non-terminal u, z; , is independently sampled from
Lap(b). Then by the tail bound of Laplace noise, with high probability, max; , |z;,| < O(blog(nk)).
Suppose this holds. By lemma 13, we see that for any x, € Ay (no matter whether x,, is integral or
not), we have

Y2 e~ xll) = 2k — (2k—2) =2

teT
Then,
Yo Y zu(2— v —xufr) <2 blog(nk) < 2nblog(nk).
uen\TteT uen\T
Finally, letting b = O(k/¢) competes the proof of Lemma 18. O

With Lemma 18, we are now ready to state the proof of Theorem 17.

Proof. (Of Theorem 17.) In the original cost function ¢, we remark that £(x) + U(x) = W for any
fractional partition x, while with the noisy costs, €(x) 4+ U (x) = W for any fractional partition x.
Suppose x* is the optimal fractional solution on simplex embedding with the original cost ¢, and
£* is the optimal fractional solution with noisy costs ¢ (i.e., optimal solution of LP1). We have

Ux*) —UE) =W —-EX")—W+E()>0  and
UR)—UG) =W —ERF) =W +E(x*) > 0.

Therefore,
E(x") = E(E)] = [U(x") —UE") | =U(x") U (L")
<SUF) —UE) +U(x") —UE)
< U (x) = U )|+ [UE") —U(%))

This completes the proof of the utility guarantee with high probability. Here, the first inequal-
ity follows from U (£*) — U(x*) > 0, and the second equality follows from U/ (x*) — U(%*) > 0.
The final inequality follows from Lemma 18. The guarantee in expectation can be derived almost
identically, except using a union bound over the k noises incident on each point (instead of all nk
noises) and linearity of expectation. O

4.3 The application for private multiway cut: Proof of Theorem 9

Given an undirected and weighted graph G = ([n], E), non-negative edge weights ¢ : E — R,
terminals T = {sy,--- s}, we attach each vertex in [1] with a vector x, € R¥. Then, the problem
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of finding the optimal multiway cut with respect to given terminals T can be formulated as the
following integer linear program LP4:

1
min = c(u,v)||xy, — x|
xe(Rk)n 2 {MZ}:E,E e

st. x;, =e, Vi € [K]
X, € {0,1}", Yu € [n].

In the above linear program, if # and v are in different connected components, then x, # x,, and
2e(u,v)||xy — xo||1 is the edge weight between u and v. Therefore, the optimum value of LP4 is
also the minimum size of multiway cut on G. Notice that if we relax the constraint of LP4 from
x; € {0, 1}" to x; € Ay, then LP4 is equivalent to LPO if we consider the costs between pairs in the
simplex embedding problem as the edge weights. The approximation ratio with respect to such
relaxation is widely studied [ CKR98, KKS* 04, BNS13,SV14]. We apply the rounding scheme given
by [SV14] for the simplex embedding linear program of multiway cut:

Theorem 19 ([SV14]). There is a randomized algorithm R such that on a fractional placement x € (Ag)"
where x € (Ay)" costs E(x) on some graph G, R outputs a solution ¥ € ({0,1}%)" such that

E[£(%)] < 1.2965 - £(x),
where E(X) is the cost of cut ¥ on G.

Since the rounding scheme R only requires x € (Ay)" as input, then we can treat it as a post-
processing step that does not occur any loss of privacy. Putting everything all together, we give the
following algorithm for private multiway cut:

s a

Algorithm 4.3: Private multiway cut
1. Solving simplex embedding: Given an undirected graph G, a set of terminals T and
privacy budget ¢, run Algorithm 4.1 with costs c as the non-negative edge weights.

2. Rounding: Let the output of Algorithm 4.1 be x,,; € (A¢)", run the rounding scheme
R in Theorem 19 and output the solution for multiway cut %,,; € {1,--- ,k}".

\. J

With algorithm 4.3, we are now ready to give the proof of Theorem 9:

Proof. (Of Theorem 9.) The privacy guarantee of Theorem 9 directly follows from Theorem 11
and the fact that differential privacy is robust to post-processing. As for the utility, given the input
graph G, again let £(x) be the cost of any (fractional) solution for multiway cut on G. Let ¢ be
the output distribution of Algorithm 4.1. Notice that

BIEG] = [, B = xlpo(x)dx

< 1.2965 / E(x) g (x)dx = 12965 - . [€(x)]
XE(Ak)"
klog(k
< 1.2965-OPTT(G) + O <nng()> ,
where OPTT(G) is the optimum value of multiway cut on G in terms of the terminals T. Here, the

tirst inequality comes from Theorem 19 and the last inequality comes from Theorem 17, completing
the proof. O
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4.4 Information-theoretic lower bound

Here, we give the lower bound on solving multiway k-cut with pure differential privacy for k =
O(n). This generalizes the lower bound in [DMN23] in terms of e-DP.

Theorem 20. Fixany e > 0, n,k € Ny and 6 < k < n/2. Any (¢, 0)-differentially private algorithm on
nlog(k/6)
24e

approximating multiway cut on n-vertex graphs has expected error at least

Proof. Let the set of vertices V = V' UT, where V' = {vy,v2,--v,_¢} are non-terminals and
T = {t1,t2,- - ,t;} are terminals. For any T € [K] V' let G; be the graph that is constructed by the
following steps:

1. Start from an empty graph on n vertices.

2. Foranyi € V' and s € T, if T’s i-th element 7; = s, then connect an edge between v; and s
with weight log(k/6) (2]2/ 6

Let the collection of all these graphs IT = {G.|7 € [k]"'} be the input domain, and M : IT — [k]"” be

a (¢, 0)-differentially private algorithm such that for any G € I, M outputs a solution on multiway

cut. Let err(M, G) = sizeg(M(G)) — OPTg be the gap between the output of M and the optimal

solution of multiway cut on G.

Forany 1 <i <n —k, letI;(M, G;) be the indicator variable such that I;(M, G;) = 1if M does
not assign v; on the 7; side, and I;(M, G;) = 0 otherwise. For each G € I1, by the construction, we
note that the optimal size of multiway cutin G is zero since each pair of terminals are disconnected.
Thus.

log k/6

err(M, G;) = sizeg. (M(G)) = Z L(M, Gy) (7)

Next, we show that there exists a T such that the sum of the expected errors

E(IEM[L(M, Gy)l
i=1

is at least Q(n). To do this, we further consider a uniformly random distribution over T € [k]"/,
and it is enough to show that

n—k
Z IEM[II(M Gr)]
i=1

for k < n/2, where the first equality comes from the linearity of expectation. Now, fix any v; € V/,
and any partial configuration © € [k]""\{"}. Let M; : IT — [k] be the projection of M on v;. Since M
is e-differentially private, by post-processing immunity, M; is also e-differentially private. For the

fixed vertex v;, let TV, (), ... (K be k elements in [k]"" such that for any j € [k], T0/)’s i-th element

Tl-(j ) = t;, and for any other elements s € [|V’|]\{i} and any assignment j € [k], ) = 29,

other words, 71, t(2) ... 1) jdentifies a series of k graphs in which v; is connected to k dlfferent
terminals respectively, and all other vertices connect to the terminals that is compatible with the
fixed partial configuration . Then, we note that

n—k

- ; E-[Em[Li(M, G)]] = Q(n)

In

Eo[Em[Li(M, Go)]] = E[Ep([Li(M;, Go)]]

=K ) ( Z]EM (M;, G+ )TT(j)]). ®)

te[k]V\{i}
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For the fixed vertex v; € V' and partial configuration , we define S C [k] to be

. ; 1
S:= {] € [k : Em[L(M;, G|t = 0] < g}- 9)
For the sake of contradiction, we assume |S| > k/2. For any s,j € S, we also define ys(t]-) as the
probability that on the input graph G_(,), M; assigns v; on ¢;’s side. By Markov’s inequality, on any
input graph G_) wheres € §,

2 1

ps(ts) = Pr {L‘(M/ Gei) < g} Z5
since I;(M, G_(,)) is zero only when M; assigns v; on t,’s side and otherwise I;(M, G_)) = 1. On
the other hand, note that G, can be obtained from G_u by editing edges with total sum of edge

weights of 10g(k/6) Then, by the fact that M; is e-differentially private,

€
_ . log(k/6) 6 3

palts) > ps(ts)e ™0 = ps(ts) - £ = 7
for any s € S by repeatedly applying the definition of differential privacy log(k/6)/e times. This
means that
Yo mts) > |5!§ > 3 >1,

s€S k =

which contradicts the fact that Y ;cs p1(ts) < e #1(fj) = 1. Therefore, we have that the size of
Sineq. (9) is less than k/2, and thus we have that

1 ; 11 1
- (M — MM >2.2. (r— > -
£ L Bull(M, Gl =70 > g3 (= 181) > ¢ (10)
Plug eq. (10) into eq. (8), we have that for any v; € V’,
K1
E-[Em[Ii(M, Gr)]] = Z =% (11)
telk]V\i)

Then, by eq. (7) and the linearity of expectation, we have that under the uniform distribution over
T e [k,

n—k
E. [Em[err(M, G;)]] = % ; E[Em[Li(M, Go)] > (n —k) - —logl(;‘ S/ ),

which implies that there existsa T € [k]"" such that Ep[err(M, G;)] is lower bounded by O <M) /

€

completing the proof as long as k < n/2. O

5 Private minimum k-cut

In this section, we study the private minimum k-cut problem on unweighted graph G = ([n], E). In
section 5.1, we first give a private algorithm that outputs a solution for minimum k-cut with purely
additive error O(klogn/¢). To complement this result, in Section 5.2 we prove a nearly matching

klog(n/logn) 1
0 €

) lower bound for k < n'/2, which confirms that our algorithm is near-optimal.

However, the algorithm does not have an efficient implementation for k = w(1). By introducing a
multiplicative error and a larger additive error, we give a polynomial time algorithm for the private
minimum k-cut problem in Section 5.3.
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51 A O(n¥) time private algorithm with purely additive error
5.1.1 Private k-cut with a Black-box Analysis

We use the following assumption for our black-box analysis, and then derive an exact error bound
by applying known results on the non-private k-cut problem [CQX20, GHLL21].

Let C be the cost of the min k-cut of G. There exist functions f, g, h such that there are at most
n®f k) o (k)M K) many k-cuts in G with cost at most aC.

Here, we describe the general idea behind our algorithm. First, given a graph G, we add edges
(k) Inn+h(k)Ing(k)
€

to the graph to raise the cost of the minimum k-cut to atleast C' = 2 - ! in a differen-
tially private manner. Second, we deploy the exponential mechanism over all k-cuts in the graph,
invoking our black-box bound on the number of k-cuts within additive f of OPT,(G) to prove that
the selected k-cut is not too much larger than OPT,(G), where OPT,(G) is the size of minimum
k-cut on G. We give the following algorithm, which complements the private minimum cut algo-
rithm in [GLM*10]. Let C be any k-partition on n vertices. We denote C(G) as the set of edges of
G that must be removed to form the connected components specified by C.

Algorithm 5.1.1: Black-box Private k-cut Algorithm

1. Input: Graph G = (V, E), integer k > 3 and privacy budget ¢ > 0.

2. Let Hy C Hy, ..., C Hn) be arbitrary strictly increasing sets of edges on V.

n
2

3. Chooseindexi € [0, (5)] with probability « exp (—s ‘OPTk(G U H;) — 4f® lnn+?(k) In g (k) D

4. Choose a k-cut C with probability o exp(—¢|C(G U H;)|).

5. Return C.

Theorem 21. Algorithm 5.1.1 is 2e-differentially private.

Proof. Clear due to basic composition (Lemma 40) and the privacy guarantee of the exponential
mechanism (Lemma 43). O

For the utility, the following two lemmas assert that, with high probability, augmenting the in-
put graph does not significantly increase size of the minimum k-cut, and subsequently, the selected
k-cut gives a good result.

Lemma 22. With probability at least 1 — n—f () +2¢(k)~"®)  we have:

f(k)Inn + h(k)In g(k) < OPTL(G U H;) < OPT(G) +2- f(k)Inn + h(k) lng(k)‘
€ €

2.

Proof. First suppose OPT(G) < 4 - L& ln”Jf(k) n¢%)  Then there exists some i such that

OPTL(G U Hy) —4. fI)Inn+h(k)Ing(k) _
€
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The utility theorem for the exponential mechanism states that for any range R, output r, and
sensitivity-1 cost score g, we have:

Pr [S(D,E(D)) > OPT + %(lnR + t)} < exp(—t)

Here, logR < 2logn. Lets(k) = f(k)logn + h(k)log(g(k)). Setting t = (f(k) —2)logn +
h(k)log(g(k)), we have:

o

s(k) ‘ s(k)

oPT(GUH;) —4. ) zz-s(kqg !

which implies that

Now suppose OPT(G) > 4 - L& ln”Jf(k) g6 We know that OPT,(G U Hy) = OPT,(G). Apply-
ing the utility theorem of the exponential mechanism (section 5.1.1) again, we have:

.

which implies that

OPT((GUH;) —4- @‘ S OPTL(G) 2. s(ic)] g

Pr[—OPTk(G) +6- @ < OPTL(GUH;) < OPT(G) +2- ﬂ} >1—

Combining both cases completes the proof of Lemma 22. O

Lemma 23. IfOPT(GUH;) > 2- f(k)lnn+]z(k)lng(k) and ¢ < 1 then:

1

Pr[|C(GUH;)| > OPT(GUH;) +b] < =

fOT’ h— O(f(k) lnn+il(k) In g(k) )

Proof. Let ¢; denote the number of k-cuts of size OPT(G U H;) + t. Given that OPT,(G U H;) > C/,

by our assumption, there are at most n(to)f(k). g(k)(Hé)'h(k) such cuts. By definition, we are
guaranteed that a cut of size OPT,(G U H;) exists; thus each cut of cost OPT,(G U H;) + t will
receive cost at most exp(—¢t) in the exponential mechanism. Therefore we have:

HC(GUH)|>OPTk(GUH —|—b Zexp Ct—Ct 1)

t>b
- <zhct<exp<—st> —exp(—s<t+1>>>> — expleb)cy

< Z_ct(exp(—st) —exp(—e(t+1)))

t>b
= (1 —exp(—e)) ) _crexp(—
t>b
< (1—exp(—e¢) ) n (+c)f (k) (k)(Hé)'h(k) exp(—et)
t>b
= (1 —exp(—e))n Zexp < (n tfc(pg(k) thc(’k)> - et>
£>b
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(k) Inn+h(k)Ing(k)

Fel 7

= (1 —exp(—e))n/ Pg (k)" ) (exp (—¢/2))’

t>b

Now using C' =2 £

) g (k6 (exp(—¢/2))"

= (1 —exp(—e 1—exp(—¢/2)

Letb=2- (f(k)ﬂ)lm?h(k)lng(k). Noting that (1 —exp(—¢))/(1 —exp(—¢e/2)) = Q(1), we have:

= nf®) . g(k)"® - exp(—(f(k) +2) Inn — h(k) In g(k)))
— nf(K) -g(k) h(k) . = flk)— 20(k)~ h(k)

1

n2’

Based on Lemma 22 and Lemma 23, we give the utility guarantee of our black-box algorithm.

Theorem 24. For any graph G, except with probability at most n24nf (k)+2g(k)—h(k), the cost of C is
at most OPT,(G) 4+ O (f(k) Inseth(k)ing (k) )

Proof. Putting together the two lemmas, we have that with probability at least 1 — (12 4 n /() +2¢(k)~(k)),

C(G)| < IC(GUH)| < OPTH(G U Hy) +2. LB +2) inn + (k) In g (k)

- OPTk(G)—|—2-f(k)lnn+h(k)lng(k) vy (f(k) +2)Inn+ h(k)In g(k)

€ €
= OPT((G) +4- f(k)Inn +gh(k) In g(k) N 412171
= OPTL(G) +0 <f (©)Inn + Ak 1ng<k>> |

5.1.2 Algorithm for private minimum k-cut

Here, we combine a result of Chekuri etal. on the number of approximate k-cuts with the black-box
analysis to prove an exact error bound. Improving on the result of [Kar93], Chekuri et al. prove
the following:

Lemma 25. ([CQX20]). The number of k-cuts within a factor of « of the optimum is O(n24=11),

We combine Chekuri et al.’s bound with the black-box analysis, where f(k) = 2(k — 1) and
h(k), g(k) = 0. This yields the following algorithm:

23



Algorithm 5.1.2: Private k-cut Algorithm

1. Input: G = (V,E), integer k > 3 and privacy budget ¢ > 0.

2. Let Hy C Hy, ..., C H» be arbitrary strictly increasing sets of edges on V.

3. Choose index i € [0, (5)] with probability o exp (—s ‘OPTk(G UH;) — w

4. Choose a k-cut C with probability e exp(—¢|C(G U H;)|).

5. Return C.

\. J

Theorem 26. For any graph G, with high probability, Algorithm 5.1.2 outputs a k-cut of cost at most
OPTk(G) + O(klnn/e).

Proof. Combining Lemma 25 with Theorem 24 gives the following bound on the additive error,
with probability at least 1 — O(1/1?) for any k > 3:

(k—1)Inn 4lnn
+

C(G)] < 1C(GUH,)| < OPTL(G) +4- 2 8

€
8kInn _ 4Inn
€

— OPT(G) +

— OPT{(G)+ O <k1?”> .

O

Remark 27. [GHLL21] improve upon Chekuri et al. with a bound of n* k) on the number of
(k+1)Inn+0(k*) Ink
€

approximate k-cuts, removing the factor of 2 in the exponent, which would yield 4 -
additive error. However, the use of Chekuri et al.’s bound is justified by the fact that it gives error
that is only worse by a constant for small k, and is better for large k (i.e., k > \/n).

We now consider the efficiency of the algorithm. We run the exponential mechanism twice. The
first run selects among a universe of () elements and runs efficiently; the second selects among a
universe of k-cuts, the number of which is given by the Stirling partition number—approximately
k"—and does not run efficiently. We follow the techniques of [GLM10] for their efficient mini-
mum cut algorithm, describing how to achieve (¢, §)-differential privacy in n* polylog 1 time, using
the following theorem:

Theorem 28. ([GHLL21]). Let C be the cost of the minimum k-cut. For each k > 3, there is an algorithm to
enumerate all k-cuts of weight at most «C in time n** (log n)°*¥*) with probability at least 1 — 1/poly(n).

Our more efficient algorithm is as follows: in Step 4 of Algorithm 5.1.2, instead of sampling
amongst all possible k-cuts, we restrict ourselves to the set S,, defined as the set of k-cuts generated
by applying Theorem 28 witha = 1+ (kal) We claim that the output distribution of this algorithm
has statistical distance O(1/n?) from that of Algorithm 5.1.2, implying that the efficient algorithm
preserves (g, O(1/n?))-differential privacy.

Consider a hypothetical algorithm that generates the k-cut as in Algorithm 5.1.2 but then out-
puts FAIL whenever this cut is not in S,. We first claim that the probability that this algorithm
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outputs FAIL is O(1/n?). By Lemma 22, OPT;(G U H;) is at least 4(k71) I except with probabil-
ity 1/n%. Conditioned on this, Theorem 24 states that the k-cut chosen in Step 4 has cost at most
OPT«(GUH;) + ‘MT“” except with probability 1/72. Finally, given our setting for a, all k-cuts of cost
at most OPT,(G U H;) + #IM are enumerated in S, except with probability 1/poly(n), proving
the claim that the probability of FAIL is O(1/n?).

We can couple this hypothetical algorithm with both the more efficient and exponential time
algorithms, and observe that their output distributions are 5-close for § = O(1/n?), implying (e, 6)-

k

privacy. The runtime of the efficient algorithm is n**(log n)O@k) for y =1+ (= Q(1).

5.2 Lower bound on private minimum k-cut

In this section, we establish the Q)(klog 1) lower bound on privately answering minimum k-cut for
unweighted graphs. Prior to this, we briefly cover the proof of the ()(log 1) lower bound for private
minimum cut in [GLM10], and highlight the key technical differences between their approach
and ours. 1

ogn

In [GLM*10], the authors consider a =2--regular graph, in which the minimum cuts are the n

singleton cuts, and that any other cut has size at least 102%. Suppose M is a randomized mechanism
on G = (V, E) that outputs a partition of vertices. Then there exists a v € V such that

Pr[M(G) = ({v}, V\{o})] <1/n.

Consider a graph G’ formed from G by removing all edges incident on v. Suppose M is (g, 0)-
differentially private, then

Pr [M(G') = ({v}, V\{v})] < 1/n!/3

since G and G’ differs in log 1/ (3¢) edges. This is saying that with probability at least 1 — -, M
will output a cut other than the minimum cut ({v}, V\{v}) of size zero. Since any other cut has
size at least lofg”, then the expected error on private global min cut is at least O(logn/¢).

However, this approach for constructing the hard case does not directly apply to the minimum
k-cut problem. Say we remove edges from a similarly constructed regular graph to create k — 1
isolated vertices, forming a k-cut. Even if the mechanism does not output the optimal k-cut, the
size of the second-smallest cut might be significantly smaller than O(klogn).

Therefore, to establish a lower bound for private k-cut, we must consider a graph where the
actual minimum k-cut in the original graph does not have excessively small weights, even when a
specified subset of edges is removed to form k connected components. We use a new construction
to give the following theorem:

Theorem 29. Fix any n,k € N4, 3 < k S n/2 and ¢ > m. If M is a randomized algorithm on
n-vertex graphs such that on any input graph G = ([n|, E), it outputs a k-partition C where

(k—1)In (21§2n>
576¢ '

then M is not e-differentially private. Here, |C(G)]| is the cost of cut C on G, and OPTy(G) is the size of
minimum k-cut on G.

E ) [IC(G)|] < OPTk(G) +

Before getting into the proof of Theorem 29, we first consider the unweighted graph Gy on n-vertices
that is constructed as follows:
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1. Arbitrarily divide n vertices into |1/ (2In*n)| groups. Within each group, add edges be-
tween every pair of vertices to form a clique with size of at least 2In? 1.

2. Sequentially add edges to connect each clique, forming a path of length |[n/(2In%n)]| — 1.
Each bridge between two directly connected cliques consists of d = z In ( ) edges.

Using the 2-approximation algorithm, we have the following lemma on the size of the minimum
k-cut in such graph, which plays an important role in the proof of Theorem 29.

Lemma 30. Fixany2 < k < |n/(2In’n)| —1and ¢ >

k—1)d
least %

- The size of minimum k-cut in G is at

Proof. Given a connected graph G = ([n],E), we first introduce the following SPLIT algorithm
([SV95]) on approximating the minimum k-cut of G:

e In each iteration, pick the lightest cut that splits a connected component. Remove the edges
in this cut.

e Halt when there are exactly k-connected components.

It is known in [SV95] that the SPLIT algorithm always gives a 2-approximation of the minimum
k-cut on G. We consider executing the SPLIT algorithm on Gg. We claim that the algorithm will
find a k-cut of size exactly (k — 1)d, and we will prove this fact by induction. In the first iteration,

the algorlthm simply finds the minimum cut in Go. For any ¢ > ln —, cutting any bridge removes

d < In®n edges. Since each clique in Gy has 2In* 1 vertices, then isolating a vertex requires the
removal of 2In? 7 — 1 > d edges. Therefore, the minimum cut of Gy is any bridge with d edges.
In iteration i where 2 < i < k — 1, suppose there are i connected components in which each
connected component is either a clique of 2 In® 1 vertices, or a path of some such cliques connected
with bridges of d edges. Since the minimum cut in such clique has size at least 2In* 11 — 1, then the
algorithm will again remove all edges in a bridge to split a path. Therefore, executing the SPLIT
algorithm on Gy is equivalent to choosing arbitrary k — 1 bridges and removing the edges of them.
Thus, the total cost is (k — 1)d. Since this greedy algorithm gives a 2-approximation of the actual

min k-cut, then we conclude that OPT(Gp) > (kal)d. O

Next, let £ = |n/(2In* n)| — 1. We fix an arbitrary k that is no larger than v///2 4+ 1 = Q(n'/2).
Given any subset S C [¢] of size k — 1, we define Gg as the graph that is formed from Gy by removing
the k bridges specified by S. Clearly for any S C [{] and |S| = k — 1, Gs has exactly k connected
components, and thus the size of minimum k-cut on Gg is zero. Let G be a set of graphs such that

G C{Gs||S|=k—1AS C[{]},
and for any pair of Gs and Gg in G,
ISNS'| < (k—1)/6.

That is, the graphs in G do not overlap with each other very much. Intuitively, this says that if C
is a good k-cut on Gg, then it must cause large error on any other graph Gg. We will formulate
this later. The following lemma given by Frankl et al. establishes the existence of such a set G with
exponentially many elements.

Lemma 31 ([FT16]). Fix C any ¢ > 4. Forevery 2 < k < \/£/2+ 1, there exists a (k — 1)-uniform family
G of size at least ( = 1)) on ¢ elements such that |S N S'| < m — 1 for any two distinct sets S,S" € G.
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Then, by settingm —1 = | (k —1)/6/, from Lemma 31, we directly have the following corollary:
Corollary 32. There exists such a set of graphs G satisfying previous conditions of size |G| > (¥/12,

Next, we show that a fixed k-cut cannot be too “good” simultaneously for any two graphs in
G. Let C be a k-partition on n vertices. For any G = ([n], E), denote C(G) as the edge set removed
from E to form k connected components, and its size on G as |C(G)|.

Lemma 33. Let C be any k-partition on n vertices. Fix any Gg € G where S C [{] and |S| = k — 1. If
IC(Gs)| < (k_él)d, then |C(Gg')| > @for any Gg € Gand S' # S.

Proof. We remark that the actual minimum k-cut on Gg is zero. Let Es be the set of edges removed
from Gy to form Gg, and Eg be the edge set of Gs. By Lemma 30, we see that the size of minimum k-

cut in Gy satisfies OPT(Gy) > % ; namely for any k-partition C, |C(Go)| > @. Therefore,
by the assumption that |C(Gg)| < (k_él)d, we have that
— k—1)d
C(Go) N Es| = [¢(Go)| ~ [e(Gs)] > E5D (12)
Let Gy be any other graph in G such that S’ # S. Since [SNS'| < %21, then
- = k—1
EsnEg| < K= (13)
by the construction of Gs and Gg. By the fact that Es U Es = Ess U Eg» = E, we have
Fs —Es/ =E¢ — Eg C Eg.
Therefore, o
IC(Gs)| = |C(Go) N Eg'| > [C(Go) N (Es\Es)|
> |C(Go) NEs| —|C(Go) N (Es N Eg)]
> |C(Go) NEs| — [EsNEg/|
S (k=1)d (k—1)d (k—1)d
3 6 N 6
which completes the proof. Here, the last inequality comes from eq. (12) and eq. (13) respectively.
O

With all of these technical ingredients, we are ready to give the proof of Theorem 29.

Proof. (Of Theorem 29.) Leta = (kzzl M For any S subset [/] and |S| = k — 1, we denote by B¢ the
set of k-partitions C on V = [n] such that the cost of C on Gg is less than 2a:

B¢ = {C : C is a k-partition and |C(Gs)| < 2a}.

Since the mechanism M on G outputs a C which satisfies that

(k—1)In (21:1[2n> B
576¢ -

Eum[[C(G)]] < OPT(G) +
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then on any Gg, with probability at least 1, M(Gs) € B% since OPT(Gs) = 0. Equivalently, let
ts(+) be the distribution of M(Gs) for any Gs € G, then ug(Bg) > 1/2.

For the sake of contradiction, suppose the mechanism M is (¢, 0)-differentially private in terms
of deleting or adding an edge. Then, for any possible collection B of k-partitions on [1] vertices and
any Gs,Gg € G,

1s(B) > ng (B)e e m n(n/ @) 0 (B)e="a In(n/@In*n)),

This is because transferring from Gs to Gg requires editing 2d = 2451 In ( 21;172”) edges. On the
other hand, by Lemma 33, B¢ N B, = @ for any pair Gs and Gg in G. Therefore, fix any Gs € G,

P ( U Ba/) Z s BS’ >e sz— n/ 2In2 1) Z g BS’

GS/GQ' GS/GQ GS/GQ
> le_g n(n/(2In*n)) G|
2
k
> le*% In(n/(2In* n)) . ( n2 > 2 o1,
2 2In"n
which leads to a contradiction. Here, the second to last inequality comes from Corollary 32. [

5.3 A polynomial time and private algorithm with 2-approximation

In this section, we show that there exists an efficient (¢, ¢)-differentially private algorithm such that
on any unweighted graph G, it outputs a k-cut C such that

K3/2
IC(G)| < 20PTx(G)+O ( . > .
Here, OPT,(G) is the size of minimum k-cut on G. Our algorithm is a private variant of the SPLIT
algorithm in Saran et al. [SV95]. In the SPLIT algorithm, we sequentially choose the lightest min-
imum cut in each connected component, until there are at least k connected components. We will
repeatedly use the private min-cut algorithm:

Theorem 34 ([GLM110]). Fixany 0 < ¢ < 1and 6 < 1/n° for some large constant c. There exists a
(¢, 0)-differentially private algorithm M such that on any input unweighted graph G = ([n], E), it outputs
acut (S,5) where S C [n] in polynomial time and with probability at least 1 — -5,

sizeg(S) < OPT(G) + ZOIZ’g”.
Forany G = (V,E)and S C V, we denote the sub-graph of G induced by S as G(S) = (S, E’), where
E' C E. A natural idea is to plug the mechanism M in Theorem 34 into the SPLIT algorithm. In
particular, on the input graph G, we initially just run M to privately output a cut that approximates
the min-cutin G. In the following iterations, supposing we have divided the graph into i pieces, we
use the exponential mechanism to choose a part such that the corresponding sub-graph induced
by this part has the smallest minimum cut. Then, we again run M on this sub-graph to create two
new pieces.

Notice that in each iteration, each part is disjoint. However, every part does not necessarily
correspond to a connected component. Specifically, outputting the connected components in each
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iteration violates privacy, since adding or deleting an edge would possibly change the number of
connected components.
Given parameters ¢, 6 and an unweighted graph G, the algorithm is listed as follows:

Algorithm 5.3: Private and efficient approximation of k-cut

1. Letegg = and &y = %.

€
61/kIn(2/5)
2. Let G be the input graph, and let Gy = {Gop}.
3. Fori=1,2,--- ,k—1:

3a) For each graph G, in G;_1, compute the value of actual minimum cut OPT(Gy).
3b) Choose ¢ € {0,1,---,i — 1} according to probability proportional to exp(—¢y -
OPT(G[)) Then, let g{_l = gi_l\{Gg}.

1
3c) Let Vy C [n] be the support of G;. Run M (G) with privacy parameter (&g, do)
and report (S*, V,\S*) where S* C V.

3d) Let G; < G¢(S*) and update G, by Gy <— G,(V,;\S").
3e) Update G;_; to G; := G/ ; U{G, G;}.

4. After k — 1 iterations ends, output the k disjoint supports of graphs in Gx_; be
Tl/ Ty Tk .

Clearly, Algorithm 5.3 always terminates in polynomial time for any k = w(1).

5.3.1 Privacy analysis
In this section, we present the following theorem on the privacy guarantee of Algorithm 5.3:
Theorem 35. Algorithm 5.3 preserves (g, 6)-differential privacy.

Proof. In the i-th iteration where 1 < i < k — 1, suppose the current set of graphs are §; =
{Go, Gy, -+ ,Gi—1}. We remark that each graph in G is a vertex-induced sub-graph of G. Let
Si = {S0,51,---,Si—1} be the corresponding sets of vertices of graphs in G;. It can be verified
that S; can be fully recovered by the outputs of the algorithm in the first i — 1 iterations. Then,
suppose G’ is formed by adding or deleting an edge in G, and let the set of graphs induced by S;
on G'be G/ = {G{,G},--- ,G}_;}. Clearly for each 0 < ¢ <i—1, G, and G, differ in at most one
edge. Therefore, in Step 3b, followed by the exponential mechanism,

Prg,[¢is chosen]  exp(—go- OPT(Gy)) | yi1 ¢~00PT(Gy)

Prg (£ is chosen] ~ exp(—¢eo-OPT(G))) Y7L e=e0OPT(GY)
< exp(eo + €| OPT(G,) — OPT(Gy)|) < e*v.

In Step 3¢, the algorithm runs M on G, and outputs (5*, V\S*). Once again, since G; and G} dif-
fer in at most one edge, this step preserves (¢o, dp)-differential privacy. In each iteration, deciding
an? € {0,1,---,i— 1} and outputting (S*, V,\S*) is (3¢p, do)-differentially private by basic com-
position. Since there are k — 1 iterations, by advanced composition (Lemma 41), the algorithm
preserves (¢, )-differential privacy. O
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5.3.2 Utility analysis

Here we present the utility guarantee of Algorithm 5.3. It is worth noting that the utility analysis
does not directly come from the analysis of algorithm SPLIT [SV95]. In the analysis of SPLIT, some
properties that only hold for the optimal minimum cut are used. It is not immediately obvious
whether these properties still hold for approximate minimum cuts chosen by the algorithm. For
example, in each iteration of the original SPLIT algorithm, the number of connected components
increases only by one, but this is not necessarily true for our algorithm, since the cut chosen in Step
3c might be a cut that separates the graph into multiple connected components. In particular, we
prove the following theorem:

Theorem 36. Fix any 2 < k < n. Given any input graph G, let C be a k-partition on [n] that is outputted
by Algorithm 5.3. With probability at least 1 —2/n,

IC(G)| < 20PTx(G) +O <k15— VlogM) .

€

To prove Theorem 36, we first show that the k-cut chosen by our algorithm is relatively good for
any sequence of cuts in the original graph that results in a k-cut. Let G = ([n], E) be the input graph.
For any B C E, denote by COMPS¢(B) the number of connected components of G after deleting
all edges in B. If no ambiguity arises, we will omit G in subscript. For the sake of convenience, let
p1, P2, -+, Pr—1 be the set of edges that is removed implicitly by the algorithm in order. That is,
pi € Up<r<i—1E¢, where E; is the edge set of Gy in G;_1. Let by, - - - , by_1 be an arbitrary sequence
of subsets of the edges E (which may include duplicates) that satisfies the following property:

e Foreach1 <i<k-—1,b; C Eisacut.
e COMPS(byUbyU---Ubg_1) > k. That is, the union of cuts by Uby U - - - U by_1 is a k-cut.

e Forany 1 < j < k— 1, if b; is unique in the sequence, then COMPS(by Uby U --- U b;) —
COMPS(bl Ub,U---U b]'_l) = 1. We define by := @.

e Forany 1 <j<k—1,if COMPS(b; UbU---Ubj;1) — COMPS(by Uby U---Ubj) = t, then
bjy1 will repeat min{t, k — j} times in the sequence. That s, bj,1 = bjy2 = -+ = bpinjsti)-

Based on the last two properties, it can be verified that each new cut b; in the sequence must create
new connected components, since the number of connected components increases by the multi-
plicity of b;, after performing the union with b;. For any cut b C E, let w(b) = |b| be the weight of
b. We now prove the following lemma:

Lemma 37. Let by, - ,bx_1 C E be any sequence of cuts (allowing duplicates) that satisfy the above
properties. Then w(p;) < w(b;) + 228" forany 1 <i <k — 1.

€0

Proof. We prove it by induction. This lemma is clearly true for i = 1. By the guarantee of M in
Theorem 34, with probability at least 1 — 1/12, the first cut p; specified by G and M (G) satisfies

20logn 20logn

w(p;) < OPT(G) +

<b+
€0 <)

since by is a cut. Forany 1 < i < k — 1, after deleting i — 1 cuts, there are at least i connected
components in G. We then consider two situations:
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Case(1): After deleting p1, p2, - - -, pi—1, there are exactly i connected components in G. That
is, each graph Gy, - - -, G;_1 in §;_1 is a connected component. By the properties of the sequence
by, by, -+, br_1, we have that COMPS(by U by --- Ub;) > i+ 1, since each new cut increases the
number of connected components by at least one. Since p; U py--- U p;_1 only creates exactly i
connected components, then there exists j, where 1 < j <, such that

bj L prUpz---Upia.

Since bjis a cutin G and b is not fully contained in py Upz - - - U pi—1, thenb; = b\(p1 Upz - - - U pi—1)
must be a cut in at least one of the graphs Gy, - - - , G;_1. Let £* be the index such that OPT(Gy+) <
OPT(Gy) forany 0 < ¢ < i — 1. Then, we have

OPT(Gy-) < w(b)) < w(b).

Meanwhile, at the i-th iteration, Step 3b of Algorithm 5.3 chooses a € {0,1,--- ,i — 1} such that
with probability at least 1 — 1/n%, OPT(G,) < OPT(G) + 618%. With the utility guarantee of
M(G,) and the union bound, we have with probability at least 1 —2 /12,

26logn < w(b) + 26logn.

il < OPT(G,
Pl < OPT(Gy) + . .

< OPT(Gp) +

20logn
€

Case(2): After deleting p1,p2,- -+, pi—1, there are more than i connected components. This
means that there exists a graph in G;_; thatis not connected. Let this graph be G+; clearly OPT(Gy+) =
0. Using similar reasoning as in case(1), with probability at least 1 — 2 /12,

261 261
ogn < w(b)+ ogn

|pil < OPT(Gy-) +
€o €0

This completes the proof of Lemma 37. O

Let A C E be the minimum k-cut. Next, we apply the construction from Saran et al. [SV95] to
demonstrate the existence of a sequence of cuts by, by, - - - , by_1 that satisfy all required properties
and closely approximate the actual minimum k-cut A. Notice that if G has more than k connected
components, then we just let by, by, - - - , by_1 be &, which yields the desired result. Therefore, we
suppose G = ([n], E) has no more than k connected components. Let Vi, V3, - - - Vi be the k con-
nected componentsin G = ([n],E — A). Forany 1 < i < k, let a; be the cut the separates V — V; and
Vi. We note that 2; might be empty since G is not necessarily connected. Without loss of generality,
we assume a1, 4, - - -,y are listed in non-decreasing order. Clearly A = Uj<;<xa;, and

3 w(a;) =2w(A) = 20PT(G),
i=1

since each edge in A is counted twice in the sum. The following algorithm gives a construction of
the desired sequence by, by, - - -, by_1:

e Foreache € E, lets, € E be the minimum cut that separates the endpoints of e. Sort these
cuts increasingly to get s1,52, - -+, Sy.

o Greedily select cuts from the list above until their union is a k-cut. Include a selected cut s;
onlyifs; £ syUsyU- -+ ,s;_1.
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Let the cuts chosen by the above procedurebe b, b, - - -, by. According to the rule for selecting
cuts, each chosen cut b} will generate at least one new connected component. This is because b/
is the minimum cut that separates two vertices, and thus there exists an edge {u, v} € b} — (bj U
b, - - -Ub._,) that will become disconnected from the rest of the graph after removing b;. Therefore,
g<k-1

Then, we let the sequence by, by, - - - by_1 be generated from by, by, - - -, b, be repeating each b} by
t times if it creates t connected components, and truncating the sequence when its length exceeds
k — 1. It is clear that such a sequence by, by, - - - by_; satisfies all the properties listed above. We
apply the following guarantee about such sequence:

Lemma 38 (Saran et al. [SV95]). Let by, by, - - - , by be the sequence of cuts constructed as above. Then

k-1 k-1
Z bi < Z a;.
i=1 i=1

Putting everything all together, we have that with probability at least 1 — 2/n, the algorithm out-
puts a k-partition C of the vertices of the input graph G such that

k k=1 26logn
rc<c>|=w<muPz---pk1>szpisz(bi+ g )
i=1

i—1 €0

k 3/2
<y <ﬂi+ 2610gn> — 20PT4(G) +156-k logn\/log(Z/é)/

€0 &

which completes the proof of Theorem 36.
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A Differential Privacy Basics

Here, we give a brief exposition of differential privacy to the level required to understand the al-
gorithms and their analysis. Differential privacy, proposed by [DMNS06], is a widely accepted
standard of data privacy, which we formally define below. Let D be some domain of datasets. The
definition of differential privacy has been mentioned in Section 1. A key feature of differential
privacy algorithms is that they preserve privacy under post-processing—that is, without any aux-
iliary information about the dataset, any analyst cannot compute a function that makes the output
less private.

Lemma 39 (Post processing [DR14]). Let A : D — R be a (g, d)-differentially private algorithm. Let
f: R — R’ be any function, then f o Ais also (g, 6)-differentially private.

Sometimes we need to repeatedly use differentially private mechanisms on the same dataset,
and obtain a series of outputs.

Lemma 40 (Adaptive composition [DMNS06]). Suppose M(x) : D — R is (e1, b1 )-differentially
private and Mj(x,y) : D x R1 — Ry is (&2, 62)-differentially private with respect to x for any fixed
Y € Ry, then the composition x = (My(x), Ma(x, M1(x))) is (&1 + €2, 01 + 62)-differentially private.

Lemma 41 (Advanced composition lemma, [DRV10]). For parameters ¢ > 0 and 6,6' € [0,1], the
composition of k (e, ) differentially private algorithms is a (¢/,ké + ¢') differentially private algorithm,
where ¢ = \/2klog(1/¢") - € + ke(e® —1).

Next, we introduce basic mechanisms that preserve differential privacy, which are ingredients in
our algorithms. We write X ~ Lap(b) for any parameter b > 0 if and only if the density function

of X is px(x) = % exp (—%)

Lemma 42 (Laplace mechanism). Fix any e > 0. Let v,v' € IR?* be two arbitrary vectors such that
lo—=7|l1 <s, thenif X = (Xj--- Xox) are i.i.d. sampled random variables such that X; ~ Lap(s/¢),
then for any R C R?,

Priv+X e R] <ePr[v+X eR].

In many cases the output domain of the query function is discrete. For example, according
to a private dataset, we would like to output a candidate with the highest score. A fundamental
mechanism for choosing a candidate is the exponential mechanism. Let R be the set of all possible
candidates, and let s : X x R — R>( be a scoring function. We define the sensitivity of s be

sens; = max [s(x) —s(y)|.
xyeX

x~y

If we wish to output a candidate that minimizes the scoring function, we define the exponential
mechanism £ for input dataset D € X to be M (D) := Choose a candidate r € R with probability

__es(Dyr)
2sens;

proportional to exp < > for all r € R. We have the following lemmas for the privacy

guarantee and utility of M(-).
Lemma 43. The exponential mechanism M (-) sampling in some discrete space R is e-differentially private.

Lemma 44. Let M(-) be an exponential mechanism sampling in some discrete space R. For any input
dataset D and t > 0, let OPT = min,cr s(D,r). Then

2sensg
€

Pr [S(D,E(D)) > OPT + (log(|R]) +t)| < exp(—t).
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