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Abstract—This work delivers a novel user-server authentica-
tion procedure exploiting the features of maximally entangled
pairs in both an idealistic noiseless scenario and a moderately
noisy one. Additionally, we leverage the specific features of our
design, which are conveniently suited for inlaying it into the well
known BB84 quantum communication protocol. We first define
a trivial extension of our initial proposal allowing for such task
(symmetric scheme) to then come up with what we denote as
asymmetric scheme, better matching practicality.

Furthermore, a realistic simulation of the user-server au-
thentication protocol has been achieved by employing a noisy
model for both transmission and storage, the latter relying on
cavity-enhanced atomic-frequency comb (AFC) memories. While
in a noiseless scenario our proposal is ensured to be airtight,
considering a certain degree of noise poses a challenge when
aiming to actually implement it. We have implemented a deep
neural network to distinguish legitimate users from forgery
attempts, outperforming a mere statistical approach designed for
the same task. Such method achieved a success rate of 0.75 with
storage times of 1 µs and a user-server distance of 10 km.

Index Terms—Authenticated QKD, BB84, realistic simulation,
AFC memory, entanglement-assisted authentication, secret pre-
sharing.

I. INTRODUCTION

Quantum key distribution (QKD) emerged as a post-
quantum solution to the security threat posed by Shor’s
algorithm, which would compromise the RSA cryptosystem
if sufficiently large and efficient quantum computers were
developed. Following the seminal proposals [1], which relies
on Heisenberg’s uncertainty principle, and [2], which utilizes
entanglement, numerous variations have been developed to
enhance security and practicality. The review in [3] and the
comprehensive survey in [4] outline the state of the art in
QKD and its evolution over the past decades. In particular,
continuous variable QKD schemes, as discussed in [5], rep-
resent a significant departure from the original protocols and
have become prominent in recent research.

Before delving into the core content of this article, it is
essential to introduce the concept of authentication schemes,
which ensure that an entity claiming to be a specific party is
indeed who he/she claims to be. Authentication can be based
on something the entity has (token-based authentication),
something the entity knows (passwords, pre-shared keys, etc.),
or something the entity is (biometrics-based authentication).
A comprehensive review of quantum authentication methods

is available in [6], highlighting recent advancements such as
quantum physical unclonable functions (QPUFs) [7]–[9].

Given the importance of both QKD and authentication,
it is crucial to recognize their interconnection. While often
eluded in the literature, QKD relies on the assumption that
the parties involved are securely authenticated. This authen-
tication can be achieved through either classical or quantum
methods. Our work, among other contributions subsequently
listed, serves as an example of the latter, integrating quantum
authentication techniques to enhance the security framework
of QKD systems. Mainly, we introduce a new level of security
by pre-sharing entanglement, addressing a vulnerability in
the state of the art [10], [11], where identity forgery can
be performed only by stealing classical information. In our
approach, maximally entangled pairs halves are embedded in
the BB84 QKD protocol for authentication, making the theft
of quantum systems a necessity for impersonation attacks.

Our contributions

In this article, we present a new authentication protocol
leveraging the intrinsic entanglement properties exhibited by
two-qubit systems (see Section III). The architecture of this
protocol enables one-party identity authentication under noise-
less assumptions. In Section IV, we demonstrate how our
protocol can be further exploited by embedding it within the
well-known BB84 QKD protocol [1], utilizing what we de-
fine as symmetric and asymmetric schemes. These proposals,
contrasted with respect to the state of the art [10], [11] in
Section IV-D, introduce novel authenticated communication
procedures that provide computational security under specific
pre-sharing assumptions, which are detailed in our description.

We approach the problem of authentication in a noisy
scenario as a binary data classification task. To address it,
we propose two methods: a trivial approach and a machine
learning algorithm (see Sec III-B). In Section V, we simulate
a realistic user-server authentication protocol to quantify the
performance of our data classifiers. In Section V-A1, we model
an optical channel incorporating dephasing and decoherence
noise, and taking dark counts and detection efficiencies into
account. For storage, we consider cavity-enhanced AFC mem-
ories, reviewing their state of the art in Section V-A2.

By highlighting the evolution of key performance metrics
for the required hardware over the past years, we acknowl-
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edge the potential of our designs and implicitly state future
perspectives based on this progress.

II. PRELIMINARIES

In this section, we first provide a brief glossary of key terms
related to security. Following that, we establish the notation
that is used throughout the article.

A. Glossary

Let us start by defining a crucial concept in the field of
computational security:

Definition 1. Security parameter:
The security parameter of a scheme is a scalar quantity

intrinsically defined within it, i.e., with a physical meaning
with regards to the required setup. Negligibility is defined
towards this parameter as being any quantity asymptotically
decreasing faster than any inverse polynomial of it.

Furthermore, two crucial definitions in the realm of logic
are as follows: a statement is considered valid if it is provable
(completeness property), and only a provable statement is valid
(soundness property). These definitions have been adopted by
the field of information science to define what constitutes a
secure scheme [12]. Accordingly, we adapt these two prop-
erties to the specific logic system defined by authentication
protocols, in a general context:

Definition 2. Completeness:
An actual user of the server is not accepted when being

authenticated with a negligible probability.

Definition 3. Soundness:
An attempt to forge the user is accepted when being

authenticated with a negligible probability.

Definition 4. Authentication protocol security:
A secure authentication protocol is defined as being that

one owning both: completeness and soundness.

Finally, we precisely define the notion of an adversary.

Definition 5. Adversary:
Entity aiming to forge the identity of the user within the

context of an authentication protocol.

The limitations on the power of the adversary party are
crucial and must be clearly acknowledged, in order for the
displayed security proofs to be meaningful. In our considered
scenarios, the assumptions made on any adversary are that

1) theft of quantum systems owned by the actual party
being authenticated is ruled out.

2) tampering with the sent quantum systems assisting the
authentication is, instead, allowed.

The first consideration becomes apparent in our security
proofs, where such constraint is actively exploited. Regarding
the second consideration, we assert intercept-resend attack
resistance for our schemes. Having that those so called jam-
ming attacks [13] may compromise the completeness of our
proposals, but not their soundness.

B. Notation

During the whole paper, the Dirac notation is used to rep-
resent quantum states. In addition, quantum gates are denoted
as capital letters.

The following definitions serve us as examples of such
convention and allow us to present 3 gates that appear in this
work:

We introduce the well-known unitary operators X and Z
(Pauli-X and Pauli-Z, respectively) by describing their action
onto the computational basis of H = C2 as

X |j⟩ = |j ⊕ 1⟩ & Z |j⟩ = (−1)j |j⟩ , (1)

and we analogously define the Hadamard gate, H , as

H |j⟩ = 1√
2

(
|0⟩+ (−1)j |1⟩

)
, (2)

where j = 0, 1.
As a final remark, all quantum circuits shown are in

agreement with the common formalism used in quantum com-
putation. Hence, their time axis runs from left to right, as well
as quantum gates are enclosed within boxes. Measurements
are, in all of the cases considered, taken at the very end of the
circuit and always assumed to happen in the computational
basis.

III. CX/CZX AUTHENTICATION PROTOCOL

We now present our proposed entanglement-assisted authen-
tication protocol. Initially, we define a noiseless version of the
protocol, followed by a discussion on its adaptation to a noisy
scenario.

A. Noiseless protocol definition

The CX/CZX authentication protocol starts with the first
stage of the following quantum circuit

|0⟩ T

|0⟩ C

X/ZX X

H H

, (3)

On the left side of the red dashed line, the generation stage occurs.
Subsequently, the control (C) and target (T) registers are separated.
Next, the second part of the quantum circuit is executed, representing
the verification stage.

where the controlled gates appearing are nothing but the
controlled versions of either X or ZX , acting on the target
qubit, T, when the control system, C, is on state ”1” (black
circle) or ”0” (white circle).

Following this initial phase, the target system is transferred
to the user, who retains it until the verification stage, i.e., the
second part described in Eq. (3), occurs.

This circuit is executed λ times, where λ represents the
security parameter of the protocol. At each iteration, a choice



is made between applying CX or CZX . The user is then
authenticated as a legitimate one if a ”0” is consistently
obtained at the control register whenever CX was utilized,
and a ”1” is obtained in all other cases.

a) Completeness: The probability of accepting the user
is exactly equal to 1 in a noiseless scenario (see Proposition
1).

b) Soundness: The probability for an attacker to produce
a successful forgery, pfA , decreases exponentially with λ, the
security parameter of the scheme.

More specifically (see Proposition 2),

pfA =
1

2λ
(4)

B. Noise-adapted definition of the protocol

Due to the inevitability of errors arising from quantum gates,
transmission and storage, our previous definition for the ”user
acceptance condition” lacks robustness. Therefore, we propose
two alternative approaches with the objective of devising a
more suitable protocol for a practical implementation.

Acceptance condition a): According to this definition, the
user is reckoned as an actual one as long as the rate r01 of
correctly matching binary outcomes ”0”/”1” fulfills

r01 ≥ µ. (5)

For some µ > 1
2 + 1√

2λ
, in order to distinguish the actual

user from a forgery attempt.
The described protocol is no longer guaranteed to be neither

sound nor complete. That is, firstly, the probability for an
attacker to be accepted decreases polynomially in λ, and, thus,
cannot be reckoned as being negligible anymore.

Specifically, an attacker successfully passes verification with
a probability pfB , fulfilling (see Proposition 3)

pfB ≤ 1

2λ

1(
µ− 1

2

)2 , (6)

which is well defined and establishes a non-trivial bound
due to the specified constraint in the choice of µ.

On the other hand, whether legitimate users will be accepted
or not is now dependent on the noisy hardware implementa-
tion.

Acceptance condition b): A binary string S needs to be
created, where each position is filled with a ”1” if the outcome
matches the expected one and a ”0” otherwise. This string is
then processed by a deep neural network (DNN) [14] special-
ized in solving the binary classification problem. The DNN
determines whether the outcomes correspond to a legitimate
user or a forgery attempt.

The motivation for using a machine learning algorithm
for this task is that the string S generated by a legitimate
user exhibits a much more complex structure compared to
those generated by malicious parties. The first proposed user
acceptance condition only captures that the mean of this string
is generally higher than 1

2 for legitimate users, but it does not

account for the fact that the initial inputs are more likely to
match the expectation better than the later ones, where noise
has a greater impact.

IV. CX/CZX AUTHENTICATION PROTOCOL EMBEDDED IN
THE BB84 SCHEME

In this section, we begin by outlining the BB84 QKD
protocol [1]. We then propose two methods for integrating
in it the authentication scheme we have defined. Additionally,
we discuss how these proposals compare to the current state
of the art in QKD authentication, with [10] serving as the
primary related work.

A. BB84 protocol: overview

a) Secret key generation and encoding: The BB84 proto-
col defines two communication parties: Alice, the sender, and
Bob, the receiver. Alice randomly generates a secret binary
key, which she aims to communicate to Bob to enable secure
encoding of a subsequent message. Each bit of this key is
encoded in the state of a qubit. Bits with the value ”0” are
encoded in either the state |0⟩ or the state |+⟩ ≡ 1√

2
(|0⟩+|1⟩),

with equal probability. Conversely, bits with the value ”1” are
encoded in either the state |1⟩ or the state |−⟩ ≡ 1√

2
(|0⟩−|1⟩),

also with equal probability. This encoding strategy is com-
monly referred to as encoding a bit in the Z or X basis,
respectively.

b) Key transmission and decoding: After the secret key
has been encoded in a quantum system, Alice sends it to Bob,
who must measure each qubit either in the Z or X basis out
of a uniformly random distributed choice. From this set of
measurements he obtains a binary key. Following this action,
Alice publicly acknowledges her choice of bases and, in those
qubits where the basis coincides, noiseless quantum theory
ensures coincidence between the bits owned at both sides. That
allows for a creation of a shared secret key of an expected size
being half of the length of the originally sent bitstring.

c) Information reconciliation and privacy amplification:
Although noiseless quantum theory validates the described
protocol and allows for a rigorous proof of its security [15],
real-world physical scenarios involve errors from multiple
sources, resulting in noisy systems. The authors of [1] ac-
knowledged this and proposed the information reconciliation
[16] and privacy amplification [17] algorithms which, when
applied sequentially and under certain constraints on the
quantum bit error rate (QBER) [11]1, ensure a functional QKD
protocol in practical settings.

d) Eavesdropping resilience: A desired property of the
protocol we are describing is its ability to easily detect a Man-
in-the-Middle attack [18]. This can be achieved by having
Alice and Bob split the initially generated key into two sets
immediately after acknowledging the choice of bases. One set
continues with the QKD protocol, while the other, comprising
a small portion of the total key, is used to check for high
correlation rates. Such high correlation is achieved only if no

1The cited reference specifies that a maximum QBER of approximately
11% is required.



eavesdropper intercepted and acquired information from the
transmitted qubits [19].

B. Our proposals

We now outline the steps required to implement two dif-
ferent authentication procedures embedded within the BB84
protocol (see Fig. 1). The first procedure is labeled as symmet-
ric because a bidirectional quantum channel allows both Alice
and Bob to authenticate each other using the protocol defined
in Section III-B. The second proposal involves an additional
action on Bob’s side, enabling both parties to authenticate each
other using a unidirectional quantum channel. This scheme
better aligns with the hardware requirements of the BB84
protocol, but, in order to achieve this, the symmetry of the
protocol is broken. That is, the authentication process differs
fundamentally depending on the party involved.

1) Symmetric scheme:
• 1st step: Our proposal starts with an additional constraint

compared to those of the BB84 protocol: Alice and Bob
must coincide spatially and temporally before initiating
the QKD protocol, or at least before a series of n QKD
protocols commence.

• 2nd step: We describe the most general scenario, involv-
ing a sequence of n QKD protocols. In this case, Alice
and Bob require 4nλ qubits, with 4λ allocated for each
QKD round. These undergo the first stage as described
in Eq. 3, operating in pairs and always applying CX ,
thereby consistently yielding an expected outcome of ”0”
at verification.

• 3rd step: Alice and Bob secretly agree in a string K of
λ integer values, encoding a set of positions between the
string of qubits devoted to distribute a secretly shared key.
This special requirement falls into what in the literature
is known as secret pre-sharing.

• 4th step: Alice stores 2nλ target qubits, while Bob
carries 2nλ control qubits.

• 5th step: At each protocol, Alice embeds λ of her
target qubits, now also referred to as ”authenticating
(AU) qubits”, within the string of qubits used for QKD,
and positioned at the agreed positions. Additionally, Bob
sends Alice λ of his control (AU) qubits, which are
entangled with the ones retained by Alice.

• 6th step: Both parties can now authenticate each other
using the scheme described in Section III-B, by defining
S ≡ SA at Bob’s side and S ≡ SB at Alice’s.

2) Asymmetric scheme:
• 1st step: The asymmetric scheme also requires Alice and

Bob to spatially coincide in time before the QKD protocol
begins, or at least before a series of n QKD protocols
commence.

• 2nd step: Alice and Bob are provided with 4nλ qubits,
with 4λ allocated for each QKD round. All these qubits
undergo the first stage described in Eq. 3. Additionally, a
binary key F , owned only by Alice, encodes the choices

made during each circuit run (CX(”0”)/CZX(”1”)),
which must be uniformly random.

• 3rd step: Alice and Bob secretly agree on a string K
consisting of 2λ integer values, encoding positions within
the qubit string at each QKD round, between the qubits
used to distribute a secretly shared key.

• 4th step: Similar to the symmetric case, Alice stores the
entire set of 2nλ target qubits, while Bob retains the 2nλ
control qubits.

• 5th step: At each protocol, Alice embeds 2λ of her target
qubits, now comprising the entire set of AU qubits, within
the qubit string used for QKD, and at the agreed positions.

• 6th step: Bob divides his 2λ entangled pairs into two
halves. The first half is sent through the second stage
described in Eq. 3, enabling Alice to verify Bob’s identity
by requesting him to publicly communicate the classical
outcomes obtained at the control registers (see Section
III-B), aggregated into a bitstring F ′.
Onto each of the remaining entangled pairs, Bob applies
the circuit

T

A X

. (7)

Acceptance condition a)

According to this definition, Bob requires a rate r0 of out-
comes with the result ”0” to be greater than µ > 1

2+
1√
2λ

.
This criterion allows him to determine that the identity
of Alice is being forged with a probability pfC , satisfying
(see Proposition 3)

pfC ≤ 1

2λ

1(
µ− 1

2

)2 . (8)

Similarly, Alice can verify Bob’s identity by requiring a
ratio r01 of coincidence between F and F ′ to be above
the same threshold, µ.

Acceptance condition b)

Alternatively, the neural network method mentioned in
our user-server protocol can be employed again to authen-
ticate both parties, leveraging the structure of the noise
affecting the authenticating qubits, particularly the time
arrow.
To achieve this, Bob and Alice need to create a string, SA

and SB respectively, containing a ”1” at positions where
outcomes match expectations and a ”0” otherwise. The
classifier then determines whether to accept or reject the
string created by each party.

C. Desirable properties

We now display the strengths of our new schemes:
• Our proposals provide a method for authenticating both

parties involved in a specific and widely used QKD
scheme. The security of the protocol can be guaranteed



in a noiseless scenario (see Proposition 4) by requiring
a perfect match between F and F ′, and by ensuring that
Bob obtains an outcome of ”0” in all instances when
running Eq. (7). However, in the presence of noise, we
address the authentication task through either statistical
analysis or a neural network scheme.

• The authenticating qubits sent by Alice can also be used
to detect a Man-in-the-Middle attack. Successful authen-
tication requires no tampering with the authenticating
qubits, which are indistinguishable from those transmitted
for QKD purposes. If successful authentication does not
occur, the protocol is aborted. Thus, the authenticating
qubits not only serve the purpose of authentication but
also prevent the need to relinquish a small portion of
the initial qubits intended for QKD immediately after the
public sharing of bases choice.

D. Benchmarking

When dealing with message authentication codes (MACs)
[20], or more specifically, with authenticated QKD [21], there
is not a single metric allowing for a qualitative comparison
between existing methods in the state of the art.

A ubiquitous trade-off in this field is the amount of pre-
shared secrecy required which, at first glance, seems not
feasibly avoidable. While providing a rigorous and trustworthy
answer on whether pre-shared secrecy is always necessary or
not remains a challenge [22], one of the most current and
efficient ways of message authentication today involves the
use of hash functions [23], which all require pre-shared secrecy
[24], [25].

In [11], a classically authenticated QKD scheme without
pre-shared secrecy requirements is proposed, but it relies on
being assisted by the usage of pseudorandomness and effi-
cient distinguishability from pure randomness. Additionally, it
implicitly assumes the existence of an authenticated classical
channel between the two parties.

Our contribution introduces two distinct quantum QKD
authenticated protocols in which Bob and Alice are required
to be gathered together in an initial stage, where pre-shared
secrecy takes place before a sequence of n independent QKDs
occurs.

We aim to highlight how our proposals represent a specific
application of a one-party authentication protocol newly intro-
duced in Section III. Although our schemes resemble the ideas
from [10], we present a genuinely different authenticated QKD
procedure with distinct hardware requirements and different
derived theoretical properties. Mainly, we address eavesdrop-
ping detection using the authenticating qubits themselves and
explicitly require the theft of quantum systems for the scheme
to be compromised. In contrast, the proposal in [10] can
be broken by the mere theft of classical information, while
conveniently eliminating the need for entanglement generation.
Thus, we believe that our work complements the cited authors
and opens new lines of investigation in the realm of quantum
authentication.

V. REALISTIC SIMULATION

A. Methods

In this section, we outline the methodology employed to
simulate our user-server authentication protocol in a realis-
tic scenario. The simulation adopts a shot-by-shot (photon-
by-photon) approach, where a scheduler is implemented to
monitor the local time of each photon at every stage of the
simulation. This method enables the construction of a realistic
storage and waiting times between user-server authentication
stages. The noise model, accounting for transmission loss, stor-
age efficiency and detection efficiency, yields the probability
of a photon not being detected at each phase of our defined
protocol.

The parameters characterizing our model are detailed in
Table I, and all simulations described in this paper were
parallelized [26] on a 2x Intel Xeon Platinum 8176 @ 2.1GHz
processor.

At the start of our scheme, both the control and target
registers are evolved using either the CX or the CZX gate.
The expected gate and readout errors, along with qubit deco-
herence and dephasing times (T1 and T2), are derived from
the calibration data of the IBM Brisbane quantum processor.

We are considering, at sides of both the server and the
user, multiple AFC type memories [27], which couple with the
radio frequency of the photon and do not require additional
conversions as in the case of Nitrogen vacancy centers or
transmon coupled cavities. As seen in the state of the art, the
single mode AFC storage can achieve a maximum coherent
storage time of an hour [28] by employing a zero first-order-
Zeeman magnetic field and dynamical decoupling to protect
the spin coherence with a fidelity of 96.4% [27], [29]. For
multimode AFC memories, over 15 spacial × 30 temporal
modes [30] and 1060 temporal modes [31] have already been
demonstrated, with lifetimes achieving 0.542ms [32]. The
dephasing time for AFC can achieve T2 = 300 ± 30µs
experimentally, as seen in [33].

1) Channel attenuation: Considering a frequency of the
source of fsource = 33 MHz [34], each photon is sent through
an optical fiber channel. The wavelength of the source was
chosen so that it could be compatible with AFC quantum
memories with no additional frequency conversion losses, as
demonstrated with erbium-doped crystal type AFC in [35].
The fiber loss channel is described by the single-photon
transmission probability [36]

ηchannel = 10−dτ/10, (9)

with d being the transmission distance between the user and
the server and τ = 0.17 dBkm−1 being the fiber attenuation
with a refractive index of glass in the fiber of rglass = 1.44.

Before storage, the photon is detected from the fiber optical
channel and we consider a detection efficiency of pdetect = 0.9
[34].

The dark count probability follows the Poisson distribution
[36]



TABLE I: Simulation parameters

Parameter Value Unit Parameter Value Unit
Qubit decoherence time (T1) 2.2344 · 102 µs Comb finesse (F ) 4 · 10 -
Qubit dephasing time (T2) 2.9535 · 102 µs Comb absorption efficiency (αl) 1.0 -
Reflectivity mirror 1 (R1) 9.6 · 10−1 - Comb FWHM linewidth (ϵ) 3.0 kHz
Reflectivity mirror 2 (R2) 9.9 · 10−1 - Number of photons Fig. 2/ Fig. 3 (2λ) 103/ 2 · 102 -
Source frequency (fsource) 3.3 · 10 MHz Detection efficiency (pdetect) 9.5 · 10−1 -
Source wavelength 1.550 · 103 nm Fiber attenuation (τ ) 1.7 · 10−1 dBkm−1

Driven recovery time 3.0 · 10 ns C− T : CZX gate error 6.4× 10−3 -
Driven storage time 3.0 · 10 ns C− T : CX gate error 6× 10−3 -
Photon velocity in fiber 2.08× 108 ms−1 C: Hadamard gate error 1.48× 10−4 -
Dark count frequency (fdark) 1.0 · 10 Hz C: Readout error 2.16× 10−2 -

         Target qubits

Alice Bob

Pre-sharing:
Authenticating qubit positions (K) 

QMQM

[ ..],, ,

Symmetric

[ ..],,,,, , ,Asymmetric

Quantum Channels

Quantum Channel

Classical Channel

         Control qubits

[ ..],,,,, , ,

Generation:

a)

b)
or

a)

b)
or

a)

b)
or

a)

b)
or

  Choice of control gate order (F)

Fig. 1: The entanglement-assisted authenticated BB84 protocol comes in both symmetric and asymmetric versions, having the
specifics of each protocol varying depending on whether acceptance condition a) or b) is chosen. n = 1 was selected for
simplicity and QM refers to the quantum memory available at each side.

ηdark = 1− e−twfdark , (10)

with a capture window of the detector being tw = 25ns.
fdark is the frequency of dark counts, which has been experi-
mentally determined to be approximately fdark ≈ 10Hz [34].
This value has been used in our simulations.

2) Quantum memory: For the storage we consider a stark
modulated AFC memory with an optical cavity from [29] and
we make two assumptions:

• We use as many cavity-enhanced AFC memories as
needed for the size of the quantum key, assuming we
can extrapolate their storage-retrieval efficiency model to
multimode quantum AFC memories.

• We choose the finesse F of the comb in accordance with
the storage efficiency model described in [29]:

ηcav =
4(ᾱl)2e−2ᾱl(1−R1)

2R2e
−t2 ϵ̄2

(1−
√
R1R2e−ᾱl)4

, (11)

where t is the storage time of the photon, ᾱ = α
F

√
π

4ln(2)

is the effective absorption of the comb, α is the absorption
coefficient of the comb peaks and l is the crystal length. R1 =
0.96 and R2 = 0.99 are the mirror reflectivities and ϵ̄ =

2πϵ√
8ln(2)

is related to the comb FWHM ϵ.

The storage and retrieval efficiency involves a trade-off
when choosing F : higher absorption probability corresponds
to a smaller F , while increasing F reduces dephasing during
storage [37]. In our simulation we have opted for F = 40 and
αl = 1, with ϵ of 3 kHz and with negligible inter-cavity loss.
Experimentally with FAFC = 5.8 storage-retrieval efficiencies
of 55±5% [38] and 62% [27] were obtained for cavity coupled
AFCs, but we expect that the parameters chosen for our



simulation may be achievable for AFC with persistent holes
and with ϵ in the order of kHz in the near future [29]. Despite
of its relevance, in the simulation we have not considered the
dependence of the added atomic dephasing due to the change
in comb finesse [39]. In Table. II, we provide an overview of
the main parameters from cavity enhanced AFC experiments
developed thorough the past years.

For the simulation, we have considered an intrinsic effi-
ciency of 100% to convert from kHz to telecom frequency,
which may be achievable for single photons [40]. Moreover,
we have considered driven storage and recovery times of 30 ns
for each photon.

3) DNN post-processing: To adapt our user-server au-
thentication protocol to noise, we have first introduced the
parameter µ, which, under low noise assumptions and by
setting it to be small enough, ensures that legitimate users
are accepted with high probability. On the other hand, forgery
attempts, that we model by swapping the target register with
Haar-randomly generated states, are only rejected with high
probability when the parameter µ is set to be sufficiently high,
thereby establishing a trade-off.

Alternatively, we approach the problem of distinguishing
users from attackers as a binary classification task using DNN.
We focus on distinguishing attackers from users by measuring
the control register as described in Eq. (3), generating a dataset
comprising measurements from 3 · 103 users and 3 · 103
attackers for λ = 100, with a ratio distribution between the
training and validation sets of 0.2.

Given the low amount of data used for the training set
compared to the DNN input size λ = 100, we average every
10 consecutive bits in the DNN input string. This approach
balances the trade-off between the DNN’s ability to learn
from a smaller sample of input data and the potential loss
of information due to the disruption of bit relations in the
complete λ = 100 input string.

The deep neural network (DNN) architecture used in this
study consists of two hidden layers each with 15 nodes.
Each layer employs the rectified linear unit (ReLU) activation
function, while the output layer uses the sigmoid activation
function. The model is trained using the binary cross-entropy
loss function and the Adam optimizer. To determine the
optimal hyperparameters (depth and width) for the DNN given
a specific λ, we evaluate five different arbitrary configurations
of the DNN architecture and select the one that achieves the
best performance.

B. Results

1) Noise impact: The authentication protocol depicted in
Fig. 2 was simulated for various distances d between server
and user, ranging from d ∈ [0, 10] km. After receiving and
storing all 5×102 photons, the user waits for a time T ∈ [0, 15]
µs before sending the qubits back to the server.

For each data point in Fig. 2, the mean and variance of
r01 were calculated by simulating 6 different users. The high
values for the variance arise from the low number of photons
(λ = 500) used for each user, which was not set to be

higher because the more photons are considered, the longer
the storage times become. More specifically, adding an order
of magnitude to λ would lead to storage times of around 150
µs, resulting in low memory performance (ηstore = 0.22) as
well as high qubit dephasing.

In Fig. 2 (left), we can observe that r01 slightly decreases
as storage times increase up to 15 µs, while in Fig. 2 (right)
r01 decreases exponentially, as expected from the fiber loss
channel. Specifically, after reaching d = 5, r01 achieves
values close to 1

2 , compatible with those coming from forgery
attempts.

2) User-server protocol performance: In Fig. 3, we com-
pare two methods for the binary classification problem of
distinguishing attackers from users: either using acceptance
condition a) or acceptance condition b) (see Section III-B).

For a distance of 10 km and a memory storage time of 1 µs,
we sample a range of values of µ to identify the optimal bound
and compare this peak accuracy to that of the DNN. With λ =
100, the DNN algorithm shows improved performance in the
classification task, achieving a correct classification frequency
of 0.75. The improvement in performance, compared to the
static method, is attributed to the DNN’s capability to learn
the correlations between bits in the input string.

VI. CONCLUSIONS

In this article we start by providing the reader with a
new method for secure user-server authentication under quan-
tum noiseless assumptions. We leverage the properties of
maximally entangled pairs within the design of a specific
quantum circuit that we split into two stages: generation and
verification. Afterwards, we revisit the BB84 QKD protocol
in order to add slight modifications to it, allowing for mutual
entity authentication. This is first done with the symmetric
scheme, in which our user-server scheme is trivially exploited.
Later on, we conveniently adapt our proposal in order to
diminish the requirements of the scheme. More precisely, what
we name the asymmetric scheme requires a unidirectional
quantum channel, whereas the symmetric scheme requires a
bidirectional one.

In a practical simulation, our user-server authentication
protocol is evaluated under noisy channel conditions utilizing
AFC cavity-enhanced memories, spanning distances ranging
from 1 to 10 km and storage times up to 15 µs. Feasibility
requirements are established, with notable outcomes observed
for a 1 km distance and a storage time of 1 µs, yielding
r01 = 0.67 ± 0.05. Moreover, a deep neural network (DNN)
approach is proposed for binary classification, distinguishing
between legitimate users and forgery attempts, achieving a
correct classification rate of 0.75 for memory storage times
of 1 µs and a 10 km distance between the user and server
parties.

Before concluding the article, we aim to stress that creating
a quantum based authentication protocol with computational
security remains an open challenge, unless bounds on the
amount of noise are heuristically set. In this line, we reckon
that our realistic simulation openly tackles the scope of our
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Fig. 3: Relative frequency of correctly distinguishing between
users and attackers, with λ = 100 and for both static and DNN
methods.

noiseless derivation, together with providing the reader with
deep insights on the state of the art of AFC quantum memories.
Future research avenues are suggested, including the incorpo-
ration of error correction schemes, consideration of different
attack scenarios and exploration of alternative machine learn-
ing techniques for classification tasks. For instance, we suggest
that a convolutional neural network (CNN) [41] architecture
may improve the performance of the binary classification task
compared to our DNN, due to the CNN’s ability to recognize
patterns in extensive matrix input data as shown for image

recognition.

APPENDIX

A. Proofs

Proposition 1. The noiseless protocol described in Section III
is complete.

Proof. If CX is the chosen gate to be applied in the first stage
of the protocol, the state of the ”contol-target” bipartite system
right before the final measurement is

|ψpre−meas⟩CT = |0⟩C ⊗ |1⟩T (12)

and, thus, such measurement always outputs the classical
value ”0”.

If CZX is chosen instead, the final state takes the form of

|ψpre−meas⟩CT = |1⟩C ⊗ |1⟩T (13)

and, thus, such measurement always outputs the classical
value ”1”.

Proposition 2. The noiseless protocol described in Section III
is sound.

Proof. At each of the λ rounds involved in the protocol defined
in Section III, the attacker needs to send a single qubit as a
forgery attempt. As stated in Section II, we model the power
limitation of any attacker by simply asking him/her not to
own the quantum system the actual user was provided with.



Nonetheless, the attacker may have had access to such quan-
tum system and tampered with it, performing, for instance,
joint evolutions with it and another system.

Let us define an auxiliary variable m taking the value
0 if CX is chosen at generation and taking the value 1
otherwise, and let us denote the bipartite state obtained after
the generation stage in Eq.3 as |ψpost−gen⟩CT, so that

|ψpost−gen⟩CT =
1√
2

(
|00⟩+ (−1)m |11⟩

)
. (14)

Additionally, let ρA be a density matrix description of a
system owned by the attacker and which, generally, will be
described as a multiqubit register A. Such density matrix may
be jointly evolved with the target party before sending one
qubit within ρA to the verification stage.

The overall system ρoverall describing both control and
target registers, together with the system owned by the attacker
after a potential tampering has occurred, can be be written as

ρoverall = I2 ⊗GTA

(
|ψpost−gen⟩CT ⟨ψpost−gen|CT ⊗ ρA

)
,

(15)
where GTA is an arbitrary unitary evolution acting on both

systems T and A.
Notice that ∃K ∈ N s.t.

GTA =

K∑
i=1

GTi ⊗GAi , (16)

where, respectively and ∀i, GTi
and GAi

act on the T and
A registers.

Now, by combining Eq. (14), Eq. (15) and Eq. (16), we
obtain

ρoverall =
1

2

(
|0⟩C ⟨0|C⊗

K∑
i=1

GTi
|0⟩T ⟨0|TG

†
Ti
⊗GAi

ρAG
†
Ai
+

+ |1⟩C ⟨1|C ⊗
K∑
i=1

GTi
|1⟩T ⟨1|TG

†
Ti

⊗GAi
ρAG

†
Ai
+

+(−1)m |0⟩C ⟨1|C ⊗
K∑
i=1

GTi
|0⟩T ⟨1|TG

†
Ti

⊗GAi
ρAG

†
Ai
+

+(−1)m |1⟩C ⟨0|C ⊗
K∑
i=1

GTi
|1⟩T ⟨0|TG

†
Ti

⊗GAi
ρAG

†
Ai

)
.

(17)
Finally, when tracing out the target system, and ∀m, the

following is obtained

TrT

(
ρoverall

)
=

1

2
I2 ⊗ ρ′A, (18)

where we have defined ρ′A ≡
∑K

i=1GAi
ρAG

†
Ai

.
Hence, after the specific verification circuit choice and,

indeed, after any arbitrary choice, the state obtained at the

control register remains being the maximally mixed state.
Therefore, the result ”0” is output with probability 1

2 when
measuring the control register and, since each measurement
stands for an independent event, the probability pfB for an
attacker to be accepted fulfills

pfB =
1

2λ
. (19)

Proposition 3. A forgery attempt against, either our user-
server protocol or our symmetric authenticated QKD scheme,
aiming to be accepted under acceptance condition a) only
succeeds with a probability fulfilling

p(r01 ≥ µ) ≤ 1

2λ

1(
µ− 1

2

)2 (20)

Proof. Proposition 2 serves as a proof that, for an attacker, the
probability of obtaining the desired outcome at each round is
1
2 , in both our user-server and authenticated QKD schemes.
The measurement at the control register is thus equivalent to
a coin toss, with 1

2 being the expected value of the experiment
outcome and 1√

2
its standard deviation. The central limit

theorem [42] together with Chebysev’s inequality [43] ensure
that the probability of obtaining a rate r01 ≥ µ greater or equal
than µ > 1

2 + 1√
2λ

is

p(r01 ≥ µ) ≤ 1

2λ

1(
µ− 1

2

)2 . (21)

Proposition 4. The asymmetric scheme for authenticating
the BB84 protocol owns completeness and soundness in a
noiseless scenario.

Proof. Propositions 1 and 2 serve to show how Bob is securely
authenticated within the noiseless protocol described in IV-C.

Regarding Alice, the state owned by Bob after carrying out
Eq.7 onto half of his entangled pairs is

|0⟩C ⊗ |+/−⟩T (22)

where + (−) holds when CX (CZX) is chosen at gener-
ation.

Thus, he obtains ”0” as a classical outcome in the indicated
measurement with probability equal to 1.

If the qubits are not sent by Alice, his control register
is described as being 1

2112 and, thus, the probability for an
attacker to forge the identity of Alice is equal to

pfC =
1

2λ
. (23)

B. AFC memory hardware parameters
In Table.II, we deliver an overview of the main hardware

parameters and their evolution throughout the past recent
years.



TABLE II: Hardware parameters: values overview

Previous works Comb finesse (F ) Storage time Absorption coefficient (αl) Storage efficiency
Mikael Afzelius. et al. [44] 2010 2.5 20 µs 0.5 1%
Mahmood Sabooni et al. [38] 2013 3.0 1.1 µs 1 (58± 5)%
P Jobez et al. [45] 2014 5.0 2 µs / 10 µs 1.2 53%/28%
Jacob H. D. et al. [46] 2020 2.0 25 ns 0.45 27.5%
Yu Ma et al. [28] 2021 2.2 60 min 2.6 0.06% for 5 min storage
Stefano Duranti. et al. [27] 2023 5.8 2 µs 0.46 62%

=

Fig. 4: ROC curve for λ = 100.

C. Performance of the DNN

D. ROC Curve

The receiver operating characteristic curve (ROC) [47] for
the used DNN is shown in Fig. 4.

E. Accuracy and cross entropy loss

The classification accuracy and cross-entropy loss are de-
picted in Fig. 5. The DNN achieves higher accuracy and lower
cross-entropy loss during the training procedure. Fig. 5 justifies
the use of only 100 iterations for the DNN training, as we
observe that both the cross-entropy loss and accuracy curves
have stabilized by then.

CODE AVAILABILITY

All codes responsible for the results in this article can be
found at: https://github.com/terrordayvg/Quantum authentica-
tion.
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