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Abstract

For the last several years, the embedding of hidden information by stegano-
graphic techniques in network communications is increasingly used by attackers
in order to obscure data infiltration, exfiltration or command and control in IT
(information technology) and OT (operational technology) systems. Especially
industrial control systems (ICS) and critical infrastructures have increased pro-
tection requirements. Currently, network defense mechanisms are unfortunately
quite ineffective against novel attacks based on network steganography. Thus,
on the one hand huge amounts of network data with steganographic embed-
ding is required to train, evaluate and improve defense mechanisms. On the
other hand, the real-time embedding of hidden information in productive ICS
networks is crucial due to safety violations. Additionally it is time consuming
because it needs special laboratory setup.

To address this challenge, this work introduces an embedding concept to gener-
ate synthetic steganographic network data to automatically produce significant
amounts of data for training and evaluation of defense mechanisms. The con-
cept enables the possibility to manipulate a network packet wherever required
and outperforms the state-of-the-art in terms of embedding pace significantly.



1 Introduction

Nowadays, Industrial Control Systems (ICS) play an essential role in our econ-
omy and in our every day life. In various cyber-physical systems they help to
control and automate processes. The field of supported automation processes
is significant from rather simple traffic light controls to complex networks of
ICS (e.g. in nuclear power plants). Since the well known Stuxnet-Attack [4],
the IT-security community is aware that it is of great importance to ensure the
further development of security mechanisms of ICS against cyber attackers. In
particular with the rise of Ethernet connection and TCP/IP based protocols
in ICS, the boundaries between OT (operational technology) and IT (informa-
tion technology) are blurred. Due to these blurred boundaries, similar threats
and attacking trends in the IT-domain can be observed in the OT-domain (e.g.
Stuxnet-Attack [4], Ukrainian Power Grid Attack [7] and attacks on safety sys-
tems [3]).

Thanks to the continuous research and development of defense mechanisms in
ICS, there is a rather reliable and precise functionality against conventional at-
tack vectors. Thus, it is a current trend among attackers to use steganographic
techniques to hide information in network communication [J] to conceal relevant
attack procedures (especially) in advanced persistent threats (APTs), like data
in- and exfiltration, command & control communication or lateral movement for
as long as possible. Due to the mentioned blurred boundaries between OT and
IT, attackers could use hidden channel network communication in ICS as shown
in [I1} [, [6]. For these purposes, current defense mechanisms are unfortunately
inadequate to counter such novel attack vectors with sophisticated hidden chan-
nel network communication and urgently need further development.

For the elaboration and evaluation of novel defense mechanisms, diverse and
heterogeneous data for training and test purposes is essential. However, the
generation of network data with hidden information based on steganographic
techniques in ICS is challenging, because each steganographic embedding needs
a complex, sophisticated and very specific experimental setup and implementa-
tion which is very time consuming, plus raises various security and safety issues.
Due to this, in [I0] an approach is presented which enables the possibility to
generate network data with steganographic embedding artificially, based on net-
work data recordings. The approach from [I0] (see Section 2.2) is limited to a
very specific steganographic embedding technique based on TCP-timestamps
and additionally it has a proportionate low embedding pace which limits the
amount of synthetic data, that can be produced in a given amount of time.
Thus, this work introduces an advanced concept for the synthetic embedding
of hidden information in network data, which offers the possibility to embed
hidden information literally everywhere in (uncompromized) network packet
recordings with a significantly faster embedding pace than the state-of-the-art
approach from [I0]. From now on, we refer to it as Synthetic Steganographic
Embedding (SSE) concept. The SSE-concept has two synthetic embedding op-
tions, one option focuses on a high embedding pace and the other option on a
more comfortable and easier to handle embedding.



2 State-of-the-Art

In this Section, we introduce the term network steganography in the context
of this technical report (Section [2.1) and present related work regarding the
generation of synthetic network data in Section [2:2]

2.1 Network Steganography in ICS

According to [I2] with a focus on network steganography the term steganography
can be described as follows: “Steganography is the art and science of concealing
the existence of information transfer and storage”. Thus, network steganogra-
phy targets the embedding of hidden data in network communication i.e. traffic.
From an attacker’s perspective, a warden (e.g. intrusion detection system) ob-
serves the network traffic and the embedding should be inconspicuous in a sense
that he would not be able to differ between genuine and steganographic com-
munication [2]. This can be realized for example by manipulating the packets
payload on least significant bits, by using unused space in headers or by ar-
tificially produced timing delays to modulate time intervals between specific
packets [8].

Network steganography in the ICS network communication domain is specific
due to the lower amount of available data for potential embedding, because
transmitted network packets are usually smaller since only meta-data or few
(sensor) values are transmitted to keep the communication lean and simple.
Additionally, ICS specific protocols like OPC—UAE| or Modbus—TCPH are very
commonly encapsulated in actual transport protocols such as TCP/IP, which
enables the opportunity for utilizing the data fields of the ICS specific protocols
in addition to TCP/IP protocol headers. It is also not uncommon for the ICS-
specific payload to be transmitted unencrypted.

Relevant and exemplary attack vectors with steganographic embedding tech-
niques in ICS are presented in [2], [TT] [5, [I].

Potential network steganographic embedding patterns and a related terminol-
ogy is summarized in [I3]. A generic taxonomy with the intention of a unified
understanding of terms and their applicability for steganographic methods can
be found in detail in [12].

2.2 Synthetic Steganographic Network Data Generation

In 2021 an initial artificial steganographic network data (ASND) generation
concept was introduced in [I0] due to the lack of available training and test data
to elaborate and evaluate defense mechanisms in ICS against steganographic
attack vectors. To counter this research gap, the ASND generation concept
promises an easy and fast generation of artificial network data, which simulates a
steganographic embedding in TCP-timestamps. It is stated that most important
factors to be simulated would be:

Thttps://opcfoundation.org/about/opc-technologies/opc-ua/
%https://www.modbus . org/docs/Modbus_Messaging_Implementation_Guide_V1_Ob.pdf
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1. the physical network including layout and components,

2. the network traffic including types of flows, directions, protocols used,
typical payloads, etc. and

3. the type and characteristics of the steganographic hidden channel.

In [10] and in this work only the last aspect (3) of this list is simulated, the

rest is taken directly from a uncompromized recording of a physical laboratory
setup, which ensures a plausible environment. For the network data capturing
the work uses Wiresharkﬂ For the steganographic embedding and the manipu-
lation of the network packet captures, a processing pipeline with tools from the
Wireshark family (editcap, mergecap tshark) is used.
However, the original ASND generation concept is limited to a very specific
embedding only for TCP-timestamps and has quite low embedding pace with
0.86 seconds per packet on commodity hardware. This paper aims to over-
come these shortcomings with a concept that enables the opportunity to embed
hidden information literally everywhere in a network packet (plausible or not)
with significantly higher embedding pace (instant manipulation of thousands of
packets).

3 SYNTHETIC STEGANOGRAPHIC EMBEDDING
(SSE)-CONCEPT

Our novel Synthetic Steganographic Embedding (SSE)-Concept for network
data is based on the idea to enable the opportunity to create appropriate syn-
thetic steganographic network data in an straightforward, comprehensible, fast
and easy way for the training and evaluation of defense mechanisms against
modern attack vectors which use steganographic techniques to hide information
within the network traffic to stay undetected (comparable to [10]). The novel
and advanced SSE-Concept shall offer a significantly faster and unrestricted
embedding in network data than the state-of-the-art.

Basically, the concept does not synthesize the complete network traffic, it takes
recorded network traffic from an uncompromized ICS (laboratory) setup and
selects packets and parts of a packet’s payload to synthesize only a chosen and
specific part of the payload which is well suited for a steganographic embed-
ding of hidden information (e.g. sensor values or timestamps). The rest of the
network traffic stays untouched with complete integrity, this ensures a plausible
environment so that potential defense mechanisms can focus on the impact of the
used steganographic embedding (as mentioned in Section. The SSE-concept
is visualized in Figure [1| and has two synthetic embedding options (SEO 4 and
SEOg). SEO 4 focuses on a very fast and efficient embedding without accessing
structural elements of a packet, the processing is based on parsing through the
hexdump of packets. The other embedding option SEOQpg delivers a much more

Shttps://www.wireshark.org
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comfortable embedding with an easier access to structural elements of a network
packet based on json-objects, but the process is more complex and thus more
time consuming.

The concept and its four segments:

e Segment I: Record and Pre-Processing
e Segment II: SEO 4

e Segment I1I: SEOp and

e Segment IV: Retrieval

are described in detail in the following subsections.

SYNTHETIC STEGANOGRAPHIC EMBEDDING (SSE) CONCEPT
 Deails in Section 32 n
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Figure 1: Novel Synthetic Steganographic Embedding Concept for Network Data
in ICS

3.1 Segment I: Record and Pre-Process Network Data

The concept starts with Segment I and its first segment element SFE;; where
initially network data is captured from an uncompromized laboratory ground
truth (ICS-) setup. The network data can be recorded with different tools,
we use Wireshark for the recording. The output should be delivered in pcap
or pcapng formatﬂ for further processing. These file formats are common and
widespread logging protocols which are well suited for the structural recording
of network data over a specific time period.

In the following step SEjo a pre-processing is performed in order to identify
relevant communication between selected partners of a specific communication
where a steganographic embedding shall be performed. For SE} o, we use Wire-
shark filters. After the recording and pre-processing of the network data the

Ihttps://www.tcpdump.org/
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resulting pcap- or pcapng-file with the packet capturing can now be used for
synthetic embedding and forms our steganographic cover. Based on the created
cover, the embedding can be performed with the synthetic embedding options
SEO4 (see Section 3.2) or SEOp (see Section 3.3).

3.2 Segment II: Synthetic Embedding Option (SEO) A

Segment IT contains SEOQ4 (Synthetic Embedding Option) where the network
traffic can be artificially manipulated based on txt-hexdump files. The segment
has four elements (SErr1 - SErr.4). The first element SE ;1 converts the cap-
tured network recording to hexdump and saves the hexdump to t¢xt-file format.
For the conversion, the Wireshark console application tshark can be used with
the following command:

tshark --hexdump frames -P -t ad -o
gui.column.format:
"Time","%t" -r filepath.pcap > output.txt

The command has the following meaning: the term --hexdump frames
means that only all packets bytes are converted to hexdump without secondary
data sources like decrypted data to reduce the errors when reconverting the
manipulated hexdump back into pcap-format.

The term -P -t ad -o gui.column.format: "Time","%t" defines the times-
tamp format (if not set, packets will have incorrect timestamps) and -r is the
read option to import a source file. After the conversion into ¢rt-data format,
relevant packets have to be selected (SE;; 2) for embedding (SE;;.3) and there-
fore, a script for automation has to be elaborated.

In detail, by analyzing the previously recorded and pre-processed network traf-
fic, suitable packets for a potential embedding have been selected (SEys.2) now.
Suitable packets contain payload like sensor values, timestamps or other numeric
values with at best many rather irrelevant digits which make an embedding as
unobtrusive as possible. The packet selection (SEj;.2) of suitable packets for
potential embedding can be done by identifying unique features (binary sig-
natures) of these packets and finding the position of these packets with the
resulting hexdump signature in the pcap-file. Wireshark offers the possibility
to interpret structural packet elements of the encapsulated ICS protocol (like
OPC-UA, Modbus-TCP) to interpret the pcap(ng)-files. We use this function-
ality to look up related hexdump signature sequences in order to identify and
select suitable packets for potential embedding (embedding_ packet_feature).
In the same manner, we identify the actual position of the structural element for
embedding (SE;;3) of the payload (embedding_value) within the previously
selected packets.

The steps SE;r2 and SEr.3 are performed in a loop with the elaborated au-
tomation script which selects the packets and manipulates the hexdump txt-file
of the packets until the embedding of the hidden message is complete. This
results in a manipulated tzt-(hexdump) file. In very simplified pseudo code



structure these steps could be described as follows:

for hexdump_line in txt_file:
if hexdump_line.contains(embedding_packet_feature):
hexdump_line.replace(value, embedding_value)

After the completed embedding, the resulting tzt-file has to be reconverted
(SEj1.4) into a plausible, unconspicous and synthetic network data file. This
can be done with the Wireshark console application text2pcap with the following
command:

text2pcap -F pcap -N Ethl -t "%F %T,%f" in.txt out.pcap

where -F pcap sets the output file type and -N Eth1l defines the synthetic
interface name of the .pcap(ng)-file. -t "%F %T,%E" defines the date/time cod-
ing, it has to be consistent with the coding from segment element SE;; 1. The
result of Segment IT (SEO ,4) is synthetic network data with hidden information
embedded by steganographic techniques.

3.3 Section III: Synthetic Embedding Option (SEO) B

Segment III includes SEOp which offers the possibility to manipulate network
packets based on json-data. SEOpg is comparable to the embedding process
of [I0] but instead of the Wireshark tool editcap it uses json file format to
manipulate network packets, because editcap is limited to TCP-timestamps (as
mentioned). Here, steps from SFEjrr1 to SErrr4 are carried out in a loop
(in contrast to SEO 4) until the embedding of the hidden message is complete.
Therefore, a script for automation for these steps has to be elaborated (we use
Python). Before the start of SEO g, a list with identifiers (packet_ID) of suitable
packets has to be generated. Suitable packets here have the same characteristics
as in SEO 4 and can be chosen with tshark filters. The script needs access to
this created list. SEOp starts with selecting a single suitable packet (SErs.1)
for embedding by isolating it with:

editcap -r input.pcap isolated_packet.pcap
packet_ID

where the term -r is the read option followed by the output path and
packet_ID is the index number of a selected suitable packet for embedding.
Now the isolated packet has to be removed from the initial input file to replace
it later with the synthetic packet with:



editcap -V input.pcap input.pcap packet_ID

After the selection and the removal of the isolated packet from the input,
the single packet is converted into json file format (SEj;r.2) with:

tshark -r isolated_packet.pcap -T jsonraw >> packet.json

because converting the complete network traffic into json-data creates a file
that is difficult to process due to a potentially huge file size. Now, a single
network packet is represented as ajson-object and thus it can be processed and
manipulated with self-written source code anywhere. The term -r defines the
read option, the term -T defines the format of the text output.
As in SEO 4, we recommend to select suitable packet payload for embedding
with for example numeric values with many heterogeneous digits which make
an embedding as unobtrusive as possible (SErrr.3). After embedding the infor-
mation into a single packet json-data, the json-packet with synthetic embedding
is now reconverted with the external Wireshark console application jsonZpcap
and merged back into the input with mergecap, therefore the following com-
mands can be used:

json2pcap -i packet.json -o stego_packet.pcap
mergecap —w output.pcap input.pcap stego_packet.pcap

where json2pcap reconverts the manipulated packet back into pcap network
data and mergecap merges it back into the initial input network data cover

(SErrr.4).

3.4 Segment IV: Retrieval

In the last Segment IV, the embedded message has to be retrieved from the
synthetic network data in order to find out if the embedding was successful
(SEjv.1). To do so, a retrieval script has to be elaborated with access to the
hidden message based on the secret information (from the embedding process
like steganographic embedding key) that are necessary for retrieval. Addition-
ally, the generated synthetic network data with steganographic embedding has
to be structurally and syntactically analyzed with Wireshark to detect and
mark obvious structural error in the network data. If the analysis results in
no error detections, the synthetic steganographic embedding is successful and
completed.

In the next Sections (4 & 5) the SSE-Concept is validated by an exemplary
embedding and an analysis.



4 Conclusion and Future Work

In this technical report we present a novel synthetic steganograhic embedding
(SSE) concept with two synthetic embedding options (SEO, is fast, SEOp
is more flexible in terms of accessing dedicated elements of the encapsulated
protocol, both options are equally precise) to generate substantial amounts of
steganographic network data in ICS to train and evaluate defense mechanisms in
the future work. The novel SSE-concept clearly outperforms the state-of-the-art
approach from [I0] in terms of embedding pace and delivers the novel oppor-
tunity to manipulate a network packet anywhere. The SSE-concept forms the
foundation for our future work, to analyze steganographic data in ICS networks
to elaborate suitable defense mechanisms.
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