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Abstract

Advanced Persistent Threats (APTs) are sophisticated, targeted cyberattacks designed to gain unauthorized access to systems and
remain undetected for extended periods. To evade detection, APT cyberattacks deceive defense layers with breaches and exploits,
thereby complicating exposure by traditional anomaly detection-based security methods. The challenge of detecting APTs with
machine learning is compounded by the rarity of relevant datasets and the significant imbalance in the data, which makes the
detection process highly burdensome. We present AE-APT, a deep learning-based tool for APT detection that features a family
of AutoEncoder methods ranging from a basic one to a Transformer-based one. We evaluated our tool on a suite of provenance
trace databases produced by the DARPA Transparent Computing program, where APT-like attacks constitute as little as 0.004%
of the data. The datasets span multiple operating systems, including Android, Linux, BSD, and Windows, and cover two attack
scenarios. The outcomes showed that AE-APT has significantly higher detection rates compared to its competitors, indicating

superior performance in detecting and ranking anomalies.
Data and code: https://github.com/ae-apt/AE-APT
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1.1. Overview:

Over the past few years, there has been a significant in-
crease in the popularity of connected devices, enhanced by a
large capacity of data accessibility, connectivity, and versatil-
ity. As a result, governments, companies, non-commercial or-
ganizations or private users are increasingly relying on infor-
mation technologies (IT) to carry out particularly sensitive ac-
tivities using large volumes of data, such as e-commerce, asset
sharing, information system management, or confidential data
processing. This puts the IT platforms directly in the line of
fire of cybercriminals, who are continuously scrutinizing ex-
ploits for a wide range of information-gathering, data stealing
and damaging [1]. Consequently, cybersecurity has become
a major concern which in turn motivated a booming activity
aimed at protecting networks, confidential data and vital or-
ganization information to prevent them from getting into the
wrong hands through cybermenaces [2| [3]. An advanced per-
sistent threat (APT) is a typical case of cybermenace: An APT
is by definition a sophisticated cyberattack campaign in which
an intruder establishes a long-term, illicit access on a network
in order to steal highly sensitive data [4} 5, [6]. The targets of
such attacks, which are very carefully chosen, typically include
large enterprises or governmental networks, bank and finance
entities, or defense agencies [7, 18l 9, [10]. These types of at-
tacks are carefully planned and designed to infiltrate the orga-
nizations by evading the existing security measures and “fly-
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ing under the radar” [11]. The consequences of such intru-
sions are vast and may include: intellectual property theft, com-
promise of sensitive information, sabotage of critical organiza-
tional data, or total website takeover. For instance, in the case
of intellectual property theft, the perpetrators are likely being
able to siphon thousands of gigabytes worth of sensitive propri-
etary information from technology and manufacturing compa-
nies around the world. These usually state-sponsored actors de-
sign what is known as a house-of-cards style infection chain to
exfiltrate massive troves of highly sensitive data, such as trade
secrets or technology patents [12, [13]. To compromise sensi-
tive information, the attackers could be tempted to get access
and damage power distribution grids, telecommunications utili-
ties, administrative infrastructure systems, employees or users’
private data, media archives, electoral and other political tar-
gets. In particular, organized crime groups may sponsor APTs
in order to gain information they can use to carry out criminal
acts for financial gain [[14]. In the case of critical organizational
infrastructures sabotage, database deletion is usually performed
under the umbrella of hacktivism. Indeed, hacktivists engage in
a disruptive or damaging activity on behalf of a cause, be it po-
litical, social or religious in nature. These individuals or groups
often see themselves as virtual vigilantes, working to expose
fraud, wrongdoing or corporate greed, draw attention to human
rights violations, protest censorship or highlight other social in-
justices [[15]. Finally, during website destruction, the hackers
use smart techniques to overpass the encryption methods that
are used to hide the web data content, by analyzing patterns in
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the network traffic data, and then utilize these patterns to shut
down the websites [[16]].

Performing an APT penetration requires more resources than
a classical web application attack, since a higher degree of skills
is needed in the customization and sophistication of the attacks.
APT hackers are usually part of a team of experienced cyber-
criminals with substantial financial backing. Some APT attacks
are government-funded, and used in cyberwarfare. APTs differ
from traditional web application threats, in that: (i) They are
significantly more complex. (ii) They are not hit-and-run at-
tacks: Once a network is infiltrated, the intruder remains within
in order to extract as much information as possible. (iii) They

are executed against a specific mark and indiscriminately launched

against a large pool of targets. (iv) They often aim to infiltrate
an entire network, as opposed to one specific part thereof.
Depending on its exact method, an APT attack may leave
multiple traces and signs. Beside phishing-email campaigns,
these could include: (a) unusual activities on user accounts,

such as an increase in high-level logins late at night, (b) widespread

presence of backdoor Trojans, (c) unexpected or unusual data
bundles, which may indicate that data has been amassed in
preparation for exfiltration, or (d) unexpected information flows,
such as anomalies in outbound data or a sudden, uncharacteris-
tic increase in database operations involving massive quantities
of data.

Protecting information systems against APT attacks is yet
another challenging goal. There have been many attempts in
designing cybersecurity and intelligence solutions to assist or-
ganizations in better protecting against APTs, in particular us-
ing Intrusion Detection Systems (IDS). Some of them suggest
the utilization of network ﬁrewalls{ﬂ Other organizations im-
plement manual threat-hunting policies which boil down to se-
curity experts tracking potential threats within the networks on
a 24/7 basis. Partnering with a cybersecurity service provider
is also a possible solution: Should the attack happen; security
firms may bring assistance in response to the threats.

While the above-mentioned IDS solutions could yield some
substantial benefits in terms of anti-APT defense, most of them
suffer on a potentially invalidating drawback. It is rooted in a
crucial aspect that should not be neglected while planning the
security and protection activities: It consists in the potentially
forbidding costs of all the necessary the temporal, human and
hardware resources. Indeed, in cybersecurity the most impor-
tant factor is speed: For an effective defense, the protection ac-
tivities and counter-measures should be executed faster than the
attacking ones are performed by the adversaries. The breakout
time is measured by how long it takes for an intruder to start
infiltrating a network after gaining access to it. It becomes then
obvious that a fast and automated process, mimicking human
intelligence, is essential.

1.2. Contribution:
In this paper we present a new deep learning-based approach
that boils down to anomaly detection (AD). Our model learns

ISecurity devices designed to monitor Internet traffic and filter out the un-
desirable part thereof.

to discriminate specific APT-like patterns from trace databases.
To deal with highly imbalanced datasets (malicious attacks ac-
count for a tiny proportion of system activities), it utilizes an
AutoEncoder neural net which learns a low-dimensional repre-
sentation of normal activity data. Any data that substantially
differs from that representation in the decoding space is then
deemed anomalous and flagged for closer inspection. Our method
has been implemented and tested using real provenance data
of several operating systems, and compared to many existing
anomaly detection approaches, where it has shown better detec-
tion rates compared to those methods. The major contributions
of this paper are: (i) a deep learning-based pipeline for the de-
tection of APTs, using various AutoEncoder architectures; (ii)
design of a baseline AutoEncoder and five variations thereof
(adversarial, recurrent, long short-term memory variant, gated
recurrent units variant, attention-based); (iii) design an ensem-
ble learning mechanism on top of AutoEncoder-based classi-
fiers; (iv) experimental evaluation of the proposed models using
large APT databases; (v) comparison of these models to several
baseline approaches.

The novelty of our work lies in the development of a platform-
agnostic deep learning-based anomaly detection method specif-
ically tailored to detect Advanced Persistent Threats (APTs)
within highly imbalanced datasets. By employing an ensemble
of advanced AutoEncoder architectures, including baseline, ad-
versarial, recurrent, and attention-based models, our approach
achieves significantly higher detection rates compared to tra-
ditional methods. Additionally, the incorporation of the self-
attention mechanism in transformers further enhances the ro-
bustness and accuracy of our detection pipeline. This research
contributes to the literature by providing a comprehensive eval-
uation of these models using real provenance data from multi-
ple operating systems, demonstrating superior performance in
identifying APT-like patterns. Cyber-security professionals, IT
departments, and organizations across various sectors—including
government, finance, and critical infrastructure—will greatly
benefit from this work as it offers a powerful tool to enhance
their defenses against sophisticated and persistent cyber threats.

The remaining of this paper is organized as follow: section
2 illustrates some anomaly detection techniques that have been
presented in the literature to counter-attack the sophisticated
APTs. Section 3 presents the background and architecture of
the proposed deep learning model. Section 4 summarizes the
used datasets, the evaluation metrics and the experimentation
results. Section 5 concludes the paper with the main outcomes
and finally Section 6 gives some future perspectives.

2. Anomaly Detection for APT Tracking: Related Work

APT attacks usually utilize customized zero-day malware
and exploits such as SQL injection, Remote File Inclusion (RFI),
Cross-Site Scripting (XSS), Trojans and back-doors for target-
ing a specific organization [[17} [18| 8]. The life-cycle of a suc-
cessful APT attack can be broken down into three stages: (1)
network infiltration, (2) the expansion of the attacker’s pres-
ence and (3) the extraction of amassed data—all without being
detected [19,[20]. Figure[T]illustrates these main three stages of
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Figure 1: The three main steps of the APT life-cycle: From network infiltration
and the expansion of the attacker’s presence to the extraction of the data.

the APT life-cycle.

During the past two decades, there have been a notable exam-
ples of APT and incursions targeting both governmental organi-
zations and private institutions. Among the most famous APT
attacks we can cite: Goblin Panda APT27, Fancy Bear APT28,
Cozy Bear APT29, Ocean Buffalo APT32, Helix Kitten APT34,
Wicked Panda APT41 APT19, Stuxnet, Deep panda, Epic Turla,
Oldsmar, or more recently Pegasus [21, 22]. This last cyber
warfare tool has been capable of reading text messages, track-
ing calls, collecting passwords, location tracking, accessing the
target device’s microphone and camera, through a zero-click
exploit [23].

Enhancing current intrusion detection systems to enable their
detection of APT attacks is a major challenge in both anomaly
detection and cybersecurity [24]. An IDS is a software intended
to identify and classify malicious activities in an information
system. The concept, introduced by Denning [25]], covers a va-
riety of tools whose functionalities may include, beside mere
intrusion detection, further steps ranging from triggering warn-
ings to actively preventing the attackers from causing further
harm [26]. For the last few years, machine learning methods
have been extensively studied as tools for network intrusion
detection in IDS performing traffic monitoring. This became
possible due to the proliferation of generic Anomaly Detec-
tion (AD) approaches as well as to active research on appli-
cations thereof in a variety of contexts: sequence data anal-
ysis, fraud detection, intrusion detection, medical and health
anomaly detection, image processing, and textual data anomaly
detection [27]. Within an AD approach, to identify anoma-
lous events/behavior, a model uses a learning database to de-
tect patterns characterizing what is to be considered normal
and/or abnormal. As per [28], three types of anomalies arise
in cybersecurity: point-based, contextual-based, and collective-
based ones. In point-based AD methods, every single event
that deviates from normal behavior can be considered as a point
anomaly. In contrast, within contextual AD, the abnormal sta-
tus of an event can only be established with respect to its con-
text of occurrence. This must be reflected in problem formula-
tion. An anomalous event can then be identified given by the
mismatch of its behavioral features within the corresponding
context (which might turn out not to be anomalous in a differ-
ent context). For instance, running operations such as reading
the password files, or accessing the root folder from a root ac-
count may be normal while performing them while enjoying re-
stricted rights is clearly a risky endeavor. Finally, in collective
AD a series of events, or patterns of such events, may be seen as

anomalous, whereas the same events, when taken individually,
could be assessed as normal.

Also, in [28], the authors distinguish six types of AD algo-
rithms that could be applied for detecting the aforementioned
categories, namely: classification-based (e.g. deep learning,
neural networks, Bayesian networks, support vector machines
and implication rules), nearest neighbor-based, clustering-based,
statistic-based, information theory-based, and spectral-based AD
approaches [[19} 28]. Classification AD techniques attempt to
classify events as being either normal or abnormal using a la-
beled training data. Nearest neighbor AD methods use the as-
sumption that normal events occur in a close and dense neigh-
borhood of the feature space, thus a metric has to be found to
serve as similarity measure for events. Clustering AD methods
generate subgroups of highly similar events, with the assump-
tion that anomalies either belong to tiny clusters or to no cluster
at all. Information theory AD approaches assume that anoma-
lous events can be identified due to point-wise irregularities in
the information content of the learning dataset. They try to gen-
erate a model of normality about the information in the data in
order to detect local inconsistencies. Finally, spectral AD meth-
ods perform a dimensionality reduction by assuming that there
exists a subspace where normal data and anomalies are easily
separable. All above methods can be explored and tested sepa-
rately, or combined in a hybrid model to increase the detection
rates, depending on the input data and/or the nature of the net-
work/system events.

Authors of [24] relied on random forests, Adaboost, Logit-
Boost, and logistic regression classifiers for intrusion detection.
The TRADID datasetd’] was used to train their ensemble classi-
fication models. However, their tool has been designed to an-
alyze a single class of netflow activities, i.e. Remote Desktop
protocol (RDP) event logs, as used by only one operating sys-
tem (OS), Windows, hence its ability to extract abnormal fea-
ture sets is limited. In [19]], the authors proposed a framework
for collecting and analyzing traffic data to identify key phases
of intrusion activities corresponding to data exfiltrations. The
framework learns a model of normal system behavior over time
in the form of a set of rules over log-events. In performance
mode, it reports all actions that differ from the model. The
framework validation study relied on three synthetic datasets
generated following the approach in [29]]. Since their method
had no prior knowledge about similarities that might exist be-
tween event classes, this led to the generation of similar log
events in redundant hypotheses that overloaded the model.

In [30]], authors report on the test of several classification
techniques such as SVM, random forest, KNN and regression
models for the detection of APT signatures. The dataset they
used, made of Windows log files, contains the PE32 (executable
file) format, object code, DLLs and others. It uses a legacy
32-bit representation as opposed to the actual 64-bit one in re-
cent Windows versions. In [31], an approach for the analysis
of HTTP traffic logs was proposed. The authors deem that pro-
tocol the key means used by attackers to establish a command-
and-control channel to infected hosts in a network. As a first
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step, the proposed method extracts the request graph from Web
traffic logs. Next, it enhances that graph by click detection and
link completion. Finally, the method filters out the remaining
unrelated requests that are not blocklisted as anomalous events.
Recently, a deep learning model for APT detection was pro-
posed in [32], which boils down to adding extra layers to an
AutoEncoder neural network. The main difference with our
own study is in the validation scope: The approach was only
tested against a single modestly-sized dataset representing mal-
ware for Windows OS. Moreover, the datasetE]is published in a
personal blog and lacks vital information about its provenance
(how was it created and then curated?). Correspondingly, the
dataset has not been widely used in practical studies{ﬂ
Similarly, [33] proposed a deep learning-based approach
that revolves around an AutoEncoder architecture. Again, it
was experimentally tested on a single dataset that was produced

by combining two separate sources, Contagi and CICIDSZOI?H

As a well-known security benchmark, CICIDS2017 encompasses
both benign and network intrusion data that resemble real-world
traffic whereas Contagio, reportedly, contains data on effective
APT attacks. Only the latter are targeted by the model whereas
the attacks from CICIDS2017 are regarded as unrelated to an
APT. Unfortunately, as the Contagio dataset is unavailable —as
of today— on the indicated URL (again, a personal blog unre-
lated to any well-established institution), none of the paper’s
claims could be verified. Therefore, we see the comparison with
this approach as pointless.

Yet another AD approach based on AutoEncoder architec-
tures was proposed in [34]. The presented validation study
uses the aforementioned CICIDS2017 and another widely pop-
ular benchmark, KDDCUP99 (neither includes APT attacks).
Indeed, more than 50% of the intrusion detection papers use
the DARPA/KDD datasets due to their availability [35]. How-
ever, both datasets are criticized by some for the generation
procedure they relied on [36]. Moreover, the analysis in [37]
found evidence of simulation artifacts that could result in over-
estimations of AD performances. The KDD datasets were de-
veloped using a Solaris-based operating system to collect a wide
range of data due to its easy deployment. However, significant
differences exist with modern OS which barely resemble So-
laris. In this age of Ubuntu, Windows and Mac OS, Solaris
has almost no market share. The traffic collector used in KDD
datasets, TCPdump, is very likely to become overloaded and
drop packets from a heavy traffic load. More dramatically, there
is some confusion about attack distributions in these datasets.
According to an attack analysis [38], Probﬂ is not an attack
unless the number of iterations exceeds a specific threshold.
Furthermore, label inconsistencies have been reported. A de-
scription of the KDD datasets states that there are 24 training

3https://marcoramilli.com/2016/12/16/malware-training-sets-a-machine-
learning-dataset-for-everyone/

4As of today, in three publications on Google-Scholar

Shttps://contagiodump.blogspot.com/

6https://Www.unb.ca/cic/datasets/ids-20l7.html

7http://kdd.ics.uci.edu/databases/kcldcup99/kcldcup99.html

8Probing: This type of attack collects information of target system prior to
initiating an actual attack.

and 14 test attacks. However, it is reported in [39] that the
training data contain 22 attacks and 17 in the test data. This
inconsistency has a significant impact on the class distribution
of attacks. In this scenario, it is important to create intrusion de-
tection datasets in modern-day computing to address the issues
of DARPA/KDD. The next sections discus one such contempo-
rary dataset for network traffic analysis and APT attacks.

Notwithstanding the impressive number of dedicated frame-
works, preventing all APT attacks is virtually impossible, ex-
perts warn [40]. Rather, they advocate continuous system moni-
toring in order to detect APT at the earliest and thus keep the en-
suing damage to a minimum. Yet APT mimicking normal user
activity might prove hard to detected with traditional means
(e.g. antivirus software, signature or system-policy-based tech-
niques). Non robust machine learning methods relying on sys-
tem/event logs or audit trails would typically also fail as they
only analyze short event/system call sequences: This not only
prevents them from properly modeling and capturing long-term
behavior patterns but also makes them susceptible to evasion
techniques [41} 42| 43| 144]]. That is the case with the above-
mentioned classification approaches, where the majority of the
available databases are either outdated or of small size, or re-
lated to a single OS (typically Windows), hence the reported
findings are hardly generalizable. In fact, method assessment
using insufficiently large data and short event sequences is among
the major drawbacks of the existing proposals. An even more
critical one lays in the reliance on private databases which dras-
tically curbs reproducibility.

A recent study presented in [44]] and [45]], explored the im-
provement of APT detection brought by whole-system provenance-
tracking and provenance trace mining. The authors argue that
richer contextual information of provenance should help iden-
tify causal relationships between system activities [46|47]]. These,
in turn, enable the detection of attack patterns (e.g. data ex-
filtration) that usually go unnoticed with the usual perimeter
defense-based or policy-driven tools. In [45]], an extensive com-
parative study of AD-based approaches for APT detection is
also presented. It exploits a recent, heterogeneous and high-
quality provenance databases provided by DARPA’s ADAPT
project [44] (see below). Six methods have been benchmarked
with that dataset. Two of them, Valid Frequent Association
Rule Mining-based anomaly detection (VF-ARM) and Valid
Rare Association Rule Mining (VR-ARM) are contributed by
that paper. VF-ARM relies on the extraction of the frequent
itemsets from the database, then flags the objects as anomalies
when they violate the frequent association rules. On the other
hand, the VR-ARM algorithm detects the objects that satisfy at
least one rare association rule in the database. Attribute Value
Frequency (AVF) [48]] is a non-parametric approach to outlier
detection that has been proven to be scalable, fast, and accurate
for categorical data. AVF is a straightforward approach relying
on the intuition that outliers in a given categorical dataset are
those where the attribute values are infrequent, where the fre-
quency of a certain attribute value is measured across the whole
dataset. An AVF score is computed for each data point, where
a lower AVF score indicates more infrequent, or unusual, be-
havior. Frequent Pattern Outlier Factor (FPOF) [49] focuses on



discovering frequent patterns, or itemsets, in the given data and
outliers are assumed to be those whose itemsets contain less fre-
quent patterns. As such, discovered frequent patterns are con-
sidered the common features of the data, and any data instances
that deviate from these patterns are considered anomalous. Out-
lier Degree (OD) [50] also relies on itemset frequency coupled
with high-confidence association rules to give scoring to the
data points reflecting their potential to be outliers. Similar to
FPOF, OD considers data points that do not exhibit frequently-
seen behavior to be more anomalous than others. One-Class
Classification by Compression (OC3) [51] works by first iden-
tifying frequent itemsets and then finding some subset of item-
sets that can provide a good compression of the data. The key
idea behind OC3 is that normal items include frequently ob-
served behavior and thus will compress well. Anomalies, on
the contrary, will be harder to compress.

In this paper, we present a new deep learning framework
(AE-APT) that implements a family of AutoEncoders for APT
classification and detection. The training and evaluation of the
model have been performed using provenance traces belong-
ing to the aforementioned ADAPT provenance project [44], that
contain APT-like attacks on several different host operating sys-
tems (Windows, BSD, Linux, and Android) produced as part
of the DARPA Transparent Computing TC prograrrﬂ To
the best of our knowledge the ADAPT projec@ is the unique
publicly available source that contains databases with long log-
event/patterns and, most importantly, traces of different source
OS. Moreover, overall, the attacks constitute as little as 0.004%
of the data, making proper APT identification a very challeng-
ing, since highly imbalanced, classification problem. In this
context, our AE-APT model has been experimentally compared
with the AD methods from [45] on the Transparent
Computing TC databases. Noteworthily, we chose to ignore
too small-sized, obsolete or insufficiently heterogeneous datasets
as well as the APT detection methods, however recent, that have
been validated exclusively on such sources.

3. AE-APT: A new AutoEncoder based APT Detection Model

3.1. Methodology

Deep learning has been a great driving force in a variety of
computing fields, introducing advanced techniques that utilize
neural network architectures to yield state-of-the-art results. In
particular, deep learning has been used in the realm of AD
to learn important feature representations, driven by anomaly
scores. A number of the methods proposed in this context have
outperformed the more conventional methods on a range of
real-life challenges and applications [52]. Deep learning-based
AD methods split into three conceptual categories:

e Deep learning for feature extraction: Deep learning com-
ponents of methods in this category work as dimension-
ality reduction techniques. They aim at extracting low-
dimensional feature-based representations of the initial,

“https://www.darpa.mil/program/transparent-computing
10https://gitlab.com/adaptdata

higher-dimensional data so that AD can be conducted in
latter stages. Thus, dimensionality reduction remain a
step disjoint from anomaly scores assignment.

e Learning feature representations of normality: Methods
in this category seek to combine feature extraction and
anomaly scoring into a single process, rather than keep-
ing them disjoint. They learn some form of expressive

representations of normality from the initial, non-transformed

data.

e End-to-end anomaly score learning: The methods in this
category combine techniques from the above two cate-
gories to create end-to-end systems capable of learning
the eventual anomaly scores.

This paper proposes an ensemble classification-based ap-
proach for APT detection, called AE-APT, whose overall ar-
chitecture is shown in Figure 2] Its core is made of six neural
networks, i.e. a Baseline AutoEncoder (AE) plus five variants
thereof: Adversarial (AAE), Recurrent Neural Network (RN-
NAE), Long Short-Term Memory (LSTMAE), Gated Recurrent
Units (GRUAE), and Attention-based (ATAE). Their anomaly
scores are combined using a majority aggregation technique.
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Figure 2: Global architecture of the proposed pipeline AE-APT. Six neural
models are trained in parallel, and a winner is selected yielding to the best
ranking.

Here the target neural models are trained exclusively on nor-
mal data, hence they learn meaningful compressed representa-
tion of the underlying regularities. The trained models can then
be used to —as faithfully as possible— reconstruct the normal
data and thereby discriminate anomalies. We believe this to be
highly suitable in the context of APTs where malicious attacks
account for a very small proportion of all system activities.

3.2. Model Selection

In AE-APT, we propose to use a set of AutoEncoders, as
an ensemble, for anomaly detection. Each AutoEncoder tries to
reconstruct the data from the input. Then the AutoEncoder with
the highest reconstruction error is selected, provided that these
miss-reconstructed data points are anomalous. In our case, it
involves training a family of six variants of the AutoEncoder
architectures. The final ranking and anomaly scoring is then



produced with this winner AutoEncoder. In what follows, we
present them in detail.

3.3. Baseline AutoEncoder (AE)

3.3.1. Background

The baseline architecture of an AutoEncoder (AE) falls into
the second category of the above list: The corresponding AD
techniques aim at learning some low-dimensional space for fea-
ture representations in which normal data can be reconstructed
with minimal reconstruction errors. In doing so, the learned
representations are driven to capture essential regularities of
the normal data. Anomalous data, in contrast, would be harder
to reconstruct from a compressed space and thus will result in
greater errors [52].

3.3.2. Architecture

As per Figure [3] the baseline AE architecture is made of
an encoding network, E, and a decoding one, D. The encoder
maps the original data of dimension m onto a feature space of
dimension n where n << m, whereas the decoder reconstructs
the original data from its encoding in the feature space.
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Figure 3: General architecture of the baseline AutoEncoder model (AE).
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Figure 4: General architecture of the Adversarial AutoEncoder model (AAE).

3.3.3. Loss function
A common loss function drives both networks in updating
their respective parameters: It reflects the reconstruction error,

i.e., the difference between the original data x and the recon-
structed data ¥. Formally,

Lsg = 1x— X = |x = D(E(x))|

3.3.4. Anomaly score

Through training, the two networks learn to capture the most
important compressed features of the normal data points that
can be used to reconstruct the data as accurately as possible.
As a result, whenever presented with data points with abnor-
mal patterns and features, the trained networks will have more
difficulties in correctly reconstructing that data. Consequently,
such attempts will generate larger reconstruction errors. There-
fore, the reconstruction error of a data point x after being passed
through the AutoEncoder is also assigned as its anomaly score:

A(x) = |x - X = |x = D(E(x))|

3.4. Adversarial AutoEncoder (AAE)

3.4.1. Background

The Adversarial AutoEncoders model (AAE) is inspired by
the Generative Adversarial Network (GAN) architecture [53],
which is made of two subnetworks: a generator G and a dis-
criminator D with adversarial objectives. The task of G is to
generate data points that most closely match some input dis-
tribution, while D has to distinguish between these points and
genuine input data, i.e. drawn from that (true) distribution. At
training time, G is bound to improving its production of realis-
tic data points that make it ever harder for D to distinguish them
from real ones. In other terms, it aims at maximizing the dis-
criminator’s error in labeling data (genuine vs generated). The
rationale behind AAEs is their higher effectiveness in learning
meaningful compact representations of input data compared to
baseline AutoEncoders. Indeed, through adversarial training,
AAE:s are led to learn a latent space that tightly fits the under-
lying structure and variation in the training data. Thus, beside
the reconstruction tasks which is core in AutoEncoders, AAEs
also excel in generating data samples that closely resemble the
training set. This generative capability is facilitated by the ad-
versarial training component, which encourages the model to
generate realistic samples that cannot be distinguished from
real data by an adversarial discriminator.

3.4.2. Architecture

The proposed AAE model (see Figure ) expands the use of
AutoEncoders for AD: In an adversarial training setup similar
to that of GANSs, G is a classical AutoEncoder. In this context,
the real versus faked data dichotomy of a GAN morphs into the
original-to-reconstructed data opposition. This is precisely the
task of D, a deep neural network to be trained in distinguish-
ing the original distribution (normal data) from the one recon-
structed by G. The idea is that when set into this adversarial
training loop, the AutoEncoder is guided towards generating
data that closely resemble the original ones. This is achieved
through the additional goal of tricking D into confounding orig-
inal and reconstructed data. Thus, the training process is driven



by a two-fold loss function forcing it to minimize the recon-
struction error while maximizing the discriminating one.

The structure and function of G remain the same as de-
scribed in section It maps the input data X into R™ onto
a compressed representation (Gg,(X)) € R"(n << m) and then
map this representation back onto the R™ space to produce the
reconstructed data X = Gp.(Gg,(X)) € R”. The discrimina-
tor D is structured as a deep feedforward neural network whose
input dimension is also m. It is trained on two sets of input
data: the set of original data and the set of reconstructed data.
For each data point x, D outputs a binary number D(x) which
is 1 whenever x is deemed part of the original input X and O
otherwise (x assumed in X).

3.4.3. Loss functions

Given the aforementioned goal for D to correctly separate
input into original and reconstructed, its loss function is stated
as follows:

LD = Loriginul + Lreconxtmcted
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In parallel, G is trained both to reconstruct the input data
faithfully and fool the discriminator. Therefore, its loss function
is formulated as follows:

LG = Lyeconstruction — A X Lp
=X-X|-AxLp

=X - GX)| = Ax (/T =D)| + [0 - DGX)))

where A is a parameter moderating the impact of the adversarial
training. For simplicity, we have set 1=0.5.

3.4.4. Anomaly score
The anomaly score of a data point x is set to the reconstruc-
tion error at the output of the generator:

A(x) = |x = & = [x = G| = [x = Gp(GEn(X))]

3.5. Recurrent Neural Network AutoEncoder (RNNAE)

3.5.1. Background

The third architecture we tested is a Recurrent Neural Net-
work AutoEncoder (RNNAE) which combines aspects of Au-
toEncoders and recurrent neural networks (RNNs) [54]. The
rationale behind it is the observation that the traces in a prove-
nance databases (e.g. the one used in the evaluation study pre-
sented below) are sequences of events. Therefore, we employ
RNNs as an encoding engine for sequential data: The data is en-
coded into a compressed representation and then decoded back,
roughly into its original form.

3.5.2. Architecture

The architecture of the RNNAE is similar to the one de-
scribed in section[3.3] The main difference resides in the nature
of the elementary units (neurons) of the net. Here the nodes
of the neural networks have the recurrent type. At each time
step, the RNN unit receives an input vector x;, which represents
the input data at that time step. Then, the RNNAE maintains
a hidden state vector #, that represents the network’s internal
memory. The hidden state captures information from previous
time steps and influences the network’s behavior at the current
time step. The hidden state is computed based on the current
input and the previous hidden state, often using a nonlinear ac-
tivation function such as the hyperbolic tangent (tanh) or the
rectified linear unit (ReLU).

hy = fWhex + Wiphi—y + by)

where f is the activation function, W, and Wy, are the weight
matrices, and by, is the bias vector.

The loss function as-well as the anomaly scores are calcu-
lated in the same manner as the baseline AutoEncoder.

3.6. Long Short-Term Memory AutoEncoder (LSTMAE)
3.6.1. Background

The Long Short-Term Memory AutoEncoder (LSTMAE) is
a special case of the RNNAE. Here we utilize LSTM units that
address the vanishing gradient problem by introducing gating
mechanisms for controlling the flow of information through the
neural unit [S5]. They have separate gates for controlling the
flow of information (input gate), forgetting information (forget
gate), and outputting information (output gate), allowing them
to capture long-term dependencies more effectively.
Except the class of the neurons, we kept the same architecture
as the baseline AE as well as the evaluation and scoring proto-
cols.

3.7. Gated Recurrent Units AutoEncoder (GRUAE)
3.7.1. Background

The Gated Recurrent Units AutoEncoder (GRUAE) is also
a special case of the RNNAE. We used GRU units that are sim-
ilar to LSTM units but have a simpler architecture with fewer
parameters [56]]. They combine the input and forget gates into
a single update gate and use a single gate to control the output,
making them computationally more efficient while still being
effective for capturing long-range dependencies.
The architecture of the neural networks also remains the same
as the AE model, except the class of the neural units.

3.8. Attention-based AutoEncoder (ATAE)
3.8.1. Background

Attention mechanism [57] is a concept in machine learn-
ing, particularly in deep learning models, that allows the model
to focus on specific parts of the input data when making pre-
dictions or generating outputs. Originally inspired by human
attention mechanisms, it has become a fundamental component
in many state-of-the-art models, particularly in natural language
processing (NLP) tasks such as machine translation, text sum-
marizing, and question answering [58].



3.8.2. The Need for Attention
Traditional neural network architectures, such as recurrent

neural networks (RNNSs) and convolution neural networks (CNNSs),

process sequential data by treating all elements of the sequence
equally. However, this approach may not be optimal for tasks
involving long sequences or where certain elements are more
important than others. The attention mechanism addresses this
limitation by enabling models to selectively attend to relevant
parts of the input, leading to more accurate and contextually
rich predictions.

3.8.3. Components of the Attention Mechanism
The attention mechanism consists of several key compo-
nents:

Query, Key, and Value:

In the attention mechanism, each element in the input se-
quence is associated with a key and a value, while the current
state of the model (the query) determines which elements to
attend to. Mathematically, we represent the query, key, and
value vectors as g, k and v respectively. These vectors are typ-
ically obtained by projecting the input sequence embeddings
onto lower-dimensional spaces through learned weight matri-
ces.

Attention Scores:

Attention scores quantify the relevance of each key to the
query. A common way to compute attention scores is by mea-
suring the similarity between the query and each key. Mathe-
matically, the attention score e; for the i — th key is often com-
puted using a similarity function f applied to the query and key:
e; = f(g,k;). Common similarity functions include dot-product
attention, additive attention, and multiplicative attention.

Attention Weights:

The attention scores are normalized to obtain attention weights,

which determine the importance of each input element. Higher
attention weights indicate greater relevance. Mathematically,

the attention weight is calculated as: @i = &) Here, N is
ijlexp(ej)

the number of keys in the input sequence.

Context Vector:

A context vector is computed as a weighted sum of the in-
put elements, with the attention weights serving as the weights.
This context vector captures the attended information from the
input sequence.

Integration with Model:

The context vector is integrated into the model’s computa-
tions to generate the output or make predictions. In sequence-
to-sequence models, it may be used as input to the decoder to
produce the next token in the output sequence.

3.8.4. Architecture

AutoEncoder architectures augmented with attention mech-
anisms can be particularly effective for anomaly detection. The
attention mechanism helps the model to reconstruct normal data
more accurately by focusing on relevant features, making it
more sensitive to deviations from normal behavior. In the previ-
ous AutoEncoder architectures, the entire input is compressed
into a fixed-size latent representation, which may not effectively
capture the most salient features of the input data, especially in
complex or high-dimensional datasets. Attention mechanisms,
inspired by human visual attention, allow the model to selec-
tively focus on important parts of the input while disregarding
irrelevant information.

Encoder with Attention Mechanism:

The encoder of the proposed ATAE Attention AutoEncoder
processes the input data while dynamically attending to dif-
ferent parts of the input. Instead of generating a single fixed-
size latent representation, the encoder produces a set of atten-
tion weights that indicate the importance of each input element.
These attention weights are then used to compute a weighted
sum of the input features, resulting in a context vector that cap-
tures the relevant information for encoding.

Decoder with Attention Mechanism:

Similarly, the decoder of the ATAE Attention AutoEncoder
employs attention mechanisms to selectively attend to differ-
ent parts of the context vector generated by the encoder. This
allows the decoder to reconstruct the input by focusing on the
most relevant features, leading to improved reconstruction qual-
ity.

We’ve implemented ATAE using the AttentionLayer class,
which implements the attention mechanisrrﬂ This layer com-
putes attention weights using a trainable weight matrix and ap-
plies those weights to the input. The encoder part consists of a
dense layer, followed by the attention layer. The decoder part
consists of another dense layer. To include an anomaly score,
we compute as in the previous architectures a reconstruction
error between the input and the reconstructed output. Anoma-
lies are typically instances that have higher reconstruction er-
rors compared to normal data.

4. Experimental settings, results and analysis

Below, we present the datasets we used, our experimen-
tal protocol, and the outcome of various simulations together
with our interpretation thereof. The databases, codes, and re-
producibility guidelines are given in the project’s repository{]ﬂ

4.1. Datasets

The data used in this paper comes from the Defense Ad-
vanced Research Projects Agency (DARPA)’s Transparent
Computing TC program [59]]. The aim of this program is to

1 https://keras.io/api/layers/attention_layers/attention/
Zhttps://github.com/ae-apt/AE-APT



provide transparent provenance data of system activities and
component interactions across different operating systems (OS)
and spanning all layers of software abstractions. Specifically,
the datasets include system-level data, background activities,
and system operations recorded while APT-style attacks are be-
ing carried out on the underlying systems. Preserving the prove-
nance of all system elements allows for tracking the interactions
and dependencies among components. Such an interdependent
view of system operations is helpful for detecting activities that
are individually legitimate or benign but collectively might in-
dicate abnormal behavior or malicious intent.

Here we specifically employ DARPA’s data that has under-
gone processing conducted by the ADAPT (Automatic Detec-
tion of Advanced Persistent Threats) project’s ingester [60, 44
435]]. The records come from four different source OS, namely
Android (called in the TC program Clearscope), Linux (called
Trace), BSD (called Cadets), and Windows (called Fivedirec-
tions or 5dir). For each system, the data comes from two sepa-
rate attack scenarios: scenario 1 and scenario 2, called Pandex
(Engagement E1) and Bovia (Engagement E2), respectively.
The processing includes ingesting provenance graph data into a
graph database as well as additional data integration and dedu-
plication steps. The final data includes a number of Boolean-
valued datasets , with each representing an aspect of the behav-
ior of system processes (see Table[2). Each row in such a dataset
is a data point representing a single process run on the respec-
tive OS. It is expressed as a Boolean vector whereby a value of
1 in a vector cell indicates the corresponding attribute applies
to that process. For instance, in Table [2] the process with id
ee27fff2-a0fd-1£516db3d35f has the following sequence
of events: </usr/sbin/avahi-autoipd, 216.73.87.152,
EVENT_QOPEN, EVENT_CONNECT, ...>. Specifically, the rel-
evant datasets are interpreted as follows:

e ProcessEvent (PE): Its attributes are event types per-
formed by the processes. A value of 1 in process[i]
means the process has performed at least one event of

type i.

e ProcessExec (PX): The attributes are executable names
that are used to start the processes.

e ProcessParent (PP): Its attributes are executable names
that are used to start the parents of the processes.

e ProcessNetflow (PN): The attributes here represent IP
addresses and port names that have been accessed by the
processes.

e ProcessAll (PA): This dataset is described by the dis-
joint union of all attribute sets from the previous datasets.

Overall, with two attack scenarios (Pandex, Bovia), four OS
(BSD, Windows, Linux, Android) and five aspects (PE, PX, PP,
PN, PA), a total of forty individual datasets are composed (Fig-
ure [5). They are described in Table [I| whereby the last column
provides the number of attacks in each dataset. The substan-
tially imbalanced nature of the datasets is clearly seen here.

oS

Scenario 1 Scenario 2

Figure 5: Organization of the DARPA’s TC datasets. Each OS undergoes two
attack scenarios, each of which contains five datasets. With four OS (BSD,
Windows, Linux, Android), two attack scenarios, and five aspects (PE, PX, PP,
PN, PA), a total of forty individual datasets are composed.

Normal data points

Figure 6: Visualization of 6 normal data points, sampled from the ProcessAll
dataset of the Linux (Trace) system, Pandex scenario.

Anomalous data points

Figure 7: Visualization of 6 anomalous data points, sampled from the Proces-
sAll dataset of the Linux (Trace) system, Pandex scenario.

Figures [6] and [7] illustrate 6-strong samples of normal and
of anomalous data points, respectively. They all belong to the
ProcessAll context of the Linux system, Pandex scenario.
Each subfigure represents a single data point whereby, for vi-
sualization purposes, the 299 entries of the binary vector are
arranged into a 13 x 23 grid. Red rectangles (darker) repre-
sent the 1s while the gray ones (lighter) the Os. The dataset
is clearly very sparse. Moreover, with normal data points, the
1-valued features mostly rank in the 1st half of the vector and
there are relatively few of them. In contrast, anomalous point
vectors have comparatively larger sets of 1-valued features with
many of them located in the 2nd half.



Scenario H Size \ PE \ PX \ PP \ PN \ PA \ nb_attacks %blf#
BSD 1 288 MB | 76903/29 | 76698 /107 | 76455/24 | 31/136 76903 / 296 13 0.02

2 1.27 GB | 224624 /31 | 224246 /135 | 223780/37 | 42888/62 | 224624 /265 | 11 0.004
Windows | 1 743MB | 17569/22 | 17552/215 | 14007/77 | 92713963 | 17569/ 14431 | 8 0.04

2 953GB | 11151/30 | 11077/388 | 10922/84 | 329/125 11151/ 606 8 0.07
Linux 1 2858 MB | 247160/24 | 186726/ 154 | 173211/40 | 3125/ 81 247160/299 | 25 0.01

2 25.9GB | 282087/25 | 271088/140 | 263730/45 | 6589/6225 | 282104 /6435 | 46 0.01
Android | 1 2688 MB | 102/21 102/ 42 0/0 8/17 102/ 80 9 8.8

2 109GB | 12106/27 | 12106/ 44 24/11 4550/213 | 12106/295 13 0.10

Table 1: Experimental datasets of DARPA’s TC program used in our study. A dataset entry (columns 4 to 8) is described by a number of rows (processes) / number
of columns (attributes). For instance, with ProcessAll (PA) obtained from the second scenario using Linux, the dataset has 282104 rows and 6435 attributes with 46

APT attacks (0.01%).

ee271f2-a0fd-1f516db3d35f

b2e7e930-8f25-4242a52¢5d72
07141a2a-832e-8a71ca767319
bdbe70a9-98ac-81b0042dbecb
2bc3b5c6-9110-076710a13038
ad7716e0-8d59-5d45d1742211

—| o| —| | | —| /ust/sbin/avahi-autoipd|

—| ool ~|~|216.73.87.152
—| | —=|—=|—| | EVENT_EXECUTE

—| —| o| —=| —| o| EVENT_SENDMSG

! |o| o| =| —| o| =| EVENT_OPEN

! |o| o| o —=| —=| —| EVENT_CONNECT

Table 2: Example of a dataset. In each row, the boolean vector represents lists
the features of the corresponding process.

The rate of truly anomalous processes associated with APT-
style attacks remains low, usually under 0.1% of the data. A
dataset might have many tens of 1000s of rows and up to a few
thousands of columns where only few dozens, if not less than a
dozen, of rows are, in actuality, relevant to malicious attacks.

4.2. Computational environment

The experiments were conducted on a machine running ma-
cOS 12.3.1 with an Apple M1 silicon chip, 8 GB RAM. The

deep learning models were tested on every one of the 40 datasets.

4.3. Evaluation metrics

Since the anomalous and malicious processes account for
only under 0.1% of the data, accuracy would be a poor choice
for evaluation metric. Indeed, an algorithm can reach a near
100% accuracy by deeming all rows normal. Therefore, we
focus on model’s ability to identify attack-related processes in-
stead of the correct labeling of the normal ones. This empha-
sizes the assessment of the relative anomaly status of a row, typ-
ically through a scoring function. By assigning higher scores to
anomalous data points, a ranking of the processes w.r.t. their
perceived anomalous status will be effectively produced.

To that end, we selected the normalized discounted cumu-
lative gain (nDCG) [61] metric. It is typically used in Infor-
mation Retrieval to evaluate competing methods based on their
ability to retrieve highly relevant entities. The metric fits well
the anomalous processes detection as it assesses the collective
ranking of a set of target documents within the overall score-
sorted list [44}45]]. In our settings, the nDCG score of a ranking
ranges from O to 1, with 1 being the best achievable score, i.e.
in the ideal scenario where all anomalies are ranked at the top.

The first step in getting the nDCG score is computing the
discounted cumulative gain (DCG) score. As a starting point,
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each entry in the ranking gets its relevance score reduced by
a factor proportional to (the logarithm of) its rank. More for-
mally, the DCG score of a ranking with N entries is calculated
as follows:

N

rel;
DCG = _
; log, (i +1)

where rel; is the relevance score of the i" entry in the rank-
ing. Furthermore, to factor in the total number of entries in the
ranking, the DCG score is normalized by the ideal DCG score
(iDCG) which is the DCG score corresponding to all relevant
entries being ranked at the very top of the list:

DCG

DCG = .
" iDCG

In all our experiments, each process of a dataset is assigned
an anomaly score which is the basis of a subsequent ranking
among those. If the dataset has k anomalous data points, the
best possible score is obtained when their anomaly scores are
invariably higher than any of the normal process scores. This
results in anomalies being ranked at the top of the list (the
precise order among them is immaterial). Therefore, the best
nDCG score is achieved when all anomalous processes are ranked
at the top. This approach ensures that the evaluation focuses
on the model’s ability to identify and rank attack-related pro-
cesses accurately.P This metric is particularly useful in scenar-
ios where the primary goal is to detect and prioritize anomalies
rather than just classifying data points correctly. It provides
a more meaningful measure of performance in the context of
anomaly detection for Advanced Persistent Threats (APTs).

4.4. Results: Within AE-APT Comparison

In the following paragraphs, the performances of the six
AE-APT models we proposed above (Baseline AutoEncoder
AE, Adversarial AutoEncoder AAE, Recurrent Neural Network
AutoEncoder RNNAE, Long Short-Term Memory AutoEncoder
LSTMAE, Gated Recurrent Unit AutoEncoder GRUAE, and
Attention-based AutoEncoder ATAE) are discussed. They were
evaluated on the datasets described in the previous section.

In the present settings, for each experiment, the correspond-
ing model is trained exclusively on data labeled as normal pro-
cesses. The nDCG scores of all the experiments are summa-
rized in Table |3} Bold-printed values in each row represent the
highest nDCG score reached by a model among all the experi-
ments for a specific OS X attack scenario combination, i.e. on
any of the corresponding datasets. Such a value thus represents
the best ranking quality a model can reach in that particular
forensic configuration. The last column of the table represents



the winner model for each pair of OS and attack scenario. In
the current experiment batch, we set the aggregation rule in our
ensemble learning to the maximal value of nDCGes. Albeit,
arguably, the most intuitive choice, it is by far not the only one.

As a general trend, one might notice that the highest scores
were primarily reached on the ProcessAll and ProcessEvent
datasets. We tend to see this trend as most likely due to the
rich structure of these datasets. During the training, such struc-
ture tends to yield a higher-quality mapping onto a reduced-
dimension space. The scores reached on ProcessNetflow, a
very sparse family of datasets, seem to support such hypothesis:
Indeed, across all systems and scenarios, these scores are sub-
stantially lower than the maximum. One potential reason for
this could be the very high dimensionality but low volume of
data within the corresponding datasets. As a result, the models
fail in their task of learning a meaningful latent space represen-
tation of normality. It is noteworthy that acceptable scores were
also obtained with ProcessExec and ProcessParent for the
second attack scenario.

Overall, the ATAE model has shown the best performances:
It was the single top model in 6 out of 8 cases, with nDCG score
ranging in [0.7,0.92]. The best score of 0.92 was achieved on
data recorded on the Linux OS (Trace), with the second attack
scenario (Bovia) and the ProcessAl1l format. It is closely fol-
lowed by the score reached by the AAE model on ProcessAll
data of the BSD system with the same Bovia scenario (0.91).

Figure [8| illustrates the range of the nDCG scores by stan-
dalone models within AE-APT in the form of box-plots across
all operating systems and attack scenarios. The x-axis repre-
sents the range of nDCG scores, while the y-axis lists the dif-
ferent standalone AutoEncoder models. The maximal values
of individual learners provide the basis for the selection of a
winner model w.r.t. to a scenario. For instance, observe that
ATAE has maximal nDCG values ranging over 0.9. It con-
sistently outperforms the other models, achieving the highest
nDCG scores. This indicates that the ATAE model is the most
effective at ranking anomalous processes at the top of the list,
reflecting its superior ability to detect APTs. The median nDCG
scores for ATAE are notably higher than those of other models,
demonstrating its robustness and accuracy. In the same Fig-
ure, the box plots for the other models (AE, AAE, RNNAE,
LSTMAE, GRUAE) reveal significant variability in their per-
formance, with some models performing well in certain scenar-
ios but not consistently across all datasets. This variability high-
lights the challenges in anomaly detection and the importance
of selecting an appropriate model for specific contexts. For in-
stance, the baseline AE and the adversarial one, AAE, proved to
be inter-competitive: Neither model consistently outperforms
the other nor performs consistently well across the datasets of
the same OS or the same-type dataset across different systems.
We tend to see this as mostly due to the large variability among
the datasets in terms of dimensionality, volume and proportion
of anomalies. Beside the lack of clear superiority, both models
performed very well on most datasets: They achieved maximal
nDCG scores above 0.7 in many Pandex cases and even above
0.8 in the Bovia ones (see also the corresponding scores in Ta-
ble[3). The recurrent models (RNNAE, LSTMAE and GRUAE)

11

also proved competitive to each other. Their higher scores were
often obtained on large datasets where the number of features
is high, hence they make for longer event sequences. The max-
imal values in the box-plots reflecting their best performances,
once more, are very close. They consistently range above 0.75
and 0.8 for the first and for the second scenario, respectively.
Overall, Figure@] underscores the effectiveness of the attention
mechanism in enhancing anomaly detection capabilities, as ev-
idenced by the high performance of the ATAE model. It also
illustrates the competitive performance of recurrent models like
RNNAE, LSTMAE, and GRUAE, which perform well on larger
datasets with longer event sequences.

An orthogonal perspective is shown in Figure O} The draw-
ings depict the scopes of the maximal nDCG scores OS-wise.
The x-axis represents the range of nDCG scores, while the y-
axis shows the different operating systems. The box plots pro-
vide a clue about how difficult APT detection is in the indi-
vidual OS cases, as reflected in the maximal value of each the
box-plots. It is noteworthy that the eight extreme values rep-
resent the top nDCG scores after models’ aggregation. They
are also to be found in the last column of Table The fig-
ure also reveals several key insights. For instance, concerning
Linux (Trace): The family of AutoEncoder models achieve high
nDCG scores, indicating that they perform exceptionally well
in detecting anomalies within this OS, with a top nDCG scores
close to 0.92. Regarding BSD (Cadets): The models also per-
form strongly on BSD datasets, with high nDCG scores, partic-
ularly for the ProcessAll and ProcessEvent datasets. The high-
est nDCG score reaches approximately 0.91, showing robust
anomaly detection capabilities. Concerning Windows (5dir):
The performance shows more variability, with lower nDCG scores
compared to Linux and BSD. The top nDCG scores for Win-
dows are around 0.82, indicating that while the AutoEncoder
models are effective, they may face more challenges in this OS.
Finally, within Android (Clearscope): The results are mixed.
While some AutoEncoder models achieve relatively high nDCG
scores, there is a noticeable drop in performance for certain
datasets. The best nDCG scores for Android are around 0.87,
highlighting that the AutoEncoder models can still perform well.

Below, we discuss a second part of our experimental study
in which the neural models in AE-APT are compared with some
state-of-the-art methods. For simplicity, we will denote our
elected winner models (see last column in Table [3)) simply as
AE-APT and use the aforementioned maximal nDCG scores as
a collective performance indicator for each case.

4.5. Results: Comparison to state-of-the-art methods

Our neural models were benchmarked against a number of
competing methods for APT-oriented AD (VF-ARM, VR-ARM,
AVEF, FPOF, OD and OC3). These were evaluated on the same
DARPA TC datasets in a couple of previously studies [44}, 45,
hence they provide an appropriate baseline for performance as-
sessment. We therefore kept the same experimental framework
as above, i.e. the 40 datasets reflecting both attack scenarios on
four different OS with five data sources each.

Figure[I0]summarizes the outcome of our performance com-
parison in a radar plot. Overall, AE-APT outclassed the base-



oS Attack Model ProcessAll  ProcessEvent  ProcessExec  ProcessParent  ProcessNetflow Max
Scenario Aggregationing
Pandex AE 0.8215 0.5791 0.8165 0.5358 0.1165
Cadets AAE 0.7268 0.6394 0.6276 0.5822 0.1175
(BSD) RNNAE 0.7013 0.6154 0.4401 0.4239 0.1019
LSTMAE 0.6982 0.7453 0.5732 0.5998 0.1243 ATAE
GRUAE 0.8380 0.7304 0.4092 0.5423 0.1260 ~0.87
ATAE 0.8676 0.7723 0.7923 0.6645 0.1203
Bovia AE 0.8077 0.4823 0.8168 0.7992 0.1519
AAE 0.9079 0.4848 0.8524 0.8035 0.0760
RNNAE 0.7144 0.5113 0.8155 0.7765 0.1165
LSTMAE 0.8200 0.5344 0.8066 0.7054 0.1356 AAE
GRUAE 0.7647 0.5444 0.8276 0.7315 0.1023 ~0.91
ATAE 0.8938 0.5377 0.8345 0.7903 0.1456
] Pandex AE 0.5931 0.7086 0.2272 0.1970 0.6289
Sdir AAE 0.5989 0.6676 0.2882 0.1871 0.6495
(Windows) RNNAE 0.6834 0.6851 0.2799 0.2618 0.6864
LSTMAE 0.7104 0.7746 0.2765 0.1988 0.6588 ATAE
GRUAE 0.6390 0.7519 0.2011 0.2033 0.6200 ~0.82
ATAE 0.7876 0.8173 0.2899 0.2525 0.6713
Bovia AE 0.4072 0.2639 0.3256 0.4303 0.0973
AAE 0.3952 0.2514 0.3218 0.4200 0.1298
RNNAE 0.4234 0.2544 0.3316 0.4343 0.1709
LSTMAE 0.5635 0.3345 0.3351 0.4123 0.1322 LSTMAE
GRUAE 0.3811 0.4819 0.2908 0.4019 0.1190 ~0.56
ATAE 0.5566 0.4123 0.3898 0.5009 0.1798
Pandex AE 0.6064 0.4204 0.3013 0.2397 0.3953
Trace AAE 0.7711 0.4916 0.4080 0.2278 0.4006
(Linux) RNNAE 0.5901 0.6301 0.4126 0.2139 0.3967
LSTMAE 0.6213 0.5918 0.4098 0.2312 0.4076 ATAE
GRUAE 0.6209 0.6259 0.3987 0.2219 0.4109 ~0.79
ATAE 0.7856 0.7401 0.4565 0.2312 0.4463
Bovia AE 0.7054 0.4761 0.4871 0.2564 0.3725
AAE 0.6494 0.4234 0.4796 0.2850 0.3633
RNNAE 0.6614 0.4848 0.4845 0.3356 0.3908
LSTMAE 0.6703 0.6878 0.4913 0.4453 0.4119 ATAE
GRUAE 0.6419 0.4645 0.4606 0.4108 0.3908 ~0.92
ATAE 0.9198 0.6708 0.5134 0.4478 0.4213
Pandex AE 0.7815 0.6708 0.4033 NA 0.6014
Clearscope AAE 0.7857 0.5484 0.5885 NA 0.6284
(Android) RNNAE 0.7609 0.7791 0.5612 NA 0.6134
LSTMAE 0.7509 0.7656 0.5617 NA 0.6313 ATAE
GRUAE 0.7609 0.7517 0.5508 NA 0.6262 ~0.87
ATAE 0.8301 0.8698 0.7813 NA 0.6613
Bovia AE 0.2712 0.6357 0.5212 NA 0.3904
AAE 0.2949 0.2631 0.3952 NA 0.1681
RNNAE 0.5456 0.5879 0.5309 NA 0.3787
LSTMAE 0.5607 0.6413 0.5798 NA 0.4001 ATAE
GRUAE 0.6495 0.6209 0.4861 NA 0.3967 ~0.70
ATAE 0.6930 0.6879 0.5373 NA 0.4215

Table 3: nDCG scores of AE-APT AutoEncoder architectures on all available datasets. AE: Baseline AutoEncoder. AAE: Adversarial AutoEncoder. RNNAE:
Recurrent AutoEncoder. LSTMAE: Long Short-Term Memory AutoEncoder. GRUAE: Gated Recurrent Unit AutoEncoder. ATAE: Attention AutoEncoder. NA:
data not available. Bold values represent the max nDCG for each OS X attack scenario X dataset. The last column represents the elected winner approach for each

forensic configuration.
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Figure 8: Standalone and Stacking Models with all OSs and across 2 attack scenarios (left to right). X-axis: the range of the nDCG scores. Y-axis: Standalone

AutoEncoder model.
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Figure 9: Performance of AE-APT when considering the different models per operating system. X-axis: the range of the nDCG scores. Y-axis: OS.

line algorithms. For the datasets recorded on the BSD system,
Pandex scenario (upper left corner), in all columns except for
ProcessNetflow, the best nDCG scores are achieved by AE-
APT. The highest score of 0.87 was achieved on ProcessAll
by the attention-based model of AE-APT (ATAE). The same
pattern repeats for the Bovia scenario of the that OS (upper right
corner), where AE-APT outperformed the competitors by a sig-
nificant margin, except for the ProcessNetflow case where
the rare association rule mining method VR-ARM reached 0.60.
The highest nDCG score, 0.91, was obtained by our AAE model.
For the datasets reflecting the Pandex scenario on Windows, the
top performing methods were our new model ATAE and VR-
ARM, both reaching the highest nDCG score of 0.82. Com-
pared to the first scenario, all methods performed worse on the
second one with the same OS. Nevertheless, the models in AE-
APT still generally performed either on par with or better than
the six baselines. Thus, LSTMAE reached a maximal nDCG of
0.56. Higher scores have also been obtained by AE-APT on the
Linux datasets. Here, the top nDCG score is about 0.79 for Pan-
dex and 0.92 for Bovia. As to the datasets perining to Android,
with the Pandex scenario, AVF and ATAE proved the most com-
petitive, yet the highest score was obtained by the latter (0.87).
In the Bovia case, OC3 proved the uncontested winner with a
score of 0.82 on ProcessAll. The closest competitor from
AE-APT was the attention-based model ATAE which reached a
score of 0.69 on ProcessEvent.

Table [ summarizes these findings with an emphasis on the
highest nDCG scores and the corresponding winner methods.
For each OS/attack scenario the max nDCG value is highlighted
in red. Observe that AE-APT performed best among the com-
petitors in 7 out of 8 configurations, and demonstrated superior
performance, achieving the highest scores in multiple datasets
and scenarios.

4.6. Attacks visualization with AE-APT

Like a typical AD tool, AE-APT sorts processes in a de-
creasing order of their anomaly scores. The nDCG score re-
flects the ranking of the APT-related processes in the resulting
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sorted list: The higher the ranks, the bigger the score (up till
1). Yet a numerical score hides a substantial part of the ranking
information. Hence, we decided to provide some additional vi-
sual clues as to how well our models performed. To that end,
the following paragraphs delve into the relative performance of
two of the above models, the baseline and the adversarial ones
(AE and AAE, respectively). For compactness reasons, we re-
stricted the scope of the illustrations to the Pandex scenario on
Linux. As a support, we propose a sub-list visualization that
covers the interval between the highest and the lowest ranked
attack-related process. It is shaped as a horizontal band (see
Figure [T1] for instance) whereby the processes of interest are
drawn as orange bars. As such sub-list is typically, but not in-
variably, much shorter than the total list, a second band is drawn
that covers the entire dataset. It works as a zoom-out view of
the interval thus providing some contextual information, e.g.
where it is located within the full list.

In Figure [T} we can observe the ranking visualization pro-
duced by the baseline AutoEncoder model for the anomalous
processes within the five datasets as well as the model’s nDCG
score for that particular dataset. Each subfigure (horizontal
band) represents a dataset that is identified on the left-hand
side, whereas the x-axis (in linear scale) indicates the posi-
tions at which the anomalies are ranked by the model. Note
that some datasets offer two different views, a global one and a
local one, at the top, the latter representing the zoom-in on the
interval covering all the attack-related processes. Among the
five datasets in the figure, the AE model performs at its best on
ProcessAll: It ranks all of the anomalies within the top 1200
processes out of the total of 272376. Here, the lowest anomaly
rank is 1138, while 4 processes are ranked within the top 10 and
14 within the top 100.

In a somewhat opposite vein, we illustrate below the very
basis for the rankings shown above, that is the support for the
anomaly scores. Recall that these boil down to reconstruction
errors in the respective AutoEncoder models. Thus, we show in
Figure [12]the model’s reconstruction of two normal data points
sampled from the ProcessAll dataset of the Pandex scenario
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Figure 10: nDCG scores of AE-APT versus compared algorithms using BSD, Windows, Linux and Android systems, with two attack scenarios.



oS Scenario ProcessAll
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Winning method
Pandex o et
5dir (Windows) - Highest nDCG
Winning method
Pandex Hl.ghe?,st nDCG
Trace (Linux) Winning method
Bovia Highest nDCG
Winning method
Pandex Highest nDCG 0.83
Clearscope (Android) Winning method AVEATAE
P Bovia Highest nDCG

Winning method

ProcessEvent ProcessExec  ProcessParent ProcessNetflow
0.75 0.82 0.66 0.52
LSTMAE AE ATAE VR-ARM
0.54 0.85 0.80 0.60
GRUAE AAE AAE VR-ARM

0.29 0.26 0.71

AAE RNNAE 0C3

0.48 0.39 0.50 0.34
GRUAE ATAE ATAE VR-ARM

0.74 0.46 0.24 0.54
ATAE ATAE 0C3 VR-ARM

0.69 0.51 0.45 0.42

LSTMAE ATAE ATAE ATAE

0.78 NA 0.67

ATAE NA 0C3

0.69 0.58 0.39 0.4

ATAE LSTMAE 0C3 0OC3

Table 4: Highest nDCG scores achieved and the corresponding algorithms on all available datasets. Red highlighted values represent the winner methods with their
best nDCG score, for each forensic configuration: OS X attack scenario X dataset.
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Figure 11: AE AutoEncoder rankings of anomalies on five datasets of the Trace
(Linux) system, scenario Pandex.

on Linux (recall they are organized into 13 X 23 grids). Each
point is represented by the 3 diagrams from a column in the
figure as follows (same conventions hold for Figures [13] [I3]
and [T6): The diagrams of the upper tier represent the origi-
nal data points x, those of the middle tier the corresponding
reconstruction by the model %, and the lower tier shows the
error err x — X. It is noteworthy that while the original
data points are binary vectors (x[i] € {0, 1}), their reconstruc-
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tions are vectors of continuous values (X[i] € [0, 1]), and so
are the errors (err[i] € [-1, 1]). Following the same visualiza-
tion pattern, Figure [I3] depicts the reconstruction of 2 anoma-
lous data points sampled from the same dataset. Overall, the
model seems to have performed as expected on both data point
pairs: In reconstructing normal data points, it does pretty well
as it generates small reconstruction errors. Here, they range
roughly in [-0.0001,0.0001]. On anomalous data points, our
model’s reconstruction is far less accurate, resulting in errors
ranging in [—1, 1]. We see this as an indication that the model
properly learned the essential regularities in normal data and
is, therefore, able to properly detect processes showing unusual
patterns.

Next, we focus on the performance of an enhanced AutoEn-
coder model, the adversarial one, AAE. As with the baseline
AE, we only look at the Pandex scenario on Linux. Recall that
while the loss functions for the data reconstructing network in
AAE, i.e. G, is different from the baseline case, the anomaly
score is assigned on the same basis. Again, it’s the reconstruc-
tion error: Each data point that passes through the model’s gen-
erator AutoEncoder and receives the difference x to G(x) as
anomaly score. Similar to the previous case, Figure [I4] shows
the rankings produced by AAE for the anomalous processes in
the Panex on Linux dataset suite. The model’s top performance
is on the ProcessAl1l dataset: All anomalies are ranked under
the top 1000 out of a total of 272376 processes (the lowest-
ranked one is at rank 988). Moreover, 5 anomalous processes
were ranked among the top 10 and 18 among the top 100.

Next, Figures [I3] and [I6] visualize the model’s reconstruc-
tion of data sampled from the top ProcessAl1l dataset (of nor-
mal and anomalous data points, respectively). The same pattern
as in the baseline case can be observed here: While normal data
generate few point-wise differences in the diagrams and they
remain all within a tight interval centered around 0, anomalies
generate much richer drawings with values reaching close to the
global limits (—1 and 1, respectively).



Normal data points vs. their reconstructions

Original data point

Reconstructed data point

Reconstruction error
-

-0.00010 ~0.00005 0.00000 0.00005 000010 —-0.00010

Original data point

Reconstructed data point

Reconstruction error
-

~0.00005

0.00000 0.00005

0.00010
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5. Conclusion

In this paper, we presented AE-APT, a novel OS-agnostic
method for detecting Advanced Persistent Threats (APTs), lever-
aging a variety of deep learning models. The proposed frame-
work employs multiple distinct architectures of AutoEncoders
to analyze and detect potential anomalies within provenance
traces. Specifically, we have implemented six separate types
of AutoEncoders, including dense, adversarial, recurrent, and

attention-based architectures.

The dense AutoEncoder focuses on learning a compact rep-
resentation of the data through fully connected neural networks,
which allows it to effectively capture the underlying structure of
normal system behavior. The adversarial AutoEncoder, on the
other hand, introduces a generative adversarial network (GAN)
approach to enhance the robustness of the anomaly detection
process by training the model to distinguish between normal
and anomalous data more accurately. The recurrent AutoEn-
coders leverage the strengths of recurrent neural networks (RNNs)
to handle the implicit relationship that might exist between sys-
tem activities. Lastly, the attention-based AutoEncoder incor-
porates an attention mechanism that enables the model to fo-
cus on the most critical parts of the data, thereby improving
its ability to identify subtle anomalies that might otherwise go

unnoticed.

To validate the effectiveness of AE-APT, we conducted ex-
tensive evaluations using a suite of datasets produced as part
of the DARPA Transparent Computing program. This includes
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Figure 14: AAE Adversarial AutoEncoder rankings of anomalies on five
datasets of the Trace (Linux) system, scenario Pandex.
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several large and highly imbalanced datasets, each containing
realistic APT scenarios and covering four major operating sys-
tems: Windows, Linux, BSD, and Android. The datasets are
characterized by their complexity and the inclusion of various
forms of APT activities, making them an ideal test stand for
assessing the performance of our proposed model.

The results revealed that AE-APT achieves significantly higher

detection rates for APTs detection compared to six existing
methods. The framework’s ability to accurately detect and iso-
late APTs across different operating systems demonstrates its
versatility and robustness. One of the key strengths of AE-APT
is its use of the attention mechanism in transformers within the
AutoEncoder architecture, which proved particularly effective
in enhancing anomaly detection performance. This mechanism
allows the model to dynamically weigh the importance of dif-
ferent features, thereby improving its sensitivity to anomalous
patterns. In addition to its high detection rates, AE-APT of-
fers advanced visualization mechanisms for anomalies. These
visualization tools are designed to foster explainability and in-
terpretability, which are crucial for practical cybersecurity ap-
plications. By providing clear and understandable represen-
tations of detected anomalies, AE-APT enables cybersecurity
professionals to better understand the nature and potential im-
pact of detected threats, facilitating more informed decision-
making and response strategies. Our findings also underscore
the potential of attention mechanisms and transformer models
in the field of anomaly detection and cybersecurity. The success
of AE-APT in detecting APTs across diverse and challenging
datasets highlights the value of these advanced deep learning
techniques in addressing complex cybersecurity threats. The
attention-based approach, in particular, shows promise for fur-
ther research and development, offering a powerful tool for en-
hancing the capabilities of anomaly detection systems.

In conclusion, AE-APT represents a significant advance-
ment in the detection of APTs. By leveraging a diverse set of
deep learning models and incorporating innovative techniques
such as the attention mechanism, our framework provides a ro-
bust, flexible, and highly effective solution for identifying and
hopefully mitigating APTs across multiple operating systems.
The encouraging results obtained from our evaluations demon-
strate the potential of AE-APT to improve cybersecurity de-
fenses and protect systems from the evolving threat landscape.

6. Future Work

Our future work will focus on refining AE-APT and ex-

panding its capabilities to handle more complex and varied threat

scenarios. Key areas of development include model refinement
and expansion: We envisage to fine-tune the proposed archi-
tectures and explore new deep learning models to enhance de-
tection accuracy and robustness. We would also investigate
the benefits of feedback integration along the detection pro-
cess. Inspired by game theory, we plan to incorporate expert
feedback into the model to improve its ranking performance
during the classification and increase its capacity to adapt to
new and evolving threats. Independently, we will study an on-
line learning-based anomaly detection mode that should further

enable real-time analysis and immediate response to ongoing
APTs, significantly enhancing the framework’s practical util-
ity. We also aim at enhancing our tool’s explainability and in-
terpretability by developing additional visualization tools that
foster more effective interface between Al and human experts.

AE-APT, albeit highly effective, might be subject —as any
deep learning model- to some limitations due to dataset speci-
ficity and the ensuing overfitting risks. To overcome specificity
risks, we aim at expanding and diversifying the training datasets
with diffusion models and data augmentation techniques. To
prevent overfitting, cross-validation, regularization techniques,
and ensemble methods are recommended. Alternatively, do-
main knowledge about cyber-threats might be infused into the
neural models [62].
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