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Abstract

Federated learning enables the training of machine learning models on distributed
data without compromising user privacy, as data remains on personal devices and
only model updates, such as gradients, are shared with a central coordinator. How-
ever, recent research has shown that the central entity can perfectly reconstruct
private data from shared model updates by maliciously initializing the model’s
parameters. In this paper, we propose QBI, a novel bias initialization method that
significantly enhances reconstruction capabilities. This is accomplished by directly
solving for bias values yielding sparse activation patterns. Further, we propose
PAIRS, an algorithm that builds on QBI. PAIRS can be deployed when a separate
dataset from the target domain is available to further increase the percentage of
data that can be fully recovered. Measured by the percentage of samples that can be
perfectly reconstructed from batches of various sizes, our approach achieves signif-
icant improvements over previous methods with gains of up to 50% on ImageNet
and up to 60% on the IMDB sentiment analysis text dataset. Furthermore, we estab-
lish theoretical limits for attacks leveraging stochastic gradient sparsity, providing
a foundation for understanding the fundamental constraints of these attacks. We
empirically assess these limits using synthetic datasets. Finally, we propose and
evaluate AGGP, a defensive framework designed to prevent gradient sparsity at-
tacks, contributing to the development of more secure and private federated learning
systems. Source code is available at: https://github.com/mvnowak/QBI

1 Introduction

The proliferation of mobile devices and the Internet of Things has led to an unprecedented amount of
data being generated at the edge of the network [1]. This data, often in the form of user-generated
content, sensor readings, or other types of user interactions, holds immense value for training machine
learning (ML) models [2]]. Due to the sensitive and often private nature of this data, traditional ML
approaches that rely on centralized data collection and processing are often inadequate from a legal or
ethical perspective [3]]. Furthermore, regulations such as data sovereignty laws and cross-border data
transfer restrictions (e.g., GDPR, CCPA) can hinder the movement of data between jurisdictions [4} |5]].

Federated learning (FL) was proposed as a solution to these challenges [6]. It enables the collaborative
training of ML models while preventing the need for users’ data to leave their devices — each device
computes model updates locally, which are then sent to a central entity for aggregation into a shared
model. FL, in theory, should preserve users’ privacy and adhere to data transfer restrictions, as the
computed gradient updates should not expose any user data.

However, a large body of prior work has demonstrated that the FL protocol is vulnerable to multiple
forms of data reconstruction attacks, which can be roughly classified into two major categories.
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Passive gradient leakage attacks In this scenario, the attacker is assumed to have no control
over the model’s architecture, its parameters, or the specific FL protocol that is being used. The
gradients created through a standard FL protocol could either be obtained by an honest but curious
central entity, or an external actor via a man-in-the-middle (MITM) attack. A long line of work has
demonstrated, that simply by obtaining these gradients, an attacker could learn about properties of
the data [[7, 18], data membership [8], and even partially reconstruct user data [9-11]].

Malicious model modifications The second major threat model assumes a malicious central entity,
that has the ability to modify the model’s architecture or parameters in an attempt to break the user’s
privacy. A broad range of research has outlined a multitude of possible active attacks, that often
leverage induced gradient sparsity [12} 9} [13]] or sample disaggregation [14,[15] to recover user data.

Each of these approaches strikes a different balance between computational overhead, quality of the
reconstructed data, client-side detectability and the requirement for knowledge about the user data,
including certain features and their distributions.

Efficient perfect user data reconstruction with bias tuning In this work, we propose a novel
method of maliciously initializing a model, by only modifying the bias values of a fully connected
layer, while leaving the weights completely randomly initialized. This reduces client-side detectability
in parameter space compared to methods that either maliciously train the full model to compromise
privacy [16] or introduce a shift in the magnitude of all weight values [[12]]. Additionally our method
removes the need for experimentally determined hyperparameters [[12] or handpicked target features
or classes [[17]]. We provide two variants of our approach: Quantile-Based Bias Initialization (QBI),
which directly determines the optimal bias with near-zero computational cost, and Pattern-Aware
Iterative Random Search (PAIRS) which builds on QBI, but further enhances reconstruction success
by incorporating auxiliary data and incurring marginally higher computational overhead. Additionally,
we derive boundaries for the expected success of attacks leveraging stochastic gradient sparsity, which
enables us to identify the inherent constraints of such attacks. Using the findings described in this
paper, we propose a novel defensive framework — AGGP — aimed at preventing gradient sparsity
attacks, contributing to the development of more secure and private FL systems.

Contributions

» We establish theoretical limits for attacks leveraging stochastic gradient sparsity and empiri-
cally assess these limits using synthetic datasets.

* We propose a novel, compute efficient method of maliciously initializing fully-connected
layers in a server-side attack on the FL protocol, which achieves state-of-the-art results in
the domain of perfect user data reconstruction.

* We provide two variants of our approach: QBI which can be deployed with near-zero
computational cost, and PAIRS which can be used to achieve increased performance if
auxiliary data and increased compute is available. We release an open-source implementation
of our method at https://github.com/mvnowak/QBI, including dedicated scripts to
reproduce all results reported in this paper.

* We extensively evaluate both QBI and PAIRS and find that we achieve improvements above
the previous state-of-the-art in perfect rectonstruction with gains of up to 50% on ImageNet
and up to 60% on the IMDB sentiment analysis text dataset.

* We propose and evaluate AGGP, a novel and compute efficient defensive framework that
prevents data leakage from both active and passive attacks that leverage gradient sparsity in
fully connected layers.

2 Background

Federated learning FL is a decentralized approach to machine learning that enables multiple
parties to collaboratively train a shared model on their local data without sharing the data itself. Each
client has a local dataset and computes an update to the model parameters based on their local data.
The update is typically computed as the gradient of the local loss function with respect to the model
parameters. The local updates are then aggregated to update the global model parameters. One
common aggregation method is federated averaging, which computes the weighted average of the
local updates. This process is repeated over multiple rounds to train the global model [6]].
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Gradient sparsity attacks As demonstrated by Geiping et al. [[18], it is feasible to extract a single
input from the gradients of a fully-connected layer, given that the layer is preceded only by fully
connected layers, has a bias b, uses the ReL U activation function, and the gradient of the loss with
respect to the layer’s output contains at least one non-zero entry (see Proposition D.1 in Geiping
et al. [18] for a full proof). If this layer is placed at the beginning of the network, this corresponds to
reconstructing the original input data point . As shown in Section 5.1 of Boenisch et al. [[12]], for any
non-zero output y;, the gradient of the corresponding weight row directly contains the input scaled by
the gradient of the loss with respect to the bias. In practice, gradients are typically computed as the
average over an entire batch of samples. Since a single neuron is often activated by multiple samples,
the gradients of its weight row contain the average of multiple input data points, effectively obscuring
them and preventing individual extraction. To extract an input sample z, there has to exist a neuron
n; such that L(x); > 0 and L(z'); < 0 for all 2’ # x, where L(z); denotes the activation of the i-th
neuron for sample z. Since the samples that are to be extracted are unknown, initializing a layer
to achieve this specific activation pattern is challenging. Therefore, the goal of stochastic gradient
sparsity attacks is to increase the probability that a neuron is activated only by a single sample, while
producing a variety of neurons with diverse activation patterns, to capture as much data from the
target domain as possible.

Adaptability to CNN-based architectures Boenisch et al. [12] extend the gradient sparsity attack
to Convolutional Neural Networks (CNNs), where one or more convolutional layers precede the first
linear layer. By utilizing zero-padding, a stride of one, and maliciously initialized filters, convolutional
layers can effectively be transformed into identity functions, which perfectly transmit the inputs
deeper into the network, allowing them to be extracted once they pass through a fully connected layer.
For a detailed description, including visualizations, see Appendix B of Boenisch et al. [[12].

3 Related Work

In FL, a common threat model is the passive gradient leakage scenario, where a malicious entity
obtains a set of gradients to recover the original data points. Previous research has demonstrated
that these gradients can be used to infer data properties [7, 8] or data membership [8]. Several
optimization-based attacks have been proposed [[19} [11} 20], which optimize a batch of random noise
to generate gradients similar to those observed and thereby achieve partial reconstruction of user data.
Although applicable to various architectures, these methods often require significant computational
resources and are unable to achieve perfect reconstructions. The second threat model involves a
malicious server (MS) that can manipulate the model’s architecture or parameters to compromise user
privacy. Research in this area has identified various active attacks, which exploit induced gradient
sparsity [12, 9, [13] or sample disaggregation techniques [14} [15] to recover user data. The SEER
framework [14]] is a notable example of an MS that avoids client-side detectability in gradient space
by disaggregating samples in an embedding space that is unknown by the client. Although it achieves
a high percentage of well-reconstructed images, it does so at a high computational cost (14 GPU days
to train on an A100 with 80GB) and falls short of perfectly reconstructing data.

We mainly build on the work of Boenisch et al. [[12] that introduced the concept of trap weights, a
computationally efficient way to initialize a model to induce gradient sparsity. By adding a slight
negative shift to the weight values, their approach achieves perfect reconstruction on multiple datasets.
However, their method relies on an experimentally determined scaling factor. In contrast, we automate
the model’s initialization process and achieve substantially higher rates of perfect reconstruction.

4 Method: Adversarial Bias Tuning

Intuition of bias tuning Given a linear layer L of shape N x M, that uses the ReLU activation
function, and a batch X of B samples x4, --- ,xp, the objective is that for every x there exists
one and only one neuron n; such that L(x); > 0 and L(2’); < 0 for all «’ # z, where L(x);
denotes the activation of the i-th neuron for sample . This ensures that neuron n; allows for perfect
reconstruction of = from the gradients of its weight row, while producing zero gradients for all other
samples. Therefore, for every neuron n; the desired probability to activate for any sample in the batch
is 1/B. We take the model’s weights and our approximated normalized features to be independently



and identically distributed (i.i.d.) random variables sampled from a normal distribution:
(V,Z) ~ N(0, Ins) ()
1

Using this assumption, the probability of a single neuron, with corresponding weight row w; and bias
b;, activating for a sample 2; € RM can be expanded as:

P(L(z;) > 0) = P(w]l'z; + b; > 0) = P(winwi1 + ... + winTins + b; > 0) )
Now the left-hand side is a sum of i.i.d. random variables, each of which has characteristic function:
(1+62)" 3)
In turn, the characteristic function of the entire sum is:
(14 2it)~M/2 = (1 — 2it/2)~M/2 . (1 4 24t /2)~M/? 4)
This immediately identifies it as distributed like:
P(w]z;+b;>0)=P(Q1/2—Q2/2 < by) )

where 1 and @), are independent and both of the chi-square distribution with M degrees of freedom.
Note that the variance of each addend is V' (w;;x;;) = 1 (derived by evaluating the second derivative
of Equation (3) at 0). We can drop the assumption that our features are normally-distributed and
instead assume that the data has been normalized, as we do in our experiments. Even with this change,
the variance of each addend still evaluates to 1 as we maintain the assumption that the weights are
independently- and normally-distributed. This enables us to apply the Central Limit Theorem to the
original sum in Equation (2)). As a sum of i.i.d. random variables with existing second moments, we
can make a statement about convergence in distribution:

d bi
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where @ is the cumulative distribution function of a standard normal distribution. Meaning we can
solve for the asymptotically optimal bias b, by using the inverse cdf or quantile function:
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It can be helpful to conceptualize the relationship between this linear layer and a set of samples
as a bipartite random graph. The nodes of one partition class are neurons from the neuron set
N ={ny,...,n,}, and those in the other partition are from the sample set X = {z;,...,z5}. A
vertex (n;, ;) € N x X is said to exist if n; is activated by z;. If the malicious actor wants to
reconstruct a sample x;, that sample needs to have a neighbor n; with degree §(n;) = 1.

Extraction metrics We closely follow the extraction metrics proposed by Boenisch et al. [12].

Given a linear layer with IV output neurons and a batch X of B samples x1, - - -,z g, we define the
following metrics:

1. Active neurons (A): This metric represents the percentage of neurons in layer L that activate
for at least one of the B samples. Formally, let N4 be the number of neurons n; that satisfy
the condition that there exists at least one input z in X such that L(x); > 0, where L(z);
denotes the activation of the ¢-th neuron in L for sample x. For the neuron conceptualized
as a graph node, this condition is equivalent to 6(n;) > 1. The active neurons metric A is
therefore defined as the ratio of N 4 to the total number of neurons IV:
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2. Extraction-Precision (P): This metric measures the percentage of neurons that allow for
the extraction of individual data points. Specifically, let N,, be the number of neurons n; in
layer L with unique activations, i.e. those that satisfy the following condition: L(x); > 0 for
one input z in X, and L(z"); < 0 for all other inputs =’ # z. This condition is equivalent
to d(n;) = 1, which effectively counts neuron nodes that are leaves of their graphs. The
extraction-precision P is defined as the following ratio:
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3. Extraction-Recall (R): The extraction-recall measures the percentage of input data points
that can be perfectly reconstructed from any gradient row. Let B be the number of data
points that can be extracted with an [5-error of zero, then R is denoted as:

By

R = B (10)
Notably, R is the most significant metric, as neither A nor P can be used in isolation to meaningfully
assess the effectiveness of an attack. A high A value could lead to overlapping activations that
prevent individual extraction, while a high P value could be observed in a scenario where all neurons
activated for the same sample. If the true probability of a neuron activating is 1/B, we can derive
the explicit probabilities p 4.5 and p,,. g for a neuron to be counted as a success in the context of the
A and P metrics, respectively. Since the success of one neuron does not influence the remaining
neurons, the entire batch follows a binomial distribution: N4 ~ B(N,pa.g) and N,, ~ B(N, p,.5).
Consequently, the expected activation share A and the expected extraction-precision P are:

B—-1.B B—-1,B-1
pA;B = ]E[AB] =1- (7) and pu;B = E[PB] = (7) (1])
B B
For growing batch sizes, these converge to:
1 1
lim E[Ap]=1—-=632% and lim E[Pg]= - =~ 36.8% (12)
B—oo e B—o0 e

From a graph theory perspective, R - B = By denotes the size of the largest neuron subset V C N,
such that the subgraph induced by the union of V" and all neighbors of vertices in V' forms a perfect
matching. However in contrast to the previous metrics, the expected extraction recall R exhibits
a crucial difference. Our assumptions state that existence of a particular edge (representing the
activation of a neuron by a data point) is independent of the existence of any other edges. Due to this,
and because neurons do not have edges in common with one another, the event of inclusion of any
neuron in the count for N4 and IV, is also independent of the inclusion of any other neuron therein.
This allows us to assert the success probabilities (see Equation (TT))) and that N4 and V,, will both
follow a binomial distribution. This binomial approach breaks down for R, however. We can and will
still derive the non-zero probability (see Equation (I3))) for one specific data point to be included in
the count (for N4 and N,, we were counting neurons, for By we count data points). This value will
depend on the size of both partition classes of the graph, not just the one being counted. Namely, the
expected share of data points that the malicious actor can perfectly reconstruct is:

1 /B—1\*"\"
pR;B;N = E[R] =1- (1 — E (B) ) (13)

See Appendix for a more detailed explanation. To check that this does not yield the exact
distribution of R and that the binomial approach is no longer relevant, consider a graph with more
data points than neurons, i.e. B > N. Itis clear that P(R = 100%) = 0 # (pr.s.n )", since there
are not enough neurons to cover each data point. As Equation (I3]) assumes the optimal scenario,
only obtainable with per-neuron activation probabilities of 1/B and truly normally distributed data, it
provides an upper limit for the expected success of stochastic gradient sparsity attacks on real-world
data, which will yield lower expected results, the further the data deviates from being normally
distributed. In Appendix [A.3] we assess these boundaries by evaluating the extraction success on
synthetic truly random datasets.

Quantile-based Bias Initialization (QBI) QBI maliciously initializes a linear layer L before
sending it to a client k targeted for extraction. The weight values w of L are initialized from a
standard normal distribution. Given a batch size B used on the client side and the number of input
features M/, QBI determines the bias value b* using Equation (7), which approximately leads to an
activation probability of 1/B for each neuron in L. Even though the true distribution of features on
the user side is unknown and the features are neither independent nor truly normally-distributed, our
approximation is effective in practice.



Algorithm 1 Pattern-Aware Iterative Random Search (PAIRS)

1: Input: Linear layer L of shape M x NN, Number of retries T
2: K Batches X1, -+, Xk of size B < [N/K]

3: Initialize: L.bias < ¢~ 1(%) - VM > Fill bias values using quantile function
4: for all X, do
5 Initialize: Fp < 0 > Frozen data points
6: for neuronn = (k — 1)Bto kB — 1do
7: fort =1to7 do > Random resets for this neuron
8: A L(Xk)n > Get activations via forward pass for neuron n
9: I+ {i| A[{] > 0} > Get indices of active samples
10: s « I[0]
11: if |I| #1V s € Fp then > Check if sample is not isolated, or already covered
12: LW; ~N > Randomly re-initialize weight row i
13: continue
14: end if
15: Fp < FpU{s} > Mark sample as frozen
16: end for
17: end for
18: end for

Pattern-Aware Iterative Random Search (PAIRS) We propose the PAIRS algorithm that further
adapts the malicious QBI linear layer to the target domain when auxiliary data is available. By
acknowledging that real-world data, such as images, rarely exhibits the assumed i.i.d. properties,
PAIRS iteratively searches the weight space to better capture the underlying patterns. The procedure,
outlined in Algorithm |1} begins by performing a forward pass with a batch of auxiliary data. It
then identifies and re-initializes the weight rows of neurons that are either overactive or underactive,
as well as those that exhibit redundant activation patterns. Through this process, PAIRS builds
neuron-sample pairs, iteratively searching the weight space until all samples are covered or a fixed
number of iterations is reached. Specifically, with an output shape of N and a batch size of B, PAIRS
uses N/ B batches of B samples for groups of B neurons each. By randomly re-initializing weight
values, PAIRS avoids detectability in weight space while increasing the percentage of data that can
be perfectly reconstructed, surpassing the performance of plain QBL

5 Defence: Activation-based Greedy Gradient Pruning

To counter attacks that exploit gradient sparsity in fully connected layers, we propose Activation-
based Greedy Gradient Pruning (AGGP). This is a novel approach that detects and mitigates both
passive and active data leakage. Unlike previous works that suggest skipping entire training rounds
when potential data leakage is detected [14], we adopt a more targeted strategy by selectively pruning
gradients of suspect neurons, scaled by their activation pattern. We account for the fact that even
benign networks may occasionally leak data points, and that skipping entire updates could withhold
valuable training information.

A forward hook is registered at a potentially vulnerable linear layer L. The hook records and caches
activation counts, i.e., the number of samples in the batch that lead to a positive activation in a
particular neuron. As outlined in Algorithm 2] after the loss and gradients have been calculated,
AGGTP iterates over all neurons in L. We take a,, to be the number of samples that activate a specific
neuron n. Take c to be an arbitrary cut-off sample count. Neurons that did not activate (i.e., with
an, = 0) or those that activated for more than ¢ samples (i.e., with a,, > c) are skipped. For all other

neurons with 0 < a,, < ¢, the percentage pyccp,» Of gradient values to retain is calculated as:

an —1)* - (pu —pi
Pkeep,n = ( (C)— 2()2 ) + (14)
where p; and p,, represent the lower and upper bound for the percentage of gradient values that are
retained for ¢ = 1 and a = ¢ — 1 respectively. In our experiments on the ImageNet dataset, we set
¢ =16, p; = 0.01 and p,, = 0.95. See Appendix [B.4|for a detailed explanation of how we arrived
at these hyperparameters. For higher a,, values pj.cep,, increases as the overlapping samples lead




Algorithm 2 Activation-based Greedy Gradient Pruning (AGGP)

1: Input: Linear layer L of shape M x N, Batch X of size B, cut-off threshold ¢, lower and upper
pruning bounds p; and p,,

2: A+ L(X)>0 > Store layer activations during forward pass
3: loss = --

4: G + loss.backward() > Compute gradients
5: for all neuron n in L do

6: ap, — vail I(A,; > 0) > Number of samples that activate neuron n
7: ifa, =0V a, > cthen > Neurons with no activation or > cut-off are skipped
8: continue

9: end if )
10: Pheep < % + > Determine percentage of gradient values to retain
11: k< |Preep - N| > Number of elements to fully prune
12: s < argsort(|Gy|) > Get sorted indices of absolute gradient values of n-th weight row
13: I+« s[: k] > Retrieve indices of lowest & and random 75% of top N — k values
14: I < I Us[k :][randperm(N — k)[: [0.75 - (N — k) ]]]
15: Gu[I] <0 > Zero out gradients
16: end for

to more diffuse representations, where individual samples are increasingly obscured. AGGP then
continues by sorting the gradients of the corresponding weight row by their absolute magnitude.
Among the top pyeep,n, percent of values, 25% are randomly selected to be retained, while all other
values are set to zero, to further obscure potentially connected features. This effectively prevents
the perfect reconstruction of individual samples, while 25% of the gradient values corresponding to
the preep,n percent largest magnitudes are maintained, allowing the propagation of valuable training
information.

6 Experimental Evaluation

We closely follow the experimental setup of Boenisch et al. [12] for both image and text data, to
allow a direct comparison to be made. See Appendix [C.3|for further implementation details.

Image Data Extraction We evaluated our method on two benchmark vision datasets: Ima-
geNet [21] at a resolution of 224 x 224, and CIFAR-10 [22]] at a resolution of 32 x 32. As our method
requires normalized data, we used publically available normalization parameters for both datasets.
The model we used consisted of convolutional layers maliciously initialized to transfer the input
further into the network, followed by a linear layer initialized with either QBI or PAIRS. The rate
of perfectly reconstructed images R (see Equation (I0)) was evaluated using batch sizes of 20, 50,
100, and 200, and layer sizes of 200, 500, and 1000. Our results, presented in Tableﬂ], surpass those
reported by Boenisch et al. [12] using their trap weights approach. Our method yields consistent
improvements for both the CIFAR-10 and ImageNet datasets across various layer size and batch size
combinations. Notably, the most significant gains are observed on ImageNet with smaller batch sizes,
where our method achieves up to 50% higher reconstruction rates. Figure in Appendixpresents
an example batch of 20 images and the perfectly reconstructed subset of 16 images, obtained from a
layer size of 200. We also conducted experiments using unnormalized data, inserting either a batch
normalization layer or a layer normalization layer before the maliciously initialized linear layer. See

Appendix [B.2]and Table 6] for more details.

Text Data Extraction The IMDB sentiment analysis dataset [23]] was used to evaluate the extraction
of text data. Our model operates on 250-token sentences with an embedding dimension of 250, where
the embedded tokens are directly fed to a fully connected layer of size 1000. We re-trained the
bert-base-uncased tokenizer [24] on the IMDB dataset, resulting in a vocabulary size of 10, 000.
The extraction was evaluated on batch sizes of 20, 50, 100, and 200. The results, presented in Table@
are compared to those reported by Boenisch et al. [[12]]. Our approach performs similarly across
batch sizes 20 and 50, but achieves performance gains of 25% and 47% on batch sizes 100 and 200,
respectively.



Table 1: Comparing the percentage of perfectly reconstructed images (R, see Equation (13)) taken
from both the ImageNet and CIFAR-10 datasets, with the results reported in [[12] using their trap
weights, across various combinations of neuron counts /N and batch sizes B. The listed values
represent the mean across 10 random initializations, with each initialization evaluated on 10 random
batches. The error margins indicate the 95% confidence interval.

ImageNet CIFAR-10
(N, B) [12]  QOBI(Ours) PAIRS (Ours) [I2] QBI(Ours) PAIRS (Ours)

(200,20) 355 825+243 855+£125 695 757+185 771+1.19
(200,50) 304 520+146 56.0+t113 452 465+1.06 48.4+0.43
(200, 100) 240 29.0+092 34.6+0.67 269 284+060 31.5+0.73
(200,200) 113 151+062 195+0.60 9.60 158+0.49 18.6 £+ 0.32
(500,20) 490 93.6+£1.10 945+0.84 870 87.6+1.18 87.8+1.36
(500,50) 426 735+150 768+1.27 614 63.8+109 67.3+1.28
(500, 100) 358 49.0+1.09 558+0.87 422 451+0.74 48.1+0.80
(500,200) 199 292+049 359+035 177 2844043 32.6 £ 0.60
(1000,20) 595 96.6+0.78 96.7+0.66 915 91.3+140 91.8+1.49
(1000, 50) 51.6 843+0.59 86.6+0.67 724 743+£093 77.7+1.17
(1000, 100) 45.7 64.8+0.57 688=+1.00 556 572+£0.76 59.4+0.52
(1000,200) 28.8 427+0.72 494+3.00 256 392+049 42.6£0.60

Table 2: Comparing the percentage of perfectly reconstructed text samples R from the IMDB dataset
[23]], with the results reported in [[12], across various batch sizes B using a layer size of 1000. The
values represent the mean across 10 random initializations, with each initialization evaluated on 10
random batches. The error margins indicate the 95% confidence interval.

B Trap weights[12|]]  QOBI (Ours) PAIRS (Ours)

20 100.0 100 £0.00 99.9 +£0.20
50 96.2 98.9 +0.46 98.6 +043
100 65.4 90.5+0.33  90.8 +0.82
200 25.5 728 £0.64 733 £0.78

Secondary Metrics The advantage of our method can be explained by examining the secondary
metrics precision P and activation value A (see Equation (TI))). As established in Equation (12),
the theoretical optimum for these values lies at A = 1 — 1/e =~ 63.2% and P = 1/e =~ 36.8%.
Although these can only be achieved if the target data is truly normally distributed (see Table [5]in the
Appendix), values that lie closer to this optimum will lead to better reconstruction rates. Table[d]in
the Appendix compares the A and P values achieved using QBI and PAIRS to those obtained using
trap weights [12]] on image data. Specifically, on the ImageNet dataset, our A values range from
72% to 87%, whereas those reported in Boenisch et al. [12] show a stronger variance across batch
sizes, ranging from 9% to 89%. Similarly, our precision values range from 26% to 34% on ImageNet,
while those reported in [12]] vary from 23% to 94%.

AGGP We find that our proposed defense framework reduces the percentage of perfectly recon-
structable samples obtained via gradient sparsity in linear layers to zero. This occurs as any neuron
that meets the condition for perfect extraction (a,, = 1), triggers the pruning of 1 — 0.25 - p; percent
of gradient values of its corresponding weight row (see Equation (I4))). The effect of our defense
is best presented visually — the left-hand side of Figure[I] displays the data that is leaked passively
from the first 20 neurons of a benign network after a single training step with a batch of 20 samples
from the ImageNet dataset. The right-hand side depicts the impact of AGGP on the same scenario,
where gradients of neurons with low activation counts are aggressively pruned, while those with
high activation counts remain unaffected. Further visualizations of AGGP’s impact on a maliciously
initialized model, along with preliminary observations of its effect on training performance, are
provided in Appendix [A.5]
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Figure 1: Visualization of the passive data leakage of the first 20 neurons of a linear layer of size 200
(left) and the impact of AGGP (right). Sparsely activated neurons are aggressively pruned, while the
gradients of neurons with activation counts exceeding the cut-off threshold remain unaffected.

7 Discussion

Impact on secure aggregation and distributed differential privacy Secure aggregation (SA) [23]
and distributed differential privacy (DDP) [26] are proposed modifications to the traditional FL
protocol, designed to decrease the amount of trust users have to place in the central entity. SA
employs a multiparty computation protocol to perform decentralized gradient aggregation, while
in DDP users locally add a small amount of noise to their gradient updates. Boenisch et al. [27]
demonstrated that attacks leveraging gradient sparsity can undermine these protocols if the server is
able to introduce malicious nodes in the form of so-called sybil devices. Since their work uses the
previously described trap weights [12]], replacing the model initialization with our QBI or PAIRS
approach could significantly improve the performance of this attack vector.

Detectability Our method leaves all weight values completely randomly initialized, making it
virtually undetectable in weight space. However, it introduces a negative shift in the bias values,
which could potentially be detected by the client. Additionally, as our method relies on gradient
sparsity, it would be feasible to detect it in gradient space, e.g., by leveraging measures like the
disaggregation signal-to-noise ratio [[14].

Limitations Boenisch et al. [12] and our attack rely on the existence of a fully connected layer,
either at the beginning of the network or positioned such that preceding layers can be maliciously
initialized to perfectly transmit the input deeper into the network. Preceding layers that reduce
dimensionality, for example, through pooling operations, will diminish fidelity and thereby prevent
perfect data extraction. We conduct preliminary tests on the impact of AGGP on training performance
that indicate little-to-no adverse effects, however, a comprehensive evaluation across a wider range of
architectures, datasets, and pruning functions is needed to achieve generalizable insights.

8 Conclusion

In this work, we introduce a novel bias tuning method designed to enhance attacks targeting private
data reconstruction in federated learning systems. Our approach, encompassing the QBI and PAIRS
variants, outperforms comparable gradient sparsity methods across various datasets and batch sizes,
achieving superior rates of perfect user data reconstruction. By establishing theoretical limits for
stochastic gradient sparsity attacks, our work provides a crucial step towards a more comprehensive
understanding of the fundamental constraints imposed by the probabilistic nature of these attacks.
Additionally, we introduce AGGP as a defense mechanism against gradient sparsity attacks, effectively
mitigating data leakage in linear layers. While our attack method poses privacy risks, we believe that
by sharing the details of our approach, we can encourage systematic exploration of privacy safeguards
and enable practitioners to better assess and mitigate privacy risks in FL deployments, ultimately
promoting safer machine learning practices.
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A Additional Experimental Results

A.1 TImages

True user data

Figure 2: True user data (left), a batch of 20 images from the ImageNet dataset and reconstructed user

data (right), using a linear layer of size 200 that was maliciously initialized with our QBI approach.

Fully black images denote data points that could not be recovered. Despite the small layer size, in
this particular setting, our method achieves perfect reconstruction of around 82.5% of the original
data points, on average.

A.2 Activation values (A) and precision (P)

Table 3: Comparing A and P obtained on the IMDB text dataset, (see Equation (T1))) with the
results reported by Boenisch et al. [12]], across various batch sizes B using a layer size of 1000. The
corresponding R values measuring the extraction success are listed in Table 2} Results are averaged
over 10 random initializations, each evaluated on 10 random batches.

A P
B OBI  PAIRS OBI  PAIRS

20 519 587 59.2 61.0 333 33.6
50 776 57.1 57.0 37.6  32.6 325
100 91.0 55.1 555 19.2 31.8 315
200 97.8 534 538 0.07 30.6 30.7

Table 4: Comparing A and P (see Equation (1)) with the results reported by Boenisch et al. [12]],
across various batch sizes B and layer sizes N. The corresponding R values measuring the extraction
success are listed in Table[I] Results are averaged over 10 random initializations, each evaluated on
10 random batches.

ImageNet CIFAR-10

(N, B) [12] OBl PAIRS [12] OBI PAIRS [12] QBI PAIRS [12] OBI

PAIRS

(200,20) 0.09 756 726 948 314 339 454 557 562 67.0 31.2
(200,50) 38.1 80.8 762 763 251 297 662 539 57.1 494  26.7
(200,100) 653 846 790 50.0 214 278 846 546 57.6 28.0 249
(200,200) 88.6 865 80.6 233 188 263 954 54,6 56.6 124 227
(500,20) 0.09 758 7277 939 314 330 452 563 569 68.9 30.7
(500,50) 387 814 762 7677 262 302 653 548 56.7 50.5 26.2
(500,100) 646 846 786 508 21.6 277 845 557 579 29.0 244
(500,200) 89.2 &7.1 804 240 188 263 950 56.0 57.0 11.9 228
(1000,20) 102 755 734 942 314 33,1 441 555 57.0 70.3  30.2
(1000,50) 388 809 764 77.0 261 30.1 648 556 575 504 27.0
(1000, 100) 65.5 844 793 514 220 280 844 557 565 29.7 24.6
(1000,200) 89.2 873 815 238 188 260 951 56.0 582 12.0 23.0

31.6
294
28.7
27.6
32.7
30.3
29.0
27.8
322
30.1
28.5
27.5
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A.3 Synthetic Data

Table 5: Comparing the predicted values Apyeq, Ppred and R4, obtained via Equations @
and , t0 Aezp, Pegp and Ry, observed experimentally when using a synthetic, fully random
dataset. All numbers are averaged over 300 random initalizations, tested with 10 batches of random
data each. The experimental setup was idential to that when evaluating the extraction on the CIFAR-
10 dataset using QBI, replacing the image data with normal random noise of shape 3 x 32 x 32.

(N’ B) Apred Aexp Ppred Pezp Rpred Rezp

(200,20) 642 64.1 377 375 978 97.7
(200,50)  63.6 642 372 373 715 77.1
(200, 100)  63.4 63.0 370 367 523 52.1
(200, 200) 63.3 63.1 369 365 309 30.7
(500,200 642 642 3777 38.0 100 100
(500,50) 63.6 634 372 370 976 97.5
(500, 100) 63.4 63.3 370 368 843 83.9
(500, 200) 63.3 63.1 369 365 603 59.8
(1000, 20) 64.2 642 377 376 100 100
(1000, 50)  63.6 63.6 372 370 999 100
(1000, 100) 63.4 63.2 370 368 975 97.1
(1000, 200) 63.3 634 369 368 842 83.6

A.4 DataNorm vs. BatchNorm vs. LayerNorm

Table 6: Comparing extraction recall R on image data achieved using QBI in combination with
regular data normalization (DN), batch normalization (BN) and layer normalization (LN) across
ImageNet and CIFAR-10. The values represent the mean across 10 random initializations, with each
initialization evaluated on 10 random batches. Error margins indicating the 95% confidence interval
ranged from £0.2 to £1.57 and are omitted for readability. (*) For layer normalization, extraction
recall is defined as the percentage of samples that are isolated by a single neuron, see Appendix [B.2]
for further explanation.

ImageNet CIFAR-10
(N, B) DN BN LN* DN BN LN*

(200,20) 825 813 955 757 717 948
(200,50) 520 519 702 465 476 67.7
(200, 100) 29.0 325 442 284 289 39.1
(200,200) 15.1 18.7 242 158 16.1 21.7
(500,200 936 914 999 876 87.6 995
(500,50) 735 713 944 638 639 904
(500, 100) 49.0 500 75.0 45.1 448 70.2
(500,200) 292 326 493 284 28.0 44.0
(1000,20) 96.6 949 100 913 91.6 99.9
(1000,50) 843 814 99.6 743 745 98.8
(1000, 100) 64.8 634 924 572 562 89.5
(1000, 200) 427 441 724 392 387 66.8

13



A5 AGGP

Figure 3: Visualization of the active data leakage of the first 20 neurons of a linear layer of size 200
(left), that was maliciously initialized using QBI, and the impact of AGGP (right). The artificially
induced sparsity leads to aggressive gradient pruning across the entire layer.

We evaluated the impact of AGGP on a CNN-based architecture (see Table , which could, in theory,
be maliciously initialized by changing parameter values without modifying the architecture. Since
model performance is not a concern when the central entity is malicious or compromised, the impact
is assessed on a benign network. The model’s validation accuracy on the CIFAR-10 dataset was
evaluated across 10 random initializations, recorded across 25 epochs, using a batch size of 64. The
results of these preliminary experiments, presented in Figure[d] show no significant impact on training
performance.

Average accuracy across 10 runs

0.45 AGGP

—— Base

0.40 +

0.35

0.30

0.25 -

Accuracy

0.20 4

0.15 -

0.10

Epoch

Figure 4: Performance of a benign CNN-based image model (Table [7) on the CIFAR-10 dataset,
using a batch size of 64. Comparing the unmodified version (Base) to one protected using AGGP. The
experiment used the Adam optimizer [28] with a learning rate of 1e-5 and optimized the cross-entropy
loss. Results are averaged across 10 runs using different seeds. The shaded regions correspond to the
95% confidence interval.
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B Background

B.1 Extraction under batch normalization

When a normalization layer, such as a batch normalization layer, precedes the maliciously initialized
linear layer, the reconstruction process must be adapted accordingly. This section will specifically
focus on the BatchNormZaf_]layer as it is implemented in PyTorch. Batch normalization uses the
following equation to perform normalization:

y— 2Bl g (15)

\/Var[z] + €

where x is the input, v and /3 are learnable parameters with default values 1 and O respectively,
and e is a small constant added to the denominator for numerical stability, with default value 102,
The mean and standard-deviation are calculated per-dimension over the mini-batches. Additionally
BatchNorm2d keeps running estimates of its computed mean j and variance V', which are both
updated using a momentum of 0.1 using the following equation:

ZTnew = (1 — momentum) - & + momentum - x; (16)

where 2 is the estimated statistic and x; is the new observed value. As extraction is only done on

the initial training step after model initialization, /i and V will be set to their default values 0 and 1
respectively. Hence, the values that we obtain after the first training step are:

finew = MoOmentum - [i; a7
and .
View = (1 — momentum) + momentum - V; (18)
allowing us to simply rearrange the equations to solve for the batch statistics:

i = — e (19)
momentum

View — (1 — momentum)

‘A/t:

(20)
momentum

Since the learnable parameters v and /3 are intialized to 1 and O respectively, they have no effect

during the first training step and can be ignored. Finally, given the extracted sample y from the

gradients, normalization can be reversed to obtain the original sample x by rearranging equation

Equation (T3] as:
= fu+y\Vi+e @

B.2 Extraction under layer normalization

This section will specifically focus on the LayerNorWE] layer as it is implemented in PyTorch. Layer
normalization uses the same equation as batch normalization (see Equation (I3)) with the difference,
that the mean and standard-deviation are calculated over the last D dimensions of every sample,
where D is the dimension of the normalized_shape. In our case, normalized_shape is a 1-dimensional
vector representing the flattened input image. Since each sample is normalized with respect to its own
mean and standard deviation, perfect reconstruction, defined by an L2 loss of zero, is not possible,
as the central entity does not have knowledge of these per-sample normalization parameters which
are typically not shared or cached. However, normalization can be reversed by substituting with
commonly available normalization parameters of the target domain, as an approximation for the true
sample statistics. Figure[5]displays a mini-batch of true user data compared to the images that could
be reconstructed when the QBI-initialized linear layer was preceded by a LayerNorm layer, where
normalization was reversed using the publicly available ImageNet normalization parameters. It is
evident, that while the reversal of normalization with approximated parameters introduces a slight

"https://pytorch.org/docs/stable/generated/torch.nn. BatchNorm2d.html
“https://pytorch.org/docs/stable/generated/torch.nn.LayerNorm.html
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Figure 5: A mini-batch of true user data from the ImageNet dataset, compared to the images that
could be reconstructed when the QBI-initialized linear layer was preceded by a LayerNorm layer.
Normalization was reversed using the publicly available ImageNet normalization parameters. The
reversal of normalization with imperfect parameters introduces a slight shift to the images color and
brightness, however detail and structure are preserved, leading to a high structural similarity index
(SSIM), ranging from 0.82 to 0.96 for these samples.

shift to the images color and brightness, detail and structure are preserved. When a LayerNorm layer
precedes a linear layer that was maliciously initialized with QBI, reconstruction success, as measured
by samples that are isolated by a single neuron, is greatly increased, as per-sample normalization is
more effective at bringing input features closer to being normally distributed, compared to regular
data normalization or batch normalization.

B.3 Intuition of Equation (I3)

Equation (T3) estimates the expected percentage of reconstructed samples in the optimal case of
normally distributed features. To do this, we calculate the probability of a single sample being
successfully reconstructed, which is equal to the expected recall percentage. Let B be the number of
samples in our batch, and N be the number of neurons in our linear layer. Additionally, we assume
that we have achieved the optimal probability of activation of 1/B for every neuron-sample pair.
Given a single neuron n; and a single sample x, the probability that this neuron activates only for z

and not for all other samples z’ # x is
B-1
1 /B-1
- (—) ; (22)

B B

which we also refer to as the probability that n; isolates . The complement of this event is the
probability that the neuron does not isolate z:

1 /B-1\"""
1_§<_B) | 23)

Raising this result to the power of N yields the probability that all neurons do not isolate x. Finally,
the complement of this event is the probability that at least one neuron isolates x, which in turn results
in x being reconstructed. This leads to the final formula:

1 B-1\""\"
prigN = E[R] =1 - (1 -3 <T> ) 24
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B.4 AGGP Hyperparameters

Figure 6: Effect of averaging an increasing number of images n from the ImageNet dataset, on the
level of obfuscation.

To determine suitable hyperparameters for AGGP applied to ImageNet data, we investigated the level
of obfuscation achieved when multiple images are averaged together in a gradient row. Figure[f]
displays an example of this effect, where the average is computed over an increasing number of
images n. To quantify this effect more objectively, we conducted a systematic evaluation. We
randomly selected one image and averaged it with an increasing number of additional images (from
1 to 25), and then computed three commonly used metrics to quantify the similarity between the
original image and the averaged image: the Structural Similarity Index Measure (SSIM, [29])), L1
Distance, and Peak Signal-to-Noise Ratio (PSNR). By repeating this process 100 times and averaging
the metrics across all experiments, we obtained the results shown in Figure[7] The results clearly
show that PSNR and SSIM decrease sharply in the range [0, 15], while the L1 distance increases.
After that, the values appear to converge slowly with little to no movement, which is why we decided
to select 16 as our cut-off value c. As evident from Figure [6| and Figure [7] low activation counts
provide little obscurity, while higher activation counts require minimal pruning to obscure data, which
is why we set the bounds for pyeep to p; = 0.01 and p,, = 0.95.

0.7 —— 5s5IM —— PSNR
—1n rl4.5

0.6
r14.0

0.5 1

SSIM, L1
PSNR

0.4
r13.0

0.3 4

r12.5

0.2

r12.0

T T T T T T
0 5 10 15 20 25
Number of Averaged Images

Figure 7:

Figure 8: Average similarity metrics (SSIM, L1 Distance, PSNR) between an original image from
the ImageNet dataset and its average with 1 to 25 additional images, repeated 100 times. PSNR and
SSIM drop significantly up to N=15, while L1 Distance increases.

C Experiment details

All results that we report are averaged across 10 runs, each evaluated on 10 batches of unseen test
data. For each individual run, the weights are randomly initialized, and the train / test split is shuffled
randomly. In the case of malicious model initialization and data extraction, train images refer to those
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used by the PAIRS algorithm to tune the model’s parameters, while test images refer to those used to
evaluate the reconstruction percentage. For each (N,B) setting, the standard error across these 10 runs
is calculated, and multiplied by 1.96 to determine the 95% CI. For every batch, a single forward pass
is performed, and the metrics A, P and R (see Equations (T1)) and (I3)) are obtained. Since during
evaluation, we have access to the internals of the model, we don’t have to examine the gradients to
determine the data leakage. Rather we directly determine which samples will be leaked by observing
the activation patterns in the maliciously initialized layer during the forward pass. Furthermore this
direct access allows us to feed the input directly to our maliciously initialized layer, circumventing
compute heavy convolutional layers that were initialized as identity functions.

C.1 Datasets

We used three datasets to evaluate our method: The ImageNet-1k [21] validation set (6GB, 50k
images)[ﬂ the CIFAR-10 [22] datasetE] and the IMDB [23]] binary sentiment classification datasetﬂ
All these datasets can be used for non-commercial research purposes.

C.2 Compute Resources

All experiments were run on an RTX 2060 Super with 8GB VRAM. Data-extraction runs in near
real-time, scaling linearly with batch size and data dimensionality, as it is simply done in one step, by
dividing the weight gradients by the bias gradients. Time to maliciously initialize the model varied
across methods: QBI required less than 1 second in all settings, while PAIRS initialization times
ranged from 10 seconds for CIFAR-10 (N=200, B=20) to 12 minutes for ImageNet (N=1000, B=200).
For even larger layer sizes N, initialization time for PAIRS will scale linearly. Obtaining all results,
for both QBI and PAIRS, across all possible combinations of N and B and all three datasets, averaged
across 10 runs with random seeds for model intialization and train / test split, required approximately
8 hours of compute. Evaluation of AGGP’s impact on training performance across 20 runs (10 Base,
10 protected with AGGP) required about 2 hours of training time. Experiments evaluating QBI on
synthetic data (see Table[5) took about 1 hour, averaging over 300 random runs per (N, B) setting.

C.3 Image models

Table[/|outlines the implementation of the model used for image data extraction. As Boenisch et al.
[12] explain in their Appendix B, convolutional layers can be modified to pass the input to the next
layer, effectively acting as an identity function. This can be achieved through various methods.
Algorithm [3|provides a minimal working example using a 2D convolutional layer, suitable for RGB
images. To preserve the image shape, we employ a kernel size of 3, padding of 1, and stride of
1. Since we have three channels to transmit, we initialize three filters, each acting as the identity
function for its respective channel. This is achieved by setting the weight values of the i-th filter to
zero and then setting the center value of its weight matrix for the ¢-th channel to one. Additionally,
randomly initialized filters could be added to obscure the modifications made to the model.

Algorithm 3 Conv2D Identity Initialization Example

1: num_channels < 3
conv2d < CONV2D(in = 3,out =3,k =3,s=1,p=1)
: for ¢ < 0 to num_channels do
conv2d.weight.datali, :,:,:] < 0
conv2d.weight.datali,i,1,1] < 1
end for

AN AN

3https://image-net.org/challenges/LSVRC/2012
*https://www.cs.toronto.edu/ kriz/cifar.html
>https://ai.stanford.edu/ amaas/data/sentiment
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Table 7: Architecture of models used in the experiments on image data. f: number of filters, k: kernel
size, s: stride, p: padding act: activation function, n: number of neurons. The size of the second to
last layer was varied across experiments.

CNN Architecture

Conv(f=128, k=(3, 3), s=1, p=1)
Conv(f=256, k=(3, 3), s=1, p=1)
Conv(f=3, k=(3, 3), s=1, p=1)
Flatten
<Optional> BatchNorm / LayerNorm
Dense(n=1000, act=ReL.U)
Dense(n=#classes, act=None)

Table 8: Architecture of models used in the experiments on the IMDB dataset. feat: vocabulary size,
dim: embedding size, act: activation function, n: number of neurons.

IMDB-Model Architecture

Embedding(feat=10_000, dim=250)
<Optional> BatchNorm / LayerNorm
Dense(n=1000, act=ReL.U)
Dense(n=1, act=None)
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