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Abstract

Quantum state discrimination is an important problem in many information processing tasks. In this
work we are concerned with finding its best possible sample complexity when the states are preprocessed
by a quantum channel that is required to be locally differentially private. To that end we provide
achievability and converse bounds for different settings. This includes symmetric state discrimination in
various regimes and the asymmetric case. On the way, we also prove new sample complexity bounds for
the general unconstrained setting. An important tool in this endeavor are new entropy inequalities that
we believe to be of independent interest.

1 Introduction

Hypothesis testing is a fundamental primitive in information theory. The most basic setting is that of state
discrimination where we are given a quantum state that is either in the state p or in the state o. The goal
is to identify which of these is the case. The corresponding error probability, assuming symmetric priority
of the types of errors, is given by

pe(p,0,p) = p = pEi=p (p°"[|0®"), (1.1)

where E. (p||lo) := Tr(p — yo)+ is the Hockey Stick divergence between the states p and o. The chance of
identifying the state correctly can be improved by considering the availability of n copies of the state which
allows to measure them jointly. At this point several figures of merit can become useful. If one simply
aims to minimize the probability of error in the asymptotic limit then the corresponding error exponent is
famously given by the Chernoff exponent [4} [5].

A different approach is to instead minimize the number of samples needed to achieve a certain error
probability. This is called the sample complexity of the discrimination problem and is defined as

ng(p,0,p,0) := inf{n | pe(p®", 0", p) < 5} (1.2)
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Here, the subscript ‘B’ stands for the Bayesian setting. For simplicity, we will sometimes fix p = 0.5 and
0 = 0.1 and then drop them from the notation. It is a folklore result that the sample complexity in the
setting with equal priors is given by [13| [§]

ng (p,0) =© <m> : (1.3)

where F(p, o) is the quantum fidelity. A related problem concerned with an intermediate setting is that
of sequential hypothesis testing [28] 20]. In this work, we consider the sample complexity when the state
in question is affected by a noisy channel before we receive it. Explicitly, we are considering the class of
e-locally differentially private quantum channels, denoted LDP,, which is defined by [10]

LDP, = {A| E.(A(p)|A(0) =0 Vp,a}. (1.4)
That is, we are interested in the sample complexity

W (.00, 8) = 0k (Alp), A(), ), (15)
namely the smallest possible sample size given that the states are subject to locally differetially private
noise. In the classical case such problems have received a fair amount of attention recently [11] 18 @, [1]. In
the case of equal priors, p = 0.5, the classical equivalent of our particular problem was investigated in [2].
There, lower and upper bounds on differentially private sample complexity were given. In this work, we
build on these results to investigate local differential privacy in the sample complexity of quantum state
discrimination. The main result of our work can be summarized by the following inequalities. For equal
priors, we find,

<1 1)log25 16 € cr1\? 2logh
max{2(e *1log c s > o8 (1.6)

,— <ng.(p,0,05,0.1) < .
<e—n@@w>%@nwva@wv} Be = (55) Bl

These mirror mostly the classical result in [2] Lemma 2], up to some differences in the e-dependent constants
that we will discuss later. The sample complexity with arbitrary priors was recently investigated in [24] [8].
We extend the discussion of local differential privacy to this setting and find,

mna 3 e +1plogp™t 9 1 <t ( p) < ec+1 2210gp_1—|—210g4
X\ = — o,p, —
16 ¢c— 1S, (pllo)’ 16 e—<(ef — NE2(pllo) f = "B\ TP g) = e 1 E1(pllo)?
(1.7)

It should be noted that the optimal bounds on the sample complexity necessarily depend on the relationship
between ¢ and p. This is why we choose § = %, which gives the most interesting region. For a detailed
discussion we refer to [24] and the later sections. In particular, we recover the interesting observation that
the best known lower bound is given by a different divergence depending on the value of €. Note that this
“phase-transition” is known to persist in the exact behaviour of binary classical probability distributions [23].

The main challenge in deriving the above result lies in the need of several new entropic inequalities that
we believe should also be of independent interest. To that end we use the recently established framework of f-
divergences defined via integral representations from [I7]. In particular, these divergences behave well when
we consider their contraction coefficients which allows us to prove new bounds for several such coefficients
under local differential privacy.

Lastly, the above established bounds along with the equivalence [24] Corollary 4.8] allow us to obtain
bounds on sample complexity for asymmetric hypothesis testing as follows: if the type-I error a and type-II
error 3 are at most 1/8, then

1 ef+1\% 1
< n} yo,a, ) < , 1.8
e~ DE(po ) ~ e (7722 F) (6—0 Er(plo)? (18)




where ‘<’ means an inequality up to a universal constant and we refer the readers to Section [4.3] for more
precise definitions of nfg . (p, 0, @, B).

Note: During the coﬁpletion of this work we became aware of the related work [22] that also considers
hypothesis testing under differential privacy constraints.

2 Preliminaries

2.1 Notations

We denote by Sy the set of d-dimensional quantum states, and by L4 that of d x d arbitrary matrices. We
will also adopt standard notations from quantum information theory: for a quantum system A, |A| denotes
the dimension of its associated Hilbert space, S4 the set of its quantum states, and L4 = L|4). Given a
self-adjoint matrix H, we denote by {H > 0} the projection onto the sum of eigensubspaces corresponding
to the non-negative eigenvalues of H, and write Hy := H{H > 0}. Similarly, for two states p,c € Sa,
{p >0} :={p—0 >0} We use the natural logarithm log throughout this paper. We use I for the identity
matrix.

2.2 Divergences and distance measures

The classical Renyi divergence is defined as,

log (1+ (& = ) Ha(P[Q)) = —— log(Te(P* Q')

a—1 o —

Do (P||Q) =
where,

Ho(P|@) = —(Tx(P°Q" ) 1) (21)
is the Hellinger divergence. An important special case which we will consider here is the case a = 1/2. Then
Hy (P,Q) =2(1-Tr P%Q%) = Tr [(\/ﬁ — /Q)?] corresponds to (twice) the squared Hellinger distance
between P and Q.

In the quantum setting, we have several different definitions of Rényi divergences. Recently, a family of
Rényi divergences was introduced based on the following integral representation [I7]: for o > 0 with « # 1,

1
a—1

Da(pllr) = ——10g 1+ (o~ ) Hapll0)). (2.2
with
Halplo)=a [~ ("B, (olo) + 5~ B (o) ), (23)

where E. (p||o) := Tr(p—~0)4+ denotes the quantum Hockey-Stick divergence. Note that more generally, [17]
defines a family of quantum f-divergences,

Dstollo) = [ (£ OB plle) +27F" (B (ol) ), (2.4
which gives the Hellinger divergence for f(z) = ””::11. Two alternative definitions of Rényi divergences are
the Petz Rényi divergence [25],

— 1
D.(p|lo) := p— log Tr (p*o' %), for o € (0,1) U (1, 2], (2.5)



and the sandwiched Rényi divergence [211 [30],

Dao(pllo) = i 1 log Tr ((Ulg_aapalg_aa)a) , for o € [%, 1) U (1, 00). (2.6)

We define the corresponding Hellinger divergences Hy (p||o) and H,(p||o) analog to Equation (Z2).
We recall that the fidelity is given by the §—sandvv1ched Rényi divergence via D 1 (pllo) = —2log F(p,0),
where F(p,0) := |[|\/py/c||1 denotes the fidelity between the quantum states p and o, and dp(p,0) :=
1 — F(p,0) is their so-called Bures distance. In the following, we will also make use of the max-relative

entropy Doo(pllo) := log|lo™2po~ % || s, Where we assume that o is invertible for simplicity. Note that all
the Rényi divergences defined above are different in general, but they coincide when p and ¢ commute and
correspond to two probability distributions P and ). We also recall that for all of them the limit o — 1 leads
to the standard Umegaki relative entropy D1 (pl|o) = D(p||o) := Tr [p(log p — log o)|. The Jensen-Shannon
divergence is defined as

Sp(pllo) = pD(pllpp + (1 = p)o) + (1 = p)D(allpp + (1 = p)o). (2.7)
Finally we remark that the aforementioned f-divergences from [I7] also include the relative entropy for
f(x) = zlogz and the Jensen-Shannon divergence for f(x) = pxlog(x) + (1 — p + px)log((1 — p + px)~1).
3 Sample complexity of hypothesis testing

Given any two states p, o € Sy, the optimal sample complexity for the task of hypothesis testing between p
and o, namely the number of copies needed to distinguish p from o, satisfies [§]

(.0 (s ) = © (ﬁ> (3.1)

It is a well-known fact that the sample complexity of hypothesis testing between two distributions satisfies

nMR®=®< ﬂ}@> (3.2)

(see [6] for the lower bound, and [7] for the upper bound). To recover this classical asymptotic relation from
(B.I), we need to relate Hi(p[lo) to the quantum fidelity.

Lemma 3.1. For any two states p,o € Sy,

Hyi(pllo) < Er(pllo) < v/1—F(p,0)* < \/Hi(plo) (3.3)

Proof. The first inequality follows from D 1(plle) < Di(pllo) and the second from E, < Ey. This is
essentially also the argument in the proof of [17, Corollary 5.6]. The third inequality is the usual Fuchs-van-
de-Graaf inequality [I3]. The final inequality follows from the first. O

1—F(p,0’)§

l\3|’—‘

Hence, we can argue from these bounds that also in the quantum setting we can at least partially express
SC in terms of Hy (pl|o). Note that the following fidelity based bounds are similar to results recently provided

in [§]. We provide a full proof for completeness.

Proposition 3.2. For § < p < % and any two states p and o with Hy (pllo) < 1, we have

(1—p) 1 (1—p)
1ng(1 g) < §log§(1_§)

<n
Hy(pllo) ~ —logF(p,0) ~

N

& (p,o,p,0) < (3.4)



Specifically, for p = % and § < i, we have

sloggs _ ploggs log(35)

< <nj(p,0,0.5,0) <
Hy(pllo) = TlogF(p.o) = " 705

Proof. We first show the upper bound. By Equation (LT} and Lemma B3]

0 =p=pEis(p"0®")
1_p n n
<p—p (1 - oo >)

= (1=p) (1= EL(p®"[0®™))
<@ =p)F (p*"o"")
=1 =p)F (pllo)",

where the first inequality is from [16, Lemma II.4]. We obtain

—log F(p,0) = 1= F(p,0)

log(l52) _ log(152)

ng (p,0,p,0) <

where the last inequality follows from log(l + z) < z for all z > —1.
Next, we show the lower bound. By [16, Lemma II.3], we have,

B,(pllo) < 5 T2~ E (o, .

Following the idea in [6l Theorem 4.7] and using Lemma B} we then have

F(p,0)" = F (p®",0%")

—log F(p,0) =~ 1—F(p,0)’

IN
=
Y
—
| _
=
S~—
| —
| =
|
7N
N
|
>
"
LN

This gives,

1—p)
3 log §§17§>

"= Tlog Flp,o)’

Finally, we bound this in terms of H} (pllo),

1—
3 log ?EPQ
- 1Og F(pa U)

1 (1—p)
3 log g(l—g)

>
- H; (pllo)
log {1— —5

(1—p)
3 log g(l—g)

~ Hi(pllo) ’

ng (p,0,0.5,0) >

1 1 1 2
o) [4 (2 p+pEis (p ) ]

(3.12)

(3.13)

(3.14)

(3.15)

(3.16)

(3.17)

(3.18)

(3.19)

(3.20)

where the last inequality follows from log(1 — z) > —2u, for all 0 < z < 1 provided that Hy (pllo) <1. O



As was pointed out in [24], the general lower and upper bounds provided in this way don’t match in all
parameters. In particular, the bounds in Equation (84 are tight when § depends quadratic on p, specifically

0 < %. The counterpoint is set by linear dependence, here 6 = &, for which we derive new bounds below.
These are quantum generalizations of [24, Theorem 2.1].

Theorem 3.3. For 6 =% and p € (0, 1],
3 plogp~! P 2

32 log 2
=7 7=3n (pa o,p, ~ ) = N7 7\
16 MNho(pllo) = 1635, (pl]) 1) = Xl

(3.21)

log 2

where A\ = W

Proof. The first inequality follows from Corollary [3.9] the second is Proposition and the upper bound is
Proposition O

The individual technical contributions will be proven in the following section. There we also include more
general relationships between p and . Note that the upper bound uses the Petz Hellinger divergence, while
the lower bound usues the Hellinger divergence defined in [I7]. The precise relation between the two remains
an open problem, although there are examples in [17] for which H,(pl|lc) < H.(p||o).

3.1 Proof of Theorem [3.3

We start with the following observation, giving two properties of the Jensen-Shannon divergence.
Lemma 3.4. The following two properties hold.
1. We have,

38,(plo) = 10 : A), (3.22)
where T4 = p|0)(0| ® p+ (1 —p)|1)(1| ® 0.
2. The Jensen-Shannon divergence is subadditive, i.e.

3S,(p%" [0®") < n IS, (o). (3.23)

Proof. We start by proving the first claim. We note,
1(© : A) = D(teallte ® Ta) = pD(pllTa) + (1 = p)D(o|7a) = ISy (pl|o), (3.24)

where 74 = Tre o4 = pp+(1—p)o. To prove the second claim, set 7¢ 4n = p|0){0]®p®"+(1—p)|1){1|@c®™.
Then, using the first claim, we have,

JSp(p®"|e®™) = 1(© : A™) (3.25)

= H(A") — H(A"|©) (3.26)

<nH(A) - H(A"©) (3.27)

=nH(A) = pH(p®") = (1 = p)H(0*") (3.28)

=nH(A) - an( ) —n(l—p)H(o) (3.29)

=nl(©: A) =nJS,(p|o), (3.30)

where the inequality is subadditivity of the entropy. This completes the proof. o

With this, we can give a lower bound on the sample complexity.



Proposition 3.5. For p € (0, 3] and p; < p(1 —~), we have

pylog 72 + py?

TL* on'vpapl_'}’ Z 3.31
B (poppll =) 2 T (331)
and in particular for v = %,
—1
x 13) > 3 plogp” 3.32
"B (”"”“4 = 16 3S,(pllo)” (8:32)
Proof. We begin by noting,
1(6 5 A™) = 38, (p™"|0®") < n IS, (pllo), (3.33)
which follows from Lemma [3.4l This implies
H(O|A™) > H(©) +nJS,(pllo) (3.34)
= h(p) —nJSy(pllo). (3.35)
Then by Fano’s inequality,
h(pe) = h(p) —nJS,(pllo). (3.36)
Now, fixing p € (0, 3] and p; < p(1 — ) and following the exact same argument as [24], we get
1-p 2.2
pylog == +p™y
n> P . (3.37)
ISp(pllo)
Further, specializing the above to v = %, one finds
3 plogp~!
— 3.38
1635, (pl[0) (3.38)
This concludes the proof. O

For the next result, we give an upper bound on the sample complexity in terms of the Petz Hellinger
divergence.

Proposition 3.6. We have,

log (p*~*(1 —p)A/5)'

ni(p,o,p,0) < — 3.39
bl ) AH1-x(pllo) (3:39)

And if we fix § = § and A = 21{)‘;%, then we have

P 2
ng (p, o, P, —) < —. 3.40
777 3) < XE A (olo) (340)
Proof. We have, compare [I7, Corollary 3.5],

By (pllo) > 1— ' *Qulpllo). (3.41)



Thus we can bound, using A =1 — s,

pe(p®", 0" p) =p = pEizp (p°"]0®") (3.42)
A

<p—-p (1 - (%) QlA(P®n||U®n)> (3.43)

=p" M1 = p)*Qi-x(pllo)" (3.44)

=p" ML= p)*1 = AHi_x(pllo))" (3.45)

<pt L= pe Al (3.46)

x

in the final inequality. This implies that we get pZ(p, p®™,o®") < ¢, if

_ log (p' (1 = p)*/9)

where we used 1 —x < e~

_ . 3.47
T A Glo) 240
Hence,
log (p' (1 —p)*/9)
ni(p,o,p,0) < = 3.48
B0 = S lo) (49
log (p~(1 — p)*/(1 —
_log(p (1= p)*/(1 7)) (3.49)
AH1_x(pllo)
Al 1) —log (1 —
_ Alog (p7") —log (1 —7) (3.50)
AH1_x(pllo)
where we fixed § = p(1 — ) for the equality. Finally, fix A = leogg;,l and v = 2, then
. p, _ AMog(p~') —log(1—+)
n yO, Dy S = 3.51
ble.op.7) A1 (p]lo) 351
1log?2 —log 1
_ plog2-—logy (3.52)
AH1-x(pllo)
2
<= (3.53)
AH1-x(pllo)
This completes the proof. O

In [24] several bounds on the sample complexity of hypothesis testing are proven. In that work, an
important role is taken by their [24] Lemma 7.4], which essentially states,

JSa(pllg) < 32e?°5) Hy _\ (pl|qg), (3.54)

for « € (0, 3] and X € (0, 3].
We now proof the following lemma that is much tighter and also holds for quantum states.

Lemma 3.7. For any o € (0,1) and X € (0,1),

M1 —a) A
ISa(pllo) < m Hi-x(pllo), (3.55)
Proof. We want to prove something of the form of
Dy(pllo) < eAD, (pllo). (3.56)



Using the integral representation of the f-divergences, this holds if

() <edg”(v), Vv €0,00]. (3.57)

For the Jensen-Shannon divergence JS,, we have

17 _ O‘(l - O‘)
a(x) - {E(l —oz—l—a:z:)’ (358)
and for the Hellinger divergence Hi_,
)= 1Nz L (3.59)
Hence, we need to find a ¢ such that
a(l—a) -A-1
————<cA1-A 3.60
x(l—a—i—ax)_c( o (360)
1—
@H <c(l—a+ax)z™ =:c- hz). (3.61)
We are now left with finding the minimum of
1-a
h(z) = e 3.62
(¢) = = + oz (3.62)

This function diverges to +oo for z € {0, 00} and has a unique minimum in between. To find the minimum,
we check

1—a a
Setting h'(zo) = 0 gives,
1—
A—2 = (1-Na (3.64)
To
Al -«
Putting this back into Equation (8.61)), we have
h(zo) = (1 — a + axg)ag (3.66)
M1 —a), (A1 =)\
( OH_a(l—)\)a)((l—)\)a (3.67)
(1=a\ (A1l -a) -
-(=5) () (569
Hence we can choose any ¢ such that
a(l —a) 1—a) [A1l-a) -
< 3.69
/\(1—/\)_0(1—/\>((1—/\)a (3:69)
a (A1l -a) A
A (R S—— < 3.70
< A((l—/\)a> = (8.70)
This gives the claimed statement. O



This might look quite different from the previous result, but we can rewrite it as

M1 —a)

A
m) e)\IOg(E)Hl_)\(pHO'). (371)

384 (pll) <

For the special case considered in [24], we can simplify this as follows.

Corollary 3.8. For any o € (0,1) and X € (0, %],

JSalpllo) < a(l — a) MBS Hy_y\ (p]|o) (3.72)
< ae* 8@ H_y(p|lo) (3.73)

<ﬁ>A = (1 i/12/2>k =1 (3.74)

O

Proof. This follows simply from

Hence we are improving on the previous result by at least a factor 32. Finally, we can apply this to the
special case considered in the second half of |24, Lemma 7.4].

Corollary 3.9. For any o € (0,4] and A = 211?)11 , we have

JSa(pllo) < av/2Hy_x(pl|o) (3.75)
Proof. Note,
L 1252 log (%)
Mos(@) = e2lesa T = /2, (3.76)
O
.. . _ log2
This implies for A = 210gg T

2 4\/§alogé
hﬁi@%ﬂg{ﬁﬁﬁamaw (3.77)

which can be compared to the previous result [24],

[ 2 w<[ 256 alog < w (3.78)
AMHi-x(pllg) | ~ |log2 JSa(pllg) |” '

and hence we got an improvement of 32v/2.

4 Locally differentially private hypothesis testing

This paper aims at finding tight bounds on the sample complexity of optimal hypothesis tests subject to local
privacy guarantees [12] [19]. Loosely speaking, a random mechanism (e.g. an algorithm or communication
protocol) is said to be locally differentially private (LDP) if its output does not vary significantly with
arbitrary perturbation of the input. LDP was initially introduced in the classical setting for the scenario
where a database is compiled from numerous clients, each insisting on individual privacy assurances. In this
scenario, each client employs an algorithm A to obfuscate their input to the database. The primary objective

10



is not to create similarities between neighboring states, but rather to conceal the broader information being
transmitted.

In the present article, we focus on the task of LDP hypothesis testing. There, identical copies of a state
w € {p,0} are given and we need to discriminate between the hypotheses w = p and w = 0. However, as
opposed to the nonprivate setting, we are restricted in the set of positive operator-valued measures (POVM)
which we can use in order to complete the task:

Definition 4.1 (e-locally differentially private channel [16]). Given € > 0, a quantum channel A: Lo — Lp
is called e-locally differentially private if for all states p,o € S4,

Ee<(A(p)Alo)) = 0.
We denote by LDP (A, B) the set of e-locally differentially private quantum channels from A to B.
Then, given two states p,o € Sy and € > 0, their optimal sample complexity for e-LDP hypothesis testing
is defined as

mhp.op0) = in  m(A(p) A()). (4.1)

Here, we often will not specify the output system to the locally differentially private algorithms A as it won’t
play an important role in our derivations. Again we will throw away the dependence of p and ¢ if they are
some fixed constants. From (B4, we directly get that

N -1

) = () 2
The above expression is somewhat unsatisfactory due to the presence of an optimization over all LDP
mechanisms. Ideally, we would like to derive tight upper and lower bounds for the nj . which do not depend
on such optimization.

In the classical setting, fundamental limits of statistical problems under LDP have been successfully char-
acterized using information-theoretic concepts. Arguably one of the most fundamental notions in (quantum)
information theory revolves around data processing. Under the influence of a quantum channel, numerous
relevant quantities exhibit monotonic behavior. This characteristic allows us to attribute operational sig-
nificance to these quantities concerning distinguishability, consequently facilitating their utility in assessing
physical properties. For instance, the data processing inequality states that, for any two states p,o € S4 and
any quantum channel N : L4 — Lg, D(N(p)||N (o)) < D(p||o). Intuitively, and in view of the operational
interpretation of the relative entropy as a measure of distinguishability between p and o, it becomes clear
that applying a quantum channel to the state never simplifies the discrimination task, thus leading to a
reduction in the relative entropy. The above contraction is so fundamental to information theory that it is
often taken as a requirement for any metric on quantum states to be called an information measure. Data
processing can further be quantified through the use of so-called contraction coefficients, defined as

) i s PVOINGE)

p,0€8A D(pHU)
pFo

(4.3)

See also [14] [15] [I7] for additional properties and discussions. The study of classical statistical problems
under local privacy through the use of contraction coefficients was initiated in [9] [I0], where it was shown
that nf (P, Q) = ©(e 2| P — Qllrv), where [|[P—Q|tv == 2 3", .+ |P(z) — Q(z)| denotes the total variation
between distributions P and @ over the alphabet X'. More recently, the following lower and upper bounds
were derived in [2] Lemma 2]:

e+1\° log(2.5) 2 N
max { (ef — 1) SH% (P.Q) e (e — 12 [P -Gy <ng.(P,Q,0.5,0.1) (4.4)
< <e6 + 1>2 21og(5) (4.5)

e —1) [|P=Qllav "

11



In the next sections, we aim at extending the above upper and lower bounds in to the framework of quantum
states. All omitted proofs can be found in the appendix.

4.1 Symmetric hypothesis testing with uniform prior

We begin with the symmetric setting, generalizing results from [2] to the quantum setting.

4.1.1 Achieving LDP optimal sample complexity
Our first main result is the following achievability bound for LDP hypothesis testing:

Theorem 4.2 (Achievability of LDP hypothesis testing). For any two states p,o € Sy,

2
ec+1 2logh
nk ,o) < . 4.6

B,e(p ) (€€ _ 1) E1(p||0)2 ( )

Proof. We resort to Lemma [3.]] and observe that,
Eu(pllo)? < 1- F(p,0)? < 2(1 - F(p,0). (47)

It remains to show that there exists an LDP algorithm A : £4 — Lp achieving the scaling for optimal sample
complexity. Inspired by the use of classical binary algorithm in [2], we introduce the following channel for
k€ [0,1]:
B(:) =[0)(0[(+Tr({p 2 o} ) + (1 — ) Tr({p < o} -))
DAL= 0) Te({p = 0} )+ R Te({p < 0} -)) .
We can easily verify that

Eu(B(p)|B(0) = 5 T |B(p) — B(o)

LK TH({p > 0} (p — o)) + (1 = 8) Tr({p < 0} (p — o))

4510 =K Tr{p > 0} o~ o) + £ Tx({p < 0} (p — )|
26 — D) E(pl|o).

e

Tre- Therefore,

We now choose k :=

E/(B(p)[B(0) = |1 ~1)Ei(pll0)

1+ec
e —1
= E .
11 1(pllo)
Combining with (1), we get
1
sup 1= F(A(p)|A(0)) 25 sup  Ei(A(p)]lA(2))”
A€ELDP,(A,B) A€ELDP.(A,B)
2
1 [ef—1
> = E 2,
>3 (557) Blo)
Combining with the upper bound in Proposition B.2] the result follows. O
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4.1.2 Optimality of LDP sample complexity

Next, we aim at finding a lower bound for n}. In fact, we derive two different ones.

Converse, Part I For our first lower bound, we make use of contraction coefficients for the trace distance
and the relative entropy: given a quantum channel N : L4 — Lp,

) =y W=
p,0ESA ”p - 0”1
p#o
= sup By (N(V)[IN (D)),
vld

where the second equality was shown in [26] with an optimization over orthogonal pure states. We start by
proving a couple of Lemmas that generalize their classical analogues given in [2]. The first one, whose proof
we defer to Appendix [AJ] uses the tools from [I7, Section 5.1].

Lemma 4.3. For any two states p,o € Sa,

(e3D=(rllo) _ 1) (ezP=(cllr) _1)2
%(p”U) ( eDoo(plle) — 1 + eDoc(allp) — 1 El(p”U) (48)

This essentially follows the proof of [I7, Proposition 5.2] but gives, by always choosing the tightest known

bound, a slightly better result than [I7, Corollary 5.5]. Next, we give a bound on the maximum output trace
distance of LDP channels. See Appendix [A.2] for a proof:

Lemma 4.4. We have,

e (e —1)2
sup sup By (A(p)[A(0) < S (4.9)
A€LDP. p,c€Sa ec—e
We are now ready to prove the main result of this section (see Appendix [A3]for details).
Proposition 4.5. For any quantum channel A € LDP,,
e —1
nre(A) < ( ), (4.10)

(ec+1)

r
the proof a lot, but unfortunately only gives the weaker bound ijl > Ze;} VY.

Now the proposition implies directly that

Alternatively we could have used the previously known bound [16] 1, (A) < 1—e™ ¢, which would simplify

nr(A) < nme(A) < VT (4.11)
which then implies
sup  Hi (A(p)[|A(0)) < /TcHy(pllo). (4.12)

A€LDP,
Note that, in the classical setting, [2] proves the stronger
np(A) < Yo, (4.13)

for operator convex f. There they start with (modulo notation)

(Al ACL"))?, (4.14)

, 1
L (A) < sup Hy (AC[) | ACL) - $H)

where nkr1,(A) stands for the contraction coefficient for the Kullback—Leibler divergence. Proving a quantum
version of this bound remains an interesting open problem. Applying the above results to the problem of
sample complexity, we get the following result.

13



Theorem 4.6 (Converse I of LDP hypothesis testing). For any two states p,o € S4,

sup Hl( p)A(0)) < VYeHy(pllo) (4.15)
A€LD
and hence,
€+1)log2.5
« S (e ' '
ng.(p,0) = e~ D3 (o]l0) (4.16)
Proof. This follows directly from Equation ([TIT]). O

Converse, Part II This proof is based on the x2? divergence for which we have the following equivalent
definitions [17],

X*(pllo) = Ha(pllo)
_o / (B (pllo) + v 2E, (o]lp))dy
1

_ /OOO Tr{(p — 0)(0 + 51)" (p — o) (o + 1) 1] ds.

The next Lemma is proved in Appendix [A-4] and is the core technical ingredient of this section.

Lemma 4.7. For an arbitrary quantum channel N and two input states p,o € Sy,
X’ WV(p) N (0) < 2E1(pllo)? max x* (N ()| (@)

Note that this improves also the known classical result by a factor 2. Now, similar to the classical case,
we have

max YW (P)|N(@) < max  x*(r]|6), (4.17)

' Eoe (]6)=0
Ecc(0|l7)=0

motivating the need for the following observation.

Lemma 4.8. We have

€_1 2
max 1(7])0) = e ¢ (e ) ,
ec —e €
Eee(7]|0)=0
E.c(0||7)=0

and hence,

Proof. We start with the first statement for the trace distance. Define the measurement {11, II_ =111, }
and the probabilities {p = TrII 7,1 — p} and {¢ = TrII1 0,1 — ¢}. It is known that this measurement
achieves the trace distance and hence F;(7]|0) = E1(pllq), where the right hand side is the classical binary
total variation distance. Furthermore, we have E,(pllq) < E,(7||f). Putting everything together we get,

max  Ei(r6) = max  Eu(pla). (4.18)
Ece(7]|0)=0 Be<(p]l9)=0
Ecc(0|l7)=0 Ece(qllp)=0

It has therefore taken the same expression as in the classical case for which the solution was derived in [2]
Equation (45)]. The second statement for f-divergences follows from the reverse Pinsker inequality proven
in [I7, Proposition 5.2]. O

14



As a special case for f(z) = 22 — 1, we have

max X2 (7]|0) < e (e — 1), (4.19)
B« (r]|6)=0
Eee (0]|7)=0
which matches exactly the classical case. In summary, we have shown

W W (p) V(o) < 267 (e = 1)* Eu(p]lo)*.

Theorem 4.9 (Converse II of LDP hypothesis testing). For any two states p,o € Sa,

(1 - 26)2
(e~ D2 Er(pllo)?
L6 1
= e (e — 12 Ei(pllo)?

ng.. (p,0,0.5,6) >

ng..(p,0,0.5,0.1)
Proof. Consider the error probability of symmetric hypothesis testing,

1
pe(p;0,0.5) = (1 = Ei(pll0)).
After rewriting that, we can continue with

21— 2p.(p,7,0.5))? = 2E1(pl|o)? < D(pllo) < x*(pll),

where the first inequality is Pinsker’s inequality and the second is from [27]. Applying this to n copies and
using additivity of the relative entropy we get,

2(1 — 2p.(A(p)®™, A(0)®™,0.5))?

< P (AP)|AW))
< 20 (pllo)? max > (A()]| A(®))

)

< 2mEy (plo)%e (e — 1)%,

where the second inequality is Lemma L7 and the third Equation (ZI9]). Choosing the error probability as
0.1, this is gives

from which the claim follows. O
Note that this is a factor 8 better than the classical result in [2]: A factor 2 because of the improvement

in Lemma 7 and a factor 4 because of a suboptimal use of Pinskers inequality in [2] Lemma 2].

4.2 Symmetric hypothesis testing with arbitrary prior
Lower bound with differential privacy.

Theorem 4.10. We have, for any p € (0,1) and § = &,

3ef+1plogp™ _ 3v2e+1  log?2
x 5) > — > 4.20
"h.e(0:0P:0) 2 T T T (0] © 16 o — 1 N (p]0) (420)
9 1
ng,e(pv vavé) > — (421)



Proof. The proofs follow similarly to the p = % case discussed before. The first is simply by the upper bound
on the trace distance contraction coefficient given in Proposition The second, follows from

pe(p®", 0" p) =p — pEizp (0" [0®"), (4.22)
which implies,
1 2
2 (1= (AR A" 5) ) = 2B (A" A)*") (123
< 2E7(A(p)®" || A(0)®™). (4.24)

Following the proof of Theorem 4.9 this leads to

1—Lpz(A(p)®", A(0)®", p))? 1—15)2

et N ) .
e=“(ec = 1)Ef(pllo) e=(ec = 1) Ei(pllo)

The result then follows by choosing § < . O

As an alternative to Proposition B.6] the following sample complexity upper bound was shown in []
Theorem 7],

p’(l—p)'~*
g (4.26)

. log
inf ——2——.
s€(0,1] —log Qs (pllo)

ng(p,0,p,0) <

We can use this to give the following LDP bound.
Theorem 4.11. We have,

e +1\2 2log st
ny (p,o,p,0) < , 4.27
B,e(p p ) (€€ — 1) El(p”U)Q ( )
€ 2 —1
N 1_9)< e“+1\ 2logp™ +2log4 498
nB,e (pa o, D, 4) = (€€ 1 El(p||0')2 ( . )
Proof. Let s* = argmin,¢g ) Q1-s(pllo) and Quin(pllo) = minge,1] Qs(pl|o). then,
1=s(1_p)s 1-s* (g )s* 1—s* 1 _ )s*
ng(p,0,p,9) < inf log pi (5 - < log * = (5 - < logp7 (5 - (4.29)
BT T s€(0,]] _long—s(p”U) B _IOngin(PHU) - 1= Qmin(p”o')
Now, from [3], we have
Quin(pllo) < Q1(pllo) < F(p, ). (4.30)
Together with,
1 1
1= Flp.0) > 3 (1~ F(p,0)?) = 3 Ea(pll0)’. (431)
this results in
1—s* s*
210g p (61—17)
ng(p,o,p,0) < 4.32
B( ) El (pHO_)Q ( )
Following the proof of Theorem 4.2] we have
e —1
sup - E1(A(p)Alo)) = ——=Ei(pllo), (4.33)
A€LDP, ec+1
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leading to

e+ 1 210g7(1 p)
ng(p,o,p,0) < ( - ) (4.34)
ec—1 Er(pl|o)?
The first result then follows from p'—*" (1- p)s* < 1. The second by specializing to 6 = . O

Using instead the bound in Proposition[3.6] alternative bounds on the sample complexity can be obtained
by relating the fidelity to the Hellinger divergence.

Lemma 4.12. For any « € [0,1] and any two states p, o, setting 8 = min{a, 1 — a},

1= F(p.o)* _ 1- (1= Ei(pl0)>)”
g B g
Proof. By symmetry, we can assume that « € [1/2,1] without loss of generality. The proof follows by an

interpolation argument: we consider the function f : S — C on the strip S = {z € C|Re(2) € [0, 5]} defined
as

Ha(pllo) >

F(2) = Tr(p*o" ).
We have that |f (1 +dt)] <1 for all t € R and
1 . 24t Lt
f §+zt = ‘Tr(p2 o? )‘ < F(p,0).
Therefore, by Hadamard three-lines theorem, we directly get that

fla) < F(p,0)*0 7).

Therefore,
-«
= 1 oy o L= F(p,0)*'=) 11— (1-—Ei(p]o)*)
_ _ (e% « > >
Halpllr) = 7 (1= T 0! =) 2 0 > e
where the last inequality follows from Fuchs-van-de-Graaf’s inequality, see Lemma [3.1] O

As a result, we can derive the following bound on the private sample complexity.

Corollary 4.13. For A = 512 and 8 = min{\,1 — A}, we have

2logp
Blog (p' A (1 —p)*/9)

A (1 (1= (=) E1<p||o>2)ﬂ> |

5282+ and S = min{\,1 — A},

ng . (p,0,p,0) <

Proof. By Proposition B.6l we have, for A =

2logp
log (p'=2(1 —p)*/o log (p'=*(1 — p)*/s
AHy-x(pllo) /\(1 — (1 - Ei(p]0)?)")
Following once again the proof of Theorem [£.2] we have

ef—1
sup_ E1(A(p)A(0)) = == Ei(po) (4.36)

A€ELDP e +1
the result follows. O
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4.3 Asymmetric hypothesis testing

In the previous sections, we studied the sample complexity for the symmetric hypothesis testing (which is
also called the Bayesian hypothesis testing), where the prior probabilities for the hypotheses are provided
and fixed. In the following, we discuss the relation to the asymmetric hypothesis testing (which is also called
the prior-free hypothesis testing), where the aim is to balance the so-called type-I and type-II errors without
knowing priors.

For the asymmetric setting, we denote npp(p, o, a, 5) as the smallest integer n such that there exists a
test 0 < T, < I satisfying

Tr (0% (1 = Tp)) <a, Tr(0®'T,) < 8. (4.37)

Similar to the definition for the symmetric setting, (I.2]), we use the subscript ‘PF’ to designate the sample
complexity to the asymmetric setting.

Ref. [24, Corollary 4.8] show that the sample complexities for both settings are equivalent up to a
multiplicative constant in the classical scenario. Here, we argue that the statement naturally extends to the
quantum scenario:

Theorem 4.14. Let o € (0,1/2] and 6 < a/4. Then n§(p,0,a,d) < npr(p,o, %, ﬁ), where “<” means
equality up to a universal constant.

Similarly, let o, 5 € (0,1/8] satisfying < a. Then npp(p,o,a, B) < nk(p, o, aLiB’ Oj"—&)

Below we explain why the ideas in [24] holds for the quantum scenario (Theorem [.14)). First, [24) Claim
4.6] shows that both the complexities can be related. By definitions given in (2] and {@37), such an
assertion of the relation holds regardless of the classical or quantum scenario. Hence, the following hold:

. B 2ap . . p af
- I < < - .
nB<p707a+ﬁ7a+B>—nPF(paaaaaﬂ)—nB<p707a+65a+ﬁ)5 OZ,BE(O,I), (438)
and
np aé <nf (p,0,a,8) < ng aiL a,6 € (0,1) (4.39)
PF | Ps 7(1,1—0( > npp,0,q, >N | P 72(172(1—04) ’ ’ s+ ) .

Second, the upper and lower bounds in the above inequalities can reversed by a multiplicative factor as
claimed by [24, Proposition 4.7]. This can be done by resorting to a useful classical argument (see also [24],
Fact 4.9]):

Lemma 4.15 (Repetition to boost success probability). Let p be a quantum state. Consider a test0 < T, < T
satisfying Tr (p®"(I — Ty,)) < « for a < 1/4. Then, there exists a modified test 0 < T, < I defined by the
majority of r-rounds of independent tests via T, such that the boosted procedure is at most o' < «, i.e.,

Tr (p2"" (I = Tyy)) < o (4.40)

25 log(1/a’)
Tog(1/a)

Since majority vote is a classical post-processing, thereby classical concentration such as Bennet’s in-
equality [24] Fact A.1], [29, Theorem 2.9.2]. Using Lemma [T [24) Proposition 4.7] straightforwardly
extends to the quantum scenario: For a1, as € (0,1/2], 61 € (0,1 /4), and d2 € (0, a2/4),

n5(p, 0,01, 01) max log(1/61) log(1/61)
ng(p, o, az, 62) =0 < {1’ log(az/d2)  log(1/d2) }) : (4.41)

provided that r >

Similarly, for ay, 81, az, B2 € (0,1/4],

nbr(p 0,01, f1) o {1 log(1/an) log(1/61)
npr (P, 0, a2, B2) =9 < {1’ log(1/as) log(1/52) }) ' (4.42)
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Then, inequalities (£38), (£39), @41, and [@42) together imply Theorem 414l via the argument in [24]
Corollary 4.8].

Next, we are at a position to move to the private setting for asymmetric hypothesis testing. By defining

n:,PF(pv g, Qa, B) = Aeilr;l]gl:’ n%F (A(p)a A(U)v a, ﬂ)v (443)

then the equivalence relation, Theorem[d.14] and the bounds established for the symmetric setting in previous
sections give us the following bounds for the e-locally differentially private asymmetric hypothesis testing.

Corollary 4.16. Let o, 8 € (0,1/8]. Then,

(1-a)?
e=“(ec = 1)Ex(p0)?

“+1)* log ¥
e+) ® ap (4.44)

< nk <
~ nPF,e (pv O',OZ,B) ~ <6€ 1 E1(p||0)2 )

where ‘S’ means an inequality up to a universal constant.

~

Proof. Theorem [4.14] and the bounds (£.27) and [@23]) with p = aLjrB and § = Oj"—fﬁ < 1 give us the desired
bounds. O
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A Proofs

In this section we provide the proofs missing in the main text.

A.1 Proof of Lemma 4.3
Proof. By specializing Equation (23] we get,

H, (pllo) (A1)
1 [ 3
=5 [ (B0l + Bl )i (A.2)
1 eDoo (pllo) eDoc(allp)
_3 _3
-3 B el + 5 V2B, (ollp)dy (A.3)
Doo (pllo) Doo (allp)
1 € 3 eDoo(pHU) - € 3 eDoo(o'”p) -y
< 2/1 v 2mE1(pH0)d7+ 5/1 ¥ szl(UHP)dV (A.4)
3D (pllo) _ 1)2 3Doc(allp) _ 1)2
ez €2
_ ! L B (pllo) + L Br(ollo), (A.5)

eDe(pllo) — 1 eDe(allp) — 1

where the second equality holds because E,(p|lo) = 0 for v > Do (pl||o), the inequality by convexity of E,
and the last equality by evaluating the integral. O

A.2 Proof of Lemma [4.4]
Proof. We follow closely the classical proof in [2, Appendix C]. First, observe,

Slj‘pSpufEl(A(P)l\A(U))S Sup Ex(pllo), (A.6)

which holds because the channel outputs are always close in the corresponding Hockey-stick divergence by
definition. Next, define the measurement,

M) = [0)(0] Tr{Py -} + [1)(1| Te{(id — P,) -}, (A7)
where P, = {p > 00} It is now easy to check that
Eq(pllo) = Er(M(p)|M(0)), (A.8)
and, by data processing,
E(pllo) =0 = B, (M(p)|M(e)) =0. (A.9)

The output of the measurement can simply be seen as a binary probability distribution and hence,

e (ef —1)2
sp Biplo) = sup Eapllg) = S~ (A.10)
P, p.q e —e€
Ece(pllo)=0 Ece(pllq)=0
Ece(ollp)=0 E.<(q|lp)=0

where p, ¢ are said binary probability distributions and the final equality was shown in [2, Equation (43)].
Inserting this back into Equation (A.6]) gives the claimed result. O
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A.3 Proof of Proposition
Proof. We start with,

m(4) = s1p Fy (A A(®) (A1)
< sup VI~ FCACHTA®) (A1)

vild
< sup [ Hy (AW A@)) - L (A A@)) (A1)

vld

H, (7)
which follows from the Fuchs-van-de-Graaf inequality [13] and then the first inequality, 1 — F(+,-) < §2

in Lemma[3dl As observed in [2], due to the monotonicity of ¢ — t(1—1¢) in [0, 2], it is sufficient to continue
with

sup Hy (A A@®) <2 =D o 5 (a@))ac@)), (A.14)

U1 ec—1 vie

which follows from LemmalL3because A being LDP implies that Do (A(p)||.A(c)) < € and Do (A(0) || A(p)) <
€. By then applying Lemma [£.4] we can further bound this by,

(e%e _ 1)2 e—e(ee _ 1)2

sup H, (AWD)[A(®P)) < 25— (A.15)
%E _ 2 _ ,—€
_pler = -t (A.16)
66 —e €
Inserting this back into Equation (AI3]) gives, after some calculation,
e —1
me(A) < (A.17)
which is was we set out to prove. o
A.4 Proof of Lemma (4.7
Proof. Let o =3, p;|i)(i|. We observe the following,
XN (p)IN () (A.18)
= [ TN ) - M) W(0) + 51) NV ) ~ Mo)N(e) +51) s (A.19)

< /OOO e[y pini (N (p) = N (@) (N (D) (i) + 1) " (N (p) = N ()N (5)4]) + s1)~']ds (A.20)

< Xi:pi /OOO Te[(N (p) = N ()N (i) (il) + s1) T (N (p) = N (o)) N (Ji)(al) + s1)~]ds (A.21)
< miaX/Ooo Te[(N(p) = N (@) N ([1)(i]) + s1) 71N (p) = N (o)) N (Ja) (il) + s1)~']ds, (A.22)
where the first inequality is operator convexity of 2~! and the second for 22 Now, define the replacer channel
R() = N{(la){i]) Tr(-), (A.23)

and set p—0 = X = X, — X_, with
Xy =Y pan)(nl,  X_ =) pulm)(m|. (A.24)
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Finally define

Xy P X_
TrX,’ ToTrx’

XJ’_ =
where Tr X, = Tr X_ = Ej(p||o). Note that

N(p=a) = (N =R)(p—0) = (N = R)(X4 = X_) = (N = R)(Tr X2) X4 — (IrX_)X_)  (A.26)
— Ei(pllo)(N = R)(Xs — X_). (A.27)

With this, we get

CWEING) < Bl max [T (0= R - X)W +s0) s (azs)
< Bu(ploy max ([ | (0 = RYGE W + 1)) as (429

+ [T (= R e + ) as) (A.30)

< Ey(pljo)? max (zpn [ (o = R v ) + 1)) s (as)

+ b / T [ (V= R)(fm) (m)) W (i) i) + 1))’ ds>, (A.32)

< 281l e [T [(00) - M@ A(@) + 51)7)] ds (A3)

= 28 (pll0)? mage V()N (@), (A.31)

where the second inequality is by dropping all negative terms, the third by convexity and the forth by
optimizing over general pure states. O

24



	Introduction
	Preliminaries
	Notations
	Divergences and distance measures

	Sample complexity of hypothesis testing
	Proof of Theorem 3.3

	Locally differentially private hypothesis testing
	Symmetric hypothesis testing with uniform prior
	Achieving LDP optimal sample complexity
	Optimality of LDP sample complexity

	Symmetric hypothesis testing with arbitrary prior
	Asymmetric hypothesis testing

	Proofs
	Proof of Lemma 4.3
	Proof of Lemma 4.4
	Proof of Proposition 4.5
	Proof of Lemma 4.7


