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Abstract—Binary malware summarization aims to automat-
ically generate human-readable descriptions of malware be-
haviors from executable files, facilitating tasks like malware
cracking and detection. Previous methods based on Large
Language Models (LLMs) have shown great promise. How-
ever, they still face significant issues, including poor usability,
inaccurate explanations, and incomplete summaries, primarily
due to the obscure pseudocode structure and the lack of
malware training summaries. Further, calling relationships
between functions, which involve the rich interactions within
a binary malware, remain largely underexplored.

To this end, we propose MALSIGHT, a novel code summa-
rization framework that can iteratively generate descriptions
of binary malware by exploring malicious source code and
benign pseudocode. Specifically, we construct the first malware
summaries, MalS and MalP, using an LLM and manually
refine this dataset with human effort. At the training stage,
we tune our proposed MalT5, a novel LLM-based code model,
on the MalS dataset and a benign pseudocode dataset. Then, at
the test stage, we iteratively feed the pseudocode functions into
MalT5 to obtain the summary. Such a procedure facilitates
the understanding of pseudocode structure and captures the
intricate interactions between functions, thereby benefiting the
usability, accuracy, and completeness of summaries. Addition-
ally, we propose a novel evaluation benchmark, BLEURT-sum,
to measure the quality of summaries. Experiments on three
datasets show the effectiveness of the proposed MALSIGHT.
Notably, our proposed MalT5, with only 0.77B parameters, de-
livers comparable performance to much larger ChatGPT3.5.

Index Terms—Malware, Code Summarization, Binary Code

1. Introduction

The AV-TEST Institute [1] recently reported that over
450,000 new malicious files and potentially unwanted ap-
plications are registered daily, showing a high demand for
malware understanding. Binary malware summarization [2]
is a reverse engineering [3] task that aims to automatically
generate concise human-readable descriptions of binary
executable malicious files. The summarization provides se-
curity analysts with a quick understanding of the malware’s
functionality and patterns when source code is unavailable,
thereby benefiting a wide range of applications such as
malware cracking [4] [5] [6], malware family classifica-

tion [7] [8], binary code similarity detection [9] [10] [11],
and large-scale malware behavior analysis [12] [13] [14].
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Figure 1. The comparison of source code (left) and its pseudocode (right).
The pseudocode includes significantly more content and a more complex
structure, and it also strips key semantic cues such as function names.

Existing reverse engineering tools, such as IDA [15] and
Ghidra [16], can decompile executables into higher-level
C-like pseudocode, while they still lack easy-to-understand
semantics information. Consequently, a line of efforts at-
tempts to generate human-readable summaries based on
pseudocode. Early studies rely on manual parsing or rule-
based summary generation [17] [18]. Recent large language
models (LLMs), such as BinT5 [19], HexT5 [20], Code-
Gen [21], and WizardCoder [22], have shown great poten-
tial to produce more informative summaries. However, these
data-driven approaches still face critical issues, including
poor usability, inaccurate explanations, and inaccurate ex-
planations [2]. Figure 1 shows the underlying reasons for
the above issues by comparing the source code of the
function “initLevel” to the corresponding pseudocode. We
observe that the pseudocode presents 1) significantly more
content that increases from 20 lines in source to 117 lines in
the pseudocode, 2) a more complex and obscure structure
with multi-level nesting and entangled logic. The pseu-
docode involves 29 more calls and 29 more if statements
compared to the source code at the left, 3) stripping key
semantic cues such as variable names and function names.
For example, the function “initLevel” in source code is
transferred to a meaningless symbol “sub_404018”.

To address the above challenges, we present MAL-



SIGHT, a novel binary malware summarization framework
that can iteratively generate descriptions of executable
malware by exploring malicious source code and benign
pseudocode. The proposed MALSIGHT involves three key
ingredients, including a malware dataset MalS, an LLM-
based malware summarization model MalT5, and an eval-
uation metric BLEURT-sum. We describe the workflow of
the proposed framework in four steps as follows.

Constructing MalS: As an LLM-based summarization
model heavily relies on high-quality annotations to learn
to align with domain-specific knowledge, it necessitates
high-quality malware pseudocode summaries to fine-tune
the LLM. However, the public malware pseudocode sum-
marization dataset is unavailable so far, and building such a
benchmark is quite challenging as it requires huge human
involvement for accurate annotations. Figure 1 illustrates
three challenges of understanding malware pseudocode. To
tackle this issue, we alternatively construct MalS, a large-
scale summarization dataset using an LLM model, and
malicious C language source code crawled from GitHub.
The proposed MalS involves nearly 90,000 malware source
functions, with 20 types of malware functions. We also
construct a small dataset MalP for testing. We detail such
a procedure in Section 4.3.

Training MalT5: We use CodeT5+ [23] as the foun-
dation model of our MalT5. We sequentially fine-tune the
proposed MalT5 model on the MalS dataset and an existing
benign pseudocode summarization dataset [|9]. The under-
lying intuition is that the malicious semantic knowledge
from malware source code summarization and function
patterns from benign pseudocode summarization, which are
learned from the above two datasets, respectively, can be
transferred to the generation of malware pseudocode. By
doing so, we can properly mitigate the issue of unavailable
malware pseudocode summarization datasets. More details
are available in Section 4.4.

Performing Generation: We use an existing tool [15]
to generate pseudocode of a binary file and then generate
summaries using the MalT5 model. We first use IDA to
construct the malware call graph and then develop an
algorithm to transform the graph into a function list in
reverse order. Then we iteratively fed the first function in
the list to MALTS to generate the summary. More details
are provided in Section 4.1 and 4.2.

Conducting Evaluation: Previous work [24] indicated
that existing metrics for generation tasks, such as Bilingual
Evaluation Understudy (BLEU) [25], Metric for Evaluation
of Translation with Explicit ORdering (METEOR) [26],
Recall-Oriented Understudy for Gisting Evaluation-Longest
Common Subsequence (ROUGE-L) [27], may not well-
fit for evaluation of the binary malware summarization.
We thus employ BLEURT-sum, which is more sensitive to
the quality of the pseudocode summary, thereby benefiting
the evaluation in practice. More descriptions are given in
Section 5.1.

We conduct experiments on three datasets to verify the
effectiveness of the proposed MALSIGHT framework for
binary malware summarization. The contribution of this
paper can be summarized as follows'.

1. We will release our MALSIGHT to contribute to the community.

o A binary malware summarization Framework. We pro-
pose MALSIGHT, a novel framework that can itera-
tively generate descriptions of binary malware by ex-
ploring malicious source code and benign pseudocode.
Our MalT5 can tackle the challenges of entangled
logic and stripped semantics in pseudocode.

o Large-scale datasets for binary malware summariza-
tion. We propose MalS and MalP, two novel datasets
that can be used for the LLM training and testing
of an LLM of binary malware summarization. To
the best of our knowledge, the two datasets are the
first in the field, involving nearly 90,000 malicious
source functions and 20 types. Our MalS and MalP
can serve as a benchmark for various binary malware
understanding tasks.

o An LLM-based binary malware summarization model.
We propose MalT5, a novel LLM for the summariza-
tion task. The proposed MalT5 is lightweight, with
only 0.7B parameters.

e An evaluation metric for the task: We present
BLEURT-sum, a novel evaluation metric that is more
sensitive to the quality of pseudocode summarization.

« Extensive experiments. We conduct extensive exper-
iments on three datasets and provide case studies
to show why the proposed framework performs best
among all baselines. Results show that our MalT5
achieves comparable performance to ChatGPT3.5.

2. Background

2.1 Malware Analysis Engineering

The field of malware analysis engineering focuses on
analyzing the functionality of malware by examining its
binaries, typically through static analysis methods that in-
volve observing assembly code or pseudocode [28].

2.1.1 Binary Decompilation. Decompilation [29] con-
verts executable files into human-readable pseudocode [30],
which is more concise and structured than disassembled
assembly code. Unlike disassembly, which maps instruction
encoding directly to assembly statements, decompilation
relies on algorithms and patterns (e.g. R2 [31], IDA [15],
Ghidra [16]) and emerging methods using LLMs [32].
However, pseudocode lacks semantic information such as
function names. Decompiled function names are often un-
readable (e.g., sub_4061C0 in IDA Pro) [33], providing a
little useful pieces of information for further analysis.

2.1.2 Human Static Analysis. In static analysis, human
experts start analyzing from the function entry point [34],
inferring functionality from system Application Program-
ming Interface (API) calls, string information, and pseu-
docode logic. Their main challenge is accurately identi-
fying the core function [35] among numerous functions
and methodically tracing the function call [36] process to
understand the functionality comprehensively. To assist in
this process, we developed Machine Learning-based (ML-
based) MALSIGHT, which optimizes and facilitates binary
malware analysis.



2.2 NLP Technologies

In the MALSIGHT process, we use Bidirectional En-
coder Representation from Transformers (BERT) [37] and
Text-to-Text Transfer Transformer (T5) [38] architecture
language models to complete specific tasks. For the core
code summary task, we build a CodeT5+ model combined
with transfer learning.

2.2.1 BERT Family. BERT is a large-scale transformer-
based language model pre-trained on a wide corpus of text
using a self-supervised learning approach. The design of
Masked Language Modeling (MLM) and Next Sentence
Prediction (NSP) training tasks makes BERT perform well
in the tasks of Sequence Labeling (SL), such as Named
Entity Recognition (NER).

Building on BERT, CodeBERT [39] learns code seman-
tics through Code-Conditioned masked language modeling
(CMLM) and natural language documentation generation
(NLG). CodeBERT has been shown to perform well on
code-related tasks, and since it is derived from BERT, we
have reason to believe that this model can be fine-tuned to
solve the problem of SL in pseudocode.

2.2.2 TS Family. T5 [38], or Text-to-Text Transfer Trans-
former, is a sequence-to-sequence model based on the
Transformer architecture that unifies various Natural Lan-
guage Processing (NLP) tasks into a single framework,
including text classification, question answering, summa-
rization, translation, and text generation.

CodeT5 [40] is an encoder-decoder model supporting
code understanding and generation, built on the T5 archi-
tecture. It uses Natural Language-Programming Language
(NL-PL) bimodal data for pre-training with identifier tag-
ging and masked identifier prediction tasks. CodeT5+ [23]
introduces greater architectural flexibility and additional
pre-training tasks, with instruction tuning to enhance align-
ment with natural language instructions. This results in sig-
nificant performance improvements on various code-related
tasks.

Previous works like HexT5 [20] and BinT5 [19] de-
veloped datasets to train models for binary code under-
standing, including code summarization tasks. These efforts
demonstrate the potential of T5-based models in binary
code summarization for malware analysis.

2.2.3 Transfer Learning. Transfer learning involves train-
ing a model on a source task with abundant labeled data
to learn general features. When it is difficult to obtain
sufficient datasets for training, transfer learning can be used
to supplement them with similar or related datasets [41].

In MALSIGHT, we fine-tune the CodeT5+ [23] model
to achieve transfer learning from the source code summa-
rization task to the decompiled code summarization task.
Besides, we use dynamic and static annotation to implement
feature enhancement to compensate for the poor transfer
effect caused by the highly limited similarity between the
source code and the stripped decompiled code.

2.3 Code Summary Evaluation

In code summary model evaluation, NLP text similarity
algorithms compare generated results with a reference test

set, replacing costly human evaluations. These algorithms
are categorized into word overlap and word embedding
measures.

2.3.1 Words’ Overlap Measure. Early text similarity mea-
sures like BLEU [25] and ROUGE [27] rely on word n-
gram overlap between generated and reference text, with
BLEU focusing on precision and ROUGE on recall. How-
ever, they lack semantic understanding. METEOR [26]
integrates n-gram overlap and semantic similarity using
WordNet, providing additional semantic insight.

Recent work [42] highlights limitations of words’ over-
lap in code summary tasks. It shows that similar structures
may yield high similarity scores despite differing semantics.

2.3.2 Words’ Embedding Measure. The words’ embed-
ding measure evaluates semantic similarity by analyzing the
distance between sentence embeddings in a vector space,
often utilizing neural network learning.

word2vec [43] is a static embedding model that repre-
sents words as points in a vector space, facilitating the prox-
imity of semantically similar words. MoverScore [44] uses
an n-gram optimized Word Mover’s Distance (WMD) [45]
to measure similarity and employs various embedding mod-
els like ELMo [46] and BERT.

BLEURT [47] stands out as a versatile metric designed
for assessing various natural language generation tasks,
which combines the advantages of both Words’ Overlap
Measure and Words’ Embedding Measure. It achieves this
by integrating diverse lexical and semantic-level supervi-
sion signals into its pre-training process and leveraging
synthetic data based on pre-trained BERT, ensuring its
effectiveness and versatility in various evaluation scenarios.

3. Motivation and Overview

The construction of the code summary framework
mainly includes annotation generation and code summary
model construction, as shown in Figure 2. During the
evaluation phase, we tested several evaluation methods and
found a reasonable way to build an evaluation model for the
code summary task. Simultaneously, our work involves the
construction of multiple datasets (for subsequent stages of
training and evaluation of transfer learning-based models).

3.1 Code Summarization Process

The code summary task is split into three steps, which
are function list extraction, annotation generation, and code
LLM summary.

3.1.1 Function List Extraction. As mentioned, existing
code summary methods for binary focus only on the internal
information of the function. We introduced the call relation-
ship between functions and worked on the entire binary as
the processing unit. In other words, when function func_E
in Figure 2 calls func_F, it is difficult for the subsequent
code summarization model to correctly summarize the func-
tionality of func_E without any information about func_F.
(We assume that the function name of func_F has been
corrupted.) Constructing a list of reverse call sequential
relational functions provides a basis for the subsequent
recovery of sub-functions functionality.
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Figure 2. Workflow of MALSIGHT. The procedure involves three steps: graph traversal, annotation generation, and model summary.

3.1.2 Annotation Generation. Iterate through the list
of functions (assuming Fun_F has been processed), and
Fun_E will first be added with annotations by the static
annotator and the dynamic annotator, respectively. Fun_E
uses the static annotator to obtain static annotations based
on the internal information of the function code, while
the dynamic annotator adds dynamic annotations based on
the generated summary of the sub-function (Func_F) in
the function. The program, in other words, sequentially
restores functions according to the Control Flow Graph
(CFG) diagram from the outermost to the innermost and
passes function summary results inward.

3.1.3 Code LLM Summary. Fun_E(annotated) is then fed
into the code summary model for final code summary gen-
eration. In our work, we use transfer learning to adapt the
model to both the functionality of malware functions and
the structural features of decompiled pseudocode. Based
on the CodeT5+ model, we have fine-tuned the code sum-
mary task. The tokenizer splits the code into tokens and
embeddings, incorporating a self-attention mechanism into
a complete vector in the encoder. The decoder outputs a
fine-tuned prediction based on the code summary.

3.2 Evaluation Method

Our research has found that existing methods can not
simultaneously measure the meaning, structure, word fre-
quency, and other features of the reference sentence and
the candidate sentence, so the model’s performance may be
misjudged. Taking Figure 3 as an example, two examples

Sample I (Unrelated):

Candidate Sentence : This function can initialize an ntuple structure and create
the related file.
Reference Sentence : This function can create and initialize an HCD structure.

Bleu-4 : 0.2545 (73.51%) Meteor: 0.5865 (87.01%) Rouge-L:0.3621 (82.05%)

Sample II (Related):

Candidate Sentence : Discard all buffered characters.
Reference Sentence : Empty the character buffer of any contents.

Bleu-4:0.1427 (48.65%) Meteor: 0.0 (0.0%) Rouge-L: 0.0 (0.0%)

Figure 3. A Sample Of Existing Evaluation Results. Two unrelated pairs
of two sentences form Sample I, and two related pairs form Sample II,
but the evaluation results contradict expectations.

show the evaluation results of BLEU, Meteor, and ROUGE-
L on two pairs of real code summaries. The figure shows
that two code summaries without any semantically related
results in high evaluation scores (blue-framed), while two
semantically similar code abstracts receive low scores (red-
framed), demonstrating the shortage of existing methods.
In the following work, we construct an ML-based code
summary evaluation method BLEURT-sum by constructing
a set of positive and negative samples composed of related
sentence pairs and unrelated sentence pairs. We evaluated
the usability of the model and prior art by measuring
their ability to distinguish between positive and negative
samples.



3.3 Datasets Construction

For the two core tasks mentioned above, binary code
summary and code summary model evaluation, we build
corresponding datasets.

3.3.1 Dataset For Code Summary Model. In order to
avoid the data shift problem, the training of the code sum-
mary model requires a large dataset of malware pseudocode
summary. Unfortunately, malware datasets are typically rep-
resented as collections of compiled binary files [48], with
the binary code stripped, and possibly structurally confused.
Consequently, the creation of code summary datasets for
binary malware could be unfeasible without resorting to
labor-intensive manual summarization.

In this paper, our key insight is that the code sum-
mary model requires two capabilities, understanding of
Malware Functionality and adaptability to disassembled
pseudocode formats (including the ability to deal with
annotated code). Therefore, We build source-based malware
datasets and pseudo-code-based benign software datasets to
train the model on these two capabilities separately. Based
on Sourcefinder [49], we were able to find malware source
repositories from GitHub. We generate descriptive labels
for the extracted malware functions using a sophisticated
language model, followed by manual verification and opti-
mization. Meanwhile, we use the Capybara dataset provided
by BinT5 [19] (a benign software dataset) to train the model
adaptability to pseudocode structure.

3.3.2 Dataset For Evaluation Model. In the evaluation
phase, the evaluation method is used to measure the similar-
ity between the model generation results and the reference
results to evaluate the quality of the model generation.
Given two sentences (generation results and the reference
results) S, and S,., most evaluation methods output a score
Score as the evaluation result. Therefore, if considering
the use of machine learning methods, it is necessary to
construct a dataset in {S,, S, Score}(Score € [0,1])
format. The challenge is that when a dataset of {S,, S, } is
obtained, it is a difficult job to obtain an accurate Score. In
our subsequent work, we propose a reasonable algorithmic
flow for constructing labeled datasets FvaS.

3.3.3 Dataset For Static Annotater. In annotation genera-
tion process, the static annotater includes a core information
extraction module (described in detail in Section 4.2.1).
Due to the difficulty in accurately completing the required
functions using static methods, we use a machine learn-
ing model to complete the sequence labeling task of the
pseudocode. By constructing the dataset AnnoS, we have
constructed the dataset required for model training and
testing.

To sum up, we mainly completed the construction of
three sets of datasets in different application fields, as
shown in Table 1.

4. Code Summarization Workflow

Following our breakdown of the malware code summary
task in Figure 2, our implementation first extracts the
reverse function list, and then sequentially generates static

TABLE 1. THE PROPOSED DATASETS

Sets for code y model
Datasets | Size(functions) Code languag Annotated? Usage
MalS 89,609 C No Train phasel
MalP 500 pseudo Yes Test
BenignC 96,835 pseudo Yes Train phase2

Sets for annotation extractor model

Dataset Size(functions)  Code languag Anno num(avg) Usage
AnnoS 95,000 pseudo 3.87 Train & Test
Sets for evaluation model
Dataset Size(pairs) Pos\Neg Length(Avg) Usage
EvaS 127,510 1:1 9.6 Train & Test

and dynamic annotations for the items in the function list,
and finally passes them into the code summary model.

In this process, we completed the training and designing
of two Domain-Specific large model, the applying of a
General-Purpose large model and the implementation of
several algorithms. we cover the implementation of each
step separately in this section.

4.1 Function List Extraction

As mentioned earlier in Section 3.1, in the first step of
the workflow, we extract the list of reverse functions from
the CFG of the malware binary.

Since the existing methods [50] do not give a com-
pletely accurate CFG extraction flow, we implement a
pluggable CFG extraction module. It is used to provide
us with a processing scheme from binary file B, to
digraph G, as the CFG. By an inverse topological traversal
algorithm, it is extracted from CFG in the opposite direction
of the call chain, expressed as Lg,, = [f1, f2, -, fu](n =
Gy .vertices), Where f; represents the ¢ th function of
inverse topological order of G ;.

In this study, algorithm RFEsort was constructed, ex-
pressed as Lg,, = REsort(Gyr). (See Appendix B for
details) By applying algorithms such as Tarjan [51], Di-
jkstra [52], and Depth First Search (DFS), this approach
successfully addressed the obstacles caused by cyclic calls
and partially connected graphs in the process of generating
reverse order lists. Function columns L¢,, follow the order
from outside to inside in the function call diagram to ensure
that the later-called function is first in the function list and
is processed first in subsequent steps.

The following process takes the function instances from
Lg,, in a forward order to achieve the order of restoration
from the outer layer of the CFG diagram to the inner layer,
specifically, recovering from the outer API call to the main
function.

4.2 Annotation Generation

In the order of traversal provided by the reverse function
list, annotations are added to each function in turn to
provide richer information. Annotations can be divided into
static and dynamic types.

We have observed that attackers frequently employ tech-
niques like stripping to hinder reverse engineering efforts.
This process removes crucial symbolic information, such
as identifier names, from the binaries, leading to significant
semantic loss in the generated pseudocode. As a result, code
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Figure 4. Annotation Workflow. If the function currently being processed
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callee, and the static annotation is generated in three steps. Func’s code
summary is then passed to the Caller as a dynamic annotation.

summary models for malware face substantial challenges,
and the performance of code summarization tasks is ad-
versely affected.

To address this issue, we propose utilizing dynamic and
static annotation to supplement the semantic information
and enhance the features of the stripped pseudocode as
Figure 4 shows. This approach aims to compensate for
the poor transferability caused by the stark dissimilarity
between the source code and the stripped decompiled code.

4.2.1 Static Annotation. Based on our long-term explo-
ration of pseudocode for stripped malware, we deem that
although the stripped pseudocode has a serious semantic
loss, some extremely critical API calls (such as operating
system APIs) and some special forms of strings that are
preserved after stripping provide us with ideas for behavior
analysis and semantic recovery of malware.

Consequently, we consider building a static annotation
module to provide additional information for subsequent
code summaries. In general, the static annotation process
can be divided into three parts: sequence labeling, online
retrieval and annotation generation.

Sequence labeling model: By manually labeling ap-
proximately 300,000 tokens within nearly 80,000 functions,
we construct a labeled dataset Sets; based on BenignS
to train the sequence labeling model.

Formally, the function f; is first sliced into an n-
token code sequence by the tokenizer 7. The n-token code
sequence s; = T(f;) = {to,t1,....,tn—1} and the labels
of the tokens L; = {lo,l1,...,0,—1} are combined into
d; = {(t, )|t € s;,l € L;}. Equation (1) formalizes this
dataset.

Setcsr, = {do,d1,....,dn} (n

Subsequently, we opted to utilize the CodeBERT [39]
model for training the sequence labeling task using this
dataset CSL.

B is the CodeBERT base model, and C' is the classifier
head. As a sequence is inputted, the complete model outputs

the predicted labels of its tokens. Equation (2) and (3)
formalize this.

B(s;) = {00,01,...,0n-1} )
Clos) = yi 3)

We further formalize the target function in equation (4),
where [;, is the truth label and y;, is the Softmax probability
for the ¢ class.

2
LF == 1 logy;, )
c=0

By optimizing LF, B and C are trained simultaneously.
This necessitates that the model effectively classifies code-
tokens to accurately label the key API calls and special
strings within the pseudocode.

Label to annotation: Once we can get the key API
calls and special strings in the stripped pseudocode, we use
GitHub Code Search [53] to retrieve the relevant context
in the GitHub repositories. In the implementation, we keep
the first three blocks of the search results (this is because
the code search has already sorted the relevance of the
results [54]).

The outcome of random sampling and manual discrim-
ination reveals that approximately 54.8% of the function
contexts contain code comments closely associated with the
functionality of the function. For the remaining functions,
nearly 90% also offer contextual information related to
the function’s operation, such as parameter names, inter-
connected functions, and processing logic. Only a small
number of functions yield invalid search results.

The filtered and preprocessed code snippets will be
continuously input into the prompt-based generic model for
generating static annotation.

4.2.2 Dynamic Annotation. As shown in Figure 4 (the
blue parts represent the steps in which the annotation was
added), the summary of the callee is provided to the caller
as a complement to the semantic information, which we
define as dynamic annotation. This is consistent with the
actual analysis flow of binary malware analysis by reverse
workers, i.e., analyzing the call relationship from the inner
layer of the CFG diagram to the outer layer (corresponding
function list generated in Section 4.1) and summarizing the
function from the outside in (corresponding to the passing
of dynamic annotation). In this way, we can make full use
of the dynamic behavior characteristics implied by the call
relationships between functions in the pseudocode.

4.3 Building Malware Datasets

In the traditional scheme of building datasets for decom-
piled code, the datasets are built at the function level [55].
The source function f7°%7°¢ is compiled and linked with
other modules to generate an executable file, as ffi", and
then decompiled to obtain the pseudocode form frseudo
of the corresponding function. Equation (5) formalizes this
dataset, where SU M () is the extraction method for the code
summary.

Setigear = {(f5° [T = SUM(f)E (5)
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Figure 5. Code Summary Topic Distribution. The results of topic analysis
for Setprqs indicate that its distribution conforms to the functional
distribution of malware functions.

Out of 2,289 GitHub repositories that were determined
to be malware, we extracted close to 30K functions. We
filter for functions that repeat, shorter than five lines, and
format-challenged functions, resulting in a dataset of 89,609
functions. (The lack of strict filtering may lead to overlap
between the train and test sets, consequently yielding in-
flated results.)

Unlike benign open-source projects that are well main-
tained, most of the functions we extract do not have
comments in context for us to label as code summaries.
Fortunately, the semantic information in the source code
is rich enough that we used a well-designed prompt to
complete the code summary for us via GPT3.5-Turbo [56].
In this way, we extract dataset MalS in equation (6) format.
Further, we build a 500-function dataset MalP for testing
our model. The reason why dataset MalP has a relatively
small quantity is that it was obtained by manually compiling
and decompiling the git repository. MalP is compiled from
the makefile provided by the developer, so we have not
mentioned the configuration related to compilation opti-
mization.

Setaas = {200 ™™ = SUM(f77)} - (6)
Setparp = {5, 0™ = SUM(f°)) (D)

As mentioned above, the malware training set we built
was made up of source code, so another dataset was needed
to help our model understand the stripped function features.
In the transfer learning option, we used the Capybara
dataset (a benign software dataset) provided by BinT5 [19]
and annotated it to provide our model with adaptations
to the annotated code summary task. It is provided as
Setcapybara, and we process it as Setpenignc, Where the
AN N () is the static annotation generation method to form
PL-NL bimodal data f3"".

_ {(ﬁ;se7 f7slum)|frslum _ SUM(ffou)} (8)
Setvenigne = {(fu"" [N = ANN(fF*)} 9)

In the process of training the code summary model,
we use Setprars and Setpenignc to complete the transfer
learning process, and Setysq;p to test during the evaluation
phase.

SetCapybara

For Setpq1s, 25% of the samples were extracted for
thematic analysis of function functionality, as shown in
Figure 5. Our analysis results confirm that Setp;,;s and
Set Benignc have significantly different theme distributions.
Among a large number of security-related functions in the
former, there are an unignorable number of codes for lock,
permissions, and encryption, while in the latter, there are
a large number of codes related to game logic and driver
calls which irrelevant to malware.

4.4 Code Summary Model

In MALSIGHT, we fine-tune the CodeT5+ model to
enable transfer learning from source code summarization
to decompiled pseudocode summarization. To achieve this,
we have designed two distinct phases of fine-tuning to
facilitate smooth transfers that accommodate variations in
data characteristics and distribution biases across different
datasets.

Phase 1. In the initial phase, we fine-tune the model that
uses the dataset we built consisting of malware source
code Setprqs. The source code of malware has a similar
semantic structure to the code in ordinary scenarios, but it
also has behavioral or semantic features that the latter does
not exist, which are represented by some code fragments
with malicious purposes, such as self-replication and propa-
gation, illegal access to system resources, and vulnerability
exploitation. Through this phase of fine-tuning, the model
can learn the behavioral or semantic features of these
malicious codes. In this phase, the poor effects of data shift
are addressed by using Setpsq;s with the same functional
distribution as malware in the real world.

Phase 2. In this phase, we ask the model to learn the
corresponding semantic information from the pseudo-code
and the annotation text simultaneously to better assist the
model in generating high-quality code summaries. We use
the PL-NL bimodal dataset BenignC to fine-tune the en-
coder of the model which we fine-tuned in the previous
phase in case the decoder’s parameters are frozen. By only
fine-tuning the encoder, we allow the model to adjust itself
to better suit the specific task at hand, without updating
the weights too much. This can not only lead to a more
robust and generalized understanding of the data but also
shorten the training time due to the reduction in parameters.
Especially, the raw input is processed into a standardized
format as equation (10) where t., is the tokens from a
code sequence, t,, is the tokens from the corresponding
annotation, t,, is a special token in CodeT5+ to separate
the inputs in different modes. Inputs in such a format can
assist the encoder in distinguishing the difference between
two modes and learning the correlation between them.

(10)

fsnn _> {tC[)v "'7tcn717tsep7tao7 "'7tam,1}

After the above two phases of fine-tuning, the model
basically has the ability to accept bimodal input composed
of pseudocode and annotation text and generate code sum-
mary. We use this model to summarize the entire malware
in reverse of the function call order.



5. Evaluation Method

As mentioned in Section 3.3.2, the evaluation algorithm
for code summary tasks should accept the reference as
input and separate available and unavailable generated
results. In this section, we introduce our exploration of code
summary dataset construction (EvaS) and evaluation model
construction (BLEURT-sum) respectively.

5.1 Evaluation Dataset Construction

Utilizing the code summary from the MalS dataset as
a foundation for our research, we curated a positive and
negative sample pair for the tuning of our new evaluation
model BLEURT-sum. The positive sample consisted of two
code summary result sentences sharing the same meaning
and was initialized as {Sg, Sy, 1}, while the negative sam-
ple comprised two randomly different sentences and was
initialized as {S,,S,,0}. S, and S, represent generated
statement and reference statement, respectively.

In order to build the dataset in {Sg, S, Score}(Score €
[0,1]) format, one possible idea is to build an algorithm,
Score = GenSim(Sy, Sy, 0orl), to automatically generate
the label Score required for model training. Therefore,
the key task is to construct a reliable GenSim() func-
tion. When S, == SUM(f,), contrusted Score can be
expressed using equation (11), considering that the SUM()
function produces different outputs when faced with the
same input, which is a non-deterministic function.

1 if S, = SUM(f)

0 if S, = SUM(~f,) D

S,=SUM(fn) = Score—{
Since when {Sy,S,} pairs were built, no sentence
structure dependencies are taken into account, which means
the equation (11) of Score can contain a few words overlap-
based features (§ 2.3), the natural consideration is to com-
bine the characteristics of sentence structure and semantics.
Our idea is to solve the proportion of semantic information
and sentence structure information in sentence similarity
evaluation.

Taking the original 0,1 tag as the semantic feature, we
further extract the static feature to get a Score, multiply the
two by the corresponding proportion respectively, and then
add them to get Score. Assuming that the proportion of
semantic information is p, the structural feature calculation
function is Struc(), the following equations formalize this
Score construction method.

s§ = Struc(Sy, Sg) (12)

Score— {p+ (L—p)=ss ifS, =SUM(f,)

(L-p)xsy  ifS, =SUM(fn) )

In the implementation, we utilize the arithmetic average
of BLEU, ROUGE-L, and METEOR as the metric for
Struc() (they have been normalized to the zero-one interval
using a uniform probability distribution, respectively). Then
we solve the minimum square error and get the semantic
and structural ratio close to 1:4, which makes p = 1/5.

5.2 Evaluation Model

Based on our insights into the evaluation model, it
should be able to combine both structural and semantic

features and give an evaluation score for the specific task
of code summary.

BLEURT is based on BERT and adds additional pre-
training steps between pre-training and fine-tuning to the
synthesized data. Synthetic data is generated by perturbing
sentence pairs < z,z >, where z and z are randomly
selected sentence pairs. In the additional pre-training of
BLEURT, a series of pre-training signals (71,72, ...T9) to
align the model with the desired result. BLEURT uses the
sentence pair scores of BLEU, ROUGE, and BERTScore
as signals 7 to 73, and uses the back translation processing
sentence pairs to generate 74 to 7.

The rich training signals ensure the universality of
BLEURT and the comprehensiveness of the evaluation
angle. We then further fine-tune the BLEURT model on
the code summary sentence pair dataset. First, the generated
text and the reference text are input together into the model
and the vector is generated as shown in equation (14). This
solution is called BLEURT-sum.

V[OLS])y USg1s s USgns -+ US,, = BLEURT(S,,S,) (14)

Further, the model uses the CLS vector to add an-
tecedents to obtain the scores predicted by the model, as
shown in equation (15).

Score = f(Sy,S,) = Wiicrs) + b (15)

Finally, the model starts to complete the loss calculation
based on the loss and then carries out the gradient descent
(equation (16)).

1 & <R
loss = N; HScoref ScoreH (16)

In existing works, Word overlap measures are com-
monly used in text similarity evaluation but perform poorly
for code summary evaluation. Code summaries often in-
clude keywords like “retur” and “initializ”’, which do not
significantly contribute to the overall meaning. These key-
words can inflate overlap rates and lead to misleadingly
high scores. Therefore, BLEURT-sum on the one hand still
considers Word overlap measures, and on the other hand
introduces more dimensions, which greatly improves the
performance in code summary evaluation tasks.

6. Experiments

Our evaluation experiment was designed to answer the
following four questions:

1) RQL1 (§ 6.2). How does MALSIGHT performance com-
pare across two training phases and mainstream code
summarization models?

2) RQ2 (§ 6.3). How do module combinations and dif-
ferent stripping scenarios affect MALSIGHT’s perfor-
mance, particularly the annotator module?

3) RQ3 (§ 6.4). How does the new BLEURT-sum evalu-
ation method compare to existing code summarization
evaluation metrics?

4) RQ4 (§ 6.5). How does MALSIGHT perform when
applied to real-world malicious software, and how do
assessments from human reverse engineers validate its
usability?



6.1 Experimental Setup

Our experiment is running on the Ubuntu 20.04 system,
equipped with one Intel Xeon Silver 4210 CPU 2.20 GHz,
and two NVIDIA A40 GPUs with 125 GB RAM. Binary
file processing tools include Radare2, IDA Pro v7.5, GCC
v9.4.0, and GNU Make v4.2.1. Our programming lan-
guage is Python v3.8.13, with transformers v4.16.2, torch
v2.1.2+cul2l.

6.2 RQ1. Performance Test

6.2.1 Code Summary Performance. During training, the
model undergoes two phases. The first phase involves fine-
tuning malware source code (MalS) to learn malicious be-
havioral features. The second phase focuses on generating
high-quality code summaries (BenignC) by incorporating
semantic information from pseudocode and annotations.
In both phases, we split the dataset into training, cross-
validation, and test sets with a ratio of 7:2:1. We then
evaluated the model at each stage to ensure its effectiveness.
The result is shown in Table 2.

Since each phase uses a different dataset, their effec-
tiveness should be verified independently rather than by
direct score comparison. Considering there is no universally
accepted threshold for model evaluation scores, we provide
the performance of another state-of-the-art binary code
summarization model (CP-BCS [55]) as a baseline. CP-
BCS was tested on its own dataset, which consists of bina-
ries compiled with GCC 7.3.0 for x86 architecture (32-bit)
and then stripped. Our results in both phases demonstrate
higher usability compared to CP-BCS.

TABLE 2. SCORE DURING TWO TRAIN PHASE

BLEURT-sum BLEU ROUGE-L METEOR
Phasel 74.17 18.06 38.56 24.69
Phase2 72.74 22.61 41.19 25.37
CP-BCS(Baseline) | 17.78 21.50 16.89 11.92

After completing the training step, we use MalP as
the test set (it is the only pseudocode summary dataset
built for malware that we know until now). We compare
MALSIGHT to existing pseudocode summarization methods
and the popular prompt-based general-purpose large model
on dataset MalP. In the actual experiment, we built three
versions of data for MalP: not-stripped, demi-stripped (only
stripping the function name), and all-stripped (stripping the
function name and all identifiers inside the function).

The closest version of the dataset to the real world,
that is, the results of the all-stripped version as test set, are
shown in Table 3.

As shown in Table 3, we conducted experiments us-
ing evaluation methods such as BLEURT-sum, BLEU,
ROUGE, and METEOR (the usability of BLEURT-sum
is substantiated in the referenced paper) to carry out
experiments on MALSIGHT, WizardLM [57], and Code
Llama [58], etc. We also measured model performance
using criteria such as summary length, variance, and pro-
cessing time, as these factors can directly impact algorithm-
based evaluations (see Appendix I for details).

As previously mentioned, general-purpose large mod-
els, trained on extensive corpora, possess broader knowl-
edge, providing an advantage in code summarization tasks.
Among these, GPT, as a commercial large model, per-
formed the best with a BLEURT-sum score of 0.6009.
MALSIGHT’s innovative fine-tuning approach offers a sig-
nificant advantage in summarizing malware code, with
its annotation generation effectively bridging the knowl-
edge gap between specialized and general-purpose models.
MALSIGHT achieved the highest scores among all methods
in both BLEURT-sum and METEOR, which we consider
two of the most reliable evaluation metrics.

This conclusion can be corroborated by Figure 6. The
figure shows that MALSIGHT has better score evaluation
results and less variance, i.e., more stable code summary
output, on test results stripped of data.
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Figure 6. Data distribution. MALSIGHT presents a relatively stable high
segmentation distribution, which beats GPT-3.5 work.

6.2.2 Annotation Extraction Effect. The annotation ex-
traction model was trained and tested on the AnnoS dataset,
and the test results are shown in the table The annotated
extraction model was trained and tested on the AnnoS
dataset to complete the sequence SL task, dividing the
data into normal codes (represented by N-label), impor-
tant function APIs (represented by A-label), and important
strings (represented by S-label). The model test produces
the confusion matrix shown in Table 4 below.

The results show that the accuracy of the model is
96.99%, which is almost comparable to the results obtained
by manual annotation.

6.3 RQ2. Ablation Experiment

To verify the usability of each module in MALSIGHT,
we conducted ablation experiments on the annotation mod-
ule and the two phases of code summarization. We con-
tinued to use MalP as a test dataset, experimenting with
different module combinations.

6.3.1 Module Ablation. As shown in Table 5, the modules
in MALSIGHT complemented each other effectively. This



TABLE 3. COMPARISON WITH BASELINE WORK

BLEURT-sum BLEU ROUGE-L METEOR | AVG time (function) AVG summary length ~BLEURT-sum variance
BinT5 21.18 1.92 9.45 351 0.16 6.81 201.11
HexT5 27.67 2.71 11.23 3.22 0.13 7.11 216.81
WizardCoder-15B 53.43 7.75 23.16 13.71 2.44 32.20 303.03
Code Llama-7b 56.00 8.52 24.55 14.95 2.24 31.32 290.16
Code T5+ 17.18 1.74 4.17 2.54 0.1743 7.2869 161.34
WizardLM-2-7B 55.81 5.33 18.46 15.61 22.07 61.74 265.63
deepseek-1lm-7b-chat 50.88 7.07 20.08 12.70 7.41 25.48 306.78
ChatGPT-3.5 60.09 9.96 25.19 16.54 - 25.27 296.81
MALSIGHT (Ours) 62.14 9.80 25.11 16.87 2.51 35.27 131.65

* AVG time (function) is measured in seconds.
* AVG summary length is measured in words.

TABLE 4. ANNOTATION EXTRACTION CONFUSION MATRIX

Actual/Predicted | N-label(Predicted)  A-label(Predicted) I-label(Predicted)
N-label(Actual) 1,847,647 9,345 11,721
A-label(Actual) 15,865 116,099 1,784
I-label(Actual) 21,639 1,688 38,933

ablation study was conducted on the not-stripped version
of MalP to minimize result fluctuations due to the absence
of dynamic annotation.

TABLE 5. ABLATION EXPERIMENT

Model BLEURT-sum BLEU ROUGE-L METEOR
Full Model 66.29 10.95 26.97 18.80
w/o Annotation 60.05 7.65 22.76 14.93
w/o Phase 1 62.05 10.18 24.16 17.87
w/o Phase 1 and Annotation | 56.48 7.35 21.99 13.99
w/o Phase 2 61.93 9.19 26.25 15.37
w/o Phase 2 and Annotation | 59.13 7.42 26.72 13.32

We designed five experiments to test different combi-
nations for the code summarization task, as follows: (1)
Removing the annotation module and summarizing without
any annotation, labeled as “w/o Annotation”; (2) Canceling
the phase 1, labeled as “w/o Phase ”; (3) Canceling the
phase 1 and removing the annotation module, labeled as
“w/o Phase 1 and Annotatio”; (4) Canceling the phase 2,
labeled as “w/o Phase 2”; (5) Canceling the phase 2 and
removing the annotation module, labeled as “w/o Phase 2
and Annotation”.

The results indicate that different degrees of ablation
have varying negative impacts on systematic performance.
“w/o Phase 1 and Annotation” suffered a data shift and thus
exhibited worse performance on the malware dataset than
the other combinations, 56.48 in BLEURT-sum. Notably,
the absence of the annotation generation module (static
annotation generation module) significantly affects perfor-
mance, demonstrating its effectiveness.

6.3.2 Annotater vs. Stripping. The influence of different
levels of strip on the annotation module continues to be
explored, and the results are shown in Table 6. Experiments
have shown that a higher degree of stripping creates a
tolerable performance degradation in the absence of anno-
tation, demonstrating the robustness of MALSIGHT. After
the annotation module was ablated, it produced a 9.41%
performance degradation (measured by a BLEURT-sum
score) in the not-stripped test and nearly 12% in the all-
stripped test, which proved that the annotator effectively
resisted the adverse conditions caused by stripping.

In the generated results, we selected relatively represen-
tative sentences, as shown in Figure 7. In the yellow box,
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Figure 7. Annotation Ablation. The Annotation generation module adds
more semantic information to sentence A, making it able to output function
functionality smoothly, but after ablation, it cannot.

the output from the generation module without annotations
shows that the large model is highly susceptible to biases
due to hallucination [59]. Based on our observations, hal-
lucinations can cause the code summary model to make
false guesses about the types of parameters and internally
called functions, leading to potential user misdirection. To
mitigate this issue, we incorporate annotations, which not
only enhance the model’s ability to summarize behavior,
structure, and application scenarios but also reduce the
nonsensical outputs caused by these illusions.

6.4 RQ3. Evaluation Algorithm Test

The EvaS dataset was constructed to evaluate our code
summary evaluation method alongside other popular meth-
ods. As previously mentioned, we use both positive and
negative samples to test the effectiveness of these evaluation
methods by assessing their ability to distinguish between
the two. The performance of existing methods, illustrated in
Figure 8, shows varying degrees of crossover between posi-
tive and negative samples for BLEU, METEOR, word2vec,
and MoverScore. These four methods represent the cur-
rent approaches in words’ overlap measure(BLEU and
METEOR) and words’ embedding measure(word2vec and
MoverScore), respectively.

In Figure 8, we have established two types of decision
boundaries: one being orthogonal to the X-axis (i.e., distin-
guishing between positive and negative samples by setting
a threshold), and the other being a linear function forming a
slanted line. The same process is represented by BLEURT-
sum as shown in Figure 9, which shows the superiority of

our method. )
Specifically, we calculated an Fl-score for these six

methods (ROUGE-L is not shown in the Figure 8) on the
positive and negative sample classification task of code



TABLE 6. PERFORMANCE ON DIFFERENT LEVELS OF STRIPPING

Stripping Levels BLEURT-sum BLEU ROUGE-L METEOR | AVG time (function) AVG summary length ~ BLEURT-sum variance
Not-Stripped 66.29 10.95 26.97 18.80 228 32.85 111.39
Not-Stripped w/o Annotation 60.05 7.65 22.76 14.93 2.01 29.12 143.62
Demi-Stripped 64.01 10.42 26.03 17.62 2.44 34.29 123.30
Demi-Stripped w/o Annotation 58.04 8.27 23.36 14.25 2.12 30.92 146.90
All-Stripped 62.14 9.80 25.11 16.88 2.51 35.27 131.65
All-Stripped w/o Annotation 54.98 7.82 22.31 13.36 2.16 32.40 150.75
* AVG time (function) is measured in seconds.
* AVG summary length is measured in words.
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Figure 8. Relevant method test results. The evaluation effect of two
common algorithms and ML-based evaluation methods is not ideal, and
their positive samples and negative samples show a certain degree of
CroSsover.
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Figure 9. BLEURT-sum performance. Compared with other methods,
BLEURT-sum has significantly better ability to distinguish between posi-
tive and negative samples.

summary sentences to measure their ability. Our method
achieved an Fl-score exceeding 0.9999, significantly out-
performing all other evaluation methods. Among the ex-
isting methods, METEOR performed the best with an F1-
score of 0.9811, while BLEU had the lowest performance
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case the capabilities of the dynamic annotation module.
Additionally, real-world malware predominantly manifests
in executable files. Hence, we manually analyzed 10 real-
world malware samples and selected 79 critical functions
out of them, three experienced reverse engineers add sum-
maries to these functions based on discussion. The complete
workflow of MALSIGHT was applied to these functions
and the outputs was evaluated using both BLEURT-sum
and human evaluation metrics. We further calculated the
variance deviation of all calculated results as a reference
to demonstrate the stability of our solution and the time
required for code summarization for a single malware sam-
ple.

For the human evaluation metrics, we invited ten eval-
uators, including five reverse engineers who are rich in
experience, three experienced, and two beginners. They
were asked to focus on evaluating the usability of the
code summarization results and provide a score of 0, 0.5
or 1, indicating whether the summary corresponded to the
original code. It is noteworthy that due to the subjectivity
of human evaluation of the summaries, different evaluators
may have varying opinions on the summary of the same
code. Therefore, we opted to evaluate usability only and
did not solicit more detailed scores beyond 0,0.5 and 1,
respectively corrrepond to usable, partially usable and un-
usable.

6.5.2 Performance From Different Evaluators. After
three sets of scores, we obtained the human assessment
scores shown in Table 7. Experienced evaluators tend to
give more conservative and stable scores, while less ex-
perienced evaluators give a wider range of scores with
higher variance. Further, we take the arithmetic average



of the scores received by these evaluators as the final
human assessment score. Table b shows the mean value

TABLE 7. EVALUATION OF DIFFERENT CATEGORIES OF EVALUATORS

Rich in experience  Experienced  Beginner
Score 58.14 59.51 64.73
Variance 173.12 197.49 237.44

of BLEURT-sum and the mean value of human evaluation
on 79 labeled functions. The human evaluation score of
59.87 means that most functions have exceeded 0.5, i.e.
the partially usable standard.

TABLE 8. REAL MALWARE PERFORMANCE

BLEURT-sum  Human Assessment Score  AVG time (file)
Score 47.22 59.87 1.90
Variance 161.61 0.06 1.21
* AVG time (per file) is measured in hours.
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Figure 10. Real-world Performance. While the ratio of human assessment
score to BLEURT-sum remained positive, MALSIGHT is able to obtain
higher assessment results.

Further, we formed a data point by combining a
BLEURT-sum score with a human evaluation score for
the same function’s code summary, thus, we plotted a
distribution of 79 data points in Figure 10. It indicates
that BLEURT-sum has a positive linear correlation with
human evaluation metrics, which shows the rationality of
BLEURT-sum. Furthermore, the data distribution indicates
that, across the two distinct evaluation metrics, the major-
ity of the evaluation scores for MALSIGHT’s outputs are
concentrated within the middle to high range, which shows
that our scheme is also usable in the real world.

7. Case Study

In section RQ4, we evaluate MALSIGHT’s performance
on 10 real-world malware. To provide more direct evidence
and analyze the reasons why MALSIGHT behaves differ-
ently on different functions, three functions are presented
in this section to discuss the process that MALSIGHT goes
through behind the output that is usable, the output that is
partially usable, and the output that is unusable.

Case 1: sub_401021.
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1 BOOL __usercall sub_401021@<eax>(int al@<ebp>) {
Omit 12 lines here.

vl = 20;
15 do {
16 CreateThread(®, ©x1000u, StartAddress, 0, 0, 0);
Omit 5 lines here.
23 }
Omit 5 lines here.
29 RtlAdjustPrivilege = GetProcAddress(LibraryA,

"RtlAdjustPrivilege");
. Omit 7 lines here.
37

CurrentProcess = GetCurrentProcess();
38 OpenProcessToken(CurrentProcess, ©x28u, &v12);
39 LookupPrivilegeValueW(®, L"SeShutdownPrivilege",

&v10.Privileges[0].Luid);

40 v10.PrivilegeCount = 1;

41 v10.Privileges[@].Attributes = 2;

42 AdjustTokenPrivileges(v1l2, ©, &v10, 0, 0, 0);
43 return ExitWindowsEx(6u, ©x10007u);

44}

Figure 11. Redacted pseudocode in Case 1.

e MALSIGHT Summary: Set privilege, the code snippet
is difficult to ascertain the function’s purpose, but it
likely retrieves or obtains professional information or
status.

e Human Summary: Escalating the privileges of the
virus process.

MALSIGHT’s summary of the function shown in Fig-
ure 11 is considered usable. In this case, MALSIGHT sum-
mary accurately identifies “setting privileges” as the key
point from a lengthy function, which aligns with the task
of “privilege escalation” in the human summary.

1 int __userpurge sub_401D30@<eax>(int al@<ebx>,...
Omit 25 lines here.

int v55;

Omit 21 lines here.

49  v29 = WinHttpOpen(L"Mozilla/5.@ (Windows NT 6.1)
Thanatos/1.1", @, 0, 0, 0);

) 1

27

50 if(v29) {
Omit 5 lines here.
56 hConnect = WinHttpConnect(v29, v30, 0x50u, 0);
57 if(hConnect) {
Omit 7 lines here.
65 v33 = WinHttpOpenRequest(hConnect,

(LPCWSTR)v31, v32, 0, 0, 0, 0);

66 if(v33) {

67 if(WinHttpSendRequest(...) &&
WinHttpReceiveResponse(v33, 0)) {

Omit 66 lines here.

134

}
135 WinHttpCloseHandle(v33);
136 }
137 WinHttpCloseHandle(hConnect);
138 v29 = v38;
139 }
140 inHttpCloseHandle(v29);
141
Omit 28 lines here.
170 }

Figure 12. Redacted pseudocode in Case 2.
Case 2: sub_401D30.

e MALSIGHT Summary: Convert a string to a wide char-
acter, the code defines a function that performs string
operations, handles exceptional conditions, and creates
new objects, potentially Get the server name, the code
defines a function that opens a WinHttp connection,
connects to a server, and handles error messages and
string operations Get the next character from the string,
the code defines a function sub_401470 that performs



string operations, handles exceptional conditions, and
Delete the server.

o Human Summary: Connect to a malicious domain and
make a request to retrieve data using HTTP.

MALSIGHT’s summary of the function shown in Fig-
ure 12 is considered partially usable. MALSIGHT summary
identifies that the function uses an HTTP connection to a
specific server and operates on the data, which is consistent
with the human summary. However, due to the lack of
some background information, it fails to recognize that the
specific server is malicious.

1 void __usercall TimerFunc(int al@<edi>,...){
Omit 69 lines here.
_ writefsdword(@, (unsigned int)v38);
Omit 4 lines here.
if (vl ) {
v3 = sub_403ECC(v61);
if (v3>=1) {
do {
Omit 7 lines here.
if ( !sub_4041B4(v52, v36) ) {
Omit 5 lines here.
if ( !sub_4041B4(v49, v37) ) {
sub_403F18(---, v48, ":\\setup.exe");
sub_403F18(---, v47, ":\\autorun.inf");
Omit 3 lines here.
99 if ( sub_4@BES@(v60) ) {
100 sub_404018(v56, (int *)"[AutoRun]\r\
nOPEN=setup.exe\r\n...command=setup.exe\r\n");
Omit 69 lines here.
170 }

87
93
94
95

171 sub_403ED4 (-, (__int32)":\\setup.exe");
000 Omit 4 lines here.

176 }

177 }

178
179
180

--v3;

}

while ( v3 );}}
Omit 7 lines here.
188 }

Figure 13. Redacted pseudocode in Case 3.

Case 3: TimerFunc.

e MALSIGHT Summary: Get the command line, the
code defines a function that handles or processes data
related to a hexadecimal address, retrieves information
about Redis commands and modules, Call the NtTib.
ExceptionList, the code defines a function that handles
or processes data related to a hexadecimal address,
retrieves information about Copy the setup.exe, the
code defines a function that handles or processes data
related to a hexadecimal address, retrieves information
about Redis commands and modules Setup the setup,
the code defines a function that handles or processes
data related to a hexadecimal address, retrieves infor-
mation about Redis commands and modules.

e Human Summary: Checking if the autorun.ini file
exists; if not, create it and configure it to auto-run
setup.exe as specified in the configuration file.

MALSIGHT’s summary of the function shown in Fig-
ure 13 is considered unusable. The function is very long,
contains numerous function calls, and includes many re-
dundant functions that hinder analysis, resulting in a poor
MALSIGHT summary.
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8. Discussion

8.1 Ethics

The construction of the dataset MalS and MalP com-
plies with GitHub’s open-source license agreements. We
only used open-source repositories with GitHub open-
source licenses and downloaded these open-source codes
within the rate limit set by GitHub to minimize interfer-
ence with GitHub’s servers to the lowest extent possible.
Additionally, We enlisted volunteers to review the MalS
and MalP datasets, as well as the 10 malware samples men-
tioned in RQ4. With the volunteers’ consent, we adopted
their review results as the final dataset.

8.2 Limitations

In this section, we delve into practical issues based
on our analysis of the experimental results. Additionally,
we explore aspects not covered in our work and propose
potential solutions.

Real-World Malware vs. Malware Function Sum-
maries: In our exploration of real-world malware, the
BLEURT-sum evaluation score of the code summary was
approximately 30% lower than the experimental score ob-
tained by MalP in Section 6.2.

The reason could be that our code summarization model
lacks the ability to summarize longer functions which
occasionally appear in real-world malware. Our analysis
shows that about 15% of the functions in the malware
contain more than 1000 tokens (while the majority of the
functions in the training set stay below 300 tokens), which
is likely due to different optimization configurations during
compilation. These lengthy function bodies introduce a lot
of information and noise, which makes it difficult for the
model to extract and summarize the critical code fragments.

Therefore, to better align with real malicious code sum-
maries, researchers should consider doing code summariza-
tion work in units of code fragments instead of functions.
However, identifying and summarizing important, human-
interpretable segments in them requires large amounts of
labeled data, or compositional functional insights from
dynamic debugging, which poses significant challenges.

Summary for assembly language rather than pseu-
docode: Efforts have been made to recover informa-
tion from assembly code and to generate function sum-
maries [60]. A common perspective is that decompiled
assembly code suffers varying degrees of information loss
during the generation of pseudocode as Intermediate Rep-
resentation (IR), depending on the disassembly algorithm
used. Thus, starting directly from assembly language is
considered a viable solution.

In our comparison of assembly code and pseudocode
representations, we found that assembly code is challenging
for models pre-trained on high-level languages to under-
stand [32]. The structural features of assembly code are
completely different from those of high-level languages.
Fine-tuning a model using pseudocode can confuse the
model’s understanding of function-level structural features,
leading to unacceptable error output, possibly due to insuf-
ficient datasets.



We train an embedding model specifically for assembly
language and build a large dataset at the assembly language
level for malware. This method has the potential to outper-
form general-purpose large models, which typically have a
poor understanding of assembly code.

9. Conclusion

In this paper, we introduced MALSIGHT, a novel frame-
work for binary malware summarization by exploring ma-
licious source code and benign pseudocode. The proposed
MALSIGHT involves two datasets MalS and MalP, an LLM-
based summary model, and an evaluation metrics. Experi-
mental results on three datasets show the effectiveness of
the proposed framework. Future work includes the applica-
tion of the proposed framework to more downstream tasks.
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Appendix A.
Analysis of Traditional Similarity Evaluation
Metric

The criteria for evaluating sentence similarity should
focus on two key aspects: similar sentences should corre-
spond to higher scores, while dissimilar sentences should
correspond to lower scores. Below, we introduce some of
the shortcomings of BLEU and other traditional metrics
(ROUGE, METEOR) in these aspects.

A.1 Limitations of Overlap Based Methods

Problems caused by BLEU algorithm: The formula
BLEU uses to calculate sentence similarity is shown in
equation 17:

N

BLEU = BP % eacp(z wy, In(Precision,)) (A7)

n=1

Where BP is a brevity penalty factor, w, is the
weight of the n-gram, and Preciston,, is the precision
of the generated candidate sentence. Specifically, equa-
tion 18 shows the construction of Precision,,, where
candidate&re ference is the number of overlapping oc-
currences between the candidate sentence and the reference
sentence.

Precision, — len(candidate&reference) +1 (18)
len(candidate) + 1

In this context, the Add-One Smoothing method is used
to avoid zero-count problems when the n-gram size is
large. However, this introduces another issue: even if the
candidate sentence and reference sentence are completely
unrelated, this smoothing method still produces a certain
score. This effect is particularly noticeable in the case of
short sentences.

We conducted experimental tests for this scenario, test-
ing each reference-candidate pair within the sentence length
range of [1,30]. Each sentence pair had zero word overlap,
and our results are shown in Figure 14.

Contour Plot of Bleu(0 word overlap)
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Figure 14. Bleu Score When Zero Overlap. When two sentences have
no overlap, due to the structural flaws in the BLEU algorithm, they still
receive a score, indicating a bias toward shorter sentences.

Even when sentence pairs are completely mismatched,
BLEU scores greater than 0.3 can occur for shorter sen-
tences. This significant deviation from reality indicates that
BLEU’s scoring is distorted for short sentences in some
cases.

ROUGE & METEOR, The flaw of calculating sim-
ilarity in basic units of words: ROUGE and METEOR
have something in common in the construction of sentence
similarity evaluation algorithms. ROUGE follows the fol-
lowing equation 19.

(1+ B*)RrcsPres
Rrcs + ?Pres

ROUGE — L = Frog = (19)
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Where RLCS = %(CS’)S),PLCS = %(g’)s) and ﬂ is

used to give weight to recall rates. LC'S(C,S) is used to
calculate the length of the common substring of two strings
C and S. Subjectively, when two target sentences have a
higher degree of overlap in a specific word, they are given
a higher ROUGE score.

METEOR designs on the basis of rouge, following
equation 20, 21 and 22.

(14 5%)PR
Fmean = T 5 o5 20
R+ P (20)

chunks
Penalty = o 21
enaty PY(unigrams_matched) @D
METEOR = Fpean(1 — Penalty) (22)
Where P = - R = len(refirence) and n

len(candidate)’ K
are the number of words where the candidate sentence

and reference sentence overlap. METEOR employs exact
matching, stem matching, and WordNet-based synonym
matching to address the issue of words with identical
meanings not being recognized as overlaps. Consequently,
METEOR outperformed ROUGE in our experiments, rank-
ing second only to BLEURT-sum. However, algorithms
that rely solely on word overlap can still misjudge due to
structural similarities in sentences or phrases. For instance,
in code summarization, sentences might share terms like
“function”, “aims”, or “code,” or convey the same idea
using different wording, such as “compare two sentences”
versus “bitwise and return true/false.”

Interestingly, we found that expanding the stopword
list appropriately can enhance the performance of word
overlap-based methods, especially METEOR.

A.2 Limitations of Embedding Based Methods

In recent years, using word embedding-based methods
such as word2vec to determine sentence similarity has
become quite popular. For instance, the pseudocode for the
word2vec process is illustrated in Algorithm 1.

Algorithm 1 word2vec

Inputs: The reference sentence ref and the candidate sen-
tence cad
Outputs: the similarity score of ref and cad
1: function MAIN(cad, ref)

2: cad.vector = getVector(cad)
3 ref.vector = getVector(ref)
. _ __cadref

4 SCOIC = Tl feef]

5 return score

6: end function
7. function GETVECTOR(sentence)

8: words = tokenize(sentence)
9: sentence.vector = [0,0,..]
10: for word € words do

sentence.vector += word.vector
12: end for

13: return sentence.vector

14: end function

11:
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When calculating the similarity between two sentences,
word2vec adds the vectors of each word based on the tok-
enized results and uses the summed vector as the sentence
representation. Finally, cosine similarity is employed to
determine the similarity between the sentences. A direct
drawback of this approach is that it loses all word order
information and heavily depends on the accuracy of the
embedding algorithm.

Appendix B.
Reverse CFG Sorting Algorithm

Algorithm 2 REsort
Inputs: The CFG graph G, for a malware binary file.
Outputs: The reverse topsort list L of the function call
graph.
1: function RESORT(G )
2 for each vertex v in G s.vertices do
3 if v.seen then
4: new Gy,
5
6

Gs.vertices < call Tarjan(v, G)
/ITarjan() traverses all strongly connected
components in Gj; and contracts vertices as
G/ -vertices.
: end if
8: end for
9: G’ < call BuildTarGraph(G};.vertices, G )

10: //BuildTarGraph() build a new directed acyclic
graph G, using G',;.vertices and Gyy.edges

11: Ly, + call RetopSort(G'y)

12 //RetopSort() obtains the reverse topological sorting
sequence of Gy,

13: dist[] < call Dijkstra(G )

14: //Dijkstra() computes the multi-source shortest
paths in graph Gj; from vertices with an in-degree of
0 to each vertix.

15: LGM — []

16: for each vertex v" in L do

17: mindist < 0o, idx + —1

18: /lidz determines the starting vertex for DFS in
each strongly connected component in Gy

19: for each ver in v'.subvertex do

20: if dist[ver] < mindist then

21: mindist « dist[ver], idx + ver

22: end if

23: end for

24: Lg,, -append(DFS(idx, v"))

25: //DFS() derives a traversal order in each
strongly connected component in Gp; as part of the
final reverse topological sorting.

26: end for

27: end function

Algorithm 2 presents our function topological sorting
algorithm, with the objective of constructing the reverse
topological sorting of the function call graph Gps. Due
to the presence of multi-cycles (i.e., strongly connected
components) in Gy, it is not feasible to perform reverse
topological sorting directly. To address this, we utilize the



TABLE 9. PERFORMANCE IN DIFFERENT TRAINING DATA PROPORTION

BLEURT-sum variance

Proportion | BLEURT-sum BLEU ROUGE-L METEOR AVG summary length
1:1 59.12 8.98 23.04
1:2 59.81 9.15 23.50
3:4 59.53 8.68 22.95
4:3 62.14 9.80 25.11

16.14
16.42
16.39
16.88

39.83
40.75
42.21
35.27

181.01
165.51
173.39
131.65

* Due to the limited size of MalS, the model cannot be fine-tuned in the training data proportion 2:1.

* AVG summary length is measured in words.

Tarjan algorithm to contract G, into a new directed acyclic
graph G, where reverse topological sorting can be applied
to obtain an initial function traversal list L, , with each
node representing a strongly connected component in G .

Further, to achieve topological sorting for Gp;, we
employ the DFS algorithm to sort each node within the
strongly connected components. Since our aim is to reverse-
sort the entire graph G);, with functions closer to the
start function preferred towards the end of L¢,,, we uti-
lize the Dijkstra algorithm to compute the multi-source
shortest paths dist[] from all nodes with zero in-degree
to other nodes (referred to as 'multi-source’ because the
function call graph G5 may not necessarily be connected).
Subsequently, by traversing Lgs —sequentially, for each
strongly connected component, the node with the minimum
dist value is selected as the initial node idx for DFS.
Leveraging the inherent stack property of DFS, idx ensures
its placement at the end of L¢,,. Finally, L¢,, represents
the desired function traversal order.

Appendix C.
Performance in different proportion of two-
phase fine-tuning training data size

We sampled a total of 140,000 pieces of data in different
proportions from the two datasets (MalS and BenignC) for
two phases of fine-tuning. The results of the evaluation
of model performance in each training data proportion are
shown in the Table 9. In the experimental part of the text,
we choose the ratio of 4:3 with the best effect as the actual
training set ratio of MALSIGHT.
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