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ABSTRACT
Application Programming Interface (API) incompatibility is a long-
standing issue in Android application development. The rapid evolu-
tion of Android APIs results in a significant number of API additions,
removals, and changes between adjacent versions. Unfortunately,
this high frequency of alterations may lead to compatibility issues,
often without adequate notification to developers regarding these
changes. Although researchers have proposed some work on detect-
ing compatibility issues caused by changes in API signatures, they
often overlook compatibility issues stemming from sophisticated
semantic changes. In response to this challenge, we conducted a
large-scale discovery of incompatible APIs in the Android Open
Source Project (AOSP) by leveraging static analysis and pre-trained
Large Language Models (LLMs) across adjacent versions. We sys-
tematically formulate the problem and propose a unified framework
to detect incompatible APIs, especially for semantic changes. It’s
worth highlighting that our approach achieves a 0.83 F1-score in
identifying semantically incompatible APIs in the Android frame-
work. Ultimately, our approach detects 5,481 incompatible APIs
spanning from version 4 to version 33. We further demonstrate
its effectiveness in supplementing the state-of-the-art methods in
detecting a broader spectrum of compatibility issues (+92.3%) that
have been previously overlooked.

1 INTRODUCTION
Fragmentation in the Android ecosystem has persistently posed a
significant challenge, giving rise to compatibility issues that can
result in app crashes on users’ Android devices and subsequently
degrade the overall user experience [31, 56]. This challenge stems
from the fast evolution of Android operation system, which offers
thousands of public APIs for developers to access splendid func-
tionalities, ranging from basic runtime services (e.g., process man-
agement, memory management, and device drivers) to hardware
facilities [29]. Specifically, Google regularly removes or adds APIs
to introduce new functionalities or fix bugs. This rapid evolution
process may cause potential compatibility issues, leading to abnor-
mal execution or even crashes on Android devices, as indicated by
Li et al. [31].

†Xiaoyu Sun is the corresponding author.

To address this problem, Android formulates a SDKmanagement
mechanism that allows app developers to designate the API level
on which their apps should run [60]. With the adoption of SDK
management attributes (i.e., minSdkVersion and maxSdkVersion),
developers can specify the certain API levels to avoid incompatible
errors on the fly. However, this is insufficient to address all compati-
bility issues due to the fact that app developers lack comprehensive
knowledge about which APIs to safeguard and the correspond-
ing appropriate SDK versions on which the apps can be executed
without exception/errors. As evidenced by the various discussions
on StackOverflow [53, 54], even with the SDK management mech-
anism in place, reports of compatibility issues persistently arise
during app execution.

To identify incompatible Android APIs across different SDK ver-
sions, our research fellows have dedicated years of effort to this
endeavor, as recently demonstrated in [20, 23, 31, 42, 56, 57, 64, 69].
Indeed, researchers have proposed various static program analysis
approaches for characterizing API-induced compatibility issues as
APIs are recognized as the set of “entry point” to the Android ecosys-
tem. For example, Li et al. [31] have designed and developed the
CiD approach that scans the source code of Android Open Source
Project (AOSP) [2] to identify discrepancies on API removals or
additions. Wei et al. [65] further conducted experiments revealing
the inconsistency of APIs that are customized by android manufac-
turers. However, as argued by Sun et al. [57], most of these static
analysis tools only looking into the syntactic changes Android
APIs based purely on their signatures, leaving other behavioral
changes-induced compatibility issues (a.k.a, semantic compatibility
issues) indiscoverable. The behavioral changes have been over-
looked mainly because the API implementation changed are way
too sophisticated to be handled in a static way [68]. To this end,
numerous semantic compatibility issues persist within the Android
ecosystem, which are still often exposed at run-time, leading to
abnormal output, unexpected exceptions, and even crashes.

Apart from static approaches, there are relatively a few number
of dynamic testing tools for tackling compatibility issues on the fly.
For example, Sun et al. [57] proposed a test case generation tool
named JUnitTestGen, which aims at identifying incompatible APIs
at the time when they are introduced to the framework. In addi-
tion, they adopted crowdsourced testing approach to automatically
distribute and execute test cases on real-world devices to trigger
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compatibility issues dynamically [56]. Even though some semantic
compatibility issues can be triggered dynamically, the capability of
dynamic approaches are limited by the poor coverage of Android
framework APIs (e.g., the APIs that engaged with UI objects can
hardly be constructed programmatically). In addition, dynamic ap-
proaches are not guaranteed to trigger all possible compatibility
issues with randomly generated inputs. Therefore, detecting com-
patibility issues in a sound and complete way is a non-trivial task
to our community.

To bridge this research gap, we first systematically formulate the
incompatible API detection task, then propose a unified framework
that attempts to explore compatibility issues in Android system by
comprehending the syntax and semantics of API evolution with
the assistance of static analysis and pre-trained Large Language
Models (LLMs). Initially, we formally define the incompatible API,
the root cause of compatibility issues, from the perspective of code
behaviour evolution instead of API lifespan. Then, we extract API
information from the framework of AOSP1 spanning API levels
from 4 to 33. This initial step is crucial for constructing code facts
(such as API signatures, API implementations, etc.) from the An-
droid framework as they serve as the foundation for subsequent
compatibility issue analysis. We further utilize the extracted in-
formation to detect incompatible APIs caused by signature and
semantic change. Specifically, we subtly employ LLMs for detecting
semantic incompatible APIs, using in-context learning and chain-of-
thought strategies. Our approach achieves an F1-score of 0.83 in on
the manually crafted benchmark dataset. Moreover, we conducted
a large-scale investigation of incompatible APIs across all versions
from 4 to 33 based on our detection approach. Among a total of
10,675 sets of APIs that have changed, we identify 5,481 instances of
API modifications as potential contributors to compatibility issues.
Armed with the list of incompatible APIs, we supplemented the
state-of-the-art method, CiD [31], in detecting a broader spectrum
of compatibility issues that had been previously overlooked. Com-
pared to CiD, our approach can detect 92.3% more compatibility
issues induced by semantic API changes. Additionally, the newly
detected semantic APIs are further confirmed by online discussions
from Stack Overflow and GitHub. Overall, we make the following
main contributions in this work:

• We formulate the Android compatibility issues problem as the
detection of incompatible APIs.

• We design and implement a unified framework that leverages
the power of the LLM approach to identify incompatible Android
framework APIs.

• We demonstrate the effectiveness of our discovered incompati-
ble APIs in assisting state-of-the-art tools on real-world apps in
detecting a wider range of compatibility issues.

2 MOTIVATION
Android uses an API level system to ensure mobile apps work
across different devices with various operating system versions. As
the Android operating system evolves, a new API level is assigned
to distinguish specific features and functions newly introduced,
accompanying with potential compatibility issues. Developers aims

1https://android.googlesource.com/platform/frameworks/base.git

to mitigate compatibility issues by actions such as employing ver-
sion checking in manifest file or forcing version checking (e.g.,
minSdkVersion, targetSdkVersion) before invoking certain APIs.
However, to effectively implement compatibility issues prevention
strategies, they need to be aware of which Android APIs are poten-
tial incompatible.

2.1 Empirical Observation
Compatibility issues have been considered one of the most severe
problems in the Android ecosystem. They not only increase the dif-
ficulties of developing apps, but also negatively impact the users’ ex-
perience, as apps with compatibility issues may not be able to install
on users’ devices or may crash at runtime [34]. Most of such com-
patibility issues are caused by incompatible APIs. Unfortunately, ex-
isting methods, such as CiD [31], can only detect incompatible APIs
relate to their signatures (i.e., API addition and API removal), but un-
able to diagnose incompatible APIs relate to syntax and semantics of
API evolution. Listing 1 shows an example of API getDeviceIds().
In Version 15, the API method retrieves the IDs of input devices
by interfacing with the window manager (IWindowManager). If it
encounters a RemoteException, it throws a RuntimeException in-
dicating a failure in obtaining input device IDs from the Window
Manager. In Version 16, the implementation is streamlined: the
API method directly calls getInstance().getInputDeviceIds().
This reflects a design change where the input device IDs are now
retrieved directly from the InputManager rather than through the
window manager. Although the change may simplify the process
and possibly improving efficiency or reliability, it introduces po-
tential CIs due to its different behaviours between two continuous
versions. Such semantic incompatible APIs cannot be sys-
tematically detected by existing tools, therefore, we propose a
novel a unified incompatible API detection framework, especially
to tackle this unsolved challenge. For the aforementioned exam-
ple, our method can successfully detect out its incompatibility, and
correctly report the specific reasons: Different Return Values and
Exception Handling Modification.
1 // Version 15, <android.view.InputDevice: int[] getDeviceIds ()>
2 {
3 IWindowManager wm = Display.getWindowManager ();
4 try {
5 return wm.getInputDeviceIds ();
6 } catch (RemoteException ex) {
7 throw new RuntimeException("Could not get input device

ids from Window Manager.", ex);
8 }
9 }
10 // Version 16, <android.view.InputDevice: int[] getDeviceIds ()>
11 {
12 return InputManager.getInstance ().getInputDeviceIds ();
13 }

Listing 1: A code example of API getDeviceIds(). The API has
the semantic change as the exception handling is deleted,
which makes it an incompatible API, causing potential
compatbility issues.

From 2009 to 2022, Android SDK has updated 29 times from level
4 to level 332. Although the market share of SDK version 4 to 18 is
almost negligible (In Android Studio, if you set the minSDKVersion
to 19, it would get almost 100% of devices), we deliberately include

2In this paper, SDK version 11 to 13 are omitted, because Android 3 is non-free software
and Google does not provide public available Android 3 source code. According to [1]
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Figure 1: Status Quo of Android public APIs compared to
previous version from level 4 to 33. The addition and removal
are calculated based on the previous level.

them to have a larger sample for the incompatible API exploration
and evaluations. During this period, hundreds of APIs are intro-
duced and deprecated, resulting in a substantial increase in the total
number of public APIs – from approximately 10,000 to nearly 30,000,
as illustrated in Figure 1. This tremendous growth in the volume
of API methods within the Android SDK underscores the critical
need for a systematic approach to detect incompatible APIs in the
Android framework, highlighting the urgency and importance of
this study.

2.2 Problem Statement

Previous research has focused on identifying and detecting CI-
related APIs based on their lifespans. However, we propose a shift
in focus towards the versions in which changes occur, for several
reasons: (1) From a developer’s perspective, understanding these
version changes can help the implementation of version checking
(e.g., android.os.Build.VERSION.SDK_INT >= 23) or similar CI
prevention mechanisms. (2) It simplifies the process of updating
documentation, comments, or other reminders to denote the af-
fected versions. (3) These changes are more readily detectable by
static analysis methods, as only potentially affected versions need
to be scrutinized. Above all, we systematically define the types of
Incompatible APIs within the Android framework as follows.

CIs are caused by different behaviors 𝐵 of the same Android
APIs across different versions. Therefore, the behaviour of an API
method in version 𝑥 can be represented as:

𝐵𝑥 = (𝑅𝑥 , 𝐸𝑥 , 𝑆𝑥 )

where 𝑅 stands for return (including its type and value), 𝐸 stands
for exception handling (if any), and 𝑆 stands for the API signature.
Therefore, CIs can be formally represented as:

∀𝑥 (𝐵𝑥 ≠ 𝐵𝑥+1) =⇒ ∃𝐶𝐼 (𝑆𝑥 ,𝑆𝑥+1 ) ∈ CI(x,x+1)

Based on our empirical observation, we categorize incompatible
APIs into "Signature" and "Semantic" based on the location of the vi-
tal change, i.e., whether the root reason locates in the API signature
or the API implementation.

1 Signature incompatible API means that the issue arises from
changes in the API’s signature, such as changes in its class name,
method name, or parameters. These changes can directly break the
compatibility as they often require changes in the calling code to
adapt to the new signature. Specifically, they are:
• Type-1, API Addition. A new API is introduced. This category
captures scenarios where new functionality is introduced in the

Compatibility 
Issues

Signature
Incompatible APIs

Semantic
Incompatible APIs

API AdditionType-1

API RemovalType-2

Return Value AlternationType-3

Exception Handling ModificationType-4

Figure 2: The taxonomy of Incompatible APIs.

framework, potentially leading to CIs for applications that are
not updated to leverage or accommodate these new methods.

∀𝑥 (𝑆𝑥 ∈ ∅, 𝑆𝑥+1 ∉ ∅) =⇒ ∃𝐶𝐼𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒(𝑆𝑥 ,𝑆𝑥+1 ) ∈ CI(x,x+1)

• Type-2, API Removal. An old Method is deprecated.

∀𝑥 (𝑆𝑥 ∉ ∅, 𝑆𝑥+1 ∈ ∅) =⇒ ∃𝐶𝐼𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒(𝑆𝑥 ,𝑆𝑥+1 ) ∈ CI(x,x+1)

Those incompatible API are more straightforward to identify and
often result in more apparent failures or misbehavior in Android
applications.

2 Semantic incompatible API means that the issue is rooted in
the change of the underlying behavior or logic of the API without
altering its signature. This type of CI is more insidious as the API
appears unchanged from a signature perspective, but its internal
behavior have changed, leading to subtle bugs or inconsistencies
in the application’s behavior. Unfortunately, existing tools cannot
efficiently and systematically detect CIs caused by subtle semantic
changes. In this study, we first formally define the Semantic CIs as
the following two types based on API behaviours:
• Type-3, ReturnValueAlternation.TheAPI potentially returns
different variable types or values in the two versions.

∀𝑥 (𝑅𝑥 ≠ 𝑅𝑥+1, ∃𝐵𝑥 ≠ 𝐵𝑥+1) =⇒ 𝐶𝐼𝑠𝑒𝑚𝑎𝑛𝑡𝑖𝑐
(𝑆𝑥 ,𝑆𝑥+1 ) ∈ CI(x,x+1)

• Type-4, Exception Handling Modification. The API poten-
tially *throws different exceptions* in the two versions.

∀𝑥 (𝐸𝑥 ≠ 𝐸𝑥+1, ∃𝐵𝑥 ≠ 𝐵𝑥+1) =⇒ 𝐶𝐼𝑠𝑒𝑚𝑎𝑛𝑡𝑖𝑐
(𝑆𝑥 ,𝑆𝑥+1 ) ∈ CI(x,x+1)

Note, a CI can belong to both 𝐶𝐼𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 and 𝐶𝐼𝑠𝑒𝑚𝑎𝑛𝑡𝑖𝑐 .
Recognizing these dependencies is crucial for developers in im-

plementing effective CI prevention mechanisms. Based on the defi-
nitions, we aim to obtain the full list of incompatible API signature
Sx for 𝑥 = [4, 33], 𝑥 ∈ Z.

2.3 LLMs in Code Analysis
The application of pre-trained Large Language Models (LLMs) in
Software Engineering (SE) tasks primarily stems from an innova-
tive viewpoint, where a multitude of SE challenges are effectively
reframed as tasks involving data, code, or text analysis [22]. This
perspective has unlocked a wealth of potential breakthroughs, par-
ticularly in addressing complex and diverse SE tasks. LLMs have
demonstrated significant efficacy in code-related tasks, such as
summarization [55] (yielding an abstract natural language depic-
tion of a code’s general functionality), and generation [32, 33, 67]
(producing well-structured code and code artifacts like annotations
based on users’ demands). In addition to these relatively straight-
forward tasks, LLMs have also shown promise in more challenging
areas that demand specific domain knowledge. These tasks include
multi-choice code question answering [24, 52, 70], which assesses a
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model’s ability to comprehend and analyze code snippets in a test-
like format, and vulnerability detection [39, 50, 61], which involves
identifying potential security flaws within codebases. Moreover,
LLMs have been applied to bug fixing [14, 27, 38], where they assist
in identifying and correcting errors in code, showcasing their ability
to not only understand but also enhance the quality and reliability
of software.

Building on these breakthroughs, our study seeks to address the
longstanding challenge of incompatible API detection by employing
LLMs. However, we identify two primary concerns: (1) LLMs may
lack the capability for fine-grained static analysis, especially with-
out sufficient context knowledge such as individual Android API
methods; (2) while LLMs cannot execute code dynamically, their
ability to accurately interpret code behavior remains uncertain; and
(3) when employ LLMs to conduct a binary code-related task (e.g.,
whether the code is vulnerable), LLMs tend to return affirmative
answers, which can be mostly attributed to its hallucination. De-
spite these concerns, we investigate the potential of LLMs in this
context, as detailed in Section 4.1.

3 OUR APPROACH
In this section, we introduce our novel approach to detect incom-
patible APIs and the consequent compatibility issues in Android
frameworks. Figure 3 shows an overview of the working process,
including the Information Extraction module, the Incompatible API
Detection modules, and the Compatibility Issue Detection module.

3.1 Information Extraction
We first downloaded the source code of AOSP from API level 4 to
33. All source code are obtained from platform/frameworks/base
path. Android APIs are mostly implemented as java methods in
AOSP, so we extracted all Java methods by the steps described
below. Specifically, for each AOSP version, we first filtered out all
non-Java files, and employed javaparser3 to retrieve the following
information for all API methods:

• API Signature. API signature includes class name, method name,
and parameters. It is the primary key for the following data col-
lection. E.g., “< android.hardware.Camera.Parameters : Size getPic-
tureSize () >”

• API Body. API body is the main functional implementation of
the API, and its non-refactoring semantic change often explicitly
makes the API incompatible.

• API Annotation. Method annotations in Android provide meta-
data about the methods, which can influence how the methods are
used or interact with other components of the Android framework.
E.g., the “@Deprecated” denotes that the API is unavailable.

• API Comment. API comment is another essential element when
developing apps based on the Android framework. Normally, it
will specifically describe the purpose of the API, its usage param-
eters, expected behavior, return values, and any special consider-
ations or warnings. However, we notice that the comments were
not always synchronously updated when as the API updates.

3https://github.com/javaparser/javaparser

3.2 Signature Incompatible API Detection
API signature change is the most common reason of compatibility
issues in Android applications [31, 57]. For each Android frame-
work version 𝑥 , we concatenate the API method signature list and
compare the list with 𝑥 + 1. To guarantee the detection complete-
ness, we iterated and compared every pair of neighbouring Android
framework versions from version 4 to 32.

API Addition. If an API method signature 𝑆 does not exist in
Version 𝑥 and exists in Version 𝑥 + 1, then it is classified as “API
Addition”. We obtain all API Addition by calculating the difference
set of S𝑥+1 and S𝑥 .

API Removal. If an API method signature 𝑆 exists in Version
𝑥 and does not exist in Version 𝑥 + 1, then it is classified as “API
Removal”. We obtain all API Addition by calculating the difference
set of S𝑥 and S𝑥+1.

At the end of this module, we can obtain a full list of signature
incompatible APIs. Our focus of this study lies on the semantic
incompatible API Detection as follows.

3.3 Semantic Incompatible API Detection
If the signature of an API stay unchanged for two continuous
versions (𝑆𝑥 = 𝑆𝑥+1), then we further investigate whether the API
is semantically incompatible or not. API body is the main functional
implementation and the majority of behavioral changes-induced
CIs are caused by the change of such API body. However, API
body change will not necessarily make it incompatible. A large
portion of code change is simply re-factoring [34], i.e its external
behavior remains unchanged. The main objective of refactoring
is to improve the non-functional attributes of the code, making it
more understandable, maintainable, and scalable.

To better scrutinize the behaviour of APIs, we first propose a
multi-label taxonomy to classify the API body change between two
continuous versions as below:
• Return Statement Changed. The API potentially returns dif-
ferent variable types or values in the two versions. Also, a new
return statement is introduced or an old return statement is
deleted is also regarded as this change type.

• ExceptionHandling Statement Changed. The API potentially
throws different exceptions in the two versions. Also, a new
exception handling statement is introduced or an old statement
is deleted is also regarded as this change type.

• Control Dependency Changed. The control statements, such
as ‘if’, ‘for’, ‘while’, or ‘switch’, has changed; Or the statements
under those control statements has changed.

• Other Statement Changed. Any statement changes that not
included in return statements, exception handling statements,
and statements about the control dependency.

• Dependent API Changed. The current API implementation
relies on another API, and the dependent API has undergone
changes, including modifications to the method name and alter-
ations in the type or number of parameters.
Similar to the Signature Incompatible API Detection, we iter-

ated and compared every pair of neighbouring Android framework
versions from version 4 to 33, and for APIs that have same signa-
ture but different implementations, we employ pre-trained LLMs
to analysis the code change and detect whether the change leads
to potentially incompatible API, in which prompts are leveraged.

4
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Figure 3: An overview of this study.

Prompt engineering is about carefully crafting the input text (or
“prompt”) to guide the LLMs towards producing better or more
desired output. To achieve better performance, we maneuver the
following two strategies to craft the prompt.
Chain-of-Thought (CoT). CoT is a technique widely used in work-
ing with LLMs like chatGPT [17, 63]. It involves prompting the
model to generate a sequence of explicit reasoning steps leading to
an answer or conclusion. The code change is vital to the potential
change of API’s behaviour. In this task, the LLM is first asked to
analysis the code change between two versions, and then detect
whether the API is semantically incompatible on these two versions
and which type it belongs to.
In-context Learning. Much previous work has shown that LLMs
are competent on code-related tasks, and they can achieve bet-
ter performance with the help of in-context learning [15, 17, 25].
Specifically, in addition to input a task description, some examples
are more than beneficial for LLMs to complete the task. Thus, our
semantic incompatible API detection prompt consists of a task de-
scription (the light yellow box), three demonstration examples (the
green boxes), and the input template (the light blue box), as shown
in Figure 4. Specifically, for each example, the inputs are the API’s
signature, API bodies, API annotations, and API comments in an
earlier version and a later version, respectively. The outputs are
the code change type as an intermediate result, and the type of
semantic incompatible API.

Listing 2 illustrates the concise development history of the API
getNotificationPolicy() source code. This API was incorporated into
the Android framework starting from API level 23. Throughout
the evolution of the Android framework, the implementation of
getNotificationPolicy() undergoes rapidmodifications at API level 24,
specifically in no longer returning null (line 9), indicating potential
compatibility concerns due to shifted semantics.

1 <android.app.Activity: boolean getNotificationPolicy ()>
2 // Version 23
3 {
4 INotificationManager service = getService ();
5 try {
6 return

service.getNotificationPolicy(mContext.getOpPackageName ());
7 } catch (RemoteException e) {
8 }
9 return null;
10 }
11 // Version 24
12 {
13 INotificationManager service = getService ();
14 try {
15 return

service.getNotificationPolicy(mContext.getOpPackageName ());
16 } catch (RemoteException e) {
17 throw e.rethrowFromSystemServer ();
18 }}

Task Description
You are an expert Java program analyst. 

Given an API method’s implementations in two continuous versions, analysis the code change first. 
Based on the code change type, you need to and potential compatibility issues.

…

Early_Version: 25

Early_Body: 
{

final INotificationManager service = getService();
try {

return zenModeToInterruptionFilter (service.getZenMode());
} catch (RemoteException e) {

Log.e(TAG, "Unable to talk to notification manager. Woe!", e);
}
return INTERRUPTION_FILTER_UNKNOWN;

}
Early_Comment:
/**
* Gets the current notification interruption filter.
* The interruption filter defines which notifications are allowed 

to interrupt the user
* (e.g. via sound &amp; vibration) and is applied globally.
* @return One of the INTERRUPTION_FILTER_ constants, or 

INTERRUPTION_FILTER_UNKNOWN when unavailable.
* Only available if policy access is granted to this package.
* See {@link #isNotificationPolicyAccessGranted}.
*/
Early_Annotation:
n/a

Input: API_Signature
Early_Version, Early_Body, Early_Comment, Early_Annotation
Late_Version,  Late _Body,  Late _Comment,  Late _Annotation

Example 1 API_Signature: getCurrentInterruptionFilter()
Late_Version: 26

Late _Body: 
{

final INotificationManager service = getService();
try {

return zenModeToInterruptionFilter (service.getZenMode());
} catch (RemoteException e) {

throw e.rethrowFromSystemServer();
}

}

Late _Comment:

/**
* Gets the current notification interruption filter.
* The interruption filter defines which notifications are allowed 

to interrupt the user
* (e.g. via sound &amp; vibration) and is applied globally.
* @return One of the INTERRUPTION_FILTER_ constants, or 

INTERRUPTION_FILTER_UNKNOWN when unavailable.
*/

Late _Annotation:
n/a

Code Change: 1) Return statement changed; 2) Exception handling statement changed
Semantic CI Type: Type-4) Different Return Alternation; Type-5) Exception Handling Modification

Example 2

Example 3

Output: 
Predicted code change type
Predicted semantic CI type

Figure 4: The design of prompt.

Listing 2: Code example of API getNotificationPolicy()

3.4 Incompatibility Issue Detection
The ultimate goal of this work is to detect API-induced compati-
bility issues. To this end, we implemented the Incompatibility Issue
Detection module that extends state-of-the-art tool CiD [31] to fa-
cilitate incompatibility detection. CiD facilitates incompatibility
detection by leveraging data flow analysis to verify if an API is
called under appropriate SDK protection conditions.

CiD is a state-of-the-art tool that provides a highly precise static
analysis model. However, CiD only handles syntactic changes (i.e.,
API signature changes), overlooking semantic-induced incompati-
bility [57], which leads to false negatives. Thus, in this work, we
extend CiD by supporting the declaration of semantically evolved
APIs to pinpoint incompatibility originating from both syntactic
and semantic changes, rather than focusing on specific sources of
interest. Specifically

In the implementation of CiD, it uses the android_api_lifetime.txt
file to configure all signatureincompatible APIs and pass these APIs
to the data flow process to determine whether they are protected
by the appropriate SDK version. To this end, we created a new
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configuration file, android_api_lifetime.txt, which passes the iden-
tified semantically incompatible API list to the subsequent data
flow analysis process. We also adapted CiD’s implementation to
handle semantic APIs. In this way, both syntactic and semantic
incompatibilities can be detected.

4 EVALUATION
Our evaluation aims to answer the following research questions.
RQ1 Is the proposed approach effective on identifying semantic in-
compatible APIs in Android framework? We evaluate the perfor-
mance on the crafted benchmark dataset and investigate the effect
of different approach settings on API code changes and semantic
incompatible API detection.

RQ2 What is the status quo of incompatible APIs in Android frame-
work? We employ our approach to detect all potential incompat-
ible APIs in Android framework from version 4 to 33. Also, we
conduct comprehensive statistic analysis.

RQ3 What is the performance on real-world applications in detecting
compatibility issues? Given the incompatible APIs, we evaluate
the capability of proposed approach in detecting compatibility
issues in a large-scale real-world applications.

4.1 RQ1: Employing LLMs on Semantic
Incompatible API Detection

As discussed in Section 2.2, semantic CI detection is a critical
yet remains as an unresolved challenge in Android application
development. A pivotal initial step in implementing prevention
tactics, such as version checking, is identifying which APIs require
scrutiny. In this section, we evaluate the performance of proposed
framework, focusing on its effectiveness of leveraging LLMs for
detecting semantic incompatible Android APIs.

4.1.1 Benchmark Dataset. Detecting semantic incompatible APIs
presents a significant challenge due to their inherent complexity.
Currently, there is no established benchmark dataset for this task.
To quantitatively evaluate the capability of our proposed framework
and assist the following researchers, wemanually crafted a semantic
CI detection benchmark dataset as described below.

First, we obtained the list of APIs whose signatures stay un-
changed but other information (API bodies, comments, or annota-
tions) changed for two continuous versions (𝑆𝑥 = 𝑆𝑥+1), from level
4 (Android 1.6) to 33 (Android 13). Then, we randomly sampled
3084 instances from the list, and manually examine whether the
API is semantic incompatible on between versions. Specifically, we
recruited two annotators with at least three-year programming
experience and one year Android-related analysis experience, to
label the benchmark data. Specifically, they were asked to read
the extracted information of the API comparison, judge the API
body change type (or no change), and scrutinize the semantic in-
compatibility type (if any), individually. For any disagreement, two
annotators discussed and agreed on the same answer, and if the
disagreement persisted, an author (a senior researcher) joined the
discussion to facilitate a resolution. The Krippendorff’s Alpha [21]

4The sample size is determined based on a confidence level at 95% and a confidence
interval at 5 [26]

(a.k.a K-Alpha) is used to reflect the inter-rater reliability for multi-
label classification task. The K-Alpha is 𝛼 = 0.81 for the initial
manual labelling, showing substantial level of agreement.

Figure 5 shows the distribution of code change types. We ob-
served that "Other Statement Changed" (24.1%) is the most common
code change type compared to other classes. Such code changes
occur in non-critical statements and are likely part of code re-
factoring, leaving the external behaviors unchanged. Meanwhile,
15.5% of the samples have "No Change," which means that only
their API comments or annotations were updated during evolu-
tion. Return Statement change and Control Dependency change
contribute 19.3% and 15.9% of the total samples, respectively.

Figure 6 illustrates the distribution of semantic incompatible API
types. Notably, the dataset indicate that more than half of sampled
APIs do not have potential semantic incompatibility issues (58.9%).
Additionally, 38.1% of semantic incompatible APIs are caused by
Return Value Alternation, and the rest 11.0% APIs are caused by Ex-
ception Handling Modification. The benchmark dataset is available
in our artifact package.
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Figure 5: The distribution of
code change types.
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Figure 6: The distribution of
compatibility issue types.

4.1.2 Semantic Incompatible APIs. After obtaining the benchmark
dataset, we ran the proposed approach on it. Table 1 presents the
results and comparative analysis of the semantic compatibility de-
tection module in the proposed framework. In optimal settings,
the framework demonstrates robust performance in classifying se-
mantic incompatible API types, with a precision of 0.830, a recall
of 0.837 and a F1 score of 0.830. As for the code change type, the
performance is lower on all metrics for this intermediate step.

[Foundation LLM.]We selected four LLMs as the foundation
model of our proposed approach: GPT-3.5 [43], GPT-4 [43], Mis-
tral [12], and Cohere [18]. The GPT series are widely considered
the most powerful LLMs, and studies have shown their superiority
on almost all code-related tasks [22]. Mistral is one of the cutting-
edge open-weights models (outperforms Llama 34B), and we use
Mistral Large model. Cohere is an LLM series supports Retrieval
Augmented Generation (RAG), and we use command-r-plus with
104B parameters, which is one of the largest LLM currently. We
observed that GPT-4 achieves the best results in both Code Change
type and Semantic Compatibility type classifications, followed by
Cohere, Mistral, and GPT-3.5. We also noticed that the performance
of Code Change type, the intermediate step, is correlated to the
performance of Semantic Compatibility.

[API Comments.] Intuitively speaking, providing more infor-
mation into AI models often leads to better performance, and it
applies to the Code Change type classification. The performance of
GPT-4 slightly increases on all metrics. Surprisingly, we discovered
that providing the API comments to LLMs actually harms the perfor-
mance, contrary to our expectations. The f1-score drops from 0.830
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Table 1: The performance of Semantic Compatibility API Detection module. All results of the GPT-4 are underlined.

Experiment Settings Code Change Type Semantic Compatibility Type

No. Foundation LLM API Information Precision Recall F1-score Precision Recall F1-score

1 GPT-3.5 body+annotation 0.681 0.549 0.586 0.653 0.645 0.644
2 GPT-4 body+annotation 0.773 0.742 0.743 0.830 0.837 0.830
3 Mistral body+annotation 0.728 0.612 0.641 0.727 0.721 0.713
4 Cohere body+annotation 0.720 0.630 0.643 0.749 0.741 0.739

5 GPT-3.5 body+annotation+comment 0.692 0.561 0.598 0.602 0.598 0.592
6 GPT-4 body+annotation+comment 0.784 0.755 0.747 0.792 0.792 0.787
7 Mistral body+annotation+comment 0.695 0.540 0.584 0.703 0.712 0.699
8 Cohere body+annotation+comment 0.703 0.599 0.619 0.731 0.721 0.720

9 GPT-3.5 body+annotation+AST 0.676 0.525 0.565 0.751 0.728 0.735
10 GPT-3.5 body+annotation+comment+AST 0.599 0.444 0.486 0.706 0.682 0.690
11 GPT-4 body+annotation+AST 0.731 0.713 0.696 0.777 0.788 0.778
12 GPT-4 body+annotation+comment+AST 0.726 0.680 0.676 0.761 0.774 0.761

13 GPT-3.5 body+annotation no code change type 0.674 0.659 0.660
14 GPT-4 body+annotation no code change type 0.752 0.773 0.754

Table 2: The performance of semantic compatibility API de-
tection despite the semantic compatibility type. Comment
means whether the API comment is encoded into the prompt
to LLMs, Accuracy reflects the general semantic compatibil-
ity APIs detection capability, and Success Rate denotes how
many such APIs can be detected. All results are run by GPT-4.

Samples Comment Accuracy Success Rate

Whole Dataset without 85.3% 89.1%
with 81.1% 89.4%

Same Comment without 86.1% 93.1%
with 79.2% 89.7%

to 0.787 for GPT-4 on the Semantic Compatibility type classification.
This counter-intuition phenomenon might stem from the LLM’s in-
terpretation of the API comments. In real-world scenarios, Android
developers often refer to API comments for a quick understanding
of its functionality and behaviours. However, discrepancies arise
when the API method body is altered but its comment remains
unchanged, leading to potential misguidance to developers. As the
LLMs, mimicking human comprehension, tend to generate outputs
that closely align with the provided information, it may lead to the
aforementioned phenomenon. To further verify our assumption,
we took a closer inspection, and approximately one third (32.9%)
of the samples in the benchmark dataset exhibit this inconsistency.
Table 2 reveals that while API comments marginally impact the
success rate, they impede the framework’s ability to accurately
determine whether the API is semantic incompatible (-4.2%). This
effect is more pronounced in APIs with unchanged comments but
altered bodies (denoted as Same Comment), where the inclusion of
API comments reduces accuracy and success rate by 6.9% and 3.4%,
respectively.

[Abstract Syntax Tree (AST)] An abstract syntax tree (AST) is
a tree representation of the abstract syntactic structure of source
code. We here to explore whether providing the AST information,

a symbolic explanation of Java code, of API body can help LLM
understanding. We manually implemented a code-AST converter as
the following two parts: node classes definition and method body
parsing. An example of code-AST pair is listed in Listing 3.
1 // Version 5, <android.hardware.Camera.Parameters: Size

getPictureSize ()>
2 {
3 String pair = get(KEY_PICTURE_SIZE);
4 return strToSize(pair);
5 }
6 // Version 5, <android.hardware.Camera.Parameters: Size

getPictureSize ()> in AST.
7 MethodDeclaration(method_body , [Statement({, []),

AssignmentExpression (=, [VariableReference(String pair ,
[]), Expression(get(KEY_PICTURE_SIZE), [])]),
Statement(return strToSize(pair), []), Statement(}, [])])

8 Statement({, []) AssignmentExpression (=,
[VariableReference(String pair , []),
Expression(get(KEY_PICTURE_SIZE), [])])
VariableReference(String pair , [])
Expression(get(KEY_PICTURE_SIZE), []) Statement(return
strToSize(pair), []) Statement(}, [])

Listing 3: Code example of API getPictureSize()

The results show that inputting the AST into LLMs will harm the
performance, the F1-score drops from 0.830 to 0.778 (-6.3%) for GPT-
4. LLMs are mostly trained on large corpse of natural language and
normal code. Thus, AST in a symbolic format might might confuse
the LLMs to functionally undertake the code understanding and
incompatible API detection tasks.

[Chain-of-Thought.] The experiments shows that introducing
chain-of-thought strategy can greatly enhance its capability on
semantic compatibility classification, underlined by the F1-score
improvement from 0.754 to 0.830 for GPT-4.

In conclusion, our framework demonstrates a commendable over-
all performance on semantically incompatible API classification,
with an F1-score as 0.83. As for binary semantic compatibility de-
tection, our approach achieves an accuracy of 85.3% and a success
rate of 89.1%. In more challenging scenarios, such as detecting se-
mantic compatible APIs in the presence of unchanged comments
and modified API bodies, our framework still shows better efficacy,
evidenced by an accuracy of 86.1% and a success rate of 93.1%.
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Answers to RQ1: Our approach shows a strong overall perfor-
mance with an accuracy of 85.3% and a success rate of 89.1%
in semantic compatibility API detection, and 0.830 F1-score in
semantically incompatible API classification.

4.2 RQ2: Statistic Analysis of Incompatible APIs
As the proposed approach has achieved decent performance on a
manual craft benchmark dataset, we then employed it to detect all
potential incompatible APIs in Android framework from version 4
to 33, and the results are reported as below.

4.2.1 Signature Incompatible APIs. We first delve into the statisti-
cal analysis of API siganture changes occurring beyond consecutive
releases. As illustrated in Figure 1, for each API level, there is a
noteworthy portion of APIs has been either newly added or deleted
from the prior API level. The number of our detected Signature in-
compatible APIs is 42,937, including addition and removal. Utilizing
such API methods may lead to compatibility issues, either due to
their absence in the on-device Android stack or their removal from
the public API due to insecure or non-robust behavior. Additionally,
our examination of API evolution brings to light instances where
certain APIs are removed from and subsequently reintroduced into
the Android framework code. Such modification scenarios can give
rise to latent compatibility issues, often accompanied by significant
changes in API behavior.

The prevalence of compatibility issues across diverse API levels
underscores the potential hazards associated with utilizing such
APIs. Inadequate verification of the SDK version by developers may
give rise to exceptions within the APK, culminating in potential
application crashes.

4.2.2 Semantic Incompatible APIs. We found that among a total
of 10,675 sets of APIs that have changed from API level 4 to 33,
5,481 instances of API modifications were identified as potential
contributors to compatibility issues. Specifically, it was observed
that 4,052 APIs were associated with compatibility issues caused
by Return Value Alteration. Furthermore, 714 APIs were im-
plicated in compatibility issues caused by Exception Handling
Modification. It is also interesting to find that there are 715 APIs
were concurrently identified as influencers of compatibility issues
caused by both Return Value Alteration and Exception Han-
dling Modification.

Among the remaining 5,194 APIs, with the exception of five
instances deemed to cause compatibility issues under unique cir-
cumstances, the consensus was that the majority of them did not
induce compatibility issues. A nuanced analysis conducted by the
detection mechanism revealed that Change Type 1 (Return State-
ment Altered) manifested in 191 APIs, Change Type 2 (Exception
Handling Statement Modified) was evident in 35 APIs, Change Type
3 (Control Dependency Altered) occurred in 1,144 APIs, Change
Type 4 (Other Statement Modification) manifested in 3,474 APIs,
and Change Type 5 (Dependent API Modification) was discerned
in 1,833 APIs. Additionally, 345 APIs were determined to have re-
mained unaltered between the two versions.

Figure 7 further shows the number distribution of each incom-
patible API type detected in the semantic changes across each API
level. According to the figure, in most cases, compatibility issues are
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Figure 7: Detected incompatible API types generated by se-
mantic changes between versions from 4 to 33
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Figure 8: The Number of accumulated detected Signature and
Semantic incompatible APIs ranges from version 4 to 33.

caused by return statement changed. Interestingly, before version
21, the number of APIs semantic changes are relatively less than
those after version 21. However, the semantic changes of APIs that
will lead to compatibility issues account for a small number, and
more APIs will not lead to compatibility issues even though there
exist semantic changes. The transition from API level 23 (Android
6.0, Marshmallow) to API level 24 (Android 7.0, Nougat) marked a
significant evolution, as Google aimed to bolster security measures
to protect user data and enhance device integrity [66]. More than
1,000 APIs have undergone semantic changes, and the compatibil-
ity issues caused by these changes are more likely to be caused
by potential different exception handling. This change shows that
compatibility issues are inevitable even if we remain vigilant in
the development process, and it emphasizes that compatibility is-
sues detection and reminder are indispensable and important in
the development process of AOSP.

4.2.3 Observations. Figure 8 shows the count of detected incom-
patible APIs of each version (black lines) and accumulated detected
incompatible APIs (grey bars). This sizable count highlights the
importance and potentials of incompatible API detection. An in-
teresting observation is that when there are official version code
changes in Android, such as versions 21 (version code change from
KITKAT_WATCH to LOLLIPOP) 5, and 33 (version code change
from S_V2 to TIRAMISU) 6, the number of error APIs often signifi-
cantly increases compared to adjacent versions. This indicates that
official version code changes may have a significant impact on the
occurrence of error APIs.

5Google included the adoption of Material Design, enhancements in performance with
the ART runtime, etc.
6Google provided new functionalities, enhancing security measures, etc.
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Furthermore, it is worth noting that with the development and
updates of the AOSP, the number of incompatible APIs in each
version will generally increase over time. This upward trend indi-
cates a growing number of potential incompatibility issues as the
AOSP evolves. This insight is crucial for predicting and addressing
compatibility challenges, highlighting the necessity of continu-
ous vigilance and adjustment in software development practice
to ensure smooth operation of applications with different AOSP
versions.

Answers to RQ2: Based on our observation of API signature and se-
mantic changes fromAPI level 4 to 33, we discovered that semantic-
level API alterations led to two types of compatibility issues (CIs):
those arising from alterations in return values and those stemming
from changes in exception handling. Additionally, our experimen-
tal results indicate that our method achieved an f1-score of 0.830
under the best experimental settings.

4.3 RQ3: Performance on Real-world
Applications

The objective of incompatible API analysis is to provide the neces-
sary information for static analyzers to better identify compatibility
issues in Android applications. In other words, armed with the in-
compatible API list, we resorted to supplement the state-of-the-arts
in detecting a broader spectrum of compatibility issues that have
been previously overlooked. To this end, we chose CiD [31] for eval-
uation, as it is acknowledged as the most cutting-edge static method
for detecting compatibility issues in Android applications [36]. How-
ever, CiD only models and compares API signatures across different
SDK versions, potentially missing compatibility issues induced by
API semantic differences. To address this limitation, we enhanced
CiD by incorporating the list of semantically incompatible APIs into
the process of compatibility issues detection. We then conducted
the comparison to show the capability of our proposed approach
on real-world applications.

Experimental Setup.We randomly selected 10,000 apps, pub-
lished after 2020-01-01, fromAndroZoo [35] to set up themobile app
dataset of our experiment. AndroZoo is a large-scale and growing
Android app collection extracted from multiple sources, including
the Google Play app store. AndroZoo has been widely employed by
the Android app research community on various tasks [35, 45, 48].
Our experiment runs on a Linux server with Intel(R) Core(TM)
i9-9920X CPU @ 3.50GHz and 128GB RAM. The timeout setting for
analyzing each app is 20 minutes. A 20-minute timeout is deemed
appropriate for our study, considering that the majority of apps can
undergo successful analysis within this timeframe.

Results. Overall, from the 10,000 real-world apps, we detected
280,266 compatibility issues (i.e., 144,982 signature compatibility
issues and 135,284 semantic compatibility issues), w.r.t. 6,301 dis-
tinct Android APIs. This result indicates that more than 48.27%
compatibility issues are induced by semantic change, which are
non-trivial to be identified by state-of-the-arts as they are not ca-
pable of detecting compatibility issues with sophisticated imple-
mentation change. In other words, our work can supplement the
state-of-the-art method in detecting a broader spectrum of com-
patibility issues (with an improvement of +92.3%) that have been

previously overlooked. The complete list of detected compatibility
issues is available in our artifact repository.

Table 3 further summarizes the top 5 unprotected APIs that
would lead to compatibility issues. The widespread prevalence of
semantic compatibility issues suggests that our identification of an
incompatible API list from the Android framework using LLM can
complement existing state-of-the-art static analysis-based methods.
Our proposed method can provide a more comprehensive overview
of the incompatible API list, thereby enhancing the capability of
these tools to detect a broader spectrum of compatibility issues.

Table 3: Top 5 Unprotected APIs prone to compatibility is-
sues.

CI API Frequency Evidence
android.text.StaticLayout#constructor 1,756 Link [8]
android.view.Window.Callback#onSearchRequested 1,624 Link [9]

Signature PackageInstaller.SessionInfo#getAppPackageName 1,613 Link [11]
CI android.app.Notification.Builder#constructor 1,510 Link [5]

android.app.AppComponentFactory#constructor 1,377 Link [4]
android.app.Activity#onBackPressed 2,402 Link [3]
android.content.res.TypedArray#getInt 2,166 Link [6]

Semantic android.os.PowerManager#isScreenOn 1,953 Link [7]
CI android.widget.PopupWindow#dismiss 1,829 Link [10]

android.content.res.TypedArray#getBoolean 1,823 N/A

We then conducted a thorough investigation to confirm if the
identified incompatible APIs indeed cause problems in real-world
scenarios. In detail, we employed the Google search engine to
broadly search those compatibility issues, to check whether peo-
ple have spotted and engaged discussions about them. The search
terms included the signatures of incompatible APIs (as listed in
Table 3) and keywords such as compatibility” and android version”.
To ensure no relevant discussions were overlooked, we also use
the statements that cause the incompatibility in the API body (e.g.,
the newly added exception handling statements in a later version)
as the searching terms. Then, we manually scrutinized the results
from the searching.

Surprisingly, we found that 9 out of 10 incompatible APIs had
associated discussions, inquiries, or issues documented on promi-
nent tech platforms such as Stack Overflow or GitHub. As for the
only API android.content.res.TypedArray#getBoolean, although we
did not find any relevant discussions, the implementation of this
method does vary between API levels 20 and 21. Specifically, as
shown in listing 4, in version 21, it introduces a new check for
the Recycled state and may throw the RuntimeException, which
is inconsistent with the implementation on version 20 or earlier.
Hence, this API indeed poses potential compatibility issues, as it
may throw an exception from version 21 while functioning without
issue in versions prior to 20. In summary, the fact that we identified
APIs that developers were actively complaining about in real-life
situations confirms that these APIs are indeed causing significant
problems. This further underscores the effectiveness of our tool.
1 // Version 20
2 { index *= AssetManager.STYLE_NUM_ENTRIES;
3 ...;
4 }
5 // Version 21
6 {if (mRecycled) {
7 throw new RuntimeException("Cannot make calls to a

recycled instance!");
8 ...;}
9 index *= AssetManager.STYLE_NUM_ENTRIES;
10 ...;
11 }}
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Listing 4: Semantic change of API TypedArray.getBoolean().

Answers to RQ3: Our approach generates a comprehensive list
of incompatible APIs, assisting state-of-the-art static analyzers in
identifying a broader range of compatibility issues, particularly
those arising from significant semantic changes. Statistically, our
incompatible APIs contribute to a 92.3% improvement, previously
overlooked.

5 DISCUSSION
5.1 Implications
5.1.1 LLM in Code Understanding. In the realm of LLM-based code
understanding, we found that an increase in information does not
necessarily lead to improved performance. The unchanged API
comments may trick people to overlook the lurking API behaviour
changes. LLMs, much like humans, can become overwhelmed or
misled by excessive or contradictory data. Therefore, it’s essential
to strategically design the prompt and framework to maximize the
potential of LLMs.

5.1.2 CI Detection and Prevention. Our work lays the foundation
for the development of more refined static analysis tools, which
can be built upon our list of identified incompatible APIs. Addition-
ally, dynamic detection tools can utilize the types of code changes
(e.g., Control Dependency Changed) and API incompatibilities we
have classified (e.g., Return Value Alteration or Exception Handling
Modification) to create more effective testing cases.

5.1.3 Broader Impact. The broader impact of our research extends
beyond just the technical realm. By improving the detection and
prevention of CIs, we contribute to the overall reliability and quality
of software development, particularly in the Android ecosystem.
This advancement not only aids developers in creating more robust
and compatible applications but also enhances the end-user expe-
rience by reducing the likelihood of encountering software bugs
or crashes. Furthermore, our approach of leveraging LLMs in code
evolution analysis sets a precedent for future research, potentially
leading to more innovative uses of AI techniques in addressing
complex challenges within the SE field.

5.2 Limitations
The primary constraint of this work stems from the following two
points. First, it is widely acknowledged that static program analysis
methods can encounter soundness issues. Our methodology is no
different, requiring careful considerations in tackling the challeng-
ing task of extracting information from AOSP.

Second, a significant factor that limits our model’s performance
is the capability of the LLMs. Although our experiments have
demonstrated decent performance on the benchmark dataset, there
are inherent limitations in current LLM technologies, particularly
in understanding the nuanced and context-dependent nature of
code [22, 32, 33, 67], which may affect the performance of our
framework in certain scenarios.

Thirdly, in our work, we employ CiD for data-flow analysis aimed
at identifying compatibility issues in real-world Android applica-
tions. Nevertheless, its susceptibility to advanced programming

features like reflective and native calls [49] might compromise the
resilience of our approach, potentially affecting its overall sound-
ness. As part of our future endeavors, we intend to incorporate
methodologies devised by fellow researchers to tackle these endur-
ing challenges, such as integrating DroidRA [58] to alleviate the
influence of reflective calls on our static analysis approach.

6 RELATEDWORK
Semantic Code Analysis Several current methods in software
analysis primarily concentrate on program structure or external
documentation. Nevertheless, it is common to overlook the seman-
tics that are present in the source code. As noted by Kuhn et al. [30],
in order to fully understand software, information retrieval is re-
quired to utilise linguistic information available in source code,
like identifier names and comments. Compared to traditional topic
models [40, 46, 47, 51], the more advanced tool, Large Language
Models (LLMs), such as GPT-3.5 and GPT-4 [16, 37, 59] are applied
to semantically analysis the code. These models have demonstrated
significant potential in natural language understanding and pro-
cessing programming code tasks [19] [28]. Despite of the powerful
capabilities of the LLM, the outcomes can be quite unpredictable
and show non-deterministic behaviour by giving distinct codes for
the same query [44]. Thus, our work aims to utilize the latest tools
for semantically analyzing code, addressing compatibility issues
while taking into account non-determinism at the same time.

Android Compatibility Detecting Various methods are used
for detecting Android compatibility issues which can be roughly cat-
egorized into three types: static approaches, dynamic approaches,
and machine learning approaches. In the realm of static approaches,
Mahmud et al. [41] leverage API differences and conducting static
analysis on the source code of Android apps to identify both API in-
vocation compatibility issues and API callback compatibility issues.
On the other hand, Wang et al. [62] adopt a dynamic approach,
concentrating on identifying runtime permission misuse within
Android apps. Using machine learning-based classifiers, Alqahtani
et al. [13] discover malicious software on Android devices. However,
it is worth noting that each of these three approach primarily focus
on syntactic changes, which are easily detectable. Unfortunately,
semantic issues are often overlooked. These semantic issues which
represent a deeper understanding and meaning, are not detected,
making the detection less stable and reliable. Our work and contri-
bution on semantic code analysis effectively fill this gap in current
research in this field.

7 CONCLUSION
In this paper, we attempt to explore compatibility issues in the
Android system by understanding the syntax and semantics in-
volved in API evolution with the assistance of pretrained LLMs.
We formally define compatibility issues based on the evolution of
code behavior rather than API lifespan. We extract API syntax and
semantics from the AOSP spanning API levels from API level 4 to
33. This initial step is crucial for constructing code facts (such as
API signatures, API implementations, control dependencies, etc.)
as they serve as the foundation for subsequent compatibility issue
analysis. We subtly employ LLMs in detecting semantic incompat-
ible APIs, achieving 85.3% accuracy and an 89.1% success rate in
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identifying such APIs in the Android framework. Experimental
results demonstrate that our approach can enhance state-of-the-
art incompatibility detection tools by identifying a larger number
of compatibility issues, particularly those caused by sophisticated
semantic changes.
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