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Securing Voice Authentication Applications Against
Targeted Data Poisoning

Alireza Mohammadi, Keshav Sood, Asef Nazari, and Dhananjay Thiruvady

Abstract—Deep neural network-based voice authentication
systems are promising biometric verification techniques that
uniquely identify biological characteristics to verify a user. How-
ever, they are particularly susceptible to targeted data poisoning
attacks, where attackers replace legitimate users’ utterances with
their own. We propose an enhanced framework using real-
world datasets considering realistic attack scenarios. The results
show that the proposed approach is robust, providing accurate
authentications even when only a small fraction (5% of the
dataset) is poisoned.

Index Terms—Privacy, Data Poisoning Attacks, Voice authen-
tication, Biometric authentication.

I. INTRODUCTION

DEEP neural network (DNN)-based authentication meth-
ods, for user identification, operate by recognizing indi-

viduals based on their unique vocal characteristics. It creates
a digital voice portrait that serves as a reference point for
future authentication [1]. For example, in telecommunications,
voice authentication technology enables remote authentication
within cloud networks with minimal hardware, recognizing
individuals in real-time through digital voice portraits [2].
Many sectors, such as medical, banking, etc., have adopted this
technology to verify live voice-prints against references, thus
preventing fraud and enhancing security against unauthorized
access and impersonation.

However, voice authentication systems come with signifi-
cant risks and vulnerabilities that have recently raised concerns
about privacy, security, and data integrity [1]. Collecting voice
data, which contains unique vocal characteristics of each user,
can inadvertently disclose personal information like gender,
age, or nationality, posing potential privacy risks [1]. A data
leak involving this information can allow unauthorized entities
to access secure systems, compromise user safety, and lead
to privacy violations. If an attacker substitutes their voice
for a user’s before training, the system can learn from this
malicious input, altering its weights and allowing the attacker
unauthorized access. This vulnerability emphasizes the need
for stringent security to prevent such targeted data poisoning
attacks.

Prior research has explored various defense mechanisms.
To detect adversarial training examples in poisoning attacks,
Paudice et al. [3] used anomaly detection to filter out malicious
samples that significantly differ from the genuine data points.
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Xu et al. [4] reviewed adversarial attacks and defenses across
different domains, and suggested various defense mechanisms
such as robust training and data sanitization techniques to
counter poisoning attacks. In a recent work, Li et al. [1], a
Convolutional Neural Network (CNN)-based framework was
introduced to address targeted data poisoning attacks. Despite
these efforts, existing defense mechanisms have limitations,
either in efficiency and accuracy or in their approach to
hypothesizing real-world attack scenarios. Specifically: a) they
are inefficient and inaccurate (poor recall); b) their approaches
struggle to hypothesize real-world attack scenarios, making
them impractical to deploy; c) there is a significant gap in
understanding how many attackers simultaneously attempt to
impersonate legitimate users and access their profiles to stage
manipulations.

Our study addresses these gaps by proposing an advanced
framework that incorporates a CNN followed by a KNN
model with a new methodology to enhance the security of
commonly-used voice authentication systems. We train our
model on a realistic attack distribution, refining the model’s
assumptions to focus on scenarios where only a small fraction
(5% of the dataset) of data is poisoned. This approach aligns
with sophisticated methods employed in contemporary cyber-
threats.

We conduct extensive experiments with a real-world dataset
and various novel attack scenarios, comparing our results
against the state-of-the-art work [1]. Our framework demon-
strates significant improvements in accuracy and robustness,
with a marked reduction in false positive (FT) rates. These
results not only validate our approach but also showcase
its practical applications in enhancing the security of voice
authentication systems.

The contributions of our work are as follows:

1) We propose a novel framework to mitigate data poison-
ing attacks on biometric voice authentication systems.
Our methodology, based on a CNN followed by a KNN
model, stands out in robustness against real-world attack
scenarios compared to [1].

2) We show that the proposed framework is practical in
real-world deployment, aligning with the sophisticated
methods employed in contemporary cyber-threats.

3) Our framework effectively detects and discriminates a
single malicious user from legitimate users after de-
ployment. Overall, our approach enhances the defense
against targeted data poisoning attack threats by incor-
porating a security layer in voice authentication.
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II. RELATED WORK

Borgnia et al. [5] demonstrated the effectiveness of data
augmentation techniques in mitigating the impact of data
poisoning and backdoor attacks on DNNs, without sacrificing
model accuracy. In the domain of facial authentication sys-
tems, Cole et al. [6] enhanced security against targeted data
poisoning attacks by proposing a DNN-based defense strategy.
Diakonikolas et al. [7] proposed an algorithm for stochastic
optimization aimed at countering the effects of data poisoning
on optimization algorithms. Additionally, Zhaowei et al. [8]
introduced a black-box Universal Adversarial Perturbation
(UAP) attack for deep learning-based modulation classification
in wireless systems and proposed a defense strategy to address
adversarial vulnerabilities within realistic wireless channel
conditions.

Despite these advancements, none of the above studies [5]–
[8] have proposed effective defense mechanisms against the
targeted data poisoning attack scenarios considered in this
work, specifically addressing the characteristics of voice data
and how to effectively secure voice authentication systems
against such attacks. More importantly, the effectiveness of
conducting a stealthy poisoning attack by manipulating only
a small portion of user data (ranging from 0.1% to 10%) has
not been investigated to the authors’ knowledge. Our study
defines various realistic scenarios with targeted attacks against
a state-of-the-art voice authentication system, demonstrates the
success rate of these attacks, and proposes a framework as an
additional layer of security to effectively counter them.

III. PROPOSED APPROACH

A. Threat Model

Voice authentication begins with collecting a user’s voice
sample, from which the model extracts distinct features like
pitch and tone. These features create a vocal profile. Once
trained, the system authenticates users by comparing new
voice samples to the established profile. We examine targeted
data poisoning attacks against voice authentication systems,
which can occur during the training process. In such attacks,
the attacker does not need to know the model’s parameters.
They only need to impersonate a user and gain access to their
account. DNN-based models aim to learn input data patterns,
regardless of whether the data is compromised. If an attacker
replaces a random user’s utterances with their own before
training, the model learns these patterns. This results in the
attacker’s voice features being stored along with legitimate
users’, allowing them access to the system.

B. Attack & Defense Design

There are 2334 user accounts in total in the Librispeech
dataset [9], where each account contains multiple utterances.
We limit the quantity of utterances to 10 for each user, similar
to [1]. From the total user accounts, we uniformly choose
a random 0.1%, 1%, 5%, and 10% of them, label them as
attackers, and exclude them from user accounts. Then, we
uniformly choose a random 5% of the remaining user accounts
for each attack scenario, and label them as victims. Finally,

we stage the attack by replacing 5 utterances in each victim
account with the attackers’ utterances.

To formulate the attack, consider the output feature
vectors of the voice authentication system from a 512-
dimensional space. Assume Un with elements zn =
⟨z(n,1), z(n,2), . . . , z(n,512)⟩, representing all normal ac-
counts, and Ua representing all attacked accounts za =
⟨z(a,1), z(a,2), . . . , z(a,512)⟩. Consider pn(zn|Xn) as the proba-
bility distribution for the normal feature vector conditioned on
Xn, with Xn being a subset of the input audio Un for normal
accounts. Furthermore, consider pa(za|Xa) as the probability
distribution for the feature vectors for the compromised feature
vector conditioned on Xa, with Xa being a subset of the
input audio Ua for compromised accounts. The hypothesis is
articulated as follows [1]:

pn(zn|Xn) = pa(za|Xa), however, p(Xn) ̸= p(Xa) (1)

Here we consider three scenarios where we train our models
on 80% of the dataset, with 5% labeled as an attack, and
evaluate on the remaining 20%, also with 5% labeled as an
attack. We emphasize that this attack design, to our knowledge,
is novel and has never been investigated before, making it
the closest to a real-world poisoning attack against voice
authentication systems. Addressing such an attack scenario
effectively will enhance system robustness against targeted
poisoning attacks.

The first scenario utilizes our proposed framework incor-
porating a CNN with only one block of convolutional layers
(since the dataset used in this work is not large). The second
scenario uses our proposed framework incorporating a CNN
with two blocks of convolutional layers. Finally, the third
scenario employs the proposed model by the state-of-the-art,
which we refer to as the default model [1].

We implement our proposed framework based on the
model’s architecture and training process of the current state-
of-the-art [1]. To improve the methodology of [1], we incorpo-
rate a 5-fold cross-validation evaluation during model training
on a highly imbalanced dataset, as it was not implemented in
[1]. Additionally, we integrate modifications to avoid overfit-
ting to the data’s majority class (95%) labeled as normal. The
implementation steps are as follows:

1) We incorporate batch normalization after each convo-
lutional layer and both L1 and L2 regularization into
both convolutional and dense layers to help normalize
the inputs and reduce overfitting.

2) We incorporate class weights for addressing the im-
balanced training data and use stratified 5-fold cross-
validation in the training process to ensure that each
fold is representative of the overall class distribution.

3) We conduct extensive hyper-parameter tuning to system-
atically explore the parameter space and determine the
optimal settings.

We have pointed out significant methodological limitations
in the existing works, especially the state-of-the-art [1], and
bridged the gaps. We emphasize that incorporating the above
steps and proposing new data distribution scenarios makes our
methodology highly unique, novel, and realistic.
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Fig. 1. An overview of the authentication process flow, from the initial
utterance to the final step of labeling each user as either an attacker or a
legitimate user.

IV. PERFORMANCE EVALUATION

For the experimental part of our study, we used the well-
known LibriSpeech dataset corpus [9] released in 2015, com-
posed of audiobooks in English. It contains recordings of 2,334
users, each with 10 utterances. These utterances were further
trimmed to a minimum of 7 seconds in length. Moreover, we
conducted our experiments using an Intel(R) Core(TM) i7-
6700HQ CPU @ 2.60GHz with 12 GB RAM and a 960M
model GPU. Similar to [1], we train Deep Speaker [10] on
users’ data, with each user having 10 utterances.

Firstly, the users’ utterances are fed to Deep Speaker, as
shown in Step 1 in Figure 1. The output of Deep Speaker then
goes through an embedding process similar to [1]. Specifically,
a random selection of utterances takes place pairwise from
both victims and attackers.

Next, the embeddings are fed into our proposed framework,
as shown in Step 2 in Figure 1. Similar to [1], the convolutional
layers of our model contain 4 × 4 filters and a stride of 1 × 1,
and 3 × 3 filters and a stride of 1 × 1 respectively, followed
by max-pooling layers, dropout layers set to 20%, and two
fully connected layers in the end, totaling 12 layers. It uses
a softmax cross-entropy loss function. Ultimately, the output
of the CNN model is a probability value for each embedding.
The KNN model aggregates the probability values for each
user and labels them either as an attacker or normal, as shown
in Step 3 in Figure 1.

Table ?? shows the results for each scenario on the test set.
The overall accuracy, F1-score, and TP rate are highest in our
proposed Scenario 1. In the first two scenarios, our proposed
framework learns from both classes and generalizes to the test
set with only 5% poisoned attacks effectively. This shows our
defense mechanism has been effective in addressing the real-
world attack scenario, implemented on a real dataset.

TABLE I
PERFORMANCE EVALUATION OVER ALL 3 SCENARIOS

Models Acc. Recall F1
Proposed Scenario 1 0.98 0.92 0.95
Proposed Scenario 2 0.95 0.90 0.93
Default Scenario [1] 0.89 0.55 0.68

A. Performance Evaluation Over User Registration

KNN is implemented for all three scenarios to aggregate
the probability values output by the CNN model. Specifically,
we run Deep Speaker 10 times as proposed by [1], with each

instance initializing the model differently, leading to the ob-
taining of 10 feature vectors for each user. Then we implement
the interleaved embedding on feature vectors. The embeddings
are then fed to our proposed CNN model. The CNN model
yields one probability value for each embedding, and each user
has 10 embedding representations of their utterances. These
10 probability values become a 10-dimensional point for each
user. Then, we fit a KNN model to all user points, setting
K-neighbour to 11 as proposed by [1]. This leads to a binary
decision for each user: attack or normal.

TABLE II
EVALUATION RESULTS OF THE PROPOSED KNN MODEL AND THE

DEFAULT IMPLEMENTATIONS (NUMBERS IN PERCENT)

Default Implementation [1]
Models Acc. Recall F1

Proposed Scenario 1 0.89 0.50 0.64
Proposed Scenario 2 0.90 0.54 0.67
Default Scenario [1] 0.82 0.36 0.50

Proposed Implementation
Proposed Scenario 1 0.79 0.68 0.73
Proposed Scenario 2 0.79 0.70 0.74
Default Scenario [1] 0.77 0.48 0.59

Table II shows the results for the default KNN implementa-
tion [1], which indicates overfitting to the majority class and a
lack of generalization to unseen data. Therefore, we implement
a modified version of the KNN model to address overfitting,
evident from having an accuracy above 82% accompanied by
50% and less recall for all three scenarios. Specifically, we
incorporate the Synthetic Minority Over-sampling Technique
(SMOTE), a resampling technique to address class imbalance,
and stratified 5-fold cross-validation. Incorporating SMOTE
and stratified cross-validation is not done in the state-of-the-art
KNN model implementation [1]. The results of our modifica-
tions are shown in Table II under Proposed Implementation.
We see increases in the recall, F1-score, and TP rate along
with a reduction in FN rate.

Fig. 2. Heatmap Comparison of the KNN Model Default Implementation
Versus Proposed Implementation.

Figure 2 shows the heatmap comparing the default KNN
model to our proposed method, using accuracy, recall, and
F1-score for Scenario 1, Scenario 2, and the Default Scenario.
Despite a reduction in accuracy (-11.24%, -12.22%, -6.10%),
the recall (36.00%, 29.63%, 33.33%) and F1-score (14.06%,
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10.45%, 18.00%) indicate substantial improvements in the
model’s ability to detect true positives and its overall detection
capability. These enhancements, particularly in recall and F1-
score, highlight the improved performance of our proposed
model in identifying compromised accounts when compared
to the Default Scenario [1].

B. Performance Evaluation Over Different Attack Scenarios
(0.1%, 1%, 5%, 10%)

We consider different percentages of attackers staging the
poisoning attack on the system at the same time. It is worth
noting that the state-of-the-art [1] considered only 10% of
users labeled as attackers. There are two main reasons to
investigate the influence of having different percentages of
attacker accounts. Firstly, fewer attacker accounts excluded
from the data leads to more data for the training and testing
of the model. Moreover, having fewer attackers leads to
fewer repetitions of replaced utterances in victim accounts.
This might affect the model’s learning process considerably.
Secondly, having fewer attackers in our attack design is closer
to a real-world attack scenario, in which only a few attackers
stage the poisoning attack on the system at the same time.

TABLE III
COMPARISON OF DEFAULT AND PROPOSED IMPLEMENTATIONS OF

DEFENSE FRAMEWORK FOR DIFFERENT ATTACK SCENARIOS

Default Implementation [1] Proposed Implementation
Attack Acc. Recall F1 Acc. Recall F1
0.1% 1.00 0.99 0.99 1.00 0.99 0.99
1% 0.99 0.84 0.91 0.95 0.92 0.94
5% 0.96 0.60 0.74 0.82 0.68 0.74

10% 0.89 0.50 0.64 0.79 0.68 0.74

Table III shows that as the number of attackers increases,
accuracy and recall drop, with accuracy falling from 1.00
to 0.89 in the Default Implementation [1] and from 0.95 to
0.79 in the Proposed Implementation, and recall from 0.99 to
0.50 and from 0.92 to 0.68, respectively. The F1-score also
decreases, indicating a compromised balance of precision and
recall. Conversely, FN and FP rates rise, with FN rates rising
from 0.009 to 0.50 in the Default [1] and from 0.009 to 0.30 in
the Proposed Implementation. FP rates show a slight increase,
notably from 0.022 to 0.01 in the Proposed Implementation.
This trend suggests the model struggles more with accurate
labeling as attackers’ utterances diversify, leading to higher
misclassification rates.

Figure 3 shows the heatmap comparing the default defense
framework versus our proposed defense framework implemen-
tations, using accuracy, recall, and F1-score for different attack
scenarios. Despite a reduction in accuracy (-11.24%, -12.22%,
-6.10%), the recall (36.00%, 29.63%, 33.33%) and F1-score
(14.06%, 10.45%, 18.00%) indicate substantial improvements
in the model’s ability to detect true positives and its overall
detection capability. These enhancements, particularly in recall
and F1-score, highlight the improved performance of our
proposed model in identifying compromised accounts when
compared to the Default Scenario [1].

Fig. 3. Heatmap Comparison of Default Defense Framework Versus Proposed
Defense Framework for Different Attack Scenarios.

V. CONCLUSION

We introduced a novel approach to enhance the detection
of targeted data poisoning attacks in voice authentication
systems. The approach demonstrates both robustness and gen-
eralizability and it is particularly effective when the number of
compromised samples is extremely low. In the future, we will
explore key deployment challenges, such as the frequency of
new user registrations and the corresponding need for model
retraining, to understand their overall impact on the approach’s
performance.
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