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Abstract—Cyber-physical systems (CPS) development requires verify-
ing whether system behaviors violate their requirements. This analysis
often considers system behaviors expressed by execution traces and
requirements expressed by signal-based temporal properties. When an
execution trace violates a requirement, engineers need to solve the trace
diagnostic problem: They need to understand the cause of the breach.
Automated trace diagnostic techniques aim to support engineers in the
trace diagnostic activity.

This paper proposes search-based trace-diagnostic (SBTD), a novel
trace-diagnostic technique for CPS requirements. Unlike existing tech-
niques, SBTD relies on evolutionary search. SBTD starts from a set
of candidate diagnoses, applies an evolutionary algorithm iteratively
to generate new candidate diagnoses (via mutation, recombination,
and selection), and uses a fitness function to determine the qualities
of these solutions. Then, a diagnostic generator step is performed to
explain the cause of the trace violation. We implemented Diagnosis,
an SBTD tool for signal-based temporal logic requirements expressed
using the Hybrid Logic of Signals (HLS). We evaluated Diagnosis
by performing 34 experiments for 17 trace-requirements combinations
leading to a property violation and by assessing the effectiveness of
SBTD in producing informative diagnoses and its efficiency in generating
them on a time basis. Our results confirm that Diagnosis can produce
informative diagnoses in practical time for most of our experiments (33
out of 34).

Index Terms—Diagnostics, Trace checking, Run-time verification, Tem-
poral properties, Cyber-physical systems, Signals

1 INTRODUCTION

Cyber-physical systems (CPS) must typically satisfy require-
ments expressed using signal-based temporal properties [1], [2].
Signal-based temporal properties are a convenient tool to
express CPS requirements: They specify how the system
should behave over time and rely on signals. Signals are
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entities capturing the values assumed by the system vari-
ables over time and they can record both the software and
physical dynamics of the CPS under analysis [2].

Developing complex CPS requires engineers to test
their systems to search for requirements violations. Many
testing techniques (e.g., [3]-[10]), compared by existing
competitions (e.g., [11]), rely on trace-checking to assess
whether a trace that records the system behavior for a
specific input leads to a requirement violation. For exam-
ple, ThEodorE [12] is a trace-checking tool that supports
requirements expressed using the Hybrid Logic of Signals
(HLS) [2], an expressive logic to capture CPS requirements.
Trace-checking techniques typically consider a trace and a
property representing a requirement and return a Boolean
verdict: True if the trace satisfies the requirement, and False
otherwise. If the trace satisfies the requirement, testing tools
automatically generate new test cases searching for a test
case that violates the requirement. In the opposite case,
engineers need to inspect the trace to understand the cause
of the violation.

Trace-diagnostic approaches consider a trace and a re-
quirement violated by the trace and aim to explain why the
requirement is violated. Existing approaches either isolate
slices of traces explaining the requirement violation [13]-
[16] or check whether traces show common behaviors that
lead to the requirement violation [17]-[20]. Recent work [19]
showed the applicability of the latter approach for produc-
ing diagnoses for signal-based temporal requirements. The
approach requires a language-specific library of violation
causes and diagnoses. Then, it explores the violation causes
and diagnoses within the library, searching for an explana-
tion for the requirement violation.

Two challenges may hamper the applicability of trace-
diagnostic solutions in practical scenarios.

o Challenge CI: a library of violation causes and diag-
noses is typically required and often unavailable before
execution;

e Challenge C2: a valid explanation for the requirement
violation within the violation causes and diagnoses
might be missing from the library, i.e.,, none of the
violation causes and diagnoses are suitable to explain
the requirement violation.

This work mitigates these challenges by proposing search-
based trace-diagnostic (SBTD), a novel trace-diagnostic
framework for CPS. Unlike existing techniques, SBTD uses
an evolutionary search approach to generate new candidate
diagnoses. This automated generation enables the dynamic
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creation of new diagnoses and provides two benefits. First,
it addresses challenge C1 since it does not require as input
a library of predefined violation causes and diagnoses. This
relieves engineers from the time-consuming and error-prone
definition of such a library, when it is unavailable. Second,
it addresses the challenge C2 since the dynamic generation
of new diagnoses mitigates the risk of ending the trace-
diagnostic procedure with no valid explanation for the
requirement violation. We defined Diagnosis, which is an
instance of SBTD that considers properties modeled using
the Hybrid Logic of Signals (HLS) [2].

We evaluated our solution by performing 34 experiments
involving 17 trace-requirements combinations that led to
a property violation coming from three different systems:
Two from the automotive domain, and one from the robotic
domain. We assess the effectiveness of our solution (RQ1),
i.e., the capability of Diagnosis to produce informative
diagnoses, and its efficiency (RQ2), i.e., the time required to
produce these diagnoses. Our results show that Diagnosis
can produce informative diagnoses within a practical time
(47 hours) for most of our experiments (33 out of 34). For
the remaining experiment (1 out of 34), the tool could not
produce a diagnosis within the time budget (five days).
Taking several hours (or a few days) to complete the trace-
diagnostic activity is acceptable in many industrial appli-
cations (e.g., satellites [21]) where product development
requires years to complete.

To summarize, our contributions are as follows:

o search-based trace-diagnostic (SBTD), a novel trace-
diagnostic technique for CPS based on evolutionary
search (Section 3);

 an SBTD framework that supports properties expressed
using the HLS (Section 4);

o the implementation of our SBTD framework, namely
Diagnosis, which is publicly available;

« an extensive empirical evaluation of our solution (Sec-
tion 5).

Our paper is organized as follows. Section 2 presents our
running example from the automotive domain. Section 3
introduces SBTD. Section 4 presents our SBTD framework
for HLS. Section 5 evaluates our contribution. Section 6
reflects on our findings. Section 7 discusses related work.
Section 8 presents our conclusions.

2 MOTIVATING EXAMPLE

Our running example concerns a vehicle that should follow
a trajectory while avoiding obstacles, such as the one pre-
sented in Figure 1. The solid and the dashed lines represent
the trajectory to be followed and the actual trajectory of the
car, respectively.

Engineers specify the requirements of the system using
HLS. Figure 2 presents the grammar of HLS from [2], where
symbol “|” separates alternatives, 7'V is a set of timestamp
variables, IV is a set of index variables, RV is a set of real-
valued variables, and S is a set of signal variables.! An
HLS formula (non-terminal p) is a relational expression over
terms, a Boolean expression over formulae, or quantified

1. We slightly revisited the presentation of the grammar to include
derived operators (e.g., forall, and).
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Figure 1: Example of failure-revealing scenario.
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Figure 2: Syntax of HLS.

formulae. Quantified formulae support quantification over
timestamp variables (> 7 in Iy [...]), over index variables
(> o0 in Ij [...]), or over real-valued variables (> p [...]),
where > represents the existential (exists) or universal
(forall) quantifier. A term (non-terminal tm) is a time term,
an index term, or a value term. A time term (non-terminal tt)
is a timestamp variable 7, a literal denoting a value ¢, the
value returned by the operator i2t (“index to timestamp”),
or an arithmetic expression over these entities. An index term
(non-terminal it) is an index variable o, a literal denoting
a value j, the value returned by the operator t2i (“time to
index”), or an arithmetic expression over these entities. A
value term (non-terminal vt) is a real-valued variable p, a
literal denoting a value z, the value of a signal returned by
the operators @i (“at index”) and @t (“at timestamp”), or
an arithmetic expression over these entities.

Using HLS, engineers specify the requirement ¢ of the
vehicle:

¢ ::= forall 7y in [0, 00) such that
(d_pos_x @t (79) — v_pos_x @t (70)) < 20 cm and
d2obs @t (79) > 50 cm

This requirement ¢ specifies that, for every time instant 7
from the beginning (time 0) to the end (oco) of the simulation,
the two following conditions should hold:

1) the difference (d_pos_x @t (79) — v_pos_x @t (79))
between the desired position (d_pos_x) and the actual
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Figure 3: A fragment of an execution trace for our case study.

vehicle position (v_pos_x) in the x-axis at time 7 is
lower than a threshold value (20cm), and
2) the Euclidean distance (d2obs) between the vehicle’s
border and the obstacle’s border is greater than the
threshold value (50cm).
The semantics of the background colored boxes will be
defined in Section 3 and Section 4. We will use ¢( and ),
¢(20), ¢(50)) to respectively indicate the operator and
and the values 20 and 50 contained within the yellow, red,
and blue colored background boxes of the requirement ¢.

Automotive engineers analyze if their system behaves
correctly by considering a set of driving scenarios. For
example, the scenario from Figure 1 represents a failure-
revealing scenario in which the requirement ¢ is not sat-
isfied: while following a desired trajectory (solid line), the
course followed by the car (dashed line) causes the vehicle
to reach a position (“2” labeled position) with a distance
lower than 50cm from the obstacle.

Figure 3 reports a fragment of the execution trace for this
driving scenario. Each position of the vehicle from Figure 1
is associated with a trace record that specifies the values
assumed by the variables v_pos_x, d_pos_x, and d2obs,
representing the actual position of the vehicle, the desired
position of the vehicle, and the Euclidean distance between
vehicle’s and the closest obstacle’s border, at different simu-
lation times. The values assumed by the variable timestamp
represent the time instant of the different trace records. For
example, the trace record 7y specifies that at time instant
5.0s, the position of the vehicle is v_pos_x = 5.66m, the
desired position is d_pos_x = 7.86m, and the distance to
the closest object’s border is d2obs = 0.007m.

When engineers inspect the execution trace, they need
to understand the causes of the failure. For example, for
the scenario from Figure 1 and the portion of the trace in
Figure 3, while following the desired trajectory, the vehicle
does not ensure that the distance between the car and the
obstacle is higher than 50cm, i.e., at time instant 5.0s the
distance is 7mm. Obtaining these explanations is usually
challenging; requirements (e.g., expressed in HLS [2] or SB-
TemPsy-DSL [19]) typically rely on many temporal opera-
tors and may have a complex structure. The goal of SBTD is
to support engineers in automatically producing diagnostic
information that can be useful for understanding the causes
of the failure by relying on a search-based trace-diagnostic
approach.

3 SEARCH-BASED TRACE-DIAGNOSTIC

Figure 4 presents an overview of SBTD. The input of SBTD is
a trace-requirement combination ({7, ¢)) made by a require-
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Figure 4: The search-based trace-diagnostic framework.

ment formalized as a property (¢) unsatisfied over the trace
(m) and a time budget (b). SBTD either successfully returns
a diagnosis d or informs the user that it could not find a
diagnosis within the available budget. SBTD works in three
steps:

The Generator of Mutations step generates a set ¥ of
candidate mutated requirements from a (set of) re-
quirement(s). Our SBTD framework generates mutated
requirements with high similarity with the original
requirement ¢ which can more likely be informative
in explaining the cause of the violation. For example,
given the requirement formalized as ¢ of our running
example from Section 2, the generator synthesizes the
following mutated requirement ¢’ by changing the
value ¢(50) reported within the blue colored back-
ground box (50cm) into 45cm.

¢’ := forall 7y in [0,00) such that
(d_pos_x @t (79) — v_pos_x @t (79)) < 20 cm
and d2obs @t (79) > 45 cm

The Trace-Checker step receives a set of mutated require-
ments ¥ and checks whether each mutated requirement
is satisfied or violated by the trace 7 rendering a set of
pairs each associating a trace-requirement combination
with a Boolean value indicating whether the require-
ment is satisfied or violated over the corresponding
trace. Considering our running example, when the
trace-checker evaluates the mutated requirement ¢’, it
detects that the trace 7 satisfies the requirement ¢’
and produces the pair {(r, ¢'), True}. The Trace Checker
component produces a set A of pairs {(m, ¢'), v} made
by the trace 7, the mutated requirement ¢, and the
corresponding trace checking verdict v. However, to
run the Diagnostic Generator step, it is necessary to
have at least a certain number of satisfied and violated
requirements within the set A, such that the Diagnostic
Generator can produce an informative diagnosis. There-
fore, the Generator of Mutations and the Trace-Checker are
executed iteratively and the set A is augmented with
the newly generated pairs until (at least) a certain num-
ber of satisfied and violated requirements are present.

The Diagnostic Generator step analyzes the requirement
¢ and the pairs containing the trace-checking verdicts
of the mutated requirements (e.g., {(m,¢’), True}) to
produce a diagnosis. If it can not produce an infor-
mative diagnosis, it starts another iteration by running
step (1) and by considering a new set of the mutated
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Figure 5: Diagnosis generated for our automotive example.?

requirements. Otherwise, it returns the diagnosis to the
user.

The algorithm stops by either outputting the informative
diagnosis, if found within the time budget (b), or by prompt-
ing a message indicating that SBTD could not produce a
diagnosis within the time budget.

To illustrate our methodology, Figure 5 presents a de-
cision tree (DT) as the diagnosis of our SBTD for the
running example. The diagnosis highlights which sets of
changes for ¢( and ), #( 50 ), ¢( 20 ) can make the formula
satisfied. For example, for the considered trace, to make the
requirement satisfied, the developer can maintain the and
logical operator for ¢( and ), set a threshold value ¢( 20 )
for the difference between the desired and the actual vehicle
position higher than 548.0303cm, and the threshold value
@( 50 ) for the difference between the vehicle border and the
obstacle border lower than 0.6864cm. The tool identifies the
values 548.0303cm and 0.6864cm since, for the considered
trace, they are respectively the maximum distance between
the desired and the actual trajectory, and the minimum
distance between the vehicle and the obstacle border. This
information shows to the engineer that (a) the vehicle is
not precisely following the desired trajectory (the difference
between the desired and the actual vehicle position should
be increased) to make the requirement satisfied, and (b) the
vehicle is also not maintaining the distance from the obstacle
(the difference between the vehicle border and the obstacle
should be decreased to satisfy the requirement). However,
since setting the value for the difference between the vehicle
border and the obstacle to 0.6864cm makes the requirement
satisfied, the diagnosis also shows that the vehicle does
not collide with the obstacle. Changing the and logical
operator into an or enables engineers to understand that
making only one of the aforementioned changes makes the
requirement satisfied.

SBTD can be customized depending on the type of
diagnosis the engineers are looking for. The definition of
the diagnosis influences the behavior of the Generator of
Mutations and the Diagnostic Generator components. In
the first place, the Generator of Mutations should generate
requirements that most likely guide the search toward the
generation of a suitable diagnosis. Then, the Diagnostic
Generator should aggregate the pairs produced by the Trace

Checker based on the type of the desired diagnosis.

4 SEARCH-BASED TRACE DIAGNOSTIC FOR HLS

In this section, we describe an SBTD that supports re-
quirements expressed in HLS. We present change-driven
diagnosis (Section 4.1), the type of diagnosis supported by
our SBTD instance. We describe the Generator of Mutations
(Section 4.2), Trace-Checker (Section 4.3), and Diagnostic
Generator (Section 4.4) components that support this type
of diagnosis.

4.1 Change-Driven Diagnosis

Change-driven diagnosis explains requirements violations
by describing which (set of) change(s) can lead to a re-
quirement satisfied by the trace. For example, the decision
tree (DT) reported in Figure 5 explains to engineers which
changes applied to the requirement ¢ make it satisfied by
the trace. This information helps engineers understand that,
although the 50cm safety distance is violated and that the
car does not follow the desired trajectory with a tolerance of
20cm, the car does not collide with the obstacle and the car
deviates from the desired trajectory by a few meters: Setting
the threshold value 0.68cm as safety distance between the
car and the vehicle and 548.04cm as the tolerated deviation
from the desired trajectory will make the requirement satis-
fied over the trace.

As our running example shows, engineers can select
sub-portions of the requirements the changes should target.
For example, for the requirement ¢ from Section 2 the red,
yellow, and blue labeled boxes identify the sub-portions of
the formula that the changes should refer to. The engineer
is interested in how changes affect the satisfaction of the
requirement, regarding: (i) the threshold distance between
the desired and the actual trajectory of the car (¢( 20 )), (ii)
the threshold distance between the vehicle and the obstacle
(¢(150)), and (iii) the logical operator “and” (¢( and ))
that relates (i) and (ii). Intuitively, changes in the distances
enable engineers to understand how the distance between
the desired and the actual trajectory of the car and between
the vehicle and the obstacle affect requirement satisfaction;
changes in the logical operator “and” enable engineers to
understand if both clauses of the requirements are violated.

2. For simplicity, in our running example, we removed the
“implies” operator from the mutation.



Table 1: Mutation Operators: the table contains the original formula and the mutated formula
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Figure 6: AST of an HLS requirement and its mutation obtained by applying the mutation operator OP13 to the node with

the blue background.

Definition 1 (Change-Driven Diagnosis). Let (m,¢) be a
trace-requirement combination made by a requirement (¢) unsat-
isfied over the trace (m) and sub(¢) a portion of the requirement
the changes should target. A diagnosis d is a (set of) change(s)
in the portion sub(¢) of the requirement ¢ that makes the
requirement ¢ satisfied by .

An in-depth perspective of the SBTD steps to generate
change-driven diagnosis for HLS requirements follows.

4.2 Generator of Mutations

This component receives a (set of) requirement(s) as inputs
and generates a set of mutated requirements by sequentially
performing the mutation and crossover operations.

The mutation operations component considers an HLS
requirement and changes the portions of the abstract syntax
tree (AST) that refer to the sub-portions of the requirements
identified by the engineers. For example, the AST for the
requirement ¢ of our motivating example is presented in
Figure 6a. The portions of the abstract syntax tree (AST)
referring to the sub-portions of the requirements identified
by the engineers are identified by colored nodes. Specifi-
cally, the nodes referring to the logical operator “and” and
the threshold values 20cm and 50cm are with yellow, red,
and blue background colors. The operator has to select the
number of nodes to mutate between zero and the total

number of nodes of the AST. This selection is related to
portions of the requirement that the engineers are interested
in. Then, it uses the mutation operators from Table 1 to
mutate the nodes of the AST. Depending on the specific
application, engineers can specify a subset of operators to be
used by the generator of mutations. Operator OP1 mutates
the HLS requirement p into its negation not p. Operator
OP2 mutates the relational operator @ by selecting another
relational operator @’. Operator OP3 removes the negation
operator from the HLS requirement not p. Operator OP4
mutates the Boolean operator © used to combine the two re-
quirements p; and p, by selecting another Boolean operator
©'. The operators OP5, OP6, and OP7 mutate the existential
quantifier exists into the universal quantifier forall
and vice versa. The operators OP8, OP9, and OP10 mutate
the arithmetic operator ® by selecting another arithmetic
operator ©'. The operators OP11, OP12, and OP13 mutate
the time, index and value terms ¢, j, and x by selecting
new values t/, j/, and «’. Finally, the operators OP14 and
OP15 mutate the value terms s @i it and s @t tt into
s’ @i it and ¢’ @t tt by selecting a new signal s’. All the
mutation operators do not change the structure of the AST
of the formula, but only the content of its nodes. In our
running example, engineers select the operators OP4, that
can mutate the logical operator “and”, and the operator
OP13 that can mutate the value terms representing the



threshold values 20cm and 50cm. Figure 6b presents the AST
of the requirement ¢': An example of a mutation for the AST
from Figure 6a of the requirement ¢ of our running example
where the operator OP13 replaces the value “50cm” with the
value “45cm”.

The crossover operator generates new candidate require-
ments by (a) selecting a pair of requirements, and (b) com-
bining them. Next, we further explain how our algorithm
selects the best pair of requirements by finding the best
alignment between requirements, then, we distill how we
combine the best pair of requirements by swapping cor-
responding nodes from the AST trees representing each
requirement.

To select the best requirements pair, the crossover opera-
tor computes a fitness value for each mutated requirement.
The fitness value of each mutated requirement is obtained
by comparing the mutated requirement with the original
requirement using the score function of a pairwise align-
ment algorithm, namely Smith-Waterman [22]. Therefore,
the fitness value is the score of the best local alignment be-
tween requirements such that the higher the fitness the more
similar the mutated requirement to the original requirement
is. Our choice for rewarding the similarity between require-
ments is grounded in the idea that fewer, but relevant,
mutations in the requirements lead to fewer interactions
between term changes, and consequently reduce the effect
of the confounding bias [23]. In other words, the higher the
similarity between the originally violated and the mutated
HLS requirements, the lower the chances of having spurious
factors that could incorrectly imply causation between the
term changes and the requirement satisfaction (or violation).

Figure 8 demonstrates an example of calculating the
fitness value of the mutated requirement ¢’ using the score
function of the Smith-Waterman algorithm. The algorithm
compares the distance between the original requirement (¢)
and the mutated requirements (¢’), term by term. We use
the algorithm as follows®: (i) mapping terms, (ii) calculating
the initial scoring matrix, and (iii) collecting the score.

(i) Mapping terms. The algorithm maps the terms that can
be mutated from both requirements (¢ and ¢’) enriched with
a “null” element to rows and columns of a scoring matrix.
For example, Figure 8 represents the scoring matrix SM
associated with the requirements ¢ and ¢’, where the terms
that can be mutated in ¢ (i.e., ¢(20), ¢( and), ¢(50))
and ¢’ (ie, ¢'(20), ¢'( and ), ¢'((45)), are respectively
reported in the headers of its rows and columns.

(ii) Calculating the scoring matrix. The value zero is associ-
ated with matrix cells from rows and columns labeled with
the “null” elements. The values of the remaining cells are
calculated according to Equation (1).

3. Originally the SW algorithm computes the best local alignment to
find the places where the term changes. However, for the purpose of
informative diagnosis generation, we are concerned not only with the
places of change but also with the domain and range of the values
where the change takes place. Such step of our approach is further
explained in Section 4.4.

SMi— 1,5 — 1] + (¢4, ¢)
SM[i—1,j]+ W
SMi,j— 1]+ W

0

SMli, j] = maz @

The equation specifies that the value of the scoring matrix
SM in position i,j, i.e.,, SM[i,j], depends on the simi-
larity score (s(¢i, ¢’;)) of requirement ¢ in position i and
requirement ¢’ in position j, with gap score (W, ak.a.
penality gap). The gap score penalizes formulae that require
swapping many terms to be aligned. We set the similarity
score 5(¢;,¢}) to the value 3 when the terms from the
column headers 7 and j coincide, to the value —3 otherwise.
We considered the value —2 for the gap score (W).

(iii) Collecting the score and measuring the fitness. The score
is the highest value in the scoring matrix. In the example
from Figure 8, the score is 6 from cell SM |3, 3]. Ultimately,
we use the score as the fitness value in the following steps
of the algorithm.

We implemented two selection methods that use these
fitness values:

1) Elitism [24], [25]: selects two parents randomly between
the best ten formulas following their fitness.

2) Roulette wheel [24], [25]: selects two parents based on
their fitness, where the higher the fitness, the higher the
probability of being selected.

To combine the pair of HLS requirements, we randomly
select a node from the AST of the first requirement and swap
it with the corresponding node of the second requirement.
For example, Figure 7 presents an example of an application
of the mutation operator: The mutation operator selects
the sub-tree from the requirement ¢; with the red node
as a root (Figure 7a) and swaps it with the corresponding
sub-tree from the requirement ¢, (Figure 7b) leading to
requirement ¢3 (Figure 7c). Notice that, since the mutation
operators do not change the structure of the AST, all the
requirements have the same structure.

Table 2 lists the set of parameters to be configured
by engineers to run the SBTD framework. For example,
the crossover rate (CR) is the probability of applying the
crossover operator.

The Generator of Mutations component generates a set of
candidate requirements ¥, which are then considered by the
Trace checker component, explained as follows.

For the generator of mutations (1)), we developed a
Python script (i.e., ga.py) that implements the algorithm
from Section 4.2. We decided to implement this procedure
(instead of using an external library) since this decision en-
ables controlling the data structures used by the algorithms
to represent HLS requirements. This decision simplified the
implementation of the operators from Table 1 and the fitness
metric from Section 4.2.

4.3 Trace-Checker

The trace checker component considers the trace m and the
candidate requirements ¥ and verifies which requirements
hold on 7. This is done by considering each HLS require-
ment ¢ € ¥, and by running an existing trace-checker that



Table 2: Configuration Parameters for our SBTD framework.

ID Parameter Textual Description

CR Crossover rate Probability of applying the crossover operator.

MR Mutation rate Probability of applying the mutation operator.

PS Population size Number of requirements considered by the SBTD framework at each iteration.

SA Selection Algorithm The algorithm to be chosen for the selection of the requirements (Elitism or Roulette Wheel).
PTBC  Parents to Be Chosen = Number of requirements to be considered as a parent when using Elitism.

MG Max Generation Maximum number of iterations in the SBTD.

TS Tournament Size
Trace check time out
Program time out

Number of requirements that compete to be selected as a parent.
Maximum time allowed for trace check to check a requirement.
Maximum time allowed for SBTD to find the requested solution.
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Figure 7: Example of application of the over operator: the requirement ¢3 is obtained from the requirement ¢, by swapping
the subtree with the root node with a red background with the corresponding subtree from the requirement ¢,.

| null  ¢(20) ¢(and) ¢(50)
null 0 0 0 0
¢'(20) 0 3 1 0
¢'( and ) 0 1 6 4
¢'(45) 0 0 4 3

Figure 8: Example of fitness calculation using the score
function of the Smith-Waterman algorithm.

can verify whether the requirement holds or not on the trace
m, i.e., whether 7 |= ¢.

The Trace Checker component produces a set A of pairs
{{(m,¢'),v} made by the trace 7, the mutated requirement
¢', and the corresponding trace checking verdict v. These
pairs are fed into the Diagnostic Generator.

For the trace checker component (2), we used the
ThEodorE [12] trace-checking tool since it supports re-
quirements expressed in HLS. ThEodorE can produce three
possible verdicts: “satisfied”, if the trace satisfies the re-
quirement, “violated”, if it does not, or “unknown”, if the
SMT solver used by ThEodorE to solve the trace-checking
problem can not deduce whether the requirement is satisfied
or violated. The “unknown” verdict is returned when the
underlying SMT technology used by the solver can not
produce results for some specific instances of the prob-
lem [2]. Therefore, the diagnostic generator component will
also create leaves labeled with the “unknown” verdict to
explain cases where the trace-checker could not produce any
verdict.

—_

forall 7 in I such that p,[0,00),and,<,+,...satisfied
forall 7p in I such that p,[3,5),and,>,-,...,violated

N

Figure 9: Entries considered by the learning algorithm.

4.4 Diagnostic Generator

The Diagnostic Generator relies on two steps: (a) requirement
filtering, and (b) decision-tree computation.

The requirement filtering step selects the requirement mu-
tations that are more similar to the original requirement
for the computation of the decision tree while ensuring
that the number of satisfied and unsatisfied requirements
is the same. The requirement filtering ranks the mutated
properties using the score function of the Smith-Waterman
algorithm (as done by the cross-over operator — Section 4.2)
for selecting the requirements to be combined. Then, it
selects a subset of requirement mutations with the highest
fitness values. The number of selected requirement muta-
tions is defined by the parameter Parents to Be Chosen
(PTBC) specified by the user (see Table 2).

The decision-tree computation works in two steps: Data
Preparation and Learning

Data Preparation — Before running our learning tech-
nique, we have to prepare our data. Specifically, we
have to represent the AST of each requirement in a
format that is processable by a learning technique. We
remark that the generator of mutations creates proper-
ties by not changing the structure of the AST.



Learning — The learning algorithm processes the input
file and classifies the requirements based on the trace-
checking verdict (satisfied or violated). We run J48 [26],
a widely used ML algorithm [27] that generates deci-
sion trees that classify training data. Figure 5 illustrates
an example of a resulting decision tree where ¢( and )
is the root node of the tree since splitting the ¢( and )
operator renders a bigger information gain than a split
in ¢(50), ¢( 20 ). Leaf nodes (True, False) are labeled
with the frequency of whether the selected term results
in the verdict.

For the diagnostic generator component ((3)), we used
the Java implementation of the C4.5 algorithm [26] available
in Weka [28]. We selected the C4.5 algorithm, since it is a
widely used learning algorithm for decision trees [27], and
Weka, since it is a well-known library of machine learning
algorithms [29].

5 EVALUATION

Our evaluation assesses how SBTD can identify the correct
cause for violated requirements. To this end, we consider
two research questions:

RQ1: How effective is SBTD in producing informative
diagnoses? (Section 5.2)

To answer this question, we assess how useful the diagnoses
produced by SBTD are in detecting the causes of the viola-
tions of the requirements.

RQ2: How efficient is SBTD in producing informative
diagnoses? (Section 5.3)

To answer this question, we assess the time required by
SBTD to produce the diagnoses and assess the execution
time of the components from Section 4.

To answer our questions we used Diagnosis as an
instance of an SBTD framework. Our answers are based on
the following: benchmark, experimental settings, and tool
configuration of Diagnosis. Our Diagnosis tool has been
implemented and is publicly available [30]. An Appendix
with a complete analysis of each experiment is also publicly
available on Zenodo [31].

5.1 Experiment Setting and Tool Configuration

We considered 17 trace-requirement combinations, made by
a trace and a requirement violated by the trace. Out of these
combinations, 16 trace-requirement combinations were gen-
erated by considering 16 requirements from the ARCH 2023
Competition [11], an international SBST competition for
Simulink models. The remaining trace-requirement combi-
nation was generated from a recent example from Zhao et
al. [32] concerning a robot that should follow a trajectory
while avoiding collisions.

The trace-requirement combinations from the ARCH
2023 Competition [11] were extracted from the replication
package of two of the tools that participated in the competi-
tion (ARIsTEO [3] and ATheNA-S [4], [33]), and by consid-
ering a trace that violates the requirement that was returned
by one of the tools. The traces have a large number of
records (min=1594, max=10001, Avg=6565.3, StdDev=2656.9).
Table 3 contains a textual description of the requirements
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we considered in our evaluation. The column ID reports
the identifier from the ARCH 2023 competition. Out of
the seven models used in the competition, we considered
only the Automatic Transmission (AT) and Chasing Cars
(CC) since they have the highest number of requirements.
The requirement identifiers from the AT and CC models
start with “AT” and “CC”. For the robotic scenario, we
considered one trace-requirement combination (RR). The
requirement [34] specifies that the robot should follow a
desired trajectory while avoiding collisions.

Since the requirements from the ARCH competition
are formalized in Signal Temporal Logic (STL) [35], and
Diagnosis supports HLS, we proposed an alternative
specification of the requirements in HLS. Table 4 contains
the HLS formalization for the requirements from Table 3.
Since HLS is more expressive than STL [2], all the require-
ments could be expressed in HLS.

For each trace-requirement combination, we defined the
terms from the requirements that should be considered to
understand the causes of the violations. The parts of the
requirements and their formalization considered to under-
stand the cause of the violations are colored in Table 3
and Table 4. We performed two experiments for each trace-
requirement combination, considering different subsets of
terms to be mutated. The two columns of Table 6 report the
subset of terms considered for each trace-requirement com-
bination. Considering two subsets of terms to be mutated for
each trace-requirement combination led to 34 experiments
(17 x 2) marked in Table 6 with the identifiers expl, exp2,
..., exp34. The mutation operators to be used for each exper-
iment and the value ranges to be considered to mutate the
values of the real-valued variables are reported in Table 6.
For example, for the requirement AT1 and experiment expl
the tool operator considered the mutation operator OP13 for
changing AT1( 120 ) with threshold values of [100, 140]Jmph;
for experiment exp?2 the operator considered the mutation
operators OP11, with value ranges of [0, 10]s for AT1(0)
and [10, 30]s for AT1( 20 ), and OP13, with value range of
[100, 140]mph for AT1( 120 ).

To answer the research questions of the evaluation, we
configured Diagnosis as detailed in Table 5. We set 0.95
as a value for the crossover rate (CR) as done in a recent
work [36]. Unlike Nunez et al. [36], who considered 0.10 as
a value for the mutation rate (MR), we selected 0.90 to favor
the generation of new mutations. The population size is set
to 50 properties. We used the roulette wheel as a selection
algorithm (SA), as done in a recent work [37]. We set 10 as
a value for the parents to be chosen (PTBC) parameter. We
set the value of the population size (50) for the tournament
size (TS). The maximum number of generations (MG) is
configured to stop the search when Diagnosis finds 1000
satisfied over the trace. We set a timeout of one hour for the
trace-checking activity (TCTO). Diagnosis stops if it can
not produce a diagnosis within five days (PGTO).

We executed experiments on a large computing platform
with 1109 nodes, 64 cores, memory 249G or 2057500M, CPU
2 x AMD Rome 7532 2.40 GHz 256M cache L3.



Table 3: Requirements from our benchmark.

ID Textual description

AT1 The vehicle’s speed (v) shall be lower than 120 mph (v < 120mph) within[ 0, 20 ]s.

AT2 The engine speed (w) shall be lower than | 4750 rpm (w < 4750rpm) within [ 0, 10 ]s.

AT51 If the transmission enters Gear 1 within the time interval [ 0, 30 ]s, it shall remain in that gear for the next 2.5 s.

AT52  If the transmission enters Gear 2 within the time interval [ 0, 30 ]s, it shall remain in that gear for the next 2.5 s.

AT53  If the transmission enters Gear 3 within the time interval [ 0, 30 ]s, it shall remain in that gear for the next 2.5 s.

AT54  If the transmission enters Gear 4 within the time interval [ 0, 30 ]s, it shall remain in that gear for the next 2.5 s.

AT6a  If the engine speed is lower than 3000 rpm within [0, 30 [s, then the vehicle speed shall be lower than 35 mph within [0, 4 [s.
AT6b  If the engine speed is lower than 3000 rpm within [0, 30 [s, then the vehicle speed shall be lower than 50 mph within [0, 8 [s.
AT6c  If the engine speed is lower than 3000 rpm within [0, 30 [s, then the vehicle speed shall be lower than 65 mph within [0, 20 [s.

ATb6abc The requirements AT6a, ATéb, and AT6c shall be simultaneously satisfied. (Same mutation parameters as AT6c)

CC1 Car 5 shall always be at most 40 m ahead of car 4 within [ 0, 100 [s

CcC2 Within [ 0 , 70]s, car 5 shall be at least | 15 m ahead of car 4 at least once for the next [ 0 , 30]s.

CC3 At all times within [0, 80]s, for the next 20s, car 2 shall always precede car 1 by at most 20m, |or car 5 shall precede car 4 by 40m
at least once.

CC4 At all times within [0, 65]s, at least once in the next 30s, car 5 shall always be at least 8 m ahead of car 4 for the next 5s.

CC5 Within [0, 72]s, at least once in the next 8s, if car 2 precedes car 1 by more than 9 m for 5s, then car 5 shall precede car 4 by 'more
than 9 m in the next 15s.

CCx Within [ 0, 50 ]s, all cars shall always be at least | 7.5 m ahead of the car immediately behind it. (The mutation operator is applied
only for the distance between cars 4 and 5).

RR From the beginning (time 0) to the end (c0) of the simulation, the following two conditions should hold: the difference (d_pos_x @t

(10) — v_pos_x @t (70)) between the desired position (d_pos_x) and the actual robot position (v_pos_x) in the x-axis at time 79 is
lower than a threshold value ( 20 cm), and the Euclidean distance (d20bs) between the robot’s border and the obstacle’s border is

greater than the threshold value ( 50 cm).

5.2 Effectiveness (RQ1)

Our research hypothesis is that SBTD is effective in pro-
ducing informative diagnoses. We assessed how effective
SBTD is in producing informative diagnoses to validate
our hypothesis. We compare diagnostics produced using
Diagnosis to the causes that led to requirement violation,
according to an expert.

Methodology. We compared diagnostics and predictions
to answer whether SBTD is effective. Diagnosis gener-
ated diagnostics, an expert synthesized predictions for the
requirements from Table 3. The comparison results from
experiments with mutated operators, according to valid
ranges.

The participants of the experiment were two authors
of this paper, one playing the role of the Diagnosis tool
operator and the other playing the role of the expert. The
two authors did not exchange information about the experi-
ments during the experimental set. The experimental set fol-
lowed two steps: (i) cause derivation and (ii) diagnostics and
prediction comparison. The experimental set is summarized
in Table 6, which maps requirement IDs to independent
variables (namely Operators), and valid ranges exercised in
each experiment. The colored background in Table 6 maps
terms from the Table 3 to mutated operators.

(i) Cause Derivation. The tool operator and the expert
worked separately to derive the causes of the violated re-
quirements. The tool operator configured Diagnosis using
the configuration parameters in Table 5. As a result, the tool
operator collected one decision tree for each experiment. For
example, Figure 10a reports the diagnosis for the experiment
expl that considers the impact of the value AT1(120) on

the satisfaction of the requirement AT1. The decision tree
shows that setting the value of AT1( 120 ) higher and lower
than 120.006093 respectively makes the property satisfied
or violated since the signal reaches the value 120.006093.
Note that the DT leaves contain the same number (1013)
of satisfied and unsatisfied requirements since the require-
ment filtering step ensures that the number of satisfied and
unsatisfied requirements is the same.

The expert analyzed the violated requirement according
to their experience and manually synthesized a prediction.
To synthesize the prediction the expert also plotted the trace
and tried to reverse-engineer the cause of the violation
and express it as a DT. For example, Figure 10b reports
the prediction for the experiment expl. Note that, for this
example, since the expert can inspect the trace, they can
identify the exact condition (>120.022620) that turns the
property from violated to satisfied.

(ii) Diagnostics and Prediction Comparison. We compared
the diagnostics (tool operator’s decision trees) and the predic-
tions (expert’s decision trees).

For our experiments, the DT produced by the tool op-
erator and the expert can be significantly different: values
can be considered in multiple orders and be split various
times by each decision tree. Therefore, to compare these
DTs we use an empirical approach inspired by the approach
presented by Gaaloul et al. [38] originally used to compare
software assumptions. The approach requires generating a
set of properties by considering 101 assignments for each
numerical value mutated by the SBTD algorithm. For exam-
ple, for exp2 a set of properties is generated by considering
101 assignments for each variables: for AT1( 0 ) values from
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Table 4: HLS formalization for the requirements from Table 3.

ID HLS formalization

AT1 forall 79 in[ 0, 20 | such that v@t(rp) < 120 .

AT2 forall g in[ 0, 10 ] such that w@t(r) < 4750 .

AT51  forall og in [t2i( 0 )+1,t2i( 30 )] such that ((gear@i(cop-1) # 1) and (gear@i(cp) = 1)) implies ( forall 7y in [i2t(o0),
i2t(o0)+ 2.5 ] such that (gear @t(mg) =1)).

AT52  forall og in [t2i( 0 )+1,£2i( 30 )] such that ((gear@i(co-1) # 2) and (gear@i(cp) = 2)) implies ( forall 79 in [i2t(o0),
i2t(0g)+ 2.5 | such that (gear Qt(7p) =2)).

AT53  forall og in [t2i( 0 )+1,£2i( 30 )] such that ((gear@i(co-1) # 3) and (gearQi(og) = 3)) implies ( forall 79 in [i2t(0y),
i2t(og)+ 2.5 | such that (gear @t(rp) =3)).

AT54  forall og in [t2i( 0)+1,£2i( 30 )] such that ((gear@i(oo-1) # 4) and (gearQi(co) = 4)) implies ( forall 79 in [i2t(0p),
i2t(0g)+ 2.5 ] such that (gear Qt(rp) =4)).

AT6a  (forall 79 in [0, 30 ] such that w@t(mp) < 3000 ) implies (forall 71 in [0, 4 | such that v@t(r;) < 35).

AT6b  (forall 7o in [0, 30 | such that w@t(7p) < 3000 ) implies (forall 71 in [0, 8 | such that v@t(r;) < 50).

AT6c  (forall 7g in [0, 30 | such that w@t(7p) < 3000 ) implies (forall 71 in [0, 20 | such that v@t(r) < 65 ).

ATé6abc ((forall 7p in [0,30] such that w@t(rp) < 3000) implies (forall 71 in [0,4] such that v@t(r1) < 35)) and ((forall 75 in
[0,30] such that w@t(r2) < 3000) implies (forall 73 in [0,8] such that v@t(r3) < 50)) and ((forall 74 in [0, 30 ] such
that w@t(74) < 3000 ) implies (forall 75 in [0, 20 ] such that v@t(rs) < 65)).

CC1 forall7p in[ 0, 100 | such that ( (y5@t(70) - y4@t(70)) < 40 ).

cC2 forall 7o in [ 0 ,70] such that (exists 71 in [70+ 0 ,70+30] such that ((y5@t(71) - y4@t(r1)) > 15).

CC3 forall 79 in|[0,80] such that (( forall 71 in|[79,70+20] such that ((y2@t(r1)-yl@t(r1)) <20)) oxr (exists T in|[rg,70+20]
such that ((y5@t(m2) - y4@t(m2)) > 40))).

CC4 forall 79 in[0,65] such that (exists 7| in[79,70+30] such that ( forall 73 in[71,71+5] such that ((y5@t(m2) - y4@t(72))
>18))).

CC5 forall 7 in [0,72] such that (exists 71 in [79,70+8] such that ((forall 7 in [71,71+5] such that ((y2@t(m2) - yl@t(m)) >
9)) implies (forall 73 in [11+5,71+20] such that ((y5Q@t(73) - y4@t(r3)) > 9)))).

CCx (forall 79 in [ 0, 50 ] such that ((y5@t (7o) - y4@t(70)) > 7.5)) and (forall 71 in [0,50] such that ((y4@t(r1) - y3@t(r1)) >
7.5)) and (forall 72 in [0,50] such that ((y3@t(m2) - y2@t(72)) > 7.5)) and (forall 73 in [0,50] such that ((y2@t(73) - y1@t(73))
> 7.5)).

RR forall 7y in [0,00] such that ((d_pos_x Qt(70) - v_pos_x @t(79) ) < 20 and d2obs @t(rg) > 50 ).

AT1(120) AT1( 120)
< 120.006093 / > 120.006093 < 120.022620 / >20.022620
— ~ _— ~_
False (1013) True (1013) False True

(a) Diagnostics.

(b) Prediction.

Figure 10: Diagnostic and prediction for the experiment expl.

Table 5: Values for the configuration parameters of
Diagnosis from Table 2.

Parameter Value Parameter Value

CR 0.95 PTBC 10

MR 0.90 MG 1000 satisfied prop.
PS 50 TS 50

TCTO 1hour SA Roulette Wheel
PGTO 5 days

0 to 10 with increments of 0.1, for AT1( 20 ) values from 10
to 30 with increments of 0.2, and for AT1(/ 120 ) values from
100 to 140 with increments of 0.4. Considering the combina-
tions of these values leads to a total of 1030301 properties.
When the mutations also involved logical operators (e.g.,
exp26) this procedure was replicated for all the possible
assignments of the logical operators. For example, for exp26

the procedure assigned CC3( forall ), CC3( forall),
CC3(and) to both {forall, forall, and}, {forall,
forall, or}, and {forall, exists, and}, and all the
remaining combinations of logical operators. For each prop-
erty, we assessed whether the property was expected to be
satisfied or violated according to the DTs produced by the
tool operator and the expert. This was done by assessing
whether the leaf of the DT associated with that formula
was labeled with a True or a False value. A true positive
(TP) is when the property is satisfied according to both
the DTs (the one from the tool operator and the one from
the expert). A true negative (TN) is when the property is
violated according to both DTs. A false positive (FP) is when
the property is satisfied by the DT returned by the tool
operator and violated by the one produced by the expert.
Finally, a false negative (FN) is when the property is violated
by the DT returned by the tool operator and satisfied by the
one produced by the expert. We analyzed the precision and



Table 6: Mutation operators (Operators) and ranges for the value terms (Ranges) of each experiment (Exp).
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Req.ID | Exp. Operators Valid Range | Exp. Operators Valid Range

AT1 ‘ expl OP13 [100,140]mph ‘ exp2 OP11 , OP11, OP13 [0,10]s , [10,30]s , [100,140]mph

AT2 ‘ exp3 OP13 [4700,4800]rpm ‘ exp4 OP11 , OP11, OP13 [0,5]s , [5,15]s , [4700,4800]rpm

AT51 \ exp5 | OPIl [0,5]s \ exp6  OP11, OP11,[OP11  [0,15]s, [1545]s, [05]s

ATS2 | ep7  [OPIT [0,5]s | eps  [OP11, OP11,[OPIL  [015]s, [1545]s, [05]s

AT53 ‘ exp9 OP11 [0,5]s ‘ expl10 OP11 , OP11, OP11 [0,15]s , [15,45]s, [0,5]s

AT54 ‘ expll OP11 [0,5]s ‘ expl2 OP11, OP11, OP11 [0,15]s , [1545]s , [0,5]s

AT6a ExplS*T OP13 , OP13 [2800,3200]rpm , [30,40]mph exp14"Jr OP11 , OP13, OP11 , [20,40]s ,  [2800,3200]rpm , [[2,6]s,
OP13 [30,40]mph

AT6b exp15*T OP13, OP13 [2800,3200]rpm , [40,60]mph e)c71716’“r OP11 , OP13, OP11 , [20,40]s , [2800,3200]rpm , |[4,12]s,
OP13 [40,60]mph

ATé6c expl7*t OP13, OP13 [2800,3200]rpm , [50,80]mph exp18*t 'OP11, OP13, OP11, [20,40]s , [2800,3200]rpm , [15,25]s ,
OP13 [50,80]mph

AT6abc explQ*T OP13 , OP13 [2800,3200]rpm , [50,80[mph epoO*Jr OP11, OP13, OP11 , [20,40]s , [2800,3200]rpm , [15,25]s ,
OP13 [50,80lmph

CC1 ‘ epoIT OP13 [30,50]m ‘ epoZJr OP11, OP11, OP13 [0,50]s , [50,100]s , ' [30,50]m

cc2 ‘ exp23*t |OPI1 [0,20]s ‘ exp24* |OP11, OP11, OPI3 [0,20]s , [0,10]s , |[12,18]m

CC3 exp25* OP5 {forall exists} exp26* OP5, OP5 , OP4 {forallexists},

{forallexists} , {and, or}
CC4 exp27*t | OP13 [6,10]m exp28*t OP5 , OP5 , OP13 {forallexists},
{forallexists} , [6,10]m

CC5 exp29*t  OP13, OP13 [711]m , [7,11]m exp30*t 'OP2, OP13, OP2, {>,<}, [711lm, {>,<}, [711]m
OP13

CCx exp31t [OP13 [5,10]m exp32t 'OP11, OP11,[OP13 | [025]s, [2575]s , [5,10]m

RR exp33 OP13 , OP4 [500,700]cm , exp34 OP13 , OP4, OP13 [500,700]cm , {and, or} , [0,2.5]cm

{and, or, implies}

recall of the method.

Note that, the ThEodorE trace-checker returns that a
property is violated by a trace when Z3 confirms that the
logical formula generated by the trace-checker is satisfiable;
It returns that the property is satisfied in the opposite case.
In our case, Z3 formula contains quantifiers, we empirically
observed that Z3 usually takes longer to confirm the satisfi-
ability of the logical formula, i.e., to show that a property is
violated by a trace. Therefore, for some of our experiments
in which the trace-checker could return that the property
was satisfied by some traces but could not provide the
opposite result (marked with an asterisk “*” in Table 6),
we assume the property to be violated when the Z3 solver
returned “unknown” result, assuming that for these instances
the Z3 solver would have returned a “satisfied” verdict with
more time available. Our results confirm the validity of this
hypothesis for our experiments. Finally, for some of our
experiments Diagnosis could not generate 1000 satisfied
properties (see Table 2) within five days. For those cases
(marked with an asterisk “1” in Table 6 and Table 7), we run

the DT computation manually after Diagnosis ends.*

Results. Running our experiments would have required
approximately 109 days. The time was reduced to five days
by exploiting the parallelization facilities of our computing
platform.

For 33 out of 34 experiments, the SBTD tool could
produce a diagnosis within five days. The boxplot from
Figure 11 presents the precision (’Z“F?jkipFP) and recall
(Tpa%) of SBTD across the different experiments. SBTD
shows a considerable precision (min=90.2%, max=100.0%,
Avg=98.9%, StdDev=2.1%) across the different experiments
showing that the value ranges for which the requirements
are satisfied are confirmed by the expert. SBTD shows a
considerable recall (min=54.6%, max=100.0%, Avg=92.7%,
StdDev=12.3%) across the different experiments showing
that SBTD can identify most of the values for which the
requirements are satisfied.

For one out of 34 experiments (exp25 — identified with

a brown background in Table 6), the SBTD could not

4. For exp26 could not create a thousand mutations since there are
only eight possible mutations of the original requirement.
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Figure 11: Precision and recall of SBTD across the different
experiments. Diamonds depict the average, red lines are the
median, and pluses depict the outliers.

produce a diagnosis within five days. For this case, the
ThEodorE trace-checker leads to the timeout of the SBTD
tool. As reported by the authors [2], [12], while supporting
an expressive logic (HLS), ThEodorE inherits the limitations
of the SMT technology used to solve the trace-checking
problem, which can require considerable time to solve the
satisfiability problem and terminate with an “unknown”
result. Note that we assumed that an “unknown” result
confirmed the violation of a property only when for some
of the generated trace-requirements combinations the trace-
checker could confirm that the property was satisfied by
the trace. This was not the case for exp25, where ThEodorE
could never produce a trace-checking verdict.

RQ1 - Effectiveness

The results show that our SBTD framework returned
an accurate diagnosis for 33 out of 34 experiments. For
one of our experiments, the performance limitations
of the trace-checker we selected (ThEodorE) did not
enable our SBTD framework to produce a diagnosis.

5.3 Efficiency (RQ2)

We assessed how efficient SBTD is in producing informative
diagnoses as follows.

Methodology. We consider the experiments executed to
answer RQ1. We recorded the time Diagnosis, and its
components (see Section 3), required to produce the diag-
noses and analyzed it.

Results. Table 7 reports the total time required by each
experiment as well as the time required by the generator
of mutations (1), the trace-checker (2}, and the diagnostic
generator (3). SBTD could produce a diagnosis within 47
hours (min=6.1h, max=46.7h, Avg=14.8h, StdDev=9.6h) for
14 experiments. This computational time is acceptable for
many applications since it is negligible compared to the
development time of the CPS. For 20 out of 34 experiments,
SBTD could not generate 1000 satisfied requirements (see
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Table 2) within five days (120h). However, as discussed in
Section 5.2, forcing the computation of the DT manually
leads to accurate results even with fewer satisfied prop-
erties. Finally, for experiment exp25 (labeled with the ‘-~
character in Table 7) Diagnosis could not produce a di-
agnosis within 120h and we could not force its computation
manually since ThEodorE did not produce a trace-checking
verdict for any of the requirement mutations.

— RQ2 - Efficiency
Our SBTD framework could produce a diagnosis
within 47 hours for 14 of our experiments. For 20 ex-
periments our SBTD did not terminate within five days
since it could not generate 1000 satisfied requirements.
However, forcing the computation of the diagnosis
with fewer satisfied requirements leads to an accurate
result. For one of our experiments, Diagnosis could
not produce a diagnosis.

6 DiscuSSION AND THREATS TO VALIDITY

Our SBTD approach uses DT to express the diagnosis and
inherits the limitations of this technology: The DT expresses
conjunctions of conditions expressed by its node, and each
node of the DT expresses a condition that only refers to
one term of the formula. Therefore, we can not learn more
complex relations between input signals like the quadratic
relation between the upper temporal limit AT1( 20 ) and the
upper speed limit AT1(120) in exp2. We plan to address
this limitation by considering other ML techniques (e.g.,
Genetic Programming) in the future.

SBTD is defined to support and complement the activity
of expert designers. First, it can automatically synthesize a
diagnosis without any human intervention. Second, it can
also help experts by confirming their diagnostic witnesses
since experts can be wrong or miss corner cases. Third,
another advantage of Diagnosis is that its activity can
be parallelized. While the expert activity is sequential and
can not be parallelized, many instances of Diagnosis
can be executed in parallel by analyzing different trace-
requirements combinations. Finally, our results show that
SBTD can produce accurate results in a few days. Engineers
can wait a few days for an informative diagnosis in many
practical scenarios (e.g., safety-critical applications),

Internal Validity. We compared the diagnosis produced
by Diagnosis with the one proposed by an expert. We
remark that our expert has extensive knowledge about our
benchmark models. Therefore, it is likely that they are
producing accurate diagnoses.

For RQ1, the metric used to compare the DTs produced
by the tool and the expert could threaten the internal va-
lidity of our results. For experiments in which only one
value was mutated, we could have computed the error
between the values identified by the expert and the tool as
a metric for success. However, this metric would not apply
to experiments with multiple values. Our approach enables
us to consider these two cases seamlessly.

For RQ1 and RQ?2, the values selected for the configu-
ration parameters of our tool (Table 2) threaten the internal
validity of our results. For example, the maximum number
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Table 7: Time required by our SBTD tool to extract the diagnosis.

ID Exp. Tool (total) ~ Tool (1)  Tool (2) Tool (3) ‘ Exp. Tool (total) ~ Tool (1)  Tool (2) Tool (3)
AT1 expl 11.6h  10.5min 11.4h 5.09s | exp2 8.8h  11.5min 8.6h 6.12s
AT2 exp3 79h  10.6min 7.7h 6.52s | exp4 6.1lh  11.7min 5.9h 6.42s
AT51 exp5 12.5h  18.8min 12.2h 6.17s | expb 16.1h  20.7min 15.7h 6.67s
AT52 exp7 12.5h  25.1min 12.3h 5.71s | exp8 46.7h 1.63h 45.0h 6.13s
AT53 exp9 22.1h  14.8min 21.9h 6.89s | expl0 13.0h  21.0min 12.7h 7.40s
AT54 expll 16.5h  17.2min 16.2h 6.02s | expl2 11.5h  14.3min 11.2h 7.74s
AT6a exp13t 120.0h 10.26s 111.3h 1.31s | exp14f 120.0h 4.15s 108.6h 2.34s
AT6b exp15t 120.0h 3.56s  111.3h 2.02s | expl6f 120.0h 4.89s  105.0h 2.52s
ATé6c expl7t 120.0h 5.15s 104.0h 2.17s | exp18t 120.0h 3.87s 112.3h 2.50s
AT6abc  exp19t 120.0h 10.08s 118.6h 2.37s | exp20t 120.0h 19.29s 115.1h 2.95s
cC1 exp21t 120.0h 14.10s 113.8h 1.55s | exp22t 120.0h 32.85s 114.8h 2.84s
cC2 exp23t 120.0h 19.28s 117.3h 242s | exp24t 120.0h 5.86s 112.5h 2.19s
ccs exp25t 120.0h 0.44s 81.5h - | exp26 120.0h 0.44s 81.5h 1.24s
CC4 exp27t 120.0h 4.27s 91.9h 1.97s | exp28t 120.0h 3.75s  107.0h 2.06s
CC5 exp29t 120.0h 0.52s 92.9h 1.93s | exp30t 120.0h 2.21s 101.3h 2.32s
CCx exp31t 120.0h 3.29s 106.5h 1.96s | exp32f 120.0h 2.1min 119.2h 2.69s
RR exp33 6.4h 6.7min 6.2h 0.12s | exp34 4.6h  1.53min 4.6h 7.70s

of generations (MG) and the usage of the J48 algorithm
could have threatened the precision and recall of the SBTD
procedure. To have a ballpark estimation of considering a
lower value for MG on our results, we repeated exp2 and
exp4 by setting the value of MG to 100 (instead of 1000).
The precision and recall (RQ1) of the SBTD procedure for
MG equal 1000 and 100 are comparable: for exp2 changed
respectively from 98.6% and 97.6% (MG=1000) to 96.4% and
89.8% (MG=100), for exp4 changed respectively from 98.9%
and 100.0% (MG=1000) to 100.0% and 100.0% (MG=100).
The computation time (RQ2) of the SBTD procedure for
exp2 changed from 8.78h (MG=1000) to 1.12h (MG=100).
The computation time (RQ2) of the SBTD procedure for
exp4 changed from 6.16h (MG=1000) to 0.86h (MG=100).
While our experiments provide the results for a specific con-
figuration (defined by selecting configuration values from
the literature), in practice, engineers should configure the
SBTD tool depending on their domain-specific needs and
the desired precision and recall.

We selected ThEodorE as a trace-checking tool to im-
plement our methodology since it supports complex signal
logic specifications. Our experimentation confirms some
of the limitations regarding the efficiency of this tool [2].
Specifically, in some of our experiments (e.g., exp17, exp23,
exp29), the trace-checker could not provide a verdict within
the allotted time. For these cases, the problem was the size of
the instance the SMT solver had to consider. In the future,
we plan to extend our framework to consider other trace-
checking tools. Other trace-checkers (e.g., dp-Taliro [39]) are
more efficient, but support less expressive languages.

The DTs defined by the experts threaten the internal
validity of our results. First, we used the DTs provided by
the expert as a ground truth. However, we are not sure that
the prediction provided by the expert is correct. The only
way to have a correct prediction would have been to verify
all the possible requirements with a trace-checker. However,
this is impossible since (a) the properties are defined on real
numbers (and therefore are infinite), and (b) considering a
large subset of properties would have been computationally
demanding (e.g., for exp9 running the trace-checking tool for
all the 1030301 properties would have required more than a

year). Second, other engineers could have defined other DTs
for our case studies. However, for experiments concerning
requirements expressing invariants where a single value is
to be considered in the diagnostic activity the procedure
followed by the expert is not subjective: The expert defined
the DTs by extracting the minimum and maximum values
assumed by the signals. For the other requirements, the
opinion of the expert penalizes our research. Our expert
knows the models from which the traces are obtained and
has inspected the traces. However, our expert is not the
developer of these models and their opinion about the
diagnosis may not be correct. Therefore, when there are
mispredictions from the expert (i.e., false positives and false
negatives) the expert could be wrong and the tool may
produce the correct answer. Considering the opinions of
other experts may reduce the number of false positives and
negatives in our study.

The selection of HLS could threaten the internal valid-
ity of our results. Considering other languages (e.g., SB-
TemPsy-DSL [1], Restricted Signals First Order Logic [40])
for specifying the requirements could lead to different re-
sults.

Although the Generator of Mutations is a stochastic al-
gorithm that could provide different running times every
run, we could not run our experiment multiple times due to
limited computational resources. Running our experiment
would have required approximately 109 days (reduced to
five days by exploiting the parallelization facilities of our
computing platform). However, running our experiments
for different models and requirements mitigates this threat.

External Validity. The set of trace-requirement combina-
tions we considered in our experiments could threaten the
external validity of our results as considering other trace-
requirement combinations may lead to different results.
However, the requirements of our benchmark refer to dif-
ferent case studies and use different logical operators.

Overfitting and hyperparameter tuning could threaten
the external validity of our results, i.e., the same configu-
ration applied to other benchmarks could produce differ-
ent results. However, our configuration is not experiment-
specific: It is shared across all of our experiments including



different models and requirements. Moreover, through the
fitness function, we select the parameters that are more
likely to explain the cause of the requirement violation
across different models of our experiments. Through the
informative diagnosis cycle, we identify the ranges of those
parameters that are crucial for one to reason why the various
requirements were violated. However, due to the stochastic
nature of our process, the diagnosis cycle is not guaranteed
to find an optimal solution.

7 RELATED WORK

Property violations are typically explained by exploiting
some notion of causality (e.g., [15], [18], [41]) to extrapolate
the causes of the failure (e.g., an event A is said to be a
cause of event B if, had A not happened then B would not
have happened). These causes typically refer to portions of
(a) the trace (e.g., portions of the trace), or (b) the property
(e.g., portions of the property) responsible for the violation.

Approaches that extrapolate information coming from
the trace typically isolate slices of the traces that contain
the causes for the property violation (e.g., [13]-[16], [18],
[42]). Other approaches explain the property violation by
checking for traces showing common behaviors that lead to
the satisfaction and violation of the property (e.g., [17], [20]).
Unlike these approaches, Diagnosis explains the violation
by describing how mutations applied to the property lead
to its satisfaction or violation.

Approaches that extrapolate information coming from
the property (e.g., [19], [43]) typically exploit its structure
to provide viable diagnoses. For example, pattern-based
diagnostic approaches (e.g., [19]), enrich trace-checking ver-
dicts (i.e., [1]) by exploiting the syntactical structure of the
property (i.e., the patterns used to define the property of
interest) to compute viable diagnoses. These approaches
require engineers to define a predefined set of possible viola-
tion causes and corresponding diagnoses upfront or assume
a library of violation causes and corresponding diagnoses to
be available. Unlike these approaches, Diagnosis relies on
a novel evolutionary approach that can dynamically gener-
ate new diagnoses by applying the mutation and cross-over
operators.

Approaches that can explain property violations are also
common within the context of model-checking. Most of the
existing approaches (e.g., [44]-[50]) are based on deductive
reasoning techniques that start from some initial assertions
examine how logical operators support the conclusion that
the property is violated. Other approaches extract informa-
tion from the model (e.g., model slices) to explain the model-
checking verdict (e.g., [43], [51]-[59]). Explainability was
also studied in the context of anomaly detection (see [60]
for a recent survey). Recent work also considered how to
explain spurious failures detected by test case generation
frameworks [61] and via feature engineering [62]. Unlike
these approaches, Diagnosis produces informative diag-
nosis in the context of the trace-checking problem domain,
a significantly different problem. Additionally, Diagnosis
relies on an evolutionary approach.
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8 CONCLUSION

In this paper we proposed a search-based trace-diagnostic
(SBTD) technique to support engineers understanding the
cause of violation of CPS requirements. The technique
starts from a set of candidate diagnoses and iteratively
applies an evolutionary algorithm that exploits mutation,
recombination, and selection to generate new candidate
diagnoses. A fitness function determines the qualities of
the identified solutions. The technique is implemented in a
tool named Diagnosis, which takes as input signal-based
temporal logic requirements expressed using the Hybrid
Logic of Signals (HLS). Diagnosis is evaluated with re-
spect to effectiveness and efficiency in producing informative
diagnosis. The results of the evaluation, which considers
17 trace-requirements combinations leading to a property
violation, confirm that Diagnosis can produce informative
diagnoses within a practical time.

In future work, we plan to experiment on different case
studies, e.g., in the space domain, to check the generality of
Diagnosis, as well as to better assess its effectiveness and
efficiency. We plan also to experiment with languages dif-
ferent from HLS, like SB-TemPsy-DSL or Restricted Signals
First-Order Logic, to check to what extent the results in this
paper will be confirmed.
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