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ABSTRACT

The Internet of Medical Things has revolutionized the healthcare industry, enabling the seam-
less integration of connected medical devices and wearable sensors to enhance patient care and
optimize healthcare services. However, the rapid adoption of the Internet of Medical Things
also introduces significant security challenges that must be effectively addressed to preserve
patient privacy, protect sensitive medical data, and ensure the overall reliability and safety of
Internet of Medical Things systems. In this context, a key agreement protocol is used to se-
curely establish shared cryptographic keys between interconnected medical devices and the
central system, ensuring confidential and authenticated communication. Recently Chen et al.
proposed a lightweight authentication and key agreement protocol for the Internet of health
things. In this article, we provide a descriptive analysis of their proposed scheme and prove
that Chen et al.’s scheme is vulnerable to Known session-specific temporary information at-
tacks and stolen verifier attacks.
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1 Introduction

The Internet of Things (IoT) is a revolutionary technology that has transformed the way we interact with the
world around us. It encompasses a vast network of interconnected devices, sensors, and objects, all equipped
with embedded sensors and actuators that enable them to collect, exchange, and act on data without requiring
direct human intervention. Within the realm of IoT lies the Internet of Medical Things (IoMT), a specialized
subset that integrates connected medical devices and healthcare-related applications.

The importance of security in the IoMT cannot be overstated, as it directly impacts patient safety, data privacy,
and the integrity of healthcare services. Implementing a robust security protocol is a solution in the IoMT
to address the unique challenges and vulnerabilities of interconnected medical devices and healthcare systems.
A well-designed security protocol provides a structured and standardized framework to safeguard patient data,
protect against cyber threats, and ensure the integrity and privacy of [oMT operations.

Failure to establish a secure channel in the IoMT can have serious consequences, as it may lead to unauthorized
access, data breaches, and potential harm to patients. Therefore, much research has been done to provide a
secure protocol in [oMT, and many articles have been published in this field in recent years [1, 2, 3, 4, 5]. In
the following, we will introduce common attacks in security protocols and then review the protocol proposed by
Chen et al. [6] and cryptanalyze it and show flaws in this protocol.

2 Security Attacks

Security protocols are designed to establish a secure and trusted communication channel but are not immune to
attacks. Various attacks can be targeted against security protocols to compromise data confidentiality, integrity,
and availability. In following is introduced Some common attacks on security protocols:
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1. Insider attack: Assuming that a malicious insider can access a valid user’s registration information, he
can easily impersonate the user by obtaining other parameters and sending data on behalf of the legal
user.

2. Stolen Mobile Device: If the Adversary steals the User’s mobile device and recovers the datum stored
in it, he can generate a valid login message to deceive the Server.

3. Stolen Verifier Attack: Servers in most applications maintain verifiers of user passwords or secret keys,
such as hashed passwords, instead of storing passwords or secret keys in their original clear text. With
access to the verifiers, an adversary can use it to pretend to be a genuine user during a user authentication
execution.

4. Man in the Middle Attack: In this attack, the attacker inserts itself between a legitimate conversation
and can either listen to it, modify messages or pose as one of the communication recipients.

5. Known session key Attack: In this attack, It is assumed that the attacker has access to the preceding
session key and then attempts to obtain the current session key.

6. Password guessing Attack: The attacker tries to guess and obtain User’s password With access to
transmitted parameters on the public channel.

7. Impersonation attack: The adversary in an impersonation attack attempts to gain unauthorized access
to information systems by masquerading as authorized users.

8. Replay attack: An attack involves capturing transmitted authentication or access control information
and its subsequent retransmission to produce an unauthorized effect or gain unauthorized access.

9. Denning Sacco attack: The opponent is assumed to have the session key in this attack. He now tries to
access long-term parameters or confidential credentials, such as user passwords or entity session keys.

10. Known session specific Temporary information Attack: In this attack, the attacker tries to retrieve the
session key by obtaining temporary and short-term parameters, such as the protocol’s random numbers,
and intercepting the parameters exchanged on the communication channel.

11. Denial of service attack: In a DoS attack, the adversary forwards many illegitimate requests to block
the server so legal users cannot access the server service at the right time.

3 Review and cryptanalysis of Chen et al.’s scheme

We review and analyze the scheme of Chen et al. [6] in this section and show that this scheme suffers from
session-specific known temporary information attacks and stolen verifier attacks.

3.1 review of Chen et al.’s scheme

The notations used in the scheme are shown in Table 1. This scheme contains two main phases: registration
and authentication. In the registration phase, the user and the sensor register in the gateway. User and sensor
registration phases are shown in Figure 1 and Figure 2, respectively. Then the user shares a key with the sensor
via the gateway in the authentication phase—the shared key is used for their subsequent secure communications.
The steps of this phase are shown in Figure 3.

3.2 Cryptanalysis of Chen et al.’s scheme

In this section, we demonstrate that the scheme proposed by chen et al. [6] suffers from known session-specific
temporary information attacks and stolen verifier attacks.

3.2.1 Known session-specific temporary information attack

Resistance against known-session-specific temporary information attack implies that if session random numbers
are unexpectedly disclosed to the attacker, she should not be able to retrieve the session key SK. As mentioned
in step 3 of the login and authentication phase, the session key SK = h(r,||rq||rs) depends on random numbers
Tu,Tg, Ts and the hash function h, which is public. So, if the attacker gains the random numbers r,, 74, and 5, she
can compute SK. Thus the Chen et al. scheme is vulnerable to known-session-specific temporary information
attacks.



Table 1: Notations of Chen et al.” scheme [6]

Symbol Description
U; 4 th User
ID; Identity of U;
PW; Password of U;
BIO Biometric of U;
SN; j th sensor node
SID; Identity of SN
GWN Gateway node
G Private key of GW N
pbs Public key of SN;
pvus Private key of SN
SK Session key
Ts Timestamp, where s=1, 2, 3, 4
TiyTu,Tg,Ts Temporary Random Numbers
XOR Operation
i Concatenation Operation
hash(.) hash function
Gen(.)/Rep(.) | fuzzy extractor/reproduction function
ENC/DEC Asymetric encryption/decryption
— The public channel
= The secure channel

U; SecureChannel GWN

Select ID;, PW“ Bio;

Select a random number r;

Compute HID; = h(ID;||r1),

Gen(Bio;) = (04, 75),
HID;, HPW;, N

Check HID;
Compute D1 = h(HID;||N)
Compute Dy = h(D1]|G,) ® HPW;

Compute D3 = Dy & N
Compute Dy = h(HIDlHG]) @& D,
Store {HID,, D1}

D13D37D4

Compute 2, = N @ ry
Compute M = h(N||r1) ® HID;
Store {Dl7 D3, Dy, Q;, Af}

Figure 1: User registration of Chen et al.” scheme [6]

SN; SecureChannel GWN
Select SID;
SID;
e

Select random number b
Compute PID; = h(SID,||b)
Compute HSID; = h(SID;||G;)
Compute SG = h(HSID;,||G;) ® PID;
Compute L = ENChys(PID;)
Store {SID;, PID;}

SG, L

Store {SG, L}

Figure 2: Sensor registration of Chen et al.’” scheme [6]




U, PublicChannel GWN PublicChannel SN;

i
Provide I D;, PW;, Bio;

Compute o; = Rep(Bio, 7;),

N = PW; ® h(ID;||o;),r1 =Q& N

HID; = h(IDi||ry), M’ = h(N||r1) & HID;
Check M’ £ M

Generate 1, 71

Compute HPW,; = h(PW;||0;),

By =D3;®N@®NPW;, By =By ®ry,
Xve = h(Ty||ru||HID;||B2)

HID;, Bz, Xyg, Ty
s At A & 4

Check the validity of T}

Retrieve D from database

Compute By = h(D1]|G;),

ru = By @ By, X[;; = h(Th||ru||HID;||Bz)

Generate 74, T

Compute HSID; = h(SID,||G;),

SG = h(HSID;||G;) ® PIDj,

B3 =r, @ h(HSID,||G;),

By = Dy & h(Bs||SIDj||ry), Bs = 14 & h(D1]|ry),

Bg = By ® PIDj, Xgs = h(Ta|[rulrgllrel|STD;| Bs)

By, Bs, Bs, Xis, Tp

Check the validity of T5
Compute B3 = Bs ® PID;,
Dy = By ® h(B3||SIDj||r.),
rg = Bs ® h(D1]|ry),
Xgs = h(T|[rullrg||STD;|Bs)
Check Xg = Xgs
Generate r,, T3
Compute By = 75 & h(SG||D1||ry),
Bs = PID; ® By, Sk = h(ry||rgl|rs),
Xsc = h(Tilry|[r:]| B+||SG),
Xsu = h(ral|r.||STD, || D))

Bs, Xsc, Xsu, T
Check the validity of T’
Compute By = Bg @ PIDj,
SG = h(HSID;||G;) ® PID;,
rs = Br @ h(SG||Di|ry),
X = h(Ts, [Irq|lrs||B7[| SG)
Check X = Xsg
Generate T}
Compute SK = h(ryl|rg||rs),
By = Dy @ By, Biyg = By ® h(HID;||G}) ® s,
Bi1 = SID; & h(Bi||rs),
Xeu = MT4||rullrg|| Bio)
Bs, Bio, Bi1, Xgu, Xsu, Ty

Check the validity of 7

Compute ry = By ® Big ® Dy, 7y = Bs @ h(D1]|ry),
SK = h('r,“HT‘_(,HT,,.),

X6u = MT4||rullrgl|Buo),

Check XL, = Xou

Compute SID; = Byy @ h(Bi]|ry),

Xgu = h(rul|rs[|SID;|| Dy)

Check X4, = Xsu

Figure 3: Login and Authentication phase of Chen et al.” scheme [6]

3.2.2 Stolen verifier attack
In the following, we demonstrate that Chen et al.’s scheme is vulnerable to stolen-verifier attacks. During the User

registration phase, user U; stores D1, D3, Dy, $);, and M in his smart card memory and based on assumptions of
this attack, the attacker can steal this information from the memory of the smart card.

1. Given that the parameter transmitted on the public channel can be intercepted and provided to the
attacker. She can access the HID; that equals M @& h(N||r1).

2. Now the attacker can compute HI1D; & M that obtained M from the memory of the smart card, and
with the help of the Self-inverse property of XOR, she can get h(N||ry).

3. Having h(N||r1) from the above step and HID; on the public channel, the attacker can create M’, that
satisfies the equation M Z .

Hence, the attacker successfully impersonates a legitimate user for the smart card using stolen verifiers.




4 Concludion

Nowadays, providing a secure communication channel in the Internet of health things has been considered by
many researchers. In this article, we reviewed the authentication protocol proposed by Chen et al. and demon-
strated that it is prone to known session-specific temporary information attacks and stolen verifier attacks. In
future, we plan to present a secure key agreement scheme for IoMT that addresses the shortcomings of related
works.
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