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Quantum conference key agreement facilitates secure communication among multiple parties
through multipartite entanglement and is anticipated to be an important cryptographic primitive for
future quantum networks. However, the experimental complexity and low efficiency associated with
the synchronous detection of multipartite entangled states have significantly hindered their practical
application. In this work, we propose a measurement-device-independent conference key agreement
protocol that utilizes asynchronous Greenberger-Horne-Zeilinger state measurement. This approach
achieves a linear scaling of the conference key rate among multiple parties, exhibiting performance
similar to that of the single-repeater scheme in quantum networks. The asynchronous measurement
strategy bypasses the need for complex global phase locking technologies, concurrently extending
the intercity transmission distance with composable security in the finite key regime. Additionally,
our work also showcases the advantages of the asynchronous pairing concept in multiparty quantum

entanglement.

Introduction.— Quantum networks revolutionize vari-
ous communication tasks among multiple parties through
quantum physics [1-4]. Quantum conference key agree-
ment (QCKA) enables a group of users in a quantum
network to efficiently distribute information-theoretically
secure conference keys [5-7] with potential applica-
tions ranging from net meetings to financial transac-
tions and telemedicine. The foundation of QCKA lies
in establishing multipartite entanglement [8] among dis-
tant participants. Intuitively, this can be achieved
by directly distributing the Greenberger-Horne Zeilinger
(GHZ) state [9]. This approach has been extensively
studied in various scenarios [10-21]. However, the prac-
tical application of this approach is hindered by the com-
plexity of preparing and distributing high-fidelity en-
tangled states in real quantum networks. More seri-
ously, recent theories [22, 23] have shown that there is
a performance limit for distributing multipartite entan-
glement in repeaterless quantum networks, thereby es-
tablishing an upper bound on the rates at which con-
ference keys can be generated. Specifically, the single-
message multicast bound in a star network is given by
R < —logy(1—mn) [23], where n; is the channel transmit-
tance between two users in the quantum network, indi-
cating that the rate of the conferencing key cannot sur-
pass the Pirandola-Laurenza-Ottaviani-Banchi (PLOB)
bound [24].
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To break the PLOB bound, twin-field quantum key
distribution [25] and asynchronous measurement-device-
independent (AMDI) quantum key distribution [26]
(also referred to as mode-pairing quantum key distribu-
tion [27]) are the feasible ways that can be implemented
with current technology. The most critical element is the
introduction of an untrusted relay node architecture, first
proposed in MDI quantum key distribution [28]. This ar-
chitecture resembles a single-node quantum repeater but
does not require quantum memory. By utilizing the un-
trusted relay node architecture, one can resist all detec-
tor attacks and avoid the need for actively preparing and
distributing entangled states. Unfortunately, while MDI-
QCKA [6, 29] and phase-matching QCKA [30] follow this
architecture, they achieve much lower rates than PLOB
bound. Specifically, their key rates decreases exponen-
tially with the number of participants. In addition, some
efforts [31-33] have been made to break PLOB bound
beyond current technical conditions, such as a complex
beam splitter network that changes as the participant
changes [33].

TABLE I. Summary of the key features of recent QCKA pro-
tocols.

Removing  Breaking Finite General
phase locking the bound key N party
This work Yes Yes Yes Yes
Fu et al. [6] Yes - - Yes
Zhao et al. [30] - - - Yes
Li et al. [15] - - - -
Carrara et al. [33] - Yes - Yes
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In this work, inspired by AMDI quantum key dis-
tribution [26, 27] and the post-matching method [34],
we propose an AMDI-QCKA protocol that utilizes the
asynchronous multi-photon interference in the untrusted
relay node architecture. The implementation of asyn-
chronous multi-photon interference involves a 2/N-shaped
cyclic multi-interference network with IV detection ports.
By pairing N interference events at different ports with
temporal separation within the coherent time T, effec-
tive GHZ-measurement events can be obtained. The
key rate scales as O(n) in the high count rate limit,
where there are sufficient click events within the coher-
ent time. Here, nn denotes the channel transmittance be-
tween the user and the untrusted relay. Therefore, our
protocol can break the PLOB bound and achieve a trans-
mission distance of over 400 km. By employing phase-
randomized weak coherent sources and the decoy state
method [35, 36], we also provide a solution for obtaining
a secure conference key rate in finite size with compos-
able security. Additionally, the asynchronous pair strat-
egy has been proven to eliminate the need for complex
global phase locking techniques [37, 38]. A comparison
of recent QCKA protocols is shown in Tab. I.

Protocol.— The topology of the N-user AMDI-QCKA
network is shown in Fig. 1. There are N users labeled
Ui, Us, ... Uy, and an untrusted intermediate measure-
ment node controlled by Eve. Each user is equipped
with a laser, an intensity modulator, a phase modula-
tor and an attenuator, all employed to generate phase-
randomized weak coherent pulses at single-photon level.
Controlled by Eve, the measurement node can be any
structure, with the expectation of having N detection
ports Py, P, ...Py forming a 2N-sided shape. Each port
P; (i € {1,2,...,N}) contains a 50/50 2 x 2 beam splitter
(BS) and two single photon detectors, L; and R;. The
AMDI-QCKA protocol for N users is given as follows.

Step 1 (Preparation): For each time bin, each user
U; prepares a phase-randomized weak coherent pulse
et \/k;) with intensity k;, probability p,, random phase
0; = 2nM;/M, random intensity k; € {p;, v, 0} (sig-
nal, decoy, and vacuum state, u; > v; > o), where
M; € {0,2, ..., M — 1} represents the random phase slice.
All the users send their pulses to Eve.

Step 2 (Measurement): Eve performs interference mea-
surement on the received pulses, with each user’s pulse
interfering with those of its two neighboring users. The
pulse from each user is first split by a 1 x 2 BS, and
then directed to two neighbor ports. At detection port
P; (i # N), the pulses from U; interfere with those from
U;+1, and at Py, the pulses from Uy interfere with those
from U;. In each time bin, successful click events are
recorded only when a single detector click occurs. Eve
publishes all successful click events and the correspond-
ing detectors.

Step 3 (Pairing): The users pair N successful click
events occuring in N different detection ports with a time
interval less than the maximum pairing time T, to obtain
a pairing event. At the time bin when P; (i # N) obtains
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FIG. 1. Conceptual schematic of the AMDI-QCKA protocol.
There are N users connected to an untrusted measurement
node, Eve, via optical channels. Each user employs a laser,
intensity modulator (IM), phase modulator (PM) and attenu-
ator (Att) to prepare phase-randomized weak coherent pulses.
Eve is expected to be composed of N detection ports, which
collectively form a 2N-sided shape. Each detection port in-
cludes a 2 x 2 beam splitter (BS) and two single-photon de-
tectors (SPD) connecting the left and right output of BS. The
optical pulses from each user are split by the 1 x 2 BS into
two parts, which are directed to two neighboring measurement
ports, and interfere with that from the neighboring users.

, 2x2BS

[ SPD

S 1x2BS

a single click, U; (U;41) registers a late (early) time bin,
represented with superscript I(e). When Py clicks, Uy
(U1) registers a late (early) time bin. Each user U; calcu-
lates kit = k¢ + k! | representing the total intensity used
in two time bins where U;’s two neighboring detection
ports have single clicks and the global phase difference
0; = 0L — 0¢.

Step 4 (Sifting): For each pairing event, each user Uj;
publicly announces k{°* and 6;. The paired event can
be represented as [ki°%, k5t .. kS9t]. The participants
assign [p1, pa, ..., ] events to Z-basis. For pairing event
[2v1, 219, ..., 2vN], they calculate the sum of the global

N
phase difference 0, = > 0;. If ,/7 mod 2 =0or 1, they
i=1
assign it to X-basis. The number of other pairing events
is used in parameter estimation. For a pairing event in
the Z-basis, each user U, obtains a bit value 0 if k{ = p;
and k! = o. Otherwise, an opposite bit is extracted. In
the X -basis, they obtain bit values according to the click
detector and the value of 6,/ mod 2. The key mapping
rule in the X-basis is shown in Table II.
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FIG. 2. Simulation results of the conference key rate and the error rate are presented as functions of the transmission distance
between users and Eve. The three-user and four-user cases in the asymptotic limit with an infinite number of decoy states
in symmetric channels are considered. For all simulations, we employ the same parameters: fiber channel loss coefficient 0.16
dB km™!, detection efficiency 85%, dark counting rate 107'°, error correction efficiency f=1.02 and X-basis misalignment
eqs = 1.2%. Here, we assume the global phase locking is utilized. (a) Conference key rate as a function of distance. (b) The
Z-basis phase error rate ¢% and the X-basis quantum bit error rate (QBER) as functions of distance.

Step 6 (Parameter estimation and postprocessing): By
using the decoy state method, in the Z-basis, they esti-
mate the probability of obtain a joint N-photon events
Y5 per pulse and the phase error rate ¢3;. By using mul-
tiparty entanglement-distillation techniques [6, 9], the fi-
nal key rate can be given as

R =Y} [1 — Hy(¢%)] — leakgc, (1)

2I<nii)§v[H2(Eii)]fQ[Zm,uz,--q/m] is the

amount of ipformatfoﬁ leaked during multy-party error
correction, Q[ZM . is the probability of obtaining a

where leakpc =

HHN
[1, 2, ..., ] event g)ei pulse, Hy(z) = —xlogy x — (1 —
x)logy (1 — x) is the binary Shannon entropy function,
and f is the error correction efficiency. We consider the
key of the Uy as the reference key, Ef ; is the marginal
bit error rate between U; and Uj;.

Specifically, the key length formula in finite size regime
against coherent attack with e.o-correctness and egec se-
crecy when N = 3 can be written as

I > 5%+ s2(1 — Hy(dy)) — leakpc
(2)

2
— log, — 2log, o2 2log,

)
Ecor 25PA

TABLE II. The key mapping rule in the X-basis. 7= 0 (1)
represents the detector L; (R;) clicks.
9,)/7 . Uy’s bit
(n;]())é 2 Ur’s bit (i€{2,..,N})
0 [01/7m mod 2| ®r1 @ ... &rn DO [0;/7 mod 2]
1 [01/mmod 2] @r1 @ ...&ry &1 |0;/7 mod 2|
Others Discard

where z and T are the lower and upper bounds of the
observed value z, respectively, s§, s3, and 5; are the
number of [0, u1, po] events, the number of joint three-
photon component of [u1, 2, 3] events and the corre-
sponding phase error rate, respectively, where leakgc =

. > . . .
2121;2(3[H2(El,i)]fn[m#%#g] is the amount of information

leaked during multy-party error correction, ng, .- . is
the number of [u1, p2, u3] event. The overall security ot
is defined as: €0t = €soc + Ecors Esec = 2(6' + 26, + &) +
g0 +e3+ep+epa, where ¢/, e, € and e, are security pa-
rameters, €¢, €3 and €g quantify the failure probabilities
in estimating the terms of s§, s3, and a; respectively.
Detailed formulas for decoy-state estimation are shown
in the Supplemental Material.

Performance.— We numerically simulate the confer-
ence key rate of the AMDI-QCKA protocol in symmet-
ric channels. The light intensities and the correspond-
ing probabilities are globally optimized. To demonstrate
the performance in the ideal case, we first consider users
may choose infinite number of decoy states in asymp-
totic regime and assume that global phase locking is em-
ployed. The use of phase locking indicates that the co-
herent time between user are infinite, resulting in infinite
T.. Therefore, all detection events are paired. As shown
in Fig. 2(a), in both the N = 3 and N = 4 cases, our pro-
tocol can overcome the PLOB bound and shows a linear
scaling of key rate as 17 up to 400 km. The phase error
rate and the X-basis quantum bit error rate (QBER)
are shown in Fig. 2(b). There exists an intrinsic X-basis
QBER of about 37.5% for N = 3 and 43% for N = 4,
respectively, attributed to the multi-photon components
in the coherent state. In a paired event, the pulses trans-
mitted by user U; in two time bins constitute a part of
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FIG. 3. Conference key rate of the AMDI-QCKA protocol in
asymptotic limit with three decoy states and three users. We
simulate our protocol with and without global phase locking,
and compare this work with Ref.[6] and [30]. The maximum
frequency difference between users’ lasers is 10 Hz and fiber
phase drift rate is 3000 rad/s.

the joint GHZ measurement event. When at least one
user emits a zero-photon state in two time bins and at
least one user emits multiple photons, an erroneous GHZ
state measurement event is obtained. There is no intrin-
sic error associated with the phase error rate, because
with infinite number of decoy states, the joint N-photon
components where N users each emits one photon can be
accurately estimated. The result is consistent with the
MDI-QCKA [6]. This indicates that the intrinsic nature
of our protocol is the multi-photon interference.

We also compared the key rate of AMDI-QCKA with
that of MDI-QCKA [6] and phase-matching QCKA [30],
as shown in Fig. 3. We consider a scenario with three
users employing three decoy states in the asymptotic
regime. For our protocol, two cases are considered: with
and without global phase locking. When the phase lock-
ing is removed, the number of pairing events is a func-
tion of distance and T,., where T, is globally optimized
in simulation. MDI-QCKA necessitates synchronous
N-multiple coincidences for a successful GHZ measure-
ment event, and its key rate scales as O(n’¥). The
phase-matching QCKA requires the coincidence clicks of
N — 1 measurement branches, and the key rate scaling is
O(nN—1). The global phase locking is necessary to phase-
matching QCKA, but is not required by MDI-QCKA.
With the linear scaling of the AMDI-QCKA, our proto-
col surpasses the bound and achieves a maximum trans-
mission distance of over 400 km. The key rates, whether
the phase is locked or not, are almost the same when
L < 250 km, because sufficient detection events can be
found within T,. An advantage in the key rate by ap-
proximately six orders of magnitude can be observed at
300 km. Additionally, if we set a cutoff line of 10710 for
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FIG. 4. Conference key rate of the AMDI-QCKA protocol
in finite size regime for three users with three decoy states.
The global phase locking is not utilized. We simulate the
case where the number of total pulse that each user send as
10'2, 10" and 10'®. The Chernoff bound [39] is employed for
finite key analysis, and we set failure probability 10~7. Our
protocol can break the PLOB bound in finite size regime.

real-life consideration, the transmission distance of our
protocol is over 400 km, whereas the other two protocols
are all below 170 km.

Finally, in Fig. 4 we show the key rate of AMDI-QCKA
in finite size with three decoy states in the three-user case.
The global phase locking is not utilized. The results show
that even in finite size regime, our protocol still breaks
the PLOB bound at 200 km, and the maximum trans-
mission distance is over 300 km. In the finite-key regime,
a desired pairing event requires multiple users to simul-
taneously select the intended intensity. For instance, a
[2v1, 2v9, 2v3) event requires three users to choose the de-
coy intensity, with its probability of occurrence being ap-
proximately proportional to p?,1 p?jg p,2,3. By employing the
click filtering method [37] to pre-exclude unwanted pair-
ing events, such as the [2vq, 2vq, 3 + us] event, the key
rate can be further enhanced.

Discussion.—We propose an efficient QCKA protocol
for general N users that surpasses the fundamental limit
in repeaterless quantum networks. By introducing asyn-
chronous pairing of multiple detection events as coinci-
dence events, the postselected GHZ entanglement can be
distributed. The key rate is increased to scale as O(n) at
intercity distance, regardless of the user number in the
network. In terms of security, based on postselected GHZ
entanglement, the our protocol is measurement-device-
independent. In the practice aspect, our protocol utilizes
a cyclic interference structure with linear optics, while re-
moving the complex global phase locking, thereby greatly
simplifying the experiment complexity. Moreover, the
presented key rate formula with composable security in-
corporates decoy state method, enhancing the applicabil-



ity in real-world scenarios. In the future, by introducing
Y -basis measurement to more tightly estimate the phase
error rate, the six state encoding can be employed in
AMDI-QCKA to further increase performance [40].

The core idea presented in this paper not only intro-
duces new approached for QCKA, but also has the po-
tential for various quantum information tasks. Firstly,
by employing the X-basis to extract secure keys and the
Z-basis to estimate the phase error rate, our scheme can
be adapted for quantum secret sharing. Secondly, the

AMDI-QCKA network incorporates an interference loop
spanning a two-dimensional plane, which is different from
the conventional one-dimensional single-chain quantum
key distribution systems. This suggests possible applica-
tions in quantum sensing for precision measurements of
environmental changes [41, 42]. Lastly, the structure of
the AMDI-QCKA resembles the time-reversed GHZ ex-
periment where state preparation replaces state measure-
ments. This facilitates experiments related to Mermin’s
argument on the Kochen-Specker theorem [43, 44].
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In this section, we introduce an example of the pairing algorithm designed for AMID-QCKA. We adopt a pairing
strategy where the IV nearest click events occurring at N different ports are paired. There may exist more efficient
pairing strategies. For security, the pairing strategy needs to meet two conditions [37]. Firstly, from Eve’s point of
view, the pairing results should be random and independent of the basis. Secondly, the total intensity of the pair

I. SUPPLEMENTAL MATERIAL FOR “REPEATER-LIKE ASYNCHRONOUS
MEASUREMENT-DEVICE-INDEPENDENT QUANTUM CONFERENCE KEY AGREEMENT”

II. PAIRING ALGORITHM

event is randomly decided, and is independent of Eve’s operation.

Algorithm 1: Pairing algorithm for the AMDI-QCKA

Input: Detection result sequence D = {7 P, f}, where T is the time of the click event, P € {Py, Pa, ..., Px} is the
detection port, f = 1(0) denotes the click event has been paired (not paired).
Output: The set of pairing event P = {D}, where D includes N click events at N different ports that are paired.

1 Initialize the pairing result sequence P, set Start_index = 1, Repeat_entry =0, j = 1;
2 while Start_indez < length(D) do

// Verify whether time interval is larger that 7.

// Assign the click event DJ[t] to pair event P[j]

// Record the unused click event

3 for t = Start_index : length(D) do
4 if D[t].T > D|[Start_index]. T + Tc
5 then
6 Set the index of the last unused click event as Start_index
7 Break
8 end
9 if D[t].f =0 then
10 i = Get_DetectionPort(D|t].P)
11 if P[j].D[i] is empty then
12 Pl7].D[i] = DJt]
13 ‘ Dlt].f =1
14 else if Repeat_flag = 0 then
15 Repeat_entry =t
16 ‘ Repeat_flag =1
17 end
18 end
19 if P[j] include detection events of all ports then
20 The j-th pairing event has been obtained
21 j=j+1
22 if Repeat_flag= 1 then
23 ‘ Start_indexr = Repeat_entry
24 else
25 Set Start_index to the last click event of P[j]
26 Break
27 end
28 end
29 end

30 end




FIG. 5. The schematic diagram for the virtual protocols. There are N users Uy, Ua, ..., Un. The untrusted relay Eve is
expected to consist of N detection ports Py, Ps, ..., Py, and each port P; includes a 50/50 beam splitter, right detector R; and
left detector L;. Eve is expected to utilize optical switches (OS) to control the detection port where interference occurs. For
the practical protocol in the main text, with the post-selection method, we can replace the OS with 1 x 2 beam splitters.

III. SECURITY PROOF

The basis of QCKA is that all legitimate users share almost perfect multiparty entanglement states. If multiparty
entanglement states are shared, because the monogamy of entanglement, the users can obtain secure conference keys
by measuring their states. Assume N users each prepare entangled state which contains a local qubit and an optical
mode. Based on the entanglement swapping concept, we assume that each user prepares a Bell state consist of a virtual
qubit and an optical mode. They send the optical mode to untrusted relay to perform the GHZ state measurement
and post-select the successful GHZ state measurement events [6], leaving the local qubits to be entangled.

Similar to the security prove for the asynchronous MDI-QKD [37], here we provide the security proof for the AMDI-
QCKA by using the entanglement swapping argument. We start from virtual protocols, which can be reduced to the
practical protocol described in the main text.

Virtual protocol 1. (i) Each user U; (i € {1,2,..., N}) prepares an entangle state |$);: [¢),=va|+z), [1), +
V1—al-z) 4 10), , where |£z) denote the two eigenstates of the Pauli Z operator oz, |0) and |1) are the zero and
single-photon state, respectively, the superscript e(l) represents earlier (latter), A;(a;) denotes the local qubit (optical
mode), respectively, and 0 < o < 1. We also have two eigenstates in the X basis |£z,) = (|+2z) £el¥|—2))/v/2, where
¢ € [0,27) is the relative phase. The users keep A¢ and Al in the local quantum memory. At time bin T = ¢N + i
(c € Ny), U; and U1 (i # 1) send optical modes a; and a;4+1 respectively to the untrusted relay, Eve (when ¢ = N,
Uy and U; send an and a1). They repeat for multiple rounds to accumulate sufficient data. (ii) Eve is expected to
perform single-photon interference measurement on incoming optical modes. At time bin T' = ¢N 414 (i # N), a;
interference with a;41 at detection port P;, and ay interference with a; at detection port Py. A successful click event
is obtained when one and only one detector clicks. Eve announces the click time bin and the corresponding detector.
Each user U; labels the optical mode where P;_; (P;, i # 1) click as a$ (al) and label the local qubit as A¢ (AL). Uy
label a$ (a}) and A (A}) where Py (P;) clicks, as shown in Fig. 6. (iii) The participants randomly pair N time bins
with successful click events that occur at N different detection ports as a successful asynchronous GHZ measurement
event. They identify the corresponding GHZ state according to the clicked detector. For each pairing event, U;
performs a controlled-NOT operation on A! controlled by A¢. They measure Al in the Z-basis, and keep A¢ if their
measurement results are all —1. Afterwards, the kept qubits A, AS, .., A% establish entanglement. (iv) Each user
randomly chooses the Z and X-bases to measure the qubits Af, A5, .., A%, and obtains the corresponding bit values.
Based on the detector click information, the users decide “whether to flip the bit value. (v) All the users publish
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FIG. 6. The relationship between the users and the detection ports where interference occurs. For instance, optical mode from
U, and Uy interferes at Py are labeled af and aly, respectively, while other users have no association with Py. A paired event
consists of NV detection events occurring in N different ports.

the basis information through an authenticated classical channel. They use the data in the X-basis to estimate the
phase error rate, and the data in the Z-basis to generate the conference key. By implementing a multipartite error
correction and privacy amplification algorithm, they extract the final secret conference key.

Here, we notice that the pairing and the controlled-NOT operation of the users commute with the single-photon
interference measurement of Eve. For example, after receiving the optical mode, Eve stores them in quantum memories,
and can perform the single-photon interference measurement at any time. The users may perform the local operation
without influencing the interference measurement result. Therefore, we can exchange the order of the steps (iii) and
(iv) with (ii), keeping the security unchanged. Therefore we have virtual protocol 2.

Virtual protocol 2. (i) Through an authenticated classical channel, they negotiate to randomly pair N time
bins 7' = ¢N + i with different i. Each user U; prepares entangled states |¢); = \/aH—z)Af |1>a§ +v1- a|—z)A§|O>a§

and |¢>)i = Val+z) 4 |1) 4o + V1 — a|—=2) 4:]|0) 4. They perform the controlled-NOT operation and measure the latter

qubit in the Z-basis. At time bin 7' = ¢N + i, U; and U, 41 send a! and af 1 Tespectively to the measurement node.
(ii) Eve performs single-photon interference measurement and announces the successful click events. The relation
between the users and the port of interference is the same as virtual protocol 1. (iii) The users identify which specific
GHZ state was measured according to the click events at each detection port. Steps (iv) and (v) are the same as
those in the virtual protocol 1.

In virtual protocol 2, although Eve has the pairing information, Eve cannot eavesdrop the secret keys without being
found. The X and Z-bases are randomly chosen by the users and unknown to Eve before Eve broadcasts the click
information, and Eve’s operation will give rise to phase error rate. Once the basis choice information is unknown to
Eve, the security can be guaranteed. Thus the pre-pairing of virtual protocol 2 does not change the security of the
protocol. However, the post-pairing in virtual protocol 1 can significantly increase the valid data.

Virtual protocol 2 is actually the entanglement-swapping process. In step (i), the joint state that each user U;
prepares is

10) @ [6); = al+2 + 2) g at|11) 4ot + V(1 = Q)42 = 2) e 21[10) e 1
+ \/m‘_z + z>A‘?AL |01>a?a4 —+ (1 - OZ)‘—Z - z>A¢AL |00>a?al.‘

After the controlled-NOT operation and measure Al, the quantum state of U; is

3)

1 i
) azatat = 756 (1420 10)azar +1-2) 00t

1 110} e o1 + €2(01) . 110) e o1 — €2(01) e (4)
|+-/I:>Aqe s s i i g .

- NG ol V2

After the GHZ state measurement by Eve, the users’ local qubits are entangled.

The measurement of A¢ can be preceded to step (i) because the measurement operation commutes other steps. The
entanglement-based protocol can be equivalently transferred to prepare-and-measure protocol. When the measurement
outcome of Al is |+z) (]—2)), U; prepares the state |10>aga§ (|01>aga§) . When the outcome is |+z) (|—x)), U; prepares
%(HO}G?% + ei@|01>aga7{.) (%(|10>a§aé - ei“"|01>a§aé)). Thus, we have the virtual protocol 3, where the users directly
prepare optical modes instead of entangled states.
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Virtual protocol 3. Through an authenticated classical channel, the N users first negotiate to randomly pair
N time bins with different 7. Each user U; randomly chooses X or Z-basis. If the user chooses Z basis, they
randomly prepare optical modes |10>a?a£ and |01) If they choose X basis, the user randomly prepares state
1(110) s % ¢[01)
The following steps, including single-photon interference measurement, parameter estimation, error correction and
privacy amplification are the same as virtual protocol 2.

In real implementation, the phase-randomized coherent source can be utilized as replacement because of the difficulty
and low efficiency in directly preparing single-photon states. With a random global phase of the coherent pulse, from
the view of Eve, the joint state that each user send is Fock state. Using decoy state method [35, 36] and tagged
model [45], one can effectively estimate the amount of single-photon events and obtain secure secret key. Therefore
we have virtual protocol 4, where the users prepare phase-randomized coherent state instead of single-photon state.

Virtual protocol 4. The N users first negotiate to randomly pair N time bins with different 7. Each user
U; randomly chooses X or Z-basis with probabilities p, and p,, respectively. They randomly prepare quantum
states|ei9\/E)a$ 0)a£ and |O>a?\ei9\/ﬁ>af in the Z- basis, and %(\\/E)af|0>a5 + ei(el_98)|0>a?\\/ﬁ>ai) in the X-basis,
where 6 € {0, 27r} is the global random phase. The following steps, are the same as virtual protocol 3.

There are two differences between the virtual protocol 4 and the practical protocol in the main text. First, the
pairing information is pre-determined by the users in virtual protocol 4, but in the practical protocol it is determined
by the detection information announced by Eve. In both cases each user sends a train of coherent states with random
phase and random intensity from the view of Eve. Eve obtains same classical and quantum information in two
protocols. The random basis and the bit information is determined by the intensity of the pairing event and the phase
difference between two paired optical pulses. Even if Eve can control the pairing result, the bit information is still
inaccessible, because the modulated phase information is stored in the user’s local classical memory. In addition, as
long as the pairing result is no concern with the basis information, Eve can not obtain extra basis information. Any
attacks from Eve will be discovered with increased phase error rate. Therefore, the users can always utilize post-pair
method to increase the valid data, with security level equal to the virtual protocol.

In addition, in virtual protocol 4, Eve is expected to actively control the detection port where interference occurs
at each time bin. In practice, Eve’s operation is not restricted. Eve can arbitrarily control the detection port and
declare the measurement result. However, this inevitably gives rise to phase error rate. Therefore, we can adopt the
post-selection strategy. All the users simultaneously send phase-randomized coherent state. When single click event
occurs at detection port P;, one can post-select this click event as a result of interference of a! and af, ,, corresponding
to the practical protocol.

In conclusion, we have proven that the security of the AMDI-QCKA protocol in the main text is equivalent to that
of the entanglement-based protocol.

eql -
asa;

). U; and Uy 41 send a} and af, , respectively to the measurement node at time bin 7' = cN + .

el
a;a;

IV. COMPOSABLE SECURITY

Here we prove the composable secutiy of the AMDI-QCKA protocol. We first give the definitions of the security
criteria for the QCKA. A QCKA protocol is eco-correct if

Pr(3ic {2,...,n},s.t. S1 #Si) < ccor, (5)

where S; (i € {1,2,...,n}) is the final key of U;. A QCKA protocol is called e4..-secret if

1
ppaSSD (Psl,E, Z @|Sl><sl| & UE) S Esec) (6)
S1

where ppass is the probability of passing the protocol, D(-, -) is the trace distance, o is the system of the eavesdropper.

Then, we provide the composable security proof for the AMDI-QCKA protocol and the final key rate formula.

Theorem 1. The AMDI-QCKA protocol is €cor-correct.

Proof: Let {EC;}, be a set of error correction (EC) protocols, Pxk is a probability distribution, where where k;
is the guess of z of the i-th user. Any set of EC protocols, which is e.o-secure, satisfies Pr(3 i € {2,...,n},s.t.x #
k;) < ecor- According to Theorem 2 in Ref. [17], given Pxxk, there exists a one-way EC protocol with e.o,-fully secure
on Pxk with information leakage leakgc +log, w Therefore, the e..,-correctnesss of the AMDI-QCKA protocol
can be guaranteed during the error correction prog)éss.

Theorem 2. The QCKA protocol defined in the main text is €ge.-secret if the key length | satisfies Eq.(2) in the
main text.



11

Proof. The quantum leftover hashing lemma [46] shows that if U; map the raw key Z to the final key S and extracts
a string of length [ utilizing a random universals hash function, for any positive €, we have

1 £ ’
Csec > 5 V2 i (ZB) 4+ 2, ™)

where E' is the auxiliary system of Eve after error correction, and HZ; (Z|E) can be bounded by

N -1
HS L (ZIE) > HE, (Z|E) — leakpe — log, M7 (8)

min Ecor
where E is the auxiliary system of Eve before error correction.
To bound the term H¢; (Z|E), using the chain-rule inequality for smooth entropies [37, 47], we have
Hrsnln(Z|E) Z HE/+26€+(§+2€/+§//) (ZOZNZrest |E)

> 5%+ He: (28|20 ZesiB) — 2logy(2/2'2)

min

9)

where € = &’ + 2e, + (€ + 28" + &"), Zy, Zn and Z,es represents the bits when U; send vacuum state, the N users
each sends a single-photon state and the rest cases, respectively. We used the fact that Hf;/in(Zrest\ZoE) > 0 and
HE. (20|E) > Huin(Z0) = si. Because the the single-photon component prepared in the Z-basis and X-basis are
mutually unbiased, we can use phase error rate ¢% to quantify the minimum smooth entropy using the entropic
uncertainty relations [48, 49]:

H:e

min(ZN|ZOZrestE) > 37\] - H;eax(X]]v|X]%[X1]VV)

(10)

= syl — Ha(oy)],
where X} represents the X-basis string of U; when the users hypothetically measure the joint N-photon state in the
X-basis instead of Z-basis when each user sends a single-photon state. Finally, by choosing ¢’ = £ = 0, we have the
final key rate formula:

2(N —1 2
1> 85+ s%[1 — Ha(d%)] — leakgc — logy AN-1) 2log, i 2log,

cor

(11)

2epa’

where the overall security eyt is defined as: €iot = €sec + Ecors Esec = 2(6" + 2 + &) + 0 +en + €5 +€pa, €0, en and
€ are the failure probabilities in estimating the terms of s§, s%;, and ¢%;. Specially, in finite case with three users
and three decoy states, we have g9 = 4¢, e3 = 15¢ with € is the failure probability of Chernoff bound. In simulation,
we set all security parameters to the same value e = 1077,

V. DECOY STATE ESTIMATION
A. N users with infinite decoys

To ensure the security of the the AMDI-QCKA protocol, we employ the decoy state method. Leveraging the tagged
model, secure secret keys can be distilled from the joint N-photon component. Initially, we address the general
scenario where there are infinite number of decoy states with N users. Subsequently, we present detailed formula for
the specific 3 and 4-user cases. Finally, the three-decoy state formulas with three users are provided.

With infinite number of decoy states, we assume the number of joint N-photon component can be accurately
estimated. Below we focus on symmetric case, where the users randomly choose intensity from the same setting
{p, v, w, ...}, the [u, i, ..., p] events are assigned to Z-basis, [2v,2v, ..., 2v] events are assigned to X-basis, and other
events are used in parameter estimation. The final key rate formula is

R =Yg [1 — Hy(¢%)] — leakpc, (12)

where ij,(x) = sf\;x) /N is defined as the probability of obtaining a joint N-photon event in the Z (X )-basis per pulse,

N is the total number of pulses transmitted by each user, s2®) denotes the number of joint N-photon event, ¢%; denotes
N N
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is the information leakage, Q[Zu,u o] = nf(m) /N is the

_ z A
the phase error rate, leakgc = 22355\/[1{2 (Elji)]fQ o sotioeoort]

z
TN
the probability of obtaining a Z-basis event per pulse. )7]6 can be given as

i _ N N N yf%rlal.

Y3 = ppair (pupone "vzzr)” Y [ (13)

3
i=lattal=1i=1 dtot

where pyr = {[1— (1 —e )] (1 - p,;l)Q]}N_1 represents the other N — 1 ports have no click events, 7 is the mean

photon number from each user, 1 is the transmittance from user to Eve, ppair is the probability of obtaining a pairing
event given in Eq. (56), af(l) € {0,1} is the number of incident photon of the early (late) time of U, gl is the

probability that detection port P; have click. yfj .. 1s the probability of having a click in detection port P; when
i+1%

ag,; and aé photons from the two input paths of the beam splitter. Due to the circulation relation, a]e\glll will be

replaced with ai(l). For each value of N, there are 2V cases of photon number distribution in the Z-basis. In
symmetric channels, the loss from each user to Eve are equal, thus we assume y,, = yj;lal = yfeial = .= yi% .
271 372 1N
(a,b € {0,1}). Therefore, for each possible y,; we have
n/2
yi = 2pa(1 = pa)(1 = 1)* + 21/ (1 = pa) (1 = m) + (1 = pa),
(14)

Y10 = yo1 = 2pa(l —pa)(1 —n') +71'(1 = pa),
Yoo = 2pa(1 — pa),
where py is the dark counting rate, ' = %777 and the factor % is introduce from the 1 x 2 beam splitter. In the X-basis,

because the density matrices for the joint N-photon components in the two bases are the same, the expected ratio of
different intensity settings for joint N-photon components have the following relation:

Y N_—N
ﬁ _ noe Hp[u,u,...,;t] (15)
Y]:\E[ (2V)N€_2Nup[2u,2u,“.,21/] ’
o 2p2N 2 . s
where piyor pror | pror) = > 11 PrePyi, except for pav,ou,...20) = “j- Gy comes from the pairing condition

o+l ket i=1
4/ mod 2 = 0 or 1. To obtain the phase error rate ¢%;, we first calculate e¥;, the bit error rate of the joint N-photon
component of the X-basis. In asymptotic limit ¢3; = e%;. The probability of obtaining an error event per pulse is

1

N
[T %ot
i=1

~ 2 N
eZYZ = i 22Ue—2u 1—e error |, 4)cor ,
NYN = Ppair( M) (p ) [( )Y + eq V%] (16)

where ey is the misalignment error of X-basis , Y*°" ()°") is the probability of obtaining an error (correct) click
event given a joint N-photon states as input, which vary with the number of users. In the following, we introduce the
detailed formulas for the specific three-user and four-user cases.

B. Three users with infinite decoy states

For the specific case of N = 3, according from Eq. (12), the key rate formula can be written as:

R =Y§ [l — Hy(¢3)] — leakpc. (17)
In the Z-basis, Y can be given as:
Py Py P
~ Y el c 1Y o
_ 3 aas?aSay asa
Y5 = ppuie (puporie "pas)” D DL D | Th e
Gtot dtot dtot

a‘f—i—all:l a;—i—alz:l a§+aé:1

(18)
(Pupope Fpg)? (

PP Py (2Y10Y10Y10 + 6Y11910Y00)-
Qtot 9tot dtot

= Ppair
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The probability of obtaining a joint three photon event in the X-basis is calculated using the relation between f{f
and Y3

g _ /‘36:3Mp[ﬂ7#7#] 7 (19)
Ygx 8vde 6Up[2u,21/,21/]
2p6
where Plu,p,u] = 8pup0a Pl2v,2v,2v] = f -
We use the GHZ state |®]) as the reference state:
1 1
@) = ﬁ(um +1000) = S (14 ++) + [+ = =) +[=+ =) + == +)). (20)

When the click detectors of {Py, P», Ps} are {L1, Lo, L3}, {L1, Ra, R3}, {R1, L2, R3} or {Ry, Ro, L3}, we obtain a
successful measurement event of |<I>g ). The other four cases corresponding to error event. Therefore, the probability
of obtaining an error event of the joint three-photon components in the X-basis can be given as
~ 2 (21/6721/])2)3
BVF = ppuir () it | (1= ea)(y R o y by B g LR
TrotTrotdrot

(21)
Feg(yb bl 4 ybRR g RIR 4 yR,R,L):|
where yF(F)R(LE(L) i the probability of having detector Ry (L1), Ro(Ls), R3(Ls) click when input joint three-photon

states in the X -basis. Using the method derived in [50], they can be calculated as follows. The input joint three-photon
state can be written as

1 i0 1 i0 1 i0
ﬁ(‘10>afai +e 1|01>a§all):| Y |:\/§(|10>a§alz +e 2|01>a5al2):| ® |:\/§(|1O>a§al3 +e 3|01>a§al3) . (22)
After passing through channel with transmittance 7, 12, 73, respectively, the state becomes a mixed state:
3 3n2(1 —
%\¢111><¢111| + w (1¥110) (W110] + [101) (Y101 + [%P011) (Yo11])
3n(1 —n)? 23
+ M (|1%100) (¥100] + [%010) (Yo10| + [Y001) (¥001]) (23)

+ (1 = 1)*[%000) (Yoo -

where we use the state |a$a)asabasal) to represent photon number from different users’ early (late) time bin of the

joint three-photon state. The terms are:
111 . = |101010) + €*%3]101001) + €*?2|100110) + €*(2+3)|100101) + % |011010
a G. a2a2a3a3
+€1192)1011001) + €/91702)1010110) + €1 +0270)|010101),
Y110 101000) + €72(100100) + €%*|011000) + €*(*1%2)1010100),
a a a2a2a3a3
Y101), 100010) + €%3100001) + €%*|010010) + €*(*1%3)]010001),
a a2a2a3a3
Yo11), =1001010) + €*3|001001) + €%°2|000110) + €*(2+¢3)|000101), 24
a a2a2a3a3
[%100) s at asabasa, = 100000) + ei01|010000>7
19010) 4 = ]001000) + €*2|000100),
%001 e = 1000010) + ¢**|000001),
1%000) 4l agal agay, = [000000).

At the detection port P;, the photon aé interferes with af,, for i # N, and aév interferes with af at Py. Therefore,
we can apply the following state transformation of the beam splitter (BS) where i # N:

0)ag|0)ac,, — 107,10,
1)t — (125,100 5, — [0),12)5,)/ V2.
1) 0|0, — (111,10}, — 10)1,11)5)/V2
0t 1) ge . — (1) 1,100, +10) 1,11 ,)/V2,

a,; i i i

aaaaa

fajasabagal

(25)
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and
10}t 10)ge —10) 1, 10)
Dt [Dae — (12)1,100ry = 1001, 12) gy )/ V2,
(26)
|1>alN|O>a§ — (|1>LN|O>RN - |O>LN|1>RN)/\/§7
10)q1, [1)qe — (1) [0} R, + |O>LN|1>RN)/\[2-

After the pulses interference at the BS of each detection port, consider that (61 + 02 + 603)/7 mod 2 = 0 (due to
symmetry, we can obtain same result when 61 4+ 0 + 03/m mod 2 = 1) , before they entering the detector, we have:
1
|¢111>L3R3L1R1L2R2 —>ﬁ(|101010> +(100101) + |011001) + |010110))

+ 5% (120) ~02))(110) + [01))100) + 3¢ (10} + 101)]00)([20) — [02))
(27)

+ %ei(92+93)(\20> —102))|00)(]10) — |01)) + %6”1 100)(|20) — [02))(]10) + |01))

£ O (10) — 101)(120) — 02))]00) + 560200 (110) — [01))(]20) — [02)),

|9110) Ly Ry Ly B Lo R —>%(I10> +101))(]10) + [01))[00) + %e“’Q(um + [01))[00)(|10) — |01))
1 01 1 (014602
+5° ?1100)(120) — 102))[00) + 5" *#)|00)(|10) — 01))([10) — |01)),
¥101) Ly Ry Ly By Lo R —>%<|10> +01))[00)(]10) + [01)) + %e’“(um — 02))]00)|00)
+ %e“’l|00><|10> —101))(110) + J01)) + %e“‘“*%)(um = 101))(|10) — [01))[00),
0011) Ly Ry Ly R Lo s H§|00><|10> +101))(]10) + [01)) + %e”3(\10> —101))(]10) + |01))|00)

1 02 1 1(02+03
T 5 100)|00)(120) — [02)) + e T4)(110) —[01))]00}(110) — [01),
1

|¢100>L3R3L1R1L2R2*)\/5(‘10>+‘01>)|00>|00>+ ¢'1100)(|10) — [01))[00),

1 ,
(%0100 1, Ry 1 By 2, R, — 751002 ([10) +[01))]00) + ¢'%2(00)[00)(|10) — [01)),

V2

[%001) Ly Ry Ly By Lo Ry H%|00>\00>(I10> +101)) + \ﬁews(\m) — |01))[00)[00),

|w000>L3R3L1R1L2R2 _>|00>|00> ‘00>

With the above equations, we can calculate the probability of a coincident click event:

3n(1—n)?
%p%(l*n)?’pi ,

3n(1 —n)?
%pﬁ +(1- n)‘q’pi} '

-l

16 1 1Pl + épd) +
3

3n3p 3n3(1 — 3
yL,L,L =(1—pd)3 {77 Ui d+ n*( 77)(

3n3ps  3n%(1—n) 3 1
yR,R,R (1pd)3{ / d+ n°( 77)( 2

+ clyy
16 16 1 gPd T 5Pd

Finally, due to symmetry, we have
yRRR — yRLL _ LRL _ LLR

L.L.L _ . RR,L _ . RLR_ .LRR
Yy =Y =Y =Y .
C. Four users with infinite decoy states

For the N = 4 case, according from Eq. (12), the key rate formula is
R=Y{[1— Hy(¢3)] — leakpc. (31)
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The number of joint three photon components in the Z-basis is:

e dY e 1Y e 1Y e
a1a,7"0a507"a3a5"a,0a3

Py P> P3 Py
Qtot Gtot ot dtot

Y

}742 = Dpair (p,upo,uei'upﬂ)4 Z Z Z Z

a$+a'=1aS+al=1a§+al=1a5+al=1

(Pupotie” *pazp)’
yTlﬁl(leoywywylo + 12y11%10¥10%00 + 2Y11Y11%00Y00)-
Gtot9tot Dtot Dtot

(32)

= Ppair

When N = 4, there are 2* = 16 cases of intensity distribution in the Z-basis. The probability of obtaining a joint
three photon event in the X-basis is calculated using the following relation:

g — /1446_4“]?[#7#7#7#] (33)
Y;lz (2V€_2y)4p[2u,2u72u72y] ’
where pi, 0 = 16PuPos Pl2v,2v,20,20) = 2}\1];. The four-party GHZ state |®7) is used as the reference state:
" 1
|®g) = —2(|1111> -+ |0000))
| (34)
:E(HJMLJFHHJF__H|+_+_>+|+_—+>+|_++_>+|_+_+>+|__++>+|____>)
The probability of obtaining an error event of the joint three-photon components in the X-basis is
. 2 (2ue p?)t
e1Yi :ppair(ﬂ)i&l P, P )P4 (1= eq)(yt Dbt 4y bl gyl bl gy BB LT gy RILILE 4 gy RILER
Gtot9tot Qtot Dot
yRLRBR § yLRRR) oo LLLL ¢ LLRE | LELR 4 LRRL | RLLR | RLRL (35)
4 yRLL yR,R,R,R)].
The input state is
= (110) g+ €100 0) © = (110) s+ 2101) ) © = (10} + %101 1)
\/é ajay ajay \/i asay asag \/5 agag agag (36)
® i(\10) +€94)01) e 1)
\/? aiaiL aiaﬁl
After passing through channel with transmittance 7 the state becomes a mixed state:
n' n°(1—n)
E|¢1111><¢1111| + T(|‘/’1110><¢1110| + [1101) (Y1101] + [¥1011) (Y1011]
3n° (1 —n)?
+ [Yo111) (o111]) + f(w)uoo)(%lod + [¥1010) (%1010] + [*1001) (Y1001 (37)

+ [%0110) (Yo110] + [Yo101) (Yo101| + |[Po011) (oo11]) + 21(1 — 1)*(|1b1000) (Y1000
+ |10100) (Yo100] + [Y0010) (t0010] + [%0001) (Yoo01|) + (1 — 1)*[%0000) {to00o]

where

W1111) et asat, = [10101010) + ¢¥%4[10101001) + %[ 10100110) + €% +4)[10100101)
+¢2[10011010) 4 ¢/ +09)[10011001) + ¢'(®2+%)[10010110) + /(%2 *+%5+04|10010101)
+¢1]01101010) + €'+ +9)]01101001) + €'1+92)]01100110) + /" +02+04)|01100101)  (38)
+ €101192)101011010) + (921 702703)101011001) + *?102703)|01010110)
+ ei(01+02+93+94)|0101()1()1>’
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[%1110) as ot agabagalaca, = [10101000) + ¢"%3110100100) + %%2[10011000) + €71]01101000) + €(?2+%)110010100)
+ €1(91793)101100100) + €% 72)|01011000) + "+ +%2+03)|01010100),

(91100 4t 0t asab as ol acal, = 110100010) + €*4[10100001) + €2 [10010010) + ¢*1[01100010) + e"2+94)110010001)
+ €1(017194)101100001) + €'?172)01010010) + "+ +%2+04)101010001),

191011 4t 0t asab asal acal, = 110001010) + €*#4[10001001) + €'* [10000110) + ¢*1[01001010) + ¢"%3+94)110000101)
+ €1(01194)101001001) + €*?17)(01000110) + "1 +%3+04)101000101),

[Y0111) 4t 0l asal as al azat, = [00101010) + €74100101001) + €'**[00100110) + ¢72[00011010) + ¢%*#+)|00100101)
+ €%2+94)100011001) + €*(?2793)[00010110) + €*¥2+0104)100010101),

wtalasabagalasa, = |10100000) + €210010000) + ¢'**|01100000) + ¢'"*+%2)|01010000),

cat = [10001000) + ¢/ [10000100) + ¢'1{01001000) + ¢'*1+%)|01000100), (39)

a1a2a2a3a3a4a
%1001) 4 c.i = [10000010) + €%%4]10000001) + €*%1{01000010) + €*?17%4)101000001
+ €'(%2793)100010100

)
)
calagabasalasal )
o110 ¢q = 00101000 + ¢%%3100100100) + ¢*?2{00011000
%0101 ¢q, = 00100010 + €91]00100001) + €*2[00010010) + €*?2+94)]00010001),
)
)
)
)
)

W1100>
)as )
)as )
)asal agabagalasa )
)asal agabagalasa )

[$0011) 4t 0t as ab as al acat, = [00001010) + €74[00001001) + €'*[00000110) + ¢/’ ++)[00000101),
) as )
)as )
)as )
)as )+
)as )

‘wlOlO

)

) )
) )
) )
) ),
) )
) )

= |10000000) + ¢**1]01000000),
a1, = [00100000) + 2100010000},

a$ a1a2a2a3a3a4a

‘17[]1000 a$ a1a2a2(l3a3a4a4
%0100
cql = |10000000 +6163|01000000 ,

1%0010) a¢al agalagatasa

... = [10000000) + ¢*4]01000000),

‘17[}0001 (1 a a2a2a3a3a4a4

10000 <q = (00000000

a$ a1a2a2a3a3a4a
Using the same method as the three-party scenario, consider that (61 +602+65+64)/7 mod 2 = 0, we have the states
before entering the detector. For simplicity, we skip the detailed procedures and give the result. The probability of a
coincident click event is

3 1 1 3 1 1 1
yor ot =py (2pd + 2p§> + p3 (2pd +p§> + ph <4p§ + 21)‘3) + P + §p1p§ + PoPy;
40
L.L,LL _ 13 1, 1 2 (3 9 14 no 1 g 4 (40)
Yy Pal\ 5+ spPda+ sPg| P3| sPa+DPg | +DP2| =Pg+ =P | +PaPg + =P1Pg + PoPy-
4 2 2 2 4 2 2
where
774 4 14 4 2 2 4
ps =151 =pa)"s ps =g’ (L =m)(1 = pa)*, Py =n"(1—n)"(1 - pa)*,
! (41)
P'z’ 15772(1 - 77)2(1 *pd)47 p1=2n(1 — 77)3(1 *Pd)47 po=(1- 77)4(1 *Pd)4-
Because of the symmetric relation, we have the other terms
yRLLL — LRLL _ y LLRL _ LLLR _  RRERL _ RELE _ RLRR _  LRRR )

LLLL _ ,LLRR_ ,LRLR_ ,LRRL __ RLLR_  RLRL_ 6 RRLL_ 6 RRRR
Yy =Y =Y =Yy =Y =Y =Yy =Y .

D. Three users with three decoy states

Here we present the decoy formulas for the AMDI-QCKA protocol with three users and three decoy states. We
consider the finite case. The secret key length [ against coherent attacks in the finite-size regime can be given as

2log, — — 2log, — (43)
—2logy, — —2lo
Ecor 82 €'e 82 2€PA7

I > 55+ 55[1 — Ha(¢3)] — leakpc — log,
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where we use z (Z) to denote the observed upper (lower) bound of x. We first briefly introduce the formulas
of calculating the finite size effect. By using the Chernoff bound [39], given the expected value z* and failure

probability €, the upper bound and lower bound of the observed value can be given by T = z* + g +1\/20x* + %2,

and x = x* — \/2B2*, where 3 = Ine~!. Using the variant of Chernoff bound [39], we have the upper bound

and lower bound of the expected value x* for a given observed value x and failure probablity e, which can be

given as T = x + B + v/2Bx + B2, and z* = max {x— 5 — /20 + ﬂ4 , O}. To obtain the upper bound of the

phase error rate in the Z-basis, 511, the random sampling theorem is utilized [39] which is given by ¥ < A\ +
-1
YW (n, k, A €), where 4V (n, k, \, €) = [ a jiLAG + \/(Aj_i; +4M(1 - A)GJ (2 + 2( +k) ) , with A = max{n, k} and
_ n+k n+k
G = Tj;c In Qﬂnk)\?_l—k)é '

By using the derivation method in Ref. [6], we have the lower bound of the number of joint three-photon states:

-3 * —x —x — % * *
. " Plu . [ 4 (esu”[u,u,u} B S ] R R L] 27 R X0 R ()
T (p—v) Plu,v] Pl,v,0] Pl,0.v] P0,v,0] P[1,0,0] P[0,1,0]
+euﬂ[070,V] _ o,0, 0]) A <€3un[u,u,u] _ eQUQ[u,u,O] _ e2uﬂ[#,07#] _ ezuﬂ[O,u,u] (44)
Djo,0,v]  P[0,0,0] Dlps ) Plu,p,0] Dlp,0,) Do, )
N,.0,0] ﬁ?o 1,0] ﬁro 0,4 E[ko 0,0]
+€H H,9, _’_ep k) +€N R Y, ):|
DP[1,0,0] D[0,14,0] Pp,o,u]  Pl0,0,0]

For the data in the Z-basis, we can also use [, u, V], [v, , 1], [, v, g, [, v, V], [v, 1y V], [v, v, ], [V, v, V] events to gen-
erate secret keys. In this case, we can replace term 6_3“])[”7#7#]/V3 with pf;; = (u?’e_?’“p[u’“’“] + 3”21/6_2”_”]9[#’#’1,] +

e 2 ppy ) + Ve Py ) [ (P0).
The number of vacuum components, which is defined as the first user sends vacuum state, can be given by

n’ nr n’
§z* — ef“p [0, 11] + 36’7#1) [07%’/] 4 3e~ ;Lp =lo,v,V] 4 efl/p *[Oxl’ﬂ/]’ (45)
0 [t51,14] Ploysl (14 41,7] Ployir] [,v,] Ploww] (v Plow]
and s3* can be calculated using following relation:
S;* z
fc* = —2up1311 ! (46)
53 (21/6 ) Pl2v,2v,2v]
The upper bound of joint three-photon errors of the X-basis is
—* * * *
fg < €_6Vp[2u,2u,2u] (eﬁy [2v,2v,2v] €4V ﬂ[21/,21/,0] . €4V E[2y,0,2u] . 64,, Q[O,QV,QV]
Dl2v,2v,20] 2D120,20,0] 2p120,0,20] 2p(0,20,20) (47)
o0 20000 | 2y T0.200] | 5 T0.020]  M0.0.0]
+e +e +e - :
2P(21,0,0] 2p(0,20,0] 2pj0,0,2v]  2P[0,0,0)

where mjgtor piot ot denotes the number of errors in the X-basis of [k1°", k5°*, k3°!] event. Using the random sampling
without replacement theorem, with a failure probability €., the upper bound of single-photon pair phase error rate in
the Z-basis is

By <%+ (53, 5%,2%,60) (48)

where €5 = z—i is the upper bound of bit error rate in X-basis.
S3

VI. SIMULATION FORMULAS
A. Three party

In this section, we provide the simulation formulas for the AMDI-QCKA protocol. We begin with the three-user
case. The user U; send phase-randomized weak coherent pulse with random intensity k; € {u;,v;,0}. When the
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coherent state from Uy, Us and Us arrive at the center relay and pass through the 1 x 2 BS, the joint quantum states
can be written as

i i i BS. | i k i k i k
€)@ [ Fam) @ |6 Rams) Zje [T e [2HE) ety [220)
1 1 2

o |k o |k o |k
® |626'1 171 > ® |6103 3773> ® |6192 2772> ’
2 Py 2 Ps 2 Ps

where, 0; is the global phase of U, 7; is the channel transmittance from U; to the center relay, P; represent the i-th
detection port. After interfere at the BS, before entering the detector, the joint quantum state is

‘eiel \ lell + eieg \ k3773 v k1771 _ 61-93 vk3n3> ® |ew2 Vv kgng i ewl \/k1771
2 2 2 2 R, 2

(49)

)

i0
& et
>L1 | 2 Lo

(50)
®W%vbm_a%vhm> ®W%v%%+é%vbm> ®W%V%%—8%me>
2 2 Rs 2 2 Ls 2 2 Ry

where L; (R;) represents the left (right) side single-photon detector. Therefore, the probability of the detector L;
(R;) having a click can be given as

Ep, =1— (1 —pa)exp[—(aiz + Bigcosbis)], Er, =1— (1 —pa)exp[—(a13 — Bizcosbi3)],
Er, =1— (1 —pq)exp[—(ag1 + P21 cosba)], Er, =1 — (1 — pgq) exp[—(az1 — P21 cos Ba1)], (51)
Ep, =1—(1—pa)exp[—(azz + f32cosb32)], Er, =1 — (1 — pg)exp[—(as2 — P32 cos b32)],

where «;; = (ki + kjn;)/4 (4,7 € {1,2,3}), Bij = Jkinik;n;/2, 0ij = 0; — 0;. Then, for each detector, we can
calculate the probability of having a smgle click event. For example, for detector L, we have

G5 = Er, (1 = Eg,)(1 = EL,)(1 — Eg,)(1 - EL,)(1 - Eg,)

52
_ (1 _ pd)5e*[(a13+2a21+2a32)*513 cos 013] __ (1 _ pd)66*2(0t13+0421+0432)' ( )
qu?le<13 is the function of 6;3, the phase difference between U; and Us. Through the same procedures, we have
qzli»il — ( _ pd)5e [(cr3+2c21+2a32)+B13 cos 013] (1 pd)6e (a13tazi+as2)
1k2ks
22}6’[];2 — ( _pd)5€ [(2a1z+az1+2a32)—B21 cos O21] _ (1 pd)ﬁe—Q(als-‘rOém-i'asz)
1kaks
qZ2}€7122 _ (1 _ pd)Se [(2a1z+az21+2a32)+B21 cos O21] (1 pd)66 (a13+az1+asz) (53)
1kaks
23?6711;3 — ( _ pd)5€ [(2a134+2021 +32) —B32 cos O32] _ (1 pd)ﬁe—Q(a13+a21+032)
1k2ks
qzei’lzz ( _ pd)56 [(2a13+20a21 +a32)+B32 cos O32] (1 pd)6€ 0413+0t21+0¢32).
1kaks
Therefore, the overall probability of having a single click is
°m ’r 271' 013,L 613,R 621,L 021,R 032,L 032, R
_ 13,L1 13,1 21,L2 21,2 32,L3 32,3
Akikoks = (27’(’) / / / qk1k2k3 + qk1k2k3 + qklkzks + qk1k2k3 + qk1k2k3 + qk1k2k3) d913d021d032
(54)

_ 2]’0(513)(1 _ pd —(a13+2a214+2a32) + 2]’0(521)(1 _ pd) —(2a13+az1+2a32)
4 2[0(ﬁ32)(1 _ pd)5€—(20613+20¢21+0t32) _ 6(1 _ pd)ﬁe_Q(a13+a21+a32).

To calculate the integration of 813,021 and €35, we use the formulas for zero-order modified Bessel function of the first
kind Iy(va2 4 b2z) = % 027r e—w(acos0+bsin0) g9 The total probability of having a click event is gyor = > Qhykoks-

k1,k2,ks
Separately calculate the integration, we have the probability that only detection port P, P, or P5 click

qlilk2k3 = 2]0( 13)(1 _ pd)5e*(a13+20621+20432) _ 2(1 _ pd)6e*2(0413+0121+0432)’

g
Ak = 2To(Bn) (1 — pa)Pe Bonwteaten) _g(] _ p,)0e-2emstan towm), (55)
B

q}:f)k2k3 — 2]0( 32)(1 _ pd)5e—(20¢13+20121+0¢32) _ 2(1 _pd)6e—2(0413+<121+0632)_
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1010
Numerical simulation, parameter 1
O Virtual experiment, parameter 1
Numerical simulation, parameter 2
108 E O Virtual experiment, parameter 2 E

Pairing number
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FIG. 7. Simulation result of the number of pairing event, where the circles represent ni.; obtained in virtual experiments,
and the data points represent niot numerically calculated. We considered two set of parameters with different intensity. The
comparison between our numerical formula and the virtual experiment results demonstrates a high level of agreement, indicating
the accuracy of the numerical simulations.

The above probabilities are a function of the pulse intensity ki, ko, k3. Take all the possible intensity combinations
into account, we have the total probability of having a click at detection each port, which can be written as qu"’t =

> pklpkzpk3q,f?k2k3, where py, is the probability of U; choosing intensity k;.
k1,k2,ks

So far, we have finished the detection probability calculation of a single time bin. In the pairing step, detection
events that occur in three different time bins at different detector ports are paired. Define the probability of obtaining
a pairing event per pulse as ppair = Niot /N, Where ngo is the number of pairing event. When the global phase of
each user are locked, we have ppair = min{qglt, qf:ft, qtlz?’t}, because almost all detection events can be paired. When the
global phase locking is not utilized, the maximum pairing time interval between the earliest and the latest should be
less than T, to reduce the error rate. Given the earliest time bin with a click event (for example, P;), the probability
of finding at least two click events in the other two different ports is (1 — (1 — ¢/2 YN )(1 — (1 — g2 )N7e), where N,
is the number of pulses that each user send within T,. The average number of time bins that are required to obtain a
pairing event is 1+ 2/[1 — (1 — ¢/2)N7e][1 — (1 — ¢3)N7e]. Then, by taking into account all possible detection ports,
we have the probability of obtaining a pairing event for general N user case

-1

N -1

N
Ppair = Y oy 4 1+ — (56)
= 1 [1-@—-alVe]
j=1.5#i
To show the accuracy of Eq. (56), we perform a virtual experiment using computer, recorded nyo and compared with
that computed using the above formula. As shown in Fig. 7, the result of Eq. (56) fit well with the virtual experiment.
In simulation, we assume the mean pairing time interval (the maximum time interval between the first and the last
time bin) is Tinean = T¢/2.
Then, we consider the number of the paired event with intensities [£i°%, k5%, k°!] (except [2v1, 2vs, 2v3]), which is

n[kioc ,kgot ’k.gut] = Ntot E E E

Py P Ps
k‘f-‘rkll:kgm kg-‘rklz:k%m kg_,'_ké:kgot Gtot Gtot Qtot

Py Py P3
pkfpkéqktl’ké pkllpkqugkll pképkqugké

(57)

In calculating the pairing event Nktor kit ktot], the click event of each port is mainly relevant to the intensity and
phase of two neighbor users. Take P, as an example, the pairing event ny, 2, 2, requires U1(Us) sends vy (v3) at the
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time bin when P; clicks, while Bob may choose any intensities including po, v and 0. The probability of having a
click at P, is the function of intensities ki, ko, k3. In calculation, for simplification we should first sum all Bob’s
possible intensities. The probability of having a click event in each detection port is given as q:jkl = thq}fjkz T

1™v3 kZ 1 3

For simplicity, in the following we consider the symmetric case. All the users choose the same intensity set,
1 = pg = ... = uy = ppand v; = vp = ... = vy = v. We take U; as the reference and assume marginal bit
error between each users are equal in symmetric case. The maximum Z-basis marginal bit error can be written as
E% 5 = mj3 5 /Ny ), the error rate between Uy and Uz. There are four terms contribute to error rate between U; and

2

(Pupo)3 Py P> P P, P> P P, P, P Py P, P
mia = o o (qrbassals +alhasdass + algalials + asialiass ) (58)
Gtot9tot dtot

The number of X-basis event, 1z, 2,,2,], can be given as

6 p2m 27 015,P1 021,P> —(013+021),P3
Moty / / R
2 Py

0 0 Qtot Qtot Qtot

N2v,2v,20] = M2 7 ) df13d05 . (59)

013,P1 _ 013,L1 013,R1 021,Py __ 021,L2 021,R2 032,P3 __ 032,L3 032,R3
where qu}/S = %:pkz (qukgy + quk,gv )7 u%/l ? = %:pks (qm/kg + qm/k3 )7 l/k:’/2 3= %:pkl (qkluy + qklm/ ) The
2 3 1

global phase of each user arriving at Eve is continuous and random due to phase drift in the fibre. The phase matching
condition of the X-basis paired event is (613 + 621 + 032) mod m = 1 or 0. The total number of errors in the X-basis
can be written as

6 27 27
NtotD RRR , RLL , LRL , LLR
Mi2w,20,20] = e / / [(1 — €q) (yﬁl/ T Y%, t¥ew T Ve )
o Jo

Py P> P
2M 72 qtolt qt02t qt03t (60)
L,L,L L,R,R R,L,R R,R,L
tea(Ve, " T Y6 t Y t Ve )} dbh3 dban,
where yg;(L)yR(L),R(L) — ngx,Rl(Ll)qgil,Rl(Ll)qgi2+a,R1(Ll)7 qglljs,Ll(Rl) _ Zpkzqi};’f““, qgil,LQ(RQ) _
k2

Zpkg(Jf,z,l;;fz(Rz), qzezz?’f’LS(R3) = ZPMQZ‘Z’?,’VLS(RS), 0 = Tmean 2TASf + wiiver) + 17 is the phase misalignment, Af is
k}3 kl

the laser frequency difference, wyipe, is fiber phase drift rate, and {; is the result of finite phase slice width.

The intrinsic interference error rate for three-party is approximately 37.5%. Let Sy u,u; represents there are w;
(i € 1,2,3) photons from U;. The bit error rate in the X-basis can be written as Ex ~ sﬁfiﬁ = 37.5%, where
eo = 0.5 is the vacuum state error rate.

B. Four party

In this section, we briefly introduce the simulation formulas for the AMDI-QCKA protocol with four party. For
simplicity, we omit the detailed state evolution. Given the four users send intensity ki, ko, k3 and k4, the overall
probability of having a single click is

Ty bokaks :21'0(514)(1 _ pd)7e*(0114+2a21+2a32+2a43) 4 21’0(621)(1 _ pd)7e*(20t14+6¥21+2a32+26¥43))

+ 2[0(ﬁ32)(1 _ pd)7e—(2(X14+2a21+a32+2a43)) + 2[0(ﬁ43)(1 _ pd)7e—(2014+2(¥21+2a32+a43)) (61)
_ 8(1 _ pd)se—Q(a14+a21+a32+a43).

We also have the probability that only port 1, 2, 3 or 4 click

T ks ks = 2T0(Bra) (1 — pa)Te (2o t2osataous) _ (] _p)Se=2arateatastas),
qli2,k2,k3,k4 = 2I5(B21)(1 — pg)Te~ Baratantasntaun) _ 91 _y),)8p=2(arataretasataas) (62
Gh? kg s = 210(B32) (1 — pg) o™ Bnaaantamton) —g(] — pg)Sem2erstantamtas),
Do ko ks = 210(Baz) (1 — pa)Te™ Ponat2omtaosatos) _ (] _ p)Se=2aratentastas),
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The total number of [ki°F, k5t k50t k0] event (except [2v, 2v, 2v, 2v] event) is

N . Py . Py . Ps Py
_ Z pklpkiqkfki pk2pkll qukll pkspkéquklz pkipkquikg 63
Tt kto® it kY] = Mot P 2 P, P ’ (63)
=1 ke 4kl —ftot Gtot Qtot Qtot Gtot
e (3 7
where ¢l = S Diy D pkBpk4qlik2 ksk,- Assume the maximum marginal error rate is the error rate between Uy
k1,k2,k3,ka
and Us,. There are eight terms contribute to error rate between U; and Us:
z (pup0)4 Py P> P3; Py Py P, P; Py Py P> P3 Py Py P> Ps Py
Mi =Mot 1, Py By \u0900 Qundop T 9up900 upo0 + 940900 40 G + 400 220900
Qtot9tot dtot dtot (64)
Py Py Ps Py Py Py Ps Py Py P> P3 P, Py P> Ps Py
+600 99 90, + 90 99,900 T 900 D00 Qs + 90 9900 D0
The number of [2v, 2v, 2v, 2v] event is
n 8 p2m 2w p2m 014,P1 021,Ps 032,P5 ,—(014+021+032),Ps
S % A d6014d01d0 65
Mov,2v2v,20] = Yres P P, P Py 14aU210V32, (65)
™ Jo Jo Jo Qiot  Gtot  Ttot Qot

where ¢%F can be calculated with the same method as the three-user case. The total number of errors in the X-basis
can be given as

S 27 27 27
_ Ntot Py 1 RL.L,L , LRLL , L,L,RL , LLLR
M2v,2v,2v,20] = 3 P, P, P;s P, ( - ed) Ysy + Ysu + Ysu + Ysu

AM T 50t Gsot Qiot Tiot 70 0 0

R,R,RL . RRLR , RLRR , LRRR L,L,L,L , LLRR , LRLR, LRRL (66
+Ysy + Ys, + Yso + Ysp ) +eq (y&/ + Ysp + Ysp + Ysy (66)

R,L,L,R R,L,R,L R,R,L,L R,R,R,R
+y81, + Ysy, + Ysy, + yg,, >:| d914 d921d032.

where yé%l/(L)vR(L),R(L),R(L) — OB (L) 02140, Ra(L2) (D26, Ra(La) a5 8. Ra(La) g 0 Ri(Li)

the same method as the three-user case.
The intrinsic interference error rate for four-party case in the X-basis can be approximately written as Ex =~
—L2e0s2110 oy 42 86%.

s1111+12s2110

can be obtained by using
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