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Abstract—Secure precision time synchronization is important 

for applications of Cyber-Physical Systems. However, several 

attacks, especially the Time Delay Attack (TDA), deteriorates the 

performance of time synchronization system seriously. Multiple 

paths scheme is thought as an effective security countermeasure 

to decrease the influence of TDA. However, the effective secure 

combination algorithm is still missed for precision time 

synchronization. In this paper, a secure combination algorithm 

based on Dempster-Shafer theory is proposed for multiple paths 

method. Special optimizations are done for the combination 

algorithm to solve the potential problems due to untrusted 

evidence. Theoretical simulation shows that the proposed 

algorithm works much better than Fault Tolerant Algorithm 

(FTA) and the attack detection method based on single path. And 

experimental demonstration proves the feasibility and superiority 

of the proposed algorithm, where the time stability with 27.97 ps, 

1.57 ps, and 1.12 ps at average time 1s, 10s, 100s is achieved 

under TDA and local clock jump. The proposed algorithm can be 

used to improve the security and resilience of many importance 

synchronization protocol, such as NTP, PTP, and TWFTT. 
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I. INTRODUCTION 

ith the development of industrial internet of things, 

the applications of Cyber-Physical Systems (CPS) 

such as autonomous vehicle, autonomous mobile 

robots, automated factory and smart grid are becoming 

increasingly popular. In order to achieve synchronous 

communication and computation on different spatial and 

temporal scales for CPS, high precise time synchronization is 

one of the most important requirements.  

One the one hand, different time synchronization precision 

from millisecond level to sub-nanoseconds level are required 

for different applications. There are already many time 

synchronization technologies, such as Network Time Protocol 

(NTP) [1], Precision Time Protocol (PTP)[2], and Two-Way 

Fiber-Optic Time Transfer (TWFTT) [3], and Global 

Navigation Satellite System (GNSS), which achieve different 

time synchronization precisions. On the other hand, security is 

extremely important for CPS and attacks on time 

synchronization can lead to disastrous effects. For example, 

damages may happened to the smart grid by the wrong 

operation due to deteriorated time synchronization [4].  

In [5], several attacks are analyzed, such as packet 

manipulation, spoofing, replay attack, and a set of security 

requirement is defined for time protocols in packet switched 

networks. Since information data and physical signal are 

simultaneously used for time synchronization, the complete 

requirements of secure time synchronization should include 

countermeasures of attacks for the two parts. The 

cryptography method is an efficient method to protect the 

information data from malicious manipulation [6]. However, 

an attack called time delay attack (TDA), which changes the 

flying time of the time signal, is the frailty of time 

synchronization and deteriorates the performance seriously. 

Many methods are proposed to decrease the influence of TDA 

[7-14]. The first kind of methods is to utilize the historical 

data from the single link of time synchronization, such as the 

delay attack detection and mitigation methods for PTP [7] and 

TWFTT [8]. The second kind of methods is to utilize extra 

information, such as information from phase measurement 

unit (PMU) [9] or external reference clock [10]. The third  
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important kind of methods is to utilize multiple paths or 

multiple clocks. This method can detect the delay attack, and 

improve the resilience of the system [11-13]. Many studies 

have been done for multiple paths or multiple clocks methods. 

In [1], a complex convergence algorithm including selection, 

clustering and combining is proposed for NTP. However, this 

method is hard to be applied to more precise time 

synchronization protocol. In [14], a method based on Kalman 

filter is proposed for the multiple paths synchronization. It 

does not focus on detecting TDA, but to decrease the influence 

of TDA. So, its efficiency becomes poor when TDAs 

happened on more than one path.  

Based on those studies, the method of multiple paths or 

multiple clocks is added in IEEE-1588-2019 standard [2] as 

one of the four security features. It is recommended in the 

standard that the suspected time source or path may be 

removed by a voting algorithm. However, no voting algorithm 

is recommended in the standard. In [15], the Fault Tolerant 

Algorithm (FTA) is proposed to mitigate the path failures. In 

[16], the FTA is extended to solve the fail-silent clocks 

problem. Although the FTA is shown to be a useful 

combination method, it still has some limitations. Firstly, since 

only the maximum and minimum offset is dropped, if more 

malicious paths are suspected, the offsets from the undetected 

malicious paths deteriorate the performance. Second, if there 

are no suspected paths, the dropped information may lead to 

reduced performance.  

In this paper, we proposed a combination algorithm based 

on a decision-level data fusion method called Dempster-Shafer 

(D-S) theory [17, 18]. In fact, the D-S theory is a robust and 

flexible mathematical tool for modeling and merging uncertain, 

imprecise, and incomplete data, and is widely used in 

multisensory data fusion applications such as fault diagnosis, 

pattern recognition and so on. Due to the potential delay 

attacks in arbitrary unknown paths, the time information is 

uncertain. By using D-S theory, the malicious paths can be 

detected, and the time information from the health paths is 

used to update the slave clock. In this paper, the optimization 

of the combination method based on D-S theory is studied to 

manage the conflicting evidences due to untrusted time 

information. The simulation results show that the optimized 

combination method works better than FTA method and attack 

detection method based on time information of single path no 

matter whether there are TDAs or whether there is slave clock 

jump. Experimental demonstration on a 3 paths 

synchronization system is implemented to prove the feasibility 

and priority of the proposed method, that the time stability 

with 27.97 ps, 1.57 ps, and 1.12 ps at average time 1s, 10s, 

100s is achieved under TDA and local clock jump.  

II. SCHEMATIC DESCRIPTION 

A. Multiple Paths Scheme and Dynamic Equations 

We consider a general scheme of the time synchronization 

system with multiple paths (as shown in Fig. 1). It consists of 

two parties, master site and slave site. There are N paths 

between the two parties. For each path, there are a master port 

in the master site and a slave port in the slave site, which are 

interconnected by a channel, for example, optical fiber. For 

each path, a kind of synchronization protocol is applied to 

obtain the time offset between the master clock and the local 

clock, such as PTP, NTP, or TWFTT. In fact, the proposed 

method can also be applied for the multiple master clocks 

problem. For simplify, we only focus on the multiple paths 

problem in this paper. 

In order to synchronize with the remote clock, the slave 

clock is updated with time offset correction,       , 

periodically. The synchronization instant is given as       . 

Without loss of generality,   is set to be 1 second in this paper. 

 
Fig. 1. Schematic diagram of multiple paths time 

synchronization system. 

By employing a two-state clock model, the equations for 

the clock dynamics are [8] 

{
                                       

                    
, (1) 

where       and       are time offset and frequency 

difference,        and        are independent Wiener 

processes with zero-mean and variances equal to   
  and   

 , 

and          is the update value of the slave clock at     . 

For each path, the measured time offset from the i’th 

path,   
     , is given by 

  
              

        
             

     ,    (2) 

where   
      and   

      are transmission and measurement 

noises for the i’th path, which are modeled as independent 

Wiener processes with zero-mean and variances equal to     
  

and     
 , and        

      is time error caused by the possible 

TDA in the i’th path. If there is no TDA,        
       . The 

bias which is caused by the path asymmetry for two-way 

synchronization or path uncertainty caused by the one-way 

synchronization is ignored for simplify. 

 

B. D-S Evidence Theory 

Since the D-S theory is an effective method to merging 

uncertain information, so it is widely used in multisensory 

information fusion applications, such as fault diagnosis. For 

multiple path time synchronization system, each path can be 

treated as a special sensor. The influence of TDA on one path 

in fact brings fault result on the sensor information. So, the D-

S theory can be used to detect the TDA for multiple path time 

synchronization system. 

For the D-S theory, the first fundamental concept is the 

frame of discernment, which is the set of all possible states, 

              . All subsets of   is named the hypothesis 

set and denoted as   .  

The second fundamental concept is the basic probability 

assignment (BPA) or mass function, which is defined as the 
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probability function for each hypothesis. The BPA is defined 

as 

           , 
where 

      , 

              

∑     

   

    

Suppose    and    are BPA over the same frame  , the 

D-S theory defines the rule of combination as  

          ,                                            (3) 

         
∑                        

  ∑                        

,          (4) 

From the definition, it can be seen that a priori 

probabilities are not required in the D-S theory.  So, it is 

suitable to detect the attacks unseen previously. 

C. Application of D-S Evidence Theory to Secure Clock 

Combination Problem 

For each time synchronization path, D-S evidence theory is 

applied to distinguish whether a TDA happens to the path. 

From section II. B, the frame of discernment and explicit 

expression of BPS should be given.  

In this paper, the frame of discernment which consists of 

two elements, normal and attack, is adapted for secure clock 

combination problem.  

The BPAs is the probability function for each hypothesis. 

For time synchronization, the measured time offset is a useful 

variable for attack detection, such as in [8]. However, for each 

path of time synchronization, there are only one measured 

time offset since there is only one slave clock. Suppose   
  is 

the measured time offset from the i’th path, then   
    

 
 can 

be used as a virtual measured time offset by treating the j’th 

path as a virtual slave clock. So, if there are N paths, there are 

N measured time offsets which can be used for attack 

detection. In order to apply the D-S evidence theory, it is 

needed to transfer the measured time offsets to BPAs. 

In this paper, a modified sigmoid function is chosen as the 

BPA. 

          
 

          ,                        (6) 

                       ,                    (7) 

where   is the absolute value of measured time offset or 

virtual measured time offset. In order to improve the detection 

precision, the estimated frequency difference is subtracted 

from the measured time offset, such as in [8]. The parameters 

A and B are positive. So,           approaches to 1 when   

approaches to infinity. The parameter A is an empirical data 

which determine the speed at which           approaches to 

1 when   is larger than B. The value of B is the critical value 

that when   equals to B the probabilities of attack and normal 

are the same. In this paper, the value of B is given as follows. 

Similar to [19] and [20], the allowed false alarm rate is    and 

the allowed missed detection rate is   , as shown in Fig. 2.  

Firstly, the threshold   is given by solving the equation (8)  

     ∫       
 

  
,                      (8) 

where      is the probability density function when there is 

no attack. 

Secondly, the minimum detectable delay attack   is given 

by solving the equation (9)  

   ∫        
 

  
,                          (9) 

where       is the probability density function when the 

influence of delay attack on the measured time offset is  . 

Finally, the value of B can be given by the intersect point 

of      and      . 

 
Fig. 2. Representation of the probability density function with 

the threshold  , minimum detectable delay attack  , false 

alarm  
 
, and missed detection  

 
. 

D. Metric 

In order to analyze the effect of the algorithm proposed in 

this paper, two kinds of metrics are introduced. The first kind 

is precision and recall, The definitions of precision and recall 

are             
       ⁄  and          

       ⁄ , 

where TP is the number of detected actual attack events,    is 

the number of detected wrong attack events, and    is the 

number of undetected actual attack events. The second kind is 

time deviation error variance (TDEV), which follows the 

definition in [21] 
13
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III. SIMULATION AND ANALYSIS 

A. Optimization of Secure Clock Combination Method 

For D-S theory, management of conflicting evidences is very 

important [22]. Unreasonable results may arise when 

conflicting evidences are combined. For example, as shown in 

section II.A, when the time offset from the j’th path is used to 

distinguish whether the i’th (i   j) path is a malicious path, 

  
    

 
 is used. If the i’th path is not a malicious path and 

the j’th path is a malicious path, the unknown delay in   
 

 

caused by the attack in the j’th path brings wrong information 

for the attack detection. Since there is no priori knowledge on 

whether j’th path is malicious,    
    

 
 is an untrusted 

evidence. Although the final decision depends on the 

information from all the paths, if the delay caused by the 

attack is very large, the original clock combination method 

based on D-S theory may bring wrong result. This problem is 

called Zadeh’s paradox [23]. Two kinds of methods are 

proposed to solve this problem [22]. In this paper, we solve 

the problem by limiting the maximum value of the BPA. 

             [
 

          
     ]  
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Actually, the value of      is a measure of credibility. 

Since the evidence is untrusted, the probability derived from it 

should be limited.  

However, it is shown blow that the limitation of 

          also brings new problems. Since           
           , the maximum limitation of           

increases the minimum value of          . That means if 

the i’th path is a malicious path, the probability that it is 

normal derived from the evidence is increased due to the 

limitation. If the j’th path is also a malicious path with the 

same time error caused by delay attack, the evidence from the 

j’th path makes           approach 1. Then, even though 

more evidences show that the i’th path is a malicious path, the 

final decision may be that it is a normal path. Then the delay 

attack is not detected. The problem is indeed that the evidence 

that the path is normal may also be untrusted when the two 

paths are both malicious paths.  

In all, if the j’th path is a malicious path, the evidence from 

the j’th path may be untrusted when the i’th path is a normal 

path and the evidence from the j’th path may also be untrusted 

when the i’th path is a malicious path. The first problem can 

be solve by limiting the maximum value of          . The 

second problem can also be solve by limiting the maximum 

value of          , or, by limiting the minimum value of 

         . 

             [
 

               ]. 

In the following, two simulations are designed to show the 

importance of limiting the maximum value and minimum 

value of          . 

Three algorithms are compared in the simulations. The 

first algorithm (DS0) only adopts the original definition of 

         . The second algorithm (DS1) adopts the original 

definition of           and the maximum limitation. The 

third algorithm (DS2) adopts the original definition of 

         , the maximum limitation, and the minimum 

limitation. 

The case of five paths synchronization system is simulated. 

Without loss of generality, the variances of transmission and 

measurement noises are the same for each path, respectively. 

The values of simulation parameters are shown in Table.1. 

 

TABLE I 

 SIMULATION PARAMETERs 
Parameter Value Description 

𝝈𝒎 𝒊 25 ps Standard deviation of measurement noise 

𝝈𝒅 𝒊 10 ps Standard deviation of transmission noise 

𝝈𝜽 10 ps 
Standard deviation of random-walk phase 

noise of the clock 

𝝈𝜸 1 ps/s 
Standard deviation of random-walk 

frequency noise of the clock 

 

The results of the first simulation is shown in Fig. 3. In the 

simulation, TDA happens once every 50s, and only one path is 

attacked each time. For the i’th (i = 1,2,3,4,5) path, TDA 

happens when                         , where 

       is the remainder function. In order to show the 

influence of large TDA on the original algorithm, the value of 

TDA is set to be 10ns. For the simulation, 40 TDAs are 

applied to each path. 

 Fig. 3. Simulation of 5 paths time synchronization system’s 

TDEV with one path under TDA once every 50s. (dot 

line(blue): DS0; dash line(red): DS1; solid line(black): DS2). 

 

TABLE II 

PERFORMANCE METRIC WITH ONE PATH UNDER 

TDA ONCE EVERY 50s 

 Precision Recall 

DS0 [20%, 20%, 20%, 20%, 20%] 
[100%, 100%, 100%, 100%,  

100%] 

DS1 
[100%, 100%, 100%, 100%,  

100%] 

[100%, 100%, 100%, 100%,  

100%] 

DS2 
[100%, 100%, 100%, 100%,  

100%] 

[100%, 100%, 100%, 100%,  

100%] 

 

From Fig. 3, it shows that TDEVs of DS0 are larger than 

those of DS1 and DS2. The reason is that some normal events 

are recognized as attacks, so the corresponding measured time 

offsets are not used for the update of the local clock. It can be 

shown from the analysis of precision and recall.  

As shown in Table II, for the three algorithms, the 

precisions of the five paths are all 100%.  The recalls of DS0 

are 20%, and the recall of DS1 and DS2 are both 100%. 

Details analysis shows that, for each path 200 events are 

recognized as attack for DS0, and 40 TDAs are all detected for 

DS1 and DS2. For DS0, except for the 40 actual TDAs, the 

rest 150 events recognized as attack (false alarm) are all due to 

the attacks happened in other path. The simulation results 

prove that limiting maximum value of           is an 

effective method to solve the problem of untrusted evidence 

due to the TDAs on other path when the path is normal. 

The results of the first simulation is shown in Fig. 4. In the 

simulation, TDA happens once every 50s, and two paths are 

attacked each time, and the value of TDA is set to be 10ns. 

When               , TDAs happen for the 1’st and 

2’nd path. When                   , TDAs happen 

for the 3’rd and 4’th path. When                   , 

TDAs happen for the 5’th path. For the simulation, 40 TDAs 

are applied to each path. 
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Fig. 4. Simulation of 5 paths time synchronization system’s 

TDEV with two paths under simultaneous TDA once every 

50s. (dot line(blue): DS0; dash line(red): DS1; solid 

line(black): DS2). 

 

TABLE III 

PERFORMANCE METRIC WITH ONE PATH UNDER 

TDA ONCE EVERY 50s 

 Precision Recall 

DS0 
[33.3%, 33.3%, 33.3%, 33.3%, 

33.3%] 

[100%, 100%, 100%, 100%,  

100%] 

DS1 
[66.7%, 66.7%, 66.7%, 66.7%, 

100%] 

[75%, 75%, 82.5%, 82.5%, 

100%] 

DS2 
[100%, 100%, 100%, 100%,  

100%] 

[100%, 100%, 100%, 100%,  

100%] 

 

From Fig. 4, it is shown that TDEVs of DS0 are larger 

than those of DS2, and TDEVs of DS1 are much larger than 

those of DS2 and DS0. The reason for DS0 is the same with 

the first simulation in Fig. 3, that some normal events are 

recognized as attacks, so the corresponding measured time 

offsets are not used for the update of the local clock. The 

reason for DS1 is that the introducing of maximum limitation 

of           brings missed detections of TDAs which 

deteriorate the performance severely. The details analysis is 

shown below. 

As shown in Table III, the precisions and recalls of the five 

paths are calculated for DS0, DS1, and DS2. Only for DS2, 

the precisions and recalls are both 100%. According to the 

definition of precision and recall, the number of false alarm 

and missed detection are both analyzed for DS0 and DS1. For 

DS0, 120 events are detected as attacks for each path, where 

40 events are actual attacks and the rest 80 events are normal 

event. That means the number of false alarm is 80 and the 

number of missed detection is 0 for each path of DS0. For 

DS1, the events that detected as attacks are 45, 45, 40, 40, and 

40 for the path 1, 2, 3, 4, and 5. The numbers of false alarm 

are 15, 15, 7, 7 and 0, respectively, and the numbers of missed 

detection are 10, 10, 7, 7, and 0, respectively. For the 5’th path, 

there are no false alarm and no missed detection since there is 

no simultaneous TDAs on any other path and the introduction 

of maximum limitation of            solve the problem of 

untrusted evidence from other malicious path when the 5’th 

path is normal. For the 1’st, 2’nd, 3’rd, and 4’th path, the 

missed detection is not zero. On the one hand, the 

simultaneous TDAs on two paths is cancelled out when 

calculate the virtual time offset that brings wrong evidence 

with very high value of          . On the other hand, 

          derived from other normal paths is limited by the 

maximum limitation. Then, the combination of the evidences 

brings wrong decisions. So, the attacks are not detected, which 

influence attack detection at following time and brings false 

alarms even when there is no attack. The simulation proves 

that limiting both maximum value and minimum value of 

          is an effective method to solve the problem of 

untrusted evidence due to the TDAs on other path no matter 

whether the path is normal or malicious. 

 

B. Comparison of Secure Multiple Paths Combination Method 

with Other Methods 

In previous works, many methods have been proposed for 

multiple path synchronization. Especially, the FTA is thought 

as an efficient one to mitigate the path failure [15, 16]. In this 

subsection, we compare the performance of FTA and the D-S 

based method proposed in this paper. We also compare the 

performance between the attack detection method based on 

time offset of single path and the multiple paths methods. The 

algorithm  proposed in [8] is adopted for attack detection 

method based on time offset of single path, which is denoted 

as Single method in the following.  

In the simulation, 5 paths time synchronization system is 

studied to compare the performance of DS2 and FTA methods 

under four different conditions. For the Single method, only 

one path time synchronization system is simulated. 

For the first condition, there is no TDA and no jump of 

slave
 
clock. That means the five paths time synchronization 

system works in a normal condition. As shown in Fig. 5(a), 

the TDEVs of DS2 performs best. For DS2, all the time offsets 

are averaged to update the local clock. The TDEV of FTA 

method is larger than DS method, because the maximum and 

minimum time offsets are excluded even when there is no 

malicious path. The TDEVs of Single method are the largest 

one since there is only the time offset whose noise is larger 

than that of the five path system whose noises are averaged. 

For the second condition, there is no jump of slave clock, 

however, TDAs happen in the 1’st and 2’nd paths 

simultaneously once every 50s. As shown in Fig. 5(b), the 

TDEVs of DS2 method is still the best. The precision and 

recall of the DS2 method is both 100%. Different from the 

first condition, the TDEV of FTA is even larger than the 

Single method. For FTA method, only the maximum and 

minimum time offset are excluded. However, there are two 

paths under simultaneous TDAs. So, TDA in one of the 

malicious path is not detected, and the wrong time offset from 

the malicious path is used to update the local clock, which 

deteriorate the performance of the synchronization system.  

For the third condition, there is no TDA, however, the slave 

clock jump with 1ns happens once every 30s. As shown in Fig. 

5(c), the TDEV of DS2 method is still the best one. No jump 

of slave clock is recognized as attack, and all the time offsets 
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are averaged to update the slave clock. The difference between 

DS2 method and FTA method is due to the exclusion of the 

maximum and minimum time offset for FTA method. It is 

important to notice that even there is no attack, the TDEVs of 

Single method are much larger than that of the first condition. 

Details analysis shows that the jump of slave clock are 

recognized as attacks for Single method. So, the jump is not 

modified and it deteriorates the performance severely.  

For the fourth condition, TDAs happen in the 1’st and 2’nd 

paths simultaneously once every 50s, and the slave clock jump 

with 1ns happens once every 30s. The TDAs and slave clock 

jump does not happened at the same time. As shown in Fig. 

5(d), the curve of TDEVs of DS2 method is still the best one. 

The difference between the FTA method and DS2 method is 

the same with the second condition. The difference between 

the Single method and DS2 method is the same with the third 

condition.  

In all, the DS2 shows the best performance no matter 

whether there are TDAs and whether there are slave clock 

jumps. 

.  

 
(a)                                                          (b) 

  
(c)                                                          (d) 

Fig. 5. Simulation of 5 paths time synchronization system’s 

TDEV. (a) without TDA, without slave clock jump; (b) with 

two paths under simultaneous TDAs once every 50s, without 

slave clock jump ; (c) without TDA, with slave lock jump 

every 30s; (d) with two paths under simultaneous TDA once 

every 50s, with slave clock jump every 30s. (solid line(black): 

DS2; dash line(blue): FTA; dot line(red): Single). 

 

IV. EXPERIMENTAL DEMONSTRATION 

In this section, in order to explore the feasibility of the 

proposed algorithms in this paper, experiments on three paths 

TWFTT system are demonstrated.  

 

 
Fig. 6. Experimental setup of multiple paths TWFTT system 

with adversary simulators. AC: Atomic clock, TIC: Time 

Interval Counter, DDG: Digital Delay Generator. 

 

As shown in Fig. 6, there are four TWFTT systems with 

adversary simulators, where three systems are used to test the 

proposed DS2 algorithms, and the rest one is used to initiate 

the system. Each TWFTT system is consist of one master part, 

one slave part, three time interval counters (TIC, Keysight 

53230A), and two digital delay generators (DDG, SRS 

DG645). The master parties and slave parties of the TWFTT 

systems share common atomic clocks (AC), respectively.  

For each TWFTT system, it is the same with the 

experimental setup in [8]. The wavelength division 

multiplexing scheme is adopted for the TWFTT system to 

confront the Rayleigh scattering in fiber.  The channel 35/36 

of Dense Wavelength Division Multiplexing (DWDM) are 

chosen for the optical signals from the master/slave site. So, 

the center wavelength of the CW lasers of master/slave site are 

set to be around 1549.32ns/1548.51ns. On the master/slave 

site, 1PPS optical signal is generated by modulating the light 

from the CW laser with an electro-optic modulator (EOM, 

AX-0S5-10-PFA-PFA-UL) which is driven by the 1PPS 

electric signal from DDG. The same 1PPS electric signal is 

sent to the start trigger port of the TIC at the same site. On 

each site, there is a photo detector, which transfers the 1PPS 

optical signal to 1PPS electric signal that is sent to the stop 

trigger port of the TIC on the same site. The master site sends 

the measured time interval (   ) from the TIC in the master 

site to the slave site. Then                is used as the 

measured time offset, where     is the measured time interval 

from the TIC in the slave site. An extra TIC is used to measure 

the actual time offset between the master site and the slave site.  

For each TWFTT system, an adversary simulator is added 

in fiber channel, which is used simulate the TDA launched by 

the adversary, similar to [24]. There is an optical switch in the 

adversary simulator. When the optical switch is set to one path, 

no extra asymmetry delay is added to the channel. When the 

optical switch is set to the other path, 2.5 ns asymmetry delay 

is added to the channel, which brings 1.25ns time error. In this 

paper, the TDA happens once every 50s. Besides that, 1ns is 

added to the slave DDG artificially to simulate slave clock 

jump every 30s. 

In each round, the measured time offsets,     
    

    
  , 

from the three paths are sent to a computer, which runs the 

combination algorithm to detect the potential TDAs and 

calculate the update value of slave clock. The proposed DS2 

method, the FTA method, and the Single method are all tested 
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under the same condition. The TDEVs are show in Fig.6. For 

the Single method, it can detect and mitigate the TDA, but can 

not distinguish the slave clock jump from the TDA. For the 

FTA method, it can detect and mitigate the TDA and 

distinguish the slave clock jump from TDA. However, when 

the synchronization system is normal, it still use the 

information from one path for synchronization update. Only 

for the DS2 method, it can detect and mitigate the TDA and 

distinguish the slave clock jump from TDA. At the same time, 

it use the information from three paths for synchronization 

update. So, as show in Fig. 7, the DS2 method achieves better 

results than the other two methods. Detail analysis shows that 

all of the TDA are detected by the DS2 method, and all of the 

local clock jump is distinguished from the TDA. The time 

stability with 27.97 ps, 1.57 ps, and 1.12 ps at average time 1s, 

10s, 100s is achieved with the DS2 method under TDA and 

local clock jump. 

 

 

  
Fig. 7. Experimental demonstration of 3 paths time 

synchronization system’s TDEV, with TDA once every 50s 

and slave lock jump every 30s. (solid line(black): DS2; dash 

line(blue): FTA; dot line(red): Single). 

 

V. DISCUSSION AND CONCLUSION 

In this paper, we proposed a secure combination method based 

on the D-S theory for multiple paths synchronization. Two 

limitations are added to the basic probability assignment to 

optimize the combination method. Simulations show that the 

optimized method solves the problem of conflicting evidences. 

In order to verify the efficiency of the proposed method, a five 

paths time synchronization system is simulated under four 

different condition. It is shown that the proposed method 

shows better performance than FTA and Single method no 

matter whether there are TDAs or whether there are slave 

clock jumps, because the proposed method can not only detect 

TDA in the path but also distinguish slave clock jump from 

TDA.  Furthermore, the feasibility and superiority of the 

proposed method is verified experimentally on 3 paths 

synchronization system The proposed secure combination 

method can be applied to improve the security and resilience 

of the synchronization protocols those are compatible with 

multiple paths architecture, such as NTP, PTP, and TWFTT. 

ACKNOWLEDGMENT 

This work was supported in part the Equipment Advance 

Research Field Foundation (Grant number 315067206), the 

National Key Research and Development Program of China 

(Grant No. 2020YFA0309704), the National Natural Science 

Foundation of China (Grant Nos U19A2076, 62101516, 

62171418, 62201530), the Sichuan Science and Technology 

Program (Grant Nos 2022ZYD0118, 2023JDRC0017, 

2023YFG0143, 2022YFG0330, 2022ZDZX0009 and 

2021YJ0313), the Natural Science Foundation of Sichuan 

Province (Grant Nos 2023NSFSC1387 and 2023NSFSC0449), 

the Basic Research Program of China(Grant No. 

JCKY2021210B059), the Equipment Advance Research Field 

Foundation(Grant No. 315067206), the Chengdu Major 

Science and Technology Innovation Program (Grant No. 

2021-YF08-00040-GX), the Chengdu Key Research and 

Development Support Program (Grant Nos 2021-YF05-

02430-GX and 2021-YF09-00116-GX), the Foundation of 

Science and Technology on Communication Security 

Laboratory (Grant No. 61421030402012111). 

 

REFERENCES 

[1] D. Mills et.al., "Network Time Protocol Version 4: Protocol and 

Algorithms Specification," IETF, RFC 5905, 2010. 

[2] IEEE Standard for a Precision Clock Synchronization Protocol for 
Networked Measurement and Control Systems, IEEE Std., 2020 

[3] S. R. Jefferts, M. A. Weiss, J. Levine, S. Dilla, E. W. Bell and T. E. 

Parker, "Two-way time and frequency transfer using optical fibers, " 
IEEE Trans. Instrum. Meas., vol. 46, no. 2, pp. 209-211, Apr. 1997, doi: 

10.1109/19.571814.  

[4] J. Allnutt et. al., "Timing challenges in the smart grid," NIST Special 
Publication 1500-08, 2017. 

[5] T. Mizrahi, "Security Requirements of Time Protocols in Packet Switched 

Networks," IETF, RFC 7384, 2014. 
[6] X. X. Guo et.al., "A High-precision transfer of time and RF frequency via 

the fiber-optic link based on secure encryption" Applied Sciences, vol. 12, 

no. 13, pp. 6643, Jun. 2022, doi: 10.3390/app12136643. 
[7] B. Moussa, M. Debbabi and C. Assi, "A detection and mitigation model 

for PTP delay attack in an IEC 61850 substation," IEEE Trans. Smart 

Grid, vol. 9, no. 5, pp. 3954-3965, Sept. 2018, doi: 
10.1109/TSG.2016.2644618. 

[8] Y. Li, et. al., "Secure two-way fiber-optic time transfer against sub-ns 

asymmetric delay attack with clock model-based detection and mitigation 
scheme," IEEE Trans. Instrum. Meas., vol. 72, no. 5502514, pp. 1-14, 

2023, doi: 10.1109/TIM.2023.3268476.  

[9] E. Shereen and G. Dán, "Model-based and data-driven detectors for time 
synchronization attacks against PMUs," IEEE J. Sel. Areas Commun., vol. 

38, no. 1, pp. 169-179, Jan. 2020, doi: 10.1109/JSAC.2019.2952017. 

[10] M. Bassam, K. Marthe, H. Rachid, D. Mourad, A. Chadi. “An Extension 
to the Precision Time Protocol (PTP) to Enable the Detection of Cyber 

Attacks,” IEEE Trans. Ind. Inf., vol. 16, no. 1, pp. 18–27, 2020, doi: 

10.1109/tii.2019.2943913. 
[11] T. Mizrahi, "A game theoretic analysis of delay attacks against time 

synchronization protocols," 2012 IEEE International Symposium on 

Precision Clock Synchronization for Measurement, Control and 
Communication Proceedings, 2012, pp. 1-6, doi: 

10.1109/ISPCS.2012.6336612.  

[12] A. K. Karthik and R. S. Blum, "Estimation theory-based robust phase 
offset determination in presence of possible path asymmetries," IEEE 

Trans. Comm., vol. 66, no. 4, pp. 1624-1635, April 2018, doi: 

10.1109/TCOMM.2017.2761879. 
[13] A. K. Karthik and R. S. Blum, "Robust clock skew and offset estimation 

for IEEE 1588 in the presence of unexpected deterministic path delay 

https://doi.org/10.3390/app12136643


19 

> TIM < 

asymmetries," IEEE Transactions on Communications, vol. 68, no. 8, pp. 

5102-5119, Aug. 2020, doi: 10.1109/TCOMM.2020.2991212. 
[14] G. Giorgi, and C. Narduzzi, "Kalman filtering for multi-path network 

synchronization", IEEE International Symposium on Precision Clock 

Synchronization for Measurement, Control and Communication (ISPCS), 
September 2014, doi: 10.1109/ISPCS.2014.6948693. 

[15] E. Kyriakakis, et.at., "Fault-tolerate clock synchronization using precise 

time protocol multi-domain aggregation", 24th IEEE International 
Symposium on Real-Time Distributed Computing (ISORC), 2021, pp. 

114-122, doi: 10.1109/ISORC52013.2021.00025. 

[16] J. Ruh, W. Steiner, and G. Fohler, "IEEE 802.1AS multi-domain 
aggregation for virtualized distributed real-time systems," 53rd Annual 

IEEE/IFIP International Conference on Dependable Systems and 

Networks, 2023, pp. 70-76, doi: 10.1109/DSN-S58398.2023.00027. 
[17] A. P. Dempster, "Upper and lower probabilities induced by a multivalued 

mapping," Ann. Math. Statist., vol. 38, no. 2, pp. 325-339, April 1967, doi: 

10.1214/aoms/1177698950. 
[18] G. Shafer, "A mathematical theory of evidence," Princeton University 

Press, 1976, doi: 10.2307/j.ctv10vm1qb. 

[19] H. Jing, Y. Gao, S. Shahbeigi, and M. Dianati, "Integrity monitoring of 

GNSS/INS based positioning systems for autonomous vehicles: state-of-
the-art and open callenges," IEEE Trans. Intell. Transp. Sys., vol. 23, no. 

9, pp. 14166-14187, September 2022, doi: 10.1109/TITS.2022.314933. 

[20] L. Narula and T. E. Humphreys, "Requirements for secure clock 
synchronization," IEEE J. Sel. Topics in Signal Process., vol. 12, no. 4, 

pp. 749-762, August 2018, doi: 10.1109/JSTSP.2018.2835772. 

[21] W. J. Riley, and D. Howe, "Handbook of frequency stability analysis, " 
NIST Special Publication, 1065, 2008. 

[22] K. Zhao, et.at., "A survey: optimization and applications of evidence 

fusion algorithm based on Dempster-Shafer theory," Applied Soft 
Computing, vol. 124, no. 109075, 2022, doi: 10.1016/j.asoc.2022.109075. 

[23] L. A. Zadeh, "On the validity of Dempster’s rule of combination of 

evidence, "  1979, url = 
https://api.semanticscholar.org/CorpusID:53062500. 

[24] C. Zhang et al., "Controllable asymmetry attack on two-way fiber time 

synchronization system," IEEE Photon.J., vol. 13, no. 6, pp. 1-6, Dec. 
2021, doi: 10.1109/JPHOT.2021.3121569. 

 

 

https://api.semanticscholar.org/CorpusID:53062500

