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Abstract. As artificial intelligence technology becomes increasingly prevalent, Artificial Intelligence
Generated Content (AIGC) is being adopted across various sectors. Although AIGC is playing an
increasingly significant role in business and culture, questions surrounding its copyright have sparked
widespread debate. The current legal framework for copyright and intellectual property is grounded
in the concept of human authorship, but in the creation of AIGC, human creators primarily provide
conceptual ideas, with Al independently responsible for the expressive elements. This disconnect creates
complexity and difficulty in determining copyright ownership under existing laws. Consequently, it is
imperative to reassess the intellectual contributions of all parties involved in the creation of AIGC
to ensure a fair allocation of copyright ownership. To address this challenge, we introduce AIGC-
Chain, a blockchain-enabled full lifecycle recording system designed to manage the copyright of AIGC
products. It is engineered to meticulously document the entire lifecycle of AIGC products, providing a
transparent and dependable platform for copyright management. Furthermore, we propose a copyright
tracing method based on an Indistinguishable Bloom Filter, named IBFT, which enhances the efficiency
of blockchain transaction queries and significantly reduces the risk of fraudulent copyright claims for
AIGC products. In this way, auditors can analyze the copyright of AIGC products by reviewing all

relevant information retrieved from the blockchain.
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1. Introduction

The widespread adoption of technologies such as Al painting and intelligent chat software like
ChatGPT[| has drawn increased attention to Artificial Intelligence-Generated Content (AIGC) and
has led to its broad application across various domains (Luo et al.[2022, Sun et al.|2022, Kandlhofer
et al. 2016). AIGC leverages artificial intelligence techniques, including Generative Adversarial
Networks (GAN) (Krichen 2023)) and diffusion models, to train on existing datasets and generate
new content based on specific input prompts. In 2018, an artwork created by artificial intelligence
was sold at Christie’s auction house for $432,500] marking the first-ever sale of AIGC product
worldwide. The price achieved underscored the commercial and cultural significance of AIGC.
Nevertheless, this auction sparked significant debate regarding the copyright ownership of AIGC,
primarily focusing on whether AIGC should be deemed copyrightable and, if it is, who should hold
the copyright (He|[2019).

The foundation of copyright and intellectual property law is built on the concept of the author
as a human being. However, with the emergence of artificial intelligence, and its increasing role as
a human assistant in the creation of various forms of work, this established legislative policy has
been severely undermined. Consequently, the question of who should be recognized as the author
of such works has become a highly controversial issue (GAFFAR and ALBARASHDI 2024).

In artificial intelligence generation, model users set core prompts such as keywords and select an
appropriate Al model, collectively forming generative content (Chen et al.[2023b)). Al models do not
possess independent thought as a tool to replace human expression, while the keywords provided
by the user are almost entirely conceptual and lack expressive form. Moreover, Al models are the
crystallization of wisdom developers train based on a large amount of data. Consequently, it is
crucial to assess the extent of knowledge contributions from various roles throughout the generation
process of an AIGC product to ascertain copyright ownership. This process cannot be accomplished
through mechanized procedural settings. Determining copyright ownership necessitates engaging
third-party institutions and thoroughly evaluating the intellectual input and content contributions
at different phases of the training process.

In November 2023, Beijing Internet Court concluded a copyright infringement lawsuif®] in
which the plaintiff submitted a comprehensive record of prompts and parameters employed in
Uhttps://openai.com/chatgpt/

2 https://edition.cnn.com/style/article/obvious-ai-art-christies-auction-smart-creativity/index.html

3 https://patentlyo.com/media/2023/12/Li-v-Liu-Beijing-Internet-Court-20231127-with-English-Translation.pdf
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the content creation process, effectively establishing that the generated images reflected human
creative intellectual input. Consequently, the court ruled in favor of the plaintiff, granting them the
ownership of copyright over the image. This case illustrates that it is necessary to accurately record
the key parameters and operational steps involved in the generation of AIGC products to ensure the
copyright ownership of the generated AIGC product. Such records can serve as critical evidence to
substantiate the intellectual and knowledge-intensive efforts embedded in the generation process,
thereby supporting the legitimacy of copyright claims.

However, the unpredictability of AI models renders it impossible to produce identical AIGC
products even when utilizing the same models and prompts. Consequently, even if an individual
genuinely participated in the creation of the AIGC product and possesses evidence to that effect,
the irreproducibility of the outcome makes it challenging to verify the accuracy of the evidence
provided. Attackers might still fabricate evidence to claim ownership. Therefore, meticulously
recording every step of the Al-generated content creation process is vital to ensuring the trans-
parency and traceability of AIGC products. In the event of copyright disputes, these accurate and
unalterable records are crucial for a fair determination of copyright ownership.

Digital watermarking is a widespread technique utilized for digital copyright protection (Cox
et al.||1997, Katzenbeisser et al.|[2008, |Celik et al.[[2008|, |L1 et al.|[2023, [Ren et al.|2024 [Kamran
et al.[2013). This technique involves embedding a unique identifier within the product, which serves
as a means to identify the user and can be used to trace the infringing party in cases of copyright
violation. The copyright of products protected by watermarking is generally clear and free from
dispute. In the case of AIGC products, however, the attribution of copyright is often ambiguous.
Watermarking facilitates the attribution of ownership during instances of copyright infringement.
In stark contrast, the copyright ownership of AIGC products remains controversial.

Blockchain, with its inherent immutability and decentralized nature, has emerged as the preferred
choice for establishing a comprehensive copyright management system for AIGC throughout its
entire lifecycle. On the blockchain platform, every operation and data associated with the AIGC
product can be meticulously recorded, with their integrity and chronological order verified through
timestamps. With the implementation of this approach, AIGC copyright management has become
more streamlined, enabling auditors to retrieve relevant information from the blockchain directly
(Franke et al.|2024).

So far, blockchain technology has achieved notable success in copyright protection (Liang et al.

2021, IChen et al [2023cl |Ansori et al 2023 [Wang et al | 2022, INateunanathan et al |202?| Mengo
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et al. 2018). The copyright ownership of products protected by blockchain, similar to that of
digital watermarking, is also clearly identified. In other words, blockchain technology is primarily
employed to enhance the traceability of copyright-related information. Hence, the conventional
blockchain-enabled copyright protection approaches are not suitable for the copyright management
of AIGC products. Although current research is exploring blockchain technology for managing
copyrights of AIGC products (Liu et al.|2024alb), these studies primarily focus on the recording
of information directly related to the products, failing to adequately address the data management

needs across the various stages of the lifecycle of an AIGC product.
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Figure 1 Graphical Abstract of AIGC-Chain

In this paper, we propose AIGC-Chain, a blockchain-enabled full lifecycle recording system for
managing the copyright of AIGC products. As shown in Fig. |l we leverage the blockchain to record
all data produced throughout the lifecycle of the AIGC product, establishing a solid foundation
of evidence to be utilized in the event of copyright disputes. In instances of copyright ownership
disputes about AIGC products, the implementation of blockchain provides a reliable and tamper-
proof evidentiary framework. This enables the direct retrieval of precise data from the blockchain,

thereby assisting in the determination of the copyright holder for AIGC products.
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Additionally, we present IBFT, an efficient copyright tracing method based on the Indistinguish-
able Bloom Filter (L1 and Liu|2017), which accelerates on-chain transaction retrieval, significantly
improving the efficiency of copyright management. Furthermore, we maintain a world state with
eight attributes for each AIGC product, ensuring that intermediate data from the AIGC genera-
tion process is securely stored on the blockchain in an immutable form. This approach guarantees
traceability, verifiability, and integrity for AIGC products. Our principal contributions can be
encapsulated as follows:

* We design a blockchain-enabled full lifecycle recording system for managing the copyright of
AIGC products. It records the entire journey of an AIGC product, from initiating the content gen-
eration request to completing copyright transaction processes, providing robust data management
capabilities for copyrights of AIGC products.

* We introduce an efficient copyright tracing method, named IBFT, which is engineered to
boost the efficiency of blockchain transaction retrieval. It ensures swift and dependable transaction
validation, effectively reducing the risks associated with copyright fraud for AIGC items.

* We have meticulously outlined the five steps within the full lifecycle recording of the AIGC
product, thereby ensuring the effective management of copyrights for AIGC products.

The remainder of this paper is organized as follows. Section [2| reviews existing works that are
related to ours. Section [3]introduces the preliminary to be used in the proposed system. Section {4
defines the system model, threat model, and design goals of AIGC-Chain. Section [5] presents the
detailed construction of AIGC-Chain. Section [6]assesses the achievement of design goals. Section
evaluates the performance of AIGC-Chain. Section (8| concludes this paper and points out the

future research directions.

2. Related Work
This section aims to review and summarize the research on copyright management for AIGC and

the application of blockchain technology in copyright management.

2.1. The Copyright of AIGC

AIGC encompasses novels, articles, images, music, and other forms of content that are produced by
artificial intelligence technology (Wang et al.[2023a)). In recent years, the popularity of Al in creating
artistic works has surged to unprecedented levels. This rapid expansion has precipitated numerous
intricate challenges at the confluence of human and machine creativity, attracting considerable focus
within the realm of copyright law (Burylo|2022). These developments have engendered several key

issues as follows.
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Copyright Ownership: Given that AIGC is produced by Al programs rather than human creators,
its copyright has become a subject of debate. Some contend that the copyright of AIGC should
be assigned to the developers or proprietors of the Al programs, whereas others argue that AIGC
should be treated as a public resource, accessible for unrestricted use by anyone. GAFFAR et
al. (GAFFAR and ALBARASHDI| 2024)) discussed the issue of copyright ownership in AIGC
from a legal perspective, and attempted to clarify the definition of copyright and the methods for
determining its ownership in AIGC. Several countries, including the United Kingdom, Ireland, New
Zealand, and India, have proactively initiated legal reforms to more effectively address copyright
challenges related to works that incorporate computer-generated elements and those created with
the assistance of artificial intelligence (Wan and Lu|2021)). However, these statutes fail to thoroughly
address situations where a computer generates work with little or no direct human input, which
could result in a lacuna in the legal framework.

Copyright Infringement: The generation process of AIGC products may involve operations
such as copying, altering, and transforming existing works, which may potentially lead to copyright
infringement (Mochram et al. [2022). Wang et al. (Wang et al.|2023b) meticulously summarized
the security and privacy challenges inherent in AIGC, offering fresh insights for the research
of AIGC. For instance, some images generated by Al may use existing images as training data
without obtaining authorization from the original author, thereby triggering infringement disputes.
Besides, attackers may leverage the assistance of bots to disseminate a large volume of information,
republishing the work while pretending it is the original one (Liu et al.|[2024a). Consumers are
likely to first encounter the manipulated work provided by the attacker, thereby successfully altering

the copyright ownership of the target work.

2.2. Blockchain-enabled Copyright Management

As a distributed ledger technology, blockchain has played a crucial role in the field of copyright
protection, owing to its decentralized, tamper-proof, and transparent attributes (Zhang et al.2023)).
Digital assets on the blockchain, such as NFTs, can be permanently recorded and verified, with their
uniqueness and verifiability allowing them to flow between any network entities and generate value
(Biais et al.|2023). Iyengar et al. (Iyengar et al.2023) performed a thorough examination to assess
the advantages and difficulties of applying blockchain technology in supply chain management and
associated fields. Savilev (Savelyev|[2018) identified several critical issues in copyright manage-
ment, such as copyright transparency, control over digital copies, and licensing, and suggests that

blockchain technology can effectively address these challenges.
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Various methods for copyright protection leveraging blockchain technology have been proposed
thus far (Xiao et al.|2023b, |[Liang et al. [2021, Natgunanathan et al. 2022, |Ansor1 et al. 2023,
Sheng et al.|2020, |Qureshi and Megias|2019). Wang et al. (Wang et al.|2022)) had harnessed the
strengths of zero-watermarking algorithms and blockchain to safeguard the copyright of images.
Xiao et al. (Xiao et al.|2023a)) proposed a fair payment scheme based on blockchain that has proven
particularly effective in ensuring the secure exchange of copyrighted content. Chen et al. (Chen
et al.|2023c) introduced a blockchain-based proactive defense strategy that offers the benefits of
streamlined copyright transfers and preemptive penalties for infringement. Additionally, Xiao et
al. (Xiao et al.[2023b)) have developed a blockchain-based media-sharing network equipped with
asymmetric fingerprinting technology, which meticulously records the processes of media content
sharing and trading, thereby facilitating secure and dependable media exchange. Nonetheless, the
fundamental question in AIGC copyright discussions is about the ownership of AIGC products. In
contrast, the copyrights of products mentioned above are clear, serving to protect the rights of the
identified copyright owners.

Currently, research on blockchain-enabled copyright protection technologies for AIGC is still
limited. Chen et al. (Chen et al.|2023a)) discussed how blockchain provides a secure and reliable
platform for AIGC. Nevertheless, he has not introduced a specific blockchain-based solution that
effectively addresses the copyright concerns in AIGC. Oben Al published AIGC chain¥]in 2022,
which allows users to contribute resources for training distributed AIGC models and acquiring
rewards. However, the establishment of the entire ecosystem is still in its infancy, primarily aimed
at providing crowdsourcing platforms for training AIGC models, without addressing issues related
to AIGC copyright protection and commerce. Liu et al. (Liu et al. 2024b) designed a digital
assets trading method based on price game and blockchain. Liu et al. (Liu et al. 2024a)) leveraged
blockchain to provide management services for AIGC products in cloud networks. However, these
studies have not yet addressed how to manage the data generated throughout the entire lifecycle of

an AIGC product, from its creation onwards.

3. Priliminaries
In this section, we begin by exploring the blockchain technology utilized within AIGC-Chain.
Then, we introduce the Indistinguishable Bloom Filter, which is used in our tracing method for

transactions.

4 https://www.aigcchain.io/about
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Figure 2  The Structure of Consortium Blockchain Network

3.1. Consortium Blockchain

A consortium chain is a blockchain network controlled by a limited number of organizations,
known as consortium members. These members agree on the rules and protocols governing the
network and work together to validate transactions and maintain the integrity of the ledger (Kim
et al.2022). Unlike public blockchains, where anyone can join and participate, consortium chains
require explicit invitation and membership.

As illustrated in Fig. |2 the blockchain network is composed of orderer nodes and peer nodes.
The orderer node is responsible for sorting transactions and distributing them to all peer nodes
on relevant channels. Peer nodes, in turn, host both the ledger and smart contracts. The ledger
maintains a systematically organized and tamper-proof record of all transactions. Additionally, the
ledger incorporates a state database that tracks the current status, known as the world state. Every
transaction generates a collection of key-value pairs that are utilized to update the world state.

The client sends a transaction proposal to one or more orderer nodes in the network. Orderer
nodes pre-sort the transaction and validate its legitimacy. After pre-sorting, orderer nodes distribute
the transaction to all relevant peer nodes on the channel. Upon receiving the transaction, peer nodes
execute query or modification operations specified in the transaction and send the results back to
orderer nodes. Orderer nodes collect the transaction results from all peer nodes and confirm the

transaction. The transaction is then added to the blockchain of the channel and synchronized among
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all peer nodes in the network. The client application can query the transaction result to confirm that

the transaction has been executed correctly.

3.2. Indistinguishable Bloom Filter

Indistinguishable Bloom filter (IBF) (Li and Liu 2017) obfuscates data by simulating future
unknown queries. As an extension of the Bloom Filter (BFs) (Tarkoma et al.2012), IBF ensures
efficient and accurate data retrieval while safeguarding data privacy. As illustrated in Fig. (3] IBF is
constructed from two m-bit BFs placed side by side, where each pair of cells occupying the same
positions in both BFs is referred to as a twin. Within each twin, one cell is designated as chosen and
the other as unchosen, with the unchosen cell potentially holding either O or 1. IBF encompasses
three primary algorithms (Liang et al.[[2023)): IBE.Setup(), IBF.Insert(), and IBF.Check().

* IBE.Setup(17,k,m) — {ery,H ,IBF }: Construct k pseudo-random hash functions Hy,.y =
{hi1, hy,- -, hi+1} using the keyed-hash message authentication code (HMAC) and a hash function
H(x) =H%?2, where H is a pseudorandom hash function. Besides, generate two m-bit sets as /BF.

* IBF.Insert(IBF,v,Hy.y,,H,y) — IBF: For each value v, set
IBF [(hi(v))] [H(hgs1 (hi(v)) ®y] = 1 and IBF [(hi(v))] [1 = H(hk+1(hi(v)) @ y] = 0, where
i € [1,k] and 7y is a random number.

e IBF.Check(IBF,v',y) — 0/1: Check whether /BF [(hi(v'))] [H(hk+1(hi(v/)) GB)/] =1 for
the queried value v'. If the values of k chosen cells are 1, v’ is included in IBF; otherwise, not

included.

IBF.Insert

v v
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Figure 3 The Technical Principle of Indistinguishable Bloom Filter
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4. Models
This section begins by introducing the roles within AIGC-Chain and provides a concise overview
of the system’s process design. It then proceeds to elaborate on the threat model and design goals

of the system.

4.1. System Model

Fig. || depicts the four key roles within AIGC-Chain: Producer, Provider, Consumer, and Auditor.
These roles interact with AIGC-Chain by submitting transactions to record copyright information
on the blockchain, facilitating secure management of AIGC copyright details. Furthermore, the
system incorporates a Fabric CA, which is tasked with providing digital certification services to
users participating in the system, streamlining their involvement in blockchain-based activities.

Here are the detailed descriptions of the four roles:

. Key. Product ID
AIGC-Chain Value:
Model ID
Ledger Description Hash
Product Hash
mmmmp Producer Sign

| | . e Model Sign
| N Owner Sign

Block 0 Block 1 Block 2 Block 3 Block n BF
Status
4. Copyright Trading 2. Content Generation 3. Data Uploading 5. Copyright Management
=
Q Producer I
Exchange Ownership AIGC Generation
228 - e e ®
R [ ) %AIGC model ”
ConsumerT ? Provider Auditors
1. Registration 1. Registration 1. Registration |
Fabric CA

Figure 4 System Model

* Producer: Producer is the initiator of AIGC generation, existing as a light node on AIGC-
Chain. It selects an appropriate model and inputs a series of parameters and keywords to trigger
the generation. Producer is the initial owner of the AIGC product, with the right to use, share, and

transfer its AIGC product.
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* Provider: Provider owns the trained AIGC model and exists as a full node on AIGC-Chain.
It can provide AIGC generation service to Producer and charge a fee. Provider is responsible for
promptly recording the usage and generation activities of models on AIGC-Chain.

» Consumer: Consumer is the user who plans to purchase or utilize the AIGC product, existing
as a light node on AIGC-Chain. It can get information about the AIGC product from the chain and
propose a transaction to modify the ownership of the AIGC product.

* Auditor: Auditor represents copyright certification institutions, courts, and other authoritative
bodies on AIGC-Chain, existing as a full node. It gathers proof from AIGC-Chain to adjudicate

copyright issues related to AIGC and ensure fair and just outcomes.

4.2. Threat Model
The threats considered in our scheme are as follows, which come from four entities, i.e., Producer,
Provider, Consumer.

* Producer, Provider, and Consumer may intentionally submit false or misleading proof to
claim copyright ownership over the AIGC product.

* Producer and Provider might furnish the Auditor with erroneous or fabricated transaction
ID, which could lead to incorrect copyright assessments for AIGC products, thereby misleading
the Auditor and preventing the tracing of the accurate copyright information related to the AIGC
products.

* During the copyright audit of the AIGC product, Auditors may collude with others, potentially
leading to erroneous or unfair audit outcomes.

The threats beyond the scope mentioned above fall outside the scope of our primary treat-
ment. These include activities such as eavesdropping on communication channels and attacks on
blockchain node servers. These issues can be addressed by incorporating general solutions into our

framework.

4.3. Design Goals
In response to the provided system model and threat model, the intended design goals are summa-
rized as follows:

 Reliability: Throughout each phase of AIGC creation, the intermediate data outputs are
meticulously and accurately uploaded to the AIGC chain. By harnessing the inherent immutability
of blockchain, we guarantee the accuracy and reliability of the copyright proof retrieved, facilitating

the management of copyright ownership.
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* Traceability: All data generated throughout the full lifecycle of an AIGC product can be
traced and verified comprehensively and accurately, with no instances of fabrication or alteration
of copyright-related data.

* Fairness: Authoritative regulatory entities such as copyright certification institutions and
courts are introduced as Auditor in AIGC-Chain. When copyright disputes arise, these nodes can
retrieve proof from AIGC-Chain to ensure unbiased and fair judgments regarding the copyrights

of AIGC products.

5. The Proposed System

In this section, we delve into the specifics of AIGC-Chain. We begin by providing a comprehen-
sive system overview. Subsequently, we introduce a novel approach for tracing data within the
blockchain. We conclude by elaborating on the operational workflow and the corresponding state
transitions within the proposed system. For improved readability, a concise compilation of the key

notations used in this section, including their definitions, is provided in Table

Table 1 NOTATIONS AND DESCRIPTIONS

Notations Descriptions

P the AIGC product

P the AIGC product to be verified

Args the prompt for generating AIGC product
Product ID the key for an AIGC product in the world state
Model ID the unique identifier for the used model

Description Hash the hash of the input prompt Args
Product Hash the hash of the AIGC product P

Producer Sign the signature of Producer

Model Sign the signature of Provider
Owner Sign the signature of the owner of the AIGC product
BF the index of all transactions of the AIGC product

Status the current status of the AIGC product




Jiang: AIGC-Chain: A Blockchain-Enabled Full Lifecycle Recording System for AIGC Product Copyright Management
Article submitted to Management Science 13

5.1. Overview

By storing data generated throughout the AIGC lifecycle in a complete and unchangeable form
on a distributed blockchain, we can ensure the traceability of the sources of AIGC products. This
also guarantees that in the event of copyright disputes, data stored on AIGC-Chain can be used to
determine the ownership of AIGC products, thereby protecting the security of AIGC copyrights.
As depicted in Fig. 4, AIGC-Chain comprises 5 core procedures: Registration, Content Generation,
Data Uploading, Copyright Trading, and Copyright Management.

AIGC-Chain primarily relies on a consortium chain implemented on Hyperledger Fabric. It
maintains its data in a decentralized blockchain ledger composed of blocks and the world state.
Each block contains records of all preceding transactions that have been successfully executed,
while the world state preserves the latest data state in the form of key-value pairs.

Within AIGC-Chain, a world state of 8 items is preserved in the ledger of AIGC-Chain for each
AIGC product, as illustrated in Fig. 4 This world state undergoes continuous updates throughout
the lifecycle of the AIGC, responsive to a multitude of operations. Among them, Model ID serves
as a unique identifier for the training models employed. Given that participants on a consortium
chain have full access to all data on the chain, we employ a strategy to protect the privacy of
the AIGC product. Instead of storing the original content, we use a hash value Description Hash,
derived from the input Args to update the world state. Model Sign and Producer Sign respectively
denote the signatures of the model owner and the producer of the AIGC product. Once established,
these signatures are permanent and cannot be modified. Similarly, Owner Sign is the signature of
the owner of the AIGC product. Before the AIGC product is sold, the owner and the producer are
identical. Following the transaction, this attribute will be updated. Status records the current state
of the AIGC product, such as generating, generated, etc. Additionally, BF is employed to index all
transaction information related to the AIGC product on the blockchain, facilitating the authenticity

management of copyright. Details of BF will be discussed in Section

5.2. Efficient Tracing Method Based on Indistinguishable Bloom Filter

Each product within the AIGC-Chain is associated with numerous transactions spread across
various blocks. To acquire the most up-to-date information, one can retrieve it from the world
state of the ledger. Meanwhile, for historical data, examining the transaction specifics within these
blocks is necessary. In copyright disputes on the AIGC-Chain, auditors can refer to the world
state using Product ID to access product details and can track more granular historical generation

information through Txids provided by various participants, including timestamps and content
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Blockchain

type TransactionInfo struct {
CreateTime string  //Transaction creation time
ChaincodelD string /1D of the invoked chaincode
ChaincodeVersion string  //The version of the invoked chaincode

Nonce [1byte // Random number
Mspid string /1D of the transaction initiator
Name string  // The name of the transaction initiator
OUTypes string  // The group of the transaction initiator
Args [Istring //Input parameters
Type int32  //The type of the transaction
TxID string /1D of the transaction
User }

Figure 5  The Data Structure of the Transaction in Fabric

alterations. However, since blockchain is publicly accessible to all participants, this may potentially
allow malicious actors to interfere with the judgments of auditors by submitting similar transactions
to impersonate copyright owners.

Fast Query (Chen et al.[2023c) was proposed to enhance the retrieval speed of copyright-related
transactions on the blockchain. It stores a table that contains all the copyright in the blockchain
according to the hash value of the copyright and a one-way linked list for each copyright in the
table, allowing for queries to be performed solely on the locally stored data, obviating the need to
traverse all transaction information stored on the chain. While this design significantly improves
the efficiency of information retrieval on the blockchain, it also introduces additional offline storage
expenses and security concerns.

To counter this, we propose an efficient copyright tracing method IBFT based on the Indistin-
guishable Bloom Filter (IBF), which adds an array BF of m twins for each product in the world
state to map all related transactions. IBF can obfuscate values within the Bloom Filter, thereby
preserving the privacy of the data. This approach not only effectively deters fraudulent behavior in
copyright disputes but also streamlines the audit process for AIGC copyrights.

The data structure of the transaction in Fabric is depicted in Fig. [5| Within this structure,
Args contains the input parameter for the transaction, while CreateTime denotes the timestamp of
transaction creation. Although malicious attackers might forge transactions by invoking transactions
with the same Args, they are unable to fabricate a new transaction that is identical in critical
parameters such as CreateTime and Nonce to the original. Consequently, we propose mapping Args
along with CreateTime into BF in the world state. Only transactions with a valid Txid can pass the

verification of IBFT, thereby effectively reducing the risk of copyright tampering.
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IBFT is composed of smart contracts that are automatically executed upon the triggering of
transactions. As presented in Algorithm [I] it consists of three procedures, which are described in
detail as follows:

1) Setup: Upon receiving an AIGC generation request from Producer, an array BF' and hash
functions {ery,H } are generated specifically for product P. They are then stored within the
transaction and world state on the chain, with access restricted to Provider, Consumers, and Auditors
associated with product P.

2) Insert: Upon initiating a transaction related to product P, BF in the world state will be updated

as:

BF [(hi(v)] [H(his1(hi(v)) @ 7] =1
BF [(hi(v)] [1=H (i1 (hi(v)) ®y] =0

where v = Args||CreateTime is retrieved from the proposed transaction Tx, and i € [1,k], k
represents the number of hash mapping functions..
3) Check: To confirm the authenticity of the transaction 7x’ received from participants, check

V' = Args’||CreateTime’ within Tx" as:

BF [(i()| [H (et (v @ 7| =1

If v/ of k selected cells for BF is found to be 1, it indicates that 7x’ is linked to the generation of

the AIGC product P.

5.3. Lifecycle Management of AIGC Product
In the AIGC-Chain, we store all data generated throughout the AIGC creation process in the form
of transactions on the blockchain.

We incorporate Producer Sign into the world state of AIGC products, establishing a direct
connection between each product and the personal information of producers. This enhances the
traceability of the AIGC products, allowing for the efficient monitoring of user identity information,
including that of the producer. As a result, the measure effectively prevents the misuse of AIGC
models and significantly reduces the production of fraudulent or low-quality AIGC content. To
prevent duplicate transactions of product copyrights, we add Owner Sign in the world state of
AIGC products, which ensures that each copyright transaction is permanently recorded on the

blockchain. Consumers can review the transaction history of the product and modify Owner Sign
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Algorithm 1 Details of IBFT

Input: BF in the world state, transaction T'x related to product P, and transaction 7x’ to be

verified
Output: Whether Tx’ is associated with product P
Setup:

Generate two m-bit sets as BF;
Hiey={h1,h2, -+, his1};
H(x)=H%?2;
Update BF in the world state for product P;
Insert:
Propose a transaction Tx related to P;
v=Args||CreateTime;
fori=1;i<k;i++do
BF [(hi(v)] [H(his1 (hi(v)) @ 7] = 1;
BF [(hi(v)] [1 = H(hgs1 (hi(v)) ®y] =05
end for
Update BF in the world state for product P;
Check:
Retrieve Args’ and CreateTime’ from Tx';
v=Args'||CreateTime’;
fori=1;i<k;i++do
it BF [(hi(v'))] [H(he1(hi(v')) ®y] == 0 then
return O;
end if
end for

return 1;

upon completion of the deal. The transaction process is contingent upon the validation of the
ownership signature; only when the signature is successfully verified can the transaction proceed.
To elucidate the full lifecycle recording process of AIGC-Chain with greater clarity, we illustrate

the process with the generation of AIGC products via diffusion models as an example. Fig. [0
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graphically depicts the transition of the world state of the product, with the modifications since the
last transaction highlighted in red.

In Registration, CA registers roles participating in AIGC-Chain as lightweight or full nodes.
Content Generation takes the prompt provided by Producer to the system and assigns unique
Product ID as key for the aigproduct P. Instead of storing the actual prompt, it saves the hash of the
prompt as Description Hash in the world state. After completing the content generation, Provider
sends the hash value and other related generation information of P through Data Uploading and
returns P to Producer. Consumer and Producer execute copyright transactions and ownership
transfers for AIGC product through Copyright Trading. In the event of a copyright dispute, Auditors
can invoke Copyright Management to retrieve the information related to P from AIGC-Chain.
Following this, the auditors can proceed to analyze and evaluate the copyright of the product. The

detailed introductions of the above five stages are as follows:

Input Diffusion Model

Prompt:  The little prince
standing on small planet in
starry sky, by saint exupery,
crocheted style

Steps: 32 CFG scale: 4
Sampler: DPM++ 2M Karras
Seed: 384863516

Size: 832x1216

l Txreq l Txgen l TXupIoad

Key - Key Key
Product ID: 0001 Product ID: 0001 Product ID: 0001

Value: Value: Value:
Model ID: 626 Model ID: 626 Model ID: 626
Description Hash: Hash(Prompt) Description Hash: Hash(Prompt) Description Hash: Hash(Prompt)
Product Hash: Product Hash: Product Hash: Hash(P)
Producer Sigh: sig(Description Hash) Producer Sigh: sig(Description Hash) Producer Sigh: sig(Description Hash)
Model Sign: Model Sign: sig(steps|seed||Created Date) Model Sign: sig(stepsi|seed||Created Date)
Owner Sign: sig(Description Hash) Owner Sign: sig(Description Hash) Owner Sign: sig(Description Hash)
BF: [01101001,10010110] BF: [11001011,00110010] BF:[10011010,01100011]
Status: prepared Status: generating Status:generated

Figure 6 Lifecycle Management on the Blockchain

1) Registration: Users participating in AIGC-Chain are required to register on the blockchain
network, with digital certificates DC and public-private key pairs (pk, sk) being issued by the
Certificate Authority (CA) on the chain. Only users who have completed CA authentication are

granted access to view and participate in blockchain activities.
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Within this architecture, Producer and Consumer participate as lightweight nodes, predominantly
hosted on personal computers and mobile devices. They can engage with blockchain interactions
without being responsible for data storage. In contrast, Provider and Auditor, armed with more
robust computing and storage power, serve as full nodes within the network, tasked with the

responsibility of synchronizing the entire data on the blockchain.

Algorithm 2 Details of Content Generation

Input: Product ID, prompt Args

Output: transaction Tx,.,

Producer:

01 = 5185k proaueer (ATS);

Send o and Args to Provider;

Provider:

Verify o with pkproqucers

02 = SI&skproviaer (ATES);

Send o» back to Producer;

Producer:

Description ID = H(Args);

Verify the legality of o with pkpyovider;

Owner Sign = Sigsk p,paucer (DeScription Hash);

Propose transaction T'x,., to update the world state with key = Product ID;
Retrieve Txid,., from transaction T'x,., and store it locally or within a decentralized storage

system.

2) Content Generation: When using an AIGC model to generate product P, Producer inputs the
prompt Args into the model and selects a unique Product ID as key for P. Next, Producer calls the
smart contract to initiate a transaction 7'x,., to update the world state for P with key. As illustrated in
Fig.[6} transaction Tx,., updates the world state by updating the Description Hash, Producer Sign,
Owner Sign, BF, and Status. Since the world state is public to all participants on the consortium
chain, we use the hash of the prompt Description Hash in Tx,., to prevent the prompt from being
copied or maliciously used by an attacker. The specific process of this stage is as follows:

* Producer computes o1 = Sigskp,,aueer (Args) and sends oy along with Args to Provider for

content generation.
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* Provider verifies o) with pkpyoaucer of Producer. The successful verification suggests that the
prompt Args aligns with the intent of the Producer and has not been altered during transmission.

* Provider generates 02 = Sigsk p,, .00, (Args) and sends it back to Producer. This indicates that
Provider acknowledges the legitimacy of the received Args, enabling further content generation
operations.

* Producer selects a random hash function H and computes Description ID = H(Args).

* Producer verifies the legality of 0; a successful validation implies the formation of consensus
between Producer and Provider.

* Producer generates signature Owner Sign with Description Hash.

* A transaction Tx,.4 is proposed by Producer to update the world state with key = Product ID,
where Status is used to indicate the current state of P, which is prepared.

* Producer retrieves the transaction ID Txid,., from transaction 7x,., and may choose to
store it either locally or within a decentralized storage system such as IPFSP| which facilitates the
simplification of the copyright management process.

3) Data Uploading: Provider generates product P with the AIGC model based on the prompt Args
provided by Producer. Subsequently, Provider transmits P to Producer and initiates a transaction
Txg4en to update additional information related to the generation process in the world state. Upon
receiving product P, Producer initiates transaction Tx, 044 to add product P into the world state.
Fig. @ illustrates the alteration in the world state following the execution of transactions Tx,,, and
Txupioaa- In this process, the use of Product Hash in place of the original product P is aimed at
preventing potential copyright infringement or misuse, while also ensuring the security of the data
in AIGC-Chain.

* Provider generates product P based on the prompt Args and then computes signature o3 =
Sig sk proviaer (P) for it.

* Provider sends both o3 and the generated product P back to Producer for verification.

* Producer authenticates the validity of o3; only upon successful verification will Producer
accept product P and proceed to sign it as 04 = Sigsk p,, 1. (P), Which will be sent back to Provider.

* Provider verifies the legality of 04; a successful validation implies the formation of consensus
between Producer and Provider.

* Provider generates signature Model Sign with data related to the generation of the AIGC
product, including steps, seed, and Created Date, which are data used and produced during the

AIGC generation process.

5 https://www.ipfs.tech
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Algorithm 3 Details of Data Uploading
Input: Product ID, prompt Args, and ID of the chosen model Model 1D

Output: product P, transaction T'xg.,, and transaction Tx,p/oad

Provider:

Generate product P based on the prompt Args;

03 = Si8skproviger (P);

Send 03 and generated product P back to Producer;

Producer:

Verify o3 with pkp,ovider;

04 = SI&sk progucer (P);

Send oy back to Provider;

Provider:

Verify the legality of o4 with pkpyoducer;

Model Sign = Sigskp,, ..z (Steps||seed||Created Date)

Propose transaction T'x,., to update the world state with key = Product ID;

Retrieve Txidg., from transaction Txg., and store it locally or within a decentralized storage
system.

Producer:

Product Hash=H(P);

Propose transaction T'x,pj0qq to update the world state with key = Product ID;

Retrieve Txidypioaq from transaction Tx,pi0aq and store it locally or within a decentralized

storage system.

* Provider proposes a transaction Txg., to update generation data related to P with key =
Product ID, where Status has shifted from prepared to generating.

* Producer computes Product Hash = H(P) for product P.

* A transaction T'x,p/oqq 18 proposed by Producer to update the world state, where Status has
transitioned from generating to generated.

* Producer and Provider retrieve transaction ID T'xidg., and Txid,p;oqq from the blockchain
respectively and can choose to store them either locally or within a decentralized storage system

such as IPFS.
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4) Copyright Trading: When Consumer plans to purchase the copyright of product P, it initially
retrieves product details from the world state and verifies the validity of product P. Following
successful validation, Consumer makes a payment to the owner and initiates a transaction 7'Xexcpange
on the blockchain to update Owner Sign and BF within the global state. The specific details are as
follows:

* Consumer solicits Product ID of aiming product P and the public key pk e from the owner.

* Consumer retrieves Owner Sign and Status from the world state with Product ID, validating
the legality of Owner Sign with pk,n.r. Simultaneously, it is necessary to ensure that Status is not
prepared or generating.

* A transaction T'Xoxchange 15 proposed by Consumer to update the world state.

¢ ” < e —
¢ < <

Block 0 Block 1 Block 2 Block 3 Block n

o
Q Retrieve proof with Txid ah
Producer Provider
Txidreq, TXidupIoad %r) TX
R ' « gen
Auditors

Figure 7  The Process of Copyright Management

5) Copyright Management: For a copyright dispute, Auditor can retrieve Product ID of the
disputed product P by consulting the relevant world state on the AIGC-Chain. As depicted in Fig.
Provider and Provider are required to provide proof to Auditor to establish their connection with
the disputed product. Auditor will then assess the ownership of the copyright based on the proof
gathered.

* Producer submits the proof @ to Auditor, where o =
(Pkproducers TXidreq, TXidypioad, prompt).

* Provider delivers the proof ¢ to Auditor, where ¢ = (pkprovider, TXidgen, metadata),
metadata refers to some auxiliary information within the generation process of AIGC, including

execution logs, intermediate results, etc.
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* Auditor utilizes pkproducer and pk proyiger to verify Producer Sign and Model Sign retrieved
from the world state of the AIGC-Chain for Product ID, to assess the correctness of the identities
associated with the product-related roles.

* Auditor employs IBFT.Check to verify the correctness of Txid,.q, Txid,pioad, and Txidgep.
An output of 1 indicates that the transaction is indeed related to the generation process of the AIGC
product.

 Auditor conducts an in-depth manual review of the originality, compliance, ownership, and
value of the AIGC product based on the information provided by Producer and Provider, as well

as the product information stored on AIGC-Chain.

6. Theoretically Evaluation
This section conducts a theoretical evaluation of the performance of the designed system about the
design goals outlined in Section 4}

Theorem 1. The copyright-related data for AIGC products retrieved from the blockchain can be
utilized to authenticate the copyright ownership of an AIGC product.

Proof: Blockchain is a linked series of blocks, with data dispersed across a network of nodes in
a distributed manner. This distribution necessitates that any alteration to the data must be reflected
across the majority of nodes, a process that is prohibitively challenging in practice. Additionally,
the integration of a new block into the blockchain requires consensus from all nodes, which
involves recomputing the necessary tasks and securing the validation and agreement of participants
in the network. This process is both resource-intensive and infeasible for malicious purposes.
Consequently, the data recorded on the blockchain is reliable and inviolable. This inherent security
and immutability make the blockchain an enduring and trustworthy platform for recording the
full lifecycle of AIGC products, providing reliable, immutable information for effective copyright
management of AIGC products.

Theorem 2. 1t is impossible for anyone to attempt to alter the copyright-related data of an AIGC
product by fabricating transactions on the blockchain.

Proof: The IBFT mechanism we have introduced establishes a clear association between the
AIGC product and the transaction ID provided by Producer and Provider. Since forged Txids’
cannot pass IBFT.check(), preventing them from being mapped within BF, thereby confirming
their irrelevance to the AIGC product. This mechanism effectively hinders attackers from posting
fraudulent transactions on the blockchain to interfere with the accurate determination of copyright

ownership for AIGC products.
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Theorem 3. Auditors are equipped to make fair copyright ownership decisions by the decentralized
and unchangeable properties of the blockchain.

Proof: Auditors responsible for copyright management are composed of copyright certification
institutions, courts, and other authoritative bodies, which also serve as nodes within the AIGC-
Chain network. They rely on dependable, immutable data from the blockchain. The decentralized
nature of the blockchain necessitates consensus among all nodes for audit conclusions, significantly
reducing the risk of malicious auditor actions and ensuring the fairness and security of copyright
management. Moreover, as nodes on the blockchain, Auditors risk having their node weights
diminished after making mistakes, which can adversely affect their interests. Consequently, auditors

are incentivized to avoid bias and ensure that their decisions are accurate, fair, and trustworthy.

7. Performance Evaluation

Within this section, we undertake an analysis and experimental validation of the performance of

AIGC-Chain.

7.1. Implementation Overview

AIGC-Chain is compatible for deployment across various blockchain platforms. Recognizing the
lack of a gas-like evaluation system in Hyperledger Fabric for smart contract performance assess-
ment, we opted to establish a private Ethereum network to quantify the performance of AIGC-Chain.
The blockchain is implemented in Go and utilizes JavaScript with Node.js for smart contracts. In
our test network, we have established an order node along with two peer nodes. Each node is hosted
within its own Docker container to integrate into the system. All nodes operate on virtual machines
endowed with 4GB of RAM and powered by the Ubuntu 16.04 operating system. Besides, the size
of the used IBF was set to m=10000, and the false positive rate was set at 0.01.

7.2. Blockchain Evaluation

The cost efficiency of AIGC-Chain is evaluated based on the amount of gas required for each
contract function. We analyze computational costs for various procedures within AIGC-Chain,
meticulously documenting transaction costs and execution costs. Transaction gas represents the
actual amount of gas expended, whereas execution gas refers to the gas required specifically for the
function execution, excluding the overhead associated with the transaction itself. In Ethereum, the
gas fee consumed is specifically referred to as transaction gas, and it is only charged for functions
that alter the state of the blockchain. Read-only functions, on the other hand, do not consume gas

and are not subject to latency.
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Figure 8  Transaction Cost Analysis for AIGC-Chain

Fig.[§|reveals the transaction costs associated with different procedures within the AIGC-CHain.
The gas cost for T X, is particularly high, reaching up to 217,370 gas, which is mainly attributed to
the extensive write operations necessary for the initialization of an AIGC product on the blockchain.
Conversely, the stage of Copyright Management does not incur any transaction costs since no data

needs to be written onto the blockchain in this step.
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Figure 9 Execution Cost Analysis for AIGC-Chain

The execution gas cost represents the computational resource expenditure required for the exe-
cution of smart contracts, and it also encompasses the associated costs for retrieving data from the
blockchain. On the AIGC-Chain, the distribution of execution gas costs across five steps is depicted

in Fig. E} The initialization in T'X,.., incurs a higher execution cost, whereas the gas expenses for
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the other stages are comparatively lower. Furthermore, compared to Fig. |8 the cost of execution

gas is significantly lower than that of transaction gas.

7.3. IBFT Evaluation

We perform a comparative analysis of the proposed IBFT algorithm with Fast Query (Chen et al.
2023c)). IBFT achieves rapid transaction verification by utilizing a designated set within the world
state, whereas Fash Query accelerates search operations through an array that specifically contains
copyright transactions associated with product P. In contrast, the traditional method necessitates a
full scan of the stored information on the blockchain for query resolution. The time complexity for
query execution among these methods is presented in Table |2, with m representing the total number

of transactions on the blockchain and n indicating the count of transactions pertinent to product P.

Table2  COMPARISON OF TIME COMPLEXITY

Method Time Complexity

Normal Query O(m)
Fast Query O(n)
IBFT o(l)

In each test iteration, we generate 1000 transactions on the blockchain, progressively adjusting
the proportion of transactions related to product P. Assuming the transaction to be queried pertains
is the initial transaction of this product, the time cost for querying the validity of this transaction
is illustrated in Fig. ??. Normal Query invokes smart contracts to query all the transactions on the
blockchain, resulting in a fixed yet higher time cost. Fast Query, however, only traverses transactions
related to P, leading to a negligible increase in time cost as the proportion of P-related transactions
on the blockchain increases. In the case of IBFT, each query accesses BF stored in the world
state, necessitating only a single on-chain query and a single invocation of the query algorithm.
Consequently, its time cost remains constant and is unaffected by the transaction proportion. We
further conduct an experiment setting the proportion of P-related transactions at 50% and measure
the associated time costs, shown in Fig. ??. This demonstrates that IBFT facilitates efficient retrieval
and validation of transaction information, substantially enhancing the auditability and validation

strength of copyright-related transactions on the blockchain.
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Figure 10  The Time Cost of IBFT

8. Conclusion

This paper introduces AIGC-Chain, a pioneering technology that integrates blockchain to create a
full lifecycle copyright recording system for managing AIGC products. AIGC-Chain captures and
records data throughout the lifecycle of AIGC products on the blockchain, leveraging its immutabil-
ity and decentralized nature to ensure the secure storage and traceability of AIGC copyrights,
thereby providing robust data support for the management of copyright ownership. Additionally,
this paper introduces an efficient copyright transaction tracing method based on the Indistinguish-
able Bloom Filter, named IBFT, which aims to enhance the efficiency and credibility of copyright
audits. This suite of innovations robustly safeguards the legal rights of creators and provides a
reliable framework for proof collection and review in copyright disputes, thereby promoting the
sustained growth and prosperity of the AIGC industry. As future directions, we aim to enhance
the design of various aspects within the AIGC-Chain and to evaluate potential additional risks to

AIGC copyrights, while also exploring appropriate countermeasures.
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