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ABSTRACT

Robust Unsupervised Domain Adaptation (RoUDA) aims to achieve
not only clean but also robust cross-domain knowledge transfer
from a labeled source domain to an unlabeled target domain. A
number of works have been conducted by directly injecting ad-
versarial training (AT) in UDA based on the self-training pipeline
and then aiming to generate better adversarial examples (AEs) for
AT. Despite the remarkable progress, these methods only focus on
finding stronger AEs but neglect how to better learn from these
AEs, thus leading to unsatisfied results. In this paper, we investi-
gate robust UDA from a representation learning perspective and
design a novel algorithm by utilizing the mutual information the-
ory, dubbed MIRoUDA. Specifically, through mutual information
optimization, MIRoUDA is designed to achieve three characteristics
that are highly expected in robust UDA, i.e., robustness, discrimi-
nation, and generalization. We then propose a dual-model frame-
work accordingly for robust UDA learning. Extensive experiments
on various benchmarks verify the effectiveness of the proposed
MIR0UDA, in which our method surpasses the state-of-the-arts by
a large margin.
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1 INTRODUCTION

Deep neural networks (DNNs) have brought various applications
to a new era with performance pulled ahead of human-like accu-
racy. However, these advances come only when a large amount
of labeled training data is available. Constrained by the expensive
labeled data acquisition in the real world, unsupervised domain
adaptation (UDA) [5, 6, 11, 20, 22, 23, 26-28, 30, 33], which aims to
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Figure 1: Different UDA schemes and their performance. Left:
Traditional UDA methods do not take robustness into ac-
count, resulting in defenseless against adversarial attacks.
Middle: Existing RoUDA can improve the robustness via in-
corporating AT but the results are under-optimal due to their
empirical design. Right: Our MIRoUDA unifies the MI theory
for improving robustness, discrimination, and generalization.
We use CDAN [23] as the UDA baseline, and PGD-20 [25] for
evaluating model robustness. The results of ROUDA are from

the SRoUDA [50] proposed in 2023.

transfer the knowledge learned from a labeled source domain to an
unlabeled target domain, has been widely developed to adapt for
real-world applications. In practice, however, we are facing more
problems in the deployment of DNNs. Recent studies [9, 25, 32, 36—
38, 44] have reported the vulnerability of DNNs to adversarial
attacks, i.e., adding imperceptible noise into benign data can cause
dramatic changes in DNN predictions, which arises severe trust-
worthy concerns. Taking the UDA task D — W as a showcase in
Figure 1, typical UDA methods would minimize the representation
discrepancy between the source and target data without consider-
ing robustness, resulting in a high clean accuracy but 0.50% robust
accuracy against adversarial attacks.

As a feasible solution, RoUDA aims to improve the model robust-
ness against adversarial attacks while achieving domain adaptation.
Commonly, a UDA model is considered robust when the model
can prefer robust feature representations during learning so that
it can defend against the adversarial attacks. However, it would
lead to a trivial solution if the robustness is over-emphasized, i.e.,
the features are invariable. Hence, in addition to robustness, dis-
crimination and generalization are also highly expected in RoOUDA.
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Specifically, the discrimination can avoid the aforementioned trivial
solution, and the generalization can help the robust generalization
to other unseen attacks, which can significantly benefit the practical
applications.

To achieve RoUDA, a number of works have been conducted to
explore how to inject robustness into UDA. Their main differences
lie in the robust source from either distillation from external robust
models [2] or directly incorporating adversarial training (AT) [12,
21, 50] into UDA. In brief, [2] employs a pre-trained robust model
to distill the robust knowledge during the UDA process. Although
model robustness can be achieved by this method, the distillation
performance is sensitive to the architecture of the external model.
Another line of methods [12, 21, 50] proposes performing AT based
on the self-training pipeline, where a source model is first pre-
trained on the labeled source data and then the robust target model
can be obtained by applying AT on the target data with pseudo
labels produced from the pre-trained source model. Such methods
directly inject AT into UDA process and can effectively improve
model robustness. However, almost all of them only seek to generate
better pseudo labels for applying AT, which leads to under-optimal
results, where some hard AEs are difficult to classify as shown in
the middle part of Figure 1. On one hand, noisy labels are inevitable
in the self-training pipeline; on the other hand, existing methods
generally neglect how to learn from these AEs, which is also crucial
for improving model robustness and retaining clean accuracy.

In this work, inspired by the success of the previous self-training-
based RoUDA methods, we keep along this line but from a differ-
ent perspective. It has been pointed out recently that slight label
noise may not harm AT and can even improve robust generaliza-
tion [45, 46, 50]. Thus, we choose not to struggle for more accurate
pseudo labels for target data, instead, we take the perspective of
representation learning and utilize mutual information (MI) the-
ory [43, 48] to encourage robust, discriminative, and generalized
learning during the self-training-based UDA process. Specifically,
we first theoretically show that robustness could be formulated as
the minimization of the MI I(X; F) between input X and feature
representations F. Meanwhile, we prove that discrimination could
be achieved by maximizing I(F;Y) between the feature representa-
tions and corresponding labels Y. In this case, robust and discrimina-
tive features are preferred during model learning and thus RoUDA
could be achieved. To further improve the model generalization
to unseen attacks, we develop a dual-model architecture to learn
diverse representations and we show that the generalization can
be achieved by minimizing the MI I(F;; F2) between the represen-
tations from the dual models. Additionally, to further mitigate the
clean accuracy drop brought by the noisy pseudo labels, we equip
a consensus regularizer to force the output consensus between the
source and target model on clean target data during target model
training. The proposed method, dubbed MIROUDA, demonstrates
superior performance in extensive experiments, where the model
robustness is improved by a large percentage (0.50% — 98.11% in
Figure 1). To summarize, our contributions are as follows:

e We unify the RoUDA task under the MI theory and pro-
pose a novel theoretical-grounded MI based RoUDA method,
dubbed MIRoUDA, for achieving robustness, discrimination,
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and generalization representation learning during UDA pro-
cess.

e We theoretically show that the robustness and discrimina-
tion could be achieved by minimizing MI between inputs and
feature representations while maximizing MI between rep-
resentations and labels. Moreover, the generalization could
be achieved by minimizing MI between the representations
of two diverse models.

e Driven by the unified MI theory, we propose a dual-model ar-
chitecture accordingly for RoUDA learning. With the help of
an additional consensus regularizer, the proposed MIRoUDA
achieves superior performance on various benchmarks in
terms of both clean and robust accuracy.

2 RELATED WORK

Unsupervised Domain Adaptation. UDA has been an active
research field in recent years and numerous works have been pro-
posed. Early strategies utilized a specific metric to reduce the distri-
bution divergence, such as Maximum Mean Discrepancy (MMD) in
DAN [22] and JAN [24]. Inspired by adversarial learning, DANN [11],
CDAN [23], BSP [6] and SDAT [30] added an additional domain
discriminator to force more discriminative domain-invariant fea-
tures. Recently, another line of works [7, 10, 39, 41] explored self-
training scheme to generate pseudo labels for the target domain and
then re-train the model by pseudo-labeled target data. To improve
the quality of pseudo labels, efforts are devoted to reducing label
noise by utilizing progressive generation strategy [39], curriculum
learning [7], and voting schemes [10, 41]. Although remarkable
performance has been achieved by the aforementioned works, they
generally only focus on improving the accuracy of UDA models
and neglect the model robustness.

Adversarial Attacks and Defenses. Since Szegedy et al. first
revealed the vulnerability of DNNs against imperceptible pertur-
bations in [31], the adversarial robustness of models has attracted
increasing attention and triggered two research directions, namely
adversarial attacks and defenses, as the former one trying to de-
velop powerful attack strategies for misleading models and the
latter one aiming to improve the model robustness against these
attacks. For the attacks, typical algorithms utilize the model gradi-
ent descent to generate the perturbations including Fast Gradient
Sign Method (FGSM) [13], Projected Gradient Descent (PGD) [25],
and AutoAttack (AA) [8]. For the defenses, numerous methods
have been proposed for improving the model robustness, among
which adversarial training (AT) [25] has been proven to be the
most effective defense method. The core idea of AT is to leverage
online-generated adversarial examples in the training set so that
the model can prefer more robust representations during learning.
Modifications are developed to further improve the robustness in
AT, with changes in the adversarial examples generation proce-
dure [17, 34, 49], model parameter updating [16, 19] and feature
adaption [35, 42].

Adversarial Robustness of UDA Models. In contrast to exten-
sive UDA research working on improving model accuracy on clean
target data, few have explored the adversarial robustness of UDA
models. Based on how robustness is incorporated, the existing
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Figure 2: Overview of our proposed MIRoUDA. The whole framework is based on the self-training pipeline, where a source
model Gs is first pre-trained by the UDA baseline. We omit this part due to its commonplace. Here we put emphasis on
the robust target training part, where two dual models are trained parallelly for MI optimization. We use the MI objective
min I(X; F), max I(F;Y), and min I(F;; Fy) to achieve robust, discriminative, and generalized representation learning, respectively.
A consensus regularizer is equipped to force the output consensus between the source and robust model on clean target data,

which consequently helps in preserving high clean accuracy.

works could be roughly divided into two categories, namely, robust-
distillation-based methods and AT-based methods. In brief, the
robust-distillation-based methods utilize another robust model to
distill the robust knowledge during the UDA process. Specifically,
Awais et al. [2] proposed robust feature adaptation (RFA) where
an external adversarially pre-trained model was used as a teacher
model to distill robustness. Although it is effective in improving
the robustness, this approach is quite sensitive to the architecture
and perturbation budget of the teacher model. Different from the
distillation methods, the AT-based methods combine AT in the UDA
process. However, AT needs a supervised loss function to generate
the adversarial examples for training. To solve this problem, Lo et
al. [21] presented ARTUDA that approximates the adversarial ex-
amples through an unsupervised loss function. Unfortunately, such
adversarial examples cannot guarantee the inner-maximization in
AT thus leading to unsatisfactory robustness.

Motivated by the success of the self-training pipeline in UDA (7,
10, 39, 41] which generates pseudo labels for target data and al-
lows the direct inject of AT, some studies have been carried out on
self-training pipeline and use pseudo labels for AT. For example,
Yang et al. [40] utilized the naive self-training pipeline for robust
image segmentation. Zhu et al. [50] make a step forward to explore
better pseudo labels for adversarial target model training by in-
corporating meta learning. Although promising results have been
achieved by the two methods, they generally focus on generating

more proper or stronger adversarial examples but neglect how to
learn from these adversarial examples in AT. Moreover, both of
them are designed heuristically and lack theoretical explanations
or supports. In this paper, we keep along the self-training based
pipeline for RoUDA and explore how to learn adversarial examples
from a representation-learning perspective for better robustness,
discrimination, and generalization.

3 METHOD

In this section, we first give the mathematical definition of RoOUDA.
We then elaborate on how to learn robust, discriminative, and
generalized feature representations through a unified information
theory and propose a dual-model framework for RoOUDA learning
accordingly.

3.1 Probelm Definition

Given a labeled source domain dataset S = {(x}, yf)}{i , and an
unlabeled target domain dataset 7~ = {(xlt) }f\i 1- The goal of UDA is
to train a classifier G, composed of a feature extractor F followed by
a classifier T, that can predict correctly on the unlabeled target data.
The RoUDA takes a further step, where not only clean accuracy is
achieved but also robust to adversarial attacks. Based on this, we
mathematically formulate RoOUDA as follows:



XXX, XX, XXX

Definition 1 Robust UDA. Given a classifier G, let xit and )Ef be the
target domain samples and their corresponding adversarial examples,
the UDA model is robust if

G(x}) = G(x}), (1)

where J?f is typically generated by adding a perturbation on the orig-
inal image xl.t, where PGD-k attack [25] is usually applied in an
iterative way as follows:

’?f, ki1 = Ia(xt) (fci{ cta sign(v,%{kfce(c(;ef, Du). ()
t

i,k
example fcf =x

where X}, is initialized as the input xit, and the final adversarial

itskma
erations; B(xit) denotes the tp-norm ball centered at xl.t with radius
€, Le., B(xl.t) = {fcf : ||fcf - xit||p < €}; and 11 refers to the projec-
tion operation for projecting the adversarial examples back to the
norm-ball.

Notably, robustness could be trivially achieved by encouraging
invariant representation learning, but it is obviously not a reason-
able solution. In addition to robustness, a good RoUDA method is
also expected to embrace higher discrimination and generalization.
Specifically, a discriminative UDA method can avoid the aforemen-
tioned trivial solution brought by the over-emphasized robustness,
and the generalization can help the model defend against various
unseen attacks in practical scenarios. To achieve these goals, we
propose to utilize the mutual information theory and propose a
theoretical-grounded dual-model framework accordingly, which
we describe in what follows.

, where kiqx is the maximum number of it-
X

3.2 RoUDA via Mutual Information
Optimization

As stated above, in this paper, we achieve RoUDA by pursuing three
objectives, namely robust, discriminative, and generalized repre-
sentation learning, which are daunting to formulate and optimize
jointly. Here we first theoretically show that these three diverse
objectives could be derived from a unified theory, i.e., the optimiza-
tion of MI during model learning. Specifically, robustness could
be achieved by minimizing the MI between adversarial inputs X
and feature representations F, ie., I(X; F); discrimination could be
obtained by the maximization of the MI I(F;Y) between feature
representations and labels; and the generalization could be learned
by minimizing the MI between the feature presentations produced
by two dual models I(Fy; Fy). In the following, we will present the
mathematical details for the mutual information optimization and
the proposed dual-model framework in turn.

3.2.1 Learning robust representation via minI(X; F). We begin
with the discussion about the relationship between mutual informa-
tion I(X; F) and robust representation. We prove why minimizing
I(X; F) can make the learned representation more robust and then
make it tractable in the training process. First, we mathematically
formulate robust representation as follows:

Definition 2 Robust representation. Given unlabeled data x! from
the target domain and a feature extractorF, the learned representation
is robust if

Va~allF(x") = FAG)Ilp <€, ®)
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where A is an adversary transformation from A, which refers to
adversarial attacks here. € is the error factor which is positive and
close to zero.

Clearly, if the distance between the features F(A(x")) generated
from an adversarial example and the features F(x’) extracted by
original inputs x’ is less than € under the I,-norm, it indicates that
the learned representation is more robust to adversarial perturba-
tions. In information theory [1, 3, 18, 48], the mutual information
I(X; F) between inputs and feature representations could quan-
tify the independence between random variables. Thus, we can
formulate the objective function as:

minI(X; F) = H(F) — H(F|X)

N N ( 4)
=- ZPf,- logps — (- ZPf,;eif log prize)s

i=1 i=1
where H(-) denotes the entropy, py, is the marginal probability
density of feature representations, and p i refers to the condi-

tional probability density given the i-th adversarial example fcl' .
The minimization of the first term H(F) encourages general feature
representations over the inputs, and the maximization of the sec-
ond term H(F|X) pushes invariable feature representations given
certain adversarial examples, which all lead to robust feature rep-
resentations.

Next, we further make I(X; F) tractable in the training proce-
dure. From Eq. (4), due to the marginal density function p, is not
accessible, we alternatively estimate it with the variational distri-
bution q(f;). According to the non-negativity of KL divergence, we
have /pﬁ_ log(pf) 2 f q(fi)log(q(f7)), and then we can optimize
Eq.(4) by estimating the upper bound:

I(X: F) < /X »(X) /F p(FIX)logE )

q(F)
=Ayawm@mmmw»

Assuming it obeys the Gaussian distribution, i.e, p(F|X) ~
N(u(F(%%)),5%I) and q(F) ~ N(0,I). Then we have:

Dk (N(p, o)|IN(0,1))

©)

7<x—;‘;)2
1 _(x-w? ije i
= e 2% log—————dx
X'
VZT[U 1 e—m
V2ro (6)

(x-pm? 12 Ge=m?
2/ ! e 202 logleg(x o7 ax
V2ro o

1 _ (x-p)?
V2o

1
202 (—logo+ E(x2 -
. . (p*+0?) .
The first term is — log o, the second term is s and the third
term is —%. As o is a constant, then the result can be represented
as:

(x - p)*

IXGE) < SIIEGE )3 +C, )

where C is a constant that can be ignored. Minimizing I(X; F) is
equivalent to applying the l;-norm regularization to the features,
which can be written as:

Lrop = |ln(FE )15 ®)
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3.2.2 Learning discriminative representation via max I(F;Y). Here
we reveal that the discriminative representation could be learned
via maximizing I(F;Y) between the features and the correspond-
ing labels. Without loss of generality, we denote F as the features
of adversarial examples from target data x’ and denote Y as the
corresponding labels. Note that the labels are generated from a pre-
trained source model. Then, we can formalize I(F;Y) as follows:

maxI(F;Y) = H(Y) - H(Y|F), ()

where H(Y) is a constant so that it is equivalent to the minimization
of the conditional entropy H(Y|F), which can be represented as:

N
H(Y|F) = —Zpy;,F(fc;) log pyt|p(it) (10)
i=1
where Pyt|F(:D) is the conditional probability of the feature of
sample xlt being assigned to the label yf . Thus, the minimization
of H(Y|F) encourages feature representation of each sample to
its corresponding class and away from others, i.e., the model is
encouraged to produce discriminative feature representations. In
the training procedure, we can achieve max I(F;Y) by minimizing
the softmax-cross entropy loss as follows:

Lais = Lee(GEN, y). (11)

Note that solely optimizing the learned representation with
min I(X; F) would prefer robust feature representations and not
lead to discrimination. As a result, it is necessary to combine both
min I(X; F) and max I(F;Y) to achieve both accurate prediction
and robust representation.

3.2.3 Learning generalized representation via min I(Fy; Fy). To fur-
ther improve the model generalization, we develop a dual-model-
based architecture to learn diverse representations where two sub-
models are trained parallelly. Given two models G1, Gz including
feature extractor F; and F2, we focus on the generalization that
contributes to making the learned features defend against unfore-
seen adversaries. It can be achieved by minimizing I(Fy; F2), which
encourages representation learned by different models to be inde-
pendent of each other. To be specific, given I(Fy; Fp) = H(Fy) —
H(F;|F;), the max I(F;; Fy) is equivalent to the minimization of the
;onditional entropy H(F1|Fz) = —Ep(F, F,) [log p(F1|F2)]. Then we
ave:

- Ep (R, [log p(F1|F2)]
= -E,(F, R, [log q(F1F2)] — Dxr(p(F1lF2)llq(F1lF2))  (12)
< =By (r,F,) [log q(F1|F2)],
without loss of generality, we assume g(F;|F2) obeys Gaussian dis-
tribution N (Fy; Fy, 6°I), then we have — p(F,Fy) [log g(F1|F2)] «
Ey(p, ) [IF1 - F5||?] + C, where C is the constant. Hence, we can
optimize the minimization of I(Fj; F2) by its negative form:
minI(Fy; F) o« =By (p, ,) [|F1 — Fa| |5 +C. (13)
Finally, the loss for generalization is then formulated as:

Lgen = _“Fl (32'{) - Fz(fg)H%, (14)

t ! are the adversarial examples generated from the

1 2
sub models G; and Gy, respectively. Note that we aim to improve

the generalization ability via representation rather than simply

where x! and x
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maximizing the output difference in two models, which could po-
tentially lead to a decrease in clean accuracy.

To summarize, we unify the target model learning in the self-
training-based RoUDA task from the perspective of information
theory. With the above theoretical analysis, we arrive at our loss
by combing Eq. (8), (11) and (14), i.e.,

Lyt = Lgis + aLrop + BLgen, (15)

where a and f are the hyper-parameters for the trade-off, which
we will further discuss in Sec. 4.3.

3.3 Framework and Training Objective

Framework. An overview of the proposed MIRoUDA framework
is shown in Figure 2. Our framework is based on the self-training
pipeline, where a source model Gg is first pre-trained by applying
UDA baseline on the benign labeled source data and unlabeled
target data, and then the target model G; is adversarially trained on
the target data with pseudo labels produced from Gs. To improve
the robust generalization ability of the target model, we propose a
dual-model architecture for the robust model learning. Specifically,
there are two parallel subnetworks G;, and G;, with the same
architecture to learn diverse representations, and we apply the
MI optimization on both models during training. In the inference
phase, the outputs from the two models are averaged to be the final
prediction.

Consistency Regularizer. Although the proposed MI optimiza-
tion can significantly improve the robustness, discrimination and
generalization of the model, the degeneration of clean accuracy
resulting from naive pseudo-label adversarial training still exists.
Here apart from Ly, we additionally equip a simple yet powerful
regularizer to guide the model training. The key idea is to force the
robust target model to have a consensus logits output with the clean
source model on clean target data, thus the robust target model can
extract more transferable features and maintain high accuracy on
clean data. Here we adopt the JS-Divergence to measure the clean
logits divergence between the source and target model, and the
consensus regularizer can be described as:

Les =JSD(Gs(x"), G (x1)). (16)

Training Objective. As a result, the overall training objective for
our MIRoUDA can be formulated as:

L= LMI + Y‘ECS: (17)

where y is a weighting factor which can be empirically set as 1.0.
Note that during the target model training phase, we compute £
on both sub-models and update them seperately.

4 EXPERIMENTS
4.1 Experimental Setup

Datasets. We evaluate our method on the main-stream UDA bench-
mark datasets: (1) Office-31 dataset, which is a standard dataset
for domain adaptation with three distinct domains: Amazon (A),
Webcam (W), and DSLR (D). (2) Office-Home dataset, which is
a more complex dataset with 15,500 images in 65 categories and
four domains: Art (Ar), Clip Art (Cl), Product (Pr) and Real World
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Table 1: Comparison of clean and robust accuracy % of different methods on Office-31 dataset. Note that | denotes the results
copied from their original papers, and — denotes that the results are not reported.

Methods A—-W W— A A—-D D—-A W—-D D—-W Avg.

Clean Rob. Clean Rob. Clean Rob. Clean Rob. Clean Rob. Clean Rob. Clean Rob.
Baseline(UDA)  91.19 0.00 73.30 1196 92.97 0.00 73.37 6.82 100 0.00 98.74 0.50 88.26 3.21
Source-only 26.72 7.45 15.36 4.97 18.23 8.12 7.29 6.53 65.32 25.89 4326 2751 2936 1341
AT+UDA 65.16 30.82 5449 3493 62.85 16.87 33.55 22,58 9639 66.67 85.28 6843 66.29 40.05
UDA+AT 88.67 76.73 69.33 60.28 85.00 58.00 68.97 63.12 89.00 55.00 9434 78.62 8255 62.59

ARTUDA[21] + - - - - - - - - - - 9520 9250 - -
RFA[2] + - - - - - - - - - - - - 8421 7431
AFSR[12] + 89.10 81.00 6830 60.30 86.4 67.60  68.50 59.00 99.4 96.00 99.30 93.80 85.20 76.30
SRoUDA[50] ¥ 95.97 84.68 67.10 57.42 9194 8548 7247 57.20 100 88.71 96.77 83.87 87.27 75.79
Ours 9434 91.19 7216 67.20 93.00 83.00 7281 67.20 100 99.00 99.30 98.11 88.60 84.28

Table 2: Comparison of clean and robust accuracy % of dif-
ferent methods on Office-Home and VisDA-2017. Note that
we only show the average results here due to the space limi-
tation. Please refer to the supplementary material for more
detailed results.

Methods Office-Home  VisDA-2017
Clean Rob. Clean Rob.

Baseline(UDA) 69.07 1237  72.11 1.31
Source-only 39.38 2146  15.85 5.46
AT+UDA 46.99 30.40 66.77 18.61
UDA+AT 61.40 43.03 69.83 34.71
ARTUDA[21]% - - 6550  44.30
RFA[2] + 5910 42.80 65.18  41.67
Ours 63.59 55.24 7245 53.82

(Rw). (3) VisDA-2017 dataset, which contains two extremely dif-
ferent domains: Synthetic: Images collected from 3D rendering
models; and Real: Real-world images. (4) Digits datasets, which
contain three digits datasets:MNIST (M), USPS (U), and SVHN (8S).
The images in M, and U are gray-scale, while the images in S are
colored. Extra experiments on DomainNet can be found in the
supplementary material due to the space limitation.

Compared Methods. We compare our method with four baselines:
(1) UDA baseline: Conventional UDA method that does not take
robustness into account; (2) Source-only: the model is adversarially
trained on the source data; (3) AT+UDA: The source data is first
converted to adversarial examples, and then UDA is performed by
aligning the adversarial source data and the clean target data. (4)
UDA+AT: Naive self-training pipeline where the target model is
adversarially trained on target data with pseudo labels generated

Table 3: Comparison of clean and robust accuracy % of dif-
ferent methods on Digits dataset.

Methods M-U U-M S—-M Avg.
Clean Rob. Clean Rob. Clean Rob. Clean Rob.
Baseline(UDA) 95.90 9.90 98.50 20.00 74.46 68.00 89.62 32.63
Source-only  76.13 57.90 52.38 4572 26.13 14.26 51.55 39.29
AT+UDA 95.02 72.59 95.96 7695 17.30 10.09 69.43 53.21
UDA+AT 91.29 9438 84.53 97.95 74.08 72.92 83.30 88.42
SRoUDA[50] T 95.02 87.59 98.50 96.44 88.72 87.16 94.08 90.40
Ours 98.15 95.27 98.21 97.72 92.98 92.38 96.45 95.12

from a pre-trained source model. We also compare with existing
state-of-the-art ROUDA methods, including RFA [2], SRoUDA [50],
ARTUDA [21], and ASFR [12] by using their reported results.

Implementation Details. Following previous works [21, 50], we
use ResNet-50 as the backbone on Office-31, Office-Home, and
VisDA-2017 datasets, and DTN on Digits dataset, respectively. We
adopt the basic UDA approach CDANJ[23] as the UDA baseline and
pretrain the clean source model. During the pre-training, we use
the UDA code base TLlib! with the default settings of learning rate
0.001 and epochs 20. For the stage of training the robust target
model, we use k = 10, € = 8/255 in PGD-k to generate adversarial
examples and adjust the learning rate to 0.004. The hyper-parameter
a and f are both set as 0.01. The robust target model is trained
by 70 epochs with 100 iterations per epoch. We use the model
classification accuracy against PGD-20 with e = 8/255 as the robust
accuracy.
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Table 4: Comparison of robust accuracy % of different UDA models produced by different methods against various common

corruptions.
Methods Gaus'sian Shpt Motion  Zoom Sl’l(.JW Brightness Tran§late Rotgtion Scz?le Spegkle Gaussian Shc?ar
noise noise blur blur  noise noise noise noise noise noise blur noise
Baseline (UDA) ‘ 79.24 38.99 90.19 91.82 66.03 87.42 91.71 91.82 87.42 90.56 52.83 90.57
AT+UDA ‘ 62.89 49.69 64.15 66.03  62.26 62.89 65.40 61.01 40.88 65.41 40.25 62.89
UDA+AT ‘ 89.93 88.05 89.93 90.56  89.30 89.93 89.93 89.31 81.13 89.93 72.33 87.42
Ours ‘ 94.34 93.71 91.19 94.34 91.82 91.80 93.71 93.71 89.30 93.82 86.34 93.71

4.2 Main Results

We first report the main results on Office-31, Office-Home, VisDA-
2017, and Digits summarized in Tables 1-5. We can have the fol-
lowing observations:

On Robustness and Discrimination. From Tables 1-3, we can
clearly see that the proposed method can effectively improve the
adversarial robustness of UDA models, surpassing the baselines by
a large margin. Specifically, we improve the model robustness from
3.21% to 84.28% on average for Office-31; 12.37% to 55.24% on aver-
age for Office-Home; 1.31% to 53.82% on average for VisDa-2017;
32.63% to 95.12% on average for Digits, which largely closes the
performance gap between UDA baseline with RoOUDA. Moreover,
when tested on small-scale datasets such as Digits, our method can
achieve both near-optimal accuracy and robustness simultaneously
on the target domain, i.e., 96.45% clean and 95.12% robustness accu-
racy on average. For comparison with other RoOUDA methods, our
method can still outperform the SOTA methods, e.g., the average
model robustness improves 8.49% over the second best method
SRoUDA on Office-31, 12.15% over the second best method RFA on
VisDa-2017. Besides, although the baselines and the SOTA RoUDA
methods can improve the robustness compared to the UDA baseline,
all of them show some decrease in clean accuracy, e.g., 88.26% to
84.21% on average for RFA on Office-31; and 72.11% to 65.50% on
average for ARTUDA on VisDa-2017. On the contrary, our method
can improve the model robustness without harming accuracy and
even improve the clean accuracy over the UDA baseline on some
tasks, e.g., 89.62% to 96.45% on average for Digits. These encourag-
ing results validate that our MIRoOUDA can effectively improve the
adversarial robustness of UDA models and perform generally well
on different domain adaptation tasks.

On Generalization. Here we test the model robustness general-
ization from three aspects: 1) Against different adversarial attack
strategies; 2) Against unseen adversaries; and 3) Against common
noises. Specifically, we first evaluate the model generalization on
VisDA-2017 to different attacks, including FGSM [13], PGD-k [25],
CW [4], and AutoAttack (AA) [8], shown in Table 5. One can see
that our method achieves the best robustness against all the attacks,
surpassing the baseline around 25% on the strongest attack AA.
We then conduct the experiments on the model generalization to
unseen adversaries, i.e., robustness against different threat norm
constraints (e.g., I1, and l;) and radius €. As can be seen in Figure 3,
by incorporating the MI theory and the dual-model architecture,

Thttps://github.com/thuml/Transfer-Learning-Library

Table 5: Model performance % comparison against different
adversarial attacks on VisDA-2017.

PGD-k[25]

Methods Clean FGSM[13] CWx[4] AA[38]

20 100

Baseline(UDA) 72.11 32.70 131 0.90 1.26 0.49

AT+UDA 66.77 36.04 18.61 17.60  17.92 16.31

UDA+AT 69.83 53.62 3471 3437  34.68 29.84

Ours 72.45 68.29 53.82 53.66 53.68 52.33

—e— UDA baseline AT+UDA -e- UDA+AT —e— Ours

704 6 60,
60 50 50
&0 40 40
© 49
> 30f 30
830
< 20 20 20
10 101 10
o —__ . 1 o
7 8 12 150 200 250 300 2000 2500 3000 4000
(@) l.-norm (b) I,-norm (c) li-norm

Figure 3: Robust accuracy(%) of ResNet50 trained with /e
of ¢ = 8/255 boundary against unseen attacks. For unseen
attacks, we use PGD-50 under different-sized /., balls, and
other types of norm balls, e.g., [1, and I5.

our proposed method can consistently and significantly improve
the robustness against all unseen adversaries. All these results indi-
cate the superior generalization ability of our proposed method to
various and multiple perturbations.

Next, we further test the model generalization to the common
noises on task A — W, where we add common corruptions instead
of adversarial perturbations on the target data according to [14].
Please refer to Sec. A.2 in the supplementary material for the details
about noise addition. The results are reported in Table 4, where
our method shows excellent robust generalization ability to the
common noises, especially on the powerful corruptions, e.g., our
method improves from 38.99% to 93.71% against Shot noise over
the UDA baseline, and 52.83% to 86.34% against Gaussian blur. In
addition, our method can achieve over 90% accuracy against most of
the corruptions, revealing the high practical utility of the proposed
method.
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Table 6: Experimental results of component ablations on our
MIRoUDA.

Lmr A—-W A—D
LCS

(Lais,  Lrob»  Lgen) Clean Rob. Clean Rob.
v 88.67 76.73 85.00 58.00
v 79.75 88.68 65.00 72.00

v v Vv 89.31 88.68 90.00 76.00
v v 93.71 90.82 87.00 76.00
v v v N4 9434 91.19 93.00 83.00

4.3 Further Analysis

We further analyze our MIRoUDA from four perspectives: 1) Com-
ponent ablations; 2) Sensitivity to different UDA baselines in the
pre-training; 3) Sensitivity to hyper-parameters; and 4) Feature
space visualization.

Component Ablations. We examine the effectiveness of each com-
ponent in our method on A— W and A— D tasks in the Office-31
dataset following the previous settings. Table 6 shows that only us-
ing L ;s can improve the model robustness to some extent. Adding
the £, ,p can significantly improve the robustness, but takes the
clean accuracy as a sacrifice. When combing all the Ly;s, L op,
and Lgen, both the clean and robust accuracy improve a lot. We
can also see that without Lge, but adding the L5 can improve
the clean accuracy as well, indicating its strong ability in clean
accuracy preservation. In general, the full MIRoOUDA performs the
best clean accuracy and robustness, where it achieves the highest
values in terms of all the metrics.

Sensitivity to Different UDA Baselines in Pre-training. We also
test the model performance when using different UDA baselines in
the source model pre-training. Here, we use DAN [22], DANN [11],
BSP [6], MDD [47] and SDAT [30] in place of CDAN in source
model pre-training of MIROUDA and test on A— W and W—A
tasks following the previous settings. The results are reported in
Table 7. We can find that (i) using our MIRoUDA can significantly
improve the model robustness of all the UDA baselines without
harming the clean accuracy a lot; (ii) Both the clean and robust
accuracy vary as the change of UDA baselines in the source model
pre-training, which once again indicates that the model pre-training
plays a crucial role in self-training pipelines. A better UDA baseline
can help produce more robust target models.

Sensitivity to Hyper-parameters. We investigate the influence of
the hyper-parameters « and f on task A—D following the previous
settings. As shown in Figure 4, the performance of MIRoUDA is
stable under different values of « and f, which demonstrates its
robustness against the hyper-parameters. However, when one of
the Ly is removed, the model encounters a significant drop as
analyzed in the component ablation study.

Feature Space Visualization. Figure 5 provides a visual analy-
sis of the representations produced by different methods on task

Jia-Li Yin, Haoyuan Zheng, Ximeng Liu

Table 7: Clean/Robust accuracy % comparison of using differ-
ent UDA baselines in source model pre-training,.

Methods AW woA
Baseline Ours Baseline Ours

DAN [22] 84.15/1.51 81.76/77.36  64.61/10.76  67.55/60.11
DANN [11] 91.19/2.78 93.71/89.31  73.27/20.98  73.76/65.96
CDAN [23] 91.19/0.00 94.34/91.19 73.30/11.96  70.92/65.10

BSP [6] 92.70/1.76  93.08/91.82  74.15/17.47  74.82/67.55
MDD [47] 93.08/2.26  92.45/88.69  72.35/19.28  74.11/66.49
SDAT [30] 93.71/1.79  93.71/90.57  75.15/10.34  75.89/68.62

9
g
®

(lean accuracy

Figure 4: The effect of hyper-parameters ¢ and  on model
performance in clean accuracy (left) and robust accuracy
(right). The stable performance shows its robustness against
hyper-parameters.

(a) UDA baseline (b) AT+UDA (c) UDA+AT
Figure 5: (a)-(d): Visualization of features using t-SNE embed-
dings [15] from models trained with different methods on
A—W task. The red dots stand for clean target data, and the

blue dots stand for adversarial examples of target data.

A—W using t-SNE embeddings [15]. The features of clean exam-
ples and adversarial examples are completely dispersed with the
UDA baseline (see Figure 5 (a)), since it does not take robustness
into account. Injecting AT can improve this situation, but it does
not align well due to source domain bias and poor pseudo-label
quality (see Figure 5 (b)-(c)). By contrast, our proposed MIROUDA
method better aligns the feature distributions and exhibits superior
category discriminability.

5 CONCLUSION

In this paper, we unify the RoUDA task under the mutual infor-
mation theory and propose a novel theoretic-grounded method
MIR0UDA accordingly. Specifically, we first theoretically show that
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the proposed MI optimization could achieve robust, discrimina-
tive, and generalized representation learning. We build the whole
framework based on the self-training pipeline and then design a
dual-model architecture for robust target model learning. With the
help of an additional regularizer, our method demonstrates supe-
rior performance over baselines and state-of-the-arts on various
benchmarks in the extensive experiments.
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A MORE EXPERIMENTAL DETAILS

In this section, we describe the experimental details that could not
be included in the main paper due to the page limits.

A.1Details in Hyper-parameter Analysis
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Figure 6: A close look at the model sensitivity to Hyper-
parameter. We take the task A—D as examples. The blue
dotted line denotes clean accuracy and dotted line
denotes the robustness evaluated with PGD-20, 1=8/255.

We only show the overall results of parameter analysis in our main
paper and found that they are robust to the parameter changes.
Here we take a closer look at the model changes to the parameters
a and f in the objective function of proposed MI constraints, as
defined in Eq. (15) which controls the strength of MI constraints in
different levels. We conducted experiments on A— D tasks with
the UDA baseline clean accuracy 92.97%, and present the results in
Figure 4 for different o, f € [1e—1, 1e—2, 1e—3, 1e—4, 1le—5]. As can
be seen in Figure 6, the clean accuracy reaches the peak when the
values of parameters of « and f are set to 0.01. Although reducing
the values of the parameters, e.g. decreasing « from le-2 to le-3 and
P from 1e-2 to 1le-5, can slightly improve the robustness, it results in
a relative large decrease in clean accuracy. The size of parameters
does not have a strong relationship with the robustness and clean
accuracy, and the perfomance is quite stable. We set «=0.01 and
f=0.01, which is good for most datasets.

A.2 Settings of Common Corruptions

In this section, we describe the details of common corruptions
addition in evaluating the performance of the model robustness
against various common corruptions. Specifically, we add common
corruptions on the target data, including Gaussian noise with o =
{0.02,0.04, 0.06}, shot noise with f = {200, 400, 600}, motion blur
with kernel size 5, zoom blur with f = {1,2,...,31}, snow noise
with intensity in [0, 1] and brightness in [0, 1], brightness noise
with f = 0.5, translation with f € [-7,9], rotation with angle
—180, scaling with the sacle factor in [0.7, 1.3], speckle noise with
r = {0.05,0.07, 0.1}, Gaussian blur with kernel size 21, and shear
noise with r € [-15,15]. An example of image generated with the
transformations of our common corruptions is shown in Figure 7.
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Motion blur Zoom blur

Gaussian noise Shot noise

Shear noise

Gaussian blur

Translate noise Rotation noise Scale noise

Speckle noise

Figure 7: An example of image generated with the transfor-
mations of our common corruptions

B DETAILED RESULTS

B.1 Detailed Results on VisDA-2017

The detailed results on VisDA-2017 are shown in Table 8. The
proposed method achieves an average clean accuracy of 72.45% and
robustness of 53.82%, outperforming the existing SOTA methods. In
particular, for the hard category, such as knife, UDA+AT even leads
to higher robust accuracy than clean accuracy. The reason for this
phenomenon may be the notably low pseudo-label accuracy of only
19.08%, indicating that the model is severely affected by adversarial
perturbations. However, our method addresses this issue, achieving
a clean accuracy of 22.74% and robustness of 14.89%.

B.2 Detailed Results on Office-Home

In this part, we show the detailed results on Office-Home in Ta-
ble 9. As can be seen, AT+UDA aligned the target data with the
adversarial examples only generated in source data, which results
in a dramatically decrease in clean accuracy and thus poorer ro-
bustness. The proposed MIRoUDA achieves an average accuracy of
63.59% and robustness of 55.24%, outperforming the existing SOTA
methods.

C EXTRA EXPERIMENTS

C.1 Experiments on DomainNet

We further evaluate the performance of the proposed method on
DomainNet [29], which contains over 0.6 million images across
345 categories with 6 subdomains. Here, we conduct experiments
on 4 subdomains (Clipart, Painting, Real, Sketch), which consist of
12 sub-experiments. As the results shown in table 11, our method
achieves the state-of-the-art model robustness without harming
clean accuracy compared to other schemes for improving UDA ro-
bustness. Such promising results provide evidence of the superiority
of our MIRoUDA for processing complex datasets.

C.2 Replacing the Component of MIRoUDA

We conducted an evaluation of the robustness and accuracy of UDA
models on Office-31 A—W and W—A tasks, with a focus on the
impact of component replacement. We solely apply the proposed
consensus regularizer in UDA+AT as it effectively showcases the
effects of replacing different components. As shown in Table 10,
when combing TRADES with UDA (UDA+TRADES) instead of
combing AT with UDA (UDA+AT), the final robustness increases
while at the expense of a decrease in clean accuracy. We then
further replace the AT with TRADES in our method, as shown in
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Table 8: Comparison of accuracy and robustness % of different method on VisDA-2017 dataset.

Methods plane bicycle bus car horse knife motorc person plant sktboard train truck Avg.

Baseline(UDA) Clean 94.76 69.27  85.69 50.80 88.98  19.08 88.27 76.90 85.38 87.86 86.40 4443 7211

Rob.  5.60 036 043 004 264 651 0.02 0.33 1.74 0.00 312 002 131

Source-only ~ Clean  7.54 026 6580 1053 0 0 45.77 0 6.37 4382 1014 0 15.85
Rob. 936 039 1730 2029 0 0 0.52 0 11.44 0.89 5.85 0 5.46

AT+UDA  Clean 87.85  67.02 7458 3845 7548 63.95 8651  68.63  79.91 7646  80.08 46.09  66.77
Rob. 51.81  4.89  10.04 17.83 2317 395 2598 115 1671 9.29 4828 337  18.61

UDA+AT  Clean 9522  61.21 8423 5548 7565 1351  89.65  77.96 8676  78.19 8219 36.00 69.83
Rob. 7651 4937 51.92 18.03 60.61 37.66  8.11 36.05 3046  39.96 4811 10.89 3471

ARTUA[21] Clean - - - - - - - - - - - - 6550
Rob. - - - - - - - - - - - - 4430

RFA[2] Clean - - - - - - - - - - - - 6518
Rob. - - - - - - - - - - - - 4167

Ours Clean 9246  68.46 8436 49.64 91.03 2274 9011 7491 8627 8421  84.04 5387 7245

Rob. 80.72 43.40 68.00 40.48 7150 14.89 71.28 50.06 66.29 66.32 61.35 2044 53.82

Table 9: Comparison of clean and robust accuracy % of different UDA models produced by different methods on Office-Home
dataset.

Methods Ar—Cl Ar—Pr Ar—»Rw Cl->Ar Cl-Pr Cl-Rw Pr—Ar Pr—Cl Pr-oRw Rw—Ar Rw—Cl Rw—Pr Avg.

Baseline(UDA) Clean  56.95 72.79 77.39 62.09 71.86 71.08 60.40 55.97 80.12 74.00 62.57 83.60  69.07
Rob. 19.68 13.38 7.41 4.21 16.31 7.64 4.86 21.03 9.43 4.94 21.65 17.91 1237

Source-only ~ Clean  28.67 42.66 50.21 24.36 43.92 39.30 22.56 28.81 47.97 44.62 39.30 60.14  39.38
Rob.  26.85 22.10 25.59 513 20.56 14.27 9.74 19.30 23.08 18.46 31.19 41.26  21.46

AT+UDA Clean 34.87 39.24 50.91 44.17 48.41 54.95 38.31 32.37 58.87 55.33 43.73 62.74  46.99
Rob. 31.07 28.20 36.03 16.44 33.25 28.55 14.91 29.53 33.60 28.47 39.34 46.38  30.40

UDA+AT Clean 53.95 71.06 67.89 46.30 71.51 62.96 51.03 51.32 71.10 50.41 58.89 80.41  61.40
Rob.  45.70 58.45 38.07 28.19 56.42 41.28 27.98 42.27 37.96 27.16 46.85 65.99  43.03

RFA[2] Clean - - - - - - - - - - - - 59.10
Rob. - - - - - - - - - - - - 42.80
Ours Clean 5544 7128 7076  53.29 7196 6525 5082 5235  70.09 60.49 6048  80.86  63.59

Rob.  53.60 67.00 56.54 39.51 67.00 53.55 37.86 50.29 56.54 47.33 57.85 75.79  55.24

Table 10: Replacing components of RoUDA on Office-31 the fourth row of Table 10, both clean accuracy and robustness
A—W and W—A tasks. decrease due to the noisy pseudo labels. We also investigate to
force consensus on the adversarial example logits output in the

A—W W A target model and the clean data logits output in the source model.

Methods The results are presented in the fifth row of Table 10. We can

Clean Rob. Clean Rob. observe that consensus on the adversarial representation in the

UDA+AT 88.67 7673 6933 60.28 target model and clean representation in the source model can
also achieve certain improvements over naive UDA+AT. But by
comparison, the consensus on clean representations in our method

Ours (TRADES) 9434 9182 6899 6472 can achieve the best results.

UDA+TRADES 87.42 79.25 6649 62.94

Ours (Consensus on AEs) 93.08 91.82 69.39 64.25

Ours 94.34 93.08 70.92 65.10
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Table 11: Comparison of clean and robust accuracy % of different UDA models produced by different methods on DomainNet

dataset.
Methods c—op cor cos p—c por p—s r—c r—p ros s—c¢ s—p s—r Avg.
Baseline(UDA) Clean 41.29 56.28 48.00 46.11 58.21 40.05 55.80 53.50 42.76 58.70 46.40 55.65 47.23
Rob. 3.22 5.87 15.00 14.56 5.91 10.34 14.30 2.40 10.03 24.10 3.17 6.20 9.59
Source-only Clean 25.42 36.35 30.22 18.03 30.19 16.32 27.38 36.87 19.96 31.54 29.47 33.82 27.96
Rob. 10.28 16.78 21.81 20.07 18.91 13.53 23.85 13.71 13.07 24.42 11.79 15.23 16.95
AT+UDA Clean 27.50 40.62 32.01 26.39 36.09 26.98 35.82 34.85 26.71 39.46 34.64 40.62 33.47
Rob. 13.37 20.40 23.58 23.13 22.77 22.16 30.12 18.72 16.85 31.40 14.41 21.43 21.53
UDA+AT Clean 34.82 48.01 30.31 38.22 51.48 30.74 49.77 43.75 35.89 52.28 40.70 52.89 42.41
Rob. 16.80 25.31 31.69 35.07 26.97 30.29 41.43 23.39 30.43 40.01 23.77 27.84 29.42
Ours Clean 40.25 53.16 42.39 44.32 53.63 36.53 52.99 48.64 37.45 56.74 44.94 54.04 47.09
Rob. 20.84 31.55 32.69 37.38 29.32 34.02 42.53 24.31 31.21 44.27 24.01 28.14 31.69
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