
Advancing Cross-Domain Generalizability in Face Anti-Spoofing:
Insights, Design, and Metrics

Hyojin Kim1, Jiyoon Lee1,2, Yonghyun Jeong1, Haneol Jang3, YoungJoon Yoo1,4†

1Naver Cloud,2Korea University, 3Hanbat National University, 4Chung-Ang University
hyojin.kimm@navercorp.com, jiyoonlee@korea.ac.kr, yonghyun.jeong@navercorp.com,

hejang@hanbat.ac.kr, yjyoo3312@cau.ac.kr

Abstract

This paper presents a novel perspective for enhancing
anti-spoofing performance in zero-shot data domain gen-
eralization. Unlike traditional image classification tasks,
face anti-spoofing datasets display unique generalization
characteristics, necessitating novel zero-shot data domain
generalization. One step forward to the previous frame-
wise spoofing prediction, we introduce a nuanced metric
calculation that aggregates frame-level probabilities for a
video-wise prediction, to tackle the gap between the re-
ported frame-wise accuracy and instability in real-world
use-case. This approach enables the quantification of bias
and variance in model predictions, offering a more refined
analysis of model generalization. Our investigation reveals
that simply scaling up the backbone of models does not in-
herently improve the mentioned instability, leading us to
propose an ensembled backbone method from a Bayesian
perspective. The probabilistically ensembled backbone both
improves model robustness measured from the proposed
metric and spoofing accuracy, and also leverages the ad-
vantages of measuring uncertainty, allowing for enhanced
sampling during training that contributes to model gener-
alization across new datasets. We evaluate the proposed
method from the benchmark OMIC dataset and also the
public CelebA-Spoof and SiW-Mv2. Our final model outper-
forms existing state-of-the-art methods across the datasets,
showcasing advancements in Bias, Variance, HTER, and
AUC metrics.

1. Introduction
In response to the widespread adoption of deep learning
in face recognition, detecting spoofing attacks like printed
or video-displayed faces, also called presentation attacks,
to the recognition system has become paramount for secu-
rity. Although sophisticatedly spoofed images often chal-

†Corresponding author.

lenge human detection capabilities, the advances of recent
face anti-spoofing (FAS) studies [26, 27, 37, 39, 42] demon-
strate that deep classification networks can effectively dif-
ferentiate between authentic and counterfeit facial images.
Nonetheless, developing a broadly generalized spoofing de-
tection model, capable of accommodating diverse condi-
tions, is still a challenging problem due to the inherent com-
plications in spoofing datasets.

Specifically, each spoofing dataset possesses distinct at-
tributes, stemming from varying data acquisition environ-
ments like camera capture conditions and backgrounds, in-
troducing notable dataset biases. Given that visual cues
for spoofing predominantly reside in the nuanced high-
frequency image domain [2], these biases significantly im-
pede the extraction of reliable spoofing detection cues,
thereby compromising the generalizability of FAS mod-
els. Recent Face Anti-Spoofing (FAS) research [13, 16,
24, 25, 27, 32–34] employs evaluation metrics to showcase
model generalizability over four benchmark anti-spoofing
datasets, one step further to the cross dataset-domain adap-
tation (DA) [12, 15, 40, 46] for FAS problem. The domain
generalization (DG) performance is evaluated by training
on three of these datasets and subsequently evaluating the
model’s performance on the remaining one. While the eval-
uation is a standard measure of FAS DG performance, real-
world application of existing per-frame FAS methods to
video inputs often yields unstable predictions across con-
secutive frames.

Our analysis begins with the observations as:
• Previous frame-wise FAS models successful for the exist-

ing FAS measurement fail to robustly capture the spoof-
ness of the subsequent frames sharing similar semantic
features.

• Scaling up of the model size cannot effectively enhance
the overall FAS performance including the robustness is-
sue our first observations. Such observations underscore
the necessity of developing a novel metric to gauge model
generalizability and a proper method to design a FAS
model, and second, effective model design to improve
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FAS performance beyond scaling up the model size.

In this paper, we present a novel perspective on a
paradigm for evaluating and designing FAS models. First,
we introduce a novel evaluation metric, variance, and bias,
focusing on temporal coherence and noise resilience for
robustness assessment. Our frame-level analysis validates
these metrics, providing quantitative evidence supporting
the instability of prior FAS methods. Second, we high-
light the efficacy of ensemble methodologies in enhancing
spoofing detection performance for both the previous and
the newly introduced evaluation protocols. Through ex-
tensive empirical evaluations, we demonstrate that the en-
semble strategy applying Monte-Carlo (MC) dropout [8] is
a pivotal design option for making a FAS model that en-
hances precise spoofing detection and superior generaliz-
ability. Last, through empirical analyses to determine the
optimal backbone for MC-dropout-based ensembling, we
introduce ECLIPS, a FAS model based on the CLIP vis en-
coder [22]. Our proposed ECLIPS achieves state-of-the-
art FAS detection performance while maintaining frame-
level prediction consistency. It is worth noting that, in-
stead of processing consecutive video frames, which in-
curs high computational costs, we demonstrate the efficacy
of the MC-dropout-based ensembling method in improving
frame-level FAS prediction consistency.

In demonstrating the effectiveness of our proposed ap-
proach, we conduct comprehensive qualitative and quan-
titative experiments across four benchmark FAS datasets:
OULU [1] (O), CASIA [45] (C), Idiap [4] (I), MSU-
MFSD [35] (M), and additionally to the CelebA-Spoof [43]
and SiW-Mv2 [20] datasets. The experimental results
demonstrate that our ensemble-based FAS model ECLIPS
outperforms current state-of-the-art FAS models by a no-
table margin including recent FAS methods leveraging aux-
iliary multi-modality both for FAS accuracy and for the
frame-level prediction robustness validated through the pro-
posed protocol.

In summary, we summarize the contributions of the pro-
posed method as follows:

• We provide observations for real-world FAS applications
for video input, with a focus on frame-level prediction
robustness and model scalability, while introducing the
remaining challenges in current FAS research.

• We introduce temporal and noise-aware robustness met-
rics, by calculating variance and bias, demonstrating their
potential as reliable indicators for ensuring the generaliz-
ability of FAS models.

• Through empirical analyses, we highlight the proposed
ensemble approach as a potent design strategy for FAS
models. Consequently, our proposed FAS model ECLIPS
reports state-of-the-art performance, excelling in FAS
generalization capabilities.

2. Related Work

Domain Generalization for FAS To deal with the well-
known dataset disparities inherent to the FAS, many FAS
studies have been proposed, emphasizing cross-dataset do-
main (cross-domain) evaluations via domain adaptation
(DA) [12, 15, 40, 46], domain generalization (DG) [13, 16,
24, 25, 27, 32–34], or both [26]. While the DA paradigm
allows for few-shot adaptation to the target domain, DG
offers a more rigorous assessment by gauging zero-shot
generalization across datasets. Given real-world scenar-
ios where DA might be infeasible, the DG approach gains
prominence due to its straightforward applicability. After
the initiative DG approach [24] proposing Mult-adversarial
domain generalization, many follow-up studies have been
proposed by meta-laerning [25], style-shuffling [33], new
losses [16, 27, 34] based on dataset analyses, and multi-
modaility [26]. These studies typically evaluate the general-
ization ability of their methods by using four representative
benchmark datasets: OULU [1], CASIA [45], Idiap [4], and
MSU-MFSD [35], leaving one dataset for evaluation from
the model trained by the other three datasets. Advancing
beyond the previous work, we demonstrate that even with
consistent improvements in conventional evaluation frame-
works, the reported outcomes might not assuredly reflect
detection proficiency across diverse datasets, as evidenced
by our newly introduced FAS dataset.

Designing Principles for FAS Followed by the improve-
ment of deep classification architecture [7, 11], we have ob-
served consistent enhancement in the detection capability
of the presentation attack (PA) samples by using the classi-
fication architecture as their backbone. Most previous FAS
methods [16, 25, 27, 29, 33, 34, 36] have configured the
PA detection model as a form of classification network us-
ing ImageNet [6] pre-trained ResNet [11]-like architecture.
Instead of scaling up the backbone, FAS methods have fo-
cused on the data domain-specific improvements, such as
analyzing the effect of input configuration [29, 36] of fea-
ture space manipulation [27, 34], based on the fixed ResNet
backbone. A notable size and performance scale-up of the
architecture is followed by the use of vision transformer
(ViT) [7] pre-trained by large-scale image and text multi-
modal dataset [23] as CLIP visual encoder. Followed by the
initiative attempts [9, 16] using ImageNet-pre-trained ViT
for FAS, adoption of ViT pre-trained as CLIP [22] visual en-
coder reported impressive performance enhancement [26].

In this paper, we investigate the effect of backbone
scale-up in various aspects including depth, channel, and
pre-trained dataset on DG scenario accompanied by the
novel robustness evaluation metrics and show the efficacy
of the ensembling-based method. Beyond previous at-
tempts [14, 21] using the ensembling method for frame-



Sample No. Frame-wise Video-wise
GT Label = 1 Frame 1 Frame 2 Frame 3 Frame 4 Frame 5 Avg. Prob. Prob. Bias Variance
ResNet18 [11] 0.97(1) 0.33(0) 0.52(1) 0.17(0) 0.98(1) 0.59(1) 0.79(1) 0.044 0.40
ViT-B/16 [7] 0(0) 0.55(1) 0.98(1) 0(0) 0.17(0) 0.4(0) 0.34(0) 0.435 0.31

FLIP [26] 0.93(1) 0.98(1) 0.96(1) 0.54(1) 0.82(1) 1.0(1) 0.84(1) 0.025 0.14
ECLIPS 0.99(1) 0.98(1) 0.97(1) 0.88(1) 0.99(1) 1.0(1) 0.96(1) 0.001 0.05

Table 1. Quantitative analysis of prediction variability in frame-by-frame images from commonly used backbone models [7, 11]. The
numerical values within frame-wise indicate the prediction probabilities for each frame, where the numbers in parentheses represent a
decision of spoofing (0) or live (1). In the video-wise results, the average probability (Prob.) of all frames is presented, with the overall
video prediction denoted within the parentheses. Additionally, the results include calculations of bias and variance.

Figure 1. Visualization of images containing a sequence of five
frames extracted from the video within the CASIA [45]. The im-
ages demonstrate a range of facial expressions and pose variations.

skipping [21] and integrating data-domain specific mod-
els [14], the ensemble approach as a pivotal mechanism
for theoretically addressing DG in the FAS, underpinned by
foundational FAS insights and corroborative analyses.

3. Observations
In this section, we initiate our discussion of designing a gen-
eralizable FAS model grounded in observations from FAS
evaluations concerning temporal robustness and the scala-
bility of the prediction. To quantitatively measure the tem-
poral robustness, we introduce the terms Variance and Bias.

3.1. Temporal Robustness

As shown in Figure 1, the provided image shows a sequence
of five frames from a video, labeled as Frame 1 through
Frame 5. Each frame features the same individual, cap-
turing subtle changes in facial expression and pose, which
are critical for evaluating the consistency and robustness of
face anti-spoofing models across different moments in time.
This sequence demonstrates how frame-wise analysis can
reveal variations in the model’s prediction accuracy, thus
emphasizing the importance of a model’s ability to main-
tain stable performance throughout a video sequence. Ta-
ble 1 provides a quantitative analysis corresponding to the
images shown in Figure 1. The figure illustrates sequence
moments within the same video, while Table 1 evaluates the
performance of various models at each respective moment.

The computational expressions for these methodologies
are outlined as follows: Frame-wise probability refers to

the probability score assigned to an individual frame, indi-
cating whether the frame is likely live or a spoof. Frame-
wise prediction is expressed verbally as the average of out-
comes where each outcome is 1 if the probability score of
the frame exceeds a certain threshold and 0 otherwise. This
translates to a binary classification where scores above the
threshold indicate a live frame and scores below indicate a
spoof. Video-wise probability is explained as the average
of the probability scores of all frames within a video being
compared against a threshold to decide the overall nature
of the video. Video-wise Prediction involves making a bi-
nary decision, which is determined as live (1) if the average
probability score of all frames exceeds the threshold and as
spoof (0) if it does not.

Concerning bias and variance within these metrics, they
are defined as follows:
• Bias B(·) is quantified by the mean squared error (MSE)

between the actual labels and the video-wise probability
scores. This measures how accurately the video-wise pre-
dictions reflect the true outcomes.

B(Yi) =
1

N

N∑
i=1

(Yi − Ŷi)
2. (1)

In this formula, N represents the total number of videos,
Yi is the actual label for the ith video (live or spoof),
and Ŷi is the predicted video-wise probability for the ith
video.

• Variance is calculated as the average of the standard de-
viations of the frame-wise probability scores across all
videos. This standard deviation reflects the consistency
of frame-wise probability scores within a video, provid-
ing insights into the model’s reliability across different
frames.

V (Pi) =
1

N

N∑
i=1

σ2(Pi),

σ2(Pi) =
1

Mi

Mi∑
j=1

(Pij − P̄i)
2.

(2)

The Variance V (·) is computed as the mean of the stan-



Method (%) FAS Backbone
Architecture MBParams GFLOPs Size or

Latency
OCI→M OMI→C OCM→I ICM→O

HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑)

ResNet [11]
ResNet18 42.63 2.38 2.51 10.24 96.15 14.72 92.76 17.00 91.72 15.03 92.34
ResNet34 81.19 4.80 3.89 8.57 96.22 11.93 94.51 18.00 91.13 13.11 93.31
ResNet50 89.68 5.40 7.06 10.24 93.97 13.94 93.97 12.95 94.46 13.70 93.70

EfficientNet-V2 [28]
Tiny 47.71 2.50 19.19 11.67 94.24 16.16 92.64 20.45 83.42 16.09 91.84
Small 83.88 3.84 20.47 8.81 95.86 12.71 93.12 22.50 86.46 15.91 92.00
Medium 193.70 8.08 30.87 12.86 94.99 22.50 78.87 14.83 93.48 17.95 90.16

ViT [7]
Tiny/16 20.93 1.41 5.40 11.43 95.68 15.94 91.16 21.90 88.94 16.07 90.82
Small/16 82.36 5.54 5.45 8.57 96.08 14.72 92.77 20.00 85.32 14.44 91.61
Base/16 326.72 22.00 6.31 10.24 96.10 13.94 93.91 21.00 78.32 17.99 89.38

SAFAS [27] ✓
ResNet18 42.63 2.38 2.51 10.24 95.97 12.04 94.28 8.90 96.96 11.40 95.08
ResNet34 81.19 4.80 3.89 8.33 95.94 12.04 94.28 9.05 97.79 10.24 95.99
ResNet50 89.68 5.40 7.06 11.19 95.53 13.38 94.19 10.50 96.31 11.25 95.56

PatchNet [29] ✓
ResNet18 42.63 2.38 7.06 10.24 93.9 16.05 90.05 22.00 88.12 17.22 88.53
ResNet34 81.19 4.80 3.89 11.67 95.13 15.94 89.33 14.05 93.48 17.80 88.90
ResNet50 89.68 5.40 7.06 11.43 95.85 13.38 93.25 19.05 90.03 18.10 88.26

Table 2. Comparative experiment of FAS methodologies for HTER (Half Total Error Rate) and AUC (Area Under the Curve) with respect
to model scale variation. The overall quantitative results show that scaling-up of the model size does not yield substantial improvements in
FAS applications.

dard deviations (denoted by σ) of frame-wise probabil-
ity scores across all videos. Mi denotes the total number
of frames in the ith video, Pij represents the probability
score of the jth frame in the i video, and P̄i) is the mean
of the frame-wise probability scores for the ith video.
This distinction between frame-wise and video-wise

methodologies not only highlights their unique analytical
perspectives but also underlines the complexities involved
in assessing the reliability and precision of video-based live
detection systems. Through the evaluation of bias and vari-
ance, a deeper understanding of the model’s performance
is achieved, allowing for a balance between accuracy and
consistency across various videos and frames.

Table 1 quantitatively illustrates the model’s perfor-
mance in terms of bias and variance across individual
frames within a single video, highlighting the disparity
in frame-wise predictions. For each model, The Frame-
wise section in Table 1 displays the probability scores
(with predicted labels in parentheses) for five representa-
tive frames and the average probability of prediction (Avg.
Prob.) across these frames. The Video-wise section further
quantifies the overall prediction probability (Prob.), bias,
and variance, offering insights into the model’s stability
and generalization capability. Notably, the our proposed
model demonstrates remarkably low variance in frame-wise
predictions, signifying consistent performance across the
video’s duration, which is crucial for reliable face anti-
spoofing in dynamic scenarios.

3.2. Scalability

Although it is generally observed that larger models tend to
exhibit higher performance, there are scenarios where this
does not hold true. Given the datasets commonly used in
the FAS task (OULU [1], CASIA [45], Idiap [4], MSU-
MFSD [35]), characterized by its relatively small scale, it
becomes imperative to validate performance across various

backbone scales. This necessity stems from the nuanced
understanding that while larger models have the potential
to achieve higher accuracies, their effectiveness can be con-
strained by factors such as overfitting, increased computa-
tional requirements, and the curse of dimensionality, espe-
cially in the context of limited data availability. Therefore,
we conducted experiments to validate the performance in
terms of the scalability of various models. As seen in Ta-
ble 2 illustrates the performance variations according to the
scale of models well-utilized in the FAS problem, including
ResNet [11], EfficientNet-V2 [28], and ViT [7], in conjunc-
tion with anti-spoofing applications of contrastive learn-
ing [27] and patch-based learning [29] methods. Through
these results, we confirm that irrespective of the type of
model and learning method, the impact of the model’s scale
on training performance is negligible.

4. ECLIPS

Guided by the overall insights, we propose a temporal
and noise-aware robustness framework called ECLIPS for
cross-domain FAS. The proposed framework is comprised
of two main components: a base learner module and a deci-
sion fusion module, as illustrated in Figure 2. We describe
each component in the following sections.

4.1. Base Learner Module

Compared to datasets used in other vision tasks, commonly
used datasets for face anti-spoofing, such as OULU [1], CA-
SIA [45], Idiap [4], and MSU-MFSD [35], have a notably
smaller scale. This limited data scope can cause models
to overfit, which in turn reduces their ability to generalize
across different domains. Simply increasing the scale of the
model is not an effective alternative when data is scarce.

To address this issue, we employ ensemble techniques
that leverage multiple base learners to capture diverse do-



Figure 2. Architecture of the proposed FAS Model ECLIPS. (a) The ECLIPS model for training utilizes only a Visual Encoder. (b) The
Standard variant is a dual-stream model that integrates textual information with visual features. (c) The ECLIPS, at inference, only utilizes
a Visual Encoder.

main characteristics. Our goal is to assess the effectiveness
of the ensemble approach by comparing models with the
same backbone architecture as base learners, irrespective of
the backbone model used. Ultimately, we determine that
the CLIP [22] is highly effective for use as a base learner.
In the proposed fusion learning, we adopt the CLIP as our
backbone base learner for tackling the FAS challenge.

Despite the constraints posed by the limited FAS training
data, capturing its inherent diversity during the CLIP [22]
training process is crucial for robustness against emerging
attack types. We adopt diverse pre-training strategies for
each base learner at the data and model levels to address
these novel attacks effectively. In the final base learner, we
use the MC dropout [8] technique at the model level to im-
prove the generalization ability.

4.2. Decision Fusion Module

Ensemble learning trains multiple base learners and aggre-
gates their outputs using specific rules. While many ensem-
ble models focus on the architecture and use averaging to
predict outputs, this simplistic averaging often leads to sub-
optimal performance, lacking adaptability to data and sen-
sitivity to biases in base learners. Errors, especially from
overfitting in deep learning architectures, can further exac-
erbate this issue.

To address these challenges, we adopt an approach
where we learn weights for each model, constructing a de-
cision fusion module to aggregate probability values from
each model for the final prediction. By learning these

weights, the fusion module reflects the contributions of each
base learner, promoting diversity while assigning higher
weights to more important models.

Figure 2 illustrates the architecture of the ECLIPS
model, seamlessly integrating a CLIP Visual Encoder and
a Multilayer Perceptron (MLP) with Monte Carlo Dropout
for uncertainty estimation. During training, the CLIP Vi-
sual Encoder processes image inputs, followed by applying
dropout with a probability of 0.5 to the extracted features.
These dropout-applied features are then used for generat-
ing predictions through sampling, iterating this process 10
times to capture uncertainty and combat overfitting. Dur-
ing inference, the process is streamlined for efficiency with-
out compromising robustness, with only 3 samplings per-
formed, ensuring accurate predictions in real-time scenar-
ios.

4.3. Implementation Details

In the preprocessing phase, the Multi-Task Cascaded Con-
volutional Networks (MTCNN) [41] was used to identify
facial bounding boxes. These boxes were then expanded
by a padding of 0.5 to crop the faces. After this step, we
used a total of M = 32 frames each frame from the real
and fake videos into the model. In our architecture, we in-
corporated a feature embedding layer with a dropout layer,
setting the dropout rate at 0.5, and utilized a CLIP Visual
encoder based on the ViT-B/16 as the backbone.

To establish the final logit for a classifier layer, we sam-
ple the logit values and average these samples. For the



Method (%) OCI→M OMI→C OCM→I ICM→O Average
HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑)

MADDG (CVPR’ 19) [24] 17.69 88.06 24.50 87.51 22.19 84.99 27.98 80.02 23.09 85.89
MDDR (CVPR’ 20) [30] 17.02 90.10 19.68 87.43 20.87 86.72 25.02 81.47 20.64 86.43
NAS-FAS (TPAMI’ 20) [38] 16.85 90.42 15.21 92.64 11.63 96.98 13.16 94.18 14.21 93.80
RFMeta (AAAI’20)SAFAS [25] 13.89 93.98 20.27 88.16 17.30 90.48 16.45 91.16 16.97 90.69
D2AM (AAAI’21) [3] 12.70 95.66 20.98 85.58 15.43 91.22 15.27 90.87 16.09 90.58
DRDG(IJCAI ’21) [18] 12.43 95.81 19.05 88.79 15356 91.79 15.63 91.91 15.66 91.82
self-DA (AAAI’ 21) [31] 15.40 91.80 24.50 84.40 15.60 90.10 23.10 84.30 19.65 87.15
ANRL (ACM MM’ 21) [17] 10.83 96.75 17.85 89.26 16.03 91.04 15.67 91.90 15.09 92.23
FGHV (AAAI’ 21) [19] 9.17 96.92 12.47 93.47 16.29 90.11 13.58 93.55 12.87 93.51
SSDG-R (CVPR’ 20) [13] 7.38 97.17 10.44 95.94 11.71 96.59 15.61 91.54 11.28 95.06
SSAN-R (CVPR’ 22) [33] 6.67 98.75 10.00 96.67 8.88 96.79 13.72 93.63 9.80 96.21
PatchNet (CVPR’ 22) [29] 7.10 98.46 11.33 94.58 13.40 95.67 11.82 95.07 10.90 95.19
GDA (ECCV’ 22) [46] 9.20 98.00 12.20 93.00 10.00 96.00 14.40 92.60 11.45 94.65
SA-FAS (CVPR’ 23) [27] 5.95 96.55 8.78 95.37 6.58 97.54 10.00 96.23 7.83 96.17
DIVT-M (WACV’ 23) [16] 2.86 99.14 8.67 96.62 3.71 99.29 13.06 94.04 7.07 97.27
ViT (ECCV’ 22) [12] 1.58 99.68 5.70 98.91 9.25 97.15 7.47 98.42 6.00 98.04
FLIP-MCL (ICCV’ 23) w/ViT-B/16 [26] 4.95 98.11 0.54 99.98 4.25 99.07 2.31 99.63 3.01 99.19
FLIP-MCL (ICCV’ 23) w/ViT-L/14 [26] 4.52 98.40 0.11 99.99 3.45 99.50 1.81 99.63 2.47 99.13
ECLIPS (w/Monte Carlo Dropout) 1.43 99.87 0.78 99.18 1.60 99.16 3.21 99.35 1.76 99.39

Table 3. Quantitative FAS evaluation result below HTER and AUC metrics. Across transfer learning protocols OMIC, it achieved the
lowest average HTER and the highest AUC scores. This suggests a superior efficacy of the OMIC protocol in enhancing the robustness
and reliability of FAS systems against spoofing attempts, underscoring its potential for integration into advanced biometric authentication
frameworks. Denoted in blue, confirming its status as the new state-of-the-art in the field.

training setup, an input size of 224x224 and a batch size of
16 over 100 epochs for the learning. For optimization pur-
poses, the ADAM optimizer is employed, configured with a
learning rate of 1e−6 and a weight decay to 1e−6.

5. Experiments
5.1. Experimental Setup

Dataset and Domain Generalization Protocols We
evaluated the proposed FAS model using both the public
and newly presented FAS datasets. First, followed by the
previous domain generalization (DG) setting, we use for the
public datasets OULU [1] (O), CASIA [45] (C), Idiap [4]
(I), and MSU-MFSD [35] (M) for the evaluation. In the
DG scenario, the training and test set consists of differ-
ent sets of datasets such as the training dataset pairs of O,
C, and I datasets and the test dataset as M, abbreviated as
(OCI→M). In addition to the previous setting, we use pub-
lic FAS datasets: CelebA-Spoof [44] (A) and SiW-Mv2 [10]
(S), to show the tendency the existing DG evaluation, as
(OCIM→A). From the newly introduced setting, we mea-
sure the credibility of the previous DG evaluation by an-
alyzing the correspondence between the two test datasets,
CelebA-Spoof and SiW-Mv2. From this setting, we aim
to show both the superiority of the proposed FAS method
and also the DG representation credibility of the proposed
robustness-aware evaluation metric.

Evaluation Metrics First, following the conventional set-
tings of [26, 27], we evaluate the DG performance using
metrics that have been previously established: Half Total

Error Rate (HTER), Area Under the Receiver Operating
Characteristic Curve (AUC), and True Positive Rate (TPR)
at a fixed False Positive Rate (FPR). Additionally, we assess
the robustness of the FAS method by introducing measures
of Variance and Bias in Section 3.1. These metrics are de-
signed to quantify robustness in terms of temporal stability
and sensitivity to noise.

5.2. Cross-Domain Performance

In this section, we compare the performance of mod-
els using the OCIM benchmark, designed to assess tra-
ditional cross-domain performance. The OCIM bench-
mark experiments, conducted with a leave-one-out proto-
col, include four transfer scenarios denoted as OCI→M,
OMI→C, OCM→I, and ICM→O. In our comprehensive
study, which aims to enhance FAS methodologies, we eval-
uate our model’s performance not only through traditional
metrics like HTER and AUC but also by proposing the in-
clusion of novel generalization metrics such as bias and
variance.

Traditional Evaluation Table 3 presents a refined evalu-
ation of FAS models on the OCIM dataset, demonstrating
superior HTER and AUC metrics. Leveraging the FLIP-
MCL [26] as a baseline, we have developed a model that
not only achieves greater computational efficiency but also
improves performance and generalization. Furthermore, by
incorporating innovative fusion techniques such as Monte
Carlo Dropout, our model gains additional advantages in ro-
bustness and reliability, as evidenced in the reported results.



Method (%) OCI→M OMI→C OCM→I ICM→O Average
Bias (↓) Variance (↓) Bias (↓) Variance (↓) Bias (↓) Variance (↓) Bias (↓) Variance (↓) Bias (↓) Variance (↓)

ResNet18 [11] 0.085 0.081 0.080 0.128 0.094 0.055 0.258 0.127 0.129 0.097
XceptionNet [5] 0.088 0.085 0.076 0.141 0.109 0.114 0.295 0.149 0.142 0.122
EfficientNet-V2/Tiny [28] 0.078 0.093 0.075 0.129 0.085 0.104 0.319 0.146 0.139 0.118
ViT-B/16 [7] 0.084 0.072 0.075 0.126 0.075 0.080 0.131 0.135 0.091 0.103
SA-FAS (CVPR’ 23) [27] 0.071 0.085 0.159 0.131 0.064 0.107 0.231 0.122 0.131 0.111
FLIP-MCL (ICCV’ 23) [26] 0.025 0.064 0.029 0.077 0.054 0.121 0.152 0.143 0.065 0.101
ECLIPS 0.021 0.075 0.028 0.098 0.039 0.076 0.051 0.054 0.034 0.075

Table 4. Comparative Evaluation of ECLIPS against state-of-the-art models across four transfer scenarios on bias and variance metrics.
This table showcases the superior performance of our ECLIPS model, demonstrating the lowest average bias and variance among all tested
models, thereby establishing a new benchmark in the field of FAS.

Method (%) GFLOPs OCIM→A OCIM→S
HTER (↓) AUC (↑) HTER (↓) AUC (↑) Bias (↓) Variance (↑)

ViT-B/16 [7] 22.00 38.64 66.09 44.82 58.12 0.44 0.04
ViT-B/16 (w/Sampling) 66.00 20.46 83.82 29.52 70.23 0.31 0.16
ViT-B/16 (w/Monte Carlo Dropout) 66.00 17.76 89.52 28.92 79.80 0.20 0.16
CLIP-V [22] 11.27 13.05 92.46 30.27 77.51 0.24 0.15
CLIP-V (w/Sampling) 33.81 8.53 95.57 27.57 80.38 0.23 0.15
FLIP-MCL (ICCV’ 23) [26] 103.57 10.73 94.86 28.54 79.49 0.26 0.08
ECLIPS 33.81 8.47 96.16 26.70 81.29 0.18 0.14

Table 5. Evaluation of domain generalization for models trained on OCIM to new datasets. The CelebA-Spoof and SiW-Mv2 datasets
encompass a vast array of spoof types, surpassing the scope of the original OCIM dataset. Notably, CelebA-Spoof comprises data without
accompanying videos, thus excluding Variance and Bias considerations.

Importantly, our research highlights the considerable bene-
fits of using an ensemble of models over a single model ar-
chitecture. This ensemble approach enhances the represen-
tational capacity of our system and increases its resilience
against various spoofing attacks, thereby improving its gen-
eralization across unseen data domains. Ultimately, our
model achieves state-of-the-art performance with fewer pa-
rameters compared to the existing FLIP-MCL Large model.
Our experimental findings underline the advantages of em-
ploying a constellation of smaller backbones over a single
larger one to boost model generalization, aligning with the
paradigm shift suggested by our initial experiments.

Temporal Robustness Evaluation This chapter provides
comparison results for variance and bias, designed to
consider the model’s confidence and temporal robustness.
Table 4 presents a rigorous evaluation of our proposed
ECLIPS model in four transfer scenarios, following the
same methodology as described in Table 3. The results
demonstrate our model’s exemplary performance in terms
of Bias and Variance. Notably, ECLIPS achieves the low-
est average Bias and Varance, outperforming other methods,
including several state-of-the-art (SOTA) models. These
findings underscore the advanced capacity of ECLIPS to
provide consistent and reliable predictions while effectively
managing uncertainties, cementing its position as the new
benchmark in the FAS domain.

5.3. Real-World Use-Case Performance

The CelebA-Spoof dataset, constructed on the foundation of
the CelebA dataset, is specifically designed for large-scale
face recognition and anti-spoofing research, incorporating
a spectrum of spoofing attacks. It encompasses a variety
of imaging conditions, including lighting, pose, expression,
and the presence or absence of makeup, making it a robust
resource for evaluating the generalizability of models. SiW-
Mv2, addresses face spoofing in real-world scenarios, in-
corporating various attack types and conditions indoors and
outdoors. It plays a pivotal role in testing the resilience of
deep learning-based anti-spoofing systems against the intri-
cacies of real-world variability. Leveraging models trained
on the OCIM protocol, testing on the public CelebA-Spoof
dataset, which consists of individual frames sharing the
same identity in a single video, allows for the validation
of HTER and AUC performance metrics.

Referring to Table 5, we demonstrate enhanced perfor-
mance over existing state-of-the-art models on this new
dataset. SiW-Mv2’s sequential frame composition within
single videos enables a comprehensive assessment of not
just HTER and AUC but also Variance and Bias. Models
trained using the OCIM protocol and tested on the public
SiW-Mv2 dataset report superior performance and general-
ization, surpassing that of current state-of-the-art models,
thus advancing the field of FAS technology.



Method (%) OCI→M OMI→C OCM→I ICM→O Average
HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑) HTER (↓) AUC (↑)

ViT-B/16 [7] 10.24 96.10 13.94 93.91 21.00 78.32 17.99 89.38 15.79 89.67
ViT-B/16 (w/Sampling) 7.38 97.60 18.0 90.20 11.6 95.39 23.03 84.91 15.00 91.52
ViT-B/16 (w/Monte Carlo Dropout) 7.14 98.19 14.66 93.53 12.5 93.88 25.46 82.47 14.19 92.76
CLIP-V [22] 7.3 96.71 2.6 98.95 5.0 99.06 4.44 98.83 4.84 98.13
CLIP-V (w/Sampling) 5.4 98.60 1.88 99.20 3.5 99.63 4.04 98.74 3.9 98.79
FLIP-MCL (ICCV’ 23) [26] 4.95 98.11 0.54 99.98 4.25 99.07 2.31 99.63 3.01 99.19
ECLIPS 1.43 99.87 0.78 99.18 1.60 99.16 3.21 99.35 1.76 99.39

Table 6. Ablation studies regarding model ensembling. Compared to the previous method applying a ViT-B/16 backbone, our proposed
ECLIPS achieved significant quantitative improvement. Furthermore, ECLIPS achieved superior performance compared to CLIP CLIP-
based method although we only apply Visual Encoder of the CLIP, different from the other methods.

5.4. Abulation Study

As shown in Table 6, we verify the ensemble effect by utiliz-
ing only the Visual Encoder from CLIP models, confirming
its efficacy in Vision Transformer (ViT)implementations
as well. The CLIP model, known for its superior fea-
ture representation capabilities, forms a part of our en-
semble backbone. Through rigorous evaluation on both a
new benchmark dataset and established datasets, our find-
ings reveal that this ensemble strategy, when combined with
the advanced feature representation of the CLIP backbone,
markedly surpasses existing state-of-the-art methods. Our
model not only excels in traditional performance metrics but
also shines in our newly introduced generalization metrics,
offering a more comprehensive and dependable assessment
of performance across different testing conditions.

5.5. Temporal robustness and Accuracy

Figure 3 illustrates the exceptional capabilities of the
ECLIPS architecture in tackling overfitting, enhancing pre-
dictive performance, and demonstrating remarkable robust-
ness against temporal and noise variations within FAS tasks.
Notably, in the scatter plot comparing ensemble methods
evaluated on OCIM→S, the ECLIPS model is positioned in
the bottom-left quadrant. This positioning not only high-
lights its unparalleled accuracy but also its superior perfor-
mance in terms of variance, showcasing its outstanding gen-
eralization capabilities and robustness in both accuracy and
variance within the FAS domain. However, the results de-
picted in the figure also caution that a favorable bias does
not necessarily correlate with good accuracy. Therefore, it’s
imperative to consider temporal robustness metrics along-
side accuracy for a comprehensive evaluation.

6. Conclusions

In this paper, we conducted a thorough analysis of the FAS
model’scapabilities in detecting presentation attacks, tak-
ing into account dataset characteristics, evaluation metrics,
and design principles. Our investigation revealed signifi-
cant limitations within the existing evaluation framework,

Figure 3. The scatter plot of representative FAS models from
Bias to HTER. Notably, the ECLIPS model is highlighted in the
bottom-left, indicating its superior accuracy and generalization
ability in FAS.

especially regarding the assessment of generalization and
model scalability. To verify and address these challenges,
we utilized a wide range of FAS evaluation datasets reflec-
tive of real-world scenarios and introduced a robustness-
aware evaluation metric designed to more accurately gauge
the FAS model’s generalization capabilities. Based on our
analyses, we revisited and refined the ensemble strategy for
smaller-sized FAS models, achieving state-of-the-art per-
formance through extensive experimentation. Future re-
search could explore the feasibility of analyzing spoof-
ing scenes across diverse scenarios to enhance datasets in
ways that bolster the effectiveness of the proposed ensem-
ble method.
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