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ABSTRACT

Large Language Models (LLMs) are rapidly becoming ubiquitous
both as stand-alone tools and as components of current and future
software systems. To enable usage of LLMs in the high-stake or
safety-critical systems of 2030, they need to undergo rigorous test-
ing. Software Engineering (SE) research on testing Machine Learn-
ing (ML) components and ML-based systems has systematically ex-
plored many topics such as test input generation and robustness.
We believe knowledge about tools, benchmarks, research and prac-
titioner views related to LLM testing needs to be similarly orga-
nized. To this end, we present a taxonomy of LLM testing topics
and conduct preliminary studies of state of the art and practice ap-
proaches to research, open-source tools and benchmarks for LLM
testing, mapping results onto this taxonomy. Our goal is to identify
gaps requiring more research and engineering effort and inspire a
clearer communication between LLM practitioners and the SE re-
search community.
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1 INTRODUCTION

Large Language Models (LLMs) are a type of Machine Learning
(ML) designed to understand and generate human-like text. They
are gaining interest from both researchers and practitioners due
to their outstanding performance in various domains, such as lan-
guage translation and medical text analysis [6]. Given the growing
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usage of LLMs as components in software systems, the question of
how to specify the expected properties of such systems (e.g., cor-
rectness or fairness) and effectively test them becomes very impor-
tant. Given the speed with which LLMs have taken center stage,
successes and gaps in LLM testing approaches and practices have
not yet been systematized in a clear, principled, and comprehen-
sive way, leading to difficulties in applying them in practice [50].

LLMs are a particular type of ML model, and testing of ML mod-
els has been studied extensively in software engineering literature.
Specifically, Zhang et. al [51] proposed a taxonomy of ML testing,
with the following categories: (1) testing workflows (how to test),
e.g., test oracle generation; (2) testing components (where to test),
e.g., data and learning program testing; (3) testing properties (what
to test), e.g., privacy and fairness; and (4) application scenarios, e.g.,
autonomous driving (see Fig. 1).

Our vision. The current research and industrial practices on LLM
testing should be organized through the SE lens, i.e., organizing
existing methods with topics of ML testing in SE. This organiza-
tion should facilitate the identification of gaps and support commu-
nication among stakeholders, including LLM testing researchers,
tool developers, and users. Ultimately, this should contribute to the
safer usage of LLMs in software in high-stake domains by 2030.

To validate our vision, we present a preliminary study of current
research methods, benchmarks, testing tools, and industry prac-
tices for LLM testing, aiming to answer two research questions:
(RQ1:) To what extent do current open-source benchmarks, tools,
and online discussions addressing LLM testing cover research top-
ics in the ML testing taxonomy? (RQ2:) What are the remaining
gaps preventing practitioners from effectively applying LLM test-
ing research?

The rest of this paper is organized as follows:We first extend the
ML testing taxonomy of [51] with LLM-specific research topics and
then identify topics in ML testing not yet addressed by LLM test-
ing (Sec. 2). Using this taxonomy, we then provide a brief survey
of open-source benchmarks and tools (Sec. 3 and 4) and present a
preliminary examination of LLM testing in practice through discus-
sions on Reddit, where practitioners share their experiences with
testing LLMs as well as post and answer questions about testing
(Sec. 5). We summarize our findings and our vision in Sec. 6.

http://arxiv.org/abs/2406.08216v1
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Natural science & engineering
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Legend: ML testing topics, LLM-specific topics, Covered by LLM research

Not relevant for LLMs benchmark strengths open-source tool strengths

Figure 1: Taxonomy of ML testing in SE [51] with additional

LLM-specific topics.

2 LLM TESTING RESEARCH

In this section, we extend our taxonomy with research on LLM
testing in Fig. 1. Due to the recent drastic increase in LLM-based
research, we selected two most recent comprehensive literature
reviews on LLM evaluation [6, 52].

ML Testing Topics Covered by LLM research. Several ML test-
ing topics have been explored by LLM research, shown as blue out-
line in Fig. 1. For testing workflow, LLM-based applications are
commonly evaluated with benchmarks [6], synthetic data, and hu-
man annotations [52] corresponding to test input and oracle gen-
eration. Unlike ML testing, existing work on LLM evaluation has
primarily focused on learning program testing, i.e., testing trained
LLMs, and mostly testing w.r.t. their specific applications [6], e.g.,
natural language processing, reasoning, medical usage, etc. Testing
properties studied by LLM research include robustness, fairness,
and trustworthiness [6]. It has been shown that LLMs can fabricate
false information that sounds plausible, i.e., "hallucinate" [15]. As a
result, correctness testing also checks whether the model outputs
strictly factual information. Several techniques have been devel-
oped for this, including factual consistency tests [19, 20], uncertainty-
based tests [15], and black-box tests [1, 25, 27]. Hallucination is
also a studied failure mode in machine translation, "where trans-
lations are grammatically correct but unrelated to the source sen-
tence" [28, 36]. This definition differs slightly from hallucination
in the context of LLMs, where there is no source sentence and the
truthfulness of the generated text is of principle concern [15].

New Entries: LLM-specific Topics. In addition to “general” ML
testing topics, research in LLM testing has also explored topics spe-
cific to LLMs, shown as blue text in Fig. 1. First, due to the capa-
bilities of LLMs being suitable for a large variety of tasks, LLMs
have been tested for correctness, robustness, fairness, trustworthi-
ness [6]. In addition, LLMs have been deployed in systems for var-
ious other domains including medical and social science, or other
specific applications such as personality tests [4].

Conclusion. Addressing RQ1, our initial review indicates that
several SE testing topics are relevant but have yet to receive suffi-
cient attention in LLM testing research.

Threats to Validity.We looked at only two literature reviews, al-
though they were comprehensive and recent at the time of writing.

3 LLM EVALUATION BENCHMARKS

Research in LLMs has primarily relied on benchmarks for evalua-
tion. Popular LLMs such as GPT-4 and Gemini use multiple bench-
marks to communicate and compare their performance across a
wide range of tasks and domains [33, 40]. In this section, we an-
alyze the OpenCompass GitHub repository [10], a popular collec-
tion of 76 publicly available benchmarks, aiming to identify under-
explored LLM testing topics. OpenCompass was picked as the highest-
starred repository of LLM benchmarks found by searching "llm
evaluation" in GitHub.

BenchmarkCoverage.The studied benchmarks included general
benchmarks, e.g., SQuAD2.0 [35] developed for general language
understanding, specific ones for particular tasks, e.g., CMB [46]
developed for medical applications, and multi-modal benchmarks
for tasks concerning both images and text, e.g., MMBench [22] for
vision language models. 74 out of 76 benchmarks are dedicated
to testing model correctness across different capabilities includ-
ing mathematical reasoning, content summary, and code genera-
tion [10]. The remaining two benchmarks, CrowS-Pairs [30] and
AdvGLUE [44], test model fairness and robustness, respectively.
Certain benchmarks such as SciBench [47], HumanEval [8], and
CMB [46] can be used to assess model relevance to certain ap-
plication scenarios. There were no benchmarks in the collection
dedicated to privacy, security, efficiency, or interpretability. Some
applications, e.g., open-ended chatbots, require that the LLM be
tested on a wide variety of tasks, to see how well it responds. Com-

posite benchmarks in OpenCompass, such as MMBench [22] and
SummEdits [19], are collections of different task-specific bench-
marks, developed to address this challenge. By providing consis-
tent testing harnesses [21, 38], composite benchmarks allow prac-
titioners and researchers to understand an LLM’s model relevance
to open-ended applications.

Conclusion. Our analysis of OpenCompass determined that al-
most all benchmarks are dedicated to testing model correctness
and relevance to certain application domains. Benchmarks for pri-
vacy, security, robustness, efficiency, interpretability, and fairness
do exist outside of OpenCompass [43], thoughmorework is needed
to increase their adoption and coverage. To answer RQ1, bench-
marks alone cover a few topics of the ML testing taxonomy suffi-
ciently.
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Threats to Validity.We have considered only one benchmark col-
lection. It is by far the most popular on GitHub, and therefore rep-
resentative of today’s state of practice for benchmarks dedicated
to LLM testing. OpenCompass focuses on general LLM capabilities,
and as a result benchmarks focused on specific use-cases, such as
CodeXGLUE [24] are not considered.

4 OPEN-SOURCE TESTING TOOLS

Open-source tools give practitioners access to testing techniques
established in research. In this section, we align the functionalities
of open-source tools with topics outlined in our taxonomy (Fig. 1)
to pinpoint gaps in applying LLM testing research in practice.

Tool Selection. Aiming to identify popular open-source testing
tools used by practitioners, we searched for “llm evaluation" on
Github and then ranked the results by the number of GitHub stars,
which indicates practitioner interest and usage. We only consid-
ered repositories with a focus on testing and evaluation, excluding
model zoos, tools for running benchmarks, and other LLM repos-
itories without prominent testing packages. We also limited our
analysis to generic tools for text-in, text-out applications that are
applicable to a variety of LLM deployments, such as summariza-
tion, question-answering, and text generation. The search yielded
eight LLM testing repositories with over 1000 stars and proper doc-
umentation, of which three contained only functionalities imple-
mented by other repositories and thus were excluded. Tbl. 1 lists
the selected five tools and the taxonomy topics (see Fig. 1) they
address.

Strengths of Open-Source Tools. Test oracle identification and
tests for correctnesswere addressed by all tools studied, highlighted
with green in Fig. 1. Test oracles have been a common focus of
many open-source tools, including regular expressions or other
naive string matching functions [7, 34]. Additionally, LLMs or Re-
trieval Augmented Generation (RAG) systems have been used as
test oracles for testing LLMs, i.e., “LLM-as-a-judge" or “GEval" [23].
The focus on test oracles arises from the fact that the input and
output of LLMs consist of unrestricted natural language text. This
transforms the task of identifying the correct output into a natural
language understanding challenge, involving interpreting whether
the output conveys the intended meaning [23]. In terms of cor-
rectness, LLM outputs can be considered incorrect for multiple nu-
anced reasons, based on the requirements of the system. For ex-
ample, since both politeness and factual accuracy are important
for the correctness of a customer service LLM, responses that are
rude but valid, or polite but wrong are considered incorrect. Tests
have been implemented to check that responses contain specific,
factual information and no hallucinations [2, 32, 34, 42]. Addition-
ally, there are tests dedicated to checking abstract writing proper-
ties, such as "concise", "uncontroversial", or "sensitive" [7]. Finally,
there are tests for checking whether the output conforms to a spec-
ified structure and format [7, 34], for example, JSON.

Gaps in Open-Source Tools. Several research topics were not
addressed by any of the studied tools. We denote them by empty
circles in Tbl. 1. Out of them, model relevance has been addressed

by benchmarks (see Sec. 3). None of the surveyed tools have imple-
mented infrastructure to prioritize tests or skip redundant tests, de-
spite the inference of LLMs with millions of parameters being very
expensive. Therefore, test reduction and prioritization for LLMs re-
mains a promising area for future work, both in research and de-
velopment. Additionally, the original training corpora of the LLMs
are often unknown to LLMpractitioners, and presumably immense
in size, posing challenges for data, learning program, and frame-
work testing. Nevertheless, LLM practitioners and researchers can
still debug LLMs with tests and repair bugs with fine-tuning, ei-
ther through an API [31] or locally with custom-built corpora and
learning programs [16, 37]. However, these workflows are not im-
plemented by any tools we studied, and thus are important direc-
tions for future work.

Conclusion. By mapping open-source tools to topics on the tax-
onomy, we discovered that test oracle identification and correct-
ness are well-addressed by open-source tools, even though com-
parisons between different test oracles for different tasks are yet
to be made. Furthermore, most other ML testing topics remain un-
addressed, namely, debugging and repair, test prioritization and
reduction, test adequacy generation, framework testing, learning
program testing, data testing, andmodel relevance. To answerRQ1
andRQ2, open-source tools cover only a small portionof the topics
in the ML testing taxonomy, and this lack of tooling directly pre-
vents practitioners from effectively applying LLM testing research.

Threats to Validity. Our tool survey consists of only five of to-
day’s most popular tools, selected though only one search query
on GitHub, and thus is clearly incomplete. Furthermore, the func-
tionalities of the tools are determined solely based on documenta-
tion, potentially providing limited insights compared to thorough
experimentation and code review.

5 PRACTICE OF LLM TESTING

In this section, we examine how LLM testing is done in practice by
analyzing testing-related discussions on online forums. By compar-
ing discussions with topics from our taxonomy and testing tools,
we identify potential gaps in current testing practices.

Data.We focused on Reddit, which is one of the most popular on-
line forums [12], because its subreddits are issue-oriented forums
widely used and accessible to a broad audience [17]. Specifically,
we selected the subreddit r/LocalLlama because of its singular fo-
cus on LLMs and popularity on the website – since its creation in
March 2023, it has become one of the most popular subreddits on
the forum, ranking among the top five percent in size1. Subreddit
submissions and their corresponding comments (fromMarch 2023
to January 2024) were collected from Academic Torrents [39, 48].
To characterize conversations occurring on the platform, submis-
sions and comments were combined, such that the unit of analysis

1Although the stated objective of this subreddit is to "discuss about Llama, the large
language model created by Meta AI", in practice, posts range from topics such as
technology policy, news, model and code development, to popular LLMs released by
firms such as OpenAI and Anthropic.
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Table 1: Open-source tools covering the different topics of ML testing. Tools analysed in March 2024, with coverage based on

the tool’s official documentation.
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LangChain Evals [7] 79674 Legend:

Giskard [3] 2705 : focus of the tool, 3+ tests or features

promptfoo [34] 2141 : addressed by 1-2 tests or features

TruLens-Eval [42] 1456 : no related functionality in the tool

DeepEval [2] 1416

is a subreddit thread. The final data set consisted of 15,209 submis-
sions and 11,377 comments across the subreddit, which amounted
to 11,344 threads2 (submissions and corresponding comments).

Testing-relatedKeywords.To examine how subreddit users from
diverse backgrounds discuss LLM testing, we first searched the
data for keywords associated with testing software systems [5, 11,
14, 29, 49], machine learning [13, 18, 26, 41], LLMs [45], and the
names of the testing tools in Tbl. 1. These keywords were derived
from the corresponding literature, and thus differ from the taxon-
omy proposed in Fig. 1. Tbl. 3 reports the frequency and percent of
the testing-specific keywords found in the data. Keywords related
to testing appeared in approximately 0.8% of the total threads. Next,
“unit test" (N=38) and notions of “toxicity” (N=29) are the most fre-
quently discussed testing keywords, while other traditional soft-
ware (e.g., “test oracle" (N = 0), “functional test” (N = 0)) and ma-
chine learning (e.g.,“adversarial attack” (N = 5), “adversarial exam-
ple” (N = 0)) testing keywords appeared in less than 0.05% of the
data, if at all. The testing tools in Tbl. 1 similarly proved unpopu-
lar amongst subreddit users and collectively appeared in less than
0.02% of the data.

Analysis ofDiscussions.To better characterize the testing-related
conversations, we conducted semantic thematic analysis [9] for
identifying and analyzing patterns, themes, and insights within
data containing testing-related keywords. The quality of these con-
versations varied across posts and ranged from general discussion
of testing, to particular methods for doing so in practice. We no-
ticed that the former was particularly obvious for “toxicity", which
was frequently mentioned in discussions of toxic or biased model
outputs and performance reports of newly released models. In con-
trast, discussion of unit testing proved more actionable with many
users reporting the tests they personally developed to evaluate
models or those reported in the literature. Despite the relative pop-
ularity of unit testing on the subreddit, there appeared to be a lack
of coherent guidance or steps on how to practically test LLMs. For
example, in response to a post asking “Prompt Engineering Seems
Like Guesswork - How To Evaluate LLM Application Properly?",
some users responded by noting methods such as unit tests, while
others reported processes they independently developed. For ex-
ample, the quote in panel A of Tbl. 2 notes a combinatorial testing
approach with user evaluation. In contrast, panel B highlights a
hierarchical method developed by another user which seemingly
draws from both software engineering (e.g, unit testing and user

2# of threads is greater than # submissions since the threads account for partial con-
versations where the submissions may have been removed from the data.

Table 2: Example Quotes from r/LocalLama.

A. Example of Combinatorial Testing B. Example of a Hierarchical Testing Method

“This is what I did.Write a set of prompts

in the domains I’m interested in, a list of

models, a list of generation presets. Run

all combinations (prompts x models

x presets) of se�ings, then rate out-

puts on a 4-point scale. I’m doing it

the hard way and manually rating out-

puts. Then I can calculate relative scores

for specific domains, models, presets, or

any combination of them, and see what

works best for what....”

“I’ve been working in a similar setup (chatbot

evaluation) for my company and our take is to

consider 3 tiers of evaluations:

• Tier 1: evaluate predicted vs expected

across a reference dataset, using classi-

cal textcomparison metrics... and seman-

tic embedding similarity...

• Tier 2: evaluate prediction against ex-

pected properties (ex: schema compliance,

lack of toxicity, robustness, factuality)...

• Tier 3: Look at user feedback (implicit or

explicit) to see how your model is perform-

ing vis a vis the real user experience...”

acceptance testing) and ML practices (e.g., evaluation on bench-
marks).

Conclusion. The apparent novelty of many of the methods noted
on r/LocalLlama suggests both the utility of SE and ML approaches
to testing LLMs, and potential discrepancies between theory and
practice. In addition to explicitly drawing on methods such as unit
and integration testing to test LLMs, the methods proposed by
users are ad-hoc and experimental. Interestingly, we noticed that
the discussions do not explicitly appeal to SE or ML terminologies.
Thus, thementioned testingmethods differ from both the academic
literature and the testing tools in Tab. 1. Our results show a large
gap between research and practice, which highlights the necessity
for better communication between researchers and practitioners.

Threats to Validity. The analysis of the subreddit, r/LocalLama,
serves as a preliminary examination of user discussions of LLM
testing. Specifically, the search terms used in the analysis were lim-
ited, potentially resulting in the omission of relevant keywords per-
tinent to testing discussions. Additionally, the diverse user group
on the subreddit may not fully represent professionals actively en-
gaged in the testing field, thus impacting the generalizability of the
findings.

6 CONCLUSION AND FUTURE OUTLOOK

In this paper, we proposed a vision for organizing and unifying
efforts on LLM testing from both research and industry practices
through a taxonomy of ML testing in SE. We presented a prelimi-
nary study on current research methods, open-source benchmarks,
testing tools, and online discussions by practitioners.

Our results allow us to answer RQ1: a large portion of LLM test-
ing research is not yet incorporated into publicly available tools
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Table 3: Frequency and Proportion of Keywords in Data.

Testing Approaches Testing Tools

Keyword0 Frequency Percentage1 Keyword Frequency Percentage0

unit test 38 0.33 promptfoo 1 0.01
toxicity 29 0.26 TruLens-Eval 1 0.01

integration test 8 0.07 LangChain Evals 0 0.00
conciseness 6 0.05 Giskard 0 0.00

adversarial train 5 0.04 DeepEval 0 0.00
adversarial attack 5 0.04

0Keywords adversarial example/sample, mutation/functional/metamorphic/property
based/bias test, test oracle and neuron coverage in the Testing Approaches have 0

percentage and thus are omitted.
1Percent of the total number of subreddit threads (N = 11,344).

and benchmarks, leading to future engineering and research direc-
tions. Regarding the answer to RQ2, we noticed that developers
online do not explicitly reference SE or ML testing topics but are
incorporating SE testing techniques into their practices. Although
preliminary, these results showpromising prospects for organizing
existing methods using taxonomies such as the one in Fig. 1, iden-
tifying gaps and future directions, and promoting communication
and collaboration between researchers and industry practitioners.

Our study has many limitations: not only did we analyze only
some benchmarks, tools and online discussion forums, the pace of
change of SE engineering will soon render our March 2024 snap-
shot and conclusions based on it, obsolete. Future work needs to
increase the scope of research publications, tools, benchmarks and
practitioner online discussions (and also interview studies) as well
as make frequent updates to the knowledge gathered. As applica-
tions of LLMs continue to grow, in 2030, the taxonomy of LLM test-
ing should continue to expand, helping to connect research and in-
dustry practices. Structuring tools and benchmarks following this
taxonomy facilitates user access to testing techniques tailored to
their application requirements. Ultimately, we hope our work will
facilitate testing of LLMs in a clear, principled, and comprehensive
way, enabling usage of LLMs in high-stake or safety-critical sys-
tems.
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