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ABSTRACT

Detecting defects and vulnerabilities in the early stage has long
been a challenge in software engineering. Static analysis, a tech-
nique that inspects code without execution, has emerged as a key
strategy to address this challenge. Among recent advancements,
the use of graph-based representations, particularly Code Prop-
erty Graph (CPG), has gained traction due to its comprehensive
depiction of code structure and semantics. Despite the progress,
existing graph-based analysis tools still face performance and scal-
ability issues. The main bottleneck lies in the size and complexity
of CPG, which makes analyzing large codebases inefficient and
memory-consuming. Also, query rules used by the current tools
can be over-specific. Hence, we introduce QVoG, a graph-based
static analysis platform for detecting defects and vulnerabilities. It
employs a compressed CPG representation to maintain a reasonable
graph size, thereby enhancing the overall query efficiency. Based on
the CPG, it also offers a declarative query language to simplify the
queries. Furthermore, it takes a step forward to integrate machine
learning to enhance the generality of vulnerability detection. For
projects consisting of 1,000,000+ lines of code, QVoG can complete
analysis in approximately 15 minutes, as opposed to 19 minutes
with CodeQL.

1 INTRODUCTION

In today’s software engineering, effectively detecting defects or vul-
nerabilities in the early stages of development remains a challenge.
The later they are discovered, the higher the cost of repair [1]. To
address this issue, static analysis has long been a useful technique
[2]. It requires no dynamic information but can provide satisfying
results for possible vulnerabilities in the code.

In recent years, there has been a growing interest in vulnerability
detection using graph queries. The main concept involves using
the Code Property Graph (CPG) to comprehensively represent the
source code [3]. Since vulnerable code often follows specific pat-
terns, the detection process can be translated into graph queries.
Static analysis tools that rely on graph queries typically operate
in two stages: extracting the CPG from the source code and then
executing queries on the graph. Joern ! [3] and cpg 2 [4] are two
examples that make use of CPG for vulnerability detection.
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1.1 Challenges

Although the current detection tools and methods based on graph
query analysis have yielded good results, there are still challenges
that need to be addressed.

e Most of the existing code analysis tools construct the CPG at
the AST level, which results in an extremely huge graph as the
codebase grows. Complex CPG may impact the performance of
the analysis.

¢ Existing query language is complex and difficult to get started.
For example, Joern uses a Scala-based domain-specific query
language®, which may increase the complexity of writing custom
queries for users.

e Analysis for large projects requires more resources and time.
Memory usage is the main resource concern, and machines with
low RAM may be unable to perform large-scale analysis. So, more
attention is needed to the scalability of analysis on large projects.

e Detecting vulnerability via query rules can be over-specific. Such
queries may be accurate but lose generality for similar problems,
hence resulting in false positives or negatives.

1.2 Overall Methodology

To tackle these challenges, we propose a general approach, QVoG,
for detecting defects and vulnerabilities in large software systems
based on graph query analysis. QVoG aims to provide a complete
analysis process from the CPG extraction to the graph query. The
main components consist of CPG extraction and a query engine
that executes vulnerability queries.

More specifically, to reduce the graph complexity in traditional
CPG, we propose a novel structure of CPG with necessary infor-
mation only and much smaller. It uses a single statement node to
replace all its Abstract Syntax Tree (AST) nodes, making the lat-
ter as attributes. This way can reduce the traverse steps for graph
query thus improving the overall performance. With ease of use
in mind, we designed a declarative domain-specific language for
graph queries to make it simpler to write specific query rules. We
have also taken into account language differences when developing
the query engine to ensure seamless support for new programming
languages with minimal effort. For scalability, we incorporate mul-
tiple optimizations throughout the workflow to improve efficiency
on large-scale projects.

3https://docs.joern.io/
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To alleviate the over-specific problem, we utilize machine learn-
ing to achieve a more general detection of vulnerabilities. By train-
ing our models with existing datasets and integrating them with the
query engine, we enhance the generalization ability of vulnerability
queries.

1.3 Evaluation

To measure the efficiency of QVoG, we compare with graph-based
Joern, and non-graph-based CodeQL 4, and run all three tools on
the same datasets with semantically equivalent queries. Based on
this, we make evaluations mainly on the following metrics.

e Query Accuracy — Precision and recall of defect detection on
common CWE vulnerabilities.

o Performance and efficiency — Time and memory cost for CPG
or database (for CodeQL) extraction and query execution.

The results show that QVoG has a reasonable time and memory
cost for analysis on both small and large projects. For a project
with more than 1,500,000 lines of code, QVoG can complete CPG
extraction in approximately 15 minutes compared with 19 minutes
of CodeQL, with memory cost much lower than Joern. As for accu-
racy, we evaluate QVoG on Juliet test suites and it demonstrates
a 90% precision and 95% recall rate on average, surpassing that of
both Joern and CodeQL. Moreover, compared to Joern and CodeQL,
QVoG will be fully open source.

1.4 Contributions

The contributions of this article can be summarized as follows:

e Compressed Code Property Graph Conventional CPG in-
cludes many redundant graph nodes and edges that impact the
performance of the analysis. Hence, we propose a novel structure
of CPG containing all necessary information yet smaller.

e Dedicated Domain Specific Language We design a DSL suit-
able for graph queries with a syntax similar to SQL. It allows
user to write their queries simpler and much easier.

e Language-independent query interface A consistent query
interface could help scale the capability for more programming
languages. Therefore, we introduce a language-independent code
representation with a set of fluent APIs as the foundation of
vulnerability detection.

e Combination of graph query and deep learning We integrate
the logical reasoning of graph query and the learning ability of
deep learning, the ultimate goal is to enhance the generalization
of the pre-defined queries and increase detection accuracy.

e Open-source Tool Different from CodeQL, whose query engine
is close source, and Joern, whose inter-procedure analysis is close
source, QVoG will be made fully open-source.

2 METHODOLOGY

We developed a graph-based static analyzer called QVoG, a general
platform for detecting defects and vulnerabilities. We aim to im-
prove the efficiency of CPG extraction and code query and achieve
an efficient, accurate, and extensible CPG framework.

“https://codeql.github.com/
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2.1 Key Concepts

To fully support the complete analysis workflow, QVoG encom-
passes functions from CPG extraction to query execution. Before
delving into the details of each part, it’s important to introduce
several key concepts.

Code Property Graph. Classic static analysis involves AST, Con-
trol Flow Graph (CFG), Program Dependency Graph (PDG), and
other flow information of the source code. To combine these pieces
of information, CPG was introduced as a novel code representa-
tion [3]. Based on CPG, common types of vulnerabilities can be
detected by performing certain traversals on the graph. To avoid
the redundancy of AST nodes, we compress the structure of CPG to
the statement level with AST information as attributes. This helps
to keep the entire graph at an acceptable size as the project grows.
Besides, we use Data Flow Graph (DFG) instead of PDG to depict
more detailed data dependency.

Domain-Specific Language Design. For tasks in a specific area,
Domain-Specific Language (DSL) can provide users with a simpler
and easier way to interact with the underlying system. [5] Declar-
ative DSL like SQL also hides the concrete implementation from
users, so that they can focus on the query. To achieve a more user-
friendly query interface, we designed a declarative DSL dedicated
to graph queries. Behind the DSL, we use a set of fluent APIs to
support a consistent interface and calling convention. [6]

Query Execution And Optimization. The query will first be writ-
ten in DSL, then a translator will first convert it into our query API,
and eventually into Gremlin Query Language to query data from
the graph database. Database access is expensive, especially as the
graph size increases. Therefore, we introduce parallel computing
and caching during graph query to improve QVoG’s efficiency.

Combination of Query And Machine Learning. The rule-based
query is efficient at detecting known defects, but it suffers from
over-specific issues. In this case, we propose a combination of query
and machine learning to detect more variants of defect patterns.

2.2 Architecture

In this section, we will present the overall architecture of QVoG.
As shown in Figure 1, it involves four modules, each providing a
layer of support for vulnerability detection. More details for each
module will be discussed in the following sections.

QVoG builds CPG for the source code using static analysis tools
for different languages, including Java, Python, C, etc. On top of the
CPG, we designed a DSL for users to write queries for vulnerabil-
ity detection. The design considered the defects and vulnerability
patterns from public datasets like CWE ° and CVE °. During the
execution of queries, we combine the formal constraints of DSL and
probabilistic machine learning prediction to improve the generality
of extracted patterns. Finally, different types of code information
are stored in suitable databases to improve data access efficiency.
Specifically, CPG is stored in a graph database, while function in-
formation and other summarized characteristics are in a relational

Shttps://cwe.mitre.org/
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Figure 1: Architecture of QVoG

database. Moreover, caching is used for temporary results to speed
up the query further.

We divide the analysis process into two decoupled stages — front-
end CPG extraction and back-end query execution. As is shown in
Figure 2, QVoG first extracts CPG and other information from the
source code and stores them in corresponding databases. Then, the
query engine executes the user’s queries on the databases and finally
outputs a vulnerability report. Since the two stages are decoupled,
each stage can be more focused and flexible.
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Figure 2: Workflow of QVoG

2.3 Compressed Code Property Graph

As proposed by Yamaguchi et al. [3], the CPG is a graph-based
representation of source code that captures the structure and se-
mantics of the code. Specifically, CPG is a directed graph where
nodes represent code entities and edges represent the relationships
between them. It combines AST, CFG, PDG, and Call Graph (CG).
AST captures the syntactic structure of the code, while the CFG

and CG capture the control flow structure. PDG captures the con-
trol and data dependency. By combining these four graphs, we can
capture the structure and semantics of the code. CPG can be used
for various static analysis tasks, including vulnerability detection,
code comprehension, and program transformation.

The conventional CPG(Joern) is stored at the level of AST nodes,
which may lead to too many nodes and edges as the code base grows.
Given the following piece of code in Listing 1 as an example. The
graph includes about 100 nodes and 460 edges when using Joern
to extract the complete CPG. Such a high number of nodes and
edges could impact the performance of graph analysis as traversal
overhead increases.

Listing 1: Example C program to extract CPG

1 #include <stdio.h>

2 int main(void) {

3 int a = 2;

4 int b = a * a;

5 if (b > a) {

6 b =b - a;

7 3

8 printf("a + b = %d\n", a + b);
9 return 0;

To alleviate this issue, we propose a compressed CPG that stores
the code at the level of statements. Instead of storing AST nodes
directly in the graph database, we make them attributes of the
statement they belong to. Our CPG can be defined as G = (V, E),
where V is the nodes and E is the edges. V represents a statement
in the source code, its attributes are shown in the following list. It
mainly contains the location and AST structure of the statement.
Other properties such as function call information will also be
included as summary information.

o file: The full path of the file this statement belongs to.

e lineno: The line number of this statement in the file.

e code: The original code of the statement.

e ast: The minimum AST in JSON format.

e call: (optional) Function name if the statement is a function call.

For E, it represents the flow between statements. In our imple-
mentation, we mainly combine CFG, DFG, and CG to build the CPG.
So edges are labeled with the corresponding flow types such as
CFG, DFG, and CG. With statement-level CPG, the code in List-
ing 1 only yields about 10 nodes and 15 edges. By simplifying the
structure of CPG, we can improves the overall efficiency of queries.

While statement-level CPG eliminates most redundancy;, it also
loses some detailed information, especially in DFG. DFG can start
and end from exact variables in AST in a complete CPG repre-
sentation. However, in our compressed CPG, DFG can only reach
statements and therefore cannot accurately determine the actual
data flow when multiple data dependencies are involved. To address
this issue, we annotate the DFG edge with the corresponding data
dependency. Such improvement can help to recognize complex data
dependency and make defect detection more precise.

Moreover, it’s common to have variable aliasing, where multiple
variables point to the same memory location. This adds complexity
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Listing 2: BNF grammar of the DSL

1 Q := from <decl> {, <decl>}

2 [where [not] <predicate> {and|or [not] <predicate>}]
3 select <expr> {, <expr>}

4 <decl> := <type> name | <predicate> name

5 <expr> := <name> | <string>

to data flow analysis because changes to one variable affect all
variables that point to this location. QVoG uses alias analysis to
record variables created through assignments as aliases and embed
the results in DFG. This improves the precision of data flow analysis
and helps us better understand complex program structures.

2.4 Declarative DSL for Graph Query

Declarative DSL focuses on what needs to be done, not how to do
it. Therefore, we design a declarative DSL for graph query that is
specialized for querying the compressed CPG. The query operators
are designed to be simple and intuitive so that users can easily write
queries. The extended Backus—Naur form grammar of the DSL is
shown in Listing 2.

The operators are similar to that of SQL, but the underlying
working mechanism is different. Specifically, the from clause is
used to specify one or more sets of nodes in the graph as query
context. Using decl, users can specify the type of nodes to query.
A predicate can also be used for a more precise context. The where
clause is used to specify one or more predicates to filter the context.
It mainly uses the flow information to check whether a path exists
between the given nodes. It can also filter the nodes with more
predicates. Finally, the select clause is used to specify the nodes
to return in the query result. An example of a DSL program is
shown in Listing 3, which is used to detect simple code injection
vulnerability. It selects the call nodes that call the input function
as source and the exec function and sink. Then, it finds if there is
a taint flow from the source to the sink.

Listing 3: DSL for code injection

from Call a, Call b, TaintFlow flow
where
a.getFunction().equals("input") and
b.getFunction().equals("exec") and
flow.source(a).sink(b).exists ()
select a, b, flow

AN U W N =

2.5 Query Engine

The overall architecture of the query engine is shown in Figure 3.
The query engine is the backend to execute the DSL on the CPG. It
consists of four parts — language-independent code representation,
database adapter, query API, and DSL translator. The query en-
gine first fetches the CPG information from the database. With the
help of the database adapter, the CPG is converted into a language-
independent representation. It shields the differences between pro-
gramming languages to have a consistent query interface. Based
on this, a set of Fluent API is provided to support query operations

on the CPG. Patterns written in DSL are then translated into query
APIs and then executed to query database.
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Figure 3: Query engine architecture

2.5.1 Language-Independent Code Representation. To mask differ-
ences between languages, an intermediate code representation is
often used. It makes the analysis tool more flexible, and scalable for
new programming languages. [4] The language-independent code
representation is designed based on our CPG. The ideas are inspired
by LLVM IR 7 and cpg 8. This representation is used for a unified
AST structure to represent detailed information of statements. A
strong type system is used to ensure well-formatted code structure
and provide interface with combined language features.

2.5.2 Database Adapter. Nevertheless, not all differences between
programming languages, especially AST structures, can be avoided.
For example, the syntax of function calls in C is different from that
in Python, which results in different AST node types and structures.
To address this issue, an adapter is implemented to convert the AST
of different programming languages into the language-independent
code representation defined above. The adapter is designed to be ex-
tensible so that users can easily add support for new programming
languages. Its workflow is shown in Figure 4.

Using the ast property stored in CPG, we can re-construct the
AST and convert it into our language-independent representation.
This conversion happens in the adapter, which is transparent to the

https://llvm.org/
8https://github.com/Fraunhofer- AISEC/cpg
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Listing 4: Query API example for code injection

").where(new ContainsFunctionCall("input")))

.where(q -> g.onTable("b").where(new ContainsFunctionCall("exec")))
.where(TaintFlowPredicate.with().source("a").sink("b").as("flow").exists())

1 QueryDescriptor.open()

2 .from("a", CallExpression.class)
3 .from("b", CallExpression.class)
4 .where(q -> g.onTable("a

5

6

7 .select("a", "b", "flow");

A

% % -0-3

Different CPG Information Language Adapter Consistent

Representation Query API

Figure 4: Database adapter workflow

query engine. So that the query engine can perform the execution
regardless of the underlying programming language.

2.5.3 Query APl And DSL Translator. The user-written DSL will
eventually be translated into Gremlin Query Language (Gremlin) to
traverse the graph database. However, the steps provided by Grem-
lin are for general purposes only and thus not suitable for querying
code properties. Therefore, we add an extra layer between our DSL
and Gremlin to enable complex queries on the code graph. Based
on our CPG structure, we adopt the idea of fluent API to provide a
consistent query interface [6]. It provides a straightforward way to
translate DSL into query API and perform type checking and error
handling in compile-time. Listing 4 is an example of the query API,
translated from the DSL given in Listing 3. Benefiting from the syn-
tax of fluent API, we can translate the DSL quite straightforwardly.

2.6 Machine Learning

To solve the over-specific issues related to DSL-based rules, a ma-
chine learning component is introduced to define more general
query patterns. As the first step, we employ machine learning for
taint analysis, which is the most widely used pattern in defect
detection. The fundamental concept of taint analysis involves des-
ignating certain data as tainted Sources, followed by tracking the
propagation paths of tainted data throughout the program until
they are utilized in sensitive operations, i.e., Sinks.

Specifically, the workflow is depicted in the figure 5. To identify
tainted Sources and vulnerability-prone Sinks, a model (Model;pe)
is trained to classify each line of code. However, straightforward
classification will lead to false positives, as identified sources and
sinks on a control flow may not correspond to the same vulnerability
type. Therefore, a second model (Modelp;r) is trained to verify
whether a given Source-Sink pair matches correctly, refining the
analysis and reducing false alarms. When the query engine operates,
it initially submits the nodes of the CPG to Model; yp, for analysis,
which determines the classification of each node. The engine then

starts from the Source nodes and traverses downstream along the
control and data flows. When encountering a node classified as a
Sink, Modelyq;r is used to check if the Source and Sink match. If
they match, it indicates a potential vulnerability.

Ode,type Sources

Query Engine

Smks

func( )l
Source
Modelpair
func()!
Query Engine

Sink

Figure 5: Workflow of Query Engine Combining Models

We train our models by fine-tuning CodeBERT [7]. The reason
for adopting CodeBERT lies in the distinctive syntax and seman-
tic structure found in code, which is quite different from natural
language and unsuitable for applying traditional natural language
processing models. As CodeBERT is pre-trained on extensive code
datasets, it grasps the specific syntax, structure, and constraints
inherent in code.

Source Sink None

%{,—J

Linear Classifier
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Figure 6: Model;ype architecture



Model;ype Architecture. The architecture of Model ype is shown
in Figure 6. In this diagram, “microsoft/codebert-base” indicates the
pre-trained model, with the [CLS] token summarizing the overall se-
mantics of the code snippet. W to W, represent the tokens obtained
after tokenizing a line of code. The CodeBERT model processes the
[CLS] token and the token list, producing an output vector list, Vj to
Vn. Here, V) captures the comprehensive meaning of the statement.
Passing this vector through a linear layer and taking the maximum
value allows the model to perform trichotomous classification.

Pair Not Pair
Linear Classifier

microsoft/codebert-base

Tokens of
Source Code

Tokens of
Sink Code

Figure 7: Modelpgjr architecture

Modelpqir Architecture. Identifying Sources and Sinks is insuffi-
cient without determining if they form valid pairs. Thus, we train
Modelpqir for this purpose. The architecture of Modelpqir is shown
in Figure 7. Modelpqjr is similar to Model;ype but differs in in-
put format and classification type. In specific, Modelpq;r follows
BERT’s input format, taking token lists representing two lines of
code, separated by [SEP] tokens at the start and end. For classifica-
tion, Modelpqr handles a binary task to determine if a Source and
Sink form a pair, outputting 0 for non-pairing and 1 for pairing.

3 IMPLEMENTATION

In this section, we provide a general overview of how our approach
is implemented. The implementation mainly involves CPG extrac-
tion, a query engine, and flow analysis. Additionally, we have ap-
plied multiple optimization strategies to further enhance the query
performance.

3.1 CPG Extraction

The primary focus of our approach is on extracting CPG informa-
tion. While there are several analysis tools available for different
programming languages, most of these tools only parse the source
code and produce AST. Therefore, we have extended these tools
to extract CPG information. Currently, QVoG supports C, Python,
and Java languages. The analysis tools used for each language are
listed in Table 1.

As the CPG extraction is decoupled, this process can be more
flexible, utilizing various techniques as long as the output CPG for-
mat meets our definition. This flexibility enhances the analysis and
opens the door for potential technological upgrades and functional
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Table 1: Analysis tool used for CPG extraction

Programming Language Analysis Tool Used
C Eclipse CDT ?
Python Scalpel [8]
Java Eclipse JDT 10

extensions in the future. The extracted CPG will then be stored
in a graph database. To ensure maximum portability, we use the
standard interface provided by Apache TinkerPop™ 1! framework.
Based on this, we choose Neo4j 12 as our graph database for its
performance and reliability. [9] Finally, we embed Gremlin as the
graph traversal language to store or retrieve graph information.

3.2 Query Library

One of the advantages of graph-based analysis is that it depicts
structured flow information in code, and we integrate this analysis
into a query library. In this section, we discuss how to utilize the
flow information in CPG to better detect defects and vulnerabilities.

3.2.1 Taxonomy of Defect and Vulnerability. Our in-depth study
of various vulnerabilities has revealed that these issues can be
categorized into two main types. The first type consists of problems
that stem directly from the code itself, often due to incorrect API
usage. This typically requires utilizing information from AST to
directly identify issues through a close examination of the syntax or
API usage. The second type of vulnerability requires identification
through a process known as propagation analysis, which involves
examining how different sections of the code are linked and interact
with each other. When dealing with this type, it’s essential to utilize
the flow information between different statements in the code. We
can achieve this by thoroughly traversing the graph structure and
matching specific patterns to identify potential defects, which is
called flow analysis.

3.22  Flow Analysis. The integrated approach using CFG, DFG, and
CG offers a powerful tool for complex program analysis, particu-
larly in identifying and resolving complex vulnerabilities involving
multiple functions and modules.

Using the common example of tainted data propagation, this
issue often occurs when a program directly executes logic based
on untrusted user input. It involves three key concepts, Source,
Sink, and Barrier (or Sanitizer). Source is the unsafe input, Sink is
the use of it, and Barrier is the validation. If Source can reach Sink
through a path without Barrier, then it indicates that there is an
unsafe use of data. In this case, we first identify possible Sources,
which are typically user inputs such as forms, API requests, client
parameters, etc. Then, we track the data flow of the Sources to find
possible unsafe use of them. After this, we track the control flow
from Source to Sink to see if there exists any Barrier that validates
or closes the unsafe data. This way, we can find potential defects in
the code of this pattern.

3.2.3  Accuracy Improvement. While DFG is useful for tracking data
flows within a program, it may not fully capture the relationships

https://tinkerpop.apache.org/index.html
2https://neo4j.com/
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between global variables when used to pass data across functions.
To overcome the limitations of traditional DFG, we have made some
adjustments to its edges. For each variable, an edge in the DFG is
created from its declaration to its specific location of use. This
design allows us to trace back every variable used in a statement
to its declaration. To detect DFG relationships, we use a backward
propagation method. Initially, we identify the declaration locations
of each involved variable through backward propagation. Then,
by evaluating declaration locations, we determine whether the
operations derive from the same variable. This approach improves
the precision when analyzing variable usages and enhances the
QVoG’s ability to handle complex data relationships.

3.3 Query Optimization

When working on large projects with million lines of code, analyz-
ing performance can be quite challenging. Therefore, optimization
is crucial to ensure reasonable time costs. We primarily utilize
parallel computing and caching to enhance overall performance.
Additionally, we employ bulk operations when accessing databases
to minimize data transfer overhead.

3.3.1 Parallel Optimization. When extracting CPG, analysis for
each source file can be parallelized. This allows for much-improved
performance. We first extract the CFG and DFG from each file in
parallel, and then we extract the cross-file CG. The upsertion to the
database is also multi-threaded and paralleled with CPG computing
to improve I/O throughput.

3.3.2  Bulk Operations. Graph databases, e.g., Neo4j, provide strong
support for transactions and bulk operations. This ensures that con-
current operations do not compromise data consistency and can
enhance overall throughput. Bulk operations allow for combin-
ing the upserting of individual nodes or edges to reduce network
overhead, leading to substantial improvements in performance.

3.3.3 Query Cache. Many defect patterns produce the same inter-
mediate results. For example, a function call is very likely to be the
source of a pattern. Therefore, caching these results can speed up
the following queries for the graph database. When performing
a query, its intermediate results will be stored automatically and
shared with other queries on the same codebase.

3.4 Model Training

By collecting various datasets containing examples of Source and
Sink, we can train the Model;ype and Modelp,;r effectively.

3.4.1 Dataset Generation. To build the dataset required for train-
ing our models, we extensively surveyed various databases, ul-
timately focusing on the GitHub Advisory Database ! and the
sample queries within the QL library of CodeQL 4. Combining
data from these sources, we created a labeled dataset. We remove
indentations to prevent classification errors based on formatting.
Finally, we have gathered more than 900 data entries (Named Ba-
sic Dataset) using a combination of scripting and manual processing.
Each entry contains a CWE identifier, the programming language
utilized, and code snippets representing Source and Sink nodes. The

Bhttps://github.com/advisories
https://github.com/github/codeql

code snippets contain the code segments between Source and Sink
nodes to provide contextual extracts.

For the Model;ype dataset, each data entry consists of a line
of code accompanied by a label (i.e., Source, Sink, or None). We
maintain a data ratio approximately at 1:1:5 (Source to Sink to
None) to ensure balance and enhance model accuracy. Regarding
the Modelpqir dataset, each data entry includes a line of Source, a
line of Sink, and a corresponding label (i.e., true or false). The data
ratio is approximately 1:4 (true to false) to balance the dataset and
improve the model’s effectiveness in identifying correctly paired
Source-Sink relationships.

3.4.2  Training Settings. In the selection of the model optimizer, we
employed the AdamW optimizer, setting the learning rate to a com-
monly used value of 107> and epsilon to 1078. Such configuration
facilitated faster model convergence and yielded favorable training
outcomes.

Initially, we attempted to employ the CodeBERT model directly
without fine-tuning for classification (i.e., pre-training). However,
the results were suboptimal, so we proceeded to fine-tune the Code-
BERT model using our datasets (i.e., post-training). During post-
training, we split the dataset into an 80% training portion and a 20%
test portion. For the three-class classification task of Model;ype, we
assess the performance using accuracy and the Kappa score, which
are indicative of model reliability and agreement beyond chance.
On the other hand, for the binary classification task in Modelpgir,
we rely on the accuracy and the F1 score, with the latter being par-
ticularly sensitive to the balance of true positive and true negative
predictions.

3.4.3 Model Server Interface. To enable the query engine to lever-
age the trained models while maintaining low coupling, we deploy
the models on a server, where we create a Web API using the Flask
framework 1°. This design allows the query engine to interact with
the models simply by invoking API calls.

4 EVALUATION

To demonstrate the effectiveness of our approach, we conducted
evaluations in comparison with Joern and CodeQL to answer the
following research questions.

e RQ1: What is the effectiveness of QVoG comparing to existing
tools?

o RQ2: Is the declarative DSL easy to use?

e RQ3: What is the efficiency of CPG extraction?

e RQ4: Can machine learning alleviate the issues caused by over-
specific rules?

All experiments were conducted on a Windows PC with a 2.6GHz
Intel Core i7-9570H CPU and 16 GB of memory. Due to the envi-
ronment incompatibility, we use the host Windows machine to run
QVoG, a VMware virtual machine (Ubuntu 20.04 with 4 CPUs and
10GB of memory) to run Joern (2.0.161). For CodeQL (2.17.2), we
run it on both the host machine and WSL (Ubuntu 18.04).

Dhttps://flask.palletsprojects.com/


https://github.com/advisories
https://github.com/github/codeql
https://flask.palletsprojects.com/

Zhengyao Liu, Xitong Zhong, Xingjing Deng, Shuo Hong, Xiang Gao, and Hailong Sun

Table 2: Verification on Juliet test suites

CWE TypeTOOI Name QVoG Joern CodeQL
CWE-401 92.50%/66.07% (61.53%/100%)  77.08%/66.07%  96.96%/57.14% (92%/41.07%)
CWE-415 85.36%/92.10% 100.00%/13.15% 100.00%/23.68%
CWE-416 97.43%/100.00% 91.67%/57.89% 0.00%/0.00%

4.1 RQ1: What is the effectiveness of QVoG
comparing to existing tools?

To evaluate the results of the query library mentioned in section 3.2,
we used the widely recognized Juliet test suites '° to thoroughly
assess QVoG. This test suite contains test cases in various program-
ming languages and is designed to evaluate the effectiveness of
static analysis tools in identifying different security vulnerabilities.
Focusing on C language, we conducted a detailed analysis of three
common types of defects as listed below.

o CWE-401 Memory Leak The program fails to properly release
allocated memory, leading to continuous memory consumption
during its execution.

e CWE-415 Double Free The program attempts to free the same
memory block twice, which can lead to program crashes or secu-
rity vulnerabilities.

o CWE-416 Use After Free The program continues to use a mem-
ory block after it has been freed, which can result in unpredictable
behavior or program crashes.

We compared QVoG with Joern and CodeQL, and the results
are shown in Table 2. The data in the table is in the form of Preci-
sion/Recall Rate, which can be defined as follows.

. Positives
Precision = — — X 100%
Positives + False Positives
Positives
Recall Rate = X 100%

Total Vulnerabilities

Note that, for QVoG and CodeQL, we report two sets of results,
representing “must” and “maybe” results respectively. The “must”
only reports detected bugs with high confidence, while the “maybe”
reports all the detected results. Since Joern’s query library currently
does not include queries for CWE-401 and CWE-415. Therefore, we
write these queries by ourselves.

For CWE-401, QVoG produces the 100% recall on the “maybe” set-
ting, outperforming all other tools. While CodeQL has the highest
precision (96.96%), it misses almost half the defects.

For CWE-415, we are still doing well in terms of recall rate
(92.10%) while the highest percent of other tools is 23.68%, but their
accuracy reaches 100% which is a little higher than ours. At last for
CWE-416, we perform well both in terms of accuracy(97.43%) and
recall rate (100%), significantly higher than the others.

In summary, we believe QVoG achieves better results on preci-
sion and recall rate on Juliet test suites compared with the other
tools. The main reason that our tool outperforms is the precise
control flow and the ability to analyze data flow especially across
functions and files.

18https://samate.nist.gov/SARD/test-suites/112

Table 3: DSL average line count on common CWE

CWE TypeTOOI Name QVoG Joern CodeQL
CWE-401 17 11 80
CWE-415 16 12 37
CWE-416 16 21 142

AVG 16.3 14.7 86.3

4.2 RQ2:Is the declarative DSL easy to use?

In QVoG, we implemented DSL by building the Fluent API using
Java, as mentioned in section 2.1. To highlight the project’s ease of
use benefits, we compare the DSL used for the CWEs described in
section 4.1.

We use existing queries of Joern 17 and CodeQL 18 and write new
queries for QVoG. After removing blanks, comments, and imports,
we compared the line counts for these DSL queries of each tool, and
the result is shown in Table 3. On average, QVoG implements query
rules using 16.3 lines of code, comparing 14.7 of Joern and 86.3 of
CodeQL. The statistics indicate that our DSL is much simpler and
more concise compared to CodeQL and slightly more verbose than
Joern. However, compared to the high dependency on scripting
language (Scala) of Joern, our declarative DSL is more user-friendly
and much easier to write.

4.3 RQ3: What is the efficiency of CPG
extraction?

As the scale of the project increases, it becomes more difficult to
analyze the source code. Since queries can be continuously opti-
mized through caching, we only focus on the performance of CPG
extraction. By converting C/C++ code to the granularity of state-
ment level, QVoG has a clear advantage over Joern in memory
consumption. To adequately evaluate complex projects, we selected
projects with line numbers from 10,000 to more than 1,500,000. We
run QVoG, Joern, and CodeQL on these projects respectively five
times and measure the average time and memory cost of each one.
The result is shown in Table 4.

From the statistics, we can see that QVoG approximately main-
tains a log increase in time complexity as the volume of code grows,
which demonstrates good scalability. Compared with other tools,
QVoG has shown a commendable performance on both small-scale

https://queries.joern.io/
8https://github.com/github/codeql/blob/main/cpp/ql/src/Criticall
https://github.com/kuba--/zip
Dhttps://github.com/django/django/releases/tag/3.0.2
Hhittps://github.com/redis/redis/releases/tag/7.2.4
Zhttps://www.sqlite.org/2024/sqlite-amalgamation-3450300.zip
Bhttps://www.postgresql.org/ftp/source/v16.2/
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Table 4: Time and Memory cost on projects of different scales

Project/L OEOOI Name QVoG Joern CodeQL
zip? 10,000+ 15s/160MB 15s/300MB 6m30s/200MB
Django?® 100,000+ 1m10s/200MB  1min10s/2400MB 1min30s/520MB
Redis?! 150,000+ 7min20s/2200MB  2min/2600MB  3min40 (WSL)/660MB
SQLite?? 300,000+ 12min20s/780MB  1min25s/2300MB 7min/880MB
PostgreSQL?3 1,500,000+ | 15min/5200MB 7min/6250MB  19min (WSL)/1200MB

projects and extremely complex large projects. In terms of mem-
ory consumption, QVoG outperforms Joern, and in projects that
are easier to build, i.e. require fewer cross-file analyses, we also
outperform CodeQL.

For small-scale projects, our tool only takes 10 to 15 seconds as
fast as Joern, outperforming CodeQL (6min30s). Besides, we have
the lowest memory cost (160MB). By the way, in the first project
with over 10,000 lines of code in Table 4, the number of nodes in
CPG of Joern reaches over 52,000 and the number of edges reaches
over 472,000, both almost ten times that of our tool.

For extremely complex large projects, QVoG outperforms Joern
in terms of memory consumption (almost 1G less) and outperforms
CodeQL in terms of time consumption.

However, QVoG underperforms when the project contains ex-
tremely large source files. For example, the source code for SQLite
we used is the amalgamated version recommended by the official
which consists of only four files. In this case, the efficiency of QVoG
is affected as we don’t yet support intra-file paralleling.

4.4 RQ4: Can machine learning alleviate the
issues caused by over-specific rules?

To address the issue of over-specific query rules, we trained two
models to intelligently identify Sources and Sinks. The training
results are as follows.

Table 5: Model; yp, training result

Training Set Size Test Set Size

7328 1832
Pre-Training Acc. Post-Training Acc.
26% 92%

Pre Kappa Score Post Kappa Score
0.004 0.89

The results for Model;ype are shown in Table 5. From the result,
we can see a significant increase in accuracy of the Model;pe from
26% to 92%, along with a Kappa coefficient of 0.89. It demonstrates
the excellence of the training results, and the high Kappa value
indicates a very strong agreement between the predicted and actual
classifications.

Table 6: Modelpgjr training result

Training Set Size Test Set Size

3748 937
Pre-Training Acc. Post-Training Acc.
20% 92%

Pre F1 Score. Post F1 Score.
0.31 0.84

The results for Modelpq;r are shown in Table 6. The positive sam-
ples for the Modelp iy are derived from existing pairs of Source and
Sink nodes. Negative samples are generated by randomly selecting
two non-matching nodes for each Source/Sink. We can find that
the accuracy has improved dramatically from an untrained 20% to
92%, with an F1 score reaching 0.84. This demonstrates the model’s
strong classification capability, effectively discerning whether a
given Source and Sink are paired.

We further adopted a case study approach to test the model’s
capability to resolve existing issues. We examined a vulnerability,
CVE-2023-50447, which affects the Pillow-10.1.0 project, specifi-
cally in the src/PIL/ImageMath.py file within the eval() func-
tion. This vulnerability allows an attacker to pass specific environ-
mental parameters to PIL.ImageMath.eval(), enabling arbitrary
code execution.

We applied machine learning module of QVoG to scan Pillow-
10.1.0, which successfully identified CVE-2023-50447. To bench-
mark against other tools, we also employed Joern and CodeQL to
detect the same issue. CodeQL, in this case, failed to identify the
vulnerability, whereas Joern requires a tailored query to uncover it.
However, crafting the appropriate query before the vulnerability’s
disclosure is inherently challenging. This indicates the machine
learning component help generalize the detection rule and find the
defect variants. However, it also flagged some additional vulnerabil-
ities that were of no vulnerability issue. Addressing and reducing
these false positives is a key priority in our upcoming work.

5 RELATED WORKS

In this section, we discuss the common static analysis approaches
with a focus on graph-based analysis and machine learning.

5.1 Static Analysis

Traditional static code analysis techniques have evolved to include
methods based on code similarity, symbolic execution, and rule-
based detection.

Detection based on code similarity finds vulnerabilities in code
by comparing it with known defective code. Early research only



includes lexical analysis of source code which lacks a deeper under-
standing of the syntax. Scandariato et al. [10] extracted terms and
frequencies from source code to predict vulnerabilities in software
components. Yamaguchi et al. [11] use API sequence to represent
code behavior to find possible defects. To have a better understand-
ing of the semantics of the code, researchers began to use advanced
representations like trees and graphs. For instance, SecureSync
[12] employs AST and GrouMiner [13] uses CFG for vulnerability
detection.

Symbolic execution finds potential security vulnerabilities by
systematically traversing and analyzing the execution paths of
programs. For example, Liang et al. [14] analyzed the source code
based on LLVM and used symbolic execution to detect program
defects. The method based on symbolic execution can determine the
trigger of the vulnerability, but it also suffers from high overhead
and may lead to path explosion.

Rule-based approaches use a set of pre-defined patterns to iden-
tify vulnerabilities, which are often extracted from known defects.
This approach is good at detecting well-defined vulnerabilities but
may miss more general problems and produce false positives. [15]

5.2 Graph-based Analysis

With the continuous development of code defect detection, the
graph has been regarded as a more expressive representation. In
this way, defect detection and analysis could be done by performing
traversals on graphs.

Firstly, researchers proposed a vulnerability detection method
based on the AST [16]. By analyzing the AST, this method enables
known vulnerabilities to be broken down into code with similar
structure characteristics. This approach was evaluated in four pop-
ular open-source projects and successfully found zero-day vulnera-
bilities. Later on, analysis based on Control Flow Graph [17] and
Program Dependency Graph [18] emerged to better utilize flow
information within code. By combining graphs, Yamaguchi et al. [3]
proposed a novel representation of Code Property Graph. It consists
of AST, CPG, and PDG thus providing more detailed information
of the program. For the industry scenario, Joern and CodeQL are
two renowned examples. Joern uses an in-memory graph database
to store CPG information while CodeQL uses a relational database.
Users can use the DSL provided by each tool to scan the codebase
for vulnerabilities. Although analysis based on graph analysis has
made great progress in recent years, it still struggles with scalability
and can produce many false positives and negatives.

5.3 Deep Learning-based Analysis

Deep learning has seen rapid development in code detection, with
models like CNN, RNN, LSTM, Transformer, and GNN being applied.
Using deep learning, Fu et al. [19] designed a binary classification
task based on Transformer to identify the lines of vulnerabilities
through attention score. Later, Fu et al. [20] also proposed a hierar-
chical neural Transformer network to distill vulnerability knowl-
edge. In addition, Wang et al. [21] proposed an end-to-end code
inspection framework combining NLP and CPG. It made signif-
icant improvements in precision, and recall rate compared with
traditional approaches.
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6 CONCLUSION

Static analysis can help detect defects and vulnerabilities in the
early stages of software development. Code Property Graph, as a
novel representation of source code, enables vulnerability detec-
tion via graph queries. In this paper, we introduced QVoG as a
general approach for defect and vulnerability detection. It performs
analysis based on a compressed CPG to eliminate redundancy and
improve query efficiency. To fully support vulnerability queries, we
also designed a declarative DSL along with a set of query libraries.
Furthermore, we integrated machine learning to tackle the over-
fitting problem of specific vulnerability patterns. Compared with
existing renowned tools Joern and CodeQL, QVoG shows satisfying
performance on CPG extraction. For common CWE vulnerabili-
ties, our tool has a higher precision and recall rate on average and
demonstrates a better generalization ability with machine learning.

REFERENCES

[1] J. Zheng, L. Williams, N. Nagappan, W. Snipes, J.P. Hudepohl, and M.A. Vouk.
On the value of static analysis for fault detection in software. IEEE Transactions
on Software Engineering, 32(4):240-253, April 2006.

[2] Par Emanuelsson and Ulf Nilsson. A comparative study of industrial static
analysis tools. Electronic Notes in Theoretical Computer Science, 217:5-21, July
2008.

[3] Fabian Yamaguchi, Nico Golde, Daniel Arp, and Konrad Rieck. Modeling and
discovering vulnerabilities with code property graphs. In 2014 IEEE Symposium
on Security and Privacy. IEEE, May 2014.

[4] Konrad Weiss and Christian Banse. A language-independent analysis platform
for source code. March 2022.

[5] Gabor Karsai, Holger Krahn, Claas Pinkernell, Bernhard Rumpe, Martin Schindler,
and Steven Volkel. Design guidelines for domain specific languages. September
2014.

[6] OriRoth and Yossi Gil. Fluent apis in functional languages (full version). Pro-
ceedings of the ACM on Programming Languages, 7(OOPSLA1):876-901, April
2023.

[7] Zhangyin Feng, Daya Guo, Duyu Tang, Nan Duan, Xiaocheng Feng, Ming Gong,
Linjun Shou, Bing Qin, Ting Liu, Daxin Jiang, and Ming Zhou. Codebert: A
pre-trained model for programming and natural languages. February 2020.

[8] Li Li, Jiawei Wang, and Haowei Quan. Scalpel: The python static analysis
framework. February 2022.

[9] Rahmatian Jayanty Sholichah, Mahmud Imrona, and Andry Alamsyah. Per-
formance analysis of neo4j and mysql databases using public policies decision
making data. In 2020 7th International Conference on Information Technology,
Computer, and Electrical Engineering (ICITACEE). IEEE, September 2020.

[10] Riccardo Scandariato, James Walden, Aram Hovsepyan, and Wouter Joosen.
Predicting vulnerable software components via text mining. IEEE Transactions
on Software Engineering, 40(10):993-1006, October 2014.

[11] Fabian Yamaguchi, Felix "FX" Lindner, and Konrad Rieck. Vulnerability extrapola-
tion: Assisted discovery of vulnerabilities using machine learning. In 5th USENIX
Workshop on Offensive Technologies (WOOT 11), San Francisco, CA, August 2011.
USENIX Association.

[12] Nam H. Pham, Tung Thanh Nguyen, Hoan Anh Nguyen, and Tien N. Nguyen.
Detection of recurring software vulnerabilities. In Proceedings of the IEEE/ACM
international conference on Automated software engineering, ASE10. ACM, Sep-
tember 2010.

[13] Tung Thanh Nguyen, Hoan Anh Nguyen, Nam H. Pham, Jafar M. Al-Kofahi,
and Tien N. Nguyen. Graph-based mining of multiple object usage patterns. In
Proceedings of the 7th joint meeting of the European software engineering conference
and the ACM SIGSOFT symposium on The foundations of software engineering,
ESEC/FSE09. ACM, August 2009.

[14] Hongliang Liang, Lei Wang, Dongyang Wu, and Jiuyun Xu. Mlsa: A static bugs
analysis tool based on llvm ir. In 2016 17th IEEE/ACIS International Conference on
Software Engineering, Artificial Intelligence, Networking and Parallel/Distributed
Computing (SNPD). IEEE, May 2016.

[15] Octavian Udrea, Cristian Lumezanu, and Jeffrey S. Foster. Rule-based static
analysis of network protocol implementations. Information and Computation,
206(2-4):130-157, February 2008.

[16] Fabian Yamaguchi, Markus Lottmann, and Konrad Rieck. Generalized vulnera-
bility extrapolation using abstract syntax trees. In Proceedings of the 28th Annual
Computer Security Applications Conference, ACSAC *12. ACM, December 2012.

[17] Vincent Hendryanto Halim and Yudistira Dwi Wardhana Asnar. Static code
analyzer for detecting web application vulnerability using control flow graphs.



Scalable Defect Detection via Traversal on Code Graph

In 2019 International Conference on Data and Software Engineering (ICoDSE). IEEE,
November 2019.

[18] Jeanne Ferrante, Karl J. Ottenstein, and Joe D. Warren. The program dependence

[19]

graph and its use in optimization. ACM Transactions on Programming Languages
and Systems, 9(3):319-349, July 1987.

Michael Fu and Chakkrit Tantithamthavorn. Linevul: a transformer-based line-
level vulnerability prediction. In Proceedings of the 19th International Conference
on Mining Software Repositories, MSR °22. ACM, May 2022.

[20]

[21]

Michael Fu, Van Nguyen, Chakkrit Kla Tantithamthavorn, Trung Le, and Dinh
Phung. Vulexplainer: A transformer-based hierarchical distillation for explaining
vulnerability types. IEEE Transactions on Software Engineering, 49(10):4550-4565,
October 2023.

Wang Xiaomeng, Zhang Tao, Wu Runpu, Xin Wei, and Hou Changyu. Cpgva:
Code property graph based vulnerability analysis by deep learning. In 2018
10th International Conference on Advanced Infocomm Technology (ICAIT). IEEE,
August 2018.



	Abstract
	1 Introduction
	1.1 Challenges
	1.2 Overall Methodology
	1.3 Evaluation
	1.4 Contributions

	2 Methodology
	2.1 Key Concepts
	2.2 Architecture
	2.3 Compressed Code Property Graph
	2.4 Declarative DSL for Graph Query
	2.5 Query Engine
	2.6 Machine Learning

	3 Implementation
	3.1 CPG Extraction
	3.2 Query Library
	3.3 Query Optimization
	3.4 Model Training

	4 Evaluation
	4.1 RQ1: What is the effectiveness of QVoG comparing to existing tools?
	4.2 RQ2: Is the declarative DSL easy to use?
	4.3 RQ3: What is the efficiency of CPG extraction?
	4.4 RQ4: Can machine learning alleviate the issues caused by over-specific rules?

	5 Related Works
	5.1 Static Analysis
	5.2 Graph-based Analysis
	5.3 Deep Learning-based Analysis

	6 Conclusion
	References

