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Abstract— The use of Al in public spaces continually raises
concerns about privacy and the protection of sensitive data. An
example is the deployment of detection and recognition methods
on humans, where images are provided by surveillance cameras.
This results in the acquisition of great amounts of sensitive data,
since the capture and transmission of images taken by such
cameras happens unaltered, for them to be received by a server
on the network. However, many applications do not explicitly
require the identity of a given person in a scene; An anonymized
representation containing information of the person’s position
while preserving the context of them in the scene suffices.
We show how using a customized loss function on region of
interests (ROI) can achieve sufficient anonymization such that
human faces become unrecognizable while persons are kept
detectable, by training an end-to-end optimized autoencoder
for learned image compression that utilizes the flexibility of
the learned analysis and reconstruction transforms for the task
of mutating parts of the compression result. This approach
enables compression and anonymization in one step on the cap-
ture device, instead of transmitting sensitive, nonanonymized
data over the network. Additionally, we evaluate how this
anonymization impacts the average precision of pre-trained
foundation models on detecting faces (MTCNN) and humans
(YOLOVS8) in comparison to non-ANN based methods, while
considering compression rate and latency.

I. INTRODUCTION

TILIZING cameras to obtain visual information of a
U given scene is a fundamental part of remote sensing
and at the core of many applications. Digital twin generation
of a scene is one of these applications. In this task, image
data of many cameras can be used to digitally replicate
a 3D scene with its spatial and semantic information. An
emerging use case for digital twin generation are industry
applications, where a manufacturing site or warehouse is
monitored by such cameras. With a digital twin of such a
site, mobile robots may be added to the industry process
much easier, since task and route planning is aided by an
accurate digital twin. Shown in Fig. 1, this generation of
semantic information becomes even more important as soon
as humans join the action space of those mobile robots, as
robots then need to adapt to the actions of humans, which
requires the detection of both positions and actions of them
in the scene.
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Fig. 1: Depiction of example usage application: collision
avoidance system with humans in the action space of mobile
robots. Cameras use our method to anonymize and compress
images of the scene, for a server to first decode the data
and then to further process it by detecting the position of
individuals (yellow bounding boxes) while their biometric
information is obfuscated (boxes on faces) by the compres-
sion / decompression process. Robots rely on the detected
positions plan their path in the shared space.

To generate an accurate digital twin, multiple viewpoints
of the scene are necessary to reduce occlusions. This yields a
requirement for many cameras, that then transmit their image
data to a processing server. As it turns out, many cameras
sharing a network to send their high-resolution image data
quickly reach the bandwidth limit of that network, yielding
a requirement of some form of image or video compression.
This pre-processing before transmission requires computa-
tional resources present on the camera, turning it into an
edge-computing device.

Since these edge-devices now share a network, we must



consider the security implications that come with this ap-
proach. The transmitted image data contains potentially sen-
sitive information, especially in public environments. Even
a network that is considered trusted bears a chance that
an attacker may recover the data that is transmitted over
it. Implementations of such an approach must ensure that
sensitive data is kept private.

When image data is collected in public spaces, privacy
is not the only consideration to make, as the continuous
recording and tracking of individuals records biometric infor-
mation that is not necessary for a task like location and action
detection. This yields an additional requirement of sufficient
anonymization of the data. In fact, this matter has reached
as high a level as the European Parliament: the so-called
Artificial Intelligence Act as proposed in 2021 puts “real-time
remote biometric identification systems in publicly accessible
spaces” in the category of “prohibited AI practices”, the
highest prohibition category [1].

However, edge-side anonymization requires edge de-
vices to have the computational resources to both employ
anonymization and compression as seperate tasks. Current
ANN-based anonymization techniques have not been devel-
oped with the aspect of platform constraints in mind; That is:
edge devices like those that we use for this research cannot
run state of the art anonymization models since their weights
do not fit into device memory. As an example, similar
approaches like that of Yang et al. [2] and More et al. [3] use
graphics cards with 11GB of memory for their experiments,
while we manage to reduce this requirement down to 4GB
of a Jetson Nano. Furthermore, edge devices may not come
with hardware implementations of the employed codecs,
adding to the latency of ANN anonymization. Ideally, the
computational load of edge-side anonymization is shifted
towards the server-side, while there is no need in trusting
a vulnerable communication channel.

To address this issue, we propose a learned image com-
pression method that anonymizes human faces in the image.
Our learned method employs a convolutional autoencoder
that uses a generalized ROI loss function during training.
By using a symmetric autoencoder, the computational com-
plexity of anonymization is effectively split between the
edge- and server-side. Since the analysis transformation into
a latent space compresses the input data, we obtain an
image codec that depends on both model architecture and
the individual weights. This adds two unknown variables to
an attacker without hardware access. Our approach utilizes
the flexibility provided by the parameter sets of the analysis
and synthesis transforms to inhibit the reconstruction of
human faces while reconstructing other parts. This way, the
extraction of information using other algorithms or neural
networks trained on raw image input remains feasible. Since
lossy image compression will inevitably cause a loss of
precision of detection methods, we evaluate this deviation by
comparing the results of the YOLO [4], [5] object detection
approach on the validation dataset of CrowdHuman [6], by
first compressing the image and then feeding it through the
detection network. The bounding boxes of persons returned
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Fig. 2: Results of our anonymizing image compression using
a region-of-interest loss based on bounding boxes. MTCNN
(face) and YOLOvS8 (human) detections are annotated in cyan
and yellow, respectively. Compression rates are given in bits
per pixel. (a): original. (b): our method, no face detections,
persons in foreground stay detected. (c): AV1 (libaom) at
similar bitrate, all four faces detected. (d): JPEG at similar
bitrate, one face detection, and no human detections.

are then compared to the ground truth using the the average
precision (AP) metric of the Pascal VOC Challenge [7], [8].
Using the same method, we show how our approach leaves
faces undetectable, by using bounding-box outputs of the
MTCNN face detection network [9]. To set these results
into context, we compute the AP of JPEG [10] and AV1
[11] at similar compression ratios, while also comparing
compression latency and rate, as exemplified in Fig. 2.

The main contributions of this paper are:

1) the combination of a novel ROI-loss function that only
operates on bounding boxes and learned compression
to achieve a anonymizing compression result,

2) the evaluation of the change of precision of YOLO and
MTCNN caused by anonymization / image compres-
sion, and

3) the comparison of compression latency between our
approach and JPEG/AV1, on two different systems.

II. RELATED WORK

Classical image compression is a well-studied field of
computer science. Algorithms like JPEG [10] and AV1 [11]
rely on hand-crafted algorithms to reduce the entropy of the
encoded representation. Recent research shows that learned
image compression outperforms non-learned methods in dis-
tortion metrics like PSNR and MS-SSIM. [12]



A. Rate-distortion optimized compression

One of the first competitive learned approaches was intro-
duced by Ballé ef al. in 2017 [13]. It uses layered convolu-
tions for its analysis and synthesis transforms, utilizing the
generalized divisive normalization (GDN) nonlinearity [14]
between layers and an uniform quantizer at the bottleneck
to achieve coding-efficiency. In their work, they define a
rate-distortion loss, which addresses both the reconstruction
error of the compression (distortion) and the size of the
encoded image (rate), by combining them as a weighted
sum. Since then, improvements to this method have been
made partly by improving the entropy model [15], [16],
[17], at the cost of increased computational requirements.
One recent approach by Liu et al. [18] combines layered
convolutions with transformers to reach state-of-the-art rate-
distortion values. The idea is that our method is to be used
in environments where computational costs for compression
cannot rise indefinitely, which renders complex ANN-based
compression methods unsuitable.

B. Task-optimized compression

Classical compression algorithms try to preserve the im-
age quality perceived by humans, not regarding a possible
downstream usage of machine vision applications. Chaiman
et al. [19] present end-to-end optimized image compression,
where the detection confidence of a downstream algorithm is
added to the rate-distortion loss of the learned compression.
Xiao et al. [20] present an identity preserving loss that
employs this principle for the task of face recognition, to
achieve low compression rates with the model focuses on
only reconstructing faces. Work by Ma et al. [21] optimizes
perceptual quality by allocating most bits for a given ROI and
generating fake texture elsewhere. Our generalized ROI-loss
can also be used to allocate more bits for arbitrary regions
in an image. However, we do not use a ROI network that
extracts this foreground for each single compression during
preprocessing; We simply use pre-annotated bounding boxes
during training to achieve this behaviour.

C. ANN based anonymization and censorship

Leaving the field of compression shows that there has
already been progress made considering the task of hiding
sensitive data in an image. One use-case is nudity censorship
using adversarial training, as shown by Simdes et al. [22]
and More et al. [3]. The task of face anonymization has
thus far been achieved by face generation and replacement
or inpainting [23], [24], [25], [2]. Most notably however,
previous research on face anonymization does not integrate
this task into compression.

Up to now, literature shows that the main interest
lies in optimizing for distortion metrics, as well as
some in generative-based anonymization and less in task-
optimization. The main standing point of our paper is the
combination of both rate-distortion optimized compression
and anonymization, as this has not yet been explored by
previous research on learned image compression.

III. METHODOLOGY

To achieve compression, one needs to reduce the entropy
of a given input. For this, a nonlinear analysis transform is
used first, to reduce the dimensionality of the data by only
extracting significant parts. (That is: parts deemed significant
by the application.) An example is the discrete cosine trans-
form of JPEG [10]. Then, the data needs to be quantized
and coded into a compact representation, for example, by
arithmetic coding. In order to reconstruct the original image
from this compact representation, this process is inverted.
The general approach of learned image compression is
replacing the nonlinear transform by a convolutional neural
network, and introducing entropy coding at the bottleneck.
This also applies in our case. Shown in Fig. 3, our input
image x is analyzed by the encoder to produce a latent
representation y that is then quantized and efficiently coded
into a representation to be sent over the network channel. At
the receiving end, an entropy decoder reconstructs the latent
representation ¢ which is then used by the convolutional
decoder to synthesize an image & that ideally comes close
to the original.

Now, we introduce the details of our architecture and
introduce other parameters present in Fig. 3, which are key
to the definition of the used loss-function.

A. Architecture

We use the fully factorized prior architecture introduced by
Ballé et al. in 2018 [15]. In their work, they use a generalized
divisive normalization non-linearity that introduces multiple
learnable parameters. Johnston et al. [26] argue that by using
this non-linearity, unnecessary computational overhead is
introduced by computing square roots, while performance-
improvements of the model are insignificant. They continue
to simplify this activation by removing parameters that cause
this computational overhead, resulting in a simplified GDN.
We use this simplified version to improve latency on the
embedded device and denote it by GDNI1. As shown in
Fig. 3, we vary the depth M and width N of the networks
to compare the effects on AP and compression rate. Each
convolutional layer in the analysis (synthesis) transform
reduces (increases) both width and height dimensions of
the input tensor by two, caused by a step of 2 for each
convolution kernel. The size of these kernels are fixed to
5 X 5.

B. Training

During training, we utilize the bounding boxes provided
by the CrowdHuman [6] dataset to achieve the anonymiza-
tion behaviour. This dataset includes pre-annotated bounding
boxes for both the head and visible region of persons. Images
are rescaled to 512 x 512 and bounding boxes are adjusted
accordingly. We start defining our loss-function with the rate-
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Fig. 3: Autoencoder architecture with loss components. Convolutions have kernel size 5 with stride 2, and map the RGB
image onto N channels. To assess how AP and bpp vary with different architecture depths and widths, we test different
numbers of hidden layers M € {1,2} and feature maps N € {128,256}. The loss consists of a sum of the compression rate
provided by the entropy bottleneck, background-loss and losses for each head-boxes and visual-boxes of persons. (Images
of both Jetson Nano and DGX Station A100 were taken from the Nvidia website.)

distortion components:

R = Eanp, [—10gs py(9)] (1
Shannon cross entropy (Rate)
Log = Eonp, |lz — 2|, 2
—_——

MSE (Distortion)

similar to Ballé ef al. [15], where p, is the distribution of
images « (during training: a batch), and p;(y) the entropy-
model.

1) ROI-Loss: generalized region-of-interest loss: Now, we

introduce a generalized ROI loss that operates on bounding
boxes:

Li(B) =Eypp, pen, [k — 17 [lzs — 3%,  ©3)

as the expectancy over the set of bounding boxes B for
images of p,. B, C B are bounding boxes present in an
image x, while x; is an image cropped w.rt. b € B,. For
k = 0, this yields the average loss over given ROI boxes in
an image for each image in a batch p,. Given that inputs
and outputs are normalized such that z, & € [0, 1] holds, this
loss can be inverted for each box by setting £ = 1, such that
close reconstructions compute to a higher loss. We utilize
both variants for boxes provided in the training dataset,
non-inverted for persons (vbox; visible bounding box) and

inverted for heads (hbox; head bounding box):

Lypox = ﬁo(VbOX), €]
Ehbox = El(thX). (5)

The total loss for one batch then computes as a weighted
sum over all components:

L= )\T‘R + Abgﬁbg + /\hboxﬁhbox + /\vbox‘cvbox (6)

introducing four new hyperparameters \; that can be used
to prioritize each task. We use the same hyperparameters
for all depth and width configurations, but stop the training
of the model with one hidden layer early after 293 epochs.
The two-hidden-layer model was trained up to an epoch of
874, with the narrow variant up to 750. The hyperparameters
are: A\, = 0.04, )\bg =1, Ahbox = 0.6, Avbox = 1. Although
there remains room for optimization on both hyperparameters
and depth / width of the architecture, we do not conduct a
hyperparameter study in this work.

IV. EVALUTAION

We choose CrowdHuman [6] as the dataset for training and
validation. To evaluate our method, we use both pretrained
models YOLOvS [5] and MTCNN [27] with frozen weights.
For YOLOvVS, we choose the largest detection model type
YOLOvS8x for best precision, which is pretrained on the
COCO [28] dataset. To assess the precision loss by com-
pression, we first apply compression for each image of the



CrowdHuman validation dataset (N = 4370), and then run
both YOLO and MTCNN detection. The detected bounding
boxes output by YOLO of class person are compared to
the visible bounding boxes of CrowdHuman; In the case
of MTCNN, it is the output face bounding boxes against
ground truth head bounding boxes. This will inevitably cause
low precision values for MTCNN, since it is not trained
on detecting heads; However since we are only interested
in the differences of precision, this is still viable because
a certain set of heads in the dataset will show faces. The
same applies for YOLO trained on the COCO dataset, which
includes more classes that can be detected. Here, the drop in
precision is lower than for MTCNN. We believe however that
since these foundation models can be considered widespread,
it makes sense to evaluate their accuracy instead of the
accuracy of some specialized models.

We choose the average precision metric of the Pascal
VOC challenge [7], the implementation being provided by
Padilla er al [8]. This gives us both average precision, as
well as the number of true- and false-positives. In order to
compare our results to a baseline, we choose JPEG and AV1
at different quality presets; Implementations for both codecs
are provided by the python imaging library PIL [29] with
AV1 support [30].

For a latency assessment, we record the runtime of com-
pression and decompression for every image in the validation
dataset, by repeating the process ten times per image and
pooling the runtimes over all images, to then compute min-
imum, arithmetic mean and sample standard deviation. It is
important to note that the compression processes for AV1 run
on the CPU, since the support for AV1 encoding is just now
starting to be implemented in hardware. In our application,
the runtime of decoding will happen on a powerful server,
while encoding happens on a device with constraints on
computing power. The support for hardware-accelerated AV1
encoding on low-power devices will probably only happen in
the far future, which is why it is reasonable to look at CPU
encoding latency for this method. In contrast, we provide
both GPU and CPU measurements for our method where
possible. Our actual test hardware consists of two devices:

e Nvidia DGX Station A100
— 4 x 80GB Nvidia A100 GPU
— 64-core AMD EPYC 7742 CPU
o Nvidia Jetson Nano
— 4GB Nvidia Maxwell GPU
— Quad-core ARM Cortex-A57. (We skip bench-
marking our method on this CPU.)
When using GPU computations, we do not rescale to half-
precision floating point, nor decrease the accuracy of matrix
calculations. In case of the DGX station, we use only one
GPU for latency measurements.

V. RESULTS

A. Precision

Fig. 4 shows visualized results of average precision over
compression rate, where Fig. 4a are the results for YOLOv8x

TABLE I: NUMBER OF TRUE AND FALSE POSITIVE FACE
DETECTIONS. Ours (best in total) in bold.

Method Preset TP FP
(256, 2) 234 1159
(256, 1) 191 1488
(128,2) 150 1105
1% 1408 1949
AV1 5% 2253 2966
10% 3138 4345

1% 424 613
JPEG 5% 1995 3180
10% 4031 6399

and Fig. 4b for MTCNN. We include JPEG and AVI at
three quality presets, and our method at three configurations:
(N, M) € {(128,2),(256,1),(256,2)}. Note that there is
only one value for each configuration, since our method
does not facilitate setting a quality preset at runtime; This
precision-distortion trade-off is to be adjusted during training
with the hyperparameters \; shown in Eq. (6). Our method
with the configuration (256, 2) achieves similar precision of
19% AP on persons to AV1 at 10% quality (20% AP, 0.14
bpp) and JPEG at 10% quality (20% AP, 0.39 bpp), at a
bitrate of 0.24 bits per pixel. Removing one hidden layer
(256,1) decreases the precision to 16% AP and increases
the bitrate to 0.26 bits per pixel. Reducing the width (128, 2)
requires a higher bitrate to achieve similar precision values to
(256, 2). The precision on heads / faces of two hidden layers
(0.1% AP) is seven times lower in comparison to 0.7% AP
of AV1 at 1% quality, while one hidden layer reduces this
precision to 0.08% AP at a similar bitrate to JPEG at 5%
quality with a precision of 0.9% AP. Reducing the width
of the network to 128 and training up to 750 epochs yields
0.07% AP on faces.

Considering true and false positive detections, Tab. I shows
that using (128,2) as a model configuration decreases the
number of true positives to 150 in comparison to the lowest
achieved rate of JPEG at 1% quality of 424 true positives.

B. Latency

Fig. 5 compares each method on each of our devices in
encoding latency. For further reference, numeric values are
provided in Tab. II and Tab. III. On the Nvidia DGX station,
our encoding method achieves lower latency than AV1 at
1% quality at 52 ms, with the configuration (256,2) while
running on the GPU at 21 ms. Decreasing the depth of
the model does not reduce the runtime of the model, while
reducing width does significantly; Increasing the runtime
three times and reducing it by a factor of two, respectively.
On the Jetson Nano, runtimes of both (256,2),(256,1)
configurations do not outperform AV1. The reduced-width
of (128, 2) decreases the latency to 239 ms, resulting in 110
ms less than minimum AV1.

VI. DISCUSSION

The results show that anonymization behavior can be
learned using less-complex architectures. Reducing the num-
ber of available parameters decreases downstream people
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Fig. 4: Average precision over compression rate for JPEG, AV1 and our method with three configurations, at an IOU-
threshold of 0.5. For JPEG and AV1, we choose three quality presets: 1, 5 and 10 percent. Error-bars indicate one sample
standard deviation of compression rate over the validation dataset. Subfigure a shows the average precision of YOLOv8 on
persons, b the average precision of MTCNN on faces; Both after compression.
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TABLE II: JETSON NANO: ENCODING LATENCY. Values of
Fig. 5a. Lowest latency in italics. Best of ours in bold.

TABLE III: DGX STATION: ENCODING LATENCY. Values
of Fig. 5b. Lowest latency in italics. Best of ours in bold.

Method Preset t+ s min t Unit Method Preset t+ s min ¢ Unit
(256, 2) 0.634 + 0.069 0.610 (256,2) GPU 21.43 +0.46 20.81
(256,1) GPU 0.789 + 0.010 0.755 ’ CPU 134.1 £4.5 111.3
(128,2) 0.239 £+ 0.049 0.221 [s] (256, 1) GPU 729+ 1.0 70.7
1% 0.35+0.10 0.18 ’ CPU 181.6 £ 6.6 147.5
AV1 5% 0.42 +0.11 0.20 (128,2) GPU 11.50 +0.71 10.41 [ms]
10% 0.49 +0.13 0.22 ’ CPU 66.4 + 4.9 40.9
1% 4.03£0.15 3.72 1% 52 + 20 20
JPEG 5% 4.10 £0.15 3.76 [ms] AV1 5% 64 + 21 25
10% 4.24 +0.16 3.79 10% 76 + 24 29
1% 633 + 73 564
JPEG 5% 637 + 28 570 [us]
10% 671 £ 29 577

detection precision at similar bit-rates, while providing la-
tency benefits in case of networks with reduced width but
unchanged depth. Tab. I shows that while our method suc-
cessfully reduces the number of true positive face detections
down to 150 over the whole test dataset, the number of true
positive face detections is not zero. The reason for this are

large faces, of which the training dataset includes only few.
In comparison with JPEG, we achieve a better precision-rate
trade-off across all of our configurations. Comparing to AV1
shows that ANN-based compression is able to outperform it



on latency.

While standardized codecs excel in many areas, they
fall short in providing application flexibility. One notable
example of this limitation is the inability to anonymize
faces during the encoding and decoding process. We espe-
cially argue that the combination of both compression and
anonymization comes with benefits that other approaches
cannot provide; Considering the handling of sensitive data,
using our method alleviates any distrust present in the
party tasked with decompression, since the original image
data is already altered during encoding. Our method also
renders man-in-the-middle attacks meaningless, since access
to the encoded data requires knowledge of both decoder
architecture and weights to reconstruct the image data.
Lastly, by combining anonymization and compression, we
show that it is unnecessary to chain standardized codecs
and high-complexity ANN-based anonymization techniques
introduced by previous research. This especially benefits the
use of our method in edge-devices, since a part of the process
happens on another device tasked with decoding.

Low-bitrate compression on lower-power devices remains
a rarely approached topic. In this field, learned image com-
pression is a competitive alternative, especially when ded-
icated hardware encoding implementations are unavailable.
On lower-power devices that have access to a dedicated GPU
or TPU, the advantage of using ANN-based compression is
even greater, as these accelerators further decrease latency.
Furthermore, the implementation of more generalized ma-
trix extensions like those implemented by Intel [31] and
presented by ARM [32] into lower-power CPUs will make
the usage of methods like ours more feasible, even when a
dedicated accelerator is unavailable.

Additionally, the application of our loss-function operating
on bounding boxes is not limited to face anonymization; It
can easily be generalized by using it with any dataset that
comes with bounding boxes. This opens up the possibility to
hide or accentuate any kind of region of interest in images,
like censoring nudity or highlighting weapons.

VII. CONCLUSION

In this paper, we show how using a region-of-interest loss
operating on pre-annotated bounding boxes can be used to
utilize the flexibility of ANN based compression methods
to highlight or hide specific parts in an image. As an
application, we introduce the task of face anonymization.
Our network learns to in-paint faces in a given image,
making them undetectable in the decoded result, while
keeping persons detectable. We show that this detectability of
humans is kept possible while faces become unrecognizable
by comparing the detection results of the foundation models
YOLOV8 (people) and MTCNN (faces) against the pre-
annotated ground truth of the CrowdHuman dataset. Com-
paring these results to widespread JPEG and state-of-the-art
AV1-based image compression as a baseline, we show that
our method achieves much higher precision on persons than
JPEG at similar bitrates, while keeping face detections at an
absolute minimum. From a latency perspective, our method

outperforms AV1 on encoding while utilizing the flexibility
of the ANN network for the additional step of anonymization.
Additionally, we discuss the implications of the usage of our
solution in edge computing environments.
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