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ABSTRACT

This paper proposes a short-range FMCW radar-based fa-
cial authentication and out-of-distribution (OOD) detec-
tion framework. Our pipeline jointly estimates the correct
classes for the in-distribution (ID) samples and detects the
OOD samples to prevent their inaccurate prediction. Our
reconstruction-based architecture consists of a main convolu-
tional block with one encoder and multi-decoder configura-
tion, and intermediate linear encoder-decoder parts. Together,
these elements form an accurate human face classifier and a
robust OOD detector. For our dataset, gathered using a
60 GHz short-range FMCW radar, our network achieves an
average classification accuracy of 98.07% in identifying in-
distribution human faces. As an OOD detector, it achieves
an average Area Under the Receiver Operating Characteristic
(AUROC) curve of 98.50% and an average False Positive
Rate at 95% True Positive Rate (FPR95) of 6.20%. Also,
our extensive experiments show that the proposed approach
outperforms previous OOD detectors in terms of common
OOD detection metrics.

Index Terms— Facial authentication, out-of-distribution
detection, 60 GHz FMCW radar, deep neural networks

1. INTRODUCTION

In recent years, short-range radars have attracted significant
attention and widespread adoption across various domains
due to their cost-effectiveness. Radar systems demonstrate
remarkable resilience to adverse environmental conditions,
including lightning, rain, and smoke. Moreover, they are not
constrained by privacy issues, which provides a distinct ad-
vantage over camera-based applications. Therefore, they find
extensive use in indoor applications such as human presence
detection, human activity classification, people counting, ges-
ture recognition, and even heartbeat estimation [1-5]. In this
study, we propose a facial authentication system, FOOD,
which also addresses the detection of out-of-distribution
(OOD) samples.

OOD detection plays a critical role in ensuring the se-
cure and reliable deployment of deep learning (DL) models
in real-world scenarios by preventing overconfident decisions
on samples that deviate from the training data [6-9]. FOOD
provides a parallel solution for both classification and OOD
detection tasks.

FOOD is a novel facial authentication system that not only
classifies in-distribution (ID) human face samples but also de-
tects OOD face samples that were not presented during train-
ing. The system utilizes a unique framework that processes
raw ADC radar data to accurately classify three human faces
and detect OOD samples. Our reconstruction-based frame-
work provides convolutional and linear encoder-decoder parts
(see Figure 1). We call the linear encoder-decoder parts the
leaves of the network. Namely common leaf (CL) and pri-
vate leaves (PLs). They are mainly designed for OOD detec-
tion purposes, but the PLs also strongly affect accurate classi-
fication together with the main convolutional part. A standard
OOD detector utilizes a scoring function along with a prede-
fined threshold. Subsequently, a test sample is categorized as
ID if its score falls below the specified threshold; otherwise, it
is classified as OOD. In this study, we use multi-thresholding.
Here are the key contributions of this study:

* We introduce a novel reconstruction-based architec-
ture designed to function as both a robust classifier
and an OOD detector. It comprises a main convolu-
tional one-encoder multi-decoder segment denoted as
MP and intermediate linear one-encoder one-decoder
components, namely CL and PLs. Within MP, the
multi-decoder section is dedicated to identifying spe-
cific human face classes: Person 1 (PER;), Person 2
(PER3), and Person 3 (PER3). CL is situated at the
termination of the MP’s encoder, while PLs are strate-
gically positioned within the decoders of MP. CL and
PLs are mainly designed for OOD human face sample
detection, but PLs also significantly influence overall
classification accuracy.

* We propose a novel loss function composed of seven
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distinct reconstruction losses. Among these, three orig-
inate from the MP, while one is derived from the CL.
The remaining three losses are associated with the PLs.
During test time, the MP and PL losses are utilized for
classification purposes, while the CL and PL losses are
employed for OOD detection purposes.

* We conduct comprehensive experiments that yield an
average human facial classification accuracy of 98.07%
and an average AUROC of 98.50% in OOD detection.
Additionally, we compare FOOD’s performance with
state-of-the-art (SOTA) OOD detection methods, eval-
uating it using common OOD detection metrics and test
time, and demonstrate its superior performance.

* We also perform extensive ablation studies to empha-
size the effects of the novel parts of our network. We
show how PLs affect the classification accuracy when
they are used together with the main convolutional re-
construction part. Also, we demonstrate the results of
OOD detection when we only utilize CL and CL to-
gether with PLs.

2. RELATED WORK

In the field of radar-based face authentication, various stud-
ies have been conducted. The work in [10] used a 61 GHz
mmWave radar sensor, employing a deep neural network
(DNN) to classify human faces. The authors of [10] captured
signals from multiple antenna elements, with data gathered
from eight individuals at varying distances and angles rela-
tive to the radar. By combining signals from each receiver, a
classification accuracy of 92% was achieved. Similarly, [11]
introduced a 61 GHz FMCW radar face identification sys-
tem using a Convolutional Neural Networks (CNNs). Data
for this system were collected from three individuals posi-
tioned 30 cm from the radar chip, both with and without
cotton masks. Initially, the model was trained on subjects not
wearing masks, and subsequently, data from subjects wear-
ing cotton masks were added. The study reports findings for
both scenarios. Another significant contribution is from [12],
which employs a radar sensor with 32 transmit (Tx) and 32
receive (Rx) antennas. A dense auto-encoder model was
utilized on a dataset comprising 200 distinct faces, training
this system as a one-class classifier for a verification system
tailored to each person. Following this, the authors in [13]
also used the same dataset but proposed an improvement by
integrating a convolutional autoencoder with a random forest
classifier. [14] proposed a novel approach by introducing a
one-shot learning method for a 61 GHz FMCW radar. Based
on a Siamese Network architecture, this method utilized data
from eight individuals positioned at distances ranging from
30 to 50 cm from the radar, achieving an accuracy of 97.6%.
The most recent study, [15], proposed a face recognition sys-
tem using a 77 GHz mmWave sensor. This system extracts a

point cloud dataset from nine users at various distances (60
cm and 80 cm) and angles (-45°, 0°, 45°). The architecture
is based on PointNet and adapted to work directly with the
sparser point cloud data from mmWave radar sensors. The
device used in this study is a cascade device, comprising four
radar chips, each with 3 Tx and 4 Rx antennas, resulting in a
total of 12 Tx and 16 Rx antennas, and achieving an accuracy
of 98.69%. The studies mentioned, however, predominantly
concentrate on achieving a highly accurate classifier, over-
looking the performance of their pipeline when exposed to
OOD samples.

OQOD detection was first introduced in [16], which em-
ployed maximum softmax probabilities to differentiate OOD
input from ID samples by claiming that OOD instances
typically exhibit lower softmax scores than ID samples.
ODIN [17] aimed to enhance ID softmax scores through input
perturbation and temperature scaling of logits. A model en-
sembling technique was layered on ODIN’s approach in [18].
G-ODIN [19] extended ODIN’s methodology [17] with an
innovative training strategy. Meanwhile, MAHA [20] intro-
duced a Mahalanobis distance-based OOD detection using
intermediate layer representations. Similarly, FSSD [21]
leverages these intermediate representations for detection.
The approach in [22] employs a non-parametric KNN on
penultimate layer embeddings for detection. An energy-based
OOD detection method was introduced by [23], utilizing the
logsumexp function. ReAct [24] implements truncation
on activations in the penultimate layer and it is compatible
with various OOD detection methods. GradNorm [25] dis-
tinguishes between IDs and OODs using the vector norm of
gradients backpropagated from the KL divergence between
the softmax output and a uniform distribution. In [26], two
methods were proposed: MaxLogit, which distinguishes be-
tween ID samples and OOD samples based on maximum
logit scores, and KL, which utilizes minimum KL divergence
information. The OE technique in [27] employs limited OOD
examples during training to align their softmax scores closer
to a uniform distribution. OECC [28] enhances OE with a
novel loss incorporating extra regularization elements.

OOD detection has also been explored in the radar do-
main. [29] employs 60 GHz FMCW radar to detect com-
monly seen indoor objects as OOD rather than a walking
person. MCROOD [30] serves as a multi-class radar OOD
detector that distinguishes moving OOD objects from human
activities of sitting, standing, and walking. [31] introduced
a multi-encoder multi-decoder network, which handles both
human presence and OOD detection concurrently. [32] also
focuses on human activity classification and OOD detection.

3. RADAR SYSTEM DESIGN

In this research, we used Infineon’s BGT60TR13C 60 GHz
FMCW radar chipset for data acquisition. The radar configu-
ration details are provided in Table 1. This chipset has a single



Tx antenna and three Rx antennas. During the transmission,
the Tx antenna emits V. chirp signals. These signals, upon
interaction with objects in the environment, are reflected and
subsequently received by the Rx antennas with a time delay,
indicative of the object’s range and velocity. The transmit-
ted and received signals are then mixed and passed through a
low-pass filter to extract the intermediate frequency (IF) sig-
nal. Subsequently, this IF signal is converted into digital form
using an Analog-to-Digital Converter (ADC) that operates at
a sampling frequency of 2 MHz with 12-bit accuracy. The
raw ADC data is structured as Nr; X N. X N, and used as
input for our model.

Table 1: FMCW Radar Configuration Parameters

Configuration name Symbol Value
Number of transmit antennas N1y 1
Number of receive antennas Nrx 3
Chirps per frame N¢ 64
Samples per chirp Ny 128
Frame period T 50 ms
Chirp to chirp time Tee 391.55 ps
Ramp start frequency fmin 60.1 GHz
Ramp stop frequency S max 61.1 GHz
Bandwidth B 1 GHz

4. PROBLEM STATEMENT AND FOOD

In this work, we address both multi-class classification and bi-
nary OOD detection tasks. FOOD provides a solution for ac-
curately classifying ID face samples while correctly eliminat-
ing human faces (OODs) that were not present during train-
ing.

The MP consists of one encoder and three decoders. The
encoder has three input gates and is responsible for encoding
the three type ID samples. On the other hand, the top, middle,
and bottom decoders are responsible for the reconstruction
of the ID samples PER;, PERy, and PERj, respectively.
We calculate three reconstruction losses from MP;{,MP,,
and MP3, mainly used to achieve better classification per-
formance. For example, MP; refers to the encoder (£) and
decoder of PER2 (Dpgr») in MP, which is also detailed in the
bottom part of Figure 1. Since we use the mean-squared-error
(MSE) function, the three losses from this part are shaped as
in the equation below:
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where X j(-z) is raw ADC input, b is the batch size, and j is
an index for the ID classes (PER;, PER,, PER3); E and D;
correspond to the encoder and decoders of MP.

The CL starts at the end of the encoder of the MP. It has a
simple linear encoder-decoder architecture and is responsible

for encoding and reconstructing the intermediate features of
all ID classes. The CL calculates a reconstruction MSEs to
be used for better OOD detection:
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where E¢, and D¢y, are the encoder and decoder of common
leaf, respectively.

The PLs start just before the final reconstruction layer of
each decoder. Since we have three decoders in MP, there are
three PLs. Each has a simple linear encoder-decoder archi-
tecture and is responsible for encoding and reconstructing the
intermediate features of their corresponding ID classes. The
PLs calculate three reconstruction MSEs to be used for both
more accurate classification and stronger OOD detection:
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where [ ,gz) represents the intermediate input of PLs, & is an
index for private leaves; Fy and Dy, respectively correspond
to the encoder and decoder of each PL.

The final loss function becomes £ = Lyp + Lo +
Lpr,. We perform simultaneous training by minimizing all
seven reconstruction losses at the same time. We use the MSE
function to calculate the main and intermediate reconstruction
losses by incorporating the Adamax optimizer [33].

4.1. OOD Detection

We use CL and PLs for OOD detection purposes. As a typi-
cal OOD detection task, we train our network only with IDs.
Therefore, we expect less reconstruction errors coming from
CL and PLs for ID samples than for OOD samples. We define
three thresholds (guaranteeing 95% of ID data is correctly de-
tected) belonging to each ID class using CL+PL; for PER;,
CL+PL; for PER,, and CL+PL3 for PER3. During test
time, a test sample passes through the entire network and
gets three scores to be compared with the pre-defined thresh-
olds explained above. The sample is classified as OOD if all
three reconstruction scores from CL+PLs exceed their cor-
responding thresholds.

4.2. Human Face Classification

If a test sample is not classified as OOD, it is an ID. To de-
fine the correct class of the ID sample, we use PLs and MP
(MP,MP5, and MP3). We separately calculate three error
values from MP;+PL;, MP3+PL>, and MPs+PL3. We
select the smallest one from these values and assign the ID
sample to its corresponding class. For instance, if the total re-
construction MSE from MP>-+PLs is less than the other two,
the ID sample is classified as PER,.
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Fig. 1: The figure presents the high-level structure of FOOD and the zoom-in version of the highlighted section. Here we have a main
convolutional one-encoder multi-decoder part (MP) and intermediate linear encoder decoder parts common leaf (CL) and private leaves
(PLs). The encoder of MP encodes the ID input data and from top to bottom its decoders reconstruct the ID input PER;, PER3, and PER3,
respectively. CL has a simple linear encoder-decoder network and is responsible for OOD detection. PLs are ID class specific and also have
linear encoder-decoder network each. They have a considerable effect on both classification and OOD detection. MSE function is used for

the calculation of each loss.

5. EXPERIMENTS AND RESULTS

Our experiments are carried out using an NVIDIA GeForce
RTX 3070 GPU, an Intel Core i7-11800H CPU, and a 32GB
DDR4 RAM module.

5.1. Dataset and Evaluation

In this study, we constructed our own face dataset using Infi-
neon’s BGT60TR13C 60 GHz FMCW radar sensor. The data
collection process spanned a six-month period. Each record-
ing was taken at a distance of 25 cm from the radar sensor,
capturing a face for a duration of 2 minutes. Notably, none
of these participants wore accessories on their faces during
the recordings. The recordings took place on different days
and at various times of the day, including morning, noon, and
afternoon. Moreover, different room backgrounds were incor-
porated to introduce environmental diversity into the dataset.
It consists of two types of samples: ID and OOD. ID sam-
ples are from three male participants, who are the first three
authors of this study. OODs are from 13 people, including
ten males and three females. In total, we acquired 190126 ID
frames (balanced) and 15818 OOD frames. For the ID data,
171118 frames are allocated for training and 19008 frames for
testing. The dataset will be available here!. Written consent
is available from those involved in the research.

Uhttps://syncandshare.lrz.de/getlink/fiQoBoPTK8npvXzYdTfr6a/

In OOD detection, we employ four standard metrics.
AUROC quantifies the area under the receiver operating
characteristic (ROC) curve. AUPRn/out corresponds to the
area under the precision-recall curve, specifically consider-
ing ID/OOD samples as positives. FPR9S denotes the false
positive rate (FPR) at a true positive rate (TPR) of 95%. In
the context of human face classification, accuracy serves as
the evaluation metric. Additionally, we provide Test Time,
signifying the inference time in seconds necessary to assess
all test samples.

To compare the performance of FOOD, we train the
ResNet34 [34] architecture in a multi-class classification
manner. The strong ResNet34 [34] pipeline provides a
slightly better human face classification of 99.10% than
FOOD. However, it does not have the capability to detect the
OODs. To compare the OOD detection capability of FOOD
to SOTA methods, we use the same pre-trained ResNet34 [34]
model above. We apply eight different and powerful OOD
detectors to the model and compare their results with FOOD.
As seen in Table 2, FOOD outperforms the SOTA methods in
terms of widely used OOD detection metrics.

5.2. Ablation

We also perform ablation studies. Table 4 reflects the im-
pact of using MP (MP; , MP;, and MP3) together with PLs on
human face classification accuracy. Figure 2 provides a con-
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Table 2: OOD Detection Results. Performance comparison with SOTA methods. All values are shown in percentages. 1 indicates that

higher values are better, while | indicates that lower values are better.

\ PER; PER; PER; Test Time
Methods AUROC AUPRIN AUPROUT FPR95 AUROC AUPRIN AUPROUT FPR95 AUROC AUPRIN AUPROUT FPR95 (seconds)
t T T 1 T t 1 T T T 1 1
MSP [16] 53.12  30.89 76.16  84.14 5498  30.65 78.80 81.55 75.64 59.95 88.17  75.49 64
ODIN [17] 5256 3029 7596 8426 53.76 2990 7840 81.65 77.53 6292 88.98  75.02 255
ENERGY [23] 39.00 23.45 67.11 9273 52.68 29.70 7633 8646 72.56 52.78 86.61  78.35 64
OE [27] 53.43 29.83 72.05 9558 56.67 2941 79.47 8291 69.63 39.91 86.36  70.76 63
REACT [24] 5055 31.00 68.02 99.15 4876 27.02 7297 90.73 56.81 29.75 78.69  86.44 65
GRADNORM [25] 77.77 61.03 88.46 7045 90.25 76.51 95.78 34.01 100 98.95 99.60 0 191
MAXLOGIT [26]| 48.58 28.51 70.92 9232 51.82 2897 7477  91.04 60.01 33.10 81.46 82.10 64
KL [26] 52775 31.67 7210 9257 5728 3249 7790 88.20 67.99 41.06 85.25 76.37 63
FOOD \ 9840 97.08 99.24 893 9790 9731 9772 6.14 99.25 9845  99.67 3.20 5

Table 3: Ablation study for OOD detection. All values are shown in percentages. 1 indicates that higher values are better, while | indicates

that lower values are better.

\ PER, PER: PER3
‘ AUROC AUPRy AUPRoyur FPR95 AUROC AUPRpy AUPRour FPR95 AUROC AUPRiy AUPRoyr FPR95
T T t 1 T T 1 T T T 1
CL 94.21 90.15 97.09 3247  93.25 89.75 94.75 37.16  94.99 91.22 97.52 29.24
CL + PLs| 98.40 97.08 99.24 8.93 97.90 97.31 97.72 6.14 99.25 98.45 99.67 3.20
Table 4: Ablation study for classification. 100%
M 0a.82% 0.00% 5.18%
Accuracy Average Accuracy = 80%
PER; PER; PER3
60%
MP 59.14 4433 99.42 67.01 g BT
MP+PLs  94.82 99.70 100 98.07 .

fusion matrix. Additionally, Table 3 demonstrates the effects
of CL and PLs when they are used together for OOD detec-
tion. Based on the application and the level of OOD detection
necessity, the CL can be used alone for immediate detection
of the OODs because it also provides highly acceptable re-
sults. However, PLs are located just before the final layer
of the MP’s decoders and include high-level information of
their corresponding ID class. Since they are specialized only
in their ID class, they greatly impact accurate classification
and OOD detection.

6. CONCLUSION

This paper presents an innovative framework for short-range
FMCW radar-based face authentication and OOD detection.
The proposed pipeline accurately classifies ID samples and
effectively prevents inaccurate predictions for OOD samples.
The reconstruction-based architecture, featuring a main con-

100.00%

PER3

-0%

PERL PER2 PER3

Fig. 2: Confusion matrix to demonstrate the classification perfor-
mance of FOOD.

volutional one-encoder multi-decoder and intermediate linear
one-encoder one-decoder components, contributes to a highly
accurate human face classifier and a robust OOD detector.
Our network achieves 98.07% average classification accuracy
for ID human faces and 98.50% average AUROC as an OOD
detector, surpassing previous SOTA approaches. Despite ini-
tially using three ID classes, the flexible structure of FOOD
allows easy expansion to classify as many ID human faces as
needed.
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