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Introduction

Academic literature on generative Al (GenAl) has largely focused on the problem of
detecting and discerning Al-generated content from human-generated content (Caldwell et
al., 2015). This literature often distinguishes expert creators, like state-sponsored
disinformation spreaders, from everyday consumers, framed as non-experts who passively

see GenAl content and must discern whether it is ‘real’ or ‘fake.’

Based on a longitudinal ethnographic study of misinformation creators and consumers, we
find this distinction increasingly untenable. For participants, GenAl tools largely served
not as an oracle for (mis)information discovery or truth, but as an aid for bricolage work
(Levi-Strauss, 1966)—remixing and redeploying existing content to meet their needs. Our
findings evidence a need to shift analysis from the public as consumers of Al content to

bricoleurs who creatively use GenAl.
Our research yielded four key findings:

1. GenAl for Creation, not Truth Discernment: Few participants used GenAl as

a truth-seeking tool. Rather, they used it for content creation.

2. Motivated by Money and Productivity: A growing belief in the 'influencer
millionaire' narrative drove participants to become content creators. Participants
used GenAl primarily as a productivity tool to generate volumes of (often

misinformative) content.

3. Democratization of (Mis)information Creation: GenAl lowered the barrier to
entry for online content creation, enabling participants to produce and share content

without formal technology or marketing training.

4. Use of Influencer Marketing Tactics: Creators learned and deployed

influencer marketing tactics to expand engagement and monetize content.
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Our findings suggest that financial motivations play a major role in turning misinformation
consumers into creators. While misinformation creation has long been financialized (Ayeb
and Bonini, 2024), we argue three factors are likely accelerating financial motives behind

misinformation production.

First, people increasingly see online content creation as a reputable, desirable, and
accessible path to wealth. Many participants began because they believed anyone could
become rich by creating engaging content online. He et al. (2023) found 57% of 13-26
year-olds surveyed wanted to become an influencer, 53% saw it as a reputable career choice,
and 50% would quit their jobs if they could earn enough. While influencer studies often

survey younger generations, we found this attitude present across generations.

Second, aspiring creators made misinformation content because they discovered that social
media algorithms rewarded the engagement it generated, leading to monetization
opportunities. Though no participant expressed intent to create misinformation, this
incentive meant creators cared more about virality than veracity. Misinformation creators
did not think of themselves as malicious actors: they saw themselves as individuals leading

careers as influencers and entertainers.

Third, GenAlI tools have democratized both content creation and monetization. For creator
participants, experiments with GenAl confirmed anyone could be a content creator, even
without writing, video editing, or coding skills. GenAl tools made creating misinformation
at the speed and volume needed to monetize increasingly accessible. This motivated
participants to transition from consumers and hobbyist creators to entrepreneurial

micro-influencers learning how to use GenAl for lucrative self-marketing.

We define 'misinformation’ as ‘ideas that have yet to be the subject of a strong consensus of
experts’ (Uscinski 2023:11) and employ Krause et al. (2022)’s framework for evaluating
misinformation threat vis-a-vis science-related truth claims. Despite its limitations, we use
the term because participants articulated how they experienced (and evaded) moderation
based upon platform misinformation policies and because research evidences harms from

content advocating practices that contravene strong expert consensus (Perlis et al., 2022).

Next, we situate our work in existing literature and detail our methodology. We then

discuss our findings and their implications for research on GenAl's effects.



Focus on Information- and Truth-Seeking Behavior

The most widely-cited literature analyzing Al-driven misinformation focuses on Al models’
unreliability, demonstrating how they produce erroneous information due to training data,
biases, and other design factors (Noble, 2018; Crawford, 2021). These studies portray users

as information-seekers often misled by Al and/or negatively affected by its judgments.

Studies on user interaction with GenAl largely focus on whether people can discern ‘fake’
(i.e. Al-generated) from ‘real’ (i.e. human-generated) content when seeking or encountering
information online. For example, Jin et al. (2023) analyze users’ credibility assessments of
deepfake videos, experimenting with content, context (e.g. video popularity, source cues)
and length. These works assess the negative effects of Al-generated misinformation,
studying their impact on political attitudes (Dobber et al.,, 2021), democratic elections
(Diakopoulos and Johnson, 2020), and trust (Abadie et al., 2024; Liu and Wang, 2024,
Scholz et al., 2024). Suggested interventions involve increasing user data literacy
(Fotopoulou, 2020), social learning (McCosker, 2022), human Al detection abilities
(Hargittai et al, 2020), and automated labeling (Zhou et al., 2023).

While useful, their paradigm of information-seeking and assessment covers only a subset of
GenAl uses—and, we argue, potentially excludes more common and harmful uses. We
instead focus on how people use GenAl tools to create (mis)information, analyzing their

motivations, behaviors, and the effects of their creations.

Democratization of Creation

Organized weaponization of Al for misinformation dissemination has become a pressing
academic and policy concern. Researchers contend that Al-powered misinformation
campaigns, deepfakes, and autonomous weapons pose significant harms, given their
potential to manipulate public opinion, sow discord, and disrupt democratic institutions

(Brundage et al., 2018).

Literature on Al-generated misinformation often focuses on organized and/or
state-sponsored campaigns. Georgetown’s Center for Security and Emerging Technology
(2021) analyzes how GenAl boosts state-sponsored disinformation campaigns by facilitating

increased production and quality.
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Misinformation scholars often define misinformation as verifiably false information (Dan et
al., 2021). Consequently, analysis of GenAl’s role in misinformation production and
distribution has largely focused on high-quality synthetic images and videos of fabricated
events. This scholarship argues that the increased creation of targeted, high-quality
deepfakes is GenAl's most significant contribution to increased misinformation belief

among individuals (Bontridder and Poullet, 2021; Westerlund, 2019).

Instead, we show how GenAl is (mis)used not only by organized experts like
politically-motivated state-sponsored actors, but by individual creators seeking monetizable
engagement. Emerging technologies increasingly democratize misinformation production
(Diaz Ruiz, 2023). GenAl tools significantly accelerate it. We argue that existing literature
currently under-emphasizes GenAl’s use as a personal productivity tool, increasing the
quantity and speed of (mis)information creation and sharing. Aspiring micro-influencers
intentionally focus on quantity over quality to drive engagement (Hassoun et al., 2024), and

GenAl tools accelerate their capacity to generate that quantity.

We argue that the increased quantity of misinformation produced by non-experts with
GenAl could pose more harm than high-quality fakes (Paris and Donovan, 2019). GenAI’s
ability to facilitate replication of misleading ‘bricolage’ content (Hassoun et al., 2024) at
scale creates different moderation challenges than blatant falsehoods and quality deepfakes

more easily detected and removed by existing platform policies (Baker et al., 2020).

Financial Motives for Disinformation Production

Between the US General Election in 2016 and GenAI’s advent, misinformation creators
adopted mainstream news aesthetics to gain trust (Keener, 2018). Our research evidences
another trust-manufacturing strategy, enabled by GenAl tools: misinformation creators
increasingly define themselves as influencers, borrowing those communities' tactics and
aesthetics. Further, trust in influencers is growing: the percentage of 13-42 year-olds who

trust social media influencers grew from 51% in 2019 to 61% in 2023 (He et al., 2023).

After January 6th, studies investigated individual participation in misinformation
ecosystems (Prochaska et al., 2023), finding many individual creators spread false or
misleading claims in search of profit (Freelon and Wells, 2020). We found similar financial

motivations fueling GenAl use for misinformation creation. Participants saw becoming an
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influencer as a reputable, desirable, and accessible path to wealth. This ‘influencer
millionaire’ narrative was popularized by people like 18-year-old Charli D’Amelio, who
gained 150 million followers by creating lifestyle content (Fetter et al., 2023). Influencer
idolization is well-documented in marketing literature, but requires interdisciplinary

research as it inspired GenAl misinformation creators’ actions.

Despite microinfluencers' small following, they substantially impact misinformation spread
by manufacturing familiarity, relatability, and authenticity which motivates trusted
sharing (Anspach, 2017; Harff et al., 2022; Stehr et al., 2015). We find micro-influencers
professionalizing by leveraging and teaching marketing tactics. GenAl tools democratize
the ability to learn and deploy these tactics, lowering barriers to entry and raising ceilings

of financial opportunity for aspiring content creators.

In short, we suggest that the dominant harm narrative in GenAl and misinformation
research—that 'ordinary' people are duped by Al-generated content created by 'experts' or
state actors—is incomplete. We argue GenAl makes misinformation creation less the sole
purview of organized political actors and more a tool for everyday users to increase
engagement and, by extension, profit. For creators, belief in misinformation content was
often unimportant or secondary to generating capital from content, requiring corresponding

analytical and platform approaches to counteracting Al-driven misinformation spread.

Methodology

We conducted a 15-month ethnographic study in Brazil and the United States between
2022-2023 to longitudinally analyze why and how people consume, amplify and create
political and medical misinformation.? During this research, ChatGPT was released,
leading us to analyze GenAl’s early impacts on misinformation creation, amplification, and

consumption.

We employed ethnographic methods to contextually understand participants’ content
creation motivations and practices. We observed in situ how creators used GenAl to
increase, automate, and professionalize creation; and the tactics and trust heuristics they

learned and deployed to elicit engagement.

2 See Hassoun et al. 2024 for detailed methodology.



Participants & Sites

In 2022 we conducted ethnographic research with 31 participants aged 18-67 who regularly
created, amplified, and/or consumed misinformation (Table 1). To recruit, we identified

relevant social media and chat app groups and disclosed ourselves as researchers.

Table 1

Phase 1 Participant Information

Misinformation Type

Total N Men Women Urban Rural Medical Political Both

(self-ID)  (self-ID) (only) (only)
Site
Brazil 16 9 7 12 4 2 4 10
UsS 15 6 9 10 5 5 4 6
TOTAL 31 15 16 22 9 7 8 16

In 2023, we replicated the method with 25 participants (Table 2). 15 participants were
Phase 1 re-contacts. 4 used GenAl tools. We recruited 10 new participants who regularly
used GenAl. Most utilized more than one type of GenAl tool (e.g. voice and text synthesis).
To recruit, we identified misinformation in Phase 1 participants’ online communities that

was publicly fact-checked or we suspected was created using GenAl, and contacted creators.
Table 2

Phase 2 Participant Information

Misinformation Type

Total N Men Women Urban Rural Medical Political Both

(self-ID)  (self-ID) (only) (only)
Site
Brazil 12 8 4 9 3 2 2 8
US 13 7 6 8 5 5 3 5
TOTAL 25 15 10 17 8 7 5 12




Table 3
Participant use of GenAl by category

GenAl Use by category

Total N Text Image Video Voice
Site
Brazil 4 4 1 1 2
US 7 4 5 2 0
TOTAL 11 8 6 3 2

Our study passed human subjects ethics review and participants gave informed consent,
receiving $100/hour (US) or 250 reais/hour (Brazil). Researchers natively spoke English and
Portuguese. All personally identifying information is omitted. Learning from participants,
we used GenAl tools to re-generate similar visual and written content artifacts to prevent

re-identification.

Research Methods

In Phase 1, we conducted three-part, 6-8 hour ethnographic interviews with each
participant: 1 online semi-structured interview, 1 in-person (in participant homes and social
spaces) semi-structured interview and screen-sharing observation, and 1 semi-structured
interview with a secondary participant (important to and introduced by the primary
participant). We also conducted participant-observation at 3 misinformation-spreading
events and qualitatively analyzed 30+ English- and Portuguese-speaking
misinformation-spreading communities across social media platforms throughout the study.

In Phase 2, we used the following methods:
‘Re-contacts’ (n=15): Misinformation Consumers, Amplifiers & Creators

We conducted 2-4 hours of semi-structured interview and participant-observation over 1-2
sessions to analyze belief, behavior, and misinformation ecosystem evolution and GenAl

awareness, perceptions, and use.




New Participants (n=10): Misinformation Creators Using GenAl

We conducted online 1-2 hour semi-structured interviews followed by 4-8 hours of

in-person® interviews and participant-observation over 1-3 sessions.
GenAl Prompting Exercise (n=25)

We prompted all participants with standardized Al-generated misinformation images and
videos (without revealing they were Al-generated), accompanied by a structured interview
examining participants’ ability to recognize Al-generated misinformation, perceived
everyday exposure, and GenAl’s effect on their information navigation, content-sharing,
and trust heuristics. We then revealed that content was Al-generated to observe and

discuss their reactions.

Analysis Methods

Researchers recorded images, video, and notes during participant-observation. We
conducted grounded theory-guided data analysis (Charmaz, 2006), collaboratively

performing open, clustering, and thematic coding (Saldafia, 2021).

Limitations

Ethnographic methods facilitated in-depth observational, qualitative analysis of
phenomena usually studied with lab-based experiments or computational models (Seo and
Faris, 2021). Sampling bias may affect GenAl misinformation creator findings, as
participants either disclosed their GenAl use, created publicly fact-checked content, or had
researcher-discernible Al use. A large-scale survey would help validate ethnographic

findings with a representative sample.

Self-reported data suffers from self-censoring, recall, and social desirability biases. To
mitigate, we cross-referenced data from semi-structured interviews with digital artifacts
(e.g., search and message histories) and screen-sharing observations. This allowed us to

analyze discrepancies between participants' self-reported and actual behaviors.

3 We conducted online-only interviews and participant-observation with 5 respondents who presented
potential risk to researcher safety.



Findings

We first explain how and why participants used GenAl for creation rather than truth
discernment, demonstrating how becoming a productive influencer ‘millionaire next door’
motivated creators. Second, we explain how GenAl tools democratize misinformation
creation, showing how creators learned from them. Third, we detail how creators used

marketing tactics to expand engagement and monetize content.
Motivations for GenAl Use

Creation (Not Truth Discernment)

Participants rarely encountered new misinformation on GenAl tools or used them to search
for misinformation, because queries seldom generated satisfying answers. For example,
when Enrique (43, BR) asked ChatGPT about 'Q Drops', he received a generic greeting
message unrelated to QAnon. Rogerio (22, BR) had similar null results when asking Bard*
about ‘the medical benefits of adrenochrome’, getting a broad chemical compound
description stating no known medical benefits. Both Enrique and Rogerio wanted to
validate pre-existing beliefs and expected GenAl chatbots to behave like search engines
cataloging the detailed conspiracy evidence they had found elsewhere online. Although

queries prompted no misinformation warnings, both users were disappointed by results.

Instead, participants generally used GenAl as a bricolage tool to refine, repackage, and
replicate existing content. They used GenAl tools to create or learn how to create content
for personal, goal-oriented reasons: to make money, for school or work progression, or to
increase social capital. They seldom sought knowledge for knowledge’s sake, evaluating
tools’ answers based on their application rather than their truth-value: asking 'does this

help achieve my goal?' not 'is this a true fact?'

Money

A growing belief in the 'influencer millionaire' narrative drove participants to become

content creators—and GenAl enabled them to produce and share high volumes of engaging

4 Now called “Gemini”



content without formal technology or marketing training. Aspiring microinfluencers created

misinformation for financial gain.

Otto (23, US), a DACA dreamer, began consuming misinformation at 12 after discovering
an Infowars sticker at a local cafe. When his favorite teacher affirmed Alex Jones’
conspiracy theories, Otto’s interest and trust in alternative news sources increased. He
discovered hyper-masculine 'self-help' YouTubers Owen Cook, Julian Blanc and Andrew
Tate via internet chatrooms and YouTube-suggested videos. Inspired by Tate's financial
success, Otto decided to pursue hobbyist content creation, embracing Tate's strategy of
being controversial to capture attention. In 2022, he was working nights when he heard
about ChatGPT and saw its application for financial gain, thinking: 'I'm not going to get

rich by finding a job...The most profitable thing to do is to create YouTube videos.'

George (40, BR), a mattress salesman and political and medical misinformation creator,

shared the same monetization belief:

The plan I have is to reach the largest number of followers. I know that on TikTok
there is no way to make money [just from views], I reached 7 million. But I know
that you can post sales things. You can put things in your status sales, an
advertisement, [so] these are my plans.

George felt apathetic about the presidential race and political belief did not motivate his

creations. George’s searches showed he sought money: he queried ChatGPT for the best

ways to monetize YouTube channels and generate income online.

John (52, US), a campaign marketing executive, described content creation as a hunt for
'passive income'. John had nearly 150k personal social media followers, most from running
a COVID misinformation group opposing mask and vaccine mandates. John used GenAl
extensively, boasting about his ability to create and monetize engaging, viral content: he

produced Substack accounts generating $40-80k/year.

Productivity

In part because of these financial motivations, misinformation creators largely treated

GenAl as a productivity tool to increase speed and scale of (mis)information production.

Clodoval (42, BR), a Christian fundamentalist and book illustrator from a major city’s

outskirts, spent most of his time creating, sharing, and consuming anti-communist content.
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The 2016 and 2022 presidential elections spiked his anti-communist creator activity.
Clodoval used GenAl to prolifically create posts about election fraud and taught others to do
the same through a Telegram channel for alt-right content creators. He said: 'Something
that would take you 20 days to complete, you can use Al and you’ll get it done in no
time...It’s just a tool to speed things up.' John (562, US) shared similar sentiments: 'Once
ChatGPT hit, I immediately realized this could cut the time it takes to do my job in half.'
Nadia (35, US) used ChatGPT to edit students’ ‘healer stories’, increasing the paying clients

she could manage.

Clodoval used ChatGPT to quickly generate ‘filler’ website content: 'I needed a ton of text, a
ton of content. So I asked ChatGPT to do that.! He asked ChatGPT for the history of
communism, quickly adapting it to his ideology by tweaking words and adding that the
Nazis were communist. Clodoval also used image synthesis GenAl tools to imitate

President Lula and quickly create clickbait thumbnails.

> HeyGen

Pick an Avatar

My Avatar

e
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T

Figure 1: Stanley (63, US) used HeyGen to create and monetize deepfake videos.

Creators used GenAl tools to rapidly perform time-consuming simple, repetitive tasks (e.g.
removing image backgrounds). Stanley (63, US) formerly needed a crew to produce content.
He now produces GenAl celebrity deepfakes alone: 'l directed people on stage and in film.
Al is like having a live human being...Once I've done a character, it goes into the closet and
it's there as long as I have internet connection.' After encountering misinformation
guardrails on mainstream GenAl tool Studio D-id preventing him from using celebrity

images, he found HeyGen, an alternative without guardrails (Figure 1). Stanley also used
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the GenAl tool Remini to upscale his videos in dramatically less time (from hours to

seconds).
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Figure 2: Stanley’s use of Remini.

Otto (23, US) transitioned to full-time creation when he realized how productive GenAl

could make him:

I was working overnights at Amazon 10pm to 6am and then at this facility for
elderly people from 3pm to 7pm...I had no free time. Then one day I was like,
alright, let me see what I can do with this ChatGPT, and then I learned about
MiddJourney too. That's how I made [this children’s book] with pictures and a cover
and all that. I remember telling people the next day that it took me under 24 hours.
So like, within 24 hours people were able to buy it. That’s what made me get hooked.
Otto used GenAl tools to quickly generate and (re)post misinformation he read across
platforms. He collected Maui fires conspiracy content from Telegram and Reddit, pasted
text and links to POE.com (an LLM aggregator) to summarize the content, used
PromptPerfect to create a prompt for a Maui fires conspiracy tweet-writing bot, pasted that

prompt in Claude2 (via POE.com) to create the bot, and then posted the resulting
Al-generated Tweets (Figure 3).

POE.com initially recognized the prompt as potentially misinformation-generating and
responded 'T don’t have enough information to make claims...' Yet when Otto replied 'give
me 8 Tweets dude' it performed the task, illustrating how easily and routinely he bypassed

misinformation guardrails.
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Figure 3: Otto’s use of GenAl tools.

In short, GenAl motivated hobbyist misinformation amplifiers to become full-time,

monetized creators by increasing their productivity.

Democratization of (Mis)information Creation

GenAl enabled participants with low technological skills to create high volumes of content.

George (40, BR) is a mattress salesman from western Brazil who often loses passwords and

struggles with basic smartphone functions. Yet George is also the creator of political

deepfake TikTok videos seen by 20 million people. He used the GenAl app Voz do Narrador

to ventriloquate Brazil’s most famous news anchor and create ‘shallow fakes' of politicians.
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Voz do Narrador

CRIAR TIMELINE OFFLINE

20230822-3

A - Willian Bonner )
@16

20230822-2

Baar da mentira,

Figure 4: Voz do Narrador app and resulting post

George’s desire to become a creator preceded his misinformation engagement. After failing
to build an online following through Bible readings, George saw an opportunity in the
upcoming Brazilian election to gain a following through political comedy. After a friend told
him about a ‘fake voice’ app, he learned how to use it using YouTube tutorials. He then
posted the deepfakes on TikTok, gaining 30,000 subscribers overnight (before losing his

account due to another forgotten password).

Searches, recommended videos, and ads made it easy for creators to find user-friendly and
fit-for-purpose GenAl tools. George was subsequently introduced to dozens of unmoderated

tools he now uses to create misinformation. 91% of participants used multiple tools.

A friend tells George George watches a George is currently actively
(BR) about this app that recommended video on searching for tools that can
allow you to create a how to use Al to synthesize help him create deepfakes of
“fake voice” famous people’s voices Brazil's president

On-ramp into fringe|

)

George searches on George sees a YouTube George sees a YouTube ad
YouTube and finds ad for ChatGPT and for ChatBox Al, a
“Narrator’s Voice,” a watches videos about Chinese-owned,
voice synthesis app the power of Al unmoderated GenAl app

Figure 5: George’s GenAl journey
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Creators also used GenAl to learn to create and monetize content. George asked ChatGPT
'how to make money on the internet' and 'how to make money on YouTube' (Figure 6). It
gave concrete instructions on opening a channel and gaining followers (e.g. creating content

often).

= New chat +

CHATGPT

. = o
Para criar um canal no YouTube e ganhar New chat
dinheiro, siga os passos a seguir: 0o

Como ganha dinheiro na internet

1. Crie uma Conta do Google: Se vocé ainda J—

nao tiver uma, crie uma conta do Google. Hé varias maneiras de ganhar dinheiro na
Isso serd necessario para acessar o nternetialoumesicelaslinciue s
YouTube. 1. Criarum blog ou site e monetiza-lo com
2. Acesse o YouTube: Facga login na sua antncios ou marketing de afiliados.
conta do Google e acesse o YouTube em 2. Criar e vender produtos digitais, como

cursos online, e-books ou templates.
3. Participar de programas de afiliados e
3. Crie Seu Canal: No canto superior direito receber comissBes por promover
da pégina, clique na sua foto de perfil e produtos de outras pessoas.
selecione "Meu canal” ou "Your Channel” 4. Realizar trabalhos freelance em éareas |

E id li “Cri K como redagao, design, programacgao,
m seqguida, clique em Criar canal. entre outros.

4. Personalize Seu Canal: Escolha um nome 5. Criar um canal no YouTube e ganhar
e uma imagem de perfil para o seu canal. dinheiro através de anuncios e parcerias.

- - : . 6. Vender produtos fisicos em plataformas
Vocé pode personalizar ainda mais seu L -
de comércio eletronlco, como Amazon,

canal com uma imagem de capa e uma Etsy ou Mercado Livre.

descricéo_ 7. Participar de pesquisas online
remuneradas.

8. Investir em agdes, criptomoedas ou

youtube.com.

5. Crie e Carregue Contetdo: Crie videos

interessantes e relevantes para o seu Ty ——
publico-alvo e faga o upload deles para o 9. Oferecer servigos de consultoria ou
seu canal. Certifique-se de usar boas coaching. v

‘- - s . 10. Utilizar plata. ..., de economia
praticas de produgao e edigéo para criar
videos de alta qualidade. & Message t

Figure 6: George’s ChatGPT queries and responses to 'how to make money online’

On YouTube, George also learned to create realistic deepfakes and tips for monetization: '
really wanted to use the voices of famous people, I researched and researched and found it.

YouTube can teach you anything.' George’s videos went viral during the 2022 election.
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il ui N = em VOZ Realista de PERSONAGENS #shorts #di...
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| - _ meses

Figure 7: George learning to use GenAl on YouTube.

As political topics lost engagement post-election, George began using ChatGPT to create
medical misinformation videos: 'l chose to create another TikTok account to talk about
healing and medicine. With the laws changing, I might not be able to make fun of politicians

anymore. So I left that [political account] as it was.'

George created videos about 'the power of cassava leaves', which contain poisonous cyanide
(Figure 8). He prompted ChatGPT for 'the benefits of cassava leaves', and 'what are cassava
leaves good for'. Hindered by what he termed ‘fussy’ misinformation disclaimers, he moved
to ChatBox IA, a Chinese ChatGPT clone he found via a YouTube ad. He pasted the output

into Narrator’s Voice, using an Al voice to read the script.
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& Search

Beneficios da Folha de Mandioca
A folha de mandioca, também conhecida como

Folha de mandioca comestivel
A folha da mandioca é comestivel e rica em nutrientes,

Folha de mandioca medicinal
A folha de mandioca é uma fonte rica em nutrientes,

Folha de Abébora Recheada.
Claro! Aqui esta uma receita simples para fazer folhas de

Remédio abdbora inseguro.
Sinto muito, mas nao é aconselhével fornecer informagdes

Remédio com Folha Abébora
Para fazer um remédio caseiro com a folha de abobora,

Folha de abébora: Beneficios
A folha da abébora é rica em nutrients, como vitaminas A e

Melancia para satde.

Afolha da melancia é conhecida por ser fica em nutrientes
New chat
Claro, posso fornecer algumas informagdes sobre remédios

New chat
Para se tomar um criador de conteddo, siga estes
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ChatBox IA

a folha da melancia e seus beneficios

0 poder da folha da mandioca

A folha da mandioca, também conhecida
como mandioqueira ou aipim, é uma fonte de
nutrientes e vitaminas, como vitamina A,
vitamina C e 4cido félico. Ela também
contém fibras e minerais. No entanto, é
importante notar que a folha da mandioca
contém cianeto em sua forma bruta, o que
pode ser toxico. Portanto, é fundamental
cozinhar as folhas adequadamente antes de
consumi-las para eliminar o cianeto. Em
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Figure 8: Chat GPT (top), ChatBox IA (bottom left), and Narrator’s Voice (bottom right).
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His medical misinformation account generated less followers, so George looked forward to

the next election, planning to revive his political shallow fakes on TikTok and YouTube.

Marketing Tactics

Due to the financial incentives and democratization described in previous sections, aspiring

misinformation creators learned influencer marketing tactics to increase their reach and

engagement. Participants used GenAl to implement three main tactics:
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1. quickly generate large volumes of content (as detailed in the productivity section),
increasing visibility ‘on the algorithm’ and reach across new audiences;

2. optimize this content for engagement, capturing attention and deepening
relationships with existing audiences;

3. build a distinct brand reputation, crafting a consistent visual identity and projecting

themselves as authoritative and successful.

In this section, we explain how they learned and applied these marketing content creation

tactics (Table 4).
Table 4

Creator Marketing Tactics, Behaviors and Practices

Marketing | Expanding Reach Optimizing for Building a Brand and
Tactic Engagement Reputation
Repurposing pre-existing = Making text & imagery Maintaining 'authenticity’
content more attention-grabbing despite GenAl assistance
through sensationalism
Behaviors
& Adapting content across = Making content more Posing as experts and
Practices | platforms/media digestible (e.g., shorter productivity leaders
videos)
Automating content Generating controversy Creating marketing
creation through realism funnels

Learning Marketing Tactics

Clodoval (42, BR) took a class with popular digital marketing expert Erico Rocha, learning
to define a niche, write audience personas, and market content. Clodoval began employing
those tactics at scale using GenAl to make his content more persuasive. He told us: 'It’s all
about digital marketing. Who is your avatar? What are their fears? What keeps them
awake at night? What do they desire?'

First, Clodoval learned to target specific audiences. He created worksheets detailing his

audiences’ aspirations, fears, and motives: God-fearing, working class Brazilians

dissatisfied with left-leaning politics (Figure 9). He documented his 'niche' as content about
'politics, population, and workers' and sub-niches as 'church, syndicates, and civil

organizations’, calculating expected reach of 100,000 followers. Clodoval also listed his
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'avatars' (audience members) fears: 'Lula winning the election, of election fraud...and fake

news.! He utilized these worksheets as source material when generating content using

ChatGPT.

Tarefa 1

Quais sdo as principais fontes de dor do seu avatar?

« Comprovagao
« Autoridade

« Facilidade
DEFINA SEU NICHO MEDO DO LULA GANHAR .
SABOTAGEM NO VOTO Listas
STF INFRINGIR A CONSTITUICAO « Descoberta
Vocé sabe em qual grande nicho esti o seu negécio? BOICOTE A CONSTITUICAO o Prova Social
Resposta: POLITICA, POPULACAO, TRABALHADORES e *Medo
esposta: - 'y A .
INFLACAO ALTA « Aceitagdo &
JUROS ALTOS « Gratuito
Vocé sabe em qual subnicho esti o seu negocio? DESVIO DE EMENDAS ORCAMENT. S « Dificuldade
Resposta: IGREJAS, SINDICATOS, ORGANIZACOES CIVIS RECESSAO « Segredo
DITADURA DE ESQUERDA «Duvida
URSAL « Tempo
Vocé sabe qual o tamanho aproximado do seu nicho? Qual a demanda? CONSTITUINTE «Resultado
Resposta : Segundo o Google Planner PROPAGANDA ENGANOSA — FAKE NEWS . Manei‘ras
politica : 100 mil FALSAS PESQUISAS ELEITORAIS * Especificidade

« Transformacgao
« Curiosidade

Figure 9: Clodoval’s worksheet.

Second, Clodoval learned how to use GenAl to target these audience fears—from GenAl
itself. He asked ChatGPT how to make content to gain and keep followers (Figure 10).
ChatGPT suggested using 'mental triggers', which it described as 'words, phrases, or
techniques that can be used to persuade people towards specific decisions by activating
certain impulses or emotional reactions in the human brain, often subconsciously. ChatGPT
then suggested triggers—fear, scarcity—with specific examples of how to use language to

activate those triggers. Based on ChatGPT’s advice, he said, he changed tactics:

This year I've been more focused on curiosity triggers. I put out a word nobody
knows: an aphorism, a neologism. You throw the term and let people go do their
research...they end up on Olavo de Carvalho's website.

Using these tactics, Clodoval created a 'digital marketing group' on Telegram, encouraging

aspiring alt-right content creators to use the same tactics to 'win the cultural wars.'

Most participants also talked about exploiting their followers’ psychology, systematically
using language to incite fear and urgency. Many referenced the ‘lizard brain’ (which
Clodoval defined as ‘audiences’ most basic survival instinct’) to explain their language
invoking threats to survival and used ChatGPT to learn new targeting tactics. They
actively documented audiences’ fears to finely tailor their content, iterating on existing

misinformation but enhancing its reach and engagement.
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IGatilhos mentais" é um termo que se refere a palavras, frases ou técnicas usadas para
influenciar ou persuadir a tomada de decisdes das pessoas. Essas palavras podem ativar
certos impulsos ou reagoes emocionais no cérebro humano, muitas vezes de forma
inconsciente, levando as pessoas a agir de certas maneiras. Aqui estao alguns exemplos de

palavras que sao frequentemente consideradas gatilhos mentais:

1. Urgéncia: "agora", "ultima chance”, "hoje", "ndo perca", "imediatamente”.

a "o o

2. Escassez: "edigao limitada", "estoque limitado", "exclusivo", "Unico".

3. Autoridade: "especialistas recomendam”, "cientificamente comprovado”, "o lider em"

. > Regenerate

Prova social: "mais vendido", "milhares de clientes satisfeitos", "avalizado por".

Send a message

Free Research Preview. ChatGPT may produce inaccurate information about people, places, or facts. ChatGPT August 3 Version

Figure 10: Clodoval’s ChatGPT response to his query on mental triggers.

~— TEMAS SOBRE SOBREVIVENCIA
— TEMAS SOBRE PROPRIEDADE
~— TEMAS SOBRE URGENCIA

TEMAS SOBRE GUERRA

— TEMAS SOBRE FOME

ATIVANDO O CEREBRO
REPTILIANO

ex: Corrupgao mata a economia, corfupgao
mata a nagao.
Corrupgao devora a nqueza, CoIrupgao

M NAFORAS aniquila a esperanga

REPETICAO DE IDEIAS P/ ENFATIZAR

Figure 11: The post Clodoval created using ChatGPT's advice.

Expanding Reach

Misinformation creators used GenAl to expand their reach by repurposing their content,
repackaging others’ content, adapting content across media (e.g. text to video), and

automating their content creation.

Repurposin r kaging pre-existin ntent

Creators input previously successful posts into GenAl tools to replicate them as new
content, seeking to replicate their engagement and reach. Original posts had often gained

traction because they were sensationalist, polarizing, and/or misleading.
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Nadia (35, US) explained:

I will literally take a chapter, or half a chapter of my book, and I'll ask it [ChatGPT]
to come up with like 7 different variations of Instagram posts. It’s kind of creating
the content for me, but it’s using my information.

She asked ChatGPT to rephrase old social media content: Tl repost stuff that’s from 3
months ago or longer, whatever types of content did well...People have the memory of a

goldfish.'

John (52, US) used Twitter Analytics to find successful Tweets from months prior. He then
rewrote them using Grammarly’s GenAl-based 'Improve' feature and reposted them (Figure

12).

Home ®

Figure 12: John using Grammarly to rewrite an old COVID-19 conspiracy article.

Creators also used GenAl tools to repackage others’ viral misinformation posts and reshare
them as original content. John used ChatGPT to write a Python script that automatically
rewrites articles he saves from the internet in his voice, automating his misinformation

content creation (Figure 13).
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Figure 13: John'’s automated article rewriting system.

L [P

L3

Name

Google adds a switch for publishers to opt out o...ing Al training data - The Verge(theverge.com)
Google is opening up its generative Al search ex...ce to teenagers | TechCrunch(techcrunch.com)
Introducing the New Ray-Ban | Meta Smart Glasses | Meta(about.fb.com)

Zapier launches Canvas, an flowchart tool | TechC com)

John used GenAl tools to explore views, clicks, and subscription data and then replicate

common characteristics of high engagement posts. If John found an article with interesting

data but commentary he disagreed with, he extracted the data and used GenAl to write

commentary in his voice. For example, John used BrowseAl to extract text from an Epoch

Times article about the relationship between myocarditis and COVID-19 vaccines.
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Figure 14: John using BrowseAl to rewrite existing articles.

Then, he plugged the extracted sources into a version of GPT-4 which he trained to write in

his voice and created a cover image on Midjourney. The result was a legitimate-looking

article on 'the quiet controversy surrounding COVID-19 Vaccines' (Figure 15).

The Quiet Controversy Surrounding
Myocarditis and COVID-19 Vaccines

Dx Share

Initially, it began as a slow stream of alarming signals hinting at a problem. By
January 2021, shortly after the COVID-19 vaccines were introduced, instances
of myocarditis started to emerge.

Previously, myocarditis, which is the swelling of the heart muscle, had not

been associated with vaccinations. Therefore, when 28 instances were recorded
in the U.S. vaccine adverse event reporting system (VAERS) during that month,
it drew attention.
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Figure 15: John’s article.

Creators also utilized GenAl to perform automatic live-translations. John translated video
and audio podcast segments into many languages using Al dubbing tool HeyGen to reach
broader audiences: 'that kind of outreach is pretty powerful.'" Clodoval (42, BR) used

ezdubs.ai to live-translate his deepfakes from Portuguese into English.

Adapting content across platforms and media

Creators used GenAl to adapt content across mediums and platforms (e.g. video to
text-based article). By reformatting the same stories for different audiences, creators

developed an omnichannel presence based more upon post quantity than quality.

Otto (23, US) pulled multimedia from conspiratorial Telegram groups and used pre-prompts
saved to ChatGPT and Claude 2.0 to reformat them as scripts for YouTube livestreams,
Medium articles, and Tweet series (Figure 16).
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2.) Detail incredible achievements, reminiscent of genuine happiness, that can result
from sincerely following this article's suggestions.
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dismissal of the recommendations shared here.
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Figure 16: Otto’s multimedia and multiplatform content creation.

Clodoval (43, BR) asked ChatGPT to adapt his blogs about Gulags

comic book text to increase website engagement (Figure 17).

and communism into
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Nazismo significa
nacional socialismo
— é uma vertente

”
;2\ \ comunista
B -

Figure 17: Clodoval’s anti-communist comic book stating that the Nazi were communist.

Optimizing for Engagement

Creators used GenAl to increase posts’ attention-grabbing features. Specifically, they used
GenAl to amplify sensationalism in text and imagery, optimize videos for virality, and make

controversial images appear more realistic.

Amplifying sensationalism in text and imagery

Creators prompted GenAl tools to make text-based content more persuasive, authoritative,
urgent, and emotionally appealing, and to create sensationalist thumbnails, videos, and

images to attract clicks.

As Otto (23, US) became embedded in misinformation communities, he began learning from
other influencers who shared analyses of the human 'lizard brain' and increasing personal
influence. He learned that controversy increases clicks:

You see my other videos have, like, no likes, they have nothing controversial. This
video has the most engagement on LinkedIn. Yeah, this video is super, you know,
politically incorrect, but it's like confirming the Owen Cooke thing...it's fine being
more politically incorrect than correct as long as you're getting exposure and
engagement out of it and awareness.
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Otto used ChatGPT to implement and automate sensationalizing tactics (Figure 18). First,
he generates fear-mongering language about a harrowing future to increase engagement
and demand for his content. Second, he offers hope of a better future, capitalizing on the
anxiety he fomented. Third, he fabricates authenticity and 'personal testimonials' to gain

credibility. Fourth, he drives traffic to his monetized channels across platforms.

| have been presented with an opportunity to create a captivating and informative article.
These are the specific guidelines you've provided for structuring the piece:

Start by describing significant negative outcomes individuals might face if they disregard
the advice in the article.

Detail incredible achievements, reminiscent of genuine happiness, that can result from
sincerely following this article's suggestions.

Further elaborate on possible worsening situations readers may undergo should they fail to
adopt instructions delineated in the write-up.

Depict the enticing reality attainable through dedicated adherence to listed reflections.

Insert pertinent stories or authentic case studies to resonate with the reader’s struggles and
triumphs...

Guide readers towards beneficial resources such as my Telegram channel and encourage

them to support me at , making clear how their backing uncovers crucial data

especially during inflationary periods

Figure 18: Otto’s content generation prompt on ChatGPT.

Clodoval asked ChatGPT to generate captivating content denouncing corruption using the
literary schemes ChatGPT told him increased engagement: ' need anaphora with an
indefinite subject about: Cultural destruction, destruction of ethics, destruction of
Christianity, destruction of the foundations of the West.' The Al-generated result (Figure
19) talked about corrupt politicians: 'they promise, they lie, they steal; they snag, they

deceive...'
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Anaforas sobre politicos corruptos:

Eles H}ometem, eles mentem, eles roubam.

Eles desviam, eles enganam, eles traem.

Eles subornam, eles desonram, eles envergonham.
Eles ludibriam, eles corrompem, eles desgragam.

Anaforas sobre corrupgdo quebrar a economia para se perpetuar:

Corrupgao mata a economia, corrupgao mata a nagao.

Corrupgao devora a riqueza, corrupgao aniquila a esperanga.

Corrupgao suga o sangue do povo, corrupcao mata o sonho de um futuro melhor.
Corrupgao destroi o pais, corrupcdo deixa a miséria como heranga.

Anéforas sobre corruptos com faldcias mentirosas:

Figure 19: Clodoval’s anaphora ChatGPT result.

Benson (43, US) increased engagement by using Midjourney to create visually striking
thumbnails for his Instagram, leading to his Substack and YouTube (he writes the Substack
articles and YouTube scripts with ChatGPT): '"The best thing with Al is that it’s very
new...You can compose something that is very original and striking.' Benson generated

jargon-filled content using ChatGPT to sound like an expert for a podcast interview and

used Midjourney to create clickbait for his Substack on meat-based 'primitive' diets (Figure
20).
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This falsehood is the central untruth that persuades people to steer
clear of consuming what are arguably the healthiest foods on the planet.

Share

It's argued that their consumption of red meat, eggs, and dairy must be
detrimental to our health. This story is not just incorrect; it represents one of
the greatest distortions in historical context, laying the foundation for a
contemporary dietary regime that starkly contrasts with what our physiology

necessitates.

Figure 20: Images generated by Benson (43, US) with MidJourney.
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Optimizing videos for virality

Creators used GenAl to cut long-form videos into short-form content optimized for
attention-keeping and different platforms. Otto (23, US) used OpusAl to cut disinformation
documentaries he found on Telegram into YouTube shorts. Opus produces multiple videos
that are subtitled, reformatted into portrait mode (optimized for mobile shorts) and scored

according to the Al’'s assessment of likely virality (Figure 21).

om Al Magic Tools / Subtitles

Generate Subtitles

Okay, well, look, there's some issues.

> C 0 Aa-= opus.pro; HRA

® 1h4am

The video has a powerful hook that 8 5
immediately grabs viewers' attention. The

coherence is strong as it smoothly transitions

from discussing the dangerous neighborhood

to the positive influence of Islam. It is

complete, covering all main points. The

personal connection and trend topic make it
engaging. However, it could benefit from a

stronger call to action.

This is O Block This & a really dangerous neighborhood
in Chicago This place isn't famous for its fancy lights or
shiny attractions It's known for something else This is a

story of O Block and how Islam is changing this place

Figure 21: Otto uses OpusAl to turn long videos into short videos given a 'virality score'.

neratin ntrover hr h realism

Creators used GenAl tools to create hyper-realistic parody videos of celebrities. Creators
strived for realism because the contrast of satire and hyper-realism generated controversy,

increasing engagement.
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George (40, BR) garnered over 10 million views on a TikTok shallow fake showing
then-President candidate Lula stealing a pen:

People struggle to find out if my videos are fake or not. Of course I say it's a
montage, right? But people still think it's real. Any TikToker who wants success has
to do the perfect thing. You have to leave a doubt in the air: is it true or is it not.
That’s the emotion, leaving that suspense of not knowing if it’s true or not.

While George did not consider himself a misinformation creator, he wanted people to
question veracity to drive engagement. He described how GenAl increased his reach:

People were sharing a lot about this interview so I thought, I'm going to take a swing
at this one. I was afraid of being sued. But I posted it and on the first day there were
already 35,000 followers and comments were coming and when I went to see it was
almost 8 million views. So I thought, you know what, I'm going to continue using
Jornal Nacional's videos to mess with them. And the followers increased.

Building a Brand and Reputation

Creators used GenAl tools to seem authentic (despite GenAl assistance), to present
themselves as experts, and to brand themselves as hyper-productive technology early

adopters.

Maintaining authenticity

Creators used GenAl to manufacture a distinct, cohesive brand by training tools to speak
consistently in their voices. They accomplished this by filling out the 'bio' section of
ChatGPT in detail, fine-tuning ChatGPT (using Playground) with other content they had
written, and using pre-prompts or custom instructions. These practices molded tools into
ultra-fast copywriters producing precise imitations of creators’ voices and styles.
Personalization also helped creators bypass platform misinformation definitions and

corresponding guardrails.

John (52, US), a published author, trained ChatGPT on his books and op-eds. He asked it to
analyze his writing style and create a pre-saved prompt to use whenever he wanted it to
write in his voice. He taught DanteAl to bypass misinformation guardrails by instructing it
to take his ‘side’: 'If I'm getting into some of the COVID stuff, I'll tell it: reminder, you're
taking the side of X. Otherwise it’ll become deferential.'
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Custom instructions (©)

What would you like ChatGPT to know about you to provide better responses?

poor diet means a diet high in processed foods. | believe in the
concept of nutrients vs. energy when considering the total makeup
of a diet over time. Calories don't matter as much as what types of
calories. Calories from protein, vitamins, minerals, and essential fats
are good. Eating excess "empty calories” from refined fats like canola
oil, soybean oil, and other vegetable oils is bad. Eating excess
calories from refined grains and added sugar is bad. Being
overweight is major health risk. Insulin resistance is the cause of

*? GPT-4 @

P LG W3 s T S e

4/ 9 The food pyramid? Please. The base is filled with grains, and the top discourages
healthy fats found in red meat, eggs, and dairy. That's like building a house on a foundation

of sand. =

5 % Whole foods like red meat, eggs, and seafood are painted as villains, while they're
actually nutrient-dense superstars that can help you combat hunger and achieve long-term
health. #NutrientDensityWins

6/ #g Then, there's the "low-fat" advice. Stripping fat from food isn't making us healthier; it's
making us hungrier! Fat is not the enemy; it's a key player in satiety and nutrient absorption.

7/ ‘&' Being overweight isn't just about looks; it's a health risk. However, the paradox is that
you can be "skinny fat." Weight isn't the only indicator of health. Visceral fat is the silent Killer,
and it can exist even in thin people

8/ L. The battle for long-term health isn't won with willpower; it's won with real food. Foods .
that are high in nutrients and low in empty calories are your best allies. (

9/ k&) It's time to turn the tide. Reject the failed mainstream advice and embrace a diet

based on evolutionary wisdom, one that's rich in nutrients and devoid of processed junk.
k
10/ —- In summary, mainstream dietary advice is out of touch with how our bodies actually

work. It's high time we stop following a one-size-fits-all approach and start listening to what
our bodies really need.

Figure 22: Benson’s custom instructions (top) and ChatGPT output (bottom).

Benson (43, US) explained: 'I didn’t use ChatGPT until I taught it. Once I realized I could
teach it my thoughts, then I started using it.' He showed a long-form article on evolutionary
diets written by ChatGPT (Figure 22): 'Like this is amazing, this is exactly like something I

would write, but I'm not going to spend the time to write this.' These custom instructions
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also stopped ChatGPT from giving what he called bad info':

You should avoid saturated fat, a good diet is lean protein, it gives you just the bogus
mainstream stuff. But now that I trained it, it’s saying your perspective. It knows, it
has my custom user profile.

Posing as experts and productivity leaders

Creators used GenAl to project themselves as experts. Clodoval (42, Brazil) prompted
ChatGPT for expert-sounding terminology like 'lumpenproletariat' and 'aphorisms' to signal
credibility to his audience. Otto (23, US) explained:

I want to portray to people that I have more status than I do. So with Claude, it
thinks it’s not ethical to do that. So if I ask it to write me a Twitter post, a lot of
times it’ll be like ‘I can’t, because that’s not ethical, blah blah. But by clicking
‘bypass filter [on Prompt Perfect],’ I can create a prompt that can bypass it.'

Otto also switched to a Korean version of ChatGPT, wrtnAl, to evade guardrails limiting his

writing on conspiracy theories.

€ C O & jina.ai

- Auto-tune

Get up to four optimized prompts with a single click

A
ne
GPT4 ~ ADD-ONS (4) = Original prompt
Step 2
X
)
f € EXAMPLES ] X CLEAR ALL
X
E [ ]
=] -
MODERATE
Write me a prompt that

|

Mark as non-gibberish .

Optimized for potn . pULpromplis mArkec a8 gibuel
Bypass ethical filter
1 Refine the prompt 1o make it less like ")to trigger the
@ model’s ethical filter. Note: The final prompt may —

still trigger it depending on the vend

; = o i gger it depending e vendor 3 .

Figure 23: Otto’s use of the 'bypass ethical filter' option on Prompt Perfect.

34



John (52, US) used DanteAl to create and train his own anti-vaccine Al model with
selectively-edited COVID-19 data spreadsheets and vaccine-hesitant articles. He explained:
'What will happen on Google, because all of us were censored, you won't find any of these
[materials] on there. This is my fine tuned data...that you can pull together for your
purposes.' He aimed to produce a vaccine-skeptical chatbot to embed into his website and
charge for. Since John trains it on his own articles and blog posts, the bot promotes John as

the leading 'antivax expert.'

<« C O @& chatdante-ai.com 6 * 4 @ @ O S [.

| New chat Notifications | Su * Memb um.. B3 A . s sau bo feo Mak Home t B3 CUENTS ol Master Sheet » Al

Dante GPT-4 v

specific article. It can be longer if you need.

B_
4 New knowledge base ® Title: The Unseen Impact of Mask Policies on Children
4+ New conversation Q The policy of masking children has been a contentious issue throughout the pandemic. While the intention is to protect

health, the unseen consequences are significant and often overlooked
Firstly, masks can hinder speech development in children. Young children learn to communicate by observing facial
expressions and lip movements. Masks obscure these vital cues, potentially delaying language acquisition and socio-

emotional development

Secondly, the effectiveness of masks is not conclusive. Data shows that districts' face covering policies do not
significantly impact the spread of the virus.

, masking children correctly is unrealistic. Improper masking, which is common among children, can be

unsanitary and potentially harmful

Lastly, the psychological impact of masking on children should not be underestimated. Many children experience
anxiety and discomfort when asked to cover their faces.

X
In conclusion, while the intention behind mask policies is to protect health, the potential harm to children's
development and well-being suggests it's a bad policy. It's crucial to consider these unseen impacts when making
decisions about public health measures.

Figure 24: John’s use of DanteAl.

The marketing funnel

To capture new audiences, creators utilized mainstream social media platforms to lead
consumers towards more intimate and increasingly monetized online spaces. Creators
posted 'hooks' on platforms like Facebook, X, and TikTok to cast a wide net, leading people
towards closed and unmoderated spaces like Discord servers, Zoom calls, and Telegram
channels. On private platforms, they could make monetary requests without moderation

and make consumers feel ‘chosen’.

Nadia (35, US) shared anti-vax and miracle cure tips to her 85,000 Instagram followers and
160,000 TikTok followers, but monetized engagement and sponsorships on those platforms

comprised a small percentage of her income. Nadia used Koji (Figure 25) to drive followers
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to private Facebook groups and Telegram channels where she offered exclusive content,
including ‘healer’ classes and 1:1 consultations on how to become an influencer millionaire.

Nadia charged $5000/class, building a 7-figure business from misinformation miracle cures.

koji )

Join my emaillist

AI fo r L i n k i n B i o O Al Script Generator ($5/mo)

Create & Monetize Al apps & oookrecommender a4

from your link in bio.

Figure 25: Koji, an app using GenAl to help aspiring influencers monetize content.

° Follow me on Tiktok

Discussion

Our findings on GenAI’s role in misinformation production have important implications
given correlations between misinformation and negative effects like toxic
non-evidenced-based treatments (Perlis et. al. 2023), prejudicial attitudes (Douglas et. al.
2019), and violence (Uscinski and Parent, 2014). We discuss how two emerging mitigation

strategies—detection and labeling—may affect misinformation consumption and creation.

Much literature focuses on assessing the reliability of algorithms designed to automatically
detect and flag Al-generated content (Zhou et. al, 2023; Najee-Ullah et. al, 2022). We
contend that algorithmic interventions are unlikely to eliminate Al-generated
misinformation, due to creators’ ability to bricolage and post ‘gray area’ content to evade
moderation (Hassoun et al.,, 2024). We propose Al labels could reduce misinformation
sharing because unlike fact-checking labels, participants largely perceived Al labels as

apolitical facts about content’s production method.

Large platforms have introduced labeling requirements for Al-generated content, among
other efforts. We found creators largely felt disincentivized to disclose and label their GenAl
use, suggesting that self-labeling solutions will have limited effectiveness. Misinformation

consumers, in contrast, desired greater transparency about Al’s role in content creation.
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Creators feared that labeling content as Al-generated would undermine their brand,
engagement and monetization. GenAl use indexed an inauthenticity they thought would
hurt their brand, making them appear like grifters. Creators also feared labeling would
diminish engagement, since people would no longer debate whether sensational content
was real. Finally, creators feared labeling would result in demonetization by social media
platforms. In the few instances when creators voluntarily labeled their content as

Al-generated, they did so to protect from lawsuits or deplatforming.

Unlike creators, misinformation consumers actively desired labels. They disliked being
unable to discern whether AI had been used to generate content. In our GenAl prompting
exercise, most participants recalled encountering similar images and videos, with some
having shared them. Almost all participants did not realize the content was Al-generated.
When informed, many expressed surprise, others were upset; for all, being duped felt
uncomfortable. Notably, most participants would not share content if they knew it was
Al-generated, even if they agreed with the message: they expressed strong desires to find
‘real’ content to make the point. They saw it as creators’ and especially social media

platforms’ responsibility to disclose GenAl use to prevent people from being misled.

Participants overestimated platforms’ capacity to detect and label Al-generated content
accurately. As a result, consumers assumed Al labels were a statement of fact. Given this
perception, consumers saw Al labels as politically neutral, in contrast to other labels (like
fact-checking) they had encountered on social media. We propose that Al labels could

reduce misinformation sharing and merit further research on formulation and triggering.

Conclusion

We longitudinally analyzed misinformation creator and consumer engagement with GenAl.
We found participants primarily used GenAl for content creation, not truth-seeking. We
also found that financial motivations drove their misinformation production, and GenAl
tools made it easier to become a monetized content creator, even without specialized skills.
Our findings suggest that ‘ordinary’ people are not just recipients of Al-generated
(mis)information, requiring further analysis on how non-expert actors creatively use GenAl
tools to spread misinformation. This analysis should impact GenAl design and platform

governance, as misinformation creators are unlikely to self-disclose their GenAl use.
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